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10 割接后 NAT 条目数不足 

简要信息 

ᴿ  0804180122901 

ᾗ  2008-4-18 

 → ̆╟ NAT ̆ ‟ Уэ Ȃ

NAT ῏ ҩ 7K Ȃ 

ᾱ╕  ᶢ  

10.1 收集现场信息 

10.1.1 网络拓扑 
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ў ″ Э ̆ ѝб NAT Ὧ̆ Ȃ ҩ RSR50-40 ᶕ

̆ → C3660Ȃ NAT 10K ̆ RSR50-40 Ю₥ NAT

ѝ 3KȂ 

10.3 诊断故障原因 

故障诊断的思路 

1 .  ‎ C3660Э NAT Ȃ 

1 .  б RSR50-40 ̆ Ȃ 

2 .  C3660Э 7K NAT Уэ ACCESS-LISTȂ 

3 .  ACCESS-LIST̆ RSR50-40Э ACCESS-LIST ҩУэ Ȃ 
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        start 123.127.244.74 end 123.127.244.74 

        type generic, total addresses 1, allocated 1 (100%), misses 23640 

[Id: 1] access-list 100 pool pbin refcount 7485 

 pool pbin: netmask 255.255.255.224 

        start 123.127.244.100 end 123.127.244.100 

        type generic, total addresses 1, allocated 1 (100%), misses 1613 

Total active translations: 11875 (19 static, 11856 dynamic; 11856 extended) C3660Э

╟ NAT 11875 Ȃ 

10.3.2 RSR50-40 在出口时的 NAT 条目数 

RSR50-40Э show ip nat tr p: 

RSR50-40#sh ip nat tr p 

TCP timeout value: 

  syn_sent = 60         syn_recv = 60 

  established = 86400   fin_wait = 60 

  close_wait = 30       last_ack = 30 

  time_wait = 30        close = 10 

UDP timeout value: 

  udp stream = 300      DNS = 60 

ICMP timeout value: 60 

Generic timeout value: 600 

pnat port size=128, nat count=3011, exceptionlist count=0 

read pack error 0 0 0 

name      protocl   port 

ftp       6         21 

rtsp      6         554 

sip       17        5060 

RAS       6         1719 

Q.931     6         1720 

tftp      17        69 

pnat port size=128, nat count=3011, exceptionlist count=0 RSR50-40Э ╟ NAT

ѝ 3011 Ȃ 
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ip access-list extended 101 

 10 deny tcp any any eq 445  

 20 deny udp any any eq 445  

 30 deny udp any any eq tftp  

 40 deny tcp any any eq 135  

 50 deny udp any any eq 135  

 60 deny udp any any eq netbios-ss  

 70 deny tcp any any eq 139  

 80 deny tcp any any eq 6881  

 90 deny tcp any any eq 6882  

 100 deny tcp any any eq 6883  

 110 deny tcp any any eq 6884  

 120 deny tcp any any eq 6885  

 130 deny tcp any any eq 6886  

 140 deny tcp any any eq 6887  

 150 deny tcp any any eq 6888  

 160 deny tcp any any eq 6889  

 170 deny tcp any eq 6881 any  

 180 deny tcp any eq 6882 any  

 190 deny tcp any eq 6883 any  

 200 deny tcp any eq 6884 any  

 210 deny tcp any eq 6885 any  

 220 deny tcp any eq 6886 any  

 230 deny tcp any eq 6887 any  

 240 deny tcp any eq 6888 any  

 250 deny tcp any eq 6889 any  

 260 deny udp any any eq 15000  

 270 permit ip any any  

! 

ip access-list extended 120 

 10 permit ip host 10.1.1.1 any  

! 

ip access-list extended tmp_acl 

 10 deny tcp any any eq 3076  

 20 deny udp any any eq 3076  

 30 deny tcp any any eq 3077  

 40 deny udp any any eq 3077  

 50 deny tcp any any eq 3078  

 60 deny udp any any eq 3078  

 70 permit ip any any  

! 

logging server 10.1.1.161 

enable secret 5 $1$n12d$4BxxyDEwCvE55uCC  
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enable password 7 02534131144b2c567f 

! 

controller E1 2/0 

! 

controller E1 2/1 

! 

controller E1 2/2 

! 

controller E1 2/3 

! 

interface gigabitEthernet 0/0 

 ip nat outside 

 ip ref 

 ip access-group 101 in 

 no ip redirects 

 ip address 172.30.13.2 255.255.255.248 

 duplex auto 

 speed auto 

! 

interface gigabitEthernet 0/1 

 ip nat inside 

 ip ref 

 ip access-group tmp_acl in 

 no ip redirects 

 ip address 192.168.0.2 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface gigabitEthernet 0/2 

 ip address 192.168.111.1 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface gigabitEthernet 1/0 

 duplex auto 

 speed auto 

! 

interface gigabitEthernet 1/1 

 duplex auto 

 speed auto 

! 

interface Loopback 0 

 ip address 172.16.6.1 255.255.255.0 
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! 

interface Loopback 1 

 ip address 123.127.244.105 255.255.255.224 

! 

ip nat pool pbin 123.127.244.100 123.127.244.100 netmask 255.255.255.224 

ip nat pool gyrt 123.127.244.74 123.127.244.74 netmask 255.255.255.248 

ip nat inside source static 10.1.1.7 123.127.244.125 permit-inside 

ip nat inside source static 10.1.1.2 123.127.244.98 permit

 ip nat inside source static 10.111000 123.127.244.008soermit

 

ip nat inside source static 10.181.2 123.127.244.217(0)17(0)17(8)-17( )17(p)17(e)17(r)-66(m)17(i)17(t)] TJ

ET

BT

105 30. 141.33 652.33 Tm

[(-)] TJ

ET

BT

05 30. 141.3ta inside 
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line vty 0 4 

 login 

 password 7 072e0129195f355042 

! 

End 

C3660 ̔ 

c3660#sh run 

Building configuration... 

 

Current configuration : 4906 bytes 

! 

version 12.2 

service timestamps debug uptime 

service timestamps log uptime 

service password-encryption 

! 

hostname c3660 

! 

enable secret 5 $1$YFqA$MhiNDg4AnxUQaPXv6kEPZ0 

enable password 7 13151514074107797D7278 

! 

ip subnet-
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 duplex auto 

 speed auto 

!          

interface FastEthernet0/1 
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ip http server 

!   

ip access-list extended tmp_acl 

 deny   tcp any any eq 3076 

 deny   udp any any eq 3076
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snmp-server community c119107 RO 

snmp-server packetsize 2048 

snmp-server enable traps snmp authentication linkdown linkup coldstart 

warmstart 

snmp-server enable traps tty 

snmp-server enable traps casa 

snmp-server enable traps isdn call-information 

snmp-server enable traps isdn layer2 

snmp-server enable traps isdn chan-not-avail 

snmp-server enable traps isdn ietf 

snmp-server enable traps hsrp 

snmp-server enable traps config 

snmp-server enable traps entity 

snmp-server enable traps envmon 

snmp-server enable traps ds0-busyout 

snmp-server enable traps ds1-loopback 

snmp-server enable traps bgp 

snmp-server enable traps ipmulticast 

snmp-server enable traps msdp 

snmp-server enable traps rsvp 

snmp-server enable traps frame-relay 

snmp-server enable traps rtr 

snmp-server enable traps syslog 

snmp-server enable traps dlsw 

snmp-server enable traps dial 

snmp-server enable traps dsp card-status 

snmp-server enable traps voice poor-qov 

snmp-server enable traps xgcp 

!          

dial-peer cor custom 

!               

line con 0 

 password 7 1407100D00492922777E6565 

 login     

line aux 0 

line vty 0 4 

 password 7 0216065D074B0C281F185F49 

 login     

!          

end        

RSR50-40 C3660 ACCESS-LIST100ּש⁞ ұ C̔3660 ҩ 192.168.4.0 0.0.0.255

э Ȃ 
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C3660Э‮ э  ̔

c3660#show ip nat s 

Total active translations: 2847 (18 static, 2829 dynamic; 2829 extended) 

Outside interfaces: 

  FastEthernet0/0 

Inside interfaces:  

  FastEthernet0/1 

Hits: 1894019483  Misses: 8014742 

Expired translations: 8188441 

Dynamic mappings: 

-- Inside Source 

[Id: 2] access-list 1 pool gyrt refcount 1696 

 pool gyrt: netmask 255.255.255.248 

        start 123.127.244.74 end 123.127.244.74 

        type generic, total addr
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