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Ruijie RG-WGֶ HTTP/HTTPS ӇҵѐЭּ ֒ רּ ̆ ᾃ

̆ ֒Эּ⁮WEB ╘ ̆

ᴳ ╘ ̆ ѐ Ȃ

� Cookie ȁḮᾐбᾃ

Ruijie RG-WG WEB Ӈҵѐ Cookieᾃ ╗ ̆

IP Cookieᾃ ӱ̆ ṁ⁮ Cookie ȁḮᾐ ᾃ Ȃ

�  

Ruijie RG-WG HTTP/HTTPS ̆ ѐ ꜛ
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1.31.31.31.3 ╘

Ὠ ұ ӊ ᵏ ӊ ╘̆ ᴐֵט Ԉ

ԏὨ www.ruijie.com.cn̆Ю ⁮ ԏ ӊ ̆

Ӈ Ȃ

У ľ Ŀ̆ Ὠ

̔4008111000.

如果您在阅读中产生疑问，请与文档维护人联系

2222 б

RG-WG Ὧ Ԉ HTTPS ὤ WEB ̆ ԇ

(CLI) Ȃ Ὧ ᴉᴳ CLI RG-WG Ὧ ᶕ ̆ ȇ

RG-WGӊ ԇ ᴐ ȈȂ

WEBUI CLI Ȃ ᴳ CLI ̆ѝҩᶑ

ᴳὲ Ѩ ̆ ╟  ľᶑ Ŀ ԇȂ ᴳ WEBUI

̆ ֶ ╟ᶑ Ȃ

2.12.12.12.1 WEBUIWEBUIWEBUIWEBUI

ᴳ ὤ HTTPS ̆ WEB WG

Ȃ ꜛ ̔

� Internet Explorer 6.0 6.0ԈЭ

� Firefox 1.50 1.50ԈЭ

PC WEBUĬ Ἴ IP ̂ᴿ 192.168.20.100/24̃̆ Ԉ

⁮ WG eth0 Ȃ Ὧ WEBUI Ю̔

1̃ WEB ̆ ὡ Ȃ

https://<Ruijie_gateway_ip_address>
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2̃ WEBUĬ ὡ ȂЮ‟ ҩ WEBUI

CLI IP Ȃ

1111̔ ᶕ

3̃ >>>> >>>> ̆ WEBUI ̔ ȁ ᴇѐ

ᴇѐ Ȃ

4̃  ľ ĿȂ

 ұ ὤ ̆ ᶢ ľ Ŀ Ȃ Ὧ ᶢ ᶕ ̆

╗ Ȃ

2.22.22.22.2 WEBUIWEBUIWEBUIWEBUIӮ

‫ WEBUI Ю ̆ѝ ў >>>> ̆

ҩὯ ᶕ ᶕ Ȃ

ᴐ Ȃ

IP 192.168.20.200
administrator
password
English
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Э ̆WEBUI ԈЮЬэ ‍ ̔

� ў ̂ ᾃ̃

╖ ў ‍ѝԈЮΰэў ̆ ў ѐ ꜛ ҩ ̔

ў ̔ ұ Ȃ

̔ ў ѐ̆ ̆Ԉ

ᶕ Ȃ
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3333 ў

3.13.13.13.1

̆ Ԉ ⁮ ֒ ᶕ ȁ ȁ

‾ ᾳȁ ᶕ ̆ з ᵏҩ Ԉ

Ȃ

έᴇ ѝ̔

1̃ ў >>>> ̆ Ю Ȃ

Э ѐ э Ю ̔

ў
Ὧ ў Ȃў ȁ ȁЮ‚ ļ_Ľ
Ȃᶢ ў ̆ 7.1.2.1
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2̃ľ ᶕ Ŀ У ᾃ CPU‾ ᶕ ̆ Ю

Ȃ

 ľ⁹ Ŀ ₂⁹ ԍ Ȃ ԍ ⁹ ̆ ӱ ᵛ Ю ‟

ѐ УэȂ

ľ Ŀ ľᵚ ĿȂ Ὧч ᶕ ̆

7.1.3.1 Ȃ

HA
HA ̔ľ Ŀȁľў Ŀ ľ ĿȂ

HA ̆ 7.2.6 Ȃ

‟ Ὧ ‟ ̆ Ὧ У Ȃ

₥ ұ ὯЭ ֒ Ȃ ֒̆

 ľ Ŀ ľ Ŀ Ȃ 7.3.1.1
֒Ȃ

₥ ұ Э Ȃ ѝ

Ὧ ғҩ ╘̆  ľ Ŀӱ ‍ ╘

Ю Ѭ Ȃ 7.3.1.2 Ȃ

֒ ᶕ Ȃ

WEB
Э ╘ Ѭ Ȃ

У֙ ╘ ̆  ľ Ŀ

ᶕ Ȃ 7.3.1.2 Ȃ

WEB ╘ ᶑ ᶕ Ȃ
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3.23.23.23.2‍

Ὧ ȁ ╘ ὤ … ̆ Ὧ

Ὧ ў >>>> ‍ ѐ ᶕ ֒ ᶕ

Ȃ Ю‟ᶕ ̔

RG-WG

3.2.13.2.13.2.13.2.1

ў >>>> ‍ >>>> ̆ ᵛ ₥ CPUᴳ

ᴳ Ȃ Ю Ȃ

ľCPUᴳ ĿЮ ̆Ԉ CPUᴳ ᶕ Ȃ Ὧ

ұ CPUᴳ ̆ έᴇ Ȃ
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ľ ‾ Ŀ ᴳ ᶕ Ȃ

Ԉ ľ Ŀ ̔ ȁ ȁ

э Ȃ  ľ⁹ Ŀ Ԉ Э ⁮ ᶕ Ȃ

3.2.23.2.23.2.23.2.2

ў >>>> ‍ >>>> ̆ ᶕ Ȃ Ю

Ȃ

‟ Ю ̔

Ȃ

IP
‍ IP Ȃ ᴐ Ӈ ̆‡ ѝ

0.0.0.0Ȃ

ᴐ ̔ľupĿ ľdownĿȂ
̔

vlan1 v̆lan1 ׆ ̆ ⁮Ԉ
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Ԉ ľ Ŀ ̔ ȁ ȁ

э ̆ Ԉ ᾃ ᶕ Ȃ

ľ Ŀ έᴇ ̆  ľ⁹ Ŀ ̆ Ԉ

ᶕ Ȃ

3.2.33.2.33.2.33.2.3 WEBWEBWEBWEB

Ԉ ѐ ὯұWEB ╘ ᶑ ᶕ ̆ ⁮

WEB  ᶕ ȁ   ╘ ᶕ ȁ   WEB ╘ ᶕ Ȃ

ў >>>> ‍ >>>>WEBWEBWEBWEB ̆ ὯұWEB ╘ ᶑ

Ȃ Ю Ȃ

⁸Ȃ ұ ̆ ѫ vlan1҂
ұ Ȃ ֗Уэ ұ ̆ ѫ vlan1҂
ұ Ȃ

ᴐ ̔ľ Ŀ ľ Ŀ Ȃ

Rx Pkts Э ⁮ ꜛ Ȃ

Rx Errors Э ⁮ ꜛ Ȃ

Tx Pkts ꜛ Ȃ

Tx Errors ꜛ Ȃ
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э ὲ ᶕ Ю ̔

Ԉ ľ Ŀ ̔ ȁ ȁ

э Ȃ  ľ⁹ Ŀ ̆ Ԉ ᾃ ᶕ Ȃ

  WEB ╘ ᾃ   WEB ╘ ᶕ Ȃ

WEB  ᵚ
У ̆ ‟ ₥ 10ᴁ WEB  ‟ Ȃ

 ľ Ŀ Ԉ

⁮ IP ‟ ₥ 10ᴁ   ╘ ‟ ᶕ Ȃ

ᵚ ⁮ IP   ₥ 10эWEB ╘ ‟ ᶕ Ȃ
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�

� ӊ Ȃ

4.1.14.1.14.1.14.1.1

ľ Ŀꜛ ᶕ Ȃ

ȁЮ ‮ ӊ Ȃ

1̃ >>>> >>>> ̆ Ю Ȃ

2̃ ᶕ

 ľ ⁞Ŀѐ έᴇ ̆ Ԉ ᶕ Ȃ Ԉ‟

ҩ ᶕ ̆а ꜛ ᾃ Ȃ⁞שּ

3̃  ľ  ĿУ ̆ ԈЮ ⁮ PC ЭȂ

4̃  ľ‮ Ŀ Ԉ‮ Ȃ

4.1.24.1.24.1.24.1.2

̆ ӊ Ȃ а Ԉ ȁ

Ȃ Ԉ ᶑ ̆҂ ѝ ╟ ᵏ⁮ ֒ ѐȂ

7.1.4 ֒ Ȃ

1̃ >>>> >>>> ӊ Ȃ Ю Ȃ
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⁮ ѐꜛ έᴇᾃ ̆ Ԉ ľ Ŀ ѐ ‟ ₥ΰᴁ

ᶕ Ȃ Ю Ȃ

3̃



-17-

ᾳЮ̆ ľ Ŀ̆‡ ѝ ὤ ѐ ╘ ᶕ Ȃ

Ө ѝ WEB ╘ ў ȁ ѐ WEB ╘ ̆‡

ľ IP / Ŀ ὡ IP ᶕ Ȃ

Ө ѝ ὤ ѐ WEB ╘ ̆ ‟ ѐ ὤ

Ȃ

4̃ έᴇ

ľ ‚ Ŀ ‍ ̆ Ԉ ̔

Ã ľ Ŀ‡ ľ Ŀ Ȃ

B̃ ľ Ŀ̆ ΰ ̆‡

ӊ Ȃ

5̃ ᶑ ᴳ

ľ ᴐĿ ᶑ ̔

Ã ľ ᶑ Ŀ‡ ᶑ ⁮ ЭȂ

B̃ ľ ֒ Ŀ̆ ֒ ֒ ѐ ̆

7.1.4 ֒ Ȃ

̔ а ľ ᶑ Ŀ̆‡ ѐа ẏ ̆

‡ ľ Ŀ Ȃ

̆ Ԉ ᴳ ̆ ѝ̔Englishȁ

ᴇѐ ᴇѐ Ȃ

6̃  ľ Ŀᶑ Ȃ

4.1.34.1.34.1.34.1.3 ⁸ᴐ

⁸ᴐ ұ ╟ Ȃӊ ╟ᶑ ⁮ ת̆ Ԉ

֒ Ȃ ӊ ̆ WEBUI бЮ Ȃ

1̃ >>>> >>>> ⁸ᴐ Ȃ
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2̃ ľ Ŀ ‍̆ Ԉ ľ Ŀȁľ   Ŀȁľ

Ŀ ľ Ŀ Ȃ ̆   ᵛ ľ Ŀ̆ Ԉ

⁮ ѐꜛ έᴇᾃ ̆ Ԉ ľ Ŀ ѐ ‟ ₥ΰᴁ

ᶕ Ȃ Ю Ȃ

3 �ÅEÝ�½�y><,X4³Au�ÍB5
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Ã Ԉ ľӭ Ŀȁľ
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4.2.14.2.14.2.14.2.1  

  ҩ ὤ Ὧ ѝ̆ꜛ Ю‟ ѝ̔

� רּ     ѝ

� רּ SQL ὡ     ѝ

� רּ     ѝ

� רּ ԇ ὡ     ѝ

� רּ ԇ   ѝ

� רּ ᶕ רּ ᶕ ѝ

� ╘ WEB ᾃ

� WEB ╘ Ԇ

� ӱ ╘ Ю ֒

� ╘ Эּ ֒

� IP WEB ╘ Ȃ

� WEB ╘ URLȁURL ȁPOST ̆ Cookieѐꜛ Ȃ

� ѐ WEB ╘

� ╟   ѐ IP WEB ╘

�

� Cookie

�  

� http

Ԉ   ȁ‮ ȁ   ̆ Ԉ

֒ ᶕ Ȃ

1̃ >>>> >>>>   ̆ Ю Ȃ
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Ԉ ⁮ ₥ ѐ   ᶕ Ȃ ѐ Ҕ ᶕ ̆ Ԉ

 ľ ╟ ╟ Ŀ̆ Ҕ ̆ Ԉ ѐ >>>>

̆ ᶕ Ȃ

ᾳЮ̆ ľ Ŀ ̆ ₥ 25

̆ Ԉ ᶢ Ȃľ Ŀ ₥ ᶕ

Ὥ Ȃ Ԉ   ̆҂ Ԉ ľ Ŀ ὡ ̆  ľ

⁮Ŀ Ԉ Ȃ

2̃   Ю‟ᶕ ̔

⁮   έᴇ Ȃ

IP WEB ╘ IP Ȃ

╘ IP WEB ╘ IP Ȃ

WEB ╘ ̆ ч ̆У GET̆
ԏ Уэ URL ╟ᴐ̆ү POST̆ Ӈ

╟ᴐȂ

╟   Ȃ
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3̃ ‮ ̆  ľ Ŀ Ȃ

4̃ ᶑ ⁮ PC Э̆ Ԉ ľ   Ŀ   ̔

HTML CSV Ȃ  ľ   Ŀ Ȃ

5̃

Ԉ э ̂ᴿ IPȁ ╘ IP ̃

֒ ᶕ Ȃ

Ã ľ / Ŀ ̆ ̔

ľӭ Ŀ̔ 00:00:00⁮ ₥ ₂ ᶕ ̕

ľ Ŀ̔ ӱ У 00:00:00⁮ ₥ ₂ ᶕ ̕

ľ 7 Ŀ̔ ₥ ₂Ѯ₥Ц ᶕ ̕

ľ Ŀ̔ ӱ 1 00:00:00⁮ ₥ ₂ ᶕ ̕

ľ 30 Ŀ̔ ₥ ₂Ѯ₥ 30 ᶕ ̕

ľ ⁸ Ŀ̔ Ԉ ľ / Ŀ ľ / Ŀ

Ȃ

B̃ ľ ⁞Ŀ ֒

ᵛ‟ ѐ ѐ̆ ‟ ѐ רּ ľ̂ꜛ Ŀ ľ

ұĿ̃̆ ᵛ ѐ ὡּר ֒Ȃ

ŵ Уэ ֒̆‡ ᾃ ֒̆ ᾃ ᴳ

֒҂а Ȃ

URL έᴇ URL
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Ŷ чэ ֒̆‡ ᾃ ֒̆



-24-

Ԉ ⁮ ₥ ѐ ᶕ Ȃ ѐ Ҕ ᶕ ̆ Ԉ

 ľ ╟ ╟ Ŀ̆ Ҕ ̆ Ԉ ѐ >>>>

̆ ᶕ Ȃ

ᾳЮ̆ ľ Ŀ ̆ ₥ 25

̆ Ԉ ᶢ Ȃľ Ŀ ₥ ᶕ

Ὥ Ȃ Ԉ   ̆҂ Ԉ ľ Ŀ ὡ ̆  ľ

⁮Ŀ Ԉ Ȃ

2̃   Ю‟ᶕ ̔

⁮ έᴇ Ȃ

IP WEB ╘ IP Ȃ

╘ IP WEB ╘ IP Ȃ

ᴳ Ȃ

URL έᴇ URL Ȃ

֒
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3
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Ŷ чэ ֒̆‡ ᾃ ֒̆

ᾃ чэ ֒Ѯ Ὧ ̔

ľбĿ чэ ֒ ᶕ ̕ľ Ŀ ὲѐУэ

֒ ᶕ Ȃ

C̃ ľ ᴐĿ ֒ ᴐ̆ ѝľ Ŀ

�ê�ê�ê
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Ԉ ⁮ ₥ ѐ ᶕ Ȃ ѐ Ҕ ᶕ ̆ Ԉ

 ľ ╟ ╟ Ŀ̆ Ҕ ̆ Ԉ ѐ >>>>

̆ ᶕ Ȃ

ᾳЮ̆ ľ Ŀ ̆ ₥ 25

̆ Ԉ ᶢ Ȃľ Ŀ ₥ ᶕ

Ὥ Ȃ Ԉ   ̆҂ Ԉ ľ Ŀ ὡ ̆  ľ

⁮Ŀ Ԉ Ȃ

2̃   Ю‟ᶕ ̔

WEB ╘ έᴇ Ȃ

IP WEB ╘ IP Ȃ

╘ IP WEB ╘ IP Ȃ

WEB ╘ ̆ ч ̆У GET̆
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3
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ŵ Уэ ֒̆‡ ᾃ ֒̆ ᾃ ᴳ

֒҂а Ȃ

Ŷ чэ ֒̆‡ ᾃ ֒̆

ᾃ чэ ֒Ѯ Ὧ ̔

ľбĿ чэ ֒ ᶕ ̕ľ Ŀ ὲѐУэ

֒ ᶕ Ȃ

C̃ ľ ᴐĿ ֒ ᴐ̆ ѝľ Ŀ

ľ ĿȂ

D̃  ľ Ŀ Ȃ

ľ Ŀ̆‡‟ ѐ ֒ ᶕ Ȃ

ľ‮ Ŀ̆‡   Ю ̆ ֒

ӱ ѐ‮ Ȃ

4.2.44.2.44.2.44.2.4

ҩ ѝ̆ꜛ ȁ   Ȃ

1̃ >>>> >>>> ̆ Ю Ȃ
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Ԉ ⁮ ₥ ѐ ᶕ Ȃ ѐ Ҕ ᶕ ̆ Ԉ

 ľ ╟ ╟ Ŀ̆ Ҕ ̆ Ԉ ѐ >>>>

̆ ᶕ Ȃ

ᾳЮ̆ ľ Ŀ ̆ ₥ 25

̆ Ԉ ᶢ Ȃľ Ŀ ₥ ᶕ

Ὥ Ȃ Ԉ   ̆҂ Ԉ ľ Ŀ ὡ ̆  ľ

⁮Ŀ Ԉ Ȃ

2̃   Ю‟ᶕ ̔

έᴇ Ȃ

IP ў IP Ȃ

Ȃ

╟ᴐ Э ᴐ ᶕ Ȃ
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3̃ ‮ ̆  ľ Ŀ Ȃ

4̃ ᶑ ⁮ PC Э̆ Ԉ ľ   Ŀ   ̔

HTML CSV Ȃ  ľ   Ŀ Ȃ

5̃

Ԉ э ̂ᴿ IPȁ ╘ IP ̃

֒ ᶕ Ȃ

Ã ľ / Ŀ ̆ ̔

ľӭ Ŀ̔ 00:00:00⁮ ₥ ₂ ᶕ ̕

ľ Ŀ̔ ӱ У 00:00:00⁮ ₥ ₂ ᶕ ̕

ľ 7 Ŀ̔ ₥ ₂Ѯ₥Ц ᶕ ̕

ľ Ŀ̔ ӱ 1 00:00:00⁮ ₥ ₂ ᶕ ̕

ľ 30 Ŀ̔ ₥ ₂Ѯ₥ 30 ᶕ ̕

ľ ⁸ Ŀ̔ Ԉ ľ / Ŀ ľ / Ŀ

Ȃ

̔ ⁮ ⁮ ⁸ Ѯ₥ 1111‍ ᾃ ⁮ ᶕ

Ȃ

B̃ ľ ⁞Ŀ ֒

ᵛ‟ ѐ ѐ̆ ‟ ѐ רּ ľ̂ꜛ Ŀ ľ

ұĿ̃̆ ᵛ ѐ ὡּר ֒Ȃ

ŵ Уэ ֒̆‡ ᾃ ֒̆ ᾃ ᴳ

֒҂а Ȃ

Ŷ чэ ֒̆‡ Уэ Уэ ֒̆‡ ᾃ ֒̆
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C̃ ľ ᴐĿ ֒ ᴐ̆ ѝľ Ŀ

ľ ĿȂ

D̃  ľ Ŀ Ȃ

ľ Ŀ̆‡‟ ѐ ֒ ᶕ Ȃ

ľ‮ Ŀ̆‡   Ю ̆ ֒

ӱ ѐ‮ Ȃ

4.2.54.2.54.2.54.2.5

ҩ ѝ̆ ̔HAȁ Ȃ ȁ

ȁ‮   Ȃ

1 >>>> >>>> Ȃ
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Ԉ ⁮ ₥ ѐ ᶕ Ȃ ѐ Ҕ ᶕ ̆ Ԉ

 ľ ╟ ╟ Ŀ̆ Ҕ ̆ Ԉ ѐ >>>>

̆ ᶕ Ȃ

ᾳЮ̆ ľ Ŀ ̆ ₥ 25

̆ Ԉ ᶢ Ȃľ Ŀ ₥ ᶕ

Ὥ Ȃ Ԉ   ̆҂ Ԉ ľ Ŀ ὡ ̆  ľ

⁮Ŀ Ԉ Ȃ

2̃   Ю‟ᶕ ̔
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3̃ ‮ ̆  ľ Ŀ Ȃ

4̃ ᶑ ⁮ PC Э̆ Ԉ ľ   Ŀ   ̔

HTML CSV Ȃ  ľ   Ŀ Ȃ

5̃

Ԉ э ̂ᴿ IPȁ ╘ IP ̃

֒ ᶕ Ȃ

Ã ľ / Ŀ ̆ ̔

ľӭ Ŀ̔ 00:00:00⁮ ₥ ₂ ᶕ ̕



-35-

C̃ ľ ᴐĿ ֒ ᴐ̆ ѝľ Ŀ

ľ ĿȂ

D̃  ľ Ŀ Ȃ

ľ Ŀ̆‡‟ ѐ ֒ ᶕ Ȃ

ľ‮ Ŀ̆‡   Ю ̆ ֒

ӱ ѐ‮ Ȃ
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c̃  ľ Ŀ ᶑ Ȃ  ľ Ŀ ὤ ‡ў Ȃ

 ľ Ŀ Ȃ

3̃ᶢ ‡

1̃ ᾃ ṁ רּ ̆ὲӹ Ὧ ӨӨ

Ὧ Ȃ

2̃ ѐ  ̆ľ ╘

ὤ Ŀѐ ‡ ⁮ ╘ ̆Ү

Ȃ

3̃ ѐ     ᾃ  Ԇ

   ̆ ľ ╘ ὤ Ŀѐ   ‡ӨӨ

ᾃ WEB ╘  ᶑ Ȃ

SQL ὡ  
SQLὯ ‟ У WEB ╘ Эּ SQL

ԇȂ

  XSSὯ ‟ У  Ȃ

ԇ ὡ   ԇὯ ‟ У WEB ╘ Эּ ԇȂ

ԇ  

WEB



έᴇ Ю Ȃ

4̃Ἷ ὤ ‡

RG-WG ἵ Ἷ ὤ ‡̆ ⁸У б ‡ ὤ

‡̆ ╗ ‡̆ ҩע ᴐȂ

У ‡̆  ľἿ ὤ ‡Ŀ̆   Ю Ȃ

ὡ ‡ ̆ᴿ ľlllĿ̆  ľ Ŀ Ȃ ╗У б ‡

‡Ȃ Ю ̆ ‡ľlllĿ ‡ testἿ Ȃ
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5̃‮ ‡

‡ ̆  ľ‮ Ŀ Ԉ‮ ‡Ȃ  ľ‮ ὤ Ŀ̆

ԈУ ‮ ὤ ‡Ȃ

5.1.15.1.15.1.15.1.1 SQLSQLSQLSQL ὡ  

SQL ὡ   W̔EB ╘ ἵ ╟ SQL

̆ ₥ ὡ Ӈ ᶕ ( POST GET)

ὤ Ȃ

RG-WG Ԉ‾ ᾃ ̆ ұ ⁞

⁞ SQL ὡ  Ȃ Ԉ SQLὯ ‟ ̆ У Ӈ SQL

Ȃ

ὤ ‡ѐ έᴇ Ю ̔

1̃ⱶ ľ   Ŀ̆ Ԉ ᾃ SQL

ὡ  Ȃ ľ╟ᴐĿ ⁮   ╟ᴐȂ

2̃ⱶ ľ SQL ὡ   Ŀ̆ WEB ╘ Ӈ SQL

Ὧ Ȃ ľ╟ᴐĿ ⁮   ╟ᴐȂ

3̃  ľ Ŀ̆ SQL ὡὯ ̆ Ю Ȃ
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  У   ̂ A Web ╘ B ת̆̃ 

҂  Ȃ

 ӊ ̆ ѝ CGI Ӈ ѐ

HTML
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‟ ѐⱶ ľ ĿУ Ὧ Ȃ

Ã ╗Ὧ

ľὯ Ŀ ᵛ ὡ  Ὧ ̆ ѐ ̆

ѝ ̆  ľ ╗Ŀ ̆ Ὧ ╗ὡ‟ ѐȂ

B̃‮ Ὧ
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ᾃ Ὧ ‮ ̆ Э У ᾃ Ȃ ұ ╗

Ὧ ̆ ̆  ľ‮ Ŀ ‮ Ὧ Ȃ

5.1.35.1.35.1.35.1.3 ԇ ὡ  

ԇ ὡ  ̆ У   ̆ HTMLԆ ὡУэ ὡ ⁸

(ᴿ Ѳ ⁸ ) ╟ ᾃ ȂУэ Ԉ‾

  Ȃ ὡУэ ԇ ὡ

̆ӹԏ ֶ эԆ ̆ ֶ ԇ

ӹԏ Ȃ

RG-WG Ԉ‾ ᾃ ̆ ұ ⁞

⁞ ԇ ὡ  Ȃ Ԉ ԇ ὡὯ ‟ ̆ У ԇ

ὡὯ ‟ ԇ ὡ   Ԉ̆ ұ רּ

Ȃ

ὤ ‡ѐ έᴇ Ю ̔

1̃ⱶ ľ   Ŀ̆ ұᾃ ⁞

ԇ ὡ  Ȃ ľ╟ᴐĿ ⁮   ╟ᴐȂ

2̃ⱶ ľ ԇ ὡ   Ŀ̆ ԇ ὡ   Ὧ ‟

ԇ ὡ   ̆Ԉ ұ רּ

Ȃ

3̃  ľ Ŀ̆ ԇ ὡ  Ὧ ‟ ̆ Ю Ȃ
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ѐꜛ ᾃ ԇ‟ ╗ ԇὯ Ȃᾃ Ὧ

‮ Ȃ

ľὯ Ŀ ᵛ ὡ ԇ ὡ  Ὧ ̆  ľ ╗Ŀ ̆ Ὧ

╗ὡ‟ ѐȂ

‟ ѐⱶ ľ



-46-

҂а ╗Ȃ ұ 4э ὤ ѝ ԇ, Ѭ ԇὭ 150э̆ ̔password,

00000,8888 ѝ ԇȂ

RG-WG Ԉ WEB ╘ ԇ ԇ Ȃ

ԇ ὡ רּ ľ ԇ ‟ Ŀѐ У ̆‡

ᾃ ԇ ὡ ԇ̆ ԇѝ ԇ̆RG-WG

WEB ╘ ̆Ԉ ᶢ Ȃ

̔

ҩᾃ ԇ‟ ̆RG-WGRG-WGRG-WGRG-WG 2.02.02.02.0 Ѭ ұ 4444э ԇ ѝ

ԇȂ ѝ ԇ̆‡аἵ ╘ Ȃ

ὤ ‡ѐ έᴇ Ю ̔
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ѐꜛ ᾃ ‟ ╗ Ὧ Ȃᾃ

Ὧ ‮ Ȃ

ľ ԇ Ŀ ᵛ ὡ ԇὯ ̆  ľ ╗Ŀ ̆ Ὧ

╗ὡ‟ ѐȂ

‟ ѐⱶ ľ ĿУ Ὧ Ȃ

5.1.55.1.55.1.55.1.5 ᶕ

WEB ̆ а ̆ ֶ Ὧ ᶕ

Ȃ Ҿᶕ ὤᶕ Ȃ ὡᵩ ֶ ᴳὲ
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Ӈ ̆ᴳ а ̆Ԉ ӊ ̆ӱ ‾

Ҿᶕ ὡᵩȂ

RG-WG WEB ╘ ᶕ Ȃ ⁮

ᶕ ̆‡ ᶕ ̆ӱ ὁ ὤ Ȃ

ὤ ‡ѐ Ὧ ѝ̔

ⱶ ľ
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5.1.75.1.75.1.75.1.7 WEBWEBWEBWEB Ԇ

WEB ╘ Ԇ ̆RG-WG WEB

Ԇ ̆ ᶕ Ȃ

ὤ ╘ ‡ѐ Ю Ȃ

ⱶ ľ WEB Ԇ Ŀ ̆RG-WG WEB ╘ ᶕ

̆ ľ╟ᴐĿ ̆ ѝ̔ľӨ Ŀȁ

ľӨ Ŀ ľ ĿȂ ╟ᴐѐꜛ ľ Ŀ ̆‡ ╟

╘ Ԇ ᶕ ̆ ╘ Ȃ ╟ᴐѐꜛ ľ

Ŀ ̆ ѐ ᾳȂ

5.1.85.1.85.1.85.1.8 ֒ Ю

╘ Э ҩ ̆ ὲӹ Ȃ҂ ╘ Э ֶ

ẏ⁮ ֒̆ а ̆ ╘ Э ֶ

̆ѝӹԏὡᵩ ᵏҩ Ȃ ֒ Ԉ У Э

̆ᶑ ╘ Ȃ

RG-WG Ԉ ӱ ╘ Ю ֒ ṁ ̆ Ю ֒

Ю ֒ ‟ ѐ ̆‡ ӱWEB ╘ Ю ֒Ȃ

ὤ ╘ ‡ѐ Ю Ȃ

1̃ⱶ ľ ֒ Ю Ŀ ̆RG-WG ľбЮ Ὧ

֒ Ŀ̆ ӱWEB ╘ Ю ֒ ̆ ľ╟ᴐĿ

̆ ѝ̔ľӨ ĿȁľӨ Ŀ ľ ĿȂ

╟ᴐѐꜛ ľ Ŀ ̆‡ ╘ Ȃ ╟ᴐѐꜛ

ľ Ŀ ̆ ѐ ᾳȂ

2̃ Ю ֒



Э ‟ ѐ̆ľmdbĿѝ ᾃ ֒ ̆҂ ̆   ѐ̆

ұӱWEB ╘ Ю ֒ R̆G-WG Ю ѝľmdbĿ ֒

Ȃ

Ԉ ᾳ ╗ ӱWEB ╘ Ю ֒ ̆҂ Ԉ‮

Ѭ ֒ ̆ ֒ Ȃ

Ã ╗ ֒

ľ Ŀ ὡ ֒ ̆  ľ ╗Ŀ Ȃ

B̃ ֒ ̆  ľ‮ Ŀ Ԉ ὲӱ‟ ѐ‮ Ȃ

̔ ᾃ ֒ ‮ ɜ Ȃ

C̃  ľ ĿУ ̆ Ԉ ֒ ̆ ұⱶ ᴳὲѝľ Ŀ

̆RG-WG ֒ Ю Ȃ

5.1.95.1.95.1.95.1.9 ֒ Эּ

RG-WG Ԉ Эּ⁮WEB ╘ ֒ ṁ ̆ Эּ ֒

Эּ ֒ ‟ ѐ ̆‡ ֒Эּ⁮WEB ╘

Ȃ

ὤ ╘ ‡ѐ Ю Ȃ
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1̃ⱶ ľ ֒ Эּ Ŀ ̆RG-WG ľбЭּ Ὧ

֒ Ŀ̆ Эּ⁮WEB ╘ ֒ ̆ ľ╟ᴐĿ

̆ ѝ̔ľӨ ĿȁľӨ Ŀ ľ ĿȂ

╟ᴐѐꜛ ľ
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Ԉ ᾳ ╗ WEB ╘ Эּ ֒ ̆҂ Ԉ‮

Ѭ ֒ ̆ ֒ Ȃ

Ã ╗ ֒

ľ Ŀ ὡ ֒ ̆  ľ ╗Ŀ Ȃ

B̃ Ѭ ֒ ̆  ľ‮ Ŀ Ԉ ὲӱ‟ ѐ‮ Ȃ

̔ ᾃ ֒ ‮ ̆ Ȃ

C̃  ľ ĿУ ̆ Ԉ ֒ ̆ ⱶ ᴳὲѝľ Ŀ

̆RG-WG ֒ Эּ Ȃ

5.1.105.1.105.1.105.1.10 IPIPIPIP ⁸

ľIP ⁸Ŀ╖ ̆ ұ ᶑ WEB ╘ R̆G-WG

ľ IP‟ Ŀ IP ̔

� IP а IP
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Ã ╗ἵ IP

ľ IP Ŀ ὡ IP ὲ ̆  ľ ╗Ŀ ἵ

IP
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 ľ Ŀ̆ Ю Ȃ

Ã ╗

ľὯ Ŀ ὡ ᴳ Ὧ ѕ̆ ľ Ŀ ̆

Ԉ ľURLĿȁľURL ĿȁľPOST Ŀ ľCookieĿѐ Уэ

э̆  ľ ╗Ŀ Ȃ

B̃‮

Уэ э ̆  ľ‮ Ŀ Ԉ ὲӱ‟ ѐ‮ Ȃ

C̃ᶢ

‍⁞   э ᾃ Ԉ ╖ Ȃ҂

Ԉ  ľ Ŀ̆ ‟ ᾃ ᴐȂᴿ ⱶ

ľCookieĿ̆‡‟ ѐ Cookie ̆ Ю Ȃ
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5.25.25.25.2 ╘ ὤ

╘ ὤ ұ ҾWEB ╘ ᶑ ̆Ԉ ᶑ ὤ ̆ Ԉ

а ̆ ұа ╘ а ὤ Ȃ

έᴇ ѝ̔

1̃ WEBWEBWEBWEB ὤ >>>> ╘ ὤ ̆ ‡Ȃ

ľ Ŀ
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Ã ľ ὤ Ŀ ὡ ὤ Ȃ ‍⁞ ľ ╘ ‟ Ŀ ľ ў

‟ Ŀ ᶑ WEB ╘ IP ᶕ ̆έᴇ

WEB ╘ Ȃ

B̃ ľ ╘ ὤ Ŀ WEB ╘ ὤ ̆ꜛ

WEB ȁ ᶕ ȁ HTTP   Ȃ

  ̆ ľ ὤ Ŀ ľ   Ŀ έᴇ

̆έᴇ ὤ Ȃ
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ᶢ  ľ Ŀ Ӈ ᶑ Ȃ

3̃ ὤ

ὤ ѝľ Ŀ Ȃ ╗ ‡ ѝľ Ŀ ̆ ľ

ĿУ ľ Ŀ ľ Ŀ ᴳ ‡ ̕ ľ Ŀ‡ᴳ ‡ Ȃ

4̃ ╟ ὤ ᴁ
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‡ ╗ ‟̆ Ԉ ╟ ‡ ‡ ‟

Ȃ

 ľ ╟ĿУ‟ Ԉ ‡ Ю ╟У ̆   Ԉ Э

╟У Ȃ  ľ Ŀ Ԉ ╟⁮֗ᴉ ‡Ѯ₥ Ѯ ᴁ ̆ Ю

Ȃ
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ľ Ŀ ╟ ѝľ ₥Ŀ ľ Ŀ̆ Ю ‟ ѐ

╟ ᴁ ̆  ľ Ŀ ̆‡ ‡ ╟⁮ ᴁ Ȃᴿ ̆ Э ̆

‡ֶ ὤ ľ1Ŀ ╟ ὤ ľdefault-gropuĿѮ₥Ȃ

5.2.15.2.15.2.15.2.1 WEBWEBWEBWEB ╘

Ӯ ᴉ ╗ ᶑ WEB ╘ Ȃ

1̃ ľ ╘ ‟ Ŀ ᶑ WEB ╘ IP ̆Ԉ

╘ ᴳ Ȃ Ю Ȃ

ľIP/ Ŀ WEB ╘ IP ὲ ̆ WEB ╘ ᴳ

ὲ ̆  ľ ╗Ŀ Ȃ

 ľ‮ ĿУ Ԉ‮ Ȃ

2̃ WEB ╘ Э ў ̆ ľ ў ‟ Ŀ ᶑ

WEB ╘ IP ȁ ȁ Ѯ Ὧ Ȃ Ю Ȃ
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ľIP/ Ŀ WEB ╘ IP ὲ ̆ ľ Ŀ ὡWEB

╘ ̕ ľ Ŀ WEB ╘ ᴳ ὲ ̆

 ľ ╗Ŀ Ȃ

 ľ ᴐ
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Ю ̔

URL

ἵ Ӈ URL ѕ ̆ ѝ 2048̆
ѝ 0-65536̆ ᴁѝ Ȃ

̔

URL У ѝ( [] ѝ )̔
protocol :// hostname[:port] / path / [;parameters] [?query] #fragment
URL ľ // Ŀ Ѯ ѕ ̆ ᴿ

http://www.sina.com.cn/ э URL 16Ȃ

URL э

ἵ Ӈ URL э Ȃ ѝ 100̆
ѝ 0-1000Ȃ
̔

URL э ̆ ? &Ѯ =Ѯ₥ URL ̆

http://www.google.cn/search?hl=zh-
CN&source=hp&q=Ruijie&btnG=
Google+%E6%90%9C%E7%B4%A2&aq=f&oq= эURLѐ
Уэ̙ 5э&̆ Ὥ 6э URL Ȃ

URL ᾃ

ἵ Ӈ URL ᾃ ̆ ѝ 1024̆
ѝ 0-65536̆ ᴁѝ Ȃ

̔

URL ╗⁮ URL Э Уэ /ḣ Ȃ Ԉ (?)
name=value Ȃ э URL ̆‡

Ѯ Уэ (&) Ȃ ̆URL ᾃ = &
Ѯ ᾃ Ȃ

POST э
ἵ Ԉ POST Ӈ э ̕ ѝ 100̆
ѝ 1-1000Ȃ

POST ᾃ

ἵ Ԉ POST Ӈ ᾃ ̆ post
ѐ ὡ ѐ ̆R ὡ Ȃ

ѝ 65536̆ ѝ 0-1048576̆ ᴁѝ Ȃ

Cookieэ ἵ WEB ╘ Ӈ cookie ѐ ḣȂ
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ᶢ  ľ Ŀ Ӈ ᶑ Ȃ

5.2.35.2.35.2.35.2.3 URLURLURLURL

ľURL Ŀ бᶑ WEB ╘ Ὧ URL Ȃ

ұľURL Ŀ URL̆RG-WG а ὲ ╘ ὤ ѐ ὲ

ӹ ὤ Ȃ

̔

1111̃ ὤ ѐ̆URLURLURLURL ִἼ ұ URLURLURLURL ̆ УэURLURLURLURL ╗

ὡҩ URLURLURLURL ‟ ̆‡ רּ URLURLURLURL ̆URLURLURLURL ѐ Ȃ

2222̃ ╘ ִἼ ұ URLURLURLURL ̆ UUUURLRLRLRL

רּ ╘ ̆‡ ̆аṁ֗ᴉ ‡ Ȃ

URLURLURLURL

ᶑ ╘ ѐ̆ WEB ╘ Э Ҿ URL ὤ ̆

ᶑ ᶕ ̆‡ Ԉ ╘ Ὧ URL╗ὡ URL ̆

Ȃ

ѝ̔

Ã Ἴ ѝ ╘ ľ ὤ ╘ Ŀѐ URL ̆ Ю Ȃ

B̃  ľ Ŀ ̆URL Ю Ȃ Ԉ ╗ȁ‮ URL

ѐ Ȃ

ѝ 200̆ ѝ 0-200Ȃ

Cookieᾃ
ἵ WEB ╘ Ӈ cookieѐУэ ѐꜛ

̆ ѝ 4096̆ ѝ 0-65536̆ ᴁѝ Ȃ
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ľ URL ĿЮ ѐ ὡWEB ╘ Ὧ URL̆ path level

URL̆а Ȃ  ľ ╗Ŀ ╗Ȃ

̔ ὡURLURLURLURL ̆ὲ ҂ Ȃᴿ ̆ ὡ

www.sina.com̆‡ὲ Ю ὡҩ URL Ȃ

‟ ѐ У ̆  ľ‮ Ŀ Ԉ ὲӱ‟ ѐ‮ Ȃ

URLURLURLURL

ᶑ WEB ╘ ѐ̆ ѝ WEB ╘ Ҿ URL ᾃ

ὤ ᶕ̆а ὤ ̆ἵ ᵳ ̆‡ URL ̆ Ҿ

URL ╗⁮ URL Ȃ URL ѐ URL ̆ аṁ ὤ ‡

̆ ҂аֶ ѐ Ὧ ᶕ Ȃ

ѝ̔

Ã Ἴ ѝ ╘ ľ ὤ ╘ Ŀѐ URL ̆ Ю Ȃ

B̃  ľ Ŀ ̆ ╘ Ὧ URL ╗ὡ URL Ȃ╗ὡURL

ѐ URL ἵ ̆аᾋ ֗ᴉ ὤ ‡ Ȃ

Ю Ȃ
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ľ URL ĿЮ ѐ ὡWEB ╘ Ὧ URL̆ з path

level URL̆ת а Ȃ  ľ ╗Ŀ ╗Ȃ

̔ ὡURLURLURLURL ̆ὲ ҂ ἵ Ȃᴿ ̆ ὡ

www.sina.com̆‡ὲ Ю ὡҩ URL Ȃ

‟ ѐ У ̆  ľ‮ Ŀ Ԉ ὲӱ‟ ѐ‮ Ȃ

5.2.45.2.45.2.45.2.4 ὤ ‡

╘ ὤ ѐ ὤ ‡̆ ᶑ Web ╘ ὤ

‡Ȃ Уэ ╘ ὤ ѐ Ҿ URL а ὤ ‡ ̆ Ԉѝὲ

а ὤ ‡Ȃ ὤ ‡ 5.1 ὤ ‡Ȃ

1̃ WEB ╘ ὤ ‡Ȃ Ю Ȃ

2̃ ᴿ ‡

╘ ὤ ѐ Ҿ URL ὤ ̆ Ԉ  ľ ᴿ Ŀ

а ὤ ‡Ȃ Ю Ȃ

Ã ╗ᴿ ‡

ľURLĿ ὡ URL ѕ̆ ľ ὤ ‡ Ŀ

ľ ὤ ‡Ŀ ̆  ľ ╗Ŀ Ȃ
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Ԉ ╗ ᴿ ‡̆ ╗ ֶ ╟ ╗ ᴿ ‡̆

₥ ̆а ╟ Ȃ Ю Ȃ

B̃‮ ᴿ ‡

‟ ѐ У ̆  ľ‮ Ŀ Ԉ ὲӱ‟ ѐ‮ Ȃ

5.2.55.2.55.2.55.2.5 Эּ

RG-WG ᾃ ̆ Эּ⁮WEB ╘

֒ ̆  Ȃ

1̃ Ἴ ѝ ╘ ľ ὤ ╘ Ŀѐľ Эּ Ŀ̆ RG-

WG WEB ╘ Эּ ֒ ̆ ľ╟ᴐĿ

Ȃ

╟ᴐ ѝ̔

̂1̃Ө ̔ Эּ ֒⁮WEB ╘ Ȃ

̂2̃Ө ̔ ̆а Эּ ֒⁮WEB ╘ Ȃ

̂3̃ ̕ Эּ ֒⁮WEB ╘ ̆ ѐ ᶕ Ȃ

2̃ ֒

ұЭּ ֒̆ ̆ аṁ ̆ Эּ⁮ ╘ Ȃ

ѝ 100 MȂ



̆ WEB Ӈҵѐ Cookieᾃ ╗ ̆

IP Cookieᾃ ̆ӱ ṁ⁮ Cookie ȁḮᾐ ᾃ Ȃ

ⱶ Cookie ὤ Ȃ Ԉ ľ Ŀ ľӨ Cookieᾃ

Ŀ ľ Cookieᾃ IPĿȂ

Cookie ὤ ᾃ ̆ ѝ̔

1̃Ө Cookieᾃ

2̃ Cookieᾃ IP

╗ Cookieᾃ Cookieᾃ RG-WGּ ᾃ ╗ Ȃ

CookieCookieCookieCookie‟

╗ὡ⁮ cookie list cookie ֶ ╗ Ȃ

5.2.75.2.75.2.75.2.7 ╘

RG-WG WEB ╘ ҩ ̆ Ԉ WEB

╘ Ȃ

1̃ Ἴľ ╘ Ŀ̆ Ю Ȃ
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RG-WG Э URL̆ <script src=Ŀ

http://domain/ŀŀĿ>, <iframe src=Ŀhttp://domain/ŀŀ..Ŀ> ̆ з domain

domainаУ ‡̆ RG-WG WEB ╘

ҩ Ȃ з̆ ľ╟ᴐĿ ̆ б ╘ HTTP

Ȃ╟ᴐ ѝ̔

̂1̃Ө ̔ WEB ╘ Ȃ

̂2̃Ө ̔ ̆а WEB ╘ Ȃ

̂3̃ ̕ WEB ╘ ̆ ѐ ᶕ Ȃ

̔

iframeiframeiframeiframe hiddenhiddenhiddenhidden iframe,iframe,iframe,iframe, ҂ iframeiframeiframeiframe heightheightheightheight widthwidthwidthwidthѝ̊

ᾳ̈

2̃  ľ Ŀ̆ ἵ Ԇ ѐ ὡ Ȃ ̔

⁮ ̆‡ ѝ ὤ Ȃ ‟ ѐ

̆RG-WG ֶ ѝ ̆ ľ╟ᴐĿ Ȃ

Ю Ȃ

ѐ ὡ ў IP ̆  ľ ╗Ŀ Ȃ

‟ ѐ У ̆  ľ‮ Ŀ Ԉ ὲӱ‟ ѐ‮ Ȃ
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6666 ////

RG-WG ╖ ̆ľ Ŀѐ RG-WG

̆ WEB ╘ Ȃľ Ŀ ֒ᶕ֗ Ȃľ╟

  Ŀ‡ RG-WG ѝ   IP ╟╗ὡ ̆ ὲ WEB

╘ ̆ з ᵏ ╟ Ȃľ ╘ Ŀ ұ аṁ ‡ WEB

╘ IP Ȃ ұ RG-WG HTTP ̆ Ю

̔

̂1̃

̂2̃╟  

̂3̃

̂4̃ ╘

̂5̃ ╘ IP

̂6̃ľ ╘ ὤ Ŀѐ URL

̂7̃ľ ╘ ὤ Ŀѐ URL

̂8̃ľ ὤ ‡Ŀѐ IP ⁸‟

6.16.16.16.1

╗⁮ ѐ IP̆ WEB ╘ Ȃ

ѝ̔

1̃ //// >>>> ̆ Ю Ȃ
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2̃ ╗

ľ IP Ŀ ᵛ ѐ ὡ IP ̆  ľ ╗Ŀ

Ȃ

3̃‮

‟ ѐ Уэ э ̆  ľ‮ Ŀ Ȃ

6.26.26.26.2╟  

Ruijie RG-WGЭ ╟   ╖ ̆ IP WEB ╘

רּ ѐ SQL ὡ     ̆ з╟ᴐꜛ ľblockĿ ‡̆ RG-WG

╟ IP╗ὡ╟   ̆ ὲ WEB ╘ Ȃ з ᵏ ╟ ̆

а ֗ᴉӝ ᴐ̆ ᵳҩ б Ȃ Ԉ ᴿ IP ̆

⁮ IP ╘   ѝ̆҂аֶ ὲ WEB ╘ Ȃ

έᴇ ѝ̔

1̃ //// >>>> ╟   ̆ Ю Ȃ
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2̃ ╟   ╖

ľ ╟   Ŀ ̆ ⁮ IP   ╘ Ḁ̆

IP ╟ ╗⁮ Ю ľ╟   ‟ Ŀѐ̆

WEB ╘ ̆ 10‍ Ȃ

⁮ ̆ RG-WG IP ̆

╘ Ȃ

3̃

ѝ 10‍ Ȃ Ԉ ľ Ŀ ᶢ Ȃ

4̃

ľ╟   ‟ Ŀѐ IP̆  ľ Ŀ ̆ Ԉ IP

Ȃ

5̃ IP

Ԉ έ IP ‟ ̆ Ҿ IP аֶ ╗⁮╟  

ѐ̆ת Ҿ IPӰ ṁὲӹ ‡ Ȃ
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6.36.36.36.3

╗⁮ ѐ IP̆ Ԉ ╘ ̆ заṁ֗ᴉWEB ὤ

̆ ѝ ὤ Ȃ

ѝ̔

1̃ //// >>>> ̆ Ю Ȃ

2̃ ╗

ľ IP Ŀ ᵛ ѐ ὡ IP ̆  ľ ╗Ŀ

Ȃ

3̃‮

‟ ѐ Уэ э ̆ ̆ ľ ̃‮

Ŀ Ȃ
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2̃ ╗

ľ ╘ IP/ Ŀ ᵛ ѐ ὡ ╘ IP ̆  

ľ ╗Ŀ Ȃ

Уэ IP э ў ̆‡ ľ Ŀ ᵛ ѐ ὡέᴇ

ў ̆  ľ ╗Ŀ Ȃ

3̃‮

̆  ľ‮ Ŀ Ȃ
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7777

7.17.17.17.1

7.1.17.1.17.1.17.1.1

RG-WG WEBUI ‎ ᴐ̆ Ԉ
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2̃ ľ Ŀ ȁ ᴇѐ ᴇѐ Ȃ

3̃  ľ Ŀ ᴳ Ȃ

7.1.27.1.27.1.27.1.2 ў

Ԉ ᶢ ў ̆ ̆ ᶕ ѐ

Ȃ Ԉ ѐ SNMPԆ ̆SNMP Ԉ Ὧᶕ Ȃ

ѝҩᶑ ̆ Ԉ ᶢ ̆҂ Ԉ NTP

╘ ᴐȂ DNS ╘ Ὧᶕ Ȃ

>>>> >>>> ў ̆ Ԉ ў Ὧᶕ Ȃ

7.1.2.17.1.2.17.1.2.17.1.2.1

Ԉ ᶢ Ȃ

ľ ₥ў Ŀ ₥ Ȃ



-76-

ľ ў ĿЮ̆ Ԉ ὡ Ȃў ȁ Ю‚

ļ_Ľ Ȃ

 ľ Ŀ ᶢ Ȃ

7.1.2.27.1.2.27.1.2.27.1.2.2 SNMPSNMPSNMPSNMPԆ

Ὧ Ԉ ѝἵ SNMP pollinğԈ SNMP ̆

ӱ Ὧᶕ Ȃ

1 ⱶ ľ SNMPĿ̕

2 ľ CommunityĿ SNMPԆ SNMP ֒

ѕȂ ̆ Ὧ Ԉ SNMP ̆ӱ

Ὧᶕ Ȃ

 ұ ὤ ̆ ᶢ ѕȂ

3 SNMP
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ľ Ŀ WEBUI Ȃ  ľ⁹ Ŀ Ԉ

Ȃ

1̃ ╟ᶢ

שּ ̆  ľ Ŀ ᶢ Ȃ

2̃ᴳ NTP ╘

ⱶ ľ NTP ╘ĿȂ

ὡ NTP ╘ ̆ ╟ ̆‡ ╟ У

NTP ╘ Ȃ

 ľ Ŀ ̆‡ NTP ╘ Ȃ

̆  ľ Ŀ ᴳ Ȃ
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̆  ľ Ŀ ᴳ Ȃ

7.1.37.1.37.1.37.1.3

̆ ᶑ ̆  ᶑ ‚ Ȃ

>>>> >>>> Ȃ

7.1.3.17.1.3.17.1.3.17.1.3.1

Ὧ Ԉч ̔ ᵚ Ȃ

Ȃ

�

Ὧ ѐ ̆ѕ WEB ╘ ₥ ̆  WEB ╘

HTTP/HTTPS ‍ ȁ ̆ ″ WEB ὡᵩ

ѝ̆ WEB ╘ б ᴐ̆ӱ ᶑWEB ὤȂ

̕ ѝ ᵏ ὤ Ȃ

� ᵚ

Ὧ ȂӇ Э SPAN ⁮ ҵ Ȃ
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Ὧ ұ Ӈ span ЭȂ

WEB ѐ  ᾃ Ȃ

ᴳ ⁞ Э Ҿў Ю ֒ȁ ȁ Ԉ ὲ

֒Ȃ

̔ ѐ Ὧ ֒⁮ Ȃ ᵚ ѐ̆

Ὧ а WEB ╘  Ȃᵚ ұ ‫

ע Ȃ ̆ ᾱ ѐ Ὧ эᴁ ̆Ԉ

ᵳὲ ў╟ ֒ ὡ Ȃ

ѝ̔

1̃ >>>> >>>> Ȃ

2̃ У Ȃ

3̃  ľ Ŀ ᶑ Ȃ

4̃ ╟ Ȃ
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7.1.3.27.1.3.27.1.3.27.1.3.2 ᶑ

RG-WG ᵏ ᶑ ̆ ֒ bypass╖ Ȃ failopen╖ ̆

  ̆‡ ұ ᶑ WEB ╘ ֶ

̆ ṃ ὤ ╖ ̆ ╟ ӱ ᶑ Ȃ

ᶑ ѝ̔

1̃ >>>> >>>> Ȃ

2̃ Ю‟ч ѮУ̔

Fail-open̔ ἵ ᶑ WEB ╘ ֶ ̆а ᾃ

Ȃ

Fail-close̔ ұ ᶑ WEB ╘ ֶ ̆аἵ

Ȃ

3̃  ľ ĿȂ

7.1.3.37.1.3.37.1.3.37.1.3.3 ╟  ᶑ ‚

Ruijie RG-WG HTTP/HTTPS ̆ ѐ ꜛ

а ᾃ ȁ ȁ ȁ Ȃľ ╟ ᶑ ‚Ŀ ̆

╟ ᶕ Ruijie ὤ ‍ ̆   ֶ

‍ ̆ ᵏ ̆ӱ WEB ╘  

 Ȃ

1̃ >>>> >>>> Ȃ

2̃ ľ ᶑ ‚ĿȂ
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3̃  ľ ĿȂ

7.1.3.47.1.3.47.1.3.47.1.3.4 ш TCPTCPTCPTCP

ш TCP ἵ э TCP ш ̆х Ҿ

Ь TCP ̆ ὤ Ȃ

1̃ >>>> >>>> Ȃ

2̃ ľ ш TCP ĿȂ

3̃  ľ ĿȂ

7.1.47.1.47.1.47.1.4 ֒

֒ ұ ֒ ᶕ ̆ WEB

̆ HA Ү֒ȁ Ȃ ֒ Ԉᴳ ᾃ QMAIL

֒ ╘ ̆҂ Ԉᴳ ֒ ╘ Ȃ ᴳ ֒

╘ Ȃ

֒ ᶕ ̔

1̃ >>>> >>>> ֒ Ȃ
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2̃ ̆ Ю ̔

 ľ Ŀ Ȃ

7.1.57.1.57.1.57.1.5

Ὧ ӊ ᶑ Ȃ ᶑ

ЭȂ ᶑ ȁ ֒ Ȃ
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ᶑ

1̃ >>>> >>>> Ȃ

2̃ ľ ᶑ Ŀѐ̆ ὡ 1-60 Уэ Ȃ

3̃ ľ ᶑ Ŀѐ̆ ὡ 1-1000 Уэ ( ᴁ̔MB)Ȃ

4̃  ľ ĿȂ

7.1.67.1.67.1.67.1.6

ѐ Ὧ ѝȂ ᶑ Эȁ

 ⁮ FTP ╘ ⁮ Syslog ╘ Ȃ

7.1.6.17.1.6.17.1.6.17.1.6.1

ѐ Ҿ ѝ̆Ԉ Ȃ

 ⁮ FTP ╘ Ȃ

1̃ >>>> >>>> >>>> ̆ ╖ ȁ

ᴳ   ⁮ FTP ╘ Ȃ
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2̃ ẏ ̆ Ю ̔

ᶑ ᶑ Ȃ ֶ ╟‮ Ȃ

Ȃ ѝ 5000-50000 MBȂ

ᴳ

ᴳ ḣ̆ ᴳ ⁮ ‍ ḣ̆

֒ ̆ ӊ   ̆ ᴳ

‮   ‍ Ԉ Ȃ ḣ ѝ 1 - 100Ȃ

╟ᴐ
֒ ⁮ ̆ ṃ Ȃ

̔   ‮ Ȃ

╖

Ю‟ Ҿ ѝ⁮ ̔

̂1̃ Ү֒̔ ѝ̆ꜛ ȁ  Ԉ ṁ

Ȃ ̆ 4.2.4 Ȃ

̂2̃ Ү֒̔ ѝ̆ ̔HAȁ Ȃ

Ү֒ 4.2.5 Ȃ

̂3̃WEB ̔ ⁮ WEB ╘ ȁ  

Ȃ
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3̃ ֒⁮ FTP ╘

ⱶ ľ  Ŀ̆ Ю‟ Ȃ

 ľ  Ŀ̆ ֒⁮ FTP ╘ Ȃ ‡ ⁮

ֶ ⁮ FTP ╘ Ȃ

4̃  ľ Ŀ Ӈ ᶑ Ȃ

7.1.6.27.1.6.27.1.6.27.1.6.2 SyslogSyslogSyslogSyslog

Ruijie RG-WG ẏ ⁮У Syslog ╘ ̆

Ԉ ⁸ Syslog ╘ ⁞   Ȃ.

Ruijie RG-WG Ὥ 7э ⁞̔

̂4̃ ̔ ⁮ ѐ IP WEB
╘ Ȃ

̂5̃╟   ̔ ⁮ IP WEB ╘ רּ

ѐ SQL ὡ     ̆ з╟ᴐꜛ ľb

b

 
֒⁮ FTP ╘ έᴇ ₂Ȃ

У ̆ ΰ̕ ̆ 1-30 Ȃ

╘ IP FTP ╘ IP Ȃ

FTP ╘

FTP ╘

  ‮ ֒ ֒   ὲӱ Э‮ Ȃ

⁞ ̆ ш Ȃ

⁞ ̆ꜛ ӱ HTTP ѐ ⁮ ֒Ȃ

Ὧ
ш ̆ ╖ ᶕ Ȃ ̔ CPUᴳ ȁᴂᾃ ᴂ HDD

Ȃ

̆ ╖ Ȃ

╖ ̆ ̔ / Ȃ

Ү֒̆ ̔ ( )Ȃ
У Ү֒̆ ̔ ֒ ȁ Ȃ
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7.1.77.1.77.1.77.1.7

RG-WG ᵏ ֒ SNMP Trap ╖ ̆HA ⁮

ֶ ֒ ̆ ľ ֒ Ŀ̂ 7.1.4 ֒ ̃ѐ ̆

֒ ֒Ȃ

7.1.7.17.1.7.17.1.7.17.1.7.1 ֒

RG-WG ᵏ ֒ ╖ ̆ HA ̆ HA

̆ ⁮ ̆ ľ ֒ Ŀѐ ̆

֒ ֒ ὤ ᴳ ̆ ұ ֒ WEB Ȃ

֒ ḣ ѝ̔

1̃ >>>> >>>> >>>> ֒ Ȃ Ю Ȃ

2̃ HA ֒̆ ľ HA ĿȂ

3̃ ľ Ŀ̆ ֶ ╘ ⅓ᴍ

Ȃ ὡ ╘ ₥ ֒ Ȃ

4̃  ľ ĿȂ

7.1.7.27.1.7.27.1.7.27.1.7.2 SNMPSNMPSNMPSNMPTrapsTrapsTrapsTraps

Ὧѝ SNMP trap ᶕ ⁮ SNMP ֒Ȃ

SNMP ╘ ̆ Ԉ Ὧ ѝ̆ ̔ ὲ Ȃ

Ὧ SNMP v1 v2 ῆ SNMP ֒Ȃ 7.1.2.2

SNMPԆ Ȃ

Ь SNMP ╘ SNMP trapȂ SNMP ╘

ѝ̔

1̃ >>>> >>>> >>>> SNMPSNMPSNMPSNMPTrapsTrapsTrapsTraps Ȃ
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2̃ Ю‟ ̔Trap̔SNMP╘SNMPtrap ̆ ѝ
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RG-WG ̆ ж Уэ ᴐ

IP ̆ ̆ ‡а ̆ӱ

ȁ ὤ Ȃ

Ӯ ̆ꜛ IP ȁ ᴐ ̆ ╘̆

Ȃ

7.2.1.17.2.1.17.2.1.17.2.1.1

RG-WG Ὧ ֗ᴉ ԈԈ Ȃ

̔ У Э Ԉ У ̆ ѫὤ ̆

ѫὤ Ȃ ᴳ э Ȃ....

�

RG-WG Ὧ Ԉᴐѝ э ת̆ а ╟ Ȃ

̆ ѝ ṁ ╟ Ȃ

�

RG-WG
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VLAN ᶕ Ȃ

7.2.1.37.2.1.37.2.1.37.2.1.3
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ᶢ ̆  ľ Ŀ ᴳᶢ Ȃ

7.2.27.2.27.2.27.2.2

(VLAN) У ѐ… Ȃ ₥

LANᴳ ў IEEE 802.1Q ̆ ҩ ᴉ

ꜛ̆Ԉ   ꜛ ̆ӱ э Э ‍→ э

LANȂ

VLANа ұ э ̆ VLAN ID ҵ Ȃᴿ ̔ᴁ

ұ э R & D а ת̆ ԏ ѝέ ID

VLAN̆ ԏ У У ҵ Ȃ

IP / ̆ ѫ ὡ IP Ȃ

ᴐ ̔ľ Ŀ ľ Ŀ Ȃ

ἵ Ԉ ̔HTTPSȁSSHȁPINGȁSNMPȂ

ľUpĿ / ̆ἵ ̕ ľDownĿ
̆ Ȃ

ּ Ȃ

╟ ̔ бὲ ̆ Ȃ

̔ ̂ 10ȁ100 1000 MB̃ ̂

ὤ ̃Ȃ
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Уэ VLAN Уэ ȂVLANӨ ұ VLAN Ȃ

̆ У Э ╗ҩ э VLAN̆ ѫ ̆ ῏

ὤ Ȃ

Ὧ ұ VLAN̂ ὡ ̃ 802.1Q VLAN

̂ ̃̔

� ὡ ѐ̆Уэ ұУэ VLANȂ

� ѐ̆Уэ ұ э VLANȂ

ᾳЮ̆ ұ VLAN 1Ȃ

VLAN ѝ̔

1̃ >>>> >>>> ̆ Ю Ȃ

2̃ Э Ю ‟ ѐ ̆ Ӈ

ᴐ ̂Access Trunk ̃̆ ᴐ Ȃ

� Access ̔ ľ VLANĿ̆ ᵛ ѐ VLAN I D

Ȃ

� Trunk ̔ ľ802.1Q VLANĿ̆ э VLAN ID Ȃ

ᵛ ѐ ὡ ID ̆ ľ ╗Ŀ̆  ľ Ŀ ̆ Ԉ ╗

VLAN ID̆ ╗ VLAN ID ᵛ ѐȂ

ᵛ ѐ ╗ VLAN ID ̆ ľ‮ Ŀ̆  ľ Ŀ

̆ Ԉ‮ VLAN ID̆ ‮ VLAN ID ӱ ᵛ ѐ Ȃ
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ᴐ TrunkTrunkTrunkTrunk ̆ὲNativeNativeNativeNative VLANVLANVLANVLANѝ VLAN1VLAN1VLAN1VLAN1Ȃ

ᾳЮ̆ ұ VLAN 1Ȃ‍ Уэ ⁮ VLAN 1‡

ľNative VLANĿ̆  ľ Ŀ Ȃ

7.2.37.2.37.2.37.2.3 MACMACMACMAC

Ԉ MAC ̆ ү ̆

҃̆ MAC Ȃ

1̃ >>>> >>>> MACMACMACMAC Ȃ

2̃ ╗ ‡

Ю ̔

3̃  ľ Ŀ ᶑ Ȃ

Ԉ ARP ╖ ў̆╟ IP ARP ̆ ᾃ

ARP Ruijie ᶕ Ȃ

MAC MAC Ȃ

VLAN Уэἵ MAC VLAN Ȃ

MAC Ȃ
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ѝ̔

1̃ >>>> >>>> ARPARPARPARP Ȃ

2̃‟ ѐ ARP ᶕ ̔

ľ IP Ŀ IP Ȃ

ľVLANĿ IP VLANȂ

3̃ ╗ ARP ὡ

 ľ ╗Ŀ ̆ Ю Ȃ

ľARP Probe Ŀ IP Ȃ IP
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�

̆ Ȃ

�

а б ֗ᴉὡ רּ ̆ ѫ

Ȃ з̆ а ѐ̆ ѫ х ̆

Уэ ICMP а Ȃ

ѝ̔

1̃ >>>> >>>> Ȃ

Ԉ ⁮ ȁ Ȃľ ὯĿУ ľ Ŀ

ѝ ̕ ѝ 0.0.0.0 ѝ ̕ὲӹ ѝ Ȃ

2̃ ╗

Ã  ľ ╗Ŀ ̆ Ю Ȃ

╗ а ⱶ ľ ╗ѝ ὯĿȂ

ľ Ŀ ὡ IP Ȃ

ľ Ŀ ὡ Ȃ

ľ ὯĿ ЮУ IP Ȃ а ѝ IP ̆

‡ аֶ Ȃ

B̃  ľ Ŀ Ȃ
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3̃ ╗

Ã  ľ ╗Ŀ ̆ ⱶ ľ ╗ѝ ὯĿ̆ Ю Ȃ

ľ ὯĿ ЮУ IP Ȃ а ѝ IP ̆

‡ аֶ Ȃ

B̃  ľ Ŀ Ȃ

̎̃‮

‟ ѐ Уэ э ̆  ľ‮ Ŀ Ȃ

̔ ‮ Ȃ

7.2.67.2.67.2.67.2.6

RG-WG ᴳ ᾕᴍ ̂Virtual Router Redundancy Protocol̆

VRRP̃ ╖ Ȃ

7.2.6.17.2.6.17.2.6.17.2.6.1 ᴐ

RG-WG ᴳ VRRP ╖ Ȃч Уэ ֙ ̆ч

ᴐ ̆VRRP ִἼ а ̆ ѡִἼ ᴐѝў

̆ ֗╘ִ̕Ἴ ᴂ ‡ᴐѝӱ ̆ ұ ֙ Ȃў

ӱ Ѯ HA ̆ў ֶ ӱ

VRRP ̆ ў ̆ ў ȁ ᶕ ⁮ӱ

̆ᶑ ў ў ̆н╘ ╟ ⁮ӱ Э ̆ӱ ὁ

‎ ⁮ӱ ў Э н╘ѐ Ȃ

ԈЮ RG-WG ўӱ‎ ̔

̂1̃ ̆ ӱ 3э ᵑ ⁮ў VRRP

̆‡ ѝў ᴐ̆ӱ ֶ ╟‎ ѝў Ȃ

̂2̃ ў э ᴐ
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̆ ᴐ Ȃ ѝ а ╗ ̆

ḣ̆ Down ḣ ᴂ У ḣ ̆

VRRP ѝў   ̆ ӱ ў ᴐȂ

̂3̃ ў ў э

ЭὯ ᴁ ў ѝ ў ̆ ў pingꜛ

Ȃ ѝ ў а ╗ ̆ ḣ̆

ḣ ᴂ У ḣ ̆VRRP ѝў   ̆ ӱ ў

ᴐȂ

̂4̃RG-WG ᵏ ‎ ўӱ ╖ ̆ ў ̆

ўӱ‎ Ȃέᴇ 7.2.6.5 HA ֒Ȃ

̂5̃ ў ѝľ
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2222
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HA ұ ̆ў ұ ᴐ ̆ӱ ‡ ұ ֙ Ȃ᷿

‎ ̆ ѫӱ ֶ ў Ȃ

B̃ ľHAִἼ Ŀ ֙ ִἼ

чэ Ὧ ╟ִ̆Ἴ ḣ Ὧ ѝ HA ѐ ў ὯȂ ᴔ

Уэ Ὧа ᴉ ╟ ў Ὧ̆ ѫִἼ ḣ ѝ 254ȂִἼ ḣ

ѝ 1-254Ȃ

C̃ ľ IDĿ HA ֙ ID Ȃ

ў Ὧ ID У Ȃ ѐ э HA ̆ ѫ э HA

ID аУ Ȃ

4444̃ Ὧ

ўӱ ȁ ᶕ Ȃ

Ã ľHA Ŀ Ȃ

̔̂1̃чэ ўӱ ᴳ Уэ Ȃᴿ ̔

ў ὯЭ eth3 ѝ HA ̆ ѫ ὯЭ҂

eth3 ѝ Ȃ̂ 2̃ HA ᴐ ľ Ŀ̆ ‍ IP

Ȃ

B̃ ľ IP Ŀ IP Ȃ

‍ ўӱ Э HA IP ᴁұ Уэ ᾃȂ

C̃ ľᶑ Ŀ ўӱ Ѯ Ȃ ӱ

Ьэᶑ ᾃ ⁮ў ̆‡ӱ Ḯ ў Ὧ

̆ ў Ȃ

5555̃ ‎

 ľ FailoverĿ Ԉ ⁸‎ HA Ȃ

̔ Ὧ ᴐѝ ֙ ѐў Ὧ ̆  ľ FailoverĿ Ὧ

֗ ̆ Ѯ₥ Ὧ ѝў ὯȂ ‎

Ὧ ⁮ў Ὧ ̆  ľ ‎ ĿȂ ֒ У ֶ

⁮ ᴐ Ȃ

6666̃ ḣᴐѝHAHAHAHA ‎

ľ Ŀ Ὧ Ю Ȃ
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Ã ľ ĿУ ̆‡ ᴐ Ȃ

B̃ ľ╗ Ŀ ḣ̆Ԉ ⁸ HA ‎ Ү֒ ̆

ὁ ‎ Ү֒Ȃ ѝ 1-32Ȃ

ў VRRP ѐꜛ ᴐ ᾳ ὲ ḣȂ ֶ

ὲ ұ UP ḣѮ ̆ ў Ȃ

ұў ‡̆ ѝў ̆ ╟‎ ⁮Master Ȃ

̔

ŵ ў Э ḣ ‍ ̆ү ̆

Ǆ
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Ã ľ Ŀ

ў pingꜛ ў ̆

ᾃ ⁮ ̆‡ ѝ ў а Ȃ

̔

3333 ў pingpingpingpingꜛ а ̆ ѝ а Ȃ

B̃ ľ ‎ ї ḣĿ

ў ֶ ὲ  ḣѮ ̆ ľ ‎ ї

ḣĿ Ȃ ḣѮ аᴂұ ḣ ̆VRRP

ѝў   ̆ ӱ ў ᴐȂ

ᴿ 23̆ ў 1 ḣѝ 12̆ ў 2 ḣѝ 15̆‡ 1

2 ӹԏ ḣѮ ұ 23̆ ľў Ŀ‎ ⁮ľӱ ĿȂ

ѝ 11̆‡ 1 2֗ᴉУ ‎ Ȃ

C̃ ľ ў IP Ŀ ὡ ЭὯ ᴁ ў IP ̆ ў

pingꜛ Ȃ

D̃ ľ
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⁮Master ̆ ҩ ̆ Ԉ ὁ

֙ ᾃ Ȃ

Ԉ ̆ ѝ 0͘600Ȃ ѝľ0Ŀḣ ў ╖

ľў Ŀ Ȃ

7.2.6.37.2.6.37.2.6.37.2.6.3 HAHAHAHA pairpairpairpair

HA pair ̆ Ю‟ ў Ȃ Ҿ ₥ Ḯ

ѝ э ‍ WEBUI IP Ȃ

HA ҂ CLI ת̆ ԏ ‟ эᴿ ў ᴳ WEBUI
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ұRuijie RG-WG HAӨ ̆ а HA Э IP

Ȃ

7.2.6.57.2.6.57.2.6.57.2.6.5 HAHAHAHA ֒

ұ HA pair ֒̆ Уэ ҂

Уэ Ȃ

HA ѐ̆ ѫ ѐ ᾳ ᴂ̆ ԈЮ

֒Ȃ

1̃ Ȃᴳ vlan1 IP ̆ ╟ Ȃ

ᴐ 7.3.1.1 ֒ Ȃ

2̃‎ ў ѝ Ԉ ֒ Ȃ ╟‎ ѝў Ȃ

ч ᴐ ̔

� >>>> >>>> HAHAHAHĂ  ľ FailoverĿ Ȃ

� ᴳ CLI̔#set ha failoverȂ

3̃ ̂ ‎ ₥ ў ̃̆ ╟ Ȃ ᴐ

7.3.1.1 ֒ Ȃ

4̃ ‎ ̆ Ὧ ⁮ў Ὧ ̆  ľ

Failover ĿȂ

7.37.37.37.3

Ӯ ὤ ̆ꜛ ̔ ֒ Ὧ ȁ

ȁ Ὧ Ȃ

7.3.17.3.17.3.17.3.1

7.3.1.17.3.1.17.3.1.17.3.1.1 ֒

Ԉ RG-WG



ľ Ŀ ̆ Ԉ RG-WGѐ ֒ ȁԈ₥ ȁЭ

Ԉ Э Ȃ

2222 ֒

Ã ľ FirmwareĿ ̆  ľ Ŀ PC Э ֒ Ȃ

b̃ ֒ Ȃ ľ Ŀ ֒Эּ ̕

ľ Ŀ ֒ έᴇ Ȃ

c̃  ľ Ŀ Ӈ Ȃ

3333 ֒

Ю ֒⁮ў Эȁӱ ў Эּ ֒⁮ ὯЭ

⁮  Ȃ

� Эּ

ľ Ŀ ̆  ľ Ŀ ᴁ ֒ ̆  ľ Ŀ Ȃ

� ᶑ

ľᶑ Ю ֒Ŀ ̆  ľᶑ Ŀ ᶑ ֒⁮ PC ЭȂ

̔ ֒╗ ẏ̆ бᶢ ֒ ᾃ Ȃ
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444
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Ԉ ‟ ѐ ₥ ѐ ȁЭ Ԉ Э

Ȃ

Ю ̔

3

Ԉ ̂ ̃ э ₂̆

ľ
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b̃ ľ ĿЮ̆ ľ ╟ Ѭ Ŀ̆ ľ ╟ WEB

Ŀ̆  ľ Ŀ ╟ Ȃ

5̃

Ԉ ӱ ὡ ֒ Ȃ

ã >>>> >>>> >>>> Ȃ

b̃ ľ ĿЮ̆ ľ Ѭ Ŀ̆ ľ WEB

Ŀ̆  ľ Ŀ ֒̆  ľ Ŀ

Ȃ

6̃

ľ ⁮Ἴ₥ Ŀ ľ ⁮Ἴ₥ WEB Ŀ̆

 ľ Ŀ ⁮ľ Ŀ‟ ѐ ľԈ₥ ĿȂ

ᴿ ̆Ю ѐ Web ľἼ₥ Ŀ‍⁞ѝ 1042.11

1000.41Ȃ‡  ľ ⁮Ἴ₥ Ŀ ̆ ֶ ⁮1042.11

̕  ľ ⁮Ἴ₥ WEB Ŀ ̆ ֶ RG-WG

⁮ 1000.41 Ȃ

7.3.1.37.3.1.37.3.1.37.3.1.3 Ԇ

Ὧ ̆ ⁮ҵ Ȃ Ὧ Ԇ ╘ ҵ

̆ ѫ Ԇ Ȃ

ѝ̔

1 >>>> >>>> >>>> Ԇ ̆ Ю Ȃ
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Ю ̔

2̃  ľ Ŀ ᶑ Ȃ

7.3.27.3.27.3.27.3.2

ὤ ֶа Ԉ WEB Ԉ̆ RG-WG

ȁ WEB  Ȃת ᴳ

ὲ̆ ⁮ ̆ ᶕ ‡̆ ֒Ԉ ̆

Ԇ
Ԇ ╖ Ȃ Ὧ Ԇ ╘

ҵ ̆ ѫ Ȃ

⁸

ᵑ Ԇ ╘ ̆ Ю‟ ̔

1̃None-auth̔ Ԇ ╘ а ̆ ѫ Ȃ

̆ Ԇ ╘ IP Ȃ

2̃Basic̔ Ԇ ╘ ᴳ / ̆

ѫ Ȃ ̆ Ԇ ╘ IP Ȃ

3̃NTLM̔ Ԇ ╘ ᵑ Windows ╟ ̂AD̃
̆ ѫ Ȃ

Ԇ ╘ NTLM ̆ ѫ Ὧ

Windows Ȃ

╘ IP ὡԆ ╘ IP Ȃ

ὡ Ԉ ҵ Ԇ ╘ Ȃ

ὡԆ ╘ Ȃ

ὡԆ ╘ Ȃ
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ᴳ Ȃ ғ ľ Ŀ ᴐֵט

Ȃ ̆ ч ̔

� ὡ̔ ὲ ⁮ ѐ̕

� License ֒̔

WG License ֒ ̆ ֗ᴉУэ ╟

License ֒ ̆ ὡ License ֒Ȃ

License ֒ έᴇ ᴐѝ̔

1̃ >>>> >>>> ̆ Ю Ȃ

2̃ ֒

 ľ Ŀ ֒Ȃ  ľ Ŀ

֒ Ȃ

7.3.37.3.37.3.37.3.3

WEBUI Ὧ RG-WG ὯȂ

1̃ >>>> >>>> Ȃ

2̃ӱľ ᴐ‟ ĿЮ ‟ ѐ̆ Уэ╟ᴐ̔ Ὧ Ȃ

3̃  ľ Ŀ Ȃ
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7.3.47.3.47.3.47.3.4

֒ꜛ ҩὯ ֒̆ Ҿ ֒

Ȃ ̆ ̆ ֶ

ӊ ֒ Ȃ

̔ ұ ֒ ̆ ľ ĿԈ

Ӈ ֒Ȃ Уэї FTPFTPFTPFTP ұ ֒ ЭּȂ

ӊ ֒ ѝ̔

1̃ >>>> >>>> Ȃ

2̃  ľ ֒ĿȂ

3̃ᶑ ֒⁮ PC ЭȂ

7.47.47.47.4

Ӯ ᴉ ѐ ᶕ Ȃ Ԉ RG-WG

ὲ ᴐȂ ‫ ̆ Уэ ѝ administrator

Ȃadministrator ⁮ ұWEB CLĬ Ԉ

̆ Ȃ

7.4.17.4.17.4.17.4.1

ὤWEBUI CLI Ԉ RG-WGȂ

‍ ⁮Ю‟Ьэ ѮУ̔

� ᾗĺĺ ὤ ̆ ╗ Ȃתаέ

Ȃ
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� ĺĺ ̆ б Ȃ

� ĺĺ ̆ Ȃ а

Ȃ

ľadministratorĿ … У Ȃ

Ԉ ᶢ ̆ ̂ľadministratorĿ̃‡а ԈȂ ╗ 9э

Ȃ

1̃ >>>> >>>> ̆ Ю Ȃ

2̃ ╗

 ľ ╗Ŀ ̆ Ю Ȃ

Ю ̔

ὡ

ᾋ ὡľ Ŀ Ȃ

̔

Read-write̔ ᾗĺĺ ὤ ̆ ╗ Ȃתаέ

Ȃ
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3̃  ľ Ŀ Ȃ

7.4.27.4.27.4.27.4.2 ⁸

Ԉ HTTPS ȁSSH ὤ Ԉ Ȃ

ȁ ἵ ȁ ̆ᶑ

ὤ Ȃ з Ԉ ᶕ ў ̆

ᶕў ̆ У ҩ ὤ Ȃ

ѝ̔

1̃ >>>> >>>> ⁸̆ Ю Ȃ

Ю ̔

Read-only̔ ĺĺ ̆ б Ȃ

Audit̔ ĺĺ ̆ Ȃ а

Ȃ

ḣ
ᾃ ұа ╟ ̆WEBUIֶ ὲ ╟ Ȃ

ѝ 5-30‍ Ȃ ḣѝ 15‍ Ȃ

₥̆ἵ Ȃ ѝ 0-
10 Ȃ ḣѝ 5 Ȃ

ľ Ŀ аῆ֗ᴉ Ȃ
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3̃  ľ Ŀ ᶑ Ȃ

8888 SyslogSyslogSyslogSyslog

WEBUIѐ >>>> >>>> SyslogSyslogSyslogSyslog Ю ̆

⁮ 3 syslog ╘ ѐȂ ľSyslog ĿȂ

Ὧӊ
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Syslog Ю‟ш ⁞̔ ȁ ȁш ȁ ȁ ȁ ᶕ Ȃ

8.28.28.28.2

ꜛ ҩ бּש‍ ў /IP
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� IP ̔ WEB ╘ IP Ȃ

� ╘ IP̔WEB ╘ IP Ȃ

� URL̔έᴇ URL Ȃ

� ֒ ̔ ⁮ ֒

� ╟ᴐȂ ֒ ╟ᴐȂblock_log ̕

log Ө Ȃ

Logcategory=Malware_Alert Protocol=HTTP Client_IP=<ip_address>

Server_IP=<ip_address> Http_Method=<GET|POST> URL=<URL>

Malware=< Malware Name> Action=<Blocked | Quarantined>

8.3.28.3.28.3.28.3.2  

WEB ╘   ѝȂ

  ꜛ Ю‟ᶕ ̔

� ⁞̔sp_attack

� IP̔  WEB ╘ IP Ȃ

� ╘ IP̔WEB ╘ IP Ȃ

� ̔ WEB ╘ ̆ ч ̆У GET̆

ԏ Уэ URL ╟ᴐ̆ү POST̆ Ӈ ╟ᴐȂ

� URL̔ ╘ έᴇ URL Ȃ

�   ̔ ⁮   έᴇ Ȃ

�   ̔   שּ ̆   ̆ ̔URL ̆POST

̆Cookie

� ╟ᴐ̔ľ Ŀ ľ ĿȂ

sp_attack: Client_IP=<ip_address> Server_IP=<ip_address> URL=<URL> Attack=<

SQL Injection | Command Injection | XSS | Overflow| Embed Trojan| URL Blacklist |

Overflow | Unauthorized IP| Customized SQL Injection | Customized XSS | Customized

Command Injection | Forbidden Word | Weak Password | Dangerous Upload | Dangerous

Download | Infected Site | Database Error | Directory Explore | Source Code Leak | Client IP
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� Ү֒̔ Ү֒ ᶕ Ȃ

ᴿ ̔

Action=Adjust time from NTP server 67.18.187.111 offset 0.026822 sec
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