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Information to Have Available

To expedite your service request, have the following information available when you call or write to
TAC for technical assistance:

e Your company name and address

e Your name, telephone number, cell phone or pager number, and e-mail address

e Name, model, and serial number of the product(s) requiring service

e Software version and release number

e Output of the show tech-support command

e Wireless client information

e License levels for RingMaster™ and Mobility Exchange™ (MX™) products

e Description of the problem and status of the troubleshooting effort

TRAPEZE NETWORKS, INC.

TERMS AND CONDITIONS OF SALE

LIMITED WARRANTY - HARDWARE AND SOFTWARE

1. Software.

Any software provided is licensed pursuant to the terms of Trapeze Networks' Software License
Agreement, an electronic copy of which is provided with the Software and a printed copy of which is
available upon request. The terms and conditions of the Software License Agreement are
incorporated herein in its entirety in this Terms and Conditions of Sale ("Terms and Conditions of
Sale") by this reference. The terms of the Software License Agreement control, except for the limited
warranty set forth below ("Limited Warranty").

2. Limited Hardware Warranty.

Trapeze Networks, Inc. ("Trapeze Networks" or "Trapeze™) warrants to Customer, subject to the
limitation and disclaimer below, that all Trapeze hardware will be free from defects in material and
workmanship under normal use as follows: (a) if the hardware was purchased directly from Trapeze
Networks, for a period of one (1) year after original shipment by Trapeze Networks to Customer or (b)
if the hardware was purchased from a Trapeze Networks Authorized Reseller, for a period of one (1)
year from the date of delivery to Customer, but in no event more than fifteen (15) months after the
original shipment date by Trapeze ("Limited Hardware Warranty"). The date of original shipment
from Trapeze Networks will be determined by shipping evidence on file at Trapeze Networks. This
Limited Hardware Warranty extends only to the Customer who was the original purchaser of the
hardware and may not be transferred to any subsequent repurchasing entity. During the Limited
Hardware Warranty period upon proper notice to Trapeze Networks by Customer, Trapeze Networks
will, at its sole option, either:

a. Repair and return of the defective hardware;
b. Replace the defective hardware with a new or refurbished component;

c. Replace the defective hardware with a different but similar component that contains
compatible features and functions; or
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d. Refund the original purchase price upon presentation of proof of purchase to Trapeze Networks.
3. Restrictions on the Limited Hardware Warranty.

This Limited Warranty does not apply if hardware (a) is altered from its original specifications, (b) is
installed, configured, implemented or operated in any way that is contrary to its documentation, (c)
has damage resulting from negligence, accident, or environmental stress, (d) was subject to
unauthorized repair or modification or (e) is provided to Customer for pre-production, evaluation or
charitable purposes.

4. Limited Software Warranty

Trapeze Networks warrants to Customer, subject to the limitation and disclaimer below, that the
software will substantially conform to its published specifications as follows: (a) if the software was
purchased directly from Trapeze Networks, for a period of ninety (90) days after original shipment by
Trapeze Networks to Customer or (b) if the software was purchased from a Trapeze Networks
Authorized Reseller, for a period of ninety (90) days from the date of delivery to Customer
commencing not more than ninety (90) days after original shipment date by Trapeze), ("Limited
Hardware Warranty"). The date of original shipment from Trapeze Networks will be determined by
shipping evidence on file at Trapeze Networks. This Limited Software Warranty extends only to the
Customer of original purchaser of the software and may not be transferred to any subsequent
repurchasing entity.

During the Limited Software Warranty period upon proper notice to Trapeze Networks by
Customer, Trapeze Networks will, at its option, either:
a. Use reasonable commercial efforts to attempt to correct or provide workarounds for errors;
b. Replace the software with functionally equivalent software; or
c. Refund to Customer the license fees paid by Customer for the software.

Trapeze Networks does not warrant or represent that the software is error free or that the software
will operate without problems or disruptions. Additionally, and due to the steady and ever-improving
development of various attack and intrusion technologies, Trapeze Networks does not warrant or
represent that any networks, systems or software provided by Trapeze Networks will be free of all
possible methods of access, attack or intrusion.

5. Restrictions on the Limited Software Warranty

This Limited Software Warranty does not apply if software (a) is altered in any way from its
specifications, (b) is installed, configured, implemented or operated in any way that is contrary to its



vi

IN NO EVENT SHALL TRAPEZE NETWORKS, ITS SUPPLIERS, OR ITS AUTHORIZED
RESELLERS BE LIABLE TO CUSTOMER OR ANY THRID PARTY FOR ANY LOST REVENUE,
PROFIT, OR DATA, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL, OR
PUNITIVE DAMAGES REGARDLESS OF HOW THOSE DAMAGES WERE CAUSED. NOR WILL
TRAPEZE NETWORKS, ITS SUPPLIERS, OR ITS AUTHORIZED RESELLERS BE LIABLE FOR
ANY MONETARY OR PUNITIVE DAMAGES ARISING OUT OF THE USE OF, OR INABILITY TO
USE TRAPEZE NETWORKS HARDWARE OR SOFTWARE. TRAPEZE NETWORKS' LIABILITY
SHALL NOT EXCEED THE PRICE PAID BY THE CUSTOMER FOR ANY HARDWARE OR
SOFTWARE COVERED UNDER THE TERMS AND CONDITIONS OF THIS WARRANTY. THIS
LIMITATION OF LIABILITY AND RESTRICTION ON DAMAGES APPLIES WHETHER IN
CONTRACT, TORT, NEGLIGENCE, OR OTHERWISE, AND SHALL APPLY EVEN IF THE
LIMITED WARRANTY FAILS OF ITS ESSENTIAL PURPOSE. WARRANTY LAWS VARY FROM
JURISDICTION TO JURISDICTION, AND THE ABOVE LIMITATIONS AND EXCLUSION OF
CONSEQUENTIAL AND INCIDENTAL DAMAGES MAY NOT APPLY TO YOU, DEPENDING
UPON YOUR STATE, COUNTRY OR JURISDICTION.

8. Procedures for Return of Hardware or Software under the Limited Warranty

Where repair or replacement is required under the Limited Warranty, Customer will contact Trapeze
Networks and obtain a Return Materials Authorization number ("RMA Number") prior to returning
any hardware and/or software, and will incl

Mobility System Software User’s Guide
Version 7.0



Part 1 - Using the MSS System Tools



About This Guide

The Mobility System Software (MSS™) documentation set describes configuring and managing
the Trapeze Networks Mobility System™ wireless LAN (WLAN) using command line interface
(CLI) commands that you enter on a Mobility Exchange™.

Read the documentation set if you are a network administrator responsible for managing Mobility
Exchange (MX) switches and Mobility Point™ (MP™) access points in a network.

Trapeze Networks Mobility System

The Trapeze Networks Mobility System is an enterprise-class WLAN solution that seamlessly
integrates with an existing wired enterprise network. The Trapeze system provides secure
connectivity to both wireless and wired users in large environments such as office buildings,
hospitals, and university campuses and in small environments such as branch offices.

The Trapeze Mobility System fulfills the three fundamental requirements of an enterprise
WLAN: It eliminates the distinction between wired and wireless networks, allows users to work
safely from anywhere (secure mobility), and provides a comprehensive suite of intuitive tools for
planning and managing the network before and after deployment, greatly easing the operational
burden on IT resources.

The Trapeze Networks Mobility System consists of the following components:
o RingMaster tool suite— A full-featured graphical user interface (GUI) application used to
plan, configure, deploy, and manage a WLAN and its users

o One or more Mobility Exchange™ (MX™) switches— Distributed, intelligent machines
for managing user connectivity, connecting and powering Mobility Point (MP) access points,
and connecting the WLAN to the wired network backbone

o Multiple Mobility Point™ (MP™) access points— Wireless access points (APs) that
transmit and receive radio frequency (RF) signals to and from wireless users and connect them
to an MX switch

o Mobility System Software™ (MSS™)— The operating system that runs all MX switches
and MPs in a WLAN, and is accessible through a command-line interface (CLI), the Web View
interface, or the RingMaster GUI.

Documentation

Consult the following documents to plan, install, configure, and manage a Trapeze Networks
Mobility System.

Planning, Configuration, and Deployment
o RingMaster Quick Start Guide— Instructions for installing and configuring RingMaster
services.

o RingMaster Planning Guide— Instructions for planning, deploying, and managing the entire
WLAN with the RingMaster tool suite. Read this guide to learn how to plan wireless services.

o RingMaster Configuration Guide— Instructions for configuring the WLAN with the
RingMaster tool suite. Read this guide to learn how to configure wireless services.

o RingMaster Management Guide— Instructions for managing and monitoring your WLAN
using the RingMaster tool suite and how to optimize and manage your WLAN.
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Installation
o Trapeze Mobility Exchange Hardware Installation Guide— Instructions and specifications for
installing an MX.

a Trapeze Mobility System Software Quick Start Guide— Instructions for performing basic setup
of secure (802.1X) and guest (WebAAA™) access, and for configuring a Mobility Domain for

roaming
o Trapeze Indoor Mobility Point Installation Guide— Instructions and specifications for
installing an MP access point and connecting it to an MX.

a Trapeze Mobility Point MP-620 Installation Guide— Instructions and specifications for
installing the MP-620 access point and connecting to an MX.

o Trapeze Regulatory Information— Important safety instructions and compliance information
that you must read before installing Trapeze Networks products.
Configuration and Management

o RingMaster Configuration Guide— Instructions for planning, configuring, deploying, and
managing the entire WLAN with the RingMaster tool suite

o Trapeze Mobility System Software User’'s Guide— Instructions for configuring advanced
features through the MSS CLI.

o Trapeze Mobility System Software Command Reference— Functional and alphabetic reference
to all MSS commands supported on MXs and MPs.

Safety and Advisory Notices
The following kinds of safety and advisory notices appear in this manual.

This situation or condition can lead to data loss or damage to the product or other
property.

e
Note:l 2

_

Hypertext Links
Hypertext links appear in Blue.
As an example, this is a link to Contacting the Technical Assistance Center.
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Text and Syntax Conventions
Trapeze guides use the following text and syntax conventions:

Convention

Monospace text
Bold text

Italic text

Bold italic text font

Menu Name > Command

[1 (square brackets)
{ } (curly brackets)

| (vertical bar)

e
Note:| s

Use

Sets off command syntax or sample commands and system responses.
Highlights commands that you enter or items you select.

Designates command variables that you replace with appropriate values or
highlights publication titles or words requiring special emphasis.

Bold italic text font in narrative, capitalized or not, indicates a program
name, function name, or string.

Indicates a menu item. For example, File > Exit indicates that you select
Exit from the File menu.

Enclose optional parameters in command syntax.
Enclose mandatory parameters in command syntax.

Separates mutually exclusive options in command syntax.
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Information Required When Requesting Service

To expedite your service request, please have the following information available when you call or
write to TAC for technical assistance:

o  Your company nhame and address
a Your name, phone number, cell phone or pager number, and e-mail address
o Name, model, and serial number of the product(s) requiring service

o Output of the show tech-support command
o Wireless client information
[ ( J

Limited Warranty for Hardware and Software
TERMS AND CONDITIONS OF SALE
1. Software
Any software provided is lice
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4. Limited Software Warranty

Trapeze Networks warrants to Customer, subject to the limitation and disclaimer below, that
the software will substantially conform to its published specifications as follows: (a) if the
software was purchased directly from Trapeze Networks, for a period of ninety (90) days after
original shipment by Trapeze Networks to Customer or (b) if the software was purchased from
a Trapeze Networks Authorized Reseller, for a period of ninety (90) days from the date of
delivery to Customer commencing not more than ninety (90) days after original shipment date
by Trapeze), (“Limited Hardware Warranty”). The date of original shipment from Trapeze
Networks will be determined by shipping evidence on file at Trapeze Networks. This Limited
Software Warranty extends only to the Customer of original purchaser of the software and may
not be transferred to any subsequent repurchasing entity.

During the Limited Software Warranty period upon proper notice to Trapeze Networks by
Customer, Trapeze Networks will, at its option, either:

Use reasonable commercial efforts to attempt to correct or provide workarounds for errors;
o Replace the software with functionally equivalent software; or
o Refund to Customer the license fees paid by Customer for the software.

Trapeze Networks does not warrant or represent that the software is error free or that the
software will operate without problems or disruptions. Additionally, and due to the steady and
ever-improving development of various attack and intrusion technologies, Trapeze Networks
does not warrant or represent that any networks, systems or software provided by Trapeze
Networks will be free of all possible methods of access, attack or intrusion.

5. Restrictions on the Limited Software Warranty

This Limited Software Warranty does not apply if software (a) is altered in any way from its
specifications, (b) is installed, configured, implemented or operated in any way that is contrary
to its documentation, (¢) has damage resulting from negligence, accident, or environmental
stress, (d) was subject to unauthorized repair or modification, or (e) is provided to Customer for
pre-production, evaluation or charitable purposes.

6. General Warranty Disclaimer

EXCEPT AS SPECIFIED IN THIS LIMITED WARRANTY, ALL EXPRESS OR IMPLIED
CONDITIONS, REPRESENTATIONS, AND WARRANTIES INCLUDING, WITHOUT
LIMITATION, ANY IMPLIED WARRANTY OR CONDITION OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR APPLICATION OR PURPOSE, NONINFRINGEMENT,
SATISFACTORY QUALITY OR ARISING FROM A COURSE OF DEALING, LAW, USAGE,
OR TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE EXTENT ALLOWED BY
APPLICABLE LAW. TO THE EXTENT AN IMPLIED WARRANTY CANNOT BE
EXCLUDED, SUCH WARRANTY IS LIMITED IN DURATION TO THE
AFOREMENTIONED WARRANTY PERIOD. BECAUSE SOME STATES, COUNTRIES OR
JURISDICTIONS DO NOT ALLOW LIMITATIONS ON HOW LONG AN IMPLIED
WARRANTY LASTS, THE ABOVE LIMITATION MAY NOT APPLY. THIS LIMITED
WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS, AND YOU MAY ALSO HAVE OTHER
RIGHTS, WHICH VARY FROM JURISDICTION TO JURISDICTION. THE LIMITED
WARRANTY ABOVE IS THE SOLE REMEDY FOR ANY BREACH OF ANY WARRANTY
WITH RESPECT TO THE HARDWARE AND SOFTWARE AND IS IN LIEU OF ANY AND
ALL OTHER REMEDIES.

7. Limitation of Liabilities

IN NO EVENT SHALL TRAPEZE NETWORKS, ITS SUPPLIERS, OR ITS AUTHORIZED
RESELLERS BE LIABLE TO CUSTOMER OR ANY THRID PARTY FOR ANY LOST
REVENUE, PROFIT, OR DATA, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL, OR PUNITIVE DAMAGES REGARDLESS OF HOW THOSE DAMAGES
WERE CAUSED. NOR WILL TRAPEZE NETWORKS, ITS SUPPLIERS, OR ITS
AUTHORIZED RESELLERS BE LIABLE FOR ANY MONETARY OR PUNITIVE DAMAGES
ARISING OUT OF THE USE OF, OR INABILITY TO USE TRAPEZE NETWORKS
HARDWARE OR SOFTWARE. TRAPEZE NETWORKS' LIABILITY SHALL NOT EXCEED
THE PRICE PAID BY THE CUSTOMER FOR ANY HARDWARE OR SOFTWARE COVERED
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UNDER THE TERMS AND CONDITIONS OF THIS WARRANTY. THIS LIMITATION OF
LIABILITY AND RESTRICTION ON DAMAGES APPLIES WHETHER IN CONTRACT,
TORT, NEGLIGENCE, OR OTHERWISE, AND SHALL APPLY EVEN IF THE LIMITED
WARRANTY FAILS OF ITS ESSENTIAL PURPOSE. WARRANTY LAWS VARY FROM
JURISDICTION TO JURISDICTION, AND THE ABOVE LIMITATIONS AND EXCLUSION
OF CONSEQUENTIAL AND INCIDENTAL DAMAGES MAY NOT APPLY TO YOU,
DEPENDING UPON YOUR STATE, COUNTRY OR JURISDICTION.

Procedures for Return of Hardware or Software under the Limited Warranty

Where repair or replacement is required under the Limited Warranty, Customer will contact
Trapeze Networks and obtain a Return Materials Authorization number (“RMA Number”)
prior to returning any hardware and/or software, and will include the Trapeze Networks RMA
Number on all packaging. Trapeze Networks will ship repaired or replacement components
within a commercially reasonable time after receipt of any hardware and/or software returned
for the Limited Warranty purposes to the address provided by Customer. Customer will pay
freight and handling charges for defective return to the address specified by Trapeze Networks
and Trapeze Networks will pay freight and handling charges for return of the repair or
replacement materials to Customer.

Mobillity System Software User’s Guide
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Using the Command-Line Interface

Mobility System Software (MSS) supports a Trapeze Networks Mobility System wireless LAN
(WLAN) consisting of RingMaster software, Mobility Exchange (MX) switches, and Mobility Point
(MP) access points. MSS has a command-line interface (CLI) on the MX that you can use to
configure and manage the MX and the attached MPs.

You configure the MX and the MP primarily with set, clear, and show commands. Use set
commands to change parameters. Use clear commands to reset parameters to their defaults. In
many cases, you can overwrite a parameter with another set command. Use show commands to
display the current configuration and monitor the status of network operations.

The MX supports two connection modes:

o Administrative access mode, which enables the network administrator to connect to the MX
and configure the network.

o Network access mode, which enables network users to connect through the MX to access the
network

CLI Conventions

Be aware of the following MSS CLI conventions for command entry:

o “Command Prompts” on page 2-1
o “Syntax Notation” on page 2-2
o “Text Entry Conventions and Allowed Characters” on page 2-2

Command Prompts

By default, the MSS CLI provides the following prompt for restricted users. The mm portion
shows the MX model number (for example, 20) and the nnnnnn portion shows the last 6 digits of
the MX media access control (MAC) address.

MX-mm-nnnnnn>

When you log into the MX as an administrative user and enter the enable command and
supplying a suitable password, MSS displays the following prompt:

MX-mm-nnnnnn#

For ease of presentation, this manual shows the restricted and enabled prompts as follows:
MX>

MX#

For information about changing the CLI prompt on an MX, see the set prompt command
description in the Trapeze Mobility System Software Command Reference.
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Using the Command-Line Interface

CLI Conventions

Syntax Notation
The MSS CLI uses standard syntax notation:
o Bold monospace font identifies the command and keywords you must type. For example:

set enablepass

o Italic monospace font indicates a placeholder for a value. For example, you replace vlan-id in
the following command with a virtual LAN (VLAN) ID:

clear interface vlan-id ip

o Curly brackets ({ }) indicate a mandatory parameter, and square brackets ([ ]) indicate an
optional parameter. For example, you must enter dynamic or port and a port list in the
following command, but a VLAN ID is optional:

clear fdb {dynamic | port port-list} [vlan vlan-id]
o A vertical bar (| ) separates mutually exclusive options within a list of possibilities. For
example, you enter either enable or disable, not both, in the following command:

set port {enable | disable} port-list

Text Entry Conventions and Allowed Characters

Unless otherwise indicated, the MSS CLI accepts standard ASCII alphanumeric characters,
except for tabs and spaces, and is case-insensitive.

The CLI has specific notation requirements for MAC addresses, IP addresses, and masks, and
allows you to group usernames, MAC addresses, virtual LAN (VLAN) names, and ports in a single
command.

It is recommended that you do not use the same name with different capitalizations for VLANS or
access control lists (ACLs). For example, do not configure two separate VLANS with the names red
and RED.

The CLI does not support the use of special characters including the following in any named
elements such as SSIDs and VLANSs: ampersand (&), angle brackets (< >), number sign (#),
question mark (?), or quotation marks (“”).

In addition, the CLI does not support the use of international characters such as the accented E in
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Using the Command-Line Interface
CLI Conventions

Wildcard Masks

Security access control lists (ACLSs) use source and destination IP addresses and wildcard masks to
determine if the MX filters or forwards IP packets. Matching packets are either permitted or
denied network access. The ACL checks the bits in IP addresses that correspond to any Os (zeros)
in the mask, but does not check the bits that correspond to 1s (ones) in the mask. Specify the
wildcard mask in dotted decimal notation.

For example, the address 10.0.0.0 and mask 0.255.255.255 match all IP addresses that begin with
10 in the first octet.

The ACL mask must be a contiguous set of zeroes starting from the first bit. For example,
0.255.255.255, 0.0.255.255, and 0.0.0.255 are valid ACL masks. However, 0.255.0.255 is not a valid
ACL mask.

Port Lists

The physical Ethernet ports on an MX can be set for MP connections, authenticated wired users,
or the network backbone. You can include a single port or multiple ports in one MSS CLI command
by using the appropriate list format.

The ports on an MX are numbered 1 through 22. No port 0 exists on the MX. You can include a
single port or multiple ports in a command that includes port port-list. Use one of the following
formats for port-list:

o A single port number. For example:
MX# set port enable 16

o A comma-separated list of port numbers, with no spaces. For example:
MX# show port poe 1,2,4,13

o A hyphen-separated range of port numbers, with no spaces. For example:
MX# reset port 12-16
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CLI Conventions

Keyboard Shortcut(s)
Ctrl+A

Ctrl+B or Left Arrow key
Ctrl+C

Ctrl+D

CtrlI+E

History Buffer

Function

Jumps to the first character of the command line.
Moves the cursor back one character.

Escapes and terminates prompts and tasks.
Deletes the character at the cursor.

Jumps to the end of the current command line.

The history buffer stores the last 63 commands you entered during a terminal session. You can
use the Up Arrow and Down Arrow keys to select a command that you want to repeat from the

history buffer.
Tabs

The MSS CLI uses the Tab key for command completion. You can type the first few characters of a
command and press the Tab key to display the command(s) that begin with those characters. For

example:

MX# show i <Tab>

igmp Show igmp information
interface Show interfaces

ip Show ip information

Single-Asterisk (*) Wildcard Character
You can use the single-asterisk (*) wildcard character when configuring user globs.
Double-Asterisk (**) Wildcard Characters
The double-asterisk (**) wildcard character matches all usernames.

User Globs, MAC Address Globs, and VLAN Globs

“Globbing” is a way of using a wildcard pattern to expand a single element into a list of elements
that match the pattern. MSS accepts user globs, MAC address globs, and VLAN globs. The order
in which globs appear in the configuration is important, because once a glob is matched,
processing stops on the list of globs.
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Using the Command-Line Interface
CLI Conventions

User Globs

A user glob is shorthand method for matching an authentication, authorization, and accounting
(AAA) command to either a single user or a set of users.

A user glob can be up to 80 characters long and cannot contain spaces or tabs. The double-asterisk
(**) wildcard characters with no deli hter characters match all usernames. The single-asterisk (*)
wildcard character matches any number of characters up to, but not including, a deli hter
character in the glob. Valid user glob deli hter characters are the at (@) sign and the period (.).

For example, the following globs identify the following users:

User Glob User(s) Designated
jose@example.com User jose at example.com
*@example.com All users at example.com whose usernames do not contain periods—for

example, jose@example.com and tamara@example.com, but not
nin.wong@example.com, because nin.wong contains a period

*@marketing.example.com All marketing users at example.com whose usernames do not contain periods

* *@marketing.example.com All marketing users at example.com whose usernames contain a period

* All users with usernames that have no deli hters

EXAMPLE\* All users in the Windows Domain EXAMPLE with usernames that have no
deli hters

EXAMPLE\*.* All users in the Windows Domain EXAMPLE whose usernames contain a
period

wx All users

MAC Address Globs

A media access control (MAC) address glob is a similar method for matching some authentication,
authorization, and accounting (AAA) and forwarding database (FDB) commands to one or more
6-byte MAC addresses. In a MAC address glob, you can use a single asterisk (*) as a wildcard to
match all MAC addresses, or as follows to match from 1 byte to 5 bytes of the MAC address:

00:*

00:01:*
00:01:02:*
00:01:02:03:*
00:01:02:03:04:*

For example, the MAC address glob 02:06:8c* represents all MAC addresses starting with
02:06:8c. Specifying only the first 3 bytes of a MAC address allows you to apply commands to MAC
addresses based on an organizationally unique identhty (OUI).

VLAN Globs

A VLAN glob is a method for matching one of a set of local rules on an MX, known as the location
policy, to one or more users. MSS compares the VLAN glob, which can optionally contain wildcard
characters, against the VLAN-Name attribute returned by AAA, to determine if the rule applies.

To match all VLANS, use the double-asterisk (**) wildcard characters with no delimiters. To
match any number of characters up to, but not including, a delimiter character in the glob, use the
single-asterisk (*) wildcard. Valid VLAN glob delimiter characters are the at (@) sign and the
period (.).

For example, the VLAN glob bldg4.* matches bldg4.security and bldg4.hr and all other VLAN
names with bldg4. at the beginning.
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Managing System Files

You can manage files stored on the MX in nonvolatile storage using MSS. In addition, you can
copy files between the MX and a TFTP or FTP server on the network.

About System Files

Generally, the nonvolatile storage of an MX contains the following types of files:

o System image files— Operating system software for the MX and the attached MPs.
o Configuration files—CLI commands that configure the MX and the attached MPs.
o System log files—Files containing log entries generated by MSS.

When you power on or reset the MX or reboot the software, the MX loads a designated system
image, then loads configuration information from a designated configuration file.

An MX can also contain temporary files with trace information used for troubleshooting.
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Working with Files

Flash: 7.0.0.5 - mdOa
Kernel : 3.0.0#14: Sat Oct 7 00:03:52 PDT 2008
BootLoader: 7.0/ 7.0.6
AP AP Model Serial # Versions
2 MP-422 0771502184 H/W - A
F/W1 : 7.8
F/w2 - 10.4
S/W : 7.0.0.0.143 100107_0012 build
BOOT S/W : 7.0.0.0.143 100107_0012 build
fingerprint : (null)

(For additional information about the output, see the Trapeze Mobility System Software
Command Reference.)

Displaying Boot Information

Boot information consists of the MSS version and the names of the system image file and current
configuration file on the MX. The boot command also lists the system image and configuration file
that are loaded after the next reboot. The currently running versions are listed in the Booted
fields. The versions that are used after the next reboot are listed in the Configured fields.

To display boot information, type the following command:

MX# show boot

MXR2_desk# show boot
Configured boot version:
Configured boot image:
Configured boot configuration:
Backup boot configuration:
Booted version:

Booted image:

7.0.0.0.85
boot1:mx06000.002
file:configuration
file:backup.cfg
7.0.0.0.85
boot1:mx06200.002
Booted configuration: file:configuration
Product model: MXR-2

In this example, the MX is running software version 7.0.0.0.85. The MX used the mx07000.002
image file in boot partition bootl and the configuration configuration file for the most recent

reboot. The MX is set to use image file mx07000.002 in boot partition bootl and configuration file
configuration for the next reboot. If MSS cannot read the
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Working with Files

The file and boot areas are in nonvolatile storage and remain in storage following a software
reload or power cycle. The files in the temporary area are removed following a software reload or
power cycle.

The boot area is divided into two partitions: bootO and bootl. Each partition can contain one
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Working with Files

file:

Filename Size Created
core:command_audit.cur 37 bytes Aug 28 2005, 21:11:41
Total: 37 bytes used, 91707 Kbytes free

The following command limits the output to the contents of the bootO partition:
MX# dir bootO:

file:

Filename Size Created
boot0:mx040100.020 9780 KB Aug 23 2005, 15:54:08
Total : 9780 Kbytes used, 207663 Kbytes free

(For information about the fields in the output, see the Trapeze Mobility System Software
Command Reference)

Copying a File

You can perform the following copy operations:

o Copy to nonvolatile storage from a TFTP server or FTP server.
a Copy from nonvolatile storage or temporary storage to a TFTP server or FTP server.
o Copy from one area in nonvolatile storage to another.

o Copy afile to a new filename in nonvolatile storage.

To copy a file, use the following command.

copy source-url destination-url

A URL can be one of the following:

a [subdirname/]filename

o file:[subdirname/]filename

o tftp://ip-addr/[subdirname/]filename

a ftp://lusername:password@ip-addr/filename

o tmp:filename

The filename and file:filename URLSs are equivalent. You can use either URL to refer to a file on
the MX .

The tftp://ip-addr/filename URL refers to a file on a TFTP server. If DNS is configured on the MX,
you can specify a TFTP server hostname as an alternative to specifying the IP address.

The tmp:filename URL refers to a file in temporary storage. You can copy a file out of temporary
storage but you cannot copy a file into temporary storage.

The subdirname/ option specifies a subdirectory.

If you are copying a system image file into nonvolatile storage, the destination-url must include
the boot partition name. You can specify one of the following:

a bootO:/filename
a bootl:/filename

You must specify the boot partition that was not used to load the current image.
The maximum supported file size for TFTP is 32 MB.

) You can copy a file from an MX to a TFTP server or from a TFTP server to an MX,
Note:| , butyou cannot use MSS to copy a file directly from one TFTP server to another.

/]

To copy the file floor2mx from nonvolatile storage to a TFTP server, type the following command:

MX# copy Floor2mx tftp://10.1.1.1/floor2mx
success: sent 365 bytes in 0.401 seconds [ 910 bytes/sec]
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The above command copies the file to the same filename on the TFTP server. To rename the file,
type the following command:

MX# copy floor2mx tftp://10.1.1.1/floor2mx-backup
success: sent 365 bytes in 0.401 seconds [ 910 bytes/sec]

To copy a file named newconfig from a TFTP server to nonvolatile storage, type the following
command:

MX# copy tftp://10.1.1.1/newconfig newconfig
success: received 637 bytes in 0.253 seconds [ 2517 bytes/sec]

The above command copies the file to the same filename. To rename the file, type the following
command:

MX# copy tftp://10.1.1.1/newconfig mxconfig
success: received 637 bytes in 0.253 seconds [ 2517 bytes/sec]

To copy system image MX010101.020 from a TFTP server to boot partition 1 in nonvolatile
storage, type the following command:

MX# copy tftp://10.1.1.107/MX010101.020 bootl1:MX010101.020
[ 86495 bytes/sec]

To rename test-config to new-config, you can copy it from one name to the other in the same
location, and then delete test-config. Type the following commands:

MX# copy test-config new-config
MX# delete test-config
success: file deleted.

To copy file corpa-login.html from a TFTP server into subdirectory corpa in the nonvolatile storage
of the MX, type the following command:

MX# copy tftp://10.1.1.1/corpa-login.html corpa/corpa-login.html
success: received 637 bytes in 0.253 seconds [ 2517 bytes/sec]

To copy a file from an FTP server, use the following command:
MX# copy ftp://anonymous:password@10.1.1.1/configuration/corpa-login.html

Deleting a File

MSS does not prompt you to verify file deletion. When you press Enter after typing a
delete command, MSS immediately deletes the specified file. Trapeze Networks
recommends that you copy a file to a TFTP server before deleting the file.

Y MSS does not allow you to delete the currently running software image file or the
NOte:V running configuration.

/]

To delete a file, use the following command:

delete url
The URL can be a filename of up to 128 alphanumeric characters.

To copy a file named testconfig to a TFTP server and delete the file from the MX, type the following
commands:

MX# copy testconfig tftp://10.1.1.1/testconfig
success: sent 365 bytes in 0.401 seconds [ 910 bytes/sec]
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MX# delete testconfig
success: file deleted.

Creating a Subdirectory

You can create subdirectories in the user files area of the MX. To create a subdirectory, use the
following command:

mkdir [subdirname]

To create a subdirectory called corp2 and display the root directory to verify the result, type the
following commands:

MX# mkdir corp2
success: change accepted.

MX# dir

file:

Filename Size Created
file:configuration 17 KB May 21 2004, 18:20:53
file:configuration.txt 379 bytes May 09 2004, 18:55:17
corp2/ 512 bytes May 21 2004, 19:22:09
corp_a/ 512 bytes May 21 2004, 19:15:48
file:dangcfg 13 KB May 16 2004, 18:30:44
dangdir/ 512 bytes May 16 2004, 17:23:44
old/ 512 bytes Sep 23 2003, 21:58:48
Total : 33 Kbytes used, 207822 Kbytes free

Boot:

Filename Size Created
*boot0:bload 746 KB May 09 2004, 19:02:16
*boot0:mx030000.020 8182 KB May 09 2004, 18:58:16
boot1:mx030000.020 8197 KB May 21 2004, 18:01:02
BootO: Total: 8928 Kbytes used, 3312 Kbytes free

Bootl: Total: 8197 Kbytes used, 4060 Kbytes free

temporary files:

Filename Size Created

Total : 0 bytes used, 93537 Kbytes free

Removing a Subdirectory
To remove a subdirectory from the MX, use the following command:
rmdir [subdirname]
To remove subdirectory corp2, type the following example:
MX# rmdir corp2
success: change accepted.

Managing Configuration Files

A configuration file contains CLI commands to set up the MX. The MX loads a designated
configuration file immediately after loading the eatea (ea)5t3.5(t)01 T2 Tc Y (ea)5u[(f0)-6.2(000.0.4(owi)-4.4X )-4
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The area area parameter limits the display to a specific configuration area. (For more
information, see the Trapeze Mobility System Software Command Reference.)

The all parameter includes all commands that are set at the default value. Without the all
parameter, the show config command lists only those configuration commands set to a value
other than the default parameter.

To display the running configuration, type the following command:

MX# show config

# Configuration nvgen®d at 2007-5-10 19:08:38

# Image 2.1.0

# Model MX

# Last change occurred at 2007-5-10 16:31:14

set trace authentication level 10

set ip dns server 10.10.10.69 PRIMARY

set ip dns server 10.20.10.69 SECONDARY

set ip route default 10.8.1.1 1

set log console disable severity debug

set log session disable severity alert

set log buffer enable severity error messages 200

set log trace disable severity error mbytes 10

set log server 192.168.253.11 severity critical

set timezone PST -8 0

set summertime PDT start first sun apr 2 0 end last sun oct 2 0
set system name MX

set system countrycode US

set system contact trapeze-pubs

set radius server rl address 192.168.253.1 key sunflower
set server group sgl members rl

set enablepass password b6b706525e1814394621eeb2alc4d5803fcf
set authentication console * none

set authentication admin * none

set user tech password encrypted 1315021018

press any key to continue, q to quit.

To display only the VLAN configuration commands, type the following command:

MX# show config area vlan

# Configuration nvgen®d at 2004-5-10 19:08:38
# Image 2.1.0

# Model MX

# Last change occurred at 2004-5-10 16:31:14
set vlan 1 port 1

set vlan 10 name backbone tunnel-affinity 5
set vlan 10 port 21

set vlan 10 port 22

set vlan 3 name red tunnel-affinity 5

set igmp mrsol mrsi 60 vlan 1

set igmp mrsol mrsi 60 vlan 10

Saving Configuration Changes
To save the current configuration to a configuration file, use the following command:

save config [filename]

If you do not specify a filename of up to 128 alphanumeric characters, the command replaces the
startup configuration file that was loaded the last time the software was rebooted. (To display the
filename of that configuration file, see “Displaying Boot Information” on page 3-2.)

To save the running configuration to the file loaded the last time the software was rebooted, type
the following command:

MX# save config
success: configuration saved.

To save the running configuration to a file named newconfig, type the following command:
MX# save config newconfig
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success: configuration saved to newconfig.

Specifying the Configuration File to Use After the Next Reboot

By default, the MX loads the configuration file named configuration following a software reboot.
To use a different configuration file after rebooting, use the following command:

set boot configuration-file filename

To configure an MX to load the configuration file floor2mx following the next software reboot, type
the following command:

MX# set boot configuration-file floor2mx

success: boot config set.

Loading a Configuration File

This command completely re

To load configuration commands from a file into the MX current configuration, use the following
command:

load config [url]

The default URL is the name of the configuration file loaded after the last reboot.

To load a configuration file named newconfig, type the following command:

MX# load config newconfig
Reloading configuration may result in lost of connectivity, do you wish to continue?

(y/n) [nly
success: Configuration reloaded

After you type y, MSS replaces the current configuration with the configuration in the newconfig
file. If you type n, MSS does not load the newconfig file and the current configuration remains
unchanged.

Specifying a Backup Configuration File

In the event that part of the configuration file is invalid or otherwise unreadable, MSS does not
load the file. You can optionally specify a backup file to load if MSS cannot load the original
configuration file.

To specify a backup configuration file, use the following command:
set boot backup-configuration filename
To specify a file called backup.cfg as the backup configuration file, use the following command:

MX# set boot backup-configuration backup.cfg

success: backup boot config filename set.

After enabling this feature, you can clear a backup configuration file by entering the following
command:

MX# clear boot backup-config
success: Backup boot config filename was cleared.
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To display the name of the file specified as the backup configuration file, enter the show boot
command. For example:

pubs# show boot

Configured boot version: 6.1.0.60
Configured boot image: boot0:mx060t09.020
Configured boot configuration:  file:configuration
Backup boot configuration: backup.cfg

Booted version: 6.1.0.60

Booted image: boot0:mx060t09.020
Booted configuration: file:configuration
Product model: MX

Resetting to the Factory Default Configuration
To reset the MX to a factory default configuration, use the following command:
clear boot config
This command removes the configuration file used when the MX is rebooted.

To back up the current configuration file named configuration and reset the MX to the factory
default configuration, type the following commands:

MX# copy configuration tftp://10.1.1.1/backupcfg

success: sent 365 bytes in 0.401 seconds [ 910 bytes/sec]
MX# clear boot config

success: Reset boot config to factory defaults.

MX# reset system force

...... rebooting ......

The reset system force command reboots the MX. The force option immediately restarts the
system and reboots. If you do not use the force option, the command first compares the running
configuration to the configuration file. If the files do not match, the MX does not restart but
instead displays a message advising you to either save the configuration changes or use the force
option.

Backing Up and Restoring the System

The following commands enable you to easily backup and restore MX system and user files:

backup system [tftp:/ip-addr/]filename [all | critical]
restore system [tftp:/ip-addr/]filename [all | critical] [force]

The backup command creates an archive in Unix tape archive (tar) format.

The restore command unzips an archive created by the backup command and copies the files
from the archive onto the MX. If a file in the archive is duplicated on the MX, the archive version
of the file replaces the file on the MX. The restore command does not delete files without
duplicates in the archive. For example, the command does not completely replace the user files
area. Instead, files in the archive are added to the user files area.

You can create or unzip an archive located on a TFTP server or on the MX. If you specify a TFTP
server as part of the filename with the backup command, the archive is copied directly to the
TFTP server and not stored locally on the MX.

Both commands have options to specify the types of files to back up and restore:

o critical—Backs up or restores system files, including the configuration file used when booting,
and certificate files. The size of an archive created by this option is generally 1MB or less. This
is the default for the restore command.
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Upgrading the System Image

Backup and Restore Examples

The following command creates an archive of the system-critical files and copies the archive

directly to a TFTP server. The filename in this example includes a TFTP server IP address, so the
archive is not stored locally on the MX.

MX# backup system tftp:/10.10.20.9/sysa bak critical

success: sent 28263 bytes in 0.324 seconds [ 87231 bytes/sec]
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Displaying and Clearing an Administrative Console Session

To view information about the user with administrative access to the MX through a console
plugged into the switch, type the following command:

MX# show sessions console
Tty Username Time (s) Type

tty0 5310 Console

1 console session
To clear the administrative sessions of a console user, type the following command:

MX# clear sessions console
This will terminate manager sessions, do you wish to continue? (y|n) [vly

Displaying and Clearing Administrative Telnet Sessions
To view information about administrative Telnet sessions, type the following command:

MX# show sessions telnet client
Tty Username Time (s) Type

tty3 sshadmin 2099 SSH

1 telnet session
To clear the administrative sessions of Telnet users, type the following command:

MX# clear sessions telnet
This will terminate manager sessions, do you wish to continue? (y|n) [vly

Displaying and Clearing Client Telnet Sessions
To view administrative sessions of Telnet clients, type the following command:

MX# show sessions telnet client
Session  Server Address Server Port Client Port

0 192.168.1.81 23 48000
1 10.10.1.22 23 48001

To clear the administrative sessions of Telnet clients, use the following command:
clear sessions telnet [client [session-id]]

You can clear all Telnet client sessions or a particular session. For example, the following
command clears Telnet client session 1:

MX# clear sessions telnet client 1

Displaying and Clearing Network Sessions

Use the following command to display information about network sessions:

4-2 Trapeze Mobility System Software User’s Guide
Version 7.0






Managing Sessions



Managing Sessions

Displaying and Clearing Network Sessions

Tx peak A-MSDU 0 0

Tx peak A-MPDU 0 0

Queue Tx Packets Tx Dropped Re-Transmit Rx Dropped
Background
BestEffort
Video
Voice

o O o o
o O o o

0 0

Displaying and Clearing Network Sessions by Username
You can view sessions by a username or user glob.
To see all sessions for a specific user or for a group of users, type the following command:
show sessions network user user-glob
For example, the following command shows all sessions of users whose names begin with E:

MX# show sessions network user E*

User Sess IP or MAC VLAN Port/
Name ID Address Name Radio
EXAMPLE\singh 12* 192.168.12.185 vlan-eng 3/2
EXAMPLE\havel 13* 192.168.12.104 vlan-eng 1/2

2 sessions match criteria (of 3 total)

Use the verbose keyword to see more information. For example, the following command displays
detailed session information about nin@example.com:

MX# show sessions network user nin@example.com verbose

User Sess IP or MAC VLAN Port/
Name ID Address Name Radio
nin@example.com 5* 192.168.12.141 vlan-eng 1/1
Client MAC: 00:02:2d:6e:ab:a5 GID: SESS-5-000430-686792-d8b3c564

State: ACTIVE (prev AUTHORIZED)

now on: MX 192.168.12.7, port 1, AP/radio 0422900147/1, as of 00:23:32 ago

1 sessions match criteria (of 10 total)

To clear all the network sessions of a user or group of users, use the following command:
clear sessions network user user-glob

For example, the following command clears the sessions of users named Bob:

MX-20# clear sessions network user Bob*

Displaying and Clearing Network Sessions by MAC Address

You can view sessions by MAC address or MAC address glob. To view session information for a
MAC address or set of MAC addresses, type the following command:

show sessions network mac-addr mac-addr-glob
For example, the following command displays the sessions for MAC address 01:05:5d:7e:98:1a:
MX# show sessions net mac-addr 01:05:5d:7e:98:1a

User Sess 1P or MAC VLAN Port/
Name ID Address Name Radio
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EXAMPLE\havel 13* 192.168.12.104 vlan-eng 1/2

To clear all the network sessions for a MAC address or set of MAC addresses, use the following
command:

clear sessions network mac-addr mac-addr-glob
For example, to clear all sessions for MAC address 00:01:02:04:05:06, type the following command:
MX-20# clear sessions network mac-addr 00:01:02:04:05:06

Displaying and Clearing Network Sessions by VLAN Name

You can view all session information for a specific VLAN or VLAN glob.

To see all network sessions information for a VLAN or set of VLANS, type the following command:
show sessions network vlan vian-glob

For example, the following command displays the sessions for VLAN west:

MX# show sessions network vlan west

User Sess IP or MAC VLAN Port/
Name ID Address Name Radio
EXAMPLE\tamara 8* 192.168.12.174 west 1/1
host/laptop.example.com 11* 192.168.12.164 west 2/1
EXAMPLE\havel 17* 192.168.12.195 west 1/2
EXAMPLE\jose 20* 192.168.12.171 west 1/2
EXAMPLE\geetha 21* 192.168.12.169 west 3/2

To clear the sessions on a VLAN or set of VLANS, use the following command:
clear sessions network vlan vian-glob

For example, the following command clears the sessions of all users on VLAN red:
MX# clear sessions network vlan red

Displaying and Clearing Network Sessions by Session ID

You can display information about a session by session ID. To find local session IDs, enter the
show sessions command. You can view more detailed information for an individual session,
including authorization parameters and, for wireless sessions, packet and radio statistics.

For example, to display information about session 27, type the following command:

MX# show sessions network session-id 88

Local 1d: 88

Global Id:  SESS-88-00040f-876766-623fd6
State: ACTIVE

SSID: Rack-39-PM

Port/Radio: 10/1

MAC Address: 00:0f:66:f4:71:6d

User Name: last-resort-Rack-39-PM

IP Address: 10.2.39.217

Vlan Name: default

Tag: 1

Session Start: Wed Apr 12 21:19:27 2006 GMT
Last Auth Time: Wed Apr 12 21:19:26 2006 GMT
Last Activity: Wed Apr 12 21:19:49 2006 GMT ( <15s ago)
Session Timeout: 0

Idle Time-To-Live: 175

Login Type: LAST-RESORT

EAP Method: NONE, using server 172.16.0.1
Session statistics as updated from AP:
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For example, to change the user idle timeout for service profile spl to 6 minutes (360 seconds), use
the following command:

MX# set service-profile spl user-idle-timeout 360
success: change accepted.

To disable the user idle timeout, use the following command:

MX# set service-profile spl user-idle-timeout 0
success: change accepted.
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WebView is a Web-based management application available on MX switches. You can use
WebView for common configuration and management tasks. On most MX models (MX-200,

MX-216, MX-8, or MXR-2), you also can use WebView to perform initial configuration of a new
MX.

System Requirements

Browser Requirements

WebView is supported on the following browsers:
o Mozilla Firefox Version 1.0 or later
o Microsoft Internet Explorer Version 6.0 or later

TLS 1.0, SSL 2.0, or SSL 3.0 must be enabled in the browser. To enable TLS 1.0, SSL 2.0, or SSL
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3. If you plan to continue using WebView to manage the MX, select No to keep WebView enabled
on the MX. Click Next.
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5. The Authentication Required dialogue box is displayed. Type your User Name and
Password and click OK.

Authentication Required

TR%PEZE

smart mobile. System Name: M<RZ-TF Model: M=F-2 Yersion: 7.0.2.4.0

Maintain
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Country Code Wiew Help e

SYSTEM
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Uszers

Devices
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7. Inthe IP address, IP mask bits, and Default router fields, type your specific MX
information and click Next.

TRﬁPEZE
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8. In the Password and Re-enter password fields, type and re-type your password. This
password allows you to access the system in the future. Click Next.
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9. To set the date and time of the MX, type the Date and Time, select a Time zone from the

Time zone list, and select options to Enable NTP or Enable Daylight Savings Time, if
needed. Click Next.

10. In the DST Name field, type a name for your Daylight Savings Time zone and set the
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13. Select Yes to add tags to the default VLAN. The default value is No. Click Next.

14. Select the desired level of encryption for user traffic on the SSID. Click Next.
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15. Select the desired encryption algorithms for user traffic on the network. Click Next.

16. Select either Local user database or Retabit
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17. Create one or more local users to be stored in the MX's local user database on the MX. For each
user, type in a user Name
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19. Use this Access Point page to configure your basic access point parameters. In the Name
field, type a name for your access point, select a Model type from the Model list, and select
Enable to activate each radio mode from the Radio mode(s) list. Select a Connection
method and a Port number from the lists. Click Next.
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20. Review your configuration settings on the Configuration Summary page and click Finish.
You also have the option to use the Back button to correct configuration errors.
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Before You Start
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First-Time Configuration via the Console

Administrators must initially configure the MX with a computer or terminal connected to the MX
console port through a serial cable. Telnet access is not initially enabled.

To configure a previously unconfigured MX through the console, you must complete the following
tasks:
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3. At the “Enter new password” prompt, enter an enable password of up to 32 alphanumeric
characters with no spaces. The password is not displayed as you type it.

4. Type the password again to confirm it.
The password is now set.

MX# set enablepass
Enter old password:
Enter new password:
Retype new password:
Password changed

5. Store the configuration by typing the following command:

MX# save config
success: configuration saved.

RingMaster Enable Password

If you use RingMaster to continue configuring the MX, enter the enable password of the MX when
you upload the MX configuration into RingMaster. (For RingMaster information, see the RingMaster
Configuration Guide.)Authenticating at the Console

You can configure the console to require authentication or not require authentication. Trapeze
Networks recommends that you enforce authentication on the console port.

To enforce console authentication, take the following steps:

1. Add a user in the local database by typing the following command with a username and
password:

MX# set user username password password
success: change accepted.

2. To enforce the use of console authentication via the local database, type the following
command:

MX# set authentication console * local
3. To store this configuration into nonvolatile memory, type the following command:

MX# save config

success: configuration saved.

By default, no authentication is required at the console. If you previously required authentication
and have decided not to require it (during testing, for example), type the following command to
configure the console so that it does not require username and password authentication:
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MX# set authentication console * none
e The authentication method none you can specify for administrative access is
different f32k the fallthru authentication type None, which applies only to network
access. The authentication method none allows access to the MX by an administrator.
. | The fallthru authentication type None denies access to a network user.
(For information about the fallthru authentication types, see “Authentication
Algorithm” on page 11-2.)

Note:l,;

Passwords Overview

Trapeze Networks recommends that all users create passwords that are memorable to themselves,
difficult for others to guess, and not subject to a dictionary attack.

By default, user passwords are automatically encrypted when entered in the local database.
However, the encryption is not strong. To maintain security, MSS displays only the encrypted
form of the password in show commands.

Optionally, you can configure MSS so that the following additional restrictions apply to user
passwords:

o Passwords must be a minimum of 10 characters in length, and a mix of uppercase letters,
lowercase letters, numbers, and special characters, including at least two of each (for example,
Tre%Pag32!).

o A user cannot reuse any of the 10 previous passwords (not applicable to network users).

o  When a user changes his or her password, at least 4 characters must be different f32k the
previous password.

o A user password expires after a configured amount of time.

A user is locked out of the system after a configured number of failed login attempts. When this
happens, a trap is generated and an alert is logged. (Administrative users can gain access to the
system through the console even when the account is locked.)

Only one unsuccessful login attempt is allowed in a 10-second period for a user or session.

o All administrative logins, logouts, logouts due to idle timeout, and disconnects are logged.

o The audit log file on the MX (command_audit.cur) cannot be deleted, and attempts to delete log
files are recorded.

These restrictions are disabled by default.

Configuring Passwords
This section describes the following tasks:
Setting a password for a user in the local database.
Enabling restrictions on password usage.
Setting the maximum number of failed login attempts for a user.
Specifying the minimum allowable password length.
Setting the length of time before password expiration.
Restoring access to a user locked out of the system.

T 1 A A

Setting Passwords for Local Users

To configure a user password in the local database, type the following command:

set user username password [encrypted] password

For example, to configure user Jose with the password spRin9 in the local database on the MX,
type the following command:
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MX# set user Jose password spRin9
success: User Jose created

The encrypted option indicates that the password string you are entering is the encrypted form
of the password. Use this option only if you do not want MSS to encrypt the password for you.
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Specifying Minimum Password Length
To specify the minimum allowable length for user passwords, use the following command:

set authentication minimum-password-length length

You can specify a minimum password length between 0 — 32 characters. Specifying O removes the
restriction on password length. By default, there is no minimum length for user passwords. When
this command is configured, you cannot configure a password shorter than the specified length.

When you enable this command, MSS evaluates the passwords configured on the MX and displays
a list of users with passwords that do not meet the minimum length restriction.

For example, to set the minimum length for user passwords at 7 characters, type the fol