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1.  

ᶕ ̔ Courier New  ̆ѐ ᴇ̆ 5 ̆

 ᶕ Ȃᶕ ѐ ӱ ὡ ᶕ ̆ ╗ ᴇ Ȃ 

2. ԇ  

ԇ ᴇ Arial̆έᴇ Ὧ Ѭ Ю̔ 

ᴇ̔ ԇ Ὧ ̂ ԇѐᶑ а ‍̃ ╗ ᴇ Ȃ 

ᴇ̔ ԇ ̂ ԇѐ ḣ Ԇ ‍̃ ᴇ  

[ ] ̔ [ ] ‍̆ ԇ Ȃ 

{ x | y | ... }̔ ӱчэ э ѐ УэȂ 

[ x | y | ... ]̔ ӱчэ э ѐ Уэ а Ȃ 

//̔ ѝ Ȃ 
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1 ���" CLI �Ñ�ã
a	—  

1.1 alias 

У ԇ ⁞ ̆ Ԉ ὤ Юᴳ alias ԇ Ȃᴳ

ԇ no
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aaa-gs                 AAA server group mode 

acl                     acl configure mode 

bgp                     Configure bgp Protocol 

config                 globle configure mode 

ԇ⁞ ╠ᶕ ̆ ⁞ ₥ ֶ Уэ ̂*̃̆ зֶ ԈЮ  ̔

*command-alias =original-command  

ᴿ ̆ EXEC Ю̆ ԇ⁞ ”s” ”show”Ὧ Ȃ‡ ὡ”s?” Ԉ

’s’ Ὧ ⁞ ╠ᶕ ̔ 

Ruijie# s? 

*s=show  show  start-chat  start-terminal-service 

⁞ Ԇ ԇа Уэ ̆‡ֶᴳ ԇꜛ Ȃᴿ ̆

EXEC Ю ⁞ ”sv”Ԇ ԇ”show version”̆‡̔ 

Ruijie# s? 

*s=show  *sv=”show version” show  start-chat 

start-terminal-service 

⁞ ӱ ὡ ԇ Уэ ̆₥ а Ȃ Э ᴿ ̆

ԇѮ₥ ὡҩ ̆ а ⁞ ̔ 

Ruijie# s? 

show  start-chat  start-terminal-service 

ԇ⁞ ҂ Ԉ ԇ ╠ᶕ ̆ᴿ Ю ԇ⁞

”ia”Ԇ ”ip address” ̆‡ Ю̔ 

Ruijie(config-if)# ia ? 

A.B.C.D  IP address 

dhcp     IP Address via DHCP 

Ruijie(config-if)# ip address  

‟ ҩ”ip address ” ԇ ᶕ ̆ з ⁞ ԇȂ 

ԇ⁞ ᴳ ὡ̆ ‡а ⁞Ȃ 

ᴳ show aliases ԇ Ԉ ѐ ⁞ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ὤ Ю̆ᴳ ԇ⁞ ”def-route”Ԇ ”ip 

route 0.0.0.0 0.0.0.0 192.168.1.1”̔ 

Ruijie#  configure terminal  

Ruijie(config)# alias config  def-route  ip route 0.0.0.0 0.0.0.0 

192.168.1.1 

Ruijie(config)# def-route?  

*def-route="ip route 0.0.0.0 0.0.0.0 192.168.1.1" 
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Ruijie(config)# def-route?  

% Unrecognized command. 

Ruijie(config)# end 

Ruijie# show aliases config  

globle configure mode alias: 

def-route            ip route 0.0.0.0 0.0.0.0 192.168.1.1 

ȍ Ὧ ԇȎ 

ԇ  

show aliases ⁞  

 

1.2 privilege 

У ԇ ҫУэ ԇ ⁞̆ Ԉ ὤ Юᴳ privilege

ԇȂᴳ ԇ no Ԉ У ԇ ѝ ḣȂ 

privilege mode [all] {level level | reset} command-string 

no privilege mode [all] [level level ] command-string 

ȍ Ȏ  

mode ̔ ԇ CLI ԇ Ȃ  

[all] ̔ ԇ ԇ ̆ ѝ ⁞Ȃ 

level level ̔ ԇ ԇ ⁞̆ ⁞ 0-15Ȃ 

reset ̔ ԇ ѝ ⁞Ȃ 

command-string ̔ ԇ ѕȂ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Ю У ‍ privilege ԇѐ CLI ԇ Ὧ ̆а

̆ ԇ ֶ ̆ע ὤ Ю̆ Ԉᴳ privilege ?

‟  ₥ CLI ԇ Ȃ  

  

config  ὤ  
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exec   

interface   

ip-dhcp-pool DHCP  

keychain  KeyChain  

keychain-key KeyChain-key  

time-range Time-Range  

ȍѡᴿȎ 

ԈЮᴿ ̆ CLI ⁞ 1 ԇѝ”test”̆ reload ԇ ̆ Ԉ

ᴁ Ȃ 

Ruijie(config)# enable secret level 1 0 test  

Ruijie(config)#  privilege exec level 1 reload  

̆ᴳ ⁞ 1 ὡ CLI ̆ Ԉᴳ reload ԇ̔ 

Ruijie> reload  ? 

<cr>      

reload ὤ ԇ ⁞ 1 ̆‡ Ԉᴳ all Ὧ ̔ 

Ruijie(config)# privilege exec all level  1 reload  

̆ᴳ ⁞ 1 ὡ CLI ̆ Ԉᴳ reload ὤ ԇ̔ 

Ruijie> reload ? 

at                      reload at a specific time/date   

cancel                 cancel pending reload scheme 

in                      reload after a time interval 

<cr>                    

ȍ Ὧ ԇȎ 

ԇ  

enable secret CLI ⁞ ԇ 

 

1.3 show aliases 

ԇ⁞ ԇ Ю ԇ⁞ ̆ Ԉ EXEC Ю̆ᴳ

show aliases ԇȂ 

show aliases [mode]  
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ȍ Ȏ  

mode ̔⁞ Ԇ ԇ ԇ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

EXEC  

ȍᴳ Ȏ 

ὡ ԇ ̆‡ ԇ⁞ Ȃ  

ȍѡᴿȎ 

ԈЮᴿ ̆ EXEC Ю ԇ⁞ ̔ 

Ruijie# show aliases exec  

exec mode alias: 

h                    help 

p                    ping 

s                    show 

u                    undebug 

un                   undebug 

ȍ Ὧ ԇȎ 

ԇ  

alias ԇ⁞  
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2 �n�„���"�•	8
a	—  

2.1 ���"�����•	8�­�‘
a	—  

2.1.1 disable 

Ю̆ ᴂ ₥ ⁞̆ ԇ disableȂ 

disable [ privilege-level ] 

   
 

 privilege-level  

 

   

 

ԇ    

 

ᴳ  

 ᴳ ԇӱ ⁮ Ȃ ╗Э ̆‡ ₥

ᴂ⁮ Ȃ 

�	   disable ԇ ұ ₥ Ȃ 
 

 

ѡᴿ  

Ю ᴿ ₥ ᴂ⁮ ︠ ̔ 

Ruijie# disable  10 

  

enable 
ӱ ὡ⁮ ̆ ⁮

⁞ Ȃ  
 

 ԇ 
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а ⁞ ԇ̆ ὤ ԇ enable passwordȂ ԇ

no ‮ ⁞ ԇȂ 

enable password [level level] {password | [0 | 7] encrypted-password}no enable 

password 

   

 Password ὡ EXEC ԇȂ 

 Level ⁞Ȃ 

 0|7 ԇ ╗ ľ⁞Ȃ



ԇ 

2-3 

а ⁞ ὤ ԇ̆ ὤ ԇ enable secretȂ ԇ

no ‮ ⁞ ԇȂ 

enable secret  [level level] {secret | [0 | 5] encrypted-secret} 

no enable secret 

   

 Secret ὡ EXEC ԇȂ 

 Level ⁞Ȃ 

 0|5  ԇ ╗ ̆0 ╗ ̆5 ὤ╗ Ȃ 
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 ssh-sesrver 
бὯ SSH Server̆ ԇ IPv4

IPv6 ╘̕  

 telnet-server 
бὯ Telnet Server̆ ԇ IPv4

IPv6 ╘̕ 

 web-server 
бὯ Http Server̆ ԇ IPv4

IPv6 ╘̕ 

 

 snmp-agent 
бὯ Snmp Agent̆ ԇ IPv4

IPv6 ╘̕ 

 

   

 

ԇ   ὤ  

 

ᴳ   ԇ ұ бὯ ╘Ȃᴳ no enable service ԇὯ ╘Ȃ 

 

ѡᴿ  
Ю ᴿ ԇ̕enable service ssh-sesrver, SSH Server ╖ ̔ 

Ruijie(Config ̃# enable service ssh-sesrver  

 

 ԇ  
Ὧ ԇ 

 show service ₥ ╘ ̕ 

 

   

 

   
ԇ  

 - - 

2.1.5 execute 

֒ѐ ԇ̆ ԇ execute ԇȂ 

execute {[flash:] filename} 

   

 flash: ֒ Э   

 filename ֒  
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ԇ    

 

ᴳ  

 ԇ ұ ֒ѐ ԇȂ 

֒ ֒ ֒ѐ ᾃ Ԉ Ў PC Э

TFTP ּ ⁮ Flash ѐȂ ᾃ ὤ ֛ ὡ̆ ̆

CLI ԇ ֒ ᾃ Ȃ ̆ ұУҾӇҵ ԇ̆‡

֒ѐ Ἴᾗὡ ᶕ ̆ᶑ ԇ Ȃ 

 

ѡᴿ  

Ю ᴿ ֒ line_rcms_script.text̆ э ֒ ұ Э

Telnet ╖ ̆ ֒ᾃ Ю̔ 

configure terminal 

line tty 1 16 

transport input all 

no exec 

end 

̔ 

Ruijie# execute flash: line_rcms_script.text  

executing script file line_rcms_script.text ...... 

executing done 

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with  CNTL/Z. 

Ruijie(config)# line vty  1 16 

Ruijie(config-line)# transport input all 

Ruijie(config-line)# no exec 

Ruijie(config-line)#  end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.1.6 ip http authentication 

ᴳ Http Server Ḁ̆ ὡ Web Ȃ Web

̆ Ю̆ Ԉᴳ ip http authentication ԇ̔ 
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ip http authentication { enable | local } 

   

 

enable 

 enable password enable secret ԇ

ԇ ̆ ԇ 15 Ȃ 

enable Ȃ 
 

 
local 

username ԇ ԇ

̆ 15 Ȃ 

 

  enable Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ԇ ұ Web Ȃᴳ no ip http authentication ԇ

ѝ ḣȂ 

 

ѡᴿ  
Ю ᴿ ԇ̆ Web local ̔ 

Ruijie(config)#  ip http authentication local  

 

 ԇ  
Ὧ ԇ 

 enable service бὯ ╘Ȃ 

 

   

 

   
ԇ  

 - - 

2.1.7 ip http port 

HTTP ╘ ̆ Ю̆ Ԉᴳ ip http port ԇ̔ 

ip http port number 

   
 

 number HTTP Server ̆ ḣѝ 80Ȃ 

 

  ḣѝ 80Ȃ 

 

ԇ   ὤ  
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ᴳ   ԇ ұ HTTP ╘ ȂG no ip http port ԇ ѝ ḣȂ

 

ѡᴿ  
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ԇ  

 10.4(2) ԇ 

2.1.9 lock 

Э Уэ ԇ̆ EXEC ԇ lockȂ 

lock 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ  

 ᴔ ї ԇ ̆ ᶑ ̆ ᴃ Ԉ Ȃ

ԈЮ ᴃ ̔ 

�„  У ̔ ὡ lock ԇ̆ ֶ ὡ ԇ̕ 

�„  ү ̔ ὡ ԇ̆ Ԉ ֗ ѕȂ ὡ ̆ ֶ ὡ ԇ̆

̆ ֶ ̆ ľLockedĿᶕ ̕ 

�„  ὡ ̆ ὡ ї ԇȂ 

Эᴳ ᴃ ╖ ̆ᴔ line Ю lockable ԇ̆

line Э ᴃ Ȃ 

 

ѡᴿ  

Ю ᴿѝ ᴃУэ ̔ 

Ruijie(config-line)#  lockable 

Ruijie(config-line)# end 

Ruijie# lock 

Password: <password> 

Again: <password> 

Locked 

Password: <password> 

 

 ԇ  
Ὧ ԇ 

 lockable Э ᴃ Ȃ 
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 - - 

2.1.11 login 

AAA Ὧ ᾳЮ̆ Э ԇ ̆

ԇ loginȂ ԇ no ԇ Ȃ 

login 

no login 

   
 

 - - 

 

   

 

ԇ   line  

 

ᴳ   
AAA ὤ ╘̆‡ ԇ ұ ᴐ ԇ Ȃ ԇ

VTY console ѐ ԇȂ 

 

ѡᴿ  

Ю ᴿ VTY Э ԇ Ȃ 

Ruijie(config)# no aaa new-model 

Ruijie(config)# line vty 0 

Ruijie(config-line)# password  0  normatest  

Ruijie(config-line)# login 

 

 ԇ  
Ὧ ԇ 

 password line ԇȂ 

 

   

 

   
ԇ  

 - - 

2.1.12 login authentication 

AAA ᾳЮ̆ AAA ╘ ̆ᴳ ԇὯ

‟ Ȃ ԇ no ‮ ‟ Ȃ 



ԇ 



ԇ 

2-12 

 

   

 

ԇ   line  

 

ᴳ  
 AAA ὤ ╘̆‡ ԇ ұ ᴐᴐ Ȃ

username ԇ ᶕ Ȃ 

 

ѡᴿ  

Ю ᴿ VTY Э Ȃ 

Ruijie(config)# no aaa new-model  

Ruijie(config)# username   test  password  0 test 

Ruijie(config)#  line vty  0 

Ruijie(config-line)# login local  

 

 ԇ  
Ὧ ԇ 

 username ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

2.1.14 privilege mode 

ȇ CLI ԇ ȈȂ 

   
 

 - - 

 



ԇ 

2-13 

 - - 

 

   

 

   
ԇ  

 - - 

2.1.15 password 

line ԇ̆ line ԇ passwordȂ ԇ no ‮

line ԇȂ 

password {password | [0|7] encrypted-password}    

no password 

   

 password line ԇȂ 

 0|7  ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 
 

 encrypted-password ԇ Ȃ 

 

   

 

ԇ   line  

 

ᴳ   ԇ ұ ԇ 



ԇ 

2-14 

2.1.16 service password-encryption 

ԇ ╗ ̆ service password-encryption ԇ̆ ԇ no 

⁮ ת̆ аֶ ѝ Ȃ 

service password-encryption 

   
 

 - - 

 

   

 

ԇ   ὤ  

 

ᴳ  

 ᴳ service password-encryption ԇ ⁸̆ ԇ Ὧ ̆

password Ԉ ̆ ᴳ ̕ service password-encryption

ԇԈ ̆ show running write ᶑ Ԉ ̆ Ὧ password ̕ ᾋ Ὧ

service password-encryption̆ ѝ аֶ ѝ Ȃ 

 

ѡᴿ  
Ю ᴿ ԇ ╗ ̔ 

Ruijie(config)# service password-encryption  

 

 ԇ  
Ὧ ԇ 

 enable password а ⁞ ԇȂ 

 

   

 

   
ԇ  

 - - 

2.1.17 telnet 

⁮У Telnet ╘ ̆ EXEĈ ̃ Ю̆ᴳ telnet ԇ

Ȃ 

telnet host [port] [/source {ip A.B.C.D | ipv6 X:X:X:X::X | interface interface-name}] 

[/vrf vrf-name] 

    

 Host Telnet ╘ IPV4 ȁIPV6 ў  
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 Port Telnet ╘ TCP ̆ ḣѝ 23 

 /source Telnet ᴳ IP  

 ip A.B.C.D Telnet ᴳ IPV4  

 ipv6 X:X:X:X::X Telnet ᴳ IPV6  

 interface interface-name  Telnet ᴳ  

 /vrf vrf-name VRF  

 

   

 

ԇ    

 

ᴳ  

 ԇ ұ ⁮У telnet ╘ Ȃ  

�a  
/vrf Ὧ ̆Ө RSR ѐ ˻ 

/ipv6 Ὧ ̆Ө IPV6 ѐ ˻  
 

ѡᴿ  

ᴿ 1̔Ю ᴿ t̆elnet IPV4 ѝ 192.168.1.1̆ ᴳ ḣ̆

ѝ vlan 1̆ VRF ѝ vpn1̕ 

Ruijie# telnet  192.168.1.1  /source interface vlan 1  /vrf vpn1 

ᴿ 2̔Ю ᴿ ̆telnet IPV6 ѝ 2AAA:BBBB::CCCC̕ 

Ruijie# telnet  2AAA:BBBB::CCCC 

 

 ԇ  

 ip telnet source-interface 
Э IP ᴐѝTelnet

̕ 

 show session ₥ TTY ֶ ̕ 

Ὧ ԇ 

 exit   ₥ ̕ 

 

   

 

   
ԇ  

 - - 

2.1.18 username 

̆ ὤ ԇ usernameȂ 

username name [web-auth] {nopassword|password{password | 

[0|7]encrypted-password }}  
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username name privilege privilege-level 

no username name 

   

 Name Ȃ 

 Password ԇȂ 

 0|7 ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

 encrypted-password ԇ Ȃ 

 privilege-level  Ȃ 

 

 filename ὡ   ֒  

 

   

 

ԇ   ὤ  

 

ᴳ  

 ԇ ұ ̆ᵏ ᴳ Ȃ 

�a  

╗ ѝ 7̆‡ ὡ ѝṝ Ȃ 

╗ ѝ 7ȂУ ᾳЮ̆ ⁸ ╗

ԇ ̆ ╗ ѝ 7Ȃ  
 

ѡᴿ  

Ю ᴿ Уэ ԇ̆ ⁞ѝ 15 ̔ 

Ruijie(config)# username  test privilege  15 password  0 pw15 

Ю ᴿ web ж ԇ: 

Ruijie(config)# username  user1 web-auth  password  0 pw  

 

 ԇ  
Ὧ ԇ 

 login local Ȃ 

 

   

 

   
ԇ  

 - - 

2.1.19 username import 

ӱ ֒ѐ ὡ ᶕ ̆ Ю Ю ԇ̔ 

username import filename 
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 filename ὡ   ֒  

 

   

 

ԇ    

 

ᴳ  
 ԇ ұӱ ὡ ᶕ ̆ᵏ web ᴳ Ȃ 

�a  ὡ ᶕ Өᵏ web ᴳ  
 

 

ѡᴿ  
Ю ᴿ ὡ ᶕ : 

Ruijie# username import  user.csv  

 

 ԇ  
Ὧ ԇ 

 web-auth  
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Ruijie# username export  user.csv  

 

 ԇ  
Ὧ ԇ 

 web-auth web Ȃ 

 

   

 

   
ԇ  

 10.3(4t76)  
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ԇ  

 - - 

2.2.2 banner motd 

ᶕ ̆ ὤ Ю ԇ banner motd
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clock set hh:mm:ss month day year 

   

 hh:mm:ss ₥ ̆ ѝ ̂24 ⁸̃: ‍  :  

 day ̂1-31̃̆Уэ ѐ Ȃ 

 month ֙̂1-12̃̆У ѐ ֙ 

 

 year  Ὠἷ ̂1993-2035̃̆а ᴳ ᾗȂ 

 

   

 

ԇ    

 

ᴳ  

 ᴳ ԇ ̆ ᵳ Ȃ 

ұ ᵏ ֒ ̆ᴳ clock set Э Ө

̆ Ю ̆ Ȃ 

₥̆ ᵏ ֒ ̔S2026GȁS2026FȁS2028ȁRSR10Ȃ 

 

ѡᴿ  

Ю ᴿ ₥ ѝ 2003 3 17 Э 10 20 ‍ 30 ̔ 

Ruijie# clock set  10:20:30 3 17 2003 

Ruijie#  show clock 

clock: 2003-3-17 10:20:32 

 

 ԇ  
Ὧ ԇ 

 show clock ₥  

 

   

 

   
ԇ  

 - - 

2.2.4 clock update-calendar 

֒ ѝ ₥ ֒ ḣȂ 

clock update-calendar 

   
 

 - - 
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ѡᴿ  
Ю ᴿ line vty 0 ѝ 5 ‍ 30 ̔ 

Ruijie(config-line)# exec-timeout 5  30 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.2.6 hostname 

ᶢ ў ̆ ὤ ԇ hostnameȂ 

hostname name 

   

  
name 

ў ̆ ᴳ ѕȁ Ԉ Ȃ

ѝ 32 э Ȃ 

 

  ў ѝ RuijieȂ 

 

ԇ   ὤ  

 

ᴳ   ў ў ұ ⁞ Ԉ CHAP ѐᴐѝ Ȃ 

 

ѡᴿ  

Ю ᴿ ў ѝ BeiJingAgenda̔ 

Ruijie(config)# hostname  BeiJingAgenda 

BeiJingAgenda(config)# 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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2.2.7 prompt 

ԇ ̆ ὤ Ю ԇ promptȂ ԇ

̆ᴳ no prompt ԇȂ 

prompt string 

   
 

 string  ԇ ѕ̆ Ԉ 32 э  

 

   

 

ԇ   ὤ  

 

ᴳ   
ᴔ ԇ ̆‡ ṁѝ ̆ ע

Ȃע ԇ EXEC Ȃ 

 

ѡᴿ  

Ю ᴿ ԇ ѝ RGOS̔ 

Ruijie(config)# prompt  RGOS 

Ruijie(config)# end 

RGOS 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.2.8 reload 

̆ ԇ reloadȂ 

reload [ text | in [ hh: ] mm [ text ] | at hh:mm [ month day | day month ] [ text ] | 

cancel ] 

   

 text ̆1-255 э Ȃ 

 

 in [ hh: ] mm ̆ ѝ 24 Ȃ 
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 at hh:mm ₂  

 month ֙ ̆ 3 ֙̆Mar 

 day ̆ӱ 1 ⁮ 31 

 cancel ‚  

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ Ԉ ₂ ╟̆ ᵳ Ȃ 

 

ѡᴿ  

Ю ᴿ 10 ‍ Ԉ ̔ 

Ruijie# reload in  10 

Router will reload in 600 seconds. 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.2.9 session-timeout 

₥ LINE Э ⁮ ֶ ̆ᴳ

session-timeout ԇȂ no session-timeout ԇ̆ LINE Ю⁮

ֶ ֶ̆ а Ȃ 

session-timeout minutes [output] 

no session-timeout 

   

 minutes ‍ ̕  

 output   ҂ᴐѝ ὡ̆ ″ ̕ 

 

  ѝ 0 minȂ 
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ԇ   LINE  

 

ᴳ   
ᾃ ӱ̆ ₥ LINE Э ⁮ ֶ ̆ ֗ᴉ ὡ  

ᶕ ̆ ѐ ̆ LINE ѝ Ȃ 

 

ѡᴿ  
Ю ᴿ line vty 0 ֶ ѝ 5 ‍ 30 ̔ 

Ruijie(config-line)# exec-timeout 5  30 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.2.10 speed 

̆ Ю̆ ԇ speed speedȂ

̆ᴳ no speed ԇȂ 

speed speed 

   

  

Speed 

ּ ̆ ᴁ bpsȂ ұѕ ̆

ּ ѝ 9600ȁ19200ȁ38400ȁ57600ȁ

115200 ѐ Уэ̆ 9600Ȃ 

 

  9600 

 

ԇ   ὤ  

 

ᴳ   ᴳ ԇ Ȃ 

 

ѡᴿ  

Ю ᴿ ѕ ѝ 57600 bps̔ 

Ruijie(config)#  line console  0 

Ruijie(config-line)# speed 57600 

 

Ὧ ԇ  ԇ  
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 - - 

 

   

 

   
ԇ  

 - - 

2.2.11 write 

̂running-config̃ᶑ ⁮ ᴁ Ȃ 

write [ memory | network | terminal ] 

   

 
memory 

ᾗ ὡ NVRAM ̆ ұ copy 

running-config startup-configȂ 

 
network 

ᶑ ⁮ TFTP ╘ Э̆ ұ copy 

running-config tftpȂ 

 

 terminal ̆ ұ show running-configȂ 

 

   

 

ԇ    

 

ᴳ  
 ԇ Ԇ ԇ̆ת ұὲ ᴳ ̆ Ԉᵑ ᶑ Ю ᵳ

ᴳ Ȃ 
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�a  

ᴳ boot config ԇ ╟ ֒ Э̆write 

[memory] ԇ έᴇ ѝ Ю̔ 

�z ᴳ boot config ԇ ╟ ֒ ̆‡

ᶑ ⁮ ᾃ Flash ѐ ľ/config.textĿ ֒ѐȂ 

�z ᴳ boot config ԇ ҩ ╟ ֒ з̆ ֒ ̆

‡ ᶑ ⁮ ֒ѐȂ 

�z ᴳ boot config ԇ ҩ ╟ ֒ ת̆ ֒а

̆‡̔ 

�„ ֒ ̆ ╟… ֒ ᾗὡ

̕ 

�„ ֒ а ̂ ᾳѝ̔ ╟ ֒

U SD Ѯ ╟ ẏ Э̆

write [memory] ԇ ╗ ̃̆ ‡

₥ ᶑ ұ ╟ ֒ľ/configĿѐ̆

ᴐȂ 
 

 

ѡᴿ  

ᴿ 1̔ԈЮ ᴉ а boot config ԇ Эᶑ ̔ 

Ruijie# write 

Building configuration... 

[OK]  

ᴿ 2̔ԈЮ boot config ԇ Э ╟ ֒ѝ U Э ֒Ѯ ̆

U ₥ write ԇ а ѝ̔ 

Ruijie(config)# boot config usb1:config.text  

Ruijie# write 

Building configuration... 

Write to boot config file: [usb1 : config.text] 

[OK] 

Ruijie# usb remove  1 

0:1:1:38 Ruijie: USB-5- USB_DISK_REMOVED: USB Device <USB Mass 

Storage Device> Removed! 

Ruijie# write 

Building configuration... 

Write to boot config file: [usb1 : config.text] 

[Failed] 

The device [usb1] does not exist, write to the default config file 

[flash:config.text]? [no] yes 

Write to the default config file: [flash:config.text] 

[OK] 

 

Ὧ ԇ  ԇ  
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 boot config ╟ ֒  

 copy ֒ ⁸ 

 show running-config  

 

   

 

   
ԇ  

 - - 

 

 

2.3 �¡�µ�­�‘
a	— 

2.3.1 show clock 

̆ ԇ show clockȂ 

show clock 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ Ԉ ₥ ̆detail Ȃ 

 

ѡᴿ  

Ю ᴿ show clock ԇ Уэ ᴿ̔ 

Ruijie# show clock  

clock: 2003-3-17 10:27:21 

 

 ԇ  
Ὧ ԇ 

 clock set  
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ԇ  

 - - 

2.3.2 show line 

ᶕ ̆ Ю̆ ԇ show lineȂ 

show line [console line-num | aux line-num | vty line-num | line-num] 

   

 console ⁸ ᶕ  

 aux aux ᶕ  

 vty vty ᶕ  

 

 line-num line  

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ̆ ᶕ Ȃ 

 

ѡᴿ  

Ю ᴿ console ᶕ ̔ 

Ruijie# show line console  0 

CON     Type    speed   Overruns 

* 0     CON     9600    45927 

Line 0, Location: "", Type: "vt100" 

Length: 24 lines, Width: 79 columns 

Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 

Timeouts:      Idle EXEC    Idle Session 

               never        never 

History is enabled, history size is 10. 

Total input: 53564 bytes 

Total output:  395756 bytes 

Data overflow:  27697 bytes 

stop rx interrupt:  0 times 

 

Ὧ ԇ  ԇ  
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 - - 

 





ԇ 

2-32 

а boot config ԇ Э̆startup-config ᶑ ұ ᾃ Flash ѐ

֒ľ/config.textĿѐ Ȃ 

ᴳ
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Networks. 

System start time       : 2011-09-14 11:54:47 

System uptime           : 5:4:43:28 

System hardware version : 1.00 

System software version : RGOS 10.3(4T90), Release(123368) 

System BOOT version     : 10.3.122172(Master), 0.0.0(Slave) 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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3 ���"�°���3�Ñ�‚
Ä
a	—  

3.1 ���"�­�‘
a	— 

3.1.1 cd 

‎ ̆ ὡ  

cd DIRECTORY  

ȍ Ȏ 

DIRECTORY ̔  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Э ѝ ὡ ̆ὲѐЭУ “..” ̆ “.” ̆ὲ
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cp sour SOURCE_FILE dest {DESTINE_FILE | DIRECTORY} 

ȍ Ȏ 

DESTINE_FILE̔ ⁮Уэ ֒ 

DIRECTORY̔ ⁸⁮ ֒  

SOURCE_FILE̔ ⁸ ֒ (ꜛ ) 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

֒ ⁮ ֒ ѐ̆ ֒ ̆‡ ᴐ

ᶕ Ȃ 

 

�a���_�É�!��
ᴳ ̆ ₥ cp ԇа ⁸Ȃ 

 

ȍѡᴿȎ 

ԈЮᴿ ₥ log.txt ⁮ЭУ : 

Ruijie# cp sour  log.txt  dest ../log_bak.txt  

ȍ Ὧ ԇȎ 

 

3.1.3 ls 

₥ Ю ֒ ᶕ Ȃ 

ls PATHNAME  

ȍ Ȏ 

PATHNAME̔ ̆ ̆ ᾳѝ ₥ Ю ᶕ  

ȍ ᾳȎ 

ֶ ₥ ᴐ Ю ᶕ Ȃ 

ȍ ԇ Ȏ 
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Ȃ 

ȍᴳ Ȏ 

ὡ Ю ֒ᶕ ̆

Ю ֒ᶕ Ȃ 

ᴐ а . 

ȍѡᴿȎ 

₥ Ю ֒ ᶕ  

Ruijie# ls 

tmp Ю ֒ᶕ  

Ruijie# ls tmp 

ȍ Ὧ ԇȎ 

Ὧ ԇ 

3.1.4 makefs 
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Ю ѡᴿ ̔ jffs2 ᴳ ֒ ̆dev/mtdblock/1 ֒

̔ 

Ruijie# makefs dev  /dev/mtdblock /1 fs jffs2  

ȍ Ὧ ԇȎ 

Ὧ ԇ 

3.1.5 mkdir 

…  

mkdir DIRECTORY 

ȍ Ȏ 

DIRECTORY ̔ …  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ὡ … (ꜛ ᶕ )Ȃ 

Э а ᶕ ̆ … ֶ Ȃ 

ȍѡᴿȎ 

Ю… test  ̔ 

Ruijie# mkdir test 

ȍ Ὧ ԇȎ 

 

3.1.6 mv 

╟ ֒⁮ Уэ ֒  

mv sour SOURCE_FILE dest {DESTINE_FILE | DIRECTORY} 

mv dest {DESTINE_FILE | DIRECTORY} sour SOURCE_FILE 

ȍ Ȏ 



ᴳ ֒ ԇ 

3-5 

SOURCE_FILE̔ ╟ ֒ 

DESTINE_FILE/DIRECTORY̔ ⁮ ֒  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ Э ὡ ̆ ֒ ᾃ  ⁮ ῆ  Ȃ 

ᴳ ᶝ  ̔aȁὯ ὡ( type file);  bȁ’?’ ╠ ᴳ ̆

а ὡӣѫ ̆ Ԉ ὡ’? ’ ԇ ᶕ ,Ԉ ὡ

ԇȂ 

ȍѡᴿȎ 

Ю ᴿ log.txt ╟⁮ЭУ , ѝ config.txt, ֒,‡

֒̔ 

Ruijie# mv sour  tmp/log.txt  dest ../config.txt  

Ю ᴿ log.txt ╟⁮ tmp Ю̔ 

Ruijie# mv dest  /mnt/tmp  sour tmp/log.txt  

ȍ Ὧ ԇȎ 

Ὧ ԇ 

3.1.7 pwd 

₥ ᴐ  

pwd  

ȍ Ȏ 
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Ȃ 

ȍᴳ Ȏ 

₥ ᴁ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ₥ ᴐ ᶕ Ȃ 

Ruijie# pwd 

ȍ Ὧ ԇȎ 

Ὧ ԇ 

3.1.8 rm 

‮ ֒Ȃ 

rm FILE 

ȍ Ȏ 

FILE̔ ‮ ֒ (ꜛ ᶕ ) 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

а ᴐ,
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3.1.9 rmdir 

‮ Ȃ 

rmdir DIRECTORY 

ȍ Ȏ 

DIRECTORY ̔ ‮ , ѝ  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

а ᴐ, ‮ ѝ Ȃ ұ ԇ ᾗ, ᴳ rm ԇ

Ԉ ‮ ᴐȂ 

ȍѡᴿȎ 

₥ Ю Уэ tmp ̆ з ѐ ֒Ȃ 

Ruijie# rmdir tmp 

Ruijie# ls 

ȍ Ὧ ԇȎ 

Ὧ ԇ 
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4 ���"�‚
Ä�–�‰����
a	—  

4.1 ���"�­�‘
a	— 

Ӯ ў CLI Ю COPY ԇ Ȃ 

�z Xmodem ̔copy xmodem ԇ 

�z Tftp ̔copy tftp ԇ 

4.1.1 copy xmodem 

xmodem ԇ̆ xmodem Эּ Ю

Ȃ 

copy flash: filename xmodem 

copy xmodem flash: filename 

�a���_�É�!��

 ֒ ѐ ̆ ֒ ╗Э ̆ᴿ ̔ 

 copy xmodeam flash:”filename” copy flash:”filename” xmodeam 

ȍ Ȏ 

filename̔ Э ֒  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╖ּ ̆‡ ּ ֒ Ȃ ‡̆ ᶕ Ȃ  Xmodem

Ԉּ ֗ᴉ ֒̆ ў ֒ȁ ֒ ȂXmodem ּ ̂ѕ

̃ Ȃ 

Ю ѡᶝэᴿ : Уэ ӱў xmodem ּ ֒⁮ ̕ үэ

Э ֒ xmodem Э ⁮ў Ȃ 

ȍѡᴿȎ 

Ю Эּ Ю ᴿ : 

Ruijie# copy xmodem flash : config.text  

Ruijie# copy flash : config.text xmodem 
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ȍ Ὧ ԇȎ 

Ὧ ԇ 

4.1.2 copy tftp  

tftp ԇ̆ tftp Эּ Ю Ȃ 

copy flash: filename tftp:// location / filename  

copy tftp:// location/filename flash: filename 

copy flash: filename tftp:// location / filename vrf vrfname 

copy tftp:// location/filename flash: filename vrf vrfname 

�a���_�É�!��



HTTP ԇ 

 

5 ���" HTTP �–�‰
a	— 

5.1 ���"�­�‘
a	— 

5.1.1 http check-version  

HTTP Ȃ 

http check-version 

 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ ֒ ̆ ⁮ ╘ б ֒Ȃ 

 

ѡᴿ  

ᴿ 1̔ HTTP ̔ 

Ruijie# http check-version  

files need to be updated: bin, web, config, character-db, normal.

bin: 

support identification of 31 kinds of popular games. 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   
ԇ  

 10.3(4b7) ԇ 

 

5.1.2 http update   

╟ ֒Ȃ 



HTTP ԇ 

 

http update { [web] [route-db] [config] [character-db] [normal] 

[url-db] [feedback]} 

 

   

 web WEB ֒ 

 route-db  

 config ֒ 

 character-db  

 normal ֒ 

 url-db URL ֒ 

 

 feedback  ᶕ ‡ ֒ 

 

   

 

ԇ    

 

ᴳ   ԇ ֒ Ȃ ╖ ֶ̆ ╟ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ╟ WEB ֒ ̔ 

Ruijie# http update web character-db 

updating files, please wait... 

update success! 

 

 ԇ  
Ὧ ԇ 

 - - 

 

 

   
ԇ  

 10.3(4b7) ԇ 

  10.3(4T90) ╗ ԇ  

 

5.1.3 http update mode 

HTTP ѝ ╟ ȁ ╟ ╟ Ȃ 

http update mode { auto-update | manual | auto-detect }  

 



HTTP ԇ 

 

   

 auto-update ╟  

 manual ╟  
 

 auto-detect ╟  

 

  ᾳЮ̆ѝ ╟ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ԇ HTTP Ȃ ╟ ֶ ̆ ╘ Э

֒̆ ╖ ̆ ╟ ; 



HTTP ԇ 

 

 

ԇ    

 

ᴳ   

ԇ HTTP ╘ ȂHTTP ִ̆Ἴ ԇ

╘ ̆ аЭ̆‡ֶ э ╘ ̆ ⁮ ⁮

╘ Ȃ ╘ ̆‡ Ȃ 

 

ѡᴿ  

ᴿ 1̔ HTTP ╘ ̔ 

Ruijie# config  

Ruijie(config)# http update server 10.83.132.1 port 80 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   
ԇ  

 10.3(4b7) ԇ 

 

5.1.5 http update set oob  

HTTP ӱ Ȃ 

[no] http update set oob 

 

   
 

 - - 

 

  ᾳЮѝ  

 

ԇ    

 

ᴳ   ԇ HTTP ӱ Ȃ no ԇ ӱ Ȃ 

 

ѡᴿ  

ᴿ 1̔ HTTP ӱ ̔ 

Ruijie# config  

Ruijie(config)# http update set oob  

 

 ԇ  
Ὧ ԇ 

 - - 



HTTP ԇ 

 

 

   
ԇ  

 10.3(4b7) ԇ 

 

5.1.6 http update time  

HTTP ╟ Ȃ 

http update time daily hh:mm 

 

   
 

 hh:mm  

 

  ᾳЮ ѝ 8:30 

 

ԇ    

 

ᴳ   ԇ ╟ Ȃ ѝ э Ȃ 

 

ѡᴿ  

ᴿ 1̔ HTTP ╟ ̔ 

Ruijie# config  

Ruijie(config)# http update time daily 23:40  // ╟ ѝ

23:40 

 

 ԇ  
Ὧ ԇ 

 - - 

 

 

   
ԇ  

 10.3(4b7) ԇ 

 

5.1.7 feedback enable 

╖ Ȃ 

feedback enable 

 



HTTP ԇ 

 

   
 

   

 

  ᾳЮ ╖ Ὧ  

 

ԇ    

 

ᴳ   ԇ ╖ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ╖ ̔ 

Ruijie# config  

Ruijie(config)#  feedback enable  

ᴿ 2̔Ὧ ╖ ̔ 

Ruijie# config  

Ruijie(config)# no feedback enable  

 

 ԇ  
Ὧ ԇ 

 - - 

 

 

   
ԇ  

 10.3(4b7) ԇ 

5.1.8 feedback update 

╟ ᶕ Ȃ 

feedback update 

 

   
 

   

 

   

 

ԇ    

 

ᴳ   ԇ ╖ Ȃ 

 

ѡᴿ  ᴿ 1̔ ╟ ᶕ ̔ 



HTTP ԇ 

 

Ruijie# feedback update  

 

 ԇ  
Ὧ ԇ 

 - - 
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6 ���"���Ç
a	—  

6.1 ���"�­�‘
a	— 

6.1.1 bandwidth 

Юᴳ bandwidth ԇ ̆ᴳ ԇ no

ḣȂ 

bandwidth kilobits 

no bandwidth 

ȍ Ȏ 

kilobits ̔ ̆Ԉ Kbits ѝ ᴁ 

ȍ ԇ Ȏ 

 

ȍ Ȏ 

ѐ bandwidth ԇ ̆ Ю show 

interfaces ԇ ὲ ḣ 

ȍᴳ Ȏ 

bandwidth ԇа э ̆

Ў Ԉ̆ ̆ Ԉ ᾳ ȂBandwidth

э ̆аֶ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̔ 

Ruijie(config-if)# bandwidth  64 

 

6.1.2 carrier-delay 

Юᴳ ԇ carrier-delay ̆ᴳ ԇ no

ḣȂ 

carrier-delay [ seconds ] 

no carrier-delay 
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ȍ Ȏ 

seconds ̔ ̆Ԉ ѝ ᴁ̆ 1͘60  

ȍ Ȏ 

ḣ 2  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᶕ DCD ӱ Down ⁮ Up ̆

DCD Ѯᾃ ̆ע ѫ ע а ұЭ

Ȃ 

DCD ѐ ̆ ѫ ḣ ̆ Ԉ ╗

̆Ԉᵳ Ԉ Ȃ DCD ѐ ̆ з ұ

̆ ѫ Ԉ̆ὁ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ѝ 5 ̔ 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(coinfig)# carrier-delay 5 

 

6.1.3 clear counters 

Юᴳ ԇ clear counters ḣȂ 

clear counters [ interface-type slot-number/interface-number ] 

ȍ Ȏ 

interface-type ̔ ̆ᴿ ̔GigabitEthernet Ȃ 

Slot-number/interface-number ̔ / Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Э ᶕ аע ̆ע ̆ѝҩ ὁԈ ᶕ

̆ ᶕ ̆ ₥ ᶕ Ԉ ₥

ᾳȂ а ̆‡ Ȃ 

ȍѡᴿȎ 
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Ԉ 0/1 ḣ̆ Ю ԇ̔ 

Ruijie# clear counters gigabitethernet  0/1 

ȍ Ὧ ԇȎ 

ԇ ᴳ  

show interfaces ᶕ Ԉ  

 

6.1.4 description 

Юᴳ description ԇ ̆ᴳ ԇ no

‮ Ȃ 

description string 

no description 

ȍ Ȏ 

string ̔ ѕ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show interfaces ԇ ᶕ ̆ Ԉ ⁮ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet  0/1 

Ruijie(config-if)# description GBIC-1  

ȍ Ὧ ԇȎ 

ԇ  

show interfaces 
ᶕ Ԉ

 

 

6.1.5 duplex 
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Ю̆ᴳ ԇ Ȃᴳ ԇ no

ѝ ḣ 

duplex {auto | full | half} 

no duplex 

ȍ Ȏ 

auto̔ ὤ Ȃ 

full ̔ ὤ Ȃ 

half ̔  Ȃ 

ȍ Ȏ 

ὤ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

б ὯȂ Ԉᴳ show interfaces ԇ

Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)#  duplex full  

ȍ Ὧ ԇȎ 

ԇ  
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ȍ Ȏ 

Ԉ ѝ ARPA 

ȍᴳ Ȏ 

802.1Q Уэ IEEE ῆ ̆ ұ VLAN ‚‍ ү Ь

Ѯ ҵ Ȃ 

802.1Q Ԉ Э Ȃ 

ȍѡᴿȎ 

Ю ᴿ 20 Э 802.1Q̆VLANID ѝ 20̔ 

Ruijie(config)# interface GigabitEthernet  0/0.20  

Ruijie(config-subif)# encapsulation dot1Q  20 

 

6.1.7 interface 

ὤ Юᴳ interface ԇ ὡ Ȃ 

interface type slot-number/interface-number [ .sub-interface-number ]  

ȍ Ȏ 

type ̔ ̆ ₥ GigabitEthernetȁtenGigabitEthernetȁloopbackȁ

nullȁdialerȁ Ȃ 

Slot-number/port-number ̔ ̆ / ̆

э Э̂ў Э ѝ 0̃̆ э Э Ȃ 

sub-interface-number ̔ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

̂GigabitEthernetȁtenGigabitEthernet̃ ̆ а no

ԇ‮ Ȃᴳ show interfaces ԇ  

ȍѡᴿȎ 

ὡ︢ἺԈ ̔ 

Ruijie(config)# interface gigabitEthernet  0/1 

Ruijie(config-if)# 
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ὡ ̔ 

Ruijie(config)# interface gigabitEthernet  0/1.1  

Ruijie(config-subif)# 

ὡЪἺ ̔ 

Ruijie(config)# interface tenGigabitEthernet 0/0 

Ruijie(config-if)# 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces 
ᶕ Ԉ

 

 

6.1.8 ip address 

Юᴳ ip address ԇ э IP ̆G ԇ no

‮ IP Ȃ 

ip address ip-address sub-mask [ secondary ] 

no ip address [ ip-address sub-mask ] [ secondary ] 

ȍ Ȏ 

ip-address ̔ IPV4 ҵ Ȃ 

sub-mask ̔IP Ȃ 

secondary ̔ IP Ȃ 

ȍ ԇ Ȏ 

 

ȍ Ȏ 

IP  

ȍᴳ Ȏ 

аᴳ IP ̆ ‡Уэ а ̆ IP

Ȃᴳ ip address ᵳ ὲѐ Ȃ 

IP ̆ IP ‡̆ ὲ а У

э ̆ Уэ ὲ ў Ь а Уэ IP ̆ ‡

  Ȃ 
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Уэ Ԉ э IP ̆ заӨӨ чэ̆ Ԉ

secondary Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ Ԉ Э IP ̔ 

Ruijie(config)# interface GigabitEthernet  0/0  

Ruijie(config-line)# ip address  192.168.12.1 255.255.255.0 

ȍ Ὧ ԇȎ 

Ὧ ԇ ᴳ  

ip unnumbered Ḇ ὲ IP  

 

6.1.9 ip unnumbered 

Юᴳ ip unnumbered ԇ Ḇ ὲ IP ԇ̆ᴳ

ԇ no Ȃ 

ip unnumbered type interface-number 

no ip unnumbered 

ȍ Ȏ 

type ̔ Ȃ 

Interface-number ̔ ѐ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ
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ȍѡᴿȎ
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Ԉ Э̆ ԇ Ԉ ̆ ping dns ̆

Ԉ э ip Ȃ 

ԇ ping dns ̆ У ᴳ ֒ ⁸̔ 

1. ұԈ Ȃ 

2. Ԉ Эᴳ IP Ȃ 

3. ping dns IP а Уэ Ḁ̆

Э Ȃ 

ȍѡᴿȎ 

Ԉ GigabitEthernet 0/0 Э Ԉ ping ╟ ╖  

Ruijie# config terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# keepalive  15 ping 192.168.12.1  

Ruijie(config-if)# end 

Ԉ GigabitEthernet 0/0 Э Ԉ dns ╟ ╖  

Ruijie# config terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface GigabitEthernet  0/0 

Ruijie(config-if)# keepalive 10 dns 202.101.98.55  

Ruijie(config-if)# end 

 

6.1.11 load-interval 

Юᴳ load-interval ԇ Уэ ̆G

ԇ no Ȃ 

load-interval seconds 

no load-interval 

ȍ Ȏ 

seconds ̔ ̆ ḣ 30 ⁮ 600 

ȍ ԇ Ȏ 

 

ȍ Ȏ 

30  
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ȍᴳ Ȏ 

ѐ ԇ Ԉ ὡ   ᾰͅУ

30 У ὡ   Ȃѡэᴿ ̆

GigabitEthernet 0/0ѐ 180 ̆ show interface GigabitEthernet 

0/0 Ԉ ⁮̔ 

3 minutes input rate 15 bits/sec, 0 packets/sec 

3 minutes output rate 14 bits/sec, 0 packets/sec 

ȍѡᴿȎ 

ԈЮ ᴿ GigabitEthernet 0/0 ѐ 180  

Ruijie(config)# interface GigabitEthernet 0/0  

Ruijie(config-if)# load-interval  180 

ȍ Ὧ ԇȎ 

 

ԇ ᴳ  

show interfaces ᶕ Ԉ  

 

6.1.12 mac-address 

ᴳ mac-address ԇ Э MAC ̆ᴳ ԇ no

MAC Ȃ 

mac-address H.H.H 

no mac-adderss 

ȍ Ȏ 

H.H.H ̔MAC ̆ 16 ⁸ ὡ̆ э H Ԉ ὡ 2 э ̆ Ԉ э

6 э ̆48 Ȃ 

ȍ ԇ Ȏ 

 

ȍ Ȏ 

  ḣ 

ȍᴳ Ȏ 
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эԈ Уэὤ У MAC Ȃ Ԉ̆ MAC

Ԉᶢ ת̆ ᶑ У Э MAC У ȂMAC ֶ

ҩ ᾃ ̆ ᾳЮ̆а MAC Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ Ԉ ѐ MAC ̔ 

Ruijie(config)# interface GigabitEthernet  0/0 

Ruijie(config-if)# mac-address  00d0:f8fb:110d 

 

6.1.13 media-type 

Ȃᴳ ԇ no ḣ. 

media-type { baset | basex auto } 

no media-type 

ȍ Ȏ 

basex auto ̔ Ἵ  

baset      ̔  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

̂ ̆аꜛ Ap SVĨ 

ȍᴳ Ȏ 

У Ԉ Ἵ ч Ӯ ̆ ᴳ ὲѐѮУȂУ

Ӯ Ѯ ̆ ̆ᴿ ȁ ̆ ₥

Ȃ ̆ ѝὲ ̆ Ԉ

Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet  0/1 

Ruijie(config-if)# media-type basex auto 

Changing media to fiber auto mode. You may need to update the 

speed and duplex settings for this interface. 

ȍ Ὧ ԇȎ 

ԇ  
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show interfaces 
ᶕ Ԉ

 

ȍ Ȏ 

а ╟″ ₥ ᴐ Ἵ ̆ ѝ ̆ ԇ

ᶢ Ӯ Ȃ 

 

6.1.14 mtu 

Юᴳ mtu ԇ ּ ἷ MTÛMaxiumum 

Transmission Unit̃̆ᴳ ԇ no Ȃ 

mtu num 

no mtu 

ȍ Ȏ 

num ̔ ḣ ѝ 64-65535 Ԉ̆ ѝ ᴁȂ ḣ ӊ а а

а ̆У ѝ 1500Ȃ 

ȍ Ȏ 

ѝ 1500Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

MTU ֶ ̆ з MTU У н

╘ Ȃ н╘ ᴳ ̆ὲѐУ н╘

з ̆ ּ ̆ У н╘ аέ

̆ FTP ּ Ȃ ̆ MTU

̆ ‾ұа н╘ ұ ‍ Ȃ ₥

Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if)# mtu 1400 

ȍ Ὧ ԇȎ 

ԇ  
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show interfaces 
ᶕ Ԉ

 

 

6.1.15 shutdown 

ѐ̆ᴳ ԇὯ Ȃᴳ ԇ no  

shutdown 

no shutdown 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ұ ̂Ԉ ȁAp ȁSVI ̃̆ ԇὯ ̆ ὲӹ

Ӱ ת̆ а ᴐ Ȃᴳ show interfaces ԇ Ȃ 

ȍѡᴿȎ 

Ὧ GE 0/1̔ 

Ruijie(config)# interface gigabitEthernet  0/1 

Ruijie(config-if)# shutdown  

GE 0/1̔ 

Ruijie(config)# interface gigabitEthernet  0/1 

Ruijie(config-if)# no shutdown  

ȍ Ὧ ԇȎ 

ԇ  

show interfaces 
ᶕ Ԉ

 

 

�	 ��


\�!  

ᴳ ṁ no shutdown ᴐ̆ ֶ

ᶕ Ȃ 

 

 

6.1.16 snmp trap link-status 
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ѐ Ԉ ұ LinkTrap̆ ╖ ̆

Link ע S̆NMP   LinkTrap̆ Ѯ‡а Ȃᴳ ԇ no

SNMP а   LinkTrapȂ 

snmp trap link-status 

no snmp trap link-status 

ȍ Ȏ 

ᾳЮ̆ ╖ ̆ Link SNMP̆ע   LinkTrapȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ұ ̂Ԉ ȁAp ȁSVI ̃̆ ԇ

LinkTrap̆ ╖ ̆ Link SNMP̆ע   LinkTrap,

Ѯ‡а Ȃ 

ȍѡᴿȎ 

Ю ѝа Link trap: 

Ruijie(config)# interface gigabitEthernet  0/1 

Ruijie(config-if)# no snmp trap link-status 

Ю ѝ Link trap: 

Ruijie(config)#  interface  gigabitEthernet  0/1 

Ruijie(config-if)# snmp trap link-status  

 

6.1.17 speed  

Ȃᴳ ԇ no ḣ 

speed {auto | 10 | 100 | 1000} 

no duplex 

ȍ Ȏ 

10 ̔ ѝ 10MbpsȂ 

100 ̔ ѝ 100MbpsȂ 

1000̔ ѝ 1000MbpsȂ 

auto̔ ѝ Ȃ 

ȍ Ȏ 
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Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show interfaces ԇ Ȃ а ̆ἵ ҂ֶ

а Ȃ ̆SFP аἵ ѝ 10M 100MȂ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet  0/1 

Ruijie(config-if)# speed 100 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces 
ᶕ Ԉ

 

 

6.2 �¡�µ�­�‘
a	— 

6.2.1 show interfaces 

ᶕ  

show interfaces [interface-id] [counters | description | status ] 

ȍ Ȏ 

interface-id ̔ ̂ꜛ Ԉ ȁaggregateport ȁSVI ȁloopback

ȁnull ȁdialer ̃ 

counters ̔ ᶕ Ȃ 

description̔ ᶕ ̆ꜛ link Ȃ 

status̔ ү ᶕ ̆ꜛ ȁ Ȃ 

ȍ Ȏ 

ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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а╗ ̆‡ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show interfaces gigabitEthernet  0/1  

 

ȍ Ὧ ԇȎ 

ԇ  

clear counters ḣ 

description  

duplex Ȃ 

interface ὡ Ȃ 

load-interval 
 

media-type  

shutdown 
ѐ̆ᴳ ԇ

Ὧ Ȃ 

speed Ȃ 
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7 ���"
f�´�•	8
a	—  

7.1 ���"�­�‘
a	— 

7.1.1 bridge-map 

ԇ ὡ ԇ Ȃ 

bridge-map bridge-num 

 

   

 
 

bridge-num 

Ȃ ΰ ᾃ ̆ ΰ

э Ȃ 

ᴿ ̔ Ь ᾃ ̆‡

ѝ 0~2 Ȃ 

 

   

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ԇ̆ ὡ ԇ Ȃ ԇ ѐ̆ Ԉ

ᾃ Ὧ ᴐ Ȃ 

ԇ аἵ no Ȃ 

 

ѡᴿ  

ᴿ 1̔ ὡ ԇ 1̔ 

Ruijie# config  

Ruijie(config)# bridge-map  1 

Ruijie(config-bridge-map)#  

 

 ԇ  
Ὧ ԇ 

 - - 

 

 

   
ԇ  

 10.3(4b7) ԇ 
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7.1.2 link-mode 

ᾃ Ὧ ᴐ Ȃ 

ԇ no ᾃ Ὧ ᴐ Ȃ 

[no] link-mode 



ԇ 
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 ԇ  
Ὧ ԇ 

 - - 

 

 

   
ԇ  

 10.3(4b7) ԇ 

 

7.1.3 native-vlan 

native-vlan id ḣȂ Ԉᴳ ԇ no native-vlan 

id ѝ ḣȂ 

[no] native-vlan vlan-id num 

 

   
 

 vlan-id num Vlan id ḣ̆ ἵ ѝ 1~4094 

 

  ᾳЮ native-vlan id ḣѝ 1̆ᴳ no Ԉ native-vlan id ѝ ḣȂ 

 

ԇ   ԇ  

 

ᴳ   
native vlan-idȂ vlan-id ⁞ѝ native vlan-id

vlan ‍ Ȃ 

 

ѡᴿ  

ᴿ 1̔ 1 native-vlan id ѝ 100̔ 

Ruijie(config)# bridge-map  1 

Ruijie(config-bridge-map)# native-vlan  100 

 

 ԇ  
Ὧ ԇ 

 - - 

 

 

   
ԇ  

 10.3(4b7) ԇ 
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7.1.4 specify interface 

ᾃȁ Ȃ 

specify interface interface-name 



ԇ 
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[no] sys-mode gateway 

 

   
 

 - - 

 

  ᾳЮ ѝ Ὧ ̆ᴳ no Ԉ ᴐ ѝ Ὧ  

 

ԇ   ὤ  

 

ᴳ   

ԇ ұ ᴐ Ὧ Ὧ Ȃ 

ᴐ Ὧ Ю ̆ ̆ Ԉ NAT ̆

ѝЬ ̆ Ԉ IP Ȃ 

ᴐ Ὧ Ю ̆ ̆а NAT ̆

ѝү ̆ а IP Ȃ 

 

ѡᴿ  

ᴿ 1̔ ᴐ ѝ Ὧ ̔ 

Ruijie# config  

Ruijie(config)# no sys-mode gateway  

 

 

 ԇ  
Ὧ ԇ 

 - - 
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ԇ   Ȃ 

 

ᴳ   

Ю̆ vlan id ѝ 1-4088 ̆ ԇ Ю ⁸̔ 

1̈ ֗ ₂̆ Уэ ԇ̆ з lan Ю̕ 

2̈ ұ EG1000S̆GigabitEthernet 0/1 Юа ԇ̕ ұ EG1000Cȁ

EG1000CM̆GigabitEthernet 0/5 GigabitEthernet 0/6 а ԇ 

3̈ ұEG1000S̆ ԇ lan бGigabitEthernet 0/1 Уэ ̕

ұ EG1000CȁEG1000CM̆ ԇ lan б GigabitEthernet 0/5

 GigabitEthernet 0/6 Уэ  

 

ѡᴿ  
ᴿ 1̔ GigabitEthernet 0/0 vlan id ѝ 1-4088 ̔ 

Ruijie(config-if-GigabitEthernet 0/0)#vlan-enable 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆ EG1000SȁEG1000CȁEG1000M Ȃ  

 

   
ԇ  

 10.3(4b7) ԇ 

7.1.7 bypass 

ᴐ ֒ bypass  

ұ EG1000S̔ 

bypass couple couple-num 

ԇ no ֒ bypass  

[no] bypass couple couple-num 

 

   

 bypass ᴐ ֒ bypass Ȃ 

 

 couple У  
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 couple-num couple  

 

   

 

ԇ   ὤ Ȃ 

 

ᴳ   У ֒ bypass Ȃ 

 

ѡᴿ  
ᴿ 1̔ У ֒ bypass ̔ 

Ruijie(config)# bypass couple 0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG1000S Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

ұ EG1000M̔ 

bypass copper couple couple-num 

bypass fiber couple couple-num 

ԇ no ֒ bypass  

[no] bypass copper couple couple-num 

[no] bypass fiber couple couple-num 

 

   

 bypass ᴐ ֒ bypass Ȃ 

 copper  

 fiber Ἵ  

 couple У  

 

 couple-num couple  

 

   

 

ԇ   ὤ Ȃ 
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ᴳ   У ̂ Ἵ ̃ ֒ bypass Ȃ 

 

ѡᴿ  
ᴿ 1̔ У ֒ bypass ̔ 

Ruijie(config)# bypass copper couple 0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆ EG1000M Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

7.2 �¡�µ�­�‘
a	— 

7.2.1 show bridge-map 

Ὧᶕ Ȃ 

show bridge-map [bridge-num]  

 

   

 
 bridge-num 

Ȃ ΰ ᾃ ̆ ΰ

э Ȃ 

ᴿ ̔ Ь ᾃ ̆‡

ѝ 0~2 Ȃ 

 

   

 

ԇ    

 

ᴳ   
̆ Ὧ ᶕ Ȃ 

а ̆‡ ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ѝ 0 Ὧᶕ ̔ 

Ruijie# show bridge-map 0  

BRIDGE MAP 0,STATE is DOWN 
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  Inside interface is GigabitEthernet 0/0,Outside interface is 

GigabitEthernet 0/1 

  Working mode is forward 

  Native vlan is 1  

 

 

 

 ԇ  
Ὧ ԇ 

 - 
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LAN: GigabitEthernet 0/0 GigabitEthernet 0/3  

WAN: GigabitEthernet 0/1 GigabitEthernet 0/2 GigabitEthernet 0/4 

 

 

 ԇ 
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POWER 2 is not present!  

 

EG1000M: 

Ruijie#show environment  

---environment information--- 

CPU Temperature is 41 

fan works in low speed mode. 

 

FAN 1 NOT OK! 

FAN 2 is OK! 

FAN 3 is OK! 

FAN 4 is OK! 

 

POWER 1 is not present! 

POWER 2 is present! 

POWER 2 power on successfully! 

 

Power2 type: RG-PA300I 

        Hardware version: 1.00 

        Software version: RGNOS 0.03,Release(100625) 

        Power SN: A66204100600401V0.2A 

        current output power: 75.14(W) 

        output voltage: 12.10(V) 

        output electric current: 6.21(A) 

        power temperature: 26.00(Ņ) 

power supply: OK 

 

 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG1000M  

 

   
ԇ  

 10.3(4b7) ԇ 
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ԇ  

 10.3(4b7) ԇ 

 

8.1.2 gateway 

MGMT ὯȂ 

gateway ip-address 

 

   
 

 ip-address MGMT IPv4 ᶕ Ὧ  

 

   

 

ԇ    

 

ᴳ   MGMT MGMT̆ ѝ 0Ȃ 

 

ѡᴿ  

ᴿ 1̔ MGMT Ὧ̔ 

Ruijie#config 

Ruijie(config)# interface mgmt 0 

Ruijie(config-if-Mgmt 0)# gateway  192.168.0.1  

Ruijie(config-if-Mgmt 0)#end  

Ruijie# 

 

 ԇ  
Ὧ ԇ 

 show interface mgmt MGMT  

 

  EG ‟ӊ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

8.1.3 ip address 
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ᴳ ԇ MGMT IP б Ȃ 

ip address ip-address subnet-mask 

 

   

 ip-address IP   

 subnet-mask  

 

   

 

ԇ   Ȃ 

 

ᴳ   MGMT MGMT̆ ѝ 0Ȃ 

 

ѡᴿ  

ᴿ 1̔ MGMT IP ̔ 

Ruijie#config 

Ruijie(config)# interface mgmt 0 

Ruijie(config-if-Mgmt 0)# ip address  192.168.0.2 255.255.255.0  

Ruijie(config-if-Mgmt 0)#end  

Ruijie# 

 

 ԇ  
Ὧ ԇ 

 show interface mgmt MGMT  

 

  EG ‟ӊ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

8.1.4 ping oob  

ᴳ ԇ ᾃў Ȃ 

ping oob host 

 

   
 

 host ў IP  
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Ԉ ԇ 
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ᴳ   Ө ұб MGMT ᾃ SNTP ╟ Ȃ 

 

ѡᴿ  

ᴿ 1̔ SNTP ╖ ̔ 

Ruijie# config 

Ruijie(config)# sntp enable oob  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG ‟ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

8.1.6 telnet oob  

б MGMT ᾃ ў Ȃ 

telnet oob host 

 

   
 

 host ў IP  

 

   

 

ԇ    

 

ᴳ   б MGMT ᾃ ў Ȃ 

 

ѡᴿ  

ᴿ 1̔ ⁮ ᾃ ў 192.168.200.1̔ 

Ruijie# telnet oob  192.168.200.1  

User Access Verification 

 

Password: 

 

Ὧ ԇ  ԇ  
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 - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG ‟ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

8.1.7 traceroute oob  

HTTP ӱ Ȃ 

traceroute oob host 

 

   
 

 host ў IP  

 

   

 

ԇ    

 

ᴳ   Ө ұ MGMT ⁮ ᾃў Ȃ 

 

ѡᴿ  

ᴿ 1̔ MGMT ⁮ ᾃў 192.168.200.1 ̔ 

Ruijie# traceroute oob 192.168.200.1 

  < press Ctrl+C to break > 

Tracing the route to 192.168.200.1 

 

 1    192.168.196.1 10 msec 10 msec 0 msec 

 2    192.168.187.1 10 msec 10 msec 10 msec 

 3    192.168.198.43 0 msec 10 msec 0 msec 

 4    192.168.200.1 10 msec 10 msec 10 msec 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ Ȃ 
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9 ���" LINE 
a	— 

9.1 LINE���"�­�‘
a	— 

9.1.1 line 

ὡ⁮ LINE ̆ᴳ ԈЮ ԇ̔ 

line [aux | console | tty | vty] first-line [last-line] 

ȍ Ȏ 

  

aux ̆У Ө ‟ӊ Э 

console ⁸  

tty ̆У Ө ‟ӊ Э 

vty ̆ ұ telnet/ssh  

First-line ὡ first-line  

Last-line ὡ last-line  

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ὡ LINE  

ȍѡᴿȎ 

ὡ⁮ LINE VTY 1 ⁮ 3 LINE ̔ 

Ruijie(config)# line vty  1 3 

ȍ Ὧ ԇȎ 
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9.1.2 line vty 

ԇ Ԉ ╗ ₥ Ԉᴳ VTY Ȃ ԇ no Ԉ῏

₥ Ԉᴳ VTY Ȃ 

line vty line-number 

no line vty line-number 

ȍ Ȏ 

ᾳЮ̆ VTY ѝ 5̆ ѝ 0--4Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╗ ῏ VTY ̆ Ԉᴳ Э ԇ Ȃ 

ȍѡᴿȎ 

VTY ╗⁮ 20̆ VTY ѝ 0--19Ȃ 

Ruijie(config)# line vty  19 

VTY ῏ ⁮ 10̆ VTY ѝ 0—9Ȃ 

Ruijie(config)# line vty  10 

ȍ Ὧ ԇȎ 

 

9.1.3 transport input 

Line Ю Ԉ ̆G transport input ԇ Line Ю Ԉ

ȂG default  transport  input ѝLINEЮἵ ѝ ḣȂ 

transport input {all | ssh | telnet | none} 

default transport input 

ȍ Ȏ 

  

all Line Ю̆ἵ Ȃ 

ssh Line Ю̆ ἵ SSH Ȃ 

telnet Line Ю̆ ἵ Telnet Ȃ 
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none Line Ю̆аἵ ֗ᴉ Ȃ 

ȍ Ȏ 

̆VTY ἵ Ȃ ὲ TTY ḣѝ NONĔ

аἵ ֗ᴉ Ȃ ҩ Ԉ ̆ Ԉᴳ default 

transport input ԇ ѝ ḣȂ 

ȍ ԇ Ȏ 

Line  

ȍᴳ Ȏ 

ԇ Line Юἵ ȂVTY ᾳЮ̆ἵ ᶕȂ

ҩἵ ̆ Ԉ VTY Э ╖ȂG

show running ԇ Line Ю ᶕ Ȃ 

 

�a���_�É�!��
ᴳ default  transport  input ԇȂno transport input ԇ̆

LINE Ю ᶕ Ȃ б transport input none Ȃ 

 

ȍѡᴿȎ 

line vty 0 4 Ю̆ ἵ telnet ̔ 

Ruijie# configure terminal   

Ruijie(config)# line vty  0 4 

Ruijie(config-line)#  transport input telnet  

ȍ Ὧ ԇȎ 

ԇ  

show running ᶕ Ȃ 

ȍ Ȏ 

֒ RGNOS10.1 ԈЭ 

9.1.4 access-class 

Line Ю ACL̂ ⁸‟ ̃Ȃᴳ access-class  acl-no  

{ in | out } ԇ Line Ю ⁸‟ Ȃᴳ no access-class  

access-list-number  {in | out} ԇ LINE Ю ACL Ȃ 

[no] access-class  access-list-number  {in | out} 
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ȍ Ȏ 

  

access-list-number 
access-list Ѭ ⁸‟

Ȃ 

in ⁸ Ȃ 

out   ⁸ Ȃ 

ȍ Ȏ 

̆Line Ю ֗ᴉ ⁸‟ Ȃ ̆ ἵ  

Ȃ 

ȍ ԇ Ȏ 

Line  

ȍᴳ Ȏ 

ԇ Line Ю ⁸‟ Ȃ ᾳЮἵ ὡ б  

̆а Ȃ ҩ access-class ̆ access list

̆ Ԉ ╖Ȃᴳ show running ԇ Line Ю ᶕ Ȃ 

ȍѡᴿȎ 

line vty 0 4 Ю̆ ұ access-list ѝ 10̔ 

Ruijie# configure terminal   

Ruijie(config)# line vty  0 4 

Ruijie(config-line)#  access-class 10 in 

ȍ Ὧ ԇȎ 

ԇ  

show running ᶕ Ȃ 

ȍ Ȏ 

֒ RGNOS10.1 ԈЭ 
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10 ���" DLDP 
a	— 

10.1.1 .043(DLDP)Tj
/C2_1 0.28 
/ 1 Tf
0.0027 Tc 5 Tr 2.973 0 03 <0B051122>Tj
/T0EAD069197>Tj
/TT1 1 Tf
0 Tc 0 Tr 2.008 73.39( )Tj
0.0004 Tc 13.98 -11.8(10-3.18)Tj
0 G!5*üB

0
/5 Td <0B051(dldp ip2_1 1 Tf
0.0067 Tr 2.00
/3.16
(DLDP)[542>Tj
/T4 720EDB2C584AD243C31E94231F087336D102C8>40<54AC41781976231F4BC84C68>2_0 1Tf
0 Tc 22263119Tr 218.21 <0B051(1002_1 1 Tf
0.0067 Tr 20 T14(DLDP)[521BF2FA602C8>40<11F141A903DD20F501C4>2_0 -28.543(-1.486B05112AFC11CD14682C58T1 1 Tf
0 Tc 0 631 6Tr 24 Td <0B051(no2_1 1 Tf
0.0067 Tr 20 469<0A5104B8>Tj
/T1D3916360EE1074A54AC41780>Tj01C4>0 1 Tf
0 Tc 20.0004 Tf
-0.0003 Tc 22.02 .. 0 500
/-5
f
B-2 Td <051(dldp ip2_1 1Tf
0 Tc 222631 6.02 .. 0 800
/3.2
( )Tj
0.[nexthopip] [0004 Tf
-0.0003 Tc 29Tr 2.00
/5
f
B )Tj
0interval)0 1 Tf
0 Tc 2.007 .7254( )Tj
0.0004 Tf2-0.0003 Tc 21.02 ..2
( )Tj
0value)0 1 Tf
0 Tc 2.Tc 2.247 0 389( )Tj
0.|0004 Tf
-0.0003 Tc 27.02 .. 0 900
/0.53
[(DL)-6(BT
tr)-11(y)2_0 1Tf20 Tc 2.Tc 15.02 .. 027.0w 0 49 <0B051( value)0 1 Tf
0 Tc 2.Tc 2.247 0.0w 0 674[(DL)-6(B] )-2170.02_0 1Tf
0 Tc 0 63112.02 .. 0100
/-20.926B-2 TDL)-6(no dldp)6( ip260.02_0 1Tf
0.0067 Tr 2.00
/5. 5 T(DL)-6([)4(nex)3(thopip] 02_0 ..21 
/ 1 Tf
0 Tc 2.Tc 5 Tr 2.973 -62. 5 T-2 183LDP)[501CFj
/61B4441C8>6<1BE2>6<01D0>2_0 1Tf
0 Tc 0 Tr 2.008 0.0004 Tf30 Tc 2.Tc 2.247 8B-2 T 900j
0ip2_1 1 Tf
0.0067 Tr 2.973 1.19 <0B051<02D6T0 1 Tf
0 Tc 2..2193Tr 2.008 1Tc 2[(DL)-6(B )]TJB )]TJB02_0 1 Tf
0.0067-.Tc 5 Tr 2..503(DLDP)[<11CD30C3>-6<2C58T2_0 1Tf
0.0067 Tc 27.02 3.24
(DLDP)Tip2_1 1 Tf
0.0067 Tr 21Tc29<0A5104BD040D14>0 1 Tf
0 Tc 20.0004 Tf3-0.0003 Tc 21.02 -8 674[-2 T 900j
0nexthopip)1 1 Tf
0 Tc 0 Tr 2(:f
0.0067 Tr 2.0 Tr hopip)1 7 1 Tf
0.5 Tr 2..5<11FF11F42C57051<02D6T0 1 Tf
0.0067 Tc 26Tr 24 Td
(DLDP)Tip2_1 1 Tf
0.0067 Tr 21Tc29<0A5104BD040D14>0 1 Tf
0 Tc 20[0004 Tf
-0.0003 T-9 2.972.247 8B-2 TB 



DLDP ԇ 

10-2 

    Ruijie(config-if)# 

    ̆ ip ѝ 20.1.1.1 ̆ЮУ ip ѝ 10.1.1.1 ̔ 

    Ruijie(config)# dldp 20.1.1.1 10.1.1.1  

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

ԇӨ RGNOS10.3 Ѯ Э ̆ꜛ RGNOS10.3Ȃ 

10.1.3 dldp passive 

ԇ dldp passive dldp ᴐұ ╟ ̆ no ԇ ὲ

ḣȂ 

dldp passive 

no dldp passive 

ȍ Ȏ 

     

ȍ Ȏ 

ᾳЮ ᴐ ѝў╟ Ȃ 

ȍ ԇ Ȏ 

Interface  

ȍᴳ Ȏ 

dldp ұ ⁮ Ю ̆ Ԉ ѐ ѝ ╟ Ԉ῏ ѐ

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ѝ ̆ dldp ᴐұў ̔ 

    Ruijie(config-if)# dldp passive  

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

ԇӨ RGNOS10.3 Ѯ Э ̆ꜛ RGNOS10.3Ȃ 



ԇ 

 

11 ���"�Í�Ü
a	—  

11.1 �Í�Ü�­�‘
a	— 

11.1.1 clear counters 

ᶕ ̆ ԇ clear countersȂ 

clear counters [ interfece-type interface-number ] 

ȍ Ȏ 

interface-type ̔ ̆ꜛ AsyncȁDialerȁGigabitEthernetȁ

Group-AsyncȁLoopbackȁNullȁSerialȂ 

interface-number ̔ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᶕ show interface ⁮ Ȃᴳ ԇ

ᶕ ̆ў ұ ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ԇ Уэ  ̔ 

Ruijie# show interface async 1 
Async1 is down, line protocol is down 
Hardware is Async Serial 

Internet address is 1.1.1.1/24 
MTU 1500 bytes, BW 9 Kbit, DLY 100000 usec, rely 255/255, 

load 1/255 
Encapsulation PPP, loopback not set, keepalive not set 

DTR is pulsed for 5 seconds on reset 
LCP Closed 

Closed: ipcp 
Last input 18:17:02, output 18:17:02, output hang never 

Last clearing of "show interface" counters never 
Input queue: 0/75/0 (size/max/drops); Total output drops: 

0 
Queueing strategy: weighted fair 

Output queue: 0/64/0 (size/threshold/drops) 
Conversations  0/1 (active/max active) 



ԇ 

 

Reserved Conversations 0/0 (allocated/max allocated) 
5 minute input rate 0 bits/sec, 0 packets/sec 

5 minute output rate 0 bits/sec, 0 packets/sec 
1396 packets input, 20516 bytes, 0 no buffer 

Received 0 broadcasts, 0 runts, 0 giants 
1 input errors, 1 CRC, 0 frame, 0 overrun, 0 ignored, 

0 abort 
1467 packets output, 22937 bytes, 0 underruns 

0 output errors, 0 collisions, 11 interface resets 
0 output buffer failures, 0 output buffers swapped out 

0 carrier transitions 
Ruijie# clear  counters 

Clear "show interface" counters on all interfaces 
[confirm] 

Ruijie# 
%COUNTERS: Clear counter on all interfaces by console 

Ruijie# show interface async 1 
Async1 is down, line protocol is down 

Hardware is Async Serial 
Internet address is 1.1.1.1/24 

MTU 1500 bytes, BW 9 Kbit, DLY 100000 usec, rely 255/255, 
load 1/255 

Encapsulation PPP, loopback not set, keepalive not set 
DTR is pulsed for 5 seconds on reset 

LCP Closed 
Closed: ipcp 

Last input 18:17:15, output 18:17:15, output hang never 
Last clearing of "show interface" counters 00:00:02 

Input queue: 0/75/0 (size/max/drops); Total output drops: 
0 

Queueing strategy: weighted fair 
Output queue: 0/64/0 (size/threshold/drops) 

Conversations  0/1 (active/max active) 
Reserved Conversations 0/0 (allocated/max allocated) 

5 minute input rate 0 bits/sec, 0 packets/sec 
5 minute output rate 0 bits/sec, 0 packets/sec 

0 packets input, 0 bytes, 0 no buffer 
Received 0 broadcasts, 0 runts, 0 giants 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 
0 abort 

0 packets output, 0 bytes, 0 underruns 
0 output errors, 0 collisions, 0 interface resets 

0 output buffer failures, 0 output buffers swapped out 
0 carrier transitions 

ȍ Ὧ ԇȎ 



ԇ 

 



ԇ 

 

11.1.4 clear line 

̆ Ԉ ԇ clear lineȂ 

clear line [ line-type ] line-number 

ȍ Ȏ 

line-type ̔Line ̆ꜛ auxȁconsoleȁvtyȂ

‡ѝ ttyȂ 

line-number ̔ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ ұ ̂ttyȁaux ȁ̃ ̂vtyȁconsole Ȃ̃

ԇ̆ ᴳ line ұ Ȃ 

ȍѡᴿȎ 

Ю ᴿ VTY 0 ̔ 

Ruijie# clear line vty  0 

11.1.5 debug dialer  

̂DDR̃ Ὧ̆ ԇ debug 

dialerȂ 

debug dialer { pkt | mlp|callback|event} 

ȍ Ȏ 

pkt ̔ ₁  

mlp ̔  

callback̔dialer Ү֒ 

event̔ Ү֒ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ ὯȂ 

11.1.6 debug ppp 



ԇ 

 

PPP Ὧ̆ Ԉ ԇ debug pppȂ 

debug ppp [ authentication | error | event | negotiation | packet ] 

ȍ Ȏ 

authentication ̔PPP  

error ̔PPP  

event ̔PPP Ү֒ 

negotiation ̔PPP  

packet ̔PPP  

ȍ Ȏ 

̆‡ PPP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇў ұ PPP ̆ έᴇ ѐ̆ Ԉ

̆ а ὯȂ 

ȍѡᴿȎ 

Ю ᴿ PPP Ү֒ ̔ 

Ruijie# debug ppp event 

11.1.7 dialer enable-timeout 

̆ ԇ dialer enable-timeoutȂ

ԇ no ḣȂ 

dialer enable-timeout seconds 

no dialer enable-timeout 

ȍ Ȏ 

senconds ̔ ̂ ̃Ȃ 

ȍ Ȏ 

15  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 



ԇ 

 

‎ Ԉ Ԉ Ԉ₥ ̆

ᾋ ₥ Ȃ 



ԇ 

 

ᶑ ‟̆ ԇ dialer hold-queueȂ

ԇ no Ὧ ᶑ ‟Ȃ 

dialer hold-queue packets [ timeout seconds ] 

no dialer hold-queue [ packets [ timeout seconds ] ]  

ȍ Ȏ 

packet ̔ ‟ѐᶑ ‍ ̆ ḣ 0 ⁮ 100Ȃ 

timeout seconds ̔‍ ᶑ ‟ ̂ ̃̆ 45sȂ 

ȍ Ȏ 

Ὧ ᶑ ‟ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ MODEM У ̆ ֶх

Ȃת ҩᶑ ‟ ‡̆ Ԉ ₁ ‡ ᶑ

Э̆ Ԉ ̆ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᶑ ‟ѝ 50̔ 

Ruijie(config)# interface async 1  

Ruijie(config-if)# dialer hold-queue 50  

11.1.10 dialer idle-timeout 

̆ ԇ dialer idle-timeoutȂ ԇ

no Ȃ 

dialer idle-timeout seconds 

no dialer idle-timeout 

ȍ Ȏ 

seconds ̔ ̂ ̃Ȃ 

ȍ Ȏ 

120  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 



ԇ 

 

ᶕ ‎ ̆ ⁮

Уэ⁮ ̆ ᴁ Ȃ 

ȍѡᴿȎ 

Ю ᴿ 1 ѝ 60 ̔ 

Ruijie(config)# int async  1 

Ruijie(config-if)# dialer idle-timeout 60 

ȍ Ὧ ԇȎ 

ԇ 



ԇ 

 

ȍѡᴿȎ 

Ю ᴿ Ѭч ₁ ‡̆У ἵ IP ₁ ̆

У ἵ ‟ 120 ₁ ̔ 

Ruijie(config)# access-list  120 permit tcp 

192.168.11.0 0.0.0.255 192.168.12.0 0.0.0.255  
Ruijie(config)# dialer-list  1 protocol ip permit  

Ruijie(config)# dialer-list 2 protocol ip list  120 

ȍ Ὧ ԇȎ 

 

ԇ  

dialer-group ЭὯ ₁ ‡ 

access-list Ѭ ‟  

 

11.1.12 dialer pool 

DDR ѐ̆ Ὧ έᴇ

̆ Ὧ ̆ ԇ dialer poolȂ ԇ

no Ὧ Ȃ 

dialer pool number 

no dialer pool number 

ȍ Ȏ 

number ̔ ̆ ḣѝ 1~255 Ѯ Ȃ 

ȍ Ȏ 

аὯ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DDR ѐ̆ Ὧ έᴇ Ȃѝҩ

Ὧ ̆ ᴳ Ȃ Ἴ̆ έᴇ

╗ὡУэ э ̆ ̆ ЭὯ ὲѐУэ ̆ӱ

Ὧ Ȃ 

Уэ Ԉ ұ э Уэת̆ Ὧ Уэ

̆ έᴇ Ḁ̆ ѐ

Ȃ 



ԇ 

 

ȍѡᴿȎ 

Ю ᴿ 0 ЭὯ 1̔ 

Ruijie(config)# interface dialer 0 
Ruijie(config-if)#  dialer pool  1 

ȍ Ὧ ԇȎ 

ԇ  

dialer pool-member ╗ὡ  

dialer remote-name ў Ȃ 

 

11.1.13 dialer pool-member 

╗ὡ ѐ̆ ԇ dialer 

pool-memberȂ ԇ no Ὧ Ȃ 

dialer pool-member number [ priority priority ] 

no dialer pool-member number [ priority priority ] 

ȍ Ȏ 

number ̔  

priority priority ̔ ѐ ִἼ ̂0 ⁮ 255̃̆0 ѝ

ᴂִἼ 2̆55 ѝ ִἼ Ȃ Ἴᴳ ѐ ִἼ

Ȃ 

ȍ Ȏ 

а╗ὡ Ȃ ִἼ ѝ 0Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ╗ὡ ̆ᵏ ᴳ Ȃ 

Уэ Ԉ╗ὡ э ̆ э ѐ ִἼ Ȃ

ᴳ ̆ Ἴ зִἼ

Ȃ 

ȍѡᴿȎ 

Ю ᴿ 1╗ὡ 1 2ִ̆ Ἴ ‍⁞ѝ50 100  ̔

Ruijie(config)# interface async  1 
Ruijie(config-if)# dialer pool-member  1 priority  50 



ԇ 

 

Ruijie(config-if)# dialer pool-member  2 priority 100 

ȍ Ὧ ԇȎ 

ԇ  

dialer pool ЭὯ Ȃ 

dialer remote-name ў Ȃ 

 

11.1.14 dialer priority 

̂ DDR̃ѐ ִἼ ̆

ԇ dialer priorityȂ ԇ no Ȃ 

dialer priority number  

no dialer priority 

ȍ Ȏ 

number ִ̔Ἴ ̂0͘255̃̆ ḣ ִ̆Ἴ ̆ ḣѝ 0Ȃ 

ȍ Ȏ 

ḣѝ 0 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ DDR ѐᴳ Ȃѝҩᴳ Ҿ ȁ ᶕ

⁮ִἼᴳ ̆ Ԉ Ҿ ִἼ ִ

Ἴ ̆ DDR ̆ Ἴ ҾִἼ

Ȃ 

ȍѡᴿȎ 

Ю ᴿ 1 ִἼ ѝ 50̔ 

Ruijie(config)# interface async  1 
Ruijie(config-if)# dialer priority  50 

11.1.15 ip address negotiated 

PPP ̆ ᴳ ԇ ip address 

negotiatedȂ ԇ no ╖ ╖ Ȃ 

ip address negotiated 



ԇ 

 

no ip address negotiated 

ȍ Ȏ 

ḣ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇў ұ ̆ᴳ IP ╘ ╟

‍ ̆ ᵳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ 1 IP ̔ 

Ruijie(config)# interface async  1 

Ruijie(config-if)# ip address  negotiate  

ȍ Ὧ ԇȎ 

ԇ  

encapsulation ppp PPP  

ip address IP  

ip unnumbered  Ὥ ὲӹ IP  

 

11.1.16 ip address-pool 

Ѭὤ IP ‍ ̆ ὤ ԇ ip address-poolȂ

ԇ no Ȃ 

ip address-pool [local ] 

no ip address-pool 

ȍ Ȏ 

local ̔ ‍ ̆ᴳ IP ѝ ὡ ‍ IP

Ȃ 

ȍ Ȏ 

а ὤ ‍  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 



ԇ 

 

ԇѝ ὡ ‍ ̆ ԈЮ ᾳЮ ὤ̆ ‍

̔ 

ᴳ peer default ip address ԇ Эѝ ὡ ҩ

̆ 

ȍѡᴿȎ 

Ю ᴿ ὤ ‍ ѝᴳ ̔ 

Ruijie(config)# ip address-pool local  

ȍ Ὧ ԇȎ



ԇ 

 

ԇἵ э Line У Line Ȃ Line

aux \ console \ vty Ὧ ̆‡ ѝ ̆

Ԉ



ԇ 

 

ȍ Ȏ 

ip-address ̔ѝ ὡ Уэ IP ̆ѝҩ ὁ э ὡ

ᴳ IP ̆ а DDR ѐᴳ ѝ ὡ

Уэ IP Ȃ 

pool ̔ ᴳ pool-name-list ̆‡ᴳ ὤ

‍ ѐ Ȃ 

pool-name-list ̔  

ȍ Ȏ 

ᴳ ὤ ‍ ѐ ѝ ὡ ‍ IP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ PPP ѐѝ IP ̆

̆‡ᴳ IP Ȃ 

ԈЮ ᾳЮ̆ ԇ ὤ ‍ ѐ ̔ 

�z ᴳ peer default ip address ip-address ѝ IP

 

�z ᴳ peer default ip address pool-name-list 

ѝ ‍ IP  

ȍѡᴿȎ 

Ю ᴿѝ 1 ὡ IP ̔ 

Ruijie(config)# interface async  1 
Ruijie(config-if)# peer default  ip address  1.1.1.2 

ȍ Ὧ ԇȎ 

ԇ  

ip address-pool  ὤ  

ip dhcp-server  DHCP ╘  

ip local pool  

 

11.1.20 ppp max-bad-auth 

PPP ̆ ԇ ppp max-bad-authȂ

ԇ no Ȃ 



ԇ 

 

ppp max-bad-auth number 

no ppp max-bad-auth 

ȍ Ȏ 

number ̔PPP ̆ ѝ 0 Ȃ 

ȍ Ȏ 

а  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ꜛ У ̆ ѝ 3̆ У

Ԉ ̆ 2 Ȃ У Ԉ ̆ ̂ ᴁ Ȃ̃ 

ȍѡᴿȎ 

Ю ᴿ 1 ѝ 4: 

Ruijie(config)# interface async  1 

Ruijie(config-if)# ppp max-bad-auth  4 

ȍ Ὧ ԇȎ 

ԇ  

Ppp authentication PPP  

 

11.1.21 pppoe enable 

Ԉ Э PPPoĔ ᴳ ԇ pppoe enableȂ

ԇ no Ὧ PPPoEȂ 



ԇ 

 

ԇУ RGNOS ‟ PPPoE ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ RGNOS ‟Ԉ Э PPPoE̔ 

Ruijie(config)# interface GigabitEthernet  0/0 
Ruijie(config-if)# pppoe enable 

ȍ Ὧ ԇȎ 

ԇ  

pppoe-client PPPoE DDR ╖  

 

11.1.22 pppoe-client 

Ԉ PPPOE ̂DDR̃╖ ̆ ᴳ

ԇ pppoe-clientȂ ԇ no PPPoE ╖ Ȃ 

pppoe-client dial-pool-number number {dial-on-demand| no-ddr} 

no pppoe-client dial-pool-number number  

ȍ Ȏ 

number ̔  

dial-on-demand̔PPPoE Client Ȃ  

no-ddr̔PPPoE Client Ѩ Ȃ 

ȍ Ȏ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ⁮ Уэ ̆ ᴳ

̆ӱ ѝԈ Ὧ ̆ DDR Ȃ 

Ԉ ч ̔ 

1̃̔ ѝ dial-on-demand ̆ ₁ ‡

⁮ ̆ ̆‡₁ Ԉ PPPoE Ȃ

ᶕ̆‡ Ȃ 

2̃̔ ѝ no-ddr ̆‡а ‡ ̆҂а

⁸ ̆ ╟₁ Ԉ PPPoE Ȃ 

ȍѡᴿȎ 



ԇ 

 

Ю ᴿ Ԉ 1 ⁮ 1̆ PPPOE ╖  ̔

Ruijie(config)# interface GigabitEthernet  0/1 

Ruijie(config-if)# pppoe-client dial-pool-number  1 
dial-on-demand 

ȍ Ὧ ԇȎ 

ԇ  

pppoe enable PPPoE ╖  

11.2 �¡�µ�­�‘
a	— 

11.2.1 show dialer  

DDR Ὧᶕ ̆ ԇ show dialerȂ 

show dialer [ interface type number ] [ maps ] [ pools ] 

ȍ Ȏ 

interface type number ̔ Ȃ 

maps ̔ ᶕ Ȃ 

pools ̔ ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ 1 ᶕ Уэ  ̔ 

Ruijie# show dialer interface async  1 
Interface Async 1 , Dial-type = IN-BAND ASYNC 
Async dialer 

Idle-timer value(120 secs), Fast-Idle-timer value(20 
secs) 

Enable-timer value(15 secs), Carrier-timer value(30 
secs) 

DialStr SuccCalls       FailCalls       LastCall-time   
LastStat 

̔ 

default̔ ᴳ dialer string ԇ Ѭ ̆‡ defaultȂ 

ὲӹ ̆аᾋ Ȃ 
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IP ԇ 

12-1 

12 ���" IP ����
a	—  

12.1 ���Ç�������"
a	— 

12.1.1 ip address 

ԇ IP ̆ Ԉ no ‮ IP Ȃ ԇ

Ю̔ 

ip address ip-address network-mask [ secondary ] 

no ip address ip-address network-mask [ secondary ] 

ȍ Ȏ 

  

ip-address 
32 э ᴁ IP ̆8 ᴁУ ̆Ԉ︠ ⁸

̆ Ѯ Ȃ 

network-mask 

32 э ᴁ ̆“1” ᴁ̆“0”

ў ᴁȂ 8 ᴁУ ̆Ԉ︠ ⁸ ̆ Ѯ

Ȃ 

secondary IP Ȃ 

ȍ ᾳȎ 

IP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ ҩ IP ̆ Ԉ IP ̆ ҩ IP ̆

ἵ IP Ȃ 

҂ Уэ 32 ᴁ ḣ̆ IP ΰэ ѝ ‍Ȃ

ѐ̆ḣѝľ1Ŀ IP ᴁ ѝ ‍̆ḣѝľ0Ŀ

IP ᴁ ѝў ‍Ȃ A ѝ

ľ255.0.0.0ĿȂᴔ Ԉ‾ Уэ ‚‍̆ ‚‍ У

э ў ‍ УҾ ᴁ҂ᴐѝ ‍̆ ў ̆ ╗ ̆

ѝ Ȃ 



IP ԇ 

12-2 

RGOS ֒ Ԉ Уэ э IP ὲ̆ѐУэѝў IP ὲ̆ᴍὤ

ѝ IP Ȃ IP Э ⁸̆ Ԉ ת̆

ҩў IP IP Ȃ IP Ԉбў IP ұ Уэ

а Ȃ ѐֶ̆ ᴳ ⁮ IP ̆ ԈЮ ᾳЮ

IP ̔ 

�z 



IP ԇ 

12-3 

interface-number Ὧ  

ȍ ᾳȎ 

ᾳЮ̆ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╟ IP ת̆ а‍ IP ̆ Ὧ

Уэέ IP



IP ԇ 

12-4 

no arp ip-address MAC-address type [ alias ] 

ȍ Ȏ 

  

ip-address 
б MAC IP ‍̆ѝ ︠ ⁸

ḣ̆ Ѯ Ȃ 

MAC-address ̆48 э ᴁ  

type 
ARP Ȃ ұԈ ̆Ὧ ѝ

arpaȂ 

alias 
̂ ̃ Ѭҩ ̆RGOS IP

arp Ȃ 

ȍ ᾳȎ 

ARP ᾰ ѐ ֗ᴉ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RGOS ᴳ ARP ᾰ ̆ 32 э ᴁ IP 48 э ᴁ MAC Ȃ 

ұ ў ╟ ARP ̆ Ԉ а ARP Ȃ‾

clear arp-cache ԇ Ԉ‮ ╟ ҃⁮ ARP Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ѝԈ Э ў ҩ ARP Ȃ 

arp 1.1.1.1 4e54.3800.0002 arpa 

ȍ Ὧ ԇȎ 

ԇ  

clear arp-cache ARP ᾰ  

 

12.2.2 arp retry interval 

ᴳ ԇ̆ Ԉ arp ̆ Уэ IP ̆

2 ARP Ȃᴳ ԇ no Ԉ ּ 1

ARP Ȃ 

arp retry interval seconds 
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no arp retry interval  

ȍ Ȏ 

  

seconds 
<1-3600>,ARP ּ Ԉ ѝ 1

ĺĺ3600 ̆ ḣѝ 1  

ȍ ᾳȎ 

ARP ּ ѝ 1 Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ARP ̆ ὲ ̆ Ԉ

ARP ּ У ̆У а ╟ ARP ע Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ ARP ּ ѝ 30s 

arp retry interval 30 

ȍ Ὧ ԇȎ 

ԇ  

Arp retry times number ARP ּ  

 

12.2.3 arp retry times 

ᴳ ԇ̆ Ԉ ּ arp ̆ Уэ IP ̆

ARP ȂG ԇ no Ԉ ּ 5 ARP Ȃ 

arp retry times number 

no arp retry times  

ȍ Ȏ 

  

number 

Уэ ARP ̆ <1-100>Ȃ

ѝ 1 ̆ а ּ ARP ̆

1 ARP  
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ȍ ᾳȎ 

⁮ ARP ̆ARP ֶ 5 ̆ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ARP ̆ ὲ ̆ Ԉ

ARP ּ У ̆У а ּ Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ ARP а ּȂ 

arp retry times 1 

ԈЮ ̆ ARP ּ 1 Ȃ 

arp retry times 2 

ȍ Ὧ ԇȎ 

ԇ  

arp retry interval seconds arp ּ  

 

12.2.4 arp trusted NUM 

ᴳ ԇ̆ Ԉ ᶕ֗ ARP э Ȃ ԇ no ḣȂ 

arp trusted number 

no arp trusted 

ȍ Ȏ 

  

number 
Ԉ ᶕ֗ARP э , ḣ

<10-4096>Ȃ 
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ᴳ ԇ ̆ Ἴ ᶕ֗ ARP ╖ Ȃ ᶕ֗ ARP ὲ Ὥӎᾃ

̆ ᶕ֗ ̆ ╟ ARP а ȂУ ̆

а Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ Ԉ 1000 э ᶕ֗ ARPȂ 

arp trusted 1000 

ȍ Ὧ ԇȎ 

ԇ  

service trustedarp ᶕ֗ ARP ╖  

12.2.5 arp trust-monitor enable 

ԇ   Ὧ ᶕ arp ╖ Ȃ ԇ no Ὧ ╖ Ȃ 

arp trust-monitor enable 

no arp trust-monitor enable 

   
 

 - - 

 

  ᾳЮ ╖ Ὧ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

1ȁ  Ὧ ᶕ arp ╖ ұ ̆G ╟ ARP ע 60 ̆

Ὧ ″ ╟ ARP ע ѝ 60 ‡ ѝ ḣ 3600 ̕ 

2ȁ  Ὧ ᶕ arp ╖ а ұ GSN ᶕ arp ╖ ̆ὲ Ӱ ╟ ARP̆

ע ╟ ARP ע ⁸̆ ҃ ѝ ѝш ̔ ҃ arp

Ḁ̆ ֶ ̆ ⁮ ҃ ARP ̆ ‡аֶ

҃̕ 

3ȁ ⁮ ARP ̆ а ARP ὲ̆ ѝѝ ̆

ע ARP ̆ Э ARP ̕ 

4ȁ ⁮ ARP ̆ ARP ע а Ȃ

ѝ ̔ ע ̆‡ ѝ ̕ а ̆‡ ѝע ע

̆ Э ARP ̕ 
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ѡᴿ  

ᴿ 1̔ԈЮ ̆   Ὧ ᶕ arp ╖ Ȃ 

Ruijie(config)# interface  gi 0/0 

Ruijie(config-if-GigabitEthernet 0/0)#  arp trust-monitor enable  

 

ᴿ 2̔ԈЮ ̆Ὧ   Ὧ ᶕ arp ╖  

Ruijie(config)# interface  gi 0/0 

Ruijie(config-if-GigabitEthernet 0/0)# no arp trust-monitor enable

 

 ԇ  
Ὧ ԇ 

 - - 

 

 

   
ԇ  

 10.3(4t90) 10.3(4t90)  

 

12.2.6 arp trusted aging 

ᴳ ԇ̆ Ԉ ᶕ֗ ARP Ȃע ԇ  
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ԇ  

service trustedarp ᶕ֗ ARP ╖  

 

12.2.7 arp unresolve 

ᴳ ԇ̆ Ԉ ARP ѐ э Ȃ ԇ no Ԉ

ḣ 8192Ȃ 

arp unresolve number 

no arp unresolve 

ȍ Ȏ 

A<

�oãPâÍV 

ARP 8192
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no arp gratuitous-send  

ȍ Ȏ 

  

seconds 
ὁ ARP ̆ ᴁ ̆ ḣ

<1-3600>Ȃ 

ȍ ᾳȎ 

ὁ ARP ╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ṁѝЮ Ὧ ̆ Ю ѐ ᾐἹ Ὧ ѝ̆‡

Ԉ ὁ ARP ̆Ὠ ὯȂ 

ȍѡᴿȎ 

ԈЮ ̆ SVI 1 У ὁ ARP Ȃ 

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# arp gratuitous-send interval 1 

ԈЮ ̆ṃ SVI 1 ὁ ARP  

Ruijie(config)# interface vlan 1 

R61DCCC1 Tf
>6<11C01D0 Tf
0 Tc 0 Tr ( )Tj
/C2_0 1 Tf
8 -2.206 Td
<152741920EDB2C58352BBTj
/TT3 1 Tf
-0.0001 Tc 1w 10.251 0D516



IP
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ARP ̆ MAC ѝ Ԉ MAC ȂԈЭ Ԇ

ARP ╖ Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ Ԉ GigabitEthernet 0 Ԇ
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12.3.1 ip broadcast-addresss 

ѬУэ ̆ ԇ ip broadcast-addresssȂ ԇ

no Ԉ Ȃ 

ip broadcast-addresss ip-address 

no ip broadcast-addresss ip-address 

ȍ Ȏ 

  

ip-address IP  

ȍ ᾳȎ 

IP ѝ 255.255.255.255Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

₥ IP У ѝὤľ1Ŀ̆ ѝ 255.255.255.255ȂRGOS

֒ Ԉ Ѭӊ ὲ IP ̆ з Ԉ ὤľ1ĿԈ

Ѭ ꜛȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ӊ IP ѝ 0.0.0.0Ȃ 

ip broadcast-address  0.0.0.0 

12.3.2 ip directed-broadcast 

IP ⁮ ̆ ԇ ip directed-broadcastȂ

ԇ no ⁮ Ȃ 

ip directed-broadcast [ access-list-number ] 

no ip directed-broadcast  

ȍ Ȏ 

  

access-list-number 

̂ ̃ ‟ ̆ ӱ 1-199̆1300 - 

2699
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ȍ ᾳȎ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

IP ѝ э IP IP ̆ ѝ

172.16.16.255 ѝ Ȃת ӊ а

Ȃ 

б ⁮ IP ̆ У

Ȃ ⁮ ̆

ѝ ̂У IP ѝὤľ1Ŀ ̃̆ Ԉ

Э ў Ȃ 

ᴔ Ԉ Э̆ ╟ ⁮ ╖ ̆ Ԉ

⁮ ҩȂ ԇ ⁮

ּ ̆а ὲ Ȃ 

Э̆ᴔ Ԉ Ѭ ‟ ⁸ Ҿ Ȃ Ѭҩ ‟

̆ ‟ ѐ Ѭ ꜛ ⁮ Ȃ 

Э ҩ no ip directed-broadcast ̆RGOS х ⁮

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ GigabitEthernet 0/1 ҩ Ȃ 

interface GigabitEthernet 0/1 

ip directed-broadcast 

12.4 IP�����³�Ê�ä����
a	—  

12.4.1 clear arp-cache 

ӱ ARP ᾰ ѐ‮ ╟ ARP ̆Ԉ IP ᾰ ̆ ὤ

ԇ clear arp-cacheȂ 

clear arp-cache [A.B.C.D ] | interface interface-name] 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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Ԉ ԇ⁹ ARP Ȃ 

 

�a���_�É�!��
RNFP(Ruijie Network Foundation Protection, ᶑ ) Э̆

э mac ( IP) Уэ ARP ̆ ч clear arp

1s ᾃ̆ ֶ үэ ARP аҩ ᾳȂ 

 

ȍѡᴿȎ 

ԈЮᴿ ̆‮ ARP ╟ ᾰ Ȃ 

clear arp-cache 

ԈЮᴿ ̆‮ ╟ ARP 1.1.1.1 

clear arp-cache 1.1.1.1 

ԈЮᴿ ̆‮ SVI1 Ю ╟ ARP  

clear arp-cache interface Vlan 1 

ȍ Ὧ ԇȎ 

ԇ  

arp ARP ѐ ╗ Ȃ 

 

12.4.2 show arp 

̂ARP̃ ᾰ  

show arp  [ip [mask] | mac-address] | static | complete | incomplete 

ȍ Ȏ 

  

ip ip ̆ ip ARP  

ip mask ip mask ꜛ ARP  

mac-address mac ARP  

static arp  

complete ╟ arp  

incomplete ╟ arp  
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ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

ԈЮѝ show arp   ̔ 

Ruijie#  show arp 

Total Numbers of Arp: 7 

Protocol  Address          Age(min)  Hardware   

Type   Interface        

Internet  192.168.195.68   0         0013.20a5.7a5f  arpa   

VLAN 1           

Internet  192.168.195.67   0         001a.a0b5.378d  arpa   

VLAN 1           

Internet  192.168.195.65   0         0018.8b7b.713e  arpa   

VLAN 1           

Internet  192.168.195.64   0         0018.8b7b.9106  arpa   

VLAN 1           

Internet  192.168.195.63   0         001a.a0b5.3990  arpa   

VLAN 1           

Internet  192.168.195.62   0         001a.a0b5.0b25  arpa   

VLAN 1           

Internet  192.168.195.5    --        00d0.f822.33b1  arpa   

VLAN 1           

ARP ᾰ ѐ Ѭ Ю̔ 

  

Protocol ̆ ѝ InternetȂ 

Address б ֒ IP Ȃ 

Age (min) 
ARP ᾰ ̆Ԉ‍ Ȃ
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Ruijie# show arp  192.168.195.0 255.255.255.0  

Protocol  Address    Age(min)  Hardware   Type   Interface 

Internet  192.168.195.64   0   0018.8b7b.9106  arpa   VLAN 1 

Internet  192.168.195.2    1   00d0.f8ff.f00e  arpa   VLAN 1 

Internet  192.168.195.5    --   00d0.f822.33b1  arpa   VLAN 1 

Internet  192.168.195.1    0   00d0.f8a6.5af7  arpa   VLAN 1 

Internet  192.168.195.51   1   0018.8b82.8691  arpa   VLAN 1 

ԈЮ show arp 001a.a0b5.378d    

Ruijie# show arp  001a.a0b5.378d 

Protocol  Address  Age(min)  Hardware  Type   Interface 

Internet  192.168.195.67   4   001a.a0b5.378d  arpa   VLAN 1 

12.4.3 show arp counter 

ARP ѐὭ э arp  

show arp counter 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

ԈЮѝ show arp counter   ̔ 

Ruijie#  show arp counter  

The Arp Entry counter:0 

The Unresolve Arp Entry:0 

ARP ᾰ ѐ Ѭ Ю̔ ARP
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ȍѡᴿȎ 

ԈЮѝ show arp timeout   ̔ 

Ruijie# show arp timeout  

Interface               arp timeout(sec) 

----------------------  ---------------- 

VLAN 1                  3600             

ARP ᾰ ѐ Ѭ Ю̔ 

12.4.5 clear ip route 

э‮ IP IP ѐ э ̆ Ԉ

clear ip route ԇȂ 

clear ip route { * | network [ netmask ] } 

ȍ Ȏ 

  

* ‮ ὤ  

network ‮  

netmask ̂ ̃  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ѐ ̆ Ԉ ⁹ ⁮ Ȃת

‮ э ̆ э ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ‮ 192.168.12.0 Ȃ 

clear ip route 192.168.12.0 

ȍ Ὧ ԇȎ 

ԇ  

show ip route IP  

12.4.6 show ip arp 
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̂ARP̃ ᾰ ̆ ѐ ԇȂ 

show ip arp  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

ԈЮѝ show ip arp   ̔ 

Ruijie# show ip arp  

Protocol Address       Age(min)Hardware        Type  

Interface 

Internet 192.168.7.233  23     0007.e9d9.0488  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.112  10     0050.eb08.6617  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.79   12     00d0.f808.3d5c  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.1    50     00d0.f84e.1c7f  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.215  36     00d0.f80d.1090  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.127  0      0060.97bd.ebee  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.195  57     0060.97bd.ef2d  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.183  --     00d0.f8fb.108b  ARPA 

GigabitEthernet 0/0 

ARP ᾰ ѐ Ѭ Ю̔ 

  

Protocol ̆ ѝ InternetȂ 

Address б ֒ IP Ȃ 

Age (min) 
ARP ᾰ ̆Ԉ‍ Ȃ

̆ ḣ “-” Ȃ 

Hardware  б IP ֒ Ȃ 

Type ֒ ̆Ԉ ѝ ARPAȂ 

Interface б IP Ὧ Ȃ 
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ȍ Ȏ 

ԇ ү Эа Ȃ 

12.4.7 show ip interface 

ԇ Ԉ IP ᶕ Ȃ ԇ Ю̔ 

show ip interface [ interface-type interface-number ] 

ȍ Ȏ 

  

Interface-type  

Interface-number  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ ұ ̆RGOS ֶ ѐ… У Ȃ

RGOS ֒ Ԉ ꜛȂ ӱ ѝа

̆RGOS ֒ ֶӱ ѐ‮ Ȃ 

ұ ̆ ἵ ᶕ ̆ ֶ ľUPĿ̕

Ө ұ ̆ ֶ ľUPĿȂ 

а ̆ аУ ̆ ѝ Ҿᾃ ҾḆ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip interface   Ȃ 

Ruijie# show ip interface GigabitEthernet  0/1 

IP interface state is: UP 

IP interface type is: BROADCAST 

IP interface metric is: 0 

IP interface MTU is: 1500 

IP address is: 

192.168.5.133/24 (primary) 

IP address negotiate is: OFF 

Forward direct-boardcast is: ON 

ICMP mask reply is: ON 

Send ICMP redirect is: ON 

Send ICMP unreachabled is: ON 

DHCP relay is: OFF 
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Fast switch is: ON 

Route horizontal-split is: ON 

Help address is: 0.0.0.0 

Proxy ARP is: ON 

Outgoing access list is not set. 

Inbound access list is not set. 

Ю̔ 

  

IP interface state is:  
ұ ὲ̆Ḇ ֒

ѝ“UP” 

IP interface type is:  ̆ ̆  

IP interface MTU is:  MTU ḣ 

IP address is:  IP ᶕ  

IP address negotiate is:  IP  

Forward direct-boardcast is:   

ICMP mask reply is:  ICMP  

Send ICMP redirect is:  ICMP  

Send ICMP unreachabled is: ICMP а  

DHCP relay is:  DHCP ѐ  

Fast switch is:  IP Ӈ ╖  

Route horizontal-split is:  
‍→ֶ̆

ѝ 

Help address is:  helper IP  

Proxy ARP is:  Ԇ ARP  

Outgoing access list is  ҩ  ‟  

Inbound access list is ҩὡ ‟  

 

12.4.8 show ip redirects 

ԇ ὯȂ ԇ Ю̔ 

show ip redirects 

ȍ Ȏ 
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Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇӨ ү Э Ȃ 

ȍѡᴿȎ 

Ю ѝ show ip redirects   Ȃ 

Ruijie# show ip redirects  

Default Gateway: 192.168.195.1 

ȍ Ὧ ԇȎ 

ԇ  
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13 ���" IP �û�`
a	—  

13.1 IP�û�`���"
a	—  

IP ╘ ԇ ꜛ ԈЮ ԇ̔ 

�z ip default-gateway 

�z ip mask-reply  

�z ip mtu  

�z ip redirects  

�z ip source-route  

�z ip unreachables  

13.1.1 ip default-gateway 

ү Э Ὧ̆ ὤ ԇ ip default-gatewayȂ ԇ no

‮ ὯȂ 

ip default-gateway  

no ip default-gateway  

ȍ ᾳȎ 

Ὧ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ѐа ꜛ ⁮ Уэ ̆ ꜛ ⁮

ὯȂ ᴳ show ip redirects ԇ Ὧ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ὧѝ 192.168.1.1Ȃ 

ip default-gateway 192.168.1.1 

ȍ Ὧ ԇȎ 
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ԇ  

show ip redirects Ὧ̆Ө ү Ȃ 

ȍ Ȏ 

ԇ ү Э Ȃ 

13.1.2 ip mask-reply 

RGOS ֒ ICMP ṁ  ̆ ICMP ̆

ԇ ip mask-replyȂ ԇ no Ὧ ICMP Ȃ 

ip mask-reply 

no ip mask-reply 

ȍ ᾳȎ 

Ὧ ICMP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ҵ Э э ̆ѝҩ ᶕ ̆  

Ԉ ICMP ̆ ⁮ ICMP ֶ

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ GigabitEthernet 0/1 ֶ ICMP Ȃ 

interface GigabitEthernet 0/1 

ip mask-reply 

ȍ Ȏ 

ԇ ү Эа Ȃ 

13.1.3 ip mtu 

IP ꜛ ּ ἷ̂MTŨ̆ ԇ ip mtuȂ ԇ no

Ԉ Ȃ 

ip mtu bytes 

no ip mtu 
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Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

а ִ ̆ ᴳ ӱУэ ⁮ ꜛ̆ ӱ

  Ȃ ꜛӱ   ̆ ֶ Уэ

ICMP ̆ ⁮ Ὧѝ У Э У Ȃ

ֶ ꜛ ᴧ Ȃ 

RGOS ֒ ICMP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆GigabitEthernet 0/1 Ὧ ҩ ICMP Ȃ 

interface GigabitEthernet 0/1 

no ip redirects 



IP ╘ ԇ 

13-5 

ԈЮ ᴿ ̆Ὧ ҩ IP Ȃ 

no ip source-route 

ȍ Ȏ 

ԇ ү Эа Ȃ 

13.1.6 ip unreachables 

RGOS ֒ ӊ ICMP а ̆ ԇ ip 

unreachablesȂ ԇ no ԈὯ ICMP а Ȃ 

ip unreachables 

no ip unreachables 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

RGOS ֒ ⁮Уэ ѝ ̆ а Э

̆ ֶ Уэ ICMP а Ȃ 

RGOS ֒ ұ ̆ а Уэ ꜛ̆ ֶ ICMP

ў а Ȃ 

ԇ ICMP а Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ GigabitEthernet 0/1 ICMP а Ȃ 

interface GigabitEthernet 0/1 

no ip unreachables 

ȍ Ȏ 

ԇ ү Эа Ȃ 

 



IPv4 REF ԇ 

14-1 

14 ���" IPv4 REF 
a	— 

14.1 ���"�­�‘
a	— 
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 ԇ  

Ὧ ԇ 
- - 

 

   

 

 

   
ԇ  

 - - 

14.1.2 ip ref load-sharing original-only 

IPV4 REF ѝ IP̕ ԇ no ԇ Ԉ IP

Ȃ ᾳЮ̆ Уэ IP/MASK эЮУ ᾳЮ̆ ԇ

Ԉ ̆ӱ ұ IP Ȃ УҾ ̆

аἵ У IP ӱа   ̆‡ᴳ ԇȂ 

[no] ip ref load-sharing original-only 

   
 

              -                       - 

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   УҾ ̆аἵ У IP ӱа   ̆‡ᴳ ԇ 

 

ѡᴿ 

 ᴿ 1̔ IP Ȃ 

Ruijie(config)# ip ref load-sharing original-only 

ᴳ ұ  

Ruijie(config)# no ip ref load-sharing original-only 

 

 ԇ  

Ὧ ԇ 
- - 
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ԇ  

 - - 

14.1.3 ref parameter 

̂ref̃ ̔ 

ref parameter {20-95} [200-1000] 

   
 

 Уэѝ ὲ ѝ{20-95} ̂ref̃ cpu0 ᴿȂ 

 
 үэѝ ὲ ѝ[200-1000] ̂ref̃ cpu0 ᴿ

̆ ѝ 200 Ȃ 

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
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14.2 IPv4 REF�³�Å�0����
a	—  

б IPv4 REF б Ὧ ԇ̔ 

�„  show ip ref packet-statistic 

�„  show ip ref adjacency 

�„  show ip ref route 

�„  show ip ref exact-route 

14.2.1 show ip ref packet-statistic 

ԇ REF ₥ ᶕ Ȃὲ ԇ Ю̔ 

show ip ref packet-statistic [clear] 

    

  clear ᶕ Ȃ 
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Q�¸ 
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lookup fib fail �¿E@EÝCÃ��Bù�y�[�D,Â 

d r o p  a d j  

	
G!���ö�×F•�y,X�y�[�D,Â  

local adj 

	
G!����
�F•�y,X�y�[�D,Â  

g l e a n  a d j  

	
G!��"�6.F•�y,X�y�[�D,Â  

f o r w a r d  	
G!��E@	¥F•�y,X�y�[�D,Â  

no ip routing �á��AŒE@	¥
`EÕ��
�,X�y�[�D,Â 

 

 

 

 

 

,Ì�G
Q�¸  

 

J Q � ¸
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IP ȁ Ὧ Ὧᶕ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ ѐ ᶕ Ȃ 

Ruijie#show ip ref adjacency  

id    state     type    ip   r fct chg vid tid   len l2add  

interface 

1     unresolve   local   0.0.0.0         3    0   0   0     0  

0000.0000.0000 

4     resolved    forward 192.168.52.58   1    0   0   800   14  

001a.a0b4.ce5c  FastEthernet 0/0 

3     unresolve   glean   0.0.0.0         1    0   0   0     0  

0000.0000.0000  FastEthernet 0/0 

̔ 

  

id  

state 

 

unresolve̔  

resolved̔  

type 

 

local̔  

forward̔  

drop̔х  

glean̔  

rfct  

chg ע ѐ 

l2addr ү  

interface    
 

 

Ὧ ԇ  ԇ  

  show ip ref route  ₥ REF ѐ ᶕ  

 

   

 

   
ԇ  

 - - 
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ԇ Ԉ У IP ‎ Ȃὲ ԇ Ю̔ 

show ip ref exact-route [vrf vrf_name] source-ipaddress dest_ipaddress 

   

 vrf   

 source-ipaddress IP  

  dest_ipaddress IP  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 ԇ̆ IP IP б IP ̆ Ԉ   ₥ REF

̆ Ȃ 

 

ѡᴿ 

 ᴿ 1̔  

Ruijie#show ip ref exact-route 20.1.1.1 192.168.52.5 

20.1.1.1 --> 192.168.52.5 (vrf global): 

id    state       type    ip              rfct chg vid tid   len l2add  

interface 

2     unresolve   glean   0.0.0.0         1    0   0   0     0  

0000.0000.0000  FastEthernet 0/0 
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 vrf  

 default  

  ip IP 

  mask  

  statistic ᶕ  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 Ԉ ₥ REF ѐ Ὧ ᶕ ̆ Ԉ ȁ IP/MASK רּ

ȁ ᶕ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ REF ѐ ᶕ  

Ruijie#show ip ref route 

Codes: * - default route 

# - zero route 

 ip     mask     adj-id  next- hop        weight  interface  

224.0.0.0       224.0.0.0       1       0.0.0.0         1                

192.168.52.0    255.255.255.0   11      0.0.0.0         1  

FastEthernet 0/0       

192.168.52.255  255.255.255.255 1       0.0.0.0         1              

 192.168.52.68   255.255.255.255 1       0.0.0.0         1             

192.168.52.58   255.255.255.255 12     192.168.52.58   1  

FastEthernet 0/0       

 20.0.0.0        255.255.255.0   10      0.0.0.0         1  

FastEthernet 0/1.1     

 20.0.0.255      255.255.255.255 1       0.0.0.0         1             

 20.0.0.3        255.255.255.25 5 1       0.0.0.0         1              

̔ 

  

ip IP 

mask  

adj-id  

next-hop  ЮУ  

weight  

interface    
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Ὧ ԇ  ԇ 



 

15-1 



 

15-2 



 

15-3 

 10.3(4t90) Ἱ  

15.2 �¡�µ�­�‘
a	— 

15.2.1 show ip fpm counters 

₥ х ᾳȂ 

show ip fpm counters 

   
 

              -                        - 

 

   

 

ԇ   ὤ Ȃ 

 

ᴳ   ὤ Юᴳ show ip fpm counters ₥ х ᾳȂ 

 

ѡᴿ 

 ᴿ 1̔  

Ru Ruijie#show ip fpm counters  

Droped packet counters: 

Count      Reason     

0          Non-IPv4 packet 

0          Bad IPv4 header length 

0          Bad IPv4 total length 

0          IPv4 fragment with DF bit set 

0          Too small IPv4 fragment 

0          Bad IPv4 fragment offset 

0          IPv4 fragment timeout 

0          Bad IPv4 checksum 

0          Invalid IPv4 address 

0          Invalid TCP flags 

0          Invalid TCP initial flags 

0          Invalid TCP initial ACK number 

0          Invalid TCP initial window 

0          Invalid TCP sequence 

0          Invalid ICMP message type 

0          Invalid ICMP initial message type 

0          Exceptional connection state 

0          Droped by policy 



 

15-4 



 

15-5 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ὤ Юᴳ show ip fpm flow ₥ ᶕ Ȃ 

 

ѡᴿ 

 ᴿ 1̔  

Ruijie#show ip fpm flows  

Pr  SrcAddr           DstAddr           SrcPort      DstPort      Vrf  

SendBytes  RecvBytes  St 

1   192.168.52.68    192.168.52.67      5            2048         0  

100        100        2 

Ruijie#show ip fpm flows filter 1 192.168.52.0 24 192.168.52.67 24

Pr  SrcAddr           DstAddr           SrcPort      DstPort      Vrf  

SendBytes  RecvBytes  St 

1   192.168.52.68    192.168.52.67      5            2048         0  

100        100        2 

̔ 

 

  

Pr  

SrcAddr IP  

DstAddr IP  

SrcPort  

DstPort  

Vrf Vrf  

SendBytes  

RecvBytes  

St  

 

 

 

 ԇ  

Ὧ ԇ 
- - 
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ԇ  

 - - 

15.2.3 show ip fpm statistics 

₥ ὤ ᶕ Ȃ 

show ip fpm statistics 

    

               -                       - 

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ὤ Юᴳ show ip fpm statistic ₥ ὤ ᶕ Ȃ 

 

ѡᴿ 

 ᴿ 1̔  

Ruijie#show ip fpm statistics  

The capacity of the flow table:32000 

Number of active flows:0 

Number of the defragment contexts:0 

Number of the buffers hold by FPM:0 

Event count (%256):3 

̔ 

  

The capacity of the flow table ₥ ḣ 

Number of active flows ₥ ᴳ  

Number of the defragment contexts ₥ ‍ IP ꜛ  



 

15-7 

   
ԇ  

 - - 

15.2.4 show ip fpm users 

₥ ᶕ Ȃ 

show ip fpm users 

    

               -                        - 

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ὤ Юᴳ show ip fpm users ₥ ᶕ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ 

Ruijie#sho ip fpm users  

Active Users: 

IP address        Active time  Connections 

19 192.168.52.68     1    

̔ 

  

IP address IP  
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16-1 

16 ���" IP NAT 
a	— 

16.1 ���"�­�‘
a	— 

16.1.1 address 

Уэ NAT ̆ NAT ԇ addressȂ ԇ

no Ԉ‮ Уэ Ȃ 

address start-ip end-ip [ match interface interface ] 

no address start-ip end-ip [ match interface interface ] 

address interface interface [ match interface interface ] 

no address interface interface [ match interface interface ] 

   

 start-ip Уэ IP Ȃ 

 end-ip Уэ IP Ȃ 

  

interface interface 

ұ NAT э outside ᾳȂPool Ѭ

̆У ұ ̆•

ᾳȂ б match interface 

interface ̆ зчэ interface У Ȃ ‡



IP NAT ԇ 

16-2 

 

 ԇ  

Ὧ ԇ 
ip nat pool Ѭ IP NAT  

 

  Ȃ 

 

   
ԇ  

 - - 

16.1..36 626.0727.22 394.98 0.48 re
f
66.84 699.38 0.24 5266.84 620.6 0.24 0.48 re
f
141.n 10.0.784D>Tj
/TT0 1 Tf
-0.0014 Tf
2 Tr 10.02 06.48 r 
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ip nat pool net200 200.168.12.1 200.168.12.15 prefix-length 28 

ip nat inside source list 1 pool net200 

! 

access-list 1 permit 192.168.12.0 0.0.0.255 

 

 

 

 

Ὧ ԇ 
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  3.68 700.-0.0d03 Tm
( )T2
/TT0 1 Tf
5 Tf
0 1-84-00.-0.0d0[(list-num)73 T]TJTT
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! 

ip nat inside source list 1 pool net200 

ip nat application source list 1 destination udp 192.168.1.1 53

dest-change 202.101.98.55 53 

! 

 

 ԇ  

address Ѭ  

ip nat Ѭ NAT Ȃ 

ip nat inside destination ᾃ NAT Ȃ 

ip nat inside source ᾃ NAT Ȃ 

ip nat outside source NAT Ȃ 

Ὧ ԇ 

show ip nat translations IP NAT Ȃ 

 

   



IP NAT ԇ 

16-6 

  ᾃ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ᾃ ̆ Ԉ TCP Ȃ ᾃ ў TCP

̆ ў TCP н╘ Ȃ ̆ᴔ Ԉ

NAT TCP ̆NAT … ҩУ ў ᵏ TCP ╘̆ ў

ᾃ ў ̆ ̆ ⁮ ‍ Ȃת

ұὲ IP ̆аṁ֗ᴉ ̆ NAT ᴐҩὲ Ȃ 

NAT TCP ̆ᾃ Ԉ ὤ ̆҂ Ԉ
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ԇ  

 - - 

16.1.5 ip nat inside source 

ᾃ NAT̆ Ԉ ԇ ip nat inside sourceȂ ԇ no

Ԉ ╟ NATȂ 

ip nat inside source list access-list-number { interface interface-type 

interface-number | pool pool-name } [ overload ] [vrf vrf_name] 

no ip nat inside source list access-list-number [vrf vrf_name] 

ip nat inside source static local-ip global-ip [match interface-type 

interface-number][permit-inside] [vrf vrf_name] [netmask mask] 

no ip nat inside source static local-ip global-ip [permit-inside] [match 

interface-type interface-number][vrf vrf_name] 

ip nat inside source static protocol local-ip local-port global-ip  

global-port [match interface-type interface-number] [permit-inside] [vrf 

vrf_name] 

no ip nat inside source static protocol local-ip local-port global-ip  

global-port [match interface-type interface-number] [permit-inside] [vrf 

vrf_name] 

    

 
list access-list-number 

‟ Ȃ רּ ‟

̆ ֶ… NAT Ȃ 

 interface interface-type 

interface-number 

‾ outside ὤ ṁ NAPT̂

̃̆҂
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permit-inside 

  ip nat inside source static ԇѐ̆ ұἵ

ᾃ Ԉ global-ip local-ip ў Ȃ Ὧ

Ө Э Ȃ 

 vrf vrf_name vrf ̆ vrf ᾃ  

  match    

  netmask mask ⁮  

 

  ᾃ NAT Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ᾃ IP ѝ ̆ б ̆ NAT̆ ᾃ

IP ὤ У IP Ȃ 

ұУҾ ֝н ᴁ̆ ӨӨѝҩЭ ̆ ȁ

֒ȁЮ ֒ ̆ а ᵏ ╘̆ Ԉ ‾ outside IP

ṁὤ ̆Ԉ NAPT Ȃ аᴐ NAT̆‍ ᾃ

ᴳ Эб ҩҵ ת̆ ҵѮ ҵ аҩ̆ ѝ

Ȃ 

ұ ᵏ ╘ ᾃ ў ̆ NAT NAPTȂ ⁮ ╘ ᵏ ̆

а ‾ outside ṁ NAPT̆ ѝ ѝб ISP ҵ ̆

Ȃ ᾳЮ̆ᾃ Ҿᾃ ў ᵏ ╘̆ ᾃ IP

ԈҩȂת Ҿ ╘̆ ᾃ Ԉὤ IP ╘Ȃ ᾃ

NAT ᾃ NAPT ̆ ╗ὡ permit-inside Ὧ Ȃ ҂

inside Э Э no ip redirects̆ inside Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ̆ Ԉ 192.168.12.0/24 ᾃ ў ̆╟ ⁮ὤ

200.168.12.0/28 Ȃᾃ ὲ ў аἵ ṁ NATȂ 

! 

interface GigabitEthernet 0/0 

ip address 192.168.12.6 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.168.12.17 255.255.255.240 

ip nat outside 

! 

ip nat pool net200 200.168.12.1 200.168.12.15 prefix-length 28 

ip nat inside source list 1 pool net200 

! 

access-list 1 permit 192.168.12.0 0.0.0.255  
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Ὧ ԇ  ԇ  

 address Ѭ  

 ip nat Ѭ NAT Ȃ 

 ip nat inside destination ᾃ NAT Ȃ 

 ip nat outside source NAT Ȃ 

 ip nat pool Ѭ IP NAT Ȃ 
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ұӱ inside ⁮ outside ꜛ̆ Ἴ″ ᾱ NAT̆

Ȃ 

 

 ԇ  

address Ѭ  

ip nat Ѭ NAT Ȃ 

ip nat inside destination ᾃ NAT Ȃ 

ip nat inside source ᾃ NAT Ȃ 

ip nat pool Ѭ IP NAT  

Ὧ ԇ 

show ip nat translations IP NAT Ȃ 

 

   

 

   
ԇ  

                 -                      - 

16.1.7 ip nat pool 

Ѭ NAT ̆ Ԉ ὤ ԇ ip nat poolȂ ԇ no Ԉ‮

Ȃ 

ip nat pool pool-name start-ip end-ip { netmask netmask |  

prefix-length prefix-length } [ type rotary ] 

ip nat pool pool-name { netmask netmask | prefix-length 

prefix-length } [ type rotary ] 

no ip nat pool pool-name 

    

  pool-name NAT Ȃ 

  start-ip NAT IP Ȃ 

  end-ip NAT IP Ȃ 

  netmask netmask NAT Ȃ 

  prefix-length prefix-length NAT Ȃ 

 

 

type 

NAT Ȃrotary ѝ ̆ э ‍

Ȃ rotary ȂѮ Ԉ

ὡ rotary б cisco ԇὸ Ȃ 
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  ѬȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ   Уэ Ѭ э ̆‡ Ἴ… Уэ ̆ Ѭ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ̆… ҩ ѝ net192 ̆ ѝ 192.168.12.1̆

ѝ 192.168.12.254̆ ѝ 24 э ᴁȂ 

ip nat pool net192 192.168.12.1 200.168.12.254 prefix-length 24  

 

 ԇ  

address Ѭ  

ip nat Ѭ NAT Ȃ 

ip nat inside destination ᾃ NAT Ȃ 

ip nat inside source ᾃ NAT Ȃ 

ip nat outside source NAT Ȃ 

Ὧ ԇ 
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 sip sip ALG 

 tftp tftp ALG 

 

  Ю̆ ALG Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ұ ⁸ э NAT ALG Ὧ Ȃᴿ ̆ Ҿ а DNS ALG Ḁ̆

Ԉ ԇ ὲ ̆ Ȃ 

 

ѡᴿ 
 ᴿ 1̔ԈЮ ᴿ ̆Ὧ DNS ALG 

no ip nat translation dns 

 

Ὧ ԇ  ԇ  

- - 

 

   

 

   
ԇ  

             10.3(4t90) ᶢ ԇ  
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16.2 �¡�µ�­�‘
a	— 

16.2.1 show ip nat translations 

NAT ̆ show ip nat translations ԇȂ 

show ip nat translations [acl_num] [gre | icmp | tcp | udp ] [vrf vrf_name] 

[ verbose ] 

   

 gre gre nat Ȃ 

 icmp icmp nat Ȃ 

 tcp tcp nat Ȃ 

 

 udp udp nat Ȃ 

  acl_num acl , acl̆ ұ ᾃ  

  vrf_name vrf ̆ vrf  

  verbose NAT ᶕ Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ  

 ԇ Ԉ IP NAT ᾰͅ ̆ᾃ ὤ ȁᾃ

ȁ ȁ ὤ Ȃ verbose

Ԉ ᶕ ̆ꜛ timeout ̆ ⅓ᴍ ȁ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮѝ show ip nat translations verbose ԇ   Ȃ 

Ruijie# show ip nat translations verbose  

Pro Inside global      Inside local       Outside local      Outside 

global timeout vrf 

tcp 192.168.5.103:1987 192.168.211.21:1987 211.67.71.7:80  

211.67.71.7:80 timeout=85139 1 

udp 192.168.5.103:1041 192.168.2 11.183:1041 202.101.98.55:53 

202.101.98.55:53 timeout=38 1 

Ѭ Ю̔ 
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Pro 

Ȃ “udp”



ԇ 

17-1 

17 ���"�•	]	¾���{�ˆ�ù
a	—  

17.1 ���"�­�‘
a	— 

17.1.1 mllb enable 

ὤ Ю /Ὧ ╖ ̔ 

mllb enable 

no mllb enable 

   
 

 no Ὧ ╖  

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  
ᴿ 1̔ ╖ ╖  

Ruijie(config)# mllb enable 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  - 

 

   
ԇ  

 10.3(4b7) ԇ 

17.1.2 mllb policy 

ὤ Ю ̔ 

mllb policy { bandwidth | latency | load | intelligent} 



ԇ 

17-2 

no mllb policy 

   
 

 bandwidth  

  latency  

  load   

  intelligent ̆ ̆  

  no ḣ 

 

   

 

ԇ   ὤ  

 

ᴳ   

bandwidthȁlatencyȁloadȁintelligent ὲѐУ ̆ ‎ ѝὲ

ӹ mllb policy ԇ ѝ n̕o mllb policy

ѝ bandwidthȂ 

 

ѡᴿ  

ᴿ 1̔ ѝ load  

Ruijie(config)# mllb policy load  

ᴿ 2̔ ѝ ḣ  

Ruijie(config)# no mllb policy load 

 

 ԇ  
Ὧ ԇ 

 mllb enble ╖  

  bandwidth  

 

  - 

 

   
ԇ  

 10.3(4b7) ԇ 

17.1.3 mllb policy intelligent  

ὤ Ю /Ὧ ̔ 

mllb policy intelligent [ bandwidth base1 ] [ latency base2 ] [ load base3 ] 

no mllb policy intelligent 



ԇ 

17-3 

   
 

 bandwidth base1 ̆ ḣ 1-100 

  latency base2 ̆ ḣ 1-100 

  load base3 ̆ ḣ 1-100 

  no ѝ ḣ 

 

  1. 

 

ԇ   ὤ  

 

ᴳ   

ѝ intelligent ̆ ȁ ȁ

╗ ⁮̆ ұ ̆ ѻԈ ᾋ

╗Ȃ ̆ ̆ Ԉ Ь

Ȃ ḣ 1̆. 

 

ѡᴿ  

ᴿ 1̔ ѝ intelligent ѝ 50̆ ѝ 60̆

ѝ 100̔ 

Ruijie(config)#  mllb policy bandwidth 50 latency 60 load 100 

 

 ԇ  
Ὧ ԇ 

 mllb enble ╖  

  bandwidth  

  mllb policy  

 

  - 

 

   
ԇ  

 10.3(4b7) ԇ 

 

17.1.4 mllb threshold 

ὤ Ю ḣ̔ 

mllb threshold percent 

no mllb threshold 



ԇ 

17-4 

   



ԇ 

17-5 

ԇ mllb policy bandwidth У ᴳ Ȃ 

 

ѡᴿ  
ᴿ 1̔ Уэ IP Уэ   

Ruijie(config)# mllb load-sharing original 

 

Ὧ ԇ  ԇ  

  mllb enable ╖  

 

  - 

 

 



ԇ 

17-6 

  - 

 

ԇ     

  10.3(4T90) ԇ 

17.2 �¡�µ�­�‘
a	— 

17.2.1 show mllb config 

show mllb config ԇ Ȃ 

ὤ Ю ̆ ̆ ̔ 

show mllb config 

    

  - - 

 

   

 

ԇ   ὤ  

 

ᴳ   ₥ ᶕ  

 

ѡᴿ  

ᴿ 1̔ ₥ ᶕ ̔ 

Ruijie(config)# show mllb config  

muti-link load balance configure:   

muti-link load balance state: enabled    

muti-link load balance threshold: 95  

muti-link load balance policy: intelligent    

     bandwidth weight base = 100   

     latency weight base = 100    

     load weight base = 100  

 

Ὧ ԇ  ԇ  

  mllb enable ╖  

  mllb policy  

 



ԇ 

17-7 

  - 

 

   
ԇ  

 10.3(4b7) ԇ 



 

1 

1��¯F¼�Ú�Ö> ��1u)Ú



үЬ ‍ ⁞ ԇ 

18-1 

18 ���"�•�8�
�Ó	+�­�¹�s��
a	—  

18.1 ���"�­�‘
a	— 

18.1.1 layer23 classify enable 

үЬ ‍ ⁞╖ ̆ Ԉ ԇ no Ὧ ╖ Ȃ 

[no] layer23 classify enable 

 

   
 

   

 

  ᾳЮүЬ ‍ ⁞╖ Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   үЬ ‍ ⁞ Ԉ vlan ȁ ⁞Ȃ 

 

ѡᴿ  

ᴿ 1̔ үЬ ‍ ⁞╖ ̔ 

Ruijie#config 

Ruijie(config)#layer23 classify enable 

ᴿ 2̔Ὧ үЬ ‍ ⁞╖ ̔ 

Ruijie# config  

Ruijie(config)# no layer23 classify enable  

 

 ԇ  
Ὧ ԇ 

                    - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG ‟ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 
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19 ���" vlan �s�À
a	—  

19.1 ���"�­�‘
a	— 

19.1.1 vlan-group 

Уэ vlan Ȃ Ԉᴳ ԇ no ‮ vlan Ȃ 

vlan-group name vlan vid-list 

no vlan-group name 

 

   

 name vlan Ȃ 
 

 vid-list vlan ꜛ vlan vlan idȂ 

ѝ:1-4094 

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 vlan Ѯ vlan id а ᾰ ̆ э vlan id Ѯ ̆ э

vlan id ұ Уэ vlan ̆ ľ-Ŀ vlan id vlan id э

vlan idȂ 

Уэ vlan ľanyĿ̆ үЬ ‍ ⁞╖ ̆ Ὧ Ю

רּ ѐ ľanyĿ̆ Ю רּ ѐ native vlan

vlan ̆ native vlan vlan ̆‡ רּ ѐ

ľanyĿȂ 

�a  

а vlan Ѯ а Ȃ 

vlan ⁞ Ὧ Ю Ȃ 

ᾃ Э vlan-enable ԇ ᾃ̆ vlan tag

̆vlan ⁞ Ȃ  
 

ѡᴿ  

ᴿ 1̔ vlan ľvlan-group1Ŀꜛ vlan 1ȁvlan 3ȁvlan7ȁvlan8ȁvlan9̔ 

Ruijie#config 

Ruijie(config)# vlan-group vlan-group1 vlan 1,3,7-9 

ᴿ 2̔‮ vlan ľvlan-group1ľ̔ 

Ruijie# config  



vlan ԇ 

19-2 

Ruijie(config)# no vlan vlan-group1  

 

 ԇ  

 show vlan-group [group name] vlan ᶕ ԇ 

 vlan-enable 
vlan tag ̆

ԇ ᴳ vlan ⁞

Ὧ ԇ 

 

flow-rule num vlan-group vlan-group-name 

subscriber subscriber-name 

network-group network-group-name 

app-group app-group-name time-range 

time-rang-name 

‡ ԇ 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG ‟ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

19.2 �¡�µ�­�‘
a	— 

19.2.1 show vlan-group 

vlan ᶕ Ȃ 

show vlan-group [group name] 

 

   
 

 group name vlan  

 

   

 

ԇ   Ȃ 

 

ᴳ   
ұ vlan ᶕ ̆ vlan Ԉ vlan

ᶕ Ȃ 

 

ѡᴿ  
ᴿ 1̔ vlan ᶕ ̔ 

Ruijie# show vlan-group  
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19-3 

vlan-group    police_flow      police_url    flow      vlan id 

----------    -----------      ---------     ------  ---------- 

any             9                  0               0          

vlan1           0                  0               0          1 

vlan2           0                  0               0          3-5 

vlan3           0                  0               0          7,9 

 

ᴿ 2̔ ľvlan1Ŀ ᶕ ̔ 

Ruijie# show vlan-group vlan1 

vlan-group    police_flow      police_url    flow      vlan id 

----------    -----------      ---------     ------  ---------- 

any             9                  0             0          

vlan1           0                  0             0          1 

  

show vlan-group ԇ ᶕ ̔ 

  

Vlan-group vlan  

Police_flow Ὧ ‡  

Police_url Ὧ url ‡  

Flow Ὧ  



ԇ 

20-1 

20 ���"�����s�À
a	—  

20.1 ���"�­�‘
a	— 

20.1.1 subscriber export 

ὡУэ ֒̆ ұ ὡ ֒ѐ Ȃ 

subscriber export [txt | csv ] filename  

 

   
 

 filename ֒  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ԇў ұ   ̆ ₥ ѐ  ⁮ ֒ѐȂ 

 

ѡᴿ  
ᴿ 1̔   ⁮ ֒ľuserfileĿ̔ 

Ruijie#subscriber export txt userfile 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG ‟  

 

   

,Ì�âóQN0   





ԇ 

20-3 

 name  

 

  ᾳЮ а ̆ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 э Ԉ ὁ ̂avoid-monitor̃ ̂denỹ ̆ чэ

̆ ұ ִἼ ὁ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ľ 1Ŀ̆ὲ ľ 1Ŀ̆ľ 1Ŀ ľ

Ŀ̔ 

Ruijie#config 

Ruijie(config)# subscriber set 1 attribute avoid-monitor 

ᴿ 2̔ ľ 1Ŀ ὁ ̔ 

Ruijie# config  

Ruijie(config)# no subscriber set 1 attribute avoid-monitor 

 

 ԇ  



ԇ 

20-4 

 ip-addr ip ip  

 mac-addr mac  

 subnet Ip ꜛ  

 mask  

 start Ip ip  

 end Ip ip  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ip а Ѯ ᾰ ̆mac ‡а ὲӹ֗

ᴉ ᾰ Ȃ Ԉ ip ‍ ip ȁip ip

Ь ̆Ԉ mac ‍ ꜛ mac аꜛ mac

ч ̆ὲѐ ip Ԉ ꜛ mac ̆ip ip

а Ԉ ꜛ mac Ȃ mac ip רּ ѐ Ԉ̆ mac

רּ ѝῆȂ 

Уэ ľ/Ŀ, үЬ ‍ ⁞╖ ̆ ip רּ а

ѐὲӹ֗ Уэ ‡ רּ ѐ Ȃ 

�a  а Ѯ а  
 

 

ѡᴿ  

ᴿ 1̔ ľ 1Ŀ ĭp ľ192.168.196.156Ŀ̆ὲ ľ 1Ŀ̆ľ

1Ŀ ľ Ŀ̔ 

Ruijie#config 

Ruijie(config)# subscriber static name 1 parent / / 1 ip-host 

192.168.196.156   

 // Ѯ ľ/



ԇ 

20-5 

  10.3(4b7)Ԉ Ѯ ѐ̆EG ‟ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

20.2 �¡�µ�­�‘
a	— 

20.2.1 show subscriber 

ᶕ Ȃ 

show subscriber [all | static | dynamic | parent [name | root] ] 

   
 

 name  

 

   

 

ԇ   Ȃ 

 

ᴳ   ұ ᶕ ̆ Ὧ а ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ᶕ ̔ 

Ruijie# show subscriber all 

name   mac             flow police_flow police_url dir dynamic avoid deny  ip 

/      0000.0000.0000  0        0         0           1     0        0     0    192.168.196.100

1  0000.0000.0000 3         0         0           0     0       0     0    192.168.196.101

2  0000.0000.0000 0         0         0           0     0       0     0    192.168.196.102

show subscriber



ԇ 

20-6 

Avoid ὁ  

Deny  

Ip ip 
 

 

 

 

 ԇ  

Ὧ ԇ 
 

subscriber static name name parent 

parent [ [ip-host ip-addr] [mac mac-addr] | 

ip-subnet subnet mask | ip-range start end]

ԇ 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG ‟ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 

 

 



ԇ 

21-1 

21 ���"�		î�s�À
a	—  

21.1 ���"�­�‘
a	— 

21.1.1 network-group 

Уэ Ȃ Ԉᴳ ԇ no ‮ Ȃ 

network-group name name {ip-host ip-addr | ip-subnet subnet mask | ip-range 

start end] } 

no network-group name 

 

   

 name Ȃ 

 ip-addr ip ip  

 subnet Ip ꜛ  

 mask  

 start Ip ip  

 

 end Ip ip  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ip ᶕ ‍̆ѝ ip ȁip ip

Ь Ȃ Уэ ľ/Ŀ̆ үЬ ‍ ⁞ ̆ ip

רּ аѐὲӹ֗ Уэ ‡ רּ ѐ ľ/ĿȂ 

�a  а Ѯ а Ȃ 
 

 

ѡᴿ  

ᴿ 1̔ ip ľnetwork1Ŀꜛ 192.168.196.0 ̔ 

Ruijie#config 

Ruijie(config)#network-group name network1 ip-subnet 192.168.196.0 

255.255.255.0 

ᴿ 2̔‮ ľnetwork1Ŀ̔ 

Ruijie# config  

Ruijie(config)# no network-group name  network1 



ԇ 

21-2 

 

 ԇ  

 show network-group [name] ᶕ ԇ 

Ὧ ԇ 

 



ԇ 

21-3 

network2         0            0            0         192.168.197.1 

network3         0            0            0         192.168.197.2  

 

ᴿ 2̔ network1 ᶕ ̔ 

Ruijie# show network-group network1 

network-group police_flow police_url flow      ip 

------------  -------      --------    ------    ---------- 

/                 0            0            0        

network1         0            0            0         192.168.197.3  

show network-group ԇ ᶕ ̔ 

  

Network-group  

Police_flow Ὧ ‡  

Police_url Ὧ url ‡  

Flow Ὧ  

Ip ꜛ ip 
 

 

 ԇ  

Ὧ ԇ 
 

network-group name name {ip-host 

ip-addr | ip-subnet subnet mask | ip-range 

start end] } 

ԇ 

 

  10.3(4b7)Ԉ Ѯ ѐ̆EG ‟ Ȃ 

 

   
ԇ  

 10.3(4b7) ԇ 

 



⁞ ԇ 

 

22 ���"�ë���­�¹
a	—  

22.1 ���"�­�‘
a	— 

22.1.1 identify-application custom 

У Ѭ ‡Ȃ Ԉᴳ ԇ no ‮

Ѭ ‡Ȃ 

[no] identify-application custom name software-name class 

class-name {tcp | udp} sport sport-low sport-high dport dport-low 
dport-high 

 

   

 software-name ֒ Ȃ 

 class-name ‍ Ȃ 

 sport-low Ȃ 

 sport-high Ȃ 

 dport-low Ȃ 

 

 dport-high Ȃ 

 

   

 

ԇ   ὤ Ȃ 

 

ᴳ   ԇ Ԉ ╗У Ѭ ‡Ȃ 

 

ѡᴿ  

ᴿ 1̔ У Ѭ ‡̆ ‍ ѝ Ѭ ̆ ѝ ̆

ѝ 1 ⁮ 10̆ ѝ 1 ⁮ 100̆ ѝ tcp̔ 

Ruijie# config  

Ruijie(config)#  identify-application custom name  class 

Ѭ



⁞ ԇ 



⁞ ԇ 

 

 

flow-rule num vlan-group vlan-group-name 

subscriber subscriber-name network-group 

network-group-name app-group 

app-group-name time-range time-rang-name 

‡ ԇ 

 

  -  

 

   
ԇ  

 10.3(4b7) ԇ 

22.1.3 identify-application inhibitive 

э ╗ὡ ⁸  

identify-application inhibitive app-name 

 

   
 

 app-name  

 

  а╗ὡ ⁸  

 

ԇ   ὤ  

 

ᴳ   ԇ Ԉ э ╗ὡ ⁸ Ȃ 

 

ѡᴿ  

ᴿ 1̔ MSN ╗ὡὯ ̔ 

Ruijie# config  

Ruijie(config)# identify-application inhibitive MSN 

 

 ԇ  

Ὧ ԇ 
 

flow-rule num vlan-group vlan-group-name 

subscriber subscriber-name



⁞ ԇ 

 

 

22.1.4 identify-application key  

э ╗ὡὯ  

identify-application key app-name 

 

   
 

 app-name  

 

  а╗ὡὯ  

 

ԇ   ὤ



⁞ ԇ 

 

   
 

 - - 

 

  ᾳ У‍ ╟  

 

ԇ   ὤ  

 

ᴳ   ԇ Ԉ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ̔ 

Ruijie# config  

Ruijie(config)# identify-application signature update  

 

 ԇ  

Ὧ ԇ 
 

flow-rule num vlan-group vlan-group-name 

subscriber subscriber-name network-group 

network-group-name app-group 

app-group-name time-range time-rang-name 

‡ ԇ 

 

  -  

 

   
ԇ  

 10.3(4b7) ԇ 

22.2 �¡�µ�­�‘
a	— 

22.2.1 show identify-application 

‡ ᶕ Ȃ 

show identify-application 

 

   
 

 -                      - 

 

   

 

ԇ    

 



⁞ ԇ 

 

ᴳ   ԇ Ԉ   ₥ ‡ ᶕ  

 

ѡᴿ  

ᴿ 1̔ ‡ ᶕ ̔ 

Ruijie# show identify-application  

any 255-4095-63-48 

    ֒ 1-0-0-0 

         1-1-0-0 

        MSN 1-6-0-0 

             MSN-CHAT 1-6-1-0 

             MSN-AUDIO 1-6-2-0 

             MSN-FILE 1-6-3-0 

             MSN-  1-6-4-0 

             MSN-  1-6-5-0 

        QQ 1-7-0-0 

             QQ-CHAT 1-7-1-0 

             QQ-  1-7-2-0 

             QQ- ּ֒  1-7-3-0 

             QQ- ֒Ὥӎ 1-7-4-0 

             QQ-  1-7-5-0 

             QQ-  1-7-14-0 

        WEBIM 1-9-0-0 

             MSN-WEBIM 1-9-1-0 

             YAHOO-WEBIM 1-9-2-0 

             AIM 1-9-3-0 

         1-12-0-0 

        ᶕ 1-14-0-0 

    IP  2-0-0-0 

        SKYPE 2-7-0-0 

        h232  2-12-0-0 

             H323-HOSTCALLSC 2-12-4-0 

             CALL-SIG-TRANS 2-12-5-0 

             RTCP 2-12-6-0 

             RTP 2-12-7-0 

            IMTC-MCS 2-12-10-0  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  -  

 



⁞ ԇ 

 

   
ԇ  

 10.3(4b7) ԇ 



⁞ ԇ 

 

 - - 

 

  -  

 

 



⁞ ԇ 

 

show identify-application inhibitive 

 

   
 

 -                      - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ₥ Ҿ ‍ ╗ὡҩ ⁸ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ⁸ ѐ ̔ 

Ruijie# show identify-application inhibitive  

֒ 

Ю  

 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  -  

 

   
ԇ  

 10.3(4b7) ԇ 

 

22.2.5 show identify-application key 

╗ὡὯ ‍ Ȃ 

show identify-application key 

 

   
 

 -                      - 

 

   

 

ԇ    

 



⁞ ԇ 

 

ᴳ   ԇ Ԉ ₥ Ҿ ‍ ╗ὡҩὯ Ȃ 

 

ѡᴿ  

ᴿ 1̔ Ὧ ѐ ̔ 

Ruijie# show identify-application key  

IP  

QQ 

MSN 

FTP 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  -  

 

   
ԇ  

 10.3(4b7) ԇ 

 

22.2.6 show identify-application userdef-rule 

Ѭ ‡ᶕ Ȃ 

show identify-application userdef-rule 

 

   
 

 -                      - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ₥ ҩ Ҿ Ѭ ‡Ȃ 

 

ѡᴿ  

ᴿ 1̔ Ѭ ‡ᶕ ̔ 

Ruijie# show identify-application userdef-rule  

TYPE  NAME                CLASS               SPL    SPH    DPL    DPH   

TCP               Ѭ             1      10     1      100     

TCP   myqq               ֒          any    any    200    888     

UDP   myxunlei            myp2p              18     18      any    any 

 



⁞ ԇ 

 

 ԇ  
Ὧ ԇ 

 - - 

 



⁞ ԇ 

 

 

22.3 �Â�‚�­�‘
a	— 

22.3.1 identify-application clear key-inhibitive group 

Ὧ ⁸ ѐ Ȃ 

identify-application clear key-inhibitive group 



ԇ 

 

23 ���"	 �Å
¹��
a	—  

23.1 ���"�­�‘
a	— 

23.1.1 auto-pir 

ᴳ PIR ╟ ╖ ̆ᴳ no ԇὯ ╖ Ȃ 

auto-pir enable [interval NUM [root-rate Percentage]] 

no auto-pir enable 

 

   

  NUM ̆ ᴁ̔ ̆а ѝ 2 ̆

ѝ 1͘3600 

 

 Percentage PIR ⁸ ḣ̔ ‾ ̆

Ю̔ 

�— ұ ḣ PIR ⁸ ̆

CIR̆‡ ⁸ὲ PIR̕ 

�— ᴂұ ḣ 10 э ‍ PIR ̕ 

�— Ӯұұч Ѯ аṁ  

 

а ѝ 90̆ ѝ 1͘99ȂȂԈ ḣ

90 ѝᴿ̆ᴂұ 80% PIR ̆ ұ 90%

PIR ⁸ Ӯ̆ұ 80% 90%Ѯ аṁ Ȃ

 

  EG ӊ  

 

ԇ   channel-tree Ȃ 

 

ᴳ  

 ұ ЭУ ̆ ⁮ аЮ̆ ὲ

а⁮ᶑ ̆ Ԉᴳ ╖ Ȃ 

 

̔ ‾ ѝ ‾ ̆ꜛ ⁸ х Ȃ 

 

ѡᴿ  

ᴳ group1 inbound PIR ╖ ̔ 

Ruijie# config  

Ruijie(config)# flow- control  group1  

Ruijie(config-flow-control)# channel-tree inbound   

Ruijie(config-channel-tree)#  auto-pir enable  



ԇ 

 

 

 ԇ  

Ὧ ԇ 
 show flow-control 

Ԉ ԇ Inbound

Outbound PIR ᶕ

 

   

 

   
ԇ  

 10.3(4T90) ԇ 

23.1.2 change-priority 

Ӈ Уэ ⁸ Юч ‡ ִἼ ̆Ӈ Ѯ а

ԇ₥ ╗ no



ԇ 

 

   

 

   
ԇ  

 10.3(4b7) ԇ 

23.1.3 channel-default 

Ȃ Ԉᴳ ԇ no ὲ ḣȂ 

channel-default channel-name 

no channel-default 

 

   
 

 channel-name  

 

  ᾳЮ̆ѝ  

 

ԇ   channel-tree Ȃ 

 

ᴳ   

 

5�,ÓT!N0  Ⱦ



ԇ 

 

… Ȃ Ԉᴳ ԇ no ‮ … Ȃ 

channel-group name parent {NULL | parent_name} cir cir_num pir 

pir_num [pri pri_num] [schedule-type {fifo | sfq | per-net per-mask 

mask per-cir pcir_num per-pir ppir_num limit limit_num [session-limit 

session_limit_num] [auto]}] 

[no] channel-group name 

Ὥӎ ̔ 

[ no ] channel-group name pool pool_name 

 

   
 

 name …  

  parent …  

  NULL а ̆‡… ѝ  

  parent_name … ̆ ѝ …  

  cir cir_num 
ᶕ ̆ ᶑ ̆ ὡ ѝ 100͘

10000000̆ ᴁ̔kbps 

  pir pir_num 

ḣᶕ ̆ Ԉ ̆ ұ ұ

cir̆   cir ‍ѝ Ḇ ̆

ὡ ѝ 100͘10000000̆ ᴁ̔kbps 

  pri pri_num 
ִἼ ̆ ὡ 0͘7 0̆ ִἼ ̆ ִἼ

ִֶἼ ⁮  

  schedule-type 



ԇ 

 

  auto 

( )а Ὧ ̆Per-net ‟ֶ per-cir

limit ѻ ұ ұ cir̆ Ὧ ‡аṁ

̆ў ұ ╟  

 

  

ᾳЮ ̕ 

… ̆ ὡ pri Ὧ ̆ ִἼ ѝ 4̆ ὡ schedule-type

Ὧ ̆ ‟ѝ fifŏ а╗ὡὭӎ  

 

ԇ   channel-tree Ȃ 

 

ᴳ   

1. Уэ Уэ ̆ cir pir ѝ ḣ̕ 

2. cir ̆ cir бὲ Ἰ cir Ѯ ұ ұ cir̕

1. 



ԇ 

 

 10.3(4b7) ԇ 

  10.4(4T90) ╗ὡὭӎ ԇ 

23.1.5 channel-tree 

… Ȃ Ԉᴳ ԇ no ‮ …

Ȃ 

[no] channel-tree {inbound | outbound} 

 

   
 

 inbound … Ю  

  outbound … Э  

 

  ᾳЮ  

 

ԇ   flow-control  

 

ᴳ   Уэ ꜛ Ю Э  

 

ѡᴿ  

ľtestĿ ‍⁞… Ю Э ̔  

Ruijie(config)# flow-control  test 

Ruijie(config-flow-control)# channel-tree inbound   

Ruijie(config-channel-tree)# exit 

Ruijie(config-flow-control)# channel-tree outbound 

Ruijie(config-channel-tree)# exit 

 

 ԇ  
Ὧ ԇ 

 channel-default  

  channel-group …  

 

    

 

   
ԇ  

 10.3(4b7) ԇ 

 

23.1.6 flow-control 



ԇ 

 

⁸ ̆ ‡Ѯ₥ ⁸ Ȃ

Ԉᴳ ԇ no ‮ э ⁸ Ȃ 

flow-control name  

no flow-control name 

 

   
 

 name ⁸ Ȃ 

 

  ᾳЮ̆ ѐа ֗ᴉ ⁸ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ԇ ὡ ⁸ ̆ ұ э ⁸ Ԉ У ⁸

‡ ⁸ Ȃ ̆ ⁸ ⁮ WAN Э ᴳ

‡ Ȃ 

 

ѡᴿ  

ᴿ 1̔ group1̔ 

Ruijie# config  

Ruijie(config)# flow- control  group1  

Ruijie(config-flow-control)#  

ᴿ 2̔ group2̔ 

Ruijie# config  

Ruijie(config)#  flow- control  group2  

Ruijie(config-flow-control)#  

ᴿ 3̔‮ group1̔ 

Ruijie#config 

Ruijie(config)# no flow-control  group1  

 

 ԇ  
Ὧ ԇ 

 flow-policy wan ⁸  

 

   

 

   
ԇ  

 10.3(4b7) ԇ 

 

23.1.7 flow-policy 



ԇ 

 

⁸ ⁮ wan Э̆G э Ю

‡ Ԉ Ȃ Ԉᴳ ԇ no э

⁸ Э Ȃ 

flow-policy name  

no flow-policy  

 

   
 

 name ⁸ Ȃ 

 

  ᾳЮ̆ ѐ WAN Э ֗ᴉ ⁸ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ԇ WAN Э ̆ WAN Э ԇ ᴳ Ȃ 

 

ѡᴿ  

ᴿ 1̔ group1 ⁮ Gi 0/1 Э̔ 

Ruijie# config  

Ruijie(config)# interface gi 0/1  

Ruijie(config-if-GigabitEthernet 0/1)# flow-policy  group1  

Ruijie(config-if-GigabitEthernet 0/1)#  

ᴿ 2̔ group2 ⁮ Gi 0/2 Э̔ 

Ruijie# config  

Ruijie(config)# interface gi 0/2  

Ruijie(config-if-GigabitEthernet 0/2)# flow-policy  group2  

Ruijie(config-if-GigabitEthernet 0/2)# 

ᴿ 3̔Gi 0/1 Э group1̔ 

Ruijie# config  

Ruijie(config)# interface gi 0/1  

Ruijie(config-if-GigabitEthernet 0/1)# no flow-policy  

Ruijie(config-if-GigabitEthernet 0/1)# 

 

 ԇ  
Ὧ ԇ 

 flow-control ⁸  

 

   

 

   
ԇ  

 10.3(4b7) ԇ 

23.1.8 flow-rule 



ԇ 

 

У ‡̆ ‍ ч ‍ ̆₥ ‍

‡ Ὧ ̆ ‍ ‡ ╟ᴐȂ Ԉᴳ ԇ no

‮ ‡Ȃ 

flow-rule num vlan-group vlan-group-name subscriber 

subscriber-name network-group network-group-name app-group 

app-group-name time-range time-rang-name 

flow-rule num session-limit session-num action {drop | log-drop | 
pass [in-channel in-channel-name] [out-channel out-channel-name]} 

[commet string] 

flow-rule num disable 

no flow-rule num 

 

   
 

 num ‡ ̆ ὡ 1͘8192 

  vlan-group-name 
‡Ὧ vlan-group ăny רּ

֗ᴉ Ȃ 

  subscriber-name 
‡Ὧ subscriber ̆any רּ

֗ᴉ Ȃ 

  network-group-name 
‡Ὧ network-group ̆any

רּ ֗ᴉ Ȃ 

  app-group-name 
‡Ὧ app-group ̆any רּ

֗ᴉ Ȃ 

  time-rang-name ‡Ὧ time-rang  

  session-num 



ԇ 

 

 

ѡᴿ  

ᴿ 1̔ ⁸ group1 Ю̆ ⁸ Ὠ   ѝ 3Mֶ̆

⁸ѝ 300̔ 

Ruijie# config  

Ruijie(config)# flow-control  group1  

Ruijie(config-flow-control)# flow-rule 1 vlan-group any subscriber 

 network-group any app-group any time-rang any  

Ruijie(config-flow-control)# flow-rule 1 session-limit 300 action 

pass out-channel   3M  

ᴿ 2̔ ⁸ group2 Ю̆ ⁸ Ὠ ЬЭ аἵ

sinăа ֶ ṁ ⁸̔ 

Ruijie# config  

Ruijie(config)# flow-control  group1  

Ruijie(config-flow-control)# flow-rule 1 vlan-group any subscriber 

Ь network-group sina app-group any time-rang work  

Ruijie(config-flow-control)# flow-rule 1 session-limit 0 action 

drop 

ᴿ 3̔‮ ⁸ group1 Ю ‡ 1̔ 

Ruijie# config  

Ruijie(config)# flow-control  group1  

Ruijie(config-flow-control)# no flow-rule  1 

 

 ԇ  
Ὧ ԇ 

 time-range name  

  vlan-group name vlan-group  

  subscriber static name subscriber  

  network-group name network-group  

  identify-application custom name app-group Ѭ‍  

 

    

 

  

  



ԇ 

 

    share-pool Name rate num1 [type { normal | per-ip limit num2}] 

                 no share-pool Name 

 

   
 

 share-pool Name ╗ ‮ Ὥӎ  

  rate num1 … Ὥӎ  

  type … Ὥӎ ̆а ὡ ѝ normal  

  normal normal ̆  

  per-ip per-ip ̆  

  limit num2 per-ip Ὥӎ ⁸ 

 

  ᾳЮ ѐ ֗ᴉὭӎ  

 

ԇ   channel-tree Ȃ 

 

ᴳ   

1ȁNormal Ὥӎ ұ╗ὡὭӎ ⁸ ̆ а

Rate̕ 

2ȁPer-IP Ὥӎ ұ╗ὡὭӎ э ⁸ ̆ э а

RateȂ 

3ȁ   Per-IP Ὥӎ Limit ⁸ ̆ ֶ ̕ 

4ȁ╗ὡὭӎ Ѯ ִἼ а ̆ ᾳЮ ִἼ ֶ Ὥӎ ̆

Ԉ ұа н╘ Ἴִ‍שּ ̕ 

 

ѡᴿ  

ᴿ 1̔ ⁸ group1 inbound Ю̆… Normal ȁ ѝ 1000kbps

Ὥӎ test̔ 

Ruijie# config  

Ruijie(config)# flow-control  group1  

Ruijie(config-flow-control)#  channel-tree inbound   

Ruijie(config-channel-tree)# share-pool  test rate 1000 type normal

 

 ԇ  
Ὧ ԇ 

 Channel-group … ╗ὡὭӎ ԇ 

 

  -  

 

   
ԇ  

 10.3(4T90) ԇ 

23.2 �¡�µ�­�‘
a	— 



ԇ 

 

23.2.1 show flow-control 

ᶕ ̔ 

show flow-control Name {inbound | outbound} [channel-group 

channel-name [detail]] 

 

Ὥӎ ᶕ ̔ 

show flow-control Name {inbound | outbound} [share-pool  

[pool-name] ] 

 

Auto-pir ᶕ ̔ 

show flow-control Name {inbound | outbound} auto-pir 

 

 

   
 

 flow-control Name  

  inbound Ю  

  outbound Ю  

  channel-group channel-nam 
̆╗Э detail Ὧ ұ

FIFOȁSFQ Per-net ‟ ᶕ  

  share-pool  [pool-name] 
Ὥӎ Ὧ ӑ ὡ Name Pool̆ ὡ

‡ Pool 

 

   

 

ԇ    

 

ᴳ   
ὡ channel-group channel-name Ὧ ̆‡ ᶕ ̆ ‡

э Э ᶕ  

 

ѡᴿ  

ᴿ 1̔ ᶕ ̔ 

Ruijie#show flow-control test inbound channel-group root 

Group-name CIR PIR Pri S chedule 

CIDR/CIR/PIR/Limit/Sess-limit/Share-pool 

----------  --    --   --   -------- -----------------------------

root         100   100   4    per-net  32/10/10/10/100/test     

 

ᴿ 2̔ ᶕ ̔ 

Ruijie#show flow-control test inbound                    

Group-name  CIR  PIR  Pri  S chedule 

CIDR/CIR/PIR/Limit/Sess-limit/Share-pool  



ԇ 

 

----------  --    --   --   -------- ------------------------- 

root         100   100   4    per-net  32/10/10/10/100/test  

part1        100   100   4    fifo      /////test1  

 

  

Group-name  

CIR ᶕ  

PIR ḣᶕ  

Pri ִἼ  

Schedule ‟  

CIDR/CIR/PIR/Limit/Sess-limit/

Share-pool 

ұ Per-net ̆Ԉ ╗ὡ Ὥ

ӎ  

 

 

ᴿ 2̔ Ὥӎ ᶕ ̔ 

Ruijie#show flow-control test outbound share-pool  

Global pool:     14            Global red obj:  0          

Tree pool:       3          

 

Share-pool      Rate        Type         Limit       Child      

-------------- ---------- ---------- ---------- ---------- 

tcp               200         Normal      NA           1          

udp               150         Normal      NA           1          

p1                100         Normal      NA            2 

 

  

Global pool ὤ Ὥӎ  

Global red obj 
ὤ ⁮ ⁸Ὥӎ ̆ Normal Ὥӎ

Per-IP Ὥӎ э  

Tree pool Channel-tree Ὥӎ э  

Share-pool Ὥӎ  

Rate Ὥӎ  

Type Ὥӎ  

Limit Per-IP Ὥӎ ̆ѝ ⁸  

Child 
̆ ╗ὡ Pool ̆

Ьэ ╗ὡὭӎ ḣ ╗ 1 

 

ᴿ 3̔ Ὥӎ ᶕ ̔ 



ԇ 

 

Ruijie#show flow-control test3 outbound share-pool p1  

Pool:      p1         

Rate:      100        Type:      Normal     Limit:     NA         

State:     Green      Child:     2          Active:    NA         

Kill flow: 0          

 

Group-name  Cir     Pir      Pri  Type       Limit     Share-pool 

----------- ------ ------- ---- -------- -------- ---------- 

p1-tcp      150      500      4    fifo       NA         p1         

p1-udp      100      500      4    fifo       NA         p1   

 

  

Pool Ὥӎ  

Rate Ὥӎ  

Type Ὥӎ  

Limit Per-IP Ὥӎ ̆ѝ ⁸  

State 
Normal Ὥӎ ̆Green ⁮ ⁸

ḣ̆Red ⁮Э ḣ̆Per-IP ѝ NA 

Child 
̆ ╗ὡ Pool ̆

Ьэ ╗ὡὭӎ ḣ ╗ 1 

Active ╟ ̆Per-IP Ὥӎ  

Kill flow 

̆Per-IP Ὥӎ ̆

Per-IP Ὥӎ Limit ⁸

 

Group-name Ὥӎ  

Cir Ὥӎ  

Pir Ὥӎ ḣ  

Type Ὥӎ  

Pri Ὥӎ ִἼ  

Limit Ὥӎ ⁸̆Per-net  

Share-pool 

╗ὡὭӎ  

 

̔ Ὥӎ ѝ

̆ ҂ֶ ԇ  

̆ὲ ╗ὡ Ὥӎ ‡ Share-pool

̆ ‡ѝ NA 

 

 

   



ԇ 

 

 

 



ԇ 

 

ѡᴿ  

ѐ ⁸ ᶕ ̔ 

Ruijie#



ԇ 

 

ѡᴿ  

ѐ ⁸ ᶕ ̔ 

Ruijie# show flow-control-policy rule  

Pri _num grp _id rule _num ifx   vlan _id    subs _id    net _wk_id  app _id  

ichl_id ochl_id ses_num ses_lim state effec 

1        0        1          0       0            814695740   0            0       

NA       2        0         2000    up    0  

2        0        2          0      18661884     18577704    18577496   0        

1        NA       0         2000     0 

3      1     3          6      18661884     18577704    18577496   4294967290  

1        1        0         2000     up    1         

ѐ ⁸ group1 ᶕ ̔ 

Ruijie# show flow-control-policy rule group group1  

Pri _num grp _id rule _num ifx   vlan _id    subs _id    net _wk_id  app _id  

ichl_id ochl_id ses_num ses_lim state effec 

1        0        1          0       0            814695740   0            0        

NA       2        0         2000     up    0  

2        0        2          0      18661884     18577704    18577496   0        

1        NA       0         2000     up    0 

 

  

Pri-num ‡ ִἼ Ȃ 

grp_id ⁸ Ȃ 

rule_num ‡ Ȃ 

ifx 
‡ ḣ̆ѝ 0 ‡

⁸ ⁮ Ȃ 

vlan_id 
‡Ὧ vlan-group id ѝ̆ 0

vlan-group Ȃ 

subs_id 
‡Ὧ subscriber id ѝ̆ 0

subscriber Ȃ 

net_wk_id 
‡Ὧ network-group id̆ѝ

0 network-group Ȃ 

app_id 
‡Ὧ app-group id ѝ̆ 0

app-group Ȃ 

inchl_id 

‡Ὧ in-channel id̆id

ḣѝ 0 ̆NA ‡

Ὧ in-channel Ȃ 

ochl_id 

‡Ὧ out-channel id̆

id ḣѝ 0 ̆NA

‡ Ὧ out-channel Ȃ 

ses_num ₥ רּ ⁮ ‡Ȃ 





ԇ 

 

24 ���"	 	h�³�Å
a	—  

24.1 ���"�­�‘
a	— 

24.1.1 flow-audit data-store 

ᶑ  

flow-audit data-store n 

no flow-audit enable 

 

   
 

 n ᶑ  

 

  ᾳЮ̆ ᶑ ѝ 60  

 

ԇ   Ȃ 

 

ᴳ   ԇᶢ ᶑ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ᶑ ѝ 12  

Ruijie# config  

Ruijie(config)# flow-audit data-store 12 

ᴿ 2̔ ᶑ ѝ ᶑ ̔ 

Ruijie# config  

Ruijie(config)# no flow-audit data-store  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4b7) ԇ 

 



ԇ 

 

24.1.2 flow-audit enable 

╖ Ȃ Ԉᴳ ԇ no Ὧ

╖ Ȃ 

flow-audit enable 

no flow-audit enable 

 

   
 

   

 

  ᾳЮ̆ ╖ Ȃ 

 



ԇ 

 

subscriber-name] [ip ip-address] [



ԇ 

 

Download(pps) 

DROP:    Upload(bps)    Download(bps)   Upload(pps)  

Download(pps) 

App1         46                   

 62597              65955              15                 17               

  0                  0                  0                  0             

ᴿ 2̔ Ю̆ bridge 0 ̆ ᶕ ̆ ̕ 

Ruijie# show flowrate application bridge 0 by-group 

path:bridge-map 0 

Application_group 

PASS:    Upload(bps)    Download(bps)   Upload(pps)  

Download(pps) 

DROP:    Upload(bps)    Download(bps)   Upload(pps)  

Download(pps) 

App_group1 

  211                249                0                  0                

  0                  0                  0                  0                

   

  R 3̔ Ю̆ bridge 0 2010 1 9 ⁮ 2010 1

9 ᶕ ̆ ̕ 

Ruijie# show flowrate application bridge 0 by-group day- i nterval 

2010 1 9  to 2010 1 9  

path:bridge-map 0 

day-interval: 2010-1-9 ~ 2010-1-9 

Application_group  

PASS: Upload(KB)     Download(KB)      Upload(packets)  

Download(packets) 

DROP: Upload(KB)     Download(KB)      Upload(packets)  

Download(packets) 

P2P ֒ 

  0                  6                  24                 24               

  0                  0                  0                  0                

ҵ ּ֒ /HTTP  

 5229               116742             59983              89151          

  0                  0                  0                  0                

֒/ QQ 

 220                135                1349               1290             

  0                  0                  0                  0                

 

  27684236           159994             363431164          226927        

  0                  0                  0                  0                





ԇ 

 

 end-year  

 end-month  

 end-day  

 end-hour  

 begin-hour2 2 

 end-hour2 2 

 n ₥ n  

 

   

 

ԇ    

 

ᴳ   

э ᾃ ΰ ᾃ ₥ ᶕ ̕ Ὧ recent

hour ΰ ᾃ̆ ̕ Ὧ time-interval

begin-year begin-month begin-day begin-hour end-year end-month end-day 

end-hour ᾃ ̕ Ὧ day-interval,hour-interval Ԉ

begin-year begin-month begin-day end-year end-month end-day begin-hour 

end-hour begin-hour2 end-hour2 У ᾃ̆ 2 э ᾃ ̕

 

ѡᴿ  

ᴿ 1̔ ₥  

Ruijie# show flowrate channel  

channel_group        channel_name           

 type   pass_rate(bits/sec, packets/sec)  

drop_rate(bits/sec, packets/sec) 

 channel_groupA/  channel_nameA            

 up                    125520         , 33  

0              , 0 

 channel_groupB/  channel_nameB          

  down                  128            , 0  

0              , 0 

 channel_groupC/  channel_nameC            

 down                  39632          , 61  

0              , 0 

  

ᴿ 2̔ ѝ NBR 2̆010 1 8 2 ⁮̆ 2010 1 9 11

 

Ruijie# show flowrate channel channel-name  NBR  time-interval
2 8 1 2010  to 11 9 1 2010  

channel_group: channel_groupA 

channel_name: channel_nameA 

type:  down  

PASS:  821170 KB, 2280990 Packets 





ԇ 

 

ԇ    

 

ᴳ   

э ᾃ ΰ ᾃ ₥ ᶕ ̕ Ὧ recent

hour ΰ ᾃ̆ ̕ Ὧ time-interval

begin-year begin-month begin-day begin-hour end-year end-month end-day 

end-hour ᾃ ̕ 

 

ѡᴿ  

ᴿ 1̔ gigabitEthernet 0/1 ₥ ̕ 

Ruijie# show flowrate interface gigabitEthernet 0/1  

Interface: GigabitEthernet 0/1 

Input rate: 979685 bits/sec, 114 packets/sec 

Output rate: 107233 bits/sec, 60 packets/sec 

ᴿ 2̔ gigabitEthernet 0/1 ̆2010 1 8 2 ̆⁮ 2010 1 9

11  

Ruijie# show flowrate interface  gigabitEthernet 0/1  time- i nterval 

2 8 1 2010 to 11 9 1 2010 

Interface:GigabitEthernet 0/1 

PASS upload: 14478835 KB, 30655170 Packets 

PASS download: 6342862 KB, 22501788 Packets 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  -  

 

   
ԇ  

 10.3(4b7) ԇ 

24.2.4 show flowrate ip 

Ю ᶕ ̆ ₥

ᶕ ̕ 

show flowrate ip



ԇ 

 

   

 interface-name  

 hour  

 subscriber-name  

 subscriber-group  

 Ip-address IP  

 application-name  

 application-group  

 application-type  

 begin-hour  

 begin-day  

 begin-month  

 begin-year  

 end-day  

 end-month  

 end-year  

 begin-hour  

 end-hour  

 begin-hour2 2 

 end-hour2 2 

 

 n ₥ n  

 

   

 

ԇ    

 

ᴳ   

Ю ᶕ ̆ ₥ IP ᶕ ̕а

₥ ╖ ̆ Ὧ day-interval,hour-interval Ԉ begin-year begin-month 

begin-day end-year end-month end-day begin-hour end-hour begin-hour2 end-hour2 У

ᾃ̆ 2 э ᾃ ᶕ ̕ 

Ὧ order-by ‡̆ top n ₥ n ̕ 

 

ѡᴿ  

ᴿ 1̔ Ὧ Ю̆ gigabitEthernet 0/1 ₥ ̕ 

Ruijie# show flowrate ip interface gigabitEthernet 0/1 

Subscriber                 Application-num 

PASS: Upload(bps)    Download(bps)   Upload(pps)    Download(pps) 

DROP: Upload(bps)    Download(bps)   Upload(pps)    Download(pps) 

/User_groupA/User_nameA 1 

  230                134                0                  0                

  0                  0                  0                  0                

/User_groupB/User_nameB  1                    

  259                153                0                  0                



ԇ 

 

  0                  0                  0                  0                

ᴿ 2̔ Ὧ Ю̆ gigabitEthernet 0/1 ̆2010 1 8 ⁮ 2010

1 9  

Ruijie#show flowrate ip interface gifabitEthernet 0/1  day- i nterval 

2010 1 8  to 2010 1 9  

path:bridge-map 0 

day-interval: 2010-1-8 ~ 2010-1-9 

Subscriber 

PASS ̔ Upload(KB)     Download(KB)      Upload(packets)  
Download(packets) 

DROP̔ Upload(KB)     Download(KB)      Upload(packets)  
Download(packets) 

/User_groupA/User_nameA 

  0                  2871               0                  16161            

  0                  0                  0                  0                

/User_groupB/User_nameB 

 153987             0                  2022024            0               

  0                  0                  0                  0                

/User_groupC/User_nameC 

 153986             0                  2022024            0               

  0                  0                  0                  0                

/User_groupD/User_nameD 

  213285            0                  2800725            0               

  0                  0                  0                  0                

/User_groupE/User_nameE 

 161994             0                  2127179            0               

  0                  0                  0                  0                

 

 

 ԇ  



ԇ 

 

Ю ₥ IPȁ ᶕ Ԉ э ᾃ IP

ᶕ ̕ 

show flowrate ip-application {interface interface-name | bridge 

bridge-name}  [subscriber-group subscriber-group] [subscriber 

subscriber-name] [ip ip-address] [application-group application-group] 

[application-type application-type] [application application-name] 

[day-interval begin-year begin-month begin-day to end-year end-month 
end-day [hour-interval begin-hour1 to end-hour1 begin-hour2 to 

end-hour2] [order-by {{pass | drop} {upload | download} | ip | 

subscriber|application {desc | asc}[top n]] 

 

   

 interface-name  

 hour  

 subscriber-name  

 subscriber-group  

 Ip-address IP  

 application-name  

 application-group  

 application-type  

 begin-hour  

 begin-day  

 begin-month  

 begin-year  

 end-day  

 end-month  

 end-year  

 begin-hour  

 end-hour  

 begin-hour2 2 

 end-hour2 2 

 

 n ₥ n  

 

   

 

ԇ    

 

ᴳ   
Ю ₥ IP ᶕ ᾃ IP ᶕ ̕ Ὧ

day-interval ̕ 

 

ѡᴿ  

ᴿ 1̔ Ὧ Ю̆ gigabitEthernet 0/1 ₥ IP ̕ 

Ruijie# show flowrate ip-application interface  gigabitEthernet 0/1

path:GigabitEthernet 0/1 



ԇ 

 

Subscriber          Application 

PASS̔Upload(bps)    Download(bps)   Upload(pps)    Download(pps) 

DROP: Upload(bps)    Download(bps)   Upload(pps)    Download(pps)  

/user_groupA/user_nameA        applicationA          

 46003              2093107            93                 173             

  0                  0                  0                  0                

/user_groupB/user_nameB        applicationB          

  46001              2093102            1 93                 173            

 0                  0                  0                  0                  

/user_groupC/user_nameC        applicationC          

  4003              1093107            63                  73              

  0                  0                  0                  0           

ᴿ 2̔ Ю̆



ԇ 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  -  

 

   
ԇ  

 10.3(4b7) ԇ 

24.2.6 show online ip  

Ю ₥ IP Э ȁ ᶕ IP Э

ᶕ Ȃ 

show online ip {interface interface-name | bridge bridge-name} 

[subscriber subscriber-name] [subscriber-group subscriber-group] [ip 

ip-address] [{day-interval begin-year begin-month begin-day to 

end-year end-month end-day [hour-interval begin-hour to end-hour 
begin-hour2 to end-hour2]}] [order-by {{pass | drop} {upload | 

download} | ip | subscriber} {desc | asc}[ top n]] 

 

   

interface-name Ь ̆ Ὧ Юᴳ  
 

bridge-name ̆ Юᴳ  

 subscriber-name  

 subscriber-group  

 Ip-address IP  

 begin-hour  

 begin-day  

 begin-month  

 begin-year  

 end-day  

 end-month  

 end-year  

 begin-hour  

 end-hour  

 begin-hour2 2 

 end-hour2 2 

 

 



ԇ 

 

 

ᴳ   

а ᾳЮ̆ ₥ IP Э ȁ ᶕ ̕ Ὧ

day-interval begin-year begin-month begin-day end-year end-month end-day

IP Э ᶕ ̆ Ὧ order-by ̆



ԇ 

 

/ User_groupE/User_nameE  

 192.168.203.39                    2010-1- 8 8:48         530            

 42329              515173             0                  0                

/ User_groupF/User_nameF  

 192.168.196.72                    2010-1- 7 9:37         1922           

 274249             396572             0                  0                

/ User_groupG/User_nameG  

 192.168.203.48                    2010-1- 7 9:37         1922           

  55562              380214             0                  0                

/ User_groupH/User_nameH  

 192.168.196.70                    2010-1- 7 9:37         1922           

 105615             285195             0                  0                

/ User_groupI/User_nameI  

 192.168.196.55                    2010-1- 7 9:37         1922           

 33071              205676             0                  0                

/ User_groupJ/User_nameJ  

 192.168.203.40                    2010-1- 7 9:37         1922           

  15904              160891             0                  0             

 

ᴿ 3̔ Ὧ Ю̆ gigabitEthernet 0/1 2010 1 8 1 ⁮ 3 ip

Э ᶕ ̆ Ю ̕ 

Ruijie# show online ip interface gigabitEthernet 0/1  day- i nterval 

2010 1 8 to 2010 1 8 hour 1 to 3 order-by pass download desc 

path:GigabitEthernet 0/1 

Subscriber 

IP                OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP- Upload(KB)  

DROP-Download(KB) 

/ User_groupC/User_nameC  

192.168.196.37      180                  

 75381              1193654            0                  0                

/ User_groupD/User_nameD  

192.168.203.36      180                  

  381                3120               0                  0                

/ User_groupE/User_nameE  

192.168.196.53      180                  

  206                1457               0                  0                

/ User_groupF/User_nameF  

192.168.196.63      135                  

  142                1437               0                  0                

  





ԇ 

 

Subscriber 

IP                  Application 

LoginTime          OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB) 

DROP-Download(KB) 

/User_groupA/user_nameA 

 192.168.196.14        UDP              

  2010-1-8 19:7           0                    

   24                 0                  0                  0                 

/user_groupB/user_groupB 

 192.168.196.15        UDP              

  2010-1-8 19:7           0                    

   24                 0                  0                  0                 

/ User_groupC/User_nameC  

 192.168.196.16        UDP              

  2010-1-8 19:7           0                    

   24                 0                  0                  0                 

ᴿ 2̔ Ὧ Ю̆ gigabitEthernet 0/1 IP ѝ 192.168.196.70

IP ̆ ᶕ  

Ruijie# show online ip-application  interface  gigabitEthernet 0/1 ip

192.168.196.70         

path:GigabitEthernet 0/1 

Subscriber 

IP                  Application 

LoginTime          OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP- Upload(KB)  

DROP-Download(KB) 

/user_groupA/user_nameA 

 192.168.196.70        by_pass           

  2010-1-7 9:37          2032                 

  107182             327352             0                  0               

 

 ԇ  
Ὧ ԇ 

 - - 

 

  -  

 

   
ԇ  
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ԇ 

 

24.2.8 show online ip-application history 

Ю IPȁ Э ᶕ Ȃ 

show online ip-application  history {interface interface-name | 

bridge bridge-name} [subscriber subscriber-name] [subscriber-group 

subscriber-group] [ip ip-address] [application application-name] 

[application-group application-group] [application-type 

application-type] [order-by {{pass | drop} {upload | download} | ip | 

subscriber | application} {desc | asc}[top n]]  

 

   

interface-name Ь ̆ Ὧ Юᴳ  
 

bridge-name ̆ Юᴳ  

 subscriber-name  

 subscriber-group £  

 application-name  

 application-group £  

 application-type ʍ  

 Ip-address IP  

 application-name  

 

 application-group £  

 

   

 

ԇ    

 

ᴳ   

Ю IP ȁ Э ¡ ᶕ Ȃ Ὧ

ip,subscriber,subscriber-group,application,application-group ֒ ̆ Ὧ

order-by ̕ 

 

ѡᴿ  

ᴿ 1̔ Ю̆ bridge-map0 ¡ Ю IP ѝ 192.168.196.70

̆IPȁ Э¡ ᶕ ̕ 



ԇ 

 

  0                  0                  0                  0                

/User_groupA/User_groupA        TCP              

 2496               35913              3                  5                

  0                  0                  0                  0                

/User_groupA/User_groupA        UDP              

  21216              0                  34                 0                

 0                  0                  0                  0  

ᴿ 2̔ Ὧ Ю̆ gigabitEthernet 0/1 IP ѝ 192.168.196.70

IP



ԇ 

 

  2010-1-2 3:32         2010-1-2 3:34        

  0                  0                  2                  1                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        DNS                  

  2010-1-2 3:32         2010-1-2 3:34        

  0                  0                  1                  1                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        DNS                  

  2010-1-2 4:15         2010-1-2 4:16        

  0                  0                  1                  1                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        HTTP             

  2010-1-2 4:30         2010-1-2 4:34        

  0                  1                  9                  6                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        DNS                  

  2010-1-2 4:32         2010-1-2 4:33        

  0                  0                  1                  1                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        HTTP             

  2010-1-2 4:39         2010-1-2 4:42        

  1                  1                  4                  2                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        DNS                  

  2010-1-2 4:39         2010-1-2 4:42        

  0                  0                  1                  1                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        DNS                  

  2010-1-2 5:15         2010-1-2 5:20        

  0                  0                  1                  1                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        HTTP             



ԇ 

 

  2010-1-2 5:42         2010-1-2 5:46        

  0                  0                  2                  1                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        DNS                  

  2010-1-2 5:42         2010-1-2 5:46        

  0                  0                  1                  1                

  0                  0                  0                  0                

/User_groupA/User_groupA 

 192.168.196.70        DNS                  

  2010-1-2 6:16         2010-1-2 6:20        

  0                  0                  1                  1                

  0                  0                  0                  0                

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

   
ԇ  

 10.3(4b7) ԇ 

24.2.9 show online ip history 

Ю IP Э ᶕ Ȃ 

show online ip history {interface interface-name | bridge bridge-name} 

[subscriber subscriber-name] [subscriber-group subscriber-group] [ip 

ip-address] [order-by {{pass | drop} {upload | download} | ip | 

subscriber} {desc | asc} [top n]] 

 

   

interface-name Ь ̆ Ὧ Юᴳ  
 

bridge-name ̆ Юᴳ  

 subscriber-name  

 subscriber-group  

 Ip-address IP  

 

 n ₥ n  

 

   

 



ԇ 

 

ԇ    

 

ᴳ   
IP Э ᶕ ̕ Ὧ ip,subscriber,subscriber-group ֒ ̆

order-by top n ₥ n ̕ 

 

ѡᴿ  

ᴿ 1̔ Ю̆ bridge 0 IP ̆ ᶕ ̕ 

Ruijie# show online ip history bridge 0  

path:bridge-map 0 

Subscriber 

IP                   AuthType      LoginTime        LogoutTime 

PASS U̔pload(KB)     Download(KB)      Upload(packets)   Download(packets)

DROP U̔pload(KB)     Download(KB)      Upload(packets)   Download(packets)

/User_groupA/User_nameA 

 192.168.196.61                      2010-1-8 16:52        2010-1- 8 18:6       

   8662               0                  113726             0                 

  0                  0                  0                  0                 

/User_groupB/User_nameB 

 192.168.196.131                     2010-1-8 16:52        2010-1- 8 18:6       

   8662               0                  113726             0                 

  0                  0                  0                  0                 

/User_groupC/User_nameC 

 192.168.196.38                      2010-1-8 16:52        2010-1- 8 18:6       

   8662               0                  113726             0                 

  0                  0                  0                  0                 

/User_groupD/User_nameD 

 192.168.196.93                      2010-1-8 16:52        2010-1- 8 18:6       

   8662               0                  113726             0                 

  0                  0                  0                  0                 

/User_groupE/User_nameE 

 192.168.196.245                     2010-1-8 16:52        2010-1- 8 18:6       

   8662               0                  113726             0                 

  0                  0                  0                  0                 

ᴿ 2



ԇ 

 

/User_groupA/User_nameA 

 192.168.203.41                      2010-1-2 2:12         2010-1- 2 

2:25        

  1                  3                  16                 14               

  0                  0                  0                  0                

/User_groupB/User_nameB 

 192.168.196.39                      2010-1-2 2:17         2010-1- 2 

2:25        

  3                  25                 34                 29               

  0                  0                  0                  0                

                  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

   
ԇ  

 10.3(4b7) ԇ 

24.2.10 show online statistic  

Ю ₥ ̆ hour ᾃ IP Ԉ ֶ

̕ 

show online statistics{interface interface-name | bridge bridge-name} 

[{detail|recent hour | time-interval begin-year begin-month begin-day 

begin-hour to end-year end-month end-day end-hour}] 
 

   

interface-name Ь ̆ Ὧ Юᴳ  
 

bridge-name ̆ Юᴳ  

 hour  

 begin-year  

 begin-month  

 begin-day  

 begin-hour  

 end-year  

 end-month  

 end-day  

 

 end-hour  

 

app:ds:statistics�


ԇ 

 

   

 

ԇ    

 

ᴳ   

а ᾳЮ̆ Ю ₥ IP ֶ ̕

Ὧ detail эέᴇ IP ֶ ̆ ‟̕ Ὧ recent

hour ΰ ᾃ IP ֶ ̆ Ὧ time-interval 

begin-hour begin-day begin-month begin-year to end-hour end-day end-month 

end-year ᾃ IP ֶ ̕ 

 

ѡᴿ  

ᴿ 1̔ Ю̆ bridge-map0 ₥ IP ֶ̆  

Ruijie# show online statistic bridge 0 

path: bridge-map 0 

online ip count: 251 

online session: 254  

ᴿ 2̔ Ю bridge-map0 ₥ IP ֶ  

Ruijie# show online statistic bridge 0 detail  

path: bridge-map 0 

id         ip              subscriber            session 

1    192.168.196.70  /User_groupA/User_nameA  5  

2    192.168.203.127 /User_groupB/User_nameB  2  

3    192.168.196.77  /User_groupC/User_nameC  1  

4    192.168.196.26  /User_groupD/User_nameD  1  

5    192.168.196.150 /User_groupE/User_nameE  1  

ᴿ 3̔ Ὧ Ю̆ 3 ᾃ Э IP ֶ ᶕ  

Ruijie# show online statistics interface gigabitEthernet 0/1 recent

3 

path: GigabitEthernet 0/1 

recent hour: 3 

Time slice: 15 min 

count:12 

ID        Online-IP      Online-Session 

1                95            522 

2                95            588 

3                96            798 

4                94            590 

5                96            528 

6                96            886 

7                97            646 

8                99            666 

9                97            542 



ԇ 

 

10               96            885 

11               97            986 

12               95            820 

 

 

 ԇ  



URL ԇ 

 

25 ���" URL �³�Å
a	—  

25.1 ���"�­�‘
a	— 

25.1.1 class 

ԇ ұ URL ѐ ╗ ꜛ URL ‍ Ȃ Ԉᴳ ԇ

‮ URL ѐ ꜛ URL ‍ Ȃ 

[]  class class-name 

 

   

 
 class-name 

URL ‍ ̆ Ԉ Ѭ URL ‍ ̆

҂ Ԉ URL ‍  

 

   

 

ԇ   URL  

 

ᴳ    

 

ѡᴿ  

# ѝ URL ľOBJAĿ ╗Уэ URL‍  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-object OBJA 

Ruijie(url-obj-config)# class CLASSA 

Ruijie(url-obj-config)# end  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

   
ԇ  

 10.3(4b7) ԇ 



URL ԇ 

 

25.1.2 comment 

ԇ ұ URL ‍ URL ѐ ╗ Ȃ Ԉᴳ ԇ

no ‮ Ȃ 

comment comment-string 

no comment 

 

   
 

 comment-string URL ‍ URL ̆ 100 э

 

   

 

ԇ   URL URL ‍  

 

ᴳ    

 

ѡᴿ  

ᴿ 1 ѝ URL ľOBJAĿ ╗  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-object OBJA 

Ruijie(url-obj-config)# comment “comment for OJBA” 

Ruijie(url-obj-config)#eEndA

ᴿ ѝ URL‍ ľ



URL ԇ 

 

25.1.3 content-policy 

ԇ ұ ᾃ Ȃ Ԉᴳ ԇ no ‮

ᾃ Ȃ 

[no] content-policy policy-name 

 

   
 

 policy-name ᾃ  

 

   

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  

# Уэᾃ ̆ ѝ policyA 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy policyA 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

 



URL ԇ 

 

 policy-name ᾃ  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

# Уэ ѝ policyA ᾃ ⁮ gi 0/1 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface gi 0/1 

Ruijie(config-if-GigabitEthernet 0/1)# content-policy-map policyA

Ruijie(config-if-GigabitEthernet 0/1)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

   
ԇ  

 10.3(4b7) ԇ 

 

25.1.5 regexp 

ԇ ұ URL ѐ ╗ URL ‡ Ȃ Ԉᴳ ԇ

no ‮ URL ѐ URL ‡ Ȃ 

[no] regexp url-regexp 

 

   
 

 url-regexp URL ‡ ̆ ῆ ‡  

 

   

 

ԇ   URL  

 

ᴳ    



URL ԇ 

 

 

ѡᴿ  

ᴿ 1̔ѝ URL ľOBJAĿ ╗Уэ ̆ ұּר URL ѐꜛ ieft Ὧ URL

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-object OBJA 

Ruijie(url-obj-config)# regexp  .*ieft.*  

Ruijie(url-obj-config)# end  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

   
ԇ  

 10.3(4b7) ԇ 

25.1.6 url 

ԇ ұ URL ‍ ѐ ╗ URL Ȃ Ԉᴳ ԇ no

‮ URL ‍ ѐ ꜛ URL Ȃ 

[no] url url-string 

 

   

 
 url-string 

URL ‍ ꜛ URL ̆ רּ ̔ 

1ȁ Ѭ ‍ ѐꜛ URL ѝ Ю

רּ‡̆ Ю ֒Ȃᴿ ̔URL ѝ

ľietf.org/2006Ŀ̆‡ּר ľietf.org/2006Ŀ Ю

ᾃ Ȃ  

2ȁ Ѭ ‍ ѐꜛ URL ѝ за

רּ‡̆ ὲ ̆ᴿ ̔

URL ѝľietf.orgĿ̆‡ּר ľwww.ieft.orgĿ

ľdownload.ietf.orgĿȁ ľnews.ietf.orgĿ

Ȃ 

 

   

 

ԇ   URL ‍  

 

ᴳ   
1ȁ URL רּ ₥Ө 1 ̆аἵ ľietf.org/2006/12Ŀ̕ 

2ȁ URL רּ ₥ Ө 4 ̆ ѝ



URL ԇ 

 

ľtest.rfc.download.ietf.orgĿ̆‡Ө רּ Ȃ 

 

ѡᴿ  

ᴿ 1̔ѝ URL ‍ -CLASSA ╗Уэ ̔ietf.org 

Ruijie# configure terminal 

Ruijie(config)# url-class CLASSA 

Ruijie(url-cls-config)# url ietf.org  

Ruijie(url-cls-config)#end 

Ruijie# show running  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

   
ԇ  

 10.3(4b7) ԇ 



URL ԇ 

 

ᴳ   

1ȁ url-audit except-regexp ‡ ̆‡ ѝ

ľ.*=.*&.*=.*Ŀ 

2ȁ url-audit except-postfix̆ а Ю Ҿ URL̆jpgȁcssȁjsȁgif ȁ

png ȁswfȁbmpȁicoȁngȁdllȁGIFȁJPGȁxml 

3ȁ url-audit optimize-cachĕ ѝ 30s 

 

ѡᴿ  

ᴿ 1̔ HTTP GET 

Ruijie# configure terminal 

Ruijie(config)# url-audit only-get 

Ruijie(config)#end 

Ruijie# show running 

 

ᴿ 2̔ ‡ ̂.*=.*&.*=.*̃ URL а  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-audit except-regexp 

Ruijie(config)# end  

 

ᴿ 3̔ URL а  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-audit except-postfix 

Ruijie(config)# end  

 

ᴿ 4̔ 60s ᾃ̆ Уэ IP URL а Ԉ ӱ URL

҂а  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-audit optimize-cache 60 

Ruijie(config)# end  

 

 ԇ  
Ὧ ԇ 

 - - 



URL ԇ



URL ԇ 

 

 text URL Э Ȃа ὡ ᶕ

Ȃ 

 

  
╖ Ȃ ᾃ ѝ̔ 

"You are forbidden to visit the website, please contact webmaster!" 

 

ԇ   ὤ  

 

ᴳ   ԇ Уэ URL ̆ ὡ⁮ URL  

 

ѡᴿ  

1ȁ url ᶕ ̔ 

Ruijie# configure terminal 

Ruijie(config)# url-filter-notice display  ̆ б

˻ 

Ruijie(config)#end 

Ruijie# show running

  

G¤#E

G,Ì

 

 



URL ԇ 

 

ѡᴿ  

1ȁ Уэ URL -OBJA 

Ruijie# configure terminal 

Ruijie(config)# url-object  OBJA 

Ruijie(url-obj-config)#end 

Ruijie# show running  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4b7) ԇ 

 

 

25.1.11 url-rule 

ԇ ұ ᾃ ѐ URL ╖ Ȃ Ԉᴳ

ԇ no ‮ Ȃ 

[no] url-rule audit-default-enable 

 

ԇ ұ ᾃ ѐ ╗ URL ⁸ ‡Ȃ Ԉᴳ

ԇ no ‮ Ȃ 

url-rule rule-id subscriber {subs-name | any} url-object obj-name 

time-range {time-name | any} action {deny | permit} [audit] 

[comment comment-string] 

no url-rule rule-id 

 

ԇ ұӇ Уэᾃ Ю чэ URL ⁸ ‡ ִ

Ἴ  

url-rule priority-swap rule-id1 rule-id2 

 

   

 rule-id URL ⁸ ‡ ID ̆ ḣ ̂1~1000̃

 

 subs-name URL ‡Ὧ  



URL ԇ 

 

 obj-name URL ‡Ὧ URL  

 time-name URL ‡  

 comment-string URL ‡  

 rule-id1 URL ‡ ID 

 rule-id2 URL ‡ ID 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ᴿ 1 ѝᾃ ľPOLICYAĿ URL ‡ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 



URL ԇ 

 

 10.3(4b7) ԇ 



URL ԇ 

 

25.2 �¡�µ�­�‘
a	— 

25.2.1 show url-audit detail 

URL ᶕ  

show url-audit detail {recent hours | time-range from yyyy mm dd 

hh:mm::ss to yyyy mm dd hh:mm:ss | day-interval yyyy mm dd to yyyy 

mm dd [hour-interval hour1 to hour2 [hour3 to hour4]]} [interface 

intf-name | bridge bridge-num] subscriber subs-name [url-class 

class-name | url-object obj-name] [host host-string] [permit | deny] 

[order-by time | url-class |url | url-class | host-times | IP] 

   

 yyyy mm dd  

 hh:mm:ss ‍  

 hour1 ֒̔  

 hour2 ֒̔  

 hour3 ֒̔  

 hour4 ֒̔  

 intf-name  

 bridge-num  

 subs-name ֒̔ ̆ רּ  

 class-name ֒̔URL ‍ ̆ רּ  

 obj-name ֒̔URL ̆ רּ  

̔



URL ԇ 

 

URL-CLASS            Access-control    URL-RULE 

==============================================================    

2010-1-10 19:20:02      USEA             192.168.1.100 

http://www.ietf.org/ 

IT                      permit           URL_RULEA 

2010-1-10 19:20:00      USEB             192.168.1.101 

http://www.ietf.org/ 

IT                      permit           URL_RULEA 

 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

   
ԇ  

 10.3(4b7) ԇ 

25.2.2 show url-audit stat 

URL ᶕ  

show url-audit stat {recent hours | time-range from yyyy mm dd 

hh:mm::ss to yyyy mm dd hh:mm:ss | day-interval yyyy mm dd to yyyy 

mm dd [hour-interval hour1 to hour2 [hour3 to hour4]]} [interface 

intf-name | bridge bridge-num] subscriber subs-name [url-class 

class-name | url-object obj-name] [host host-string] [permit | deny] 

[order-by time | url-class |url | url-class | host-times] 

 

   

 yyyy mm dd  

 hh:mm:ss ‍  

 hour1 ֒̔  

 hour2 ֒̔  

 hour3 ֒̔  

 hour4 ֒̔  

 intf-name  

 bridge-num  

 

 subs-name ֒̔ ̆ רּ  



URL ԇ 

 

 class-name ֒̔URL ‍ ̆ רּ  

 obj-name ֒̔URL ̆ רּ  

 



URL ԇ 

 

 yyyy mm dd  

 hh:mm:ss ‍  

 hour1 ֒̔  

 hour2 ֒̔  

 hour3 ֒̔  

 hour4 ֒̔  

 intf-name  

 bridge-num  

 subs-name ֒̔ ̆ רּ  

 class-name ֒̔URL 

 ֒̔



URL ԇ 

 

25.2.4 show url-rule 

URL ‡ ᶕ Ȃ 

show url-rule content-policy policy-name 
 

   
 

 policy-name  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

# URL ‡ ᶕ  

Ruijie#show url-rule content-policy POLICYA 

content-policy:POLICYA 

(active)url-rule 1 subscriber USERA url-object OBJA time- r ange any 

action deny audit 

(active)url-rule 2 subscriber any url-object OBJA time- r ange any 

action permit audit 

url-rule audit-default-enable 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ   

 

   
ԇ  

 10.3(4b7) ԇ 



ѝ ԇ 

 

26 ���"�û���Œ�™
a	—  

26.1.1 content-object 

ԇ ұ ὡᾃ Ȃ Ԉᴳ ԇ no ‮ ᾃ

ѐ ꜛ Ὧ Ȃ 

[no] content-object object-name 

 

   
 

 object-name ᾃ   

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ѡᴿ̔ 

# Уэᾃ ̆ꜛ Ὧ hello רּ‡  .163.com 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-object name1 

Ruijie(content-obj-config)# keyword hello 

Ruijie(content-obj-config)# regexp .*\.163\.com 

Ruijie(content-obj-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG



ѝ ԇ 

 

26.1.2 ftp-rule audit-default-enable 

ԇ ұ FTP ╖ Ȃ Ԉᴳ ԇ no

‮ Ȃ 

ftp-rule audit-default-enable 

no ftp-rule audit-default-enable 

 

   
 

   

 



ѝ ԇ 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ᴿ 1 ‮ POLICYA ѐ FTP ‡ 

Ruijie# configure terminal  

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# ftp-rule delete-all 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

 

26.1.4 ftp-rule priority-swap 

ԇ ұ‎ ⁸ ‡ ִἼ Ȃ ԇ NO Ȃ 

ftp-rule priority-swap rule-id1 rule-id2 

 

   

 rule-id1 ‡ 1 ID  

 rule-id2 ‡ 2 ID 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 



ѝ ԇ 

 

ѡᴿ  

ᴿ 1 Ӈ ftp ‡ 10 ‡ 20 ִἼ  

Ruijie# configure terminal  

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# ftp-rule priority-swap 10 20 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.5 ftp-rule rule-id 

ԇ ұ ᾃ ѐ ╗ FTP ⁸ ‡Ȃ Ԉᴳ

ԇ no ‮ Ȃ 
ftp-rule rule-id subscriber {subs-name | any} time-range time-name 

[direction {in | out | double}] [ relation {and | or} [ directory 

content-object-name1 ] [ file-name content-object-name2 ] ] action {permit 

| deny} [audit] [comment comment-string] 

no ftp-rule rule-id ]



ѝ ԇ 

 

 

ᴳ    

 

ѡᴿ  

# ѝᾃ ľPOLICYAĿ ̆ ╗Уэ FTP ⁸ ‡̆

Эּ ֒ רּ FileB ѐὯ ‡ ֒̆ з Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# ftp-rule 2 subscriber any time- r ange any 

direction out relation or file-name  FileB  action deny audit c omment 

DenyAllUserUpload 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.6 im-rule audit-default-enable 

ԇ ұ IM ╖ Ȃ Ԉᴳ ԇ no ‮

Ȃ 

im-rule audit-default-enable 

no im-rule audit-default-enable 

 

   
 

   

 

   

 

ԇ   ᾃ  

 

ᴳ    

 



ѝ ԇ 

 

ѡᴿ  

ᴿ 1 IM  





ѝ ԇ 

 

26.1.9 im-rule rule-id subscriber 

ԇ ұ ᾃ ѐ ╗ IM ⁸ ‡ ὨὭ ‍Ȃ

Ԉᴳ ԇ no ‮ Ȃ 
im-rule rule-id subscriber {subs-name | any} time-range time-name 

action {permit | deny} [audit] [comment comment-string] 

no im-rule rule-id 

     

   

 rule-id IM ⁸ ‡ ID ̆ ḣ ̂1~200̃ 

 subs-name IM ‡Ὧ  

 time-name IM ‡  

 

 comment-string IM ‡  

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

# ѝᾃ ľPOLICYAĿ ╗Уэ MSN ‡ ἵ̆ USERA

MSN ̆ з Ҿ ᶕ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# im-rule 2 subscriber USERA time- r ange any  

action permit audit comment PermitUserAMSN 

Ruijie(cont-plcy-config)# im-rule 2 im-type msn relation or  

account ACCOUNTA message KEYA  comment PermitUserAMSN 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

ԇ     



ѝ ԇ 

 

 10.3(4t76) ԇ 

 

26.1.10 im-rule rule-id relation 

ԇ ұ ᾃ ѐ ╗ IM ⁸ ‡ У

̆ў ‡ Ὧ רּ ֒̆ ԇ  im-rule rule-id 

subscriber ԇ ᴳ Ȃ Ԉᴳ ԇ no ‮ Ȃ 

im-rule rule-id im-type im-name [ relation {and | or} [account 

content-object-name1] [message content-object-name2 ] ] 

no im-rule rule-id 

     

   

 rule-id IM ⁸ ‡ ID ̆ ḣ ̂1~200̃ 

 im-name 

IM ֒Ȃim-name string

ѕ̆ 

ᴿ string ѕѝ”qq” ‡ QQ ֒̕

ᴿ string ѕѝ”qq,msn” ”msn,qq” 

‡ QQ ֒ MSN ֒Ȃ 

 content-object-name1 IM ̆ а רּ Ȃ 

 

 content-object-name2 ̆ а רּ Ȃ 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

# ѝᾃ ľPOLICYAĿ ╗Уэ MSN ‡ ἵ̆ USERA

MSN ̆ з Ҿ ᶕ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# im-rule 2 subscriber USERA time- r ange any  

action permit audit comment PermitUserAMSN 

Ruijie(cont-plcy-config)# im-rule 2 im-type msn relation or  

account ACCOUNTA message KEYA  comment PermitUserAMSN 

Ruijie(cont-plcy-config)# end 

 



ѝ ԇ 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

26.1.11 keyword 

ԇ ұ ᾃ ᾃ ꜛ Ὧ Ȃ Ԉᴳ ԇ

no ‮ ᾃ ѐ Ὧ Ȃ 

[no] keyword string 

 

   
 

 string ᾃ ꜛ Ὧ  

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

# Уэᾃ ̆ꜛ Ὧ hello רּ‡  .163.com 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-object name1 

Ruijie(content-obj-config)# keyword hello 

Ruijie(content-obj-config)# regexp .*\.163\.com 

Ruijie(content-obj-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

ԇ     



ѝ ԇ 

 

 10.3(4t76) ԇ 

 

26.1.12 mail-rule audit-default-enable 

ԇ ұ MAIL ╖ Ȃ Ԉᴳ ԇ no

‮ Ȃ 

mail-rule audit-default-enable 

no mail-rule audit-default-enable 

 

   
 

   





ѝ ԇ 

 

ᴳ    

 

ѡᴿ  

ᴿ 1 Ӈ MAIL ‡ 10 ‡ 20 ִἼ  

Ruijie# configure terminal  

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# mail-rule priority-swap 10 20 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.15 mail-rule rule-id subscriber 

ԇ ұ ᾃ ѐ ╗ MAIL ⁸ ‡ ὨὭ ‍Ȃ

Ԉᴳ ԇ no ‮ Ȃ 
mail-rule rule-id subscriber {subs-name | any}  time-range time-name 

[direction {in | out | double}] action {permit | deny} [audit] [comment 

comment-string] 

no mail-rule rule-id 

   

 rule-id MAIL ⁸ ‡ ID ̆ ḣ ̂1~200̃

 subs-name MAIL ‡Ὧ  

 time-name MAIL ‡  

 

 comment-string MAIL ‡  

 

   

 

ԇ   ᾃ  

 

ᴳ    

 



ѝ ԇ 

 

ѡᴿ  

ѡᴿ̔ 

# ѝᾃ ľPOLICYAĿ ╗ MAIL ⁸ ‡̆ἵ

֒̆ ֒ӝּר OBJ-F Ὧ ̆ ў רּ OBJ-S Ὧ ̆ ֒ ұ

20000Kb ֒ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# mail-rule 1 subscriber any time-ra nge any 

action permit audit comment mail-audit-1 

Ruijie(cont-plcy-config)# mail-rule 1 relation or from OBJ-F subject 

OBJ-S attachement-size  less 20000 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.16 mail-rule rule-id relation 

ԇ ұ ᾃ ѐ ╗ MAIL ⁸ ‡ У

̆ў ‡ Ὧ רּ ֒Ȃ ԇ ̆ а

mail-rule rule-id subscriber ԇ mail ᶕ

Ȃ Ԉᴳ ԇ no ‮ Ȃ 

mail-rule rule-id relation {and | or} [from content-object-name1] [to 

content-object-name2] [subject content-object-name3] [body 

content-object-name4] [attachment-name content-object-name5] 

[mail-size {greater | greater-equal | less | less-equal} file-size] 

no mail-rule rule-id 

     

   

 rule-id MAIL ⁸ ‡ ID ̆ ḣ ̂1~200̃

 content-object-name1 ֒ӝὯ ̆ а רּ Ȃ 

 

 content-object-name2 ֒ӝὯ ̆ а רּ Ȃ 



ѝ ԇ 

 

 content-object-name3 ֒ Ὧ ̆ а רּ Ȃ 

 content-object-name4 ֒ᾃ Ὧ ̆ а רּ Ȃ 

 content-object-name5 ֒ Ὧ ̆ а רּ Ȃ 

 file-size ֒ ḣ̆ѝ ̆ ᴁѝ KBytes 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ѡᴿ̔ 

# ѝᾃ ľPOLICYAĿ ╗ MAIL ⁸ ‡̆ἵ

֒̆ ֒ӝּר OBJ-F Ὧ ̆ ў רּ OBJ-S Ὧ ̆ ֒ ұ 



ѝ ԇ 

 

   
 

 regexp Ὧ ‡ ̆ ῆ ‡  

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

# Уэᾃ ̆ꜛ Ὧ hello רּ‡  .163.com 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-object name1 

Ruijie(content-obj-config)# keyword hello 

Ruijie(content-obj-config)# regexp .*\.163\.com 

Ruijie(content-obj-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

26.1.18 telnet-rule audit-default-enable 

ԇ ұ TELNET ╖ Ȃ Ԉᴳ ԇ

no ‮  

 

 

 
Q

 



ѝ ԇ 



ѝ ԇ 

 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

 

 

   
ԇ  

 10.3(4t76) ԇ 

26.1.20 telnet-rule priority-swap 

ԇ ұ‎ ⁸ ‡ ִἼ Ȃ ԇ NO Ȃ 

telnet-rule priority-swap rule-id1 rule-id2 

 

   

 rule-id1 ‡ 1 rule-id1 ?˜�í 1



ѝ ԇ 

 

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.21 telnet-rule rule-id 

ԇ ұ ᾃ ѐ ╗ TELNET



ѝ ԇ 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.22 web-bbs-rule audit-default-enable 

ԇ ұ WEB BBS ╖ Ȃ Ԉᴳ ԇ

no ‮ Ȃ 

web-bbs-rule audit-default-enable 

no web-bbs-rule audit-default-enable 

 

   
 

   

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ᴿ 1 WEB BBS  

Ruijie# configure terminal  

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-bbs-rule audit-default-enable 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

 

 



ѝ ԇ



ѝ ԇ 

 

 rule-id1 ‡ 1 ID 

 rule-id2 ‡ 2 ID 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ᴿ 1



ѝ ԇ 

 

 comment-string WEB BBS



ѝ ԇ 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ᴿ 1 WEB MAIL  

Ruijie# configure terminal  

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-mail-rule audit-default-enable 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

 

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.27 web-mail-rule delete-all 

ԇ ұ‮ Ю WEB-MAIL ‡Ȃ 

 

   
 

 

  

   
 Ѯ   



ѝ ԇ 

 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-mail-rule delete-all 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

26.1.28 web-mail-rule priority-swap 

ԇ ұ‎ ⁸ ‡ ִἼ Ȃ ԇ NO Ȃ 

web-mail-rule priority-swap rule-id1 rule-id2 

 

   

 rule-id1 ‡ 1 ID  

 rule-id2 ‡ 2 ID 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ᴿ 1 Ӈ WEB MAIL ‡ 10 ‡ 20 ִἼ  

Ruijie# configure terminal  

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-mail-rule priority-swap 10 20 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  



ѝ ԇ 

 

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.29 web-mail-rule rule-id subscriber 

ԇ ұ ᾃ ѐ ╗ WEB MAIL ⁸ ‡ ὨὭ

‍Ȃ Ԉᴳ ԇ no ‮ Ȃ 
web-mail-rule rule-id subscriber {subs-name | any}  time-range 

time-name [direction { {



ѝ ԇ 

 

 - - 



ѝ ԇ 

 

֒ ұ 20000Kb WEB ֒ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-mail-rule 1 subscriber any 

time-range any action permit audit comment mail-audit-1 

Ruijie(cont-plcy-config)# web-mail-rule 1 relation or from OBJ-F

subject OBJ-S mail-size  less 20000 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.1.31 web-search-rule audit-default-enable 

ԇ ұ WEB ╖ Ȃ Ԉᴳ

ԇ no ‮ Ȃ 

web-search-rule audit-default-enable 

no web-search-rule audit-default-enable 

 

   
 

   

 

   

 

ԇ   ᾃ



ѝ ԇ 

 

Ruijie(cont-plcy-config)# web-search-rule audit-default-enable 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

 

 

   
ԇ  

 10.3(4t76) ԇ 

26.1.32 web-search-rule delete-all 

ԇ ұ‮ Ю WEB ‡Ȃ 

 

   
 

   

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ᴿ 1 ‮ POLICYA ѐ WEB ‡ 

Ruijie# configure terminal  

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-search-rule delete-all 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

 



ѝ ԇ 

 

 

   
ԇ  

 10.3(4t76) ԇ 

 

 

26.1.33 web-search-rule priority-swap 

ԇ ұ‎ ⁸ ‡ ִἼ Ȃ ԇ NO Ȃ 

web-search-rule priority-swap rule-id1 rule-id2 

 

   

 rule-id1 ‡ 1 ID  

 rule-id2 ‡ 2 ID 

 

   

 

ԇ   ᾃ  

 

ᴳ    

 

ѡᴿ  

ᴿ 1 Ӈ WEB ‡ 10 ‡ 20 ִἼ  

Ruijie# configure terminal  

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-search-rule priority-swap 10 20 

Ruijie(cont-plcy-config)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

 

 

   
ԇ  

 10.3(4t76) ԇ 

 



ѝ ԇ 

 

26.1.34 web-search-rule rule-id 

ԇ ұ ᾃ ѐ ╗ WEB ⁸ ‡Ȃ

Ԉᴳ ԇ no ‮ Ȃ 
web-search-rule rule-id subscriber {subs-name | any} time-range 

time-name [content content-object-name] action {permit | deny} [auditn o

r

u

l

e

-

i

d

W

E

B

 



ѝ ԇ 



ѝ ԇ 

 

ѡᴿ  

ѡᴿ̔ 

# 2010-5-1 ⁮ 2010-5-7 ӱ 09 ⁮ 18 ̆ USERA FTP Эּ

ᶕ Ȃ 

Ruijie# show ftp-audit stat day-interval 2010 5 1 to 2010 5 7 hour-interval 9 to 

18 subscriber USERA direction out  

Ruijie# 50 

 

 ԇ 
Q�¸



ѝ ԇ 

 

 rule-name ֒̔ ּר ‡  

 Integer1 ѐ ᴁ  

 



ѝ ԇ 

 

   
ԇ  

 10.3(4t76) ԇ 

26.2.3 show im-audit stat 

IM ᶕ  

show im-audit stat {recent hours | time-range from yyyy mm dd 

hh:mm::ss to yyyy mm dd hh:mm:ss | day-interval yyyy mm dd to yyyy 
mm dd [hour-interval hour1 to hour2 [hour3 to hour4]]} [interface 

intf-name | bridge bridge-num] [subscriber subs-name] [direction {in | 

out | double}] [type {qq | msn}] [message keyword] [account 

account-string] [rule-name rule-name] [ip ip-address] [permit | deny] 

 

   

 hours  

 yyyy mm dd  



ѝ ԇ 

 

Ruijie# 50 

 

 



ѝ ԇ 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ѡᴿ̔ 

# 2010-5-1 ⁮ 2010-5-7 ӱ 09 ⁮ 18 ̆ USERA MSN ᶕ Ȃ

Ruijie# show im-audit detail day-interval 2010 5 1 to 2010 5 7 hour-interval 9 to 

18 subscriber USERA type msn order-by time desc start-item 1 end-item 20 

==============================================================

================================ 

Time: 2010-05-03 15:45:59 



ѝ ԇ 

 

֒ ᶕ  

show mail-audit stat {recent hours | time-range from recent hours



ѝ ԇ 

 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.2.6 show mail-audit detail 

֒ ᶕ  

show mail-audit detail {recent hours | time-range from yyyy mm dd 
hh:mm::ss to yyyy mm dd hh:mm:ss | day-interval yyyy mm dd to yyyy 

mm dd [hour-interval hour1 to hour2 [hour3 to hour4]]} [interface 

intf-name | bridge bridge-num] [subscriber subs-name ] [ ip addr ] 

[direction {in | out | double}] [from keyword1] [to keyword2] [subject 

keyword3] [rule-name rule-name] [permit | deny] order-by {time | 

subscriber | internal-ip | direction | send-mail-addr | mail-size}  
{asc | desc} [start-item integer end-item integer] 

   

 hours  

 yyyy mm dd  

 hh:mm:ss ‍  

 hour1 ֒̔  

 hour2 ֒̔  

 hour3 ֒̔  

 hour4 ֒̔  

 intf-name  

 bridge-num  

 subs-name 
֒̔ ̆ רּ ̕ э ľ,Ŀ

 

 addr ֒̔IP̆ רּ ̕ э IP ľ,Ŀ  

 keyword1 ֒̔ ֒ Ὧ  

 Keyword2 ֒̔ ֒ Ὧ  

 Keyword3 ֒̔ ֒ў Ὧ  

 rule-name ֒̔ ּר ‡  

 Integer1 ѐ ᴁ  

 

 integer2 ѐ ᴁ  

 

 

   

 



ѝ ԇ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ѡᴿ̔ 

# 2010-10-10 ⁮ 2010-10-14 ӱ 09 ⁮ 18 ̆ USERA ֒ ᶕ

Ȃ 

Ruijie# show mail-audit detail day-interval 2010 10 10 to 2010 10 14 

hour-interval 9 to 18 subscriber USERA order-by time desc start-item 1 

end-item 20 

Timestamp    Rand-ID      Time                Subscriber  

Direction    App-Type      

Send/Receive-Time    Sender               Receiver              

Subject              Mail-Size    Attach-Num    

Rule                 Action       Match-Keyword  

Body-Path 

 

1287027112   1686175891   2010-10-14 11:31:52 /USERA out  

SMTP          

Thu, 14 Oct 2010 11:31:33 +0800 nabi2006@126.com     nabi2006@126.com 

baicai2010@tom.com   

ᴇ          136282       0             

default-audit        permit       From:,To:,Subj:,Body:,Attach: 

mnt/sata/c/mail/10/2010-10-14-11-31-52.html 

 

1287026348   253667735    2010-10-14 11:19:08 /USERA out  

SMTP          

-                    -                    -                     

-                    0            -             

deny-all         deny         From:,To:,Subj:,Body:,Attach: 

 

¥¥¥¥¥¥ 

 

 

 ԇ  
Ὧ ԇ 

 - - 



ѝ ԇ 

 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

26.2.7 show mail-audit attachment-info 

У ֒ ֒ᶕ  

show mail-audit attachment-info timestamp timestamp rand-id  

   

 timestamp   

 49 --id id 

 

   

 

ԇ    

 

ᴳ   Ἴ ԇ show mail-audit detail ֒ id 

 

ѡᴿ  

ѡᴿ̔ 

# timestamp ѝ 1286849291̆rand-id ѝ 1087821567 ֒ ֒ᶕ Ȃ 

Ruijie#show mail-audit attachment-info timestamp 1286849291 49 --id 

1087821567 

Size(Byte)   Path 

==============================================================

= 

80646        mnt/sata/c/mail/10/unknown(09-01-19-44-40).gif 

150528       mnt/sata/c/mail/10/Ὧұ ү ᶥѳ ╟ (3).doc 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

ԇ     



ѝ ԇ 

 

 10.3(4t76) ԇ 

 

26.2.8 show telnet-audit stat 

telnet ᶕ  

show telnet-audit stat {recent hours | time-range from yyyy mm dd 
hh:mm::ss to yyyy mm dd hh:mm:ss | day-interval yyyy mm dd to yyyy 

mm dd [hour-interval hour1 to hour2 [hour3 to hour4]]} [interface 

intf-name | bridge bridge-num] [subscriber subs-name ] [ ip addr ] 

[direction {in | out | double}] [content keyword] [rule-name rule-name] 

[permit | deny] 

 

   

 hours  

 yyyy mm dd  

 hh:mm:ss ‍  

 hour1 ֒̔  

 hour2 ֒̔  

 hour3 ֒̔  

 hour4 ֒̔  

 intf-name  

 bridge-num  

 subs-name 
֒̔ ̆ רּ ̕ э ľ,Ŀ

 

 addr ֒̔IP̆ רּ ̕ э IP ľ,Ŀ  

 keyword ֒̔ Ὧ  

 

 rule-name ֒̔ ּר ‡  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ѡᴿ̔ 

# 2010-5-1 ⁮ 2010-5-7 ӱ 09 ⁮ 18 ̆ USERA TELNET

ᶕ Ȃ 

Ruijie# show telnet-audit stat day-interval from 2010 5 1 to 2010 5 7 

hour-interval from 9 to 18 subscriber USERA   



ѝ ԇ 

 

Ruijie# 50 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.2.9 show telnet-audit detail 

TELNET ᶕ  

show telnet-audit detail {recent hours | time-range from yyyy mm dd 

hh:mm::ss to yyyy mm dd hh:mm:ss | day-interval yyyy mm dd to yyyy 
mm dd [hour-interval hour1 to hour2 [hour3 to hour4]]} [interface 

intf-name | bridge bridge-num] [subscriber subs-name ] [ ip addr ] 
[direction {in | out | double}] [content keyword] [rule-name rule-name] 

[permit | deny] order-by {time | subscriber | internal-ip | external-ip | 

direction} {asc | desc} [start-item integer end-item integer] 

   

 hours  

 yyyy mm dd  

 hh:mm:ss ‍  

 hour1 ֒̔  

 hour2 ֒̔  

 hour3 ֒̔  

 hour4 ֒̔  

 intf-name  

 bridge-num  

 subs-name 
֒̔ ̆ רּ ̕ э ľ,Ŀ

 

 addr ֒̔IP̆ רּ ̕ э IP ľ,Ŀ  

 keyword ֒̔ Ὧ  

 rule-name ֒̔ ּר ‡  

 Integer1 ѐ ᴁ  

 

 integer2 ѐ ᴁ  

 

 



ѝ ԇ 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ѡᴿ̔ 

# 2010-10-1 ⁮ 2010-10-15 ӱ 09 ⁮ 18 ̆ USERA TELNET

ᶕ Ȃ 

Ruijie# show telnet-audit detail day-interval 2010 5 1 to 2010 5 7 hour-interval 

9 to 18 subscriber USERA order-by time desc start-item 1 end-item 20 

Timestamp            Rand-ID              Time  

Subscriber           Direction 

Internal-IP          External-IP          Internal-Port        External-Port     

Rule                 Action               Content  

Match-Keyword        

Path 

==============================================================

===================================================== 

1287110493           564732062            2010-10-15 10:41:33  /USERA 

out                   

192.168.11.91        192.168.78.1         2343                 23          

default-audit        permit               admin                              

mnt/sata/c/telnet/10/1287110493.txt  

 

1287110493           564732062            2010-10-15 10:41:33  /USERA 

out                   

192.168.11.91        192.168.78.1         2343                 23          

default-audit        permit               en                                 

mnt/sata/c/telnet/10/1287110493.txt 

¥¥¥¥¥¥ 
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ѝ ԇ 

 

 

   
ԇ  

 10.3(4t76) ԇ 

26.2.10 show web-bbs-audit stat 

WEB BBS ᶕ  

show web-bbs-audit stat {recent hours | time-range from yyyy mm dd 
hh:mm::ss to yyyy mm dd hh:mm:ss | day-interval yyyy mm dd to yyyy 

mm dd [hour-interval hour1 to hour2 [hour3 to hour4]]} [interface 

intf-name | bridge bridge-num] [subscriber subs-name] [ip ip-list] 

[content keyword] [rule-name rule-name] [permit | deny] 

 

 



ѝ ԇ 

 

Ruijie# show web-bbs-audit stat day-interval 2010 10 14 to 2010 10 14 subscriber 

USERA   

1 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.2.11 show web-bbs-audit detail 

WEB BBS ᶕ  

show web-bbs-audit detail {recent hours | time-range from yyyy mm 
dd hh:mm::ss to yyyy mm dd hh:mm:ss | day-interval yyyy mm dd to 

yyyy mm dd [hour-interval hour1 to hour2 [hour3 to hour4]]} [interface 

intf-name | bridge bridge-num] [subscriber subs-name] [ip ip-list] 

[content keyword] [rule-name rule-name] [permit | deny] order-by 
{time | subscriber | inter



ѝ ԇ 

 

 rule-name 
֒̔



ѝ ԇ 

 

   
ԇ  

 10.3(4t76) ԇ 

26.2.12 show web-mail-audit stat 

WEB ֒ ᶕ  

show web-mail-audit stat {recent hours | 



ѝ ԇ 

 

Ruijie# 50 

 

 ԇ 



ѝ ԇ 

 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ѡᴿ̔ 

# 2010-5-1 ⁮ 2010-5-7 ӱ 09 ⁮ 18 ̆ USERA ֒ ᶕ Ȃ

Ruijie# show web-mail-audit detail day-interval 2010 5 1 to 2010 5 7 

hour-interval 9 to 18 subscriber USERA order-by time desc start-item 1 

end-item 20 

==============================================================

================================ 

Timestamp: 1289513962 

Rand-id: 991447375 

Time: 2010-11-12 06:19:22 

Subscriber: /192.167.101.63 

Direction: out 

App-Type: webmail 

Send/Receive-Time:  

Sender: 15483314@qq.com 

Receiver: "starnet_111"<starnet_111@sina.cn> 

Subject: content 

Mail-Size: 5545 

Rule: webmail 

Action: permit 

Match-Keyword: [From][To][Subject][Body] 

Body-Path: /mnt/sata/c/webmail/3/2010-11-12-6-19-22-101061.html 

url: m409.mail.qq.com/cgi-bin/compose_send 

==============================================================

================================     

¥¥¥¥¥¥ 

 

 



ѝ ԇ 

 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 

 

26.2.14 show web-search-audit stat 

WEB ᶕ  

show web-search-audit stat {recent 



ѝ ԇ 

 

 

ѡᴿ  

ѡᴿ̔ 

# 2010-5-1 ⁮ 2010-5-7 ӱ 09 ⁮ 18 ̆ USERA WEB-SEARCH

ᶕ Ȃ 

Ruijie# show web-search-audit stat day-interval 2010 5 1 to 2010 5 7 

hour-interval  9 to 18 subscriber USERA   

Ruijie# 50 

  1 j
08.0006 Tc24 Tc 0 5 6
9669 0 how web-search-audit detail Td
(  M 
/C2_0 1 Tf
0.426 )Tc 10.5 0 0 174 3r6.6 07.540<1DB92CDF095A09C61d
( )Tj
/TT0 1 j
00.0014.151
9669 0WEBTd
(  M 
/C2_0 1 Tf
2.531 1.36 0 19F032F614E91AA2>7211.041.01BE2349A05B51643C180B>]TJ
/TT0 u2119T )Tj
/TT1 1 Tf
-3.0006 T990.001-7.166
0 .03 -1.4[0 ho 





ѝ ԇ 

 

 

  EG ‟ӊ  

 

   
ԇ  

 10.3(4t76) ԇ 
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έ ԇ 

27-2 

̆ ̆ ping ╖ У ̆ ҂  Уэ ᶕ Ȃ ᴳ

╖ ̆‡ Ἴ ╘ ̆έᴇ DNS ‍Ȃ 

ȍѡᴿȎ 

ping ᴿ̔ 

Ruijie# ping 192.168.5.1  

Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 

seconds: 

  < press Ctrl+C to break > 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 

1/2/10 ms 

ping ᴿ̔ 

Ruijie#  ping 192.168.5.197  length  1500 ntimes  100 timeout  3 data  

ffff source  192.168.4.10  

  

Sending 100, 1000-byte ICMP Echoes to 192.168.5.197, timeout 

is 3 seconds: 

  < press Ctrl+C to break > 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

Success rate is 100 percent (100/100), round-trip min/avg/max 

= 2/2/3 ms 

ȍ Ȏ 

ԇ Э Ȃ 

27.1.2 Traceroute 

traceroute ԇ̆ Ԉ ұ ꜛӱ ⁮

Ὧ. 

traceroute [vrf] [vrf-name] [ip ip-address][ip-adress [probe number ] [source 

source-address] [timeout seconds] [ttl minimum maximum]] 

ȍ Ȏ 

 

  

vrf-name VRF  

Ip-address IPv4 Ȃ 
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number  

source-address IPV4  

seconds  

minimum maximum TTL ḣ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

traceroute ԇў ұ ̆ ̆ῆ ᴁ

ᴁ Ȃ ᴳ ╖ ̆‡ Ἴ ╘ ̆έᴇ DNS

‍Ȃ 

ȍѡᴿȎ 

ԈЮѝ traceroute чэᴿ ̆Уэѝ ̆Уэѝ

Ҿ Ὧа ᾳȂ 

1ȁ traceroute ᴿ ̔ 

Ruijie#  traceroute  61.154.22.36  

< press Ctrl+C to break > 

Tracing the route to 61.154.22.36 

 

1      192.168.12.1     0 msec  0 msec  0 msec 

2      192.168.9.2      4 msec  4 msec 4 msec 

3      192.168.9.1      8 msec  8 msec  4 msec 

4      192.168.0.10     4 msec  28 msec  12 msec 

5      202.101.143.130     4 msec  16 msec  8 msec 

6      202.101.143.154    12 msec  8 msec  24 msec 

7      61.154.22.36     12 msec  8 msec  22 msec 

Ruijie# 

ӱЭ ̆ Ԉ ⁮̆ӱ IP ѝ 61.154.22.36 ў ̆

ꜛ ҩ Ҿ Ὧ̂1̇6̃̆  ҩ⁮ Ὧ ̆

ұ ‍ ̆ Ȃ 

2ȁ ѐ Ҿ Ὧа traceroute ᴿ ̔ 

Ruijie# traceroute  202.108.37.42  

< press Ctrl+C to break > 

Tracing the route to 202.108.37.42 

1      192.168.12.1     0 msec  0 msec  0 msec 

2      192.168.9.2        0 msec  4 msec 4 msec 
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3      192.168.110.1     16 msec  12 msec  16 msec 

4      *  *  * 

5      61.154.8.129      12 msec  28 msec  12 msec 

6      61.154.8.17        8 msec  12 msec  16 msec 

7      61.154.8.250      12 msec  12 msec  12 msec 

8      218.85.157.222    12 msec  12 msec  12 msec 

9      218.85.157.130    16 msec  16 msec  16 msec 

10      218.85.157.77    16 msec  48 msec  16 msec 

11      202.97.40.65     76 msec  24 msec  24 msec 

12      202.97.37.65     32 msec  24 msec  24 msec 

13      202.97.38.162    52 msec  52 msec  224 msec 

14      202.96.12.38      84 msec  52 msec  52 msec 

15      202.106.192.226    88 msec  52 msec  52 msec 

16      202.106.192.174    52 msec  52 msec  88 msec 

17      210.74.176.158    100 msec  52 msec  84 msec 

18      202.108.37.42     48 msec  48 msec  52 msec 

Ruijie# 

ӱЭ ̆ Ԉ ⁮ ӱ̆ IP ѝ 202.108.37.42 ў ̆

ꜛ ҩ Ҿ Ὧ̂1̇17̃̆ з Ὧ 4   ҩ Ȃ 

Ruijie# traceroute  www.ietf.org 

Translating "  www.ietf.org  "...[OK] 

< press Ctrl+C to break > 

Tracing the route to 64.170.98.32 

1      192.168.217.1   0 msec  0 msec  0 msec 

2      10.10.25.1         0 msec  0 msec  0 msec 

3      10.10.24.1         0 msec  0 msec  0 msec 

4      10.10.30.1         10 msec 0 msec  0 msec 

5      218.5.3.254        0 msec  0 msec  0 msec 

6      61.154.8.49        10 msec 0 msec  0 msec 

7      202.109.204.210    0 msec  0 msec  0 msec 

8      202.97.41.69       20 msec 10 msec 20 msec 

9      202.97.34.65       40 msec 40 msec 50 msec 

10     202.97.57.222      50 msec 40 msec 40 msec 

11     219.141.130.122    40 msec 50 msec 40 msec 

12     219.142.11.10      40 msec 50 msec 30 msec 

13     211.157.37.14      50 msec 40 msec 50 msec 

14     222.35.65.1        40 msec 50 msec 40 msec 

15     222.35.65.18       40 msec 40 msec 40 msec 

16     222.35.15.109      50 msec 50 msec 50 msec 

17     *       *       * 

18    64.170.98.32      40 msec 40 msec 40 msec 

ȍ Ȏ 
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ԇ Э Ȃ 
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28 ���" DHCP 
a	— 

28.1 DHCP���"�­�‘
a	— 

28.1.1 bootfile 

Ѭ DHCP ╟ ẹ ֒ ̆ DHCP ԇ bootfileȂ

ԇ no Ԉ ѬȂ 

bootfile file-name 

no bootfile 

ȍ Ȏ 

  

file-name Ѭ ұ ╟ ֒ Ȃ 

ȍ ᾳȎ 

Ѭ ╟ ֒ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ҿ DHCP ╟ ѐ Ю ᴐ ȁ ֒ D̆HCP ╘

ᵏ ╟ ẹ ֒ ̆DHCP Ԉ ╘ ̂

TFTP̃Ю ֒Ȃὲ ╘ next-server ԇ ѬȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ router.conf ᴐѝ ╟ ֒ Ȃ 

bootfile router.conf 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

next-server 
DHCP ╟ ЮУэ ╘

IP Ȃ 
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28.1.2 client-identifier 

Ѭ DHCP У ̂Ԉ ︠Ὡ ⁸ ̃̆ DHCP

ԇ client-identifierȂ ԇ no Ԉ‮ Ȃ 

client-identifier unique-identifier 

no client-identifier 

ȍ Ȏ 

  

unique-identifier 

DHCP ̆Ԉ ︠Ὡ ⁸ Ȃ

0100.d0f8.2233.b467.6967.6162.6974.4574.686

5.726e.6574.302f.31Ȃ 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ҿ DHCP DHCP ╘ ‍ IP ̆ ֒

Ԇ Ȃ Ӯ ȁMAC ̆ MAC

ѝ 00d0.f822.33b4ȁ ѝ GigabitEthernet 0/1 ѝ 

0100.d0f8.2233.b467.6967.6162.6974.4574.6865.726e.6574.302f.31 ὲ̆ѐ 01 Ԇ

Ԉ Ӯ ̆ 

67.6967.6162.6974.4574.6865.726e.6574.302f.31 ѝ 

GigabitEthernet0/1 ︠Ὡ ⁸ ȂὯұ ӮԆ Ѭ̆ Ԉ RFC1700

ľAddress Resolution Protocol ParametersĿ Ȃ 

DHCP Ѭ ̆ Ԉᴳ ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ MAC ѝ 00d0.f822.33b4 Ԉ DHCP

Ȃ 

client-identifier 



DHCP ԇ 

28-3 

ԇ  

hardware-address Ѭ DHCP ֒ Ȃ 

host 
Ѭ IP Ȃ ұ

DHCP Ȃ 

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

 

28.1.3 client-name 

Ѭ DHCP ̆ DHCP ԇ client-nameȂ ԇ

no ‮ DHCP Ȃ 

client-name client-name 

no client-name 

ȍ Ȏ 

  

client-name 

Ѭ DHCP Ȃ Ԉ ֗ᴉ ῆ ASCII

Ȃ а ꜛ ̆ Ѭ river ѝ

DHCP ̆а Ѭѝ river.i-net.com.cnȂ 

ȍ ᾳȎ 

Ѭ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP Ѭ ̆ Ԉ‾ ԇ Ѭ DHCP Ȃ

а ꜛ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ѬҩУэ ѕ river ᴐѝ Ȃ 

client-name river 

ȍ Ὧ ԇȎ 

ԇ  
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host 
Ѭ IP Ȃ ұ

DHCP Ȃ 

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

 

28.1.4 default-router 

Ѭ DHCP Ὧ̆ DHCP ԇ default-routerȂ

ԇ no Ԉ‮ Ὧ ѬȂ 

default-router ip-address [ ip-address2…ip-address8 ]  

no default-router 

ȍ Ȏ 

  

ip-address Ѭ IP Ȃ УэȂ 

ip-address2…ip-address8 ̂ ̃ Ԉ 8 э ὯȂ 

ȍ ᾳȎ 

Ѭ ὯȂ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

У ᾳЮ D̆HCP ӱ DHCP ╘ Ὧᶕ ȂDHCP ╘

ѝ Уэ Ὧ IP ̆ б‍ Уэ

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ 192.168.12.1 ᴐѝ ὯȂ 

default-router 192.168.12.1 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 
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ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

 

28.1.6 domain-name 

Ѭ DHCP ̆ DHCP ԇ domain-nameȂ ԇ

no Ԉ‮ Ȃ 

domain-name domain-name 

no domain-name 

ȍ Ȏ 

  

domain-name 
Ѭ DHCP

ѕȂ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP ҩ ̆ έ ў ̆

ў ԈҩȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP Ѭҩ i-net.com.cnȂ 

domain-name i-net.com.cn  

ȍ Ὧ ԇȎ 

ԇ  

dns-server  Ѭ DHCP DNS ╘  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

 

28.1.7 hardware-address 
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Ѭ DHCP ֒ ̆ DHCP ԇ hardware-addressȂ

ԇ no Ԉ‮ ֒ ѬȂ 

hardware-address hardware-address type  

no hardware-address 

ȍ Ȏ 

  

hardware-address Ѭ DHCP MAC Ȃ 

type 

DHCP ֒ ̆ Ԉ

ѕ ѬȂ ѕ ̔ 

�— ethernet  

�— ieee802  

̔ 

�— 1̂ 10M ethernet̃ 

�— 6̂ IEEE 802̃ 

ȍ ᾳȎ 

֒ Ȃ 

Ѭ ֒ ̆ ѝ ethernetȂ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP Ѭ ̆ Ԉᴳ ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ ѝ ethernet MAC 00d0.f838.bf3dȂ 

hardware-address 00d0.f838.bf3d 

ȍ Ὧ ԇȎ 

ԇ  

client-identifier  
Ѭ DHCP У ̂Ԉ

︠Ὡ ⁸ ̃Ȃ 

host 
Ѭ IP Ȃ ұ

DHCP Ȃ 

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 
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28.1.8 host  

Ѭ DHCP ў IP ̆ DHCP ԇ hostȂ

ԇ no Ԉ‮ DHCP IP ѬȂ 

host ip-address [ netmask ] 

no host 

ȍ Ȏ 

  

ip-address Ѭ DHCP ў IP Ȃ 

netmask Ѭ DHCP ў Ȃ 

ȍ ᾳȎ 

Ѭў IP Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ѭ D̆HCP ╘ ‾ IP ȂA

ѝ 255.0.0.0̕B ѝ 255.255.0̕C ѝ

255.255.255.0Ȃ 

DHCP Ѭ ̆ Ԉᴳ ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ IP ѝ192.168.12.91̆ ѝ ὁ255.255.255.240Ȃ 

host 192.168.12.91 255.255.255.240 

ȍ Ὧ ԇȎ 

ԇ  

client-identifier  
Ѭ DHCP У ̂Ԉ

︠Ὡ ⁸ ̃Ȃ 
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number 
̂ ̃ ӱ 0 ⁮ 10̆0 Ὧ

ping ᴐȂ ping чэꜛȂ 

ȍ ᾳȎ 

ping ꜛ ѝ 2Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DHCP ╘ ӱ DHCP ѐ ‍ IP ֶ̆ ping ᴐ

ὲ ў ̆ Ю ̆ ‍ DHCP Ȃ

Ping ᴐ ѝ чэ ꜛ̆ Ԉ 10 эꜛȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ping ᴐ ꜛ ѝ 3 эȂ 

ip dhcp ping packets 3 

ȍ Ὧ ԇȎ 

ԇ  
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Ѭ DHCP Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ̆ ֶ ὡ DHCP ̆ ѝ̔ 

Ruijie(dhcp-config)# 

э ѐ̆ Ԉ IP ȁDNS ╘ ȁ Ὧ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ѬҩУэ ѝ mypool0 DHCP Ȃ 

ip dhcp pool mypool0 

ȍ Ὧ ԇȎ 

ԇ  

host 
Ѭ IP Ȃ ұ

DHCP Ȃ 

ip dhcp excluded-address  
Ѭ DHCP ╘ а ‍

IP Ȃ 

network̂DHCP̃ 
Ѭ DHCP

Ȃ 

 

28.1.14 lease 

Ѭ DHCP ╘ ‍ ̆ DHCP ԇȂ Ԃ noP
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minutes 

̂ ̃ Ѭ ̆Ԉ‍

ѝ ᴁȂ Ѭ‍ ₥ Ѭ

Ȃ 

�z infinite �z Ѭ ⁸ Ȃ 

ȍ ᾳȎ 

ѝУ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

⁮ ̆DHCP ֶ ȂDHCP ╘ У ֶἵ ̆

ᶑ а Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP ѝ 1 Ȃ 

lease 0 1 

ԈЮ ᴿ ̆ DHCP ѝ 1 ‍ Ȃ 

lease 0 0 1 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

 

28.1.15 netbios-name-server 

DHCP NETBIOS WINS ╘ ̆ DHCP

ԇ netbios-name-serverȂ ԇ no Ԉ‮ WINS ╘ Ȃ 

netbios-name-server ip-address [ ip-address2…ip-address8 ]  

no netbios-name-server 

ȍ Ȏ 

  

ip-address 
Ѭ WINS ╘ IP Ȃ

УэȂ 
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ip-address2…ip-address8 
̂ ̃ Ԉ 8 э WINS ╘

Ȃ 

ȍ ᾳȎ 

Ѭ WINS ╘ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ѭ э WINS ╘ ̆ᾗ ₥ ִἼ ̆DHCP б ₥

WINS ╘ ̆ ֶ ЮУэ WINS ╘ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ѝ DHCP ҩ WINS ╘ 192.168.12.3Ȃ 

netbios-name-server 192.168.12.3 

ȍ Ὧ ԇȎ 

ԇ  

ip address dhcp DHCP IP ᶕ Ȃ 

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

 

28.1.16 netbios-node-type 

Ѭ DHCP ў NetBIOS ̆ DHCP ԇ

netbios-node-typeȂ ԇ no Ԉ‮ NetBIOS Ȃ 

netbios-node-type type 

no netbios-node-type 

ȍ Ȏ 
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type 

Ѭ NetBIOS ̆ ч Ȃ 

Ѭ̆ ӱ 0~FF̆︠Ὡ ⁸ ת̆ ԈЮ

ḣ̔ 

�— 1̆ Ԇ b-node̕ 

�— 2̆ Ԇ p-node̕ 

�— 4̆ Ԇ m-node̕ 

�— 8̆ Ԇ h-nodeȂ 

ѕ Ѭ̔ 

�— b-nodĕ ̕ 

�— p-nodĕ ̕ 

�— m-nodĕ ̕ 

�— h-nodĕ Ȃ 

ȍ ᾳȎ 

Ѭ NetBIOS Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP NetBIOS ̔1̃Broadcast̆ ̆

NetBIOS ̕2̃Peer-to-peer̆ ̆

WINS ╘ NetBIOS ̕3̃Mixed̆ ̆Ἴ

̆ б WINS ╘ ̕4̃Hybrid̆

̆ Ἴ WINS ╘ NetBIOS ̆ ⁮ ̆

NetBIOS Ȃ 

ᾳЮ̆ ᴐ ѝ Ȃ WINS
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28.1.17 network�� DHCP��  

Ѭ DHCP ̆ DHCP ԇ networkȂ

ԇ no Ԉ‮ ѬȂ 

network net-number net-mask  

no network 

ȍ Ȏ 

  

net-number DHCP IP Ȃ 

net-mask 

DHCP IP Ȃ

Ѭ ̆ ѝ

Ȃ 

ȍ ᾳȎ 

Ѭ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ѭ ὲ ѝ̆ DHCP ╘ ᵏҩУэ ‍

Ȃ ̆ ‡ ѐ ‍ Ȃ

DHCP ‍ ѐ ̆ ̆ DHCP

ѐ ⁮ ѐ ̆ ЮУэ ̆ ⁮‍ Уэ

Ȃ 

‍ ᾳ show ip dhcp binding ԇ ̆ ᾰ ᾳ

show ip dhcp conflict ԇ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ DHCP ѝ 192.168.12.0̆ ѝ
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ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

 

28.1.18 next-server 

Ѭ DHCP ╟ ѐ ╟ ╘ ‟ ̆ DHCP

ԇ next-serverȂ ԇ no Ԉ‮ ╟ ╘ ‟ ѬȂ 

next-server ip-address [ ip-address2…ip-address8 ]  

no next-server 

ȍ Ȏ 

  

ip-address 
Ѭ ╟ ╘ IP ̆ ѝ

TFTP ╘ Ȃ УэȂ 

ip-address2…ip-address8 ̂ ̃ Ԉ 8 ╟ ╘ Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ѭ э ╟ ╘ ̆ᾗ ₥ ִἼ ̆DHCP б ₥

╟ ╘ ̆ ֶ ЮУэ ╟ ╘ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ѝ DHCP ҩ ╟ ╘ 192.168.12.4Ȃ 

next-server 192.168.12.4 

ȍ Ὧ ԇȎ 

ԇ  

bootfile Ѭ DHCP ╟ ẹ ֒  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

ip help-address Ѭ Helper  

option  RGOS ֒ DHCP ╘ Ȃ 
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option 33 ip 172.16.12.0 192.168.12.12 172.16.16.0 

192.168.12.16 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

 

28.1.20 service dhcp 

Э DHCP ╘ ѐ Ԇ ̆ ὤ ԇ service dhcpȂ

ԇ no ԈὯ DHCP ╘ ѐ Ԇ Ȃ 

service dhcp 

no service dhcp 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ DHCP ╘ ѐ Ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DHCP ╘ Ԉ ╟ ‍ IP ̆ ᵏ DNS ╘ ȁ Ὧ

ᶕ ȂDHCP ѐ Ԉ DHCP ὲ ╘ ̆

DHCP ꜛ DHCP ̆ DHCP ѐ ᴐ Ȃ 

Ҿӊ Э   DHCP ╖ ὲӹ╖ ᾰ έ̆ᴇ Ὧ

ӊ ̆Ԉ ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩ DHCP ╘ ѐ Ȃ 

service dhcp  

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp server statistics 
DHCP ╘ ᶕ

Ȃ 
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ȍ Ȏ 

  

* ‮ DCHP ᾰ Ȃ 

ip-address ‮ IP ᾰ Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DHCP ╘ ᾰ ping ֶ ̆DHCP ᾰ‮ ᴴ  
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ȍᴳ Ȏ 

DHCP ╘ ̆ ҩ DHCP ȁ ╟ ȁ

̆ DHCP ҩ Ȃclear ip dhcp server 

statistics ԇ Ԉ‮ ̆ӱ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ DHCP ╘ Ȃ 

clear ip dhcp server statistics 

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp server statistics DHCP ╘ Ȃ 

 

28.2.4 debug ip dhcp client 

DHCP Client ̆ debug ip dhcp client ԇȂ 

debug ip dhcp client 

no debug ip dhcp client 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ұ dhcp client ұ ╘ Ӈҵ ѐ ў ᾃ Ԉ̆ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ Э dhcp ὯȂ 

debug ip dhcp client 

ȍ Ὧ ԇȎ 

28.2.5 debug ip dhcp server 
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DHCP Server ̆ debug ip dhcp server ԇȂ 

debug ip dhcp server 

no debug ip dhcp server 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ұ dhcp server ұ Ӈҵ ѐ ў ᾃ ̆Ԉ

Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ Э dhcp ╘ ὯȂ 

debug ip dhcp server 

ȍ Ὧ ԇȎ 

28.2.6 show dhcp lease 

DHCP ᶕ ̆ EXEC ԇ show dhcp leaseȂ 

show dhcp lease 

ȍ Ȏ 

 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ѭ IP ̆ ᾳȂ Ѭҩ IP ̆

IP ᾳȂ 

ȍѡᴿȎ 
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ԈЮѝ show dhcp lease Ȃ 

Ruijie# show dhcp lease   

Temp IP addr: 192.168.5.71  for peer on Interface: 

GigabitEthernet0/0 

Temp  sub net mask: 255.255.255.0 

DHCP Lease server: 192.168.5.70, state: 3 Bound 

DHCP transaction id: 168F 

Lease: 600 secs,  Renewal: 300 secs,  Rebind: 525 secs 

Temp default-gateway addr: 192.168.5.1 

Next timer fires after: 00:04:29 

Retry count: 0   Client-ID: redgaint-00d0.f8fb.5740-Fa0/0 

28.2.7 show ip dhcp binding 

DHCP ᾰͅ EXEC ԇ show ip dhcp bindingȂ 

show ip dhcp binding [ ip-address ] 

ȍ Ȏ 

  

ip-address ̂ ̃ IP ᾳȂ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ѭ IP ̆ ᾳȂ Ѭҩ IP ̆

IP ᾳȂ 

ȍѡᴿȎ 

ԈЮѝ show ip dhcp binding Ȃ 

Ruijie# show ip dhcp binding   

IP address    Client-Id/         Lease expiration  Type 

                Hardware address 

192.168.1.2   00d0.f866.4777    IDLE             Manual 

Ѭ ЮȂ 
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Ѭ ЮȂ 

  

IP address 
а ‍ DHCP IP

Ȃ 

Detection Method ᾰ Ȃ 

dhcpd excluded ipaddress Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

clear ip dhcp confict DHCP ᾰ  

 

28.2.9 show ip dhcp server statistics 

DHCP ╘ ̆ EXEC ԇ show ip dhcp server 

statisticsȂ 

show ip dhcp server statistics 

ȍ Ȏ 

 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ DHCP ╘ ₥ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip dhcp server statistics ԇ   Ȃ 

Ruijie# show ip dhcp server statistics  

Address pools             4 

Automatic bindings        4 

Manual bindings           0 

Expired bindings          0 

Malformed messages 2 
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Message                   Received 

BOOTREQUEST               216 

DHCPDISCOVER              33 

DHCPREQUEST               25 

DHCPDECLINE               0 

DHCPRELEASE               1 

DHCPINFORM                150 

 

Message                   Sent 

BOOTREPLY                 16 

DHCPOFFER                 9 

DHCPACK                   7 

DHCPNAK                   0 
 

Ѭ ЮȂ 

  

Address pools э  

Automatic bindings ╟ Ȃ 

Manual bindings   Ȃ 

Expired bindings Ȃ 

Malformed messages DHCP ⁮а Ȃ 

Message Received or Sent  
DHCP ╘

Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

clear ip dhcp server statistics ‮ DHCP ╘ Ȃ 
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29 ���" DHCP Relay 
a	— 

29.1 DHCP Relay���"
a	— 

29.1.1 service dhcp 

Э DHCP ѐ Ԇ ̆ ὤ ԇ service dhcpȂ ԇ

no ԈὯ DHCP Ԇ Ȃ 

service dhcp 

no service dhcp 

ȍ ᾳȎ 

Ὧ DHCP Ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DHCP ѐ Ԉ DHCP ὲ ╘ ̆ DHCP ꜛ

DHCP ̆ DHCP ѐ ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩ DHCP ╘ ѐ Ȃ 

service dhcp  

ȍ Ὧ ԇȎ 

ԇ  

ip helper-address [vrf] 

A.B.C.D 
╗Уэ DHCP server  

 

29.1.2 ip helper-address  

ᴳ ԇ Ԉ ╗Уэ DHCP ╘ Ȃ ԇ no ̆‮ Уэ ╘

Ȃ 

ұ ╘ Ԉὤ ̆҂ Ԉ Ȃ ԇ Ԉ ὤ

Ю̆҂ Ԉ Ю ̆‍⁞ ╗ Ю DHCP ╘ ᶕ Ȃ 
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ȍ ᾳȎ 

֗ᴉ ╘ ᶕ Ȃ 

ȍ ԇ Ȏ 

ὤ /  

ȍᴳ Ȏ 

э Ԉ э dhcp ╘ ̆ э Уэ DHCP ֶ

⁮ э ╘ Ȃ Ԉӱ э ѐ Уэ Ȃ 

vrf Ḁ̆ ұὤ ұḆ а ̕ ұὤ

а vrf ̆ ₥ ╘ а ұ֗ᴉ vrf ╘ ̕

ұ а vrf ̆ ₥ ╘ ұ У vrf̕ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ чэ ╘ ̆‍⁞ У vrf ᾃ ╘ ѝ 61.154.26.49̆

Ԉ ұ vrf ᴿ ѝ local ╘ ѝ 192.168.197.1Ȃ 

ip helper-address 61.154.26.49 

ip helper-address vrf local 192.168.197.1 

ȍ Ὧ ԇȎ 

ԇ  

service dhcp DHCP ѐ Ԇ  

 

29.1.3 ip dhcp relay information option dot1x  

ᴳ ԇ dhcp option dot1x ╖ ̆ᴳ ԇ no Ὧ dhcp 

option dot1x ╖ Ȃ 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ Ἴ DHCP relay̆ 802.1x Ὧ Ȃ 

ȍѡᴿȎ 

Ip dhcp relay information option dot1x   
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ὤ  

ȍᴳ Ȏ 

ԇ б option dot1x ԇҵ Ȃ 

ȍѡᴿȎ 

Ip dhcp relay information option82  

ȍ Ὧ ԇȎ 

ԇ  

Service dhcp DHCP ѐ Ԇ
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ᴳ ԇ ὤ DHCP ╖ ̆ᴳ ԇ no Ὧ ὤ DHCP

╖ DHCP relay ⁸╖ Ȃ 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ̆ DHCP request а relayȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ 1 relay ⁸╖ Ȃ 

Ruijie# 

Ruijie# configure terminal  

Ruijie(config)# interface GigabitEthernet  0/1 

Ruijie(config-if)# ip dhcp relay suppression  

Ruijie(config-if)# exit 

Ruijie(config)# 
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30 ���" DNS 
f�Ö
a	—  

30.1 ���"�­�‘
a	— 

30.1.1 ip domain-lookup 

╟ DNS Ȃᴳ ԇ no ‡Ὧ DNS ╖ Ȃ 
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ȍ Ȏ 

  

ip-address ╘ IP  

ȍ Ȏ 

╘  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╗ DNS Server IP Ȃ ԇ̆ ֶ ╗Уэ DNS ServerȂ

ӱ Уэ Server ⁮ ̆ ֶ ΰэ Server DNS

̆ ⁮ ⁮ ѝ Ȃ 

6 э ╘ Ȃ‮ DNS Server ̆ ҩ ip-address ̆

‡ ‮ ╘ ̆ ‡‮ DNS ╘ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# ip name-server  192.168.5.134 

ȍ Ὧ ԇȎ 

ԇ  

show hosts DNS Ὧ ᶕ Ȃ 

ȍ Ȏ 

ԇ ₥Ө RGNOS10.1 Э Ȃ 

30.1.3 ip host 

ԇ ў IP Ȃᴳ ԇ no ‮ ў ‟ Ȃ 

ip host host-name ip-address 

no ip host host-name ip-address 

ȍ Ȏ 

  

host-name ў  

ip-address IP  
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31 ���" NTP 
a	— 

31.1 NTP���"�­�‘
a	— 

31.1.1 no ntp 

Ὧ ntp ╘̆ṃ б ╘ ̆ ntp ᶕ Ȃ 

no ntp 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ NTP ╘ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᾳЮ N̆TP ╖ Ὧ ת̆ ҩ NTP ╘ NTP ὤ ⁞

⁸̆NTP ╖ ֶ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ NTP ╘Ȃ 

no ntp 

ȍ Ὧ ԇȎ 

ԇ  

ntp server Уэ NTP ╘  

31.1.2 ntp access-group  

NTP ╘ ⁸ ̆ ԇ no ⁸ Ȃ 

ntp access-group {peer|serve|serve-only|query-only}  

access-list-number| access-list-name 

no ntp access-group {peer|serve|serve-only|query-only}  
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access-list-number| access-list-name 

ȍ Ȏ 

  

peer 

ἵ NTP ╘

⁸ ҂̆ἵ б

̂ ὤ ̃Ȃ 

serve 

ἵ NTP ╘

⁸ аἵת̆ б

Ȃ 

serve-only Өἵ NTP ╘ Ȃ 

query-only Өἵ NTP ╘ ⁸ Ȃ 

access-list-number 
IP ⁸‟ ̕ ѝ 1
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Ruijie(config)# ntp access-group peer 1 

Ruijie(config)# ntp access-group serve-only 2 

ȍ Ὧ ԇȎ 

ԇ  

ip access-list … IP ⁸‟ Ȃ 

 

31.1.3 ntp authenticate 

NTP ╘ᴳ NTP ὤ ⁸Ȃ 

ntp authenticate 

no ntp authenticate 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ NTP ὤ ⁸ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ὤ ὤ ⁞ ⁸̆‡а ᶕ ╗ Ȃ ὤ ὤ ⁞

⁸̆ ὲӹ ὤ ̆ ұ ╘ ╗ ᶕȂ 

ῆ ntp authentication-keyȁntp trusted-key ᶕ֗ Ȃ 

ȍѡᴿȎ 

ҩ ὤ ὲ ѝὤ ᶕ֗ ̆ ⁸Ȃ 

ntp authentication-key 6 md5 wooooop 

ntp trusted-key 6 

ntp authenticate 

ȍ Ὧ ԇȎ 

ԇ  

ntp authentication-key ὤ  

ntp trusted-key ὤ ᶕ֗ Ȃ 
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31.1.4 ntp authentication-key 

ѝ NTP ╘ Уэὤ NTP Ȃ 

ntp authentication-key key-id md5 key-string [enc-type] 

no ntp authentication-key key-id md5 key-string [enc-type] 

ȍ Ȏ 

  

key-id ID̕ 

key-string  ѕ̕ 

enc-type 
̂ ̃ ╗ 0̆

╗ ̆7 ╗ ̕ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ὤ ̆ md5 ╗ ̆ э Уэ У key-id ̆

Ԉ ntp trusted-key key-id ѝὤ ᶕ֗ Ȃ 

Э ѝ 1024 э̆ת э ╘ ӨӨ Уэ  

ȍѡᴿȎ 

ԈЮᴿ Уэ ID ѝ 6  

ntp authentication-key 6 md5 wooooop 

ȍ Ὧ ԇȎ 

ԇ  

ntp authenticate ὤ ὤ ⁞ ⁸ 

ntp trusted-key ὤ ᶕ֗  

ntp server Уэ NTP ╘  

 

31.1.5 ntp disable 
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Ὧ NTP ╖ Ȃ 

ntp disable 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ Ԉ NTP Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆֗ Э NTP Ԉ ᵏ ̆

э╖ ̆ Ԉ Э ⁮ NTP Ȃ 

 

�a���_�É�!����
IP ̆ ὲӹ Э

ԇȂ 

 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ NTP Ȃ 

no ntp 

ȍ Ὧ ԇȎ 

Ȃ 

31.1.6 ntp master 

ᴐѝ NTP ў ̂ ̃̆ ѝὲ ᵏ Ȃ

ԇ no ѝ NTP ў Ȃ 

ntp master [stratum] 

no ntp master 

ȍ Ȏ 

  

stratum 
̆ ѝ 1͘

15̕ а ‡ ḣѝ 8Ȃ 
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ȍ ᾳȎ 

а NTP ў ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆ ֶ б Ȃת ұ

б ̆ Ԉ ԇ

̆ѝὲӹ ᵏ Ȃ 

У ҩ ̆ ᵳаֶб ὲ ḣ Ȃ 

 

�a���_�É�!����
ᴳ ԇ ⁞ Ȃ ѝў ̂ ὲ ҩ ᴂ

ḣ ̃ Ȃ У ѐ э ᴳ

ҩ ԇ̆‡ ұ Ѯ а Ȃ 

̆ᴳ ԇ₥ ӱ б ̆‡ ╟ ῆ

Ԉᶑ ὲаֶ Ḷ Ȃ 

 

ȍѡᴿȎ 

ԈЮ ᴉ ̆ ὲ ѝ 12Ȃ 

Ruijie(config)# ntp master  12 

ȍ Ὧ ԇȎ 

 

31.1.7 ntp server 

ѝ NTP Уэ NTP ╘ Ȃ 

ntp server ip-addr [ version version ] [ source if-name ] [ key  

keyid][
8C2 m94 -1.486 Td
(keyi7fserver)Tj
/TT0 1 Tf
0.0022 T339.337 0 Td
([ )Tj
/TT1 1 Tf
-0.0006 Tf
08Tc 0 5Tw 4.f
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Q
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BT3>Tj
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q
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q
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W n
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f
Q
Q
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f
BT3>Tj
0 g
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f
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0 Tc 2.251 0 Tdd
<04B8CE108750EFB>ion)]TJ
/TT0 1 Tf
0.00224Tc 7.246 0 I
(NTP)Tj
/C2_0 1 Tf
01CN.251 0 T1D0004B8C334D340B4A1C05>ion)]TJ
/TT0 1 Tf
0.00195Tc 7.246 0[ I
v



NTP ԇ 

31-7 

version 
̂ ̃ NTP ̂1-3̃̆ NTPv3

̕ 

if-name ̂ ̃ NTP ̂Ь ̃̕  

keyid ̂ ̃ б ╘ ᶕ ╗  

prefer ̂ ̃ ╘ ѝ Prefer ╘  

ȍ ᾳȎ 

NTP ╘ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

₥ ԏ Ө ╘ ̆ ╘ Э ѝ 20 эȂ 

б ╘ ╗ ᶕ̆ Ἴ ὤ ╗ Ԉ ὤ ᶕ֗ ̆

ѝ ╘ ᶕ֗ ̆ Ԉ ұ ╘ ╗ ᶕ̆ б ╘

╗ ᶕ ╘ ὤ ╗ бὤ ᶕ֗  

ᾳ̂ ̃Юִ̆Ἴ prefer  

NTP Ḁ УЮ̆ ѝ ҩ IP

Ԉ NTP ╘ ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Э ѝ NTP serverȂ 

IPv4 ̔Ruijie(config)# ntp server 192.168.210.222 

IPv6 ̔Ruijie(config)# ntp server 10::2 

ȍ Ὧ ԇȎ 

ԇ  

no ntp Ὧ NTP ╘╖ Ȃ 

 

31.1.8 ntp synchronize 

NTP  

ntp synchronize 

no ntp synchronize 
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ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

NTP б э ╘ ‫ ѝ 8 э Ѯ̆ ѝ У‍

̆ ╟ ̆ ̆‡ Ԉᴳ ԇ  

ȍѡᴿȎ 

ԈЮ ᴿ ̆ NTP Ȃ 

Ntp synchronize 

ȍ Ὧ ԇȎ 

ԇ  

ntp server Уэ NTP ╘   

 

31.1.9 ntp trusted-key 

Уэ ID ѝὤ ᶕ֗  

ntp trusted-key key-id 

no ntp trusted-key key-id 

ȍ Ȏ 

  

key-id ὤ ᶕ֗ IDȂ 

ȍ ᾳȎ 

ᾳЮ ᶕ֗ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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NTP ᶕ֗ ̆ ID ̆ а

ּ ̆Ԉ ὤ ̕ 

ȍѡᴿȎ 

ԈЮ Уэ ̆ ѝ ╘ ᶕ֗ Ȃ 

ntp authentication-key 6 md5 wooooop 

ntp trusted-key 6 

ntp server 192.168.210.222 key 6 

ȍ Ὧ ԇȎ 

ԇ  

ntp authenticate ὤ ⁞ ⁸Ȃ 

ntp 

authentication-key  
NTP Ȃ 

ntp server Уэ NTP ╘ Ȃ 

31.1.10 ntp update-calendar 

NTP ᴳ ӱ ḣ ֒ Ȃ

ԇ no ֒ ╖ Ȃ 

ntp update-calendar 

no ntp update-calendar 

ȍ Ȏ 

                 

ȍ ᾳȎ 

֒ ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ╖ Ԉ NTP ᴳ ӱ ḣ

֒ Ȃ ֒ ᴳ Ὧ ᴁ ᾳЮӰ

╟Ȃ 

ᾳЮ NTP ֒ Ȃ Ѯ ̆NTP ֶ б

╖ ҂ ֒ Ȃ 

ȍѡ 
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ԈЮ ᴉ NTP ֒ ̔ 

Ruijie(config)# ntp update-calendar  

ȍ Ὧ ԇȎ 

                 

31.2 �¡�µ�0�³�Å
a	—  

31.2.1 debug ntp 

NTP ᶕ Ȃ 

debug ntp 

no debug ntp 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

NTP ╖ ̆ Ԉ ԇ   ᶕ ̆

Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ NTP ὯȂ 

debug ntp 

ȍ Ὧ ԇȎ 

Ȃ 

31.2.2 show ntp status 

NTP ᶕ Ȃ 

show ntp status 

ȍ Ȏ 
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Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

NTP ╘ ̆ ₥ NTP ᶕ ̆ У ╗ ╘ Ѯ

₥ ԇаֶ ֗ᴉᶕ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ₥ NTP ᶕ Ȃ 

show ntp status 

ȍ Ὧ ԇȎ 
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32 ���" SNTP 
a	— 

32.1 ���"�­�‘
a	— 

32.1.1 sntp enable 

ԇ SNTP ╖ ̆ᴳ ԇѐ no ѝ ḣ

—DisableȂ 

[no] sntp enable 

ȍ Ȏ 

 

ȍ Ȏ 

SNTP Disable 

ȍ ԇ Ȏ 

 ὤ  

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ  

ȍѡᴿȎ 
RedGiant(config)# sntp enable 

ȍ Ὧ ԇȎ 

ԇ  

show sntp SNTP  

clock update-calendar ֒ ֒  

clock set ֒  

 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

32.1.2 sntp server 
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ԇ SNTP Server̆ ұ SNTP NTP ὤὸ ̆ Ԉ э Server

ὤ Ԉ internet ЭὨ NTP ServerȂ 

sntp server ip-addr 

no sntp server 

ȍ Ȏ 

ip-addr ̔NTP/SNTP ╘ IP  

ȍ Ȏ 

֗ᴉ NTP/SNTP ╘  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ  

ȍѡᴿȎ 

RedGiant(config)#  sntp server 192.168.4.12 

ȍ Ὧ ԇȎ 

ԇ  

show sntp SNTP  

sntp enable SNTP 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

32.1.3 sntp interval 

ԇ SNTP Client NTP/SNTP Server Ȃ 

sntp interval seconds 

no sntp interval 

 

ȍ Ȏ 

seconds ̔ ̆ ᴁѝľ Ŀ ѝ 60 --65535 Ȃ 

ȍ Ȏ 

ḣѝ 1800s 
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ Ȃ 

ȍѡᴿȎ 

RedGiant(config)# sntp interval 3600 

ȍ Ὧ ԇȎ 

ԇ  

sntp enable SNTP 

show sntp SNTP Ὧ  

clock update-calendar ֒ ֒  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

 

 

�a���_�É�!��

     аֶ ̆ ̆

sntp enable ԇȂ 

 

32.2 �¡�µ�­�‘
a	— 

б ꜛ ԈЮ ԇ: 

�z show sntp 

32.2.1 show sntp 

ԇ SNTP Ὧ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 



SNTP ԇ 

32-4 

 

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ  

ȍѡᴿȎ 

RedGiant# show  sntp 

SNTP state            : Enable 

SNTP server           : 192.168.4.12 

SNTP sync interval   : 60 

Time zone              : +8 

ȍ Ὧ ԇȎ 

ԇ  

sntp enable SNTP 

show sntp SNTP Ὧ  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 
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33 ���" UDP-Helper ԇ 

33.1 ���"�­�‘
a	— 

33.1.1 udp-helper enable 

udp-helper enable ԇ ╟ UDP ѐ ╖ Ȃno udp-helper 

enable ԇ Ὧ UDP ѐ ╖ Ȃ  

ᾳЮ̆UDP ѐ ұὯ Ȃ  

udp-helper enable 

no udp-helper enable 

ȍ Ȏ 

 

ȍ Ȏ 

UDP ѐ ұὯ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

UDP-Helper ѐ ╖ ‡̆ 69,53,37,137,138,49 UDP

ѐ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ╟ UDP ѐ ╖ : 

Ruijie(config)# udp-helper enable  

ȍ Ὧ ԇȎ 

�z ԇ �z  

ip forward-protocol  ѐ UDP  

ȍ Ȏ 

ԇ ₥Ө RGNOS10.1 Э Ȃ 

33.1.2 ip helper-address 



UDP-Helper ԇ 
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UDP ѐ ╘ Ȃᴳ no ‮ UDP

ѐ ╘ Ȃ 

ip helper-address address 

no ip helper-address address 

ȍ Ȏ 
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ip forward-protocol udp [port | tftp | domain | time | netbios-ns | netbios-dgm 

| tacacs] 

no ip forward-protocol udp [port | tftp | domain | time | netbios-ns | 



UDP-Helper ԇ 

33-4 

ԇ  

udp-helper enable ᴳ UDP  

ip forward-protocol ѐ UDP  

ȍ Ȏ 

ԇ ₥Ө RGNOS10.1 Э Ȃ 



DDNS ԇ 

 

34 ���" DDNS 
a	— 

34.1 ���"�­�‘
a	— 

34.1.1 peanut username 

У DDNS ԇȂ Ԉᴳ ԇ no ‮ ԇȂ 

[no] peanut username name password word 

 

   

 name   

 word  

 

  ᾳЮѝὯ ╖  

 

ԇ   ὤ Ȃ 

 

ᴳ   ԇ Ԉ  

 

ѡᴿ  

ᴿ 1̔ ╖ ̔ 

Ruijie# config  

Ruijie(config)# peanut username test password test  

 

 ԇ  
Ὧ ԇ 

 - - 

 

  - 

 

   
ԇ  

 1.0 ‫  
 

‫  
 



DNS ԇ 

 

35 ���"�&
Ÿ DNS 
a	— 

35.1 ���"�­�‘
a	— 

35.1.1 smartdns 

У IP ‡Ȃ Ԉᴳ ԇ no ‮ IP ‡Ȃ 

[no] smartdns A.B.C.D interface map X.X.X.X 

 

   

 A.B.C.D ╘ ᾃ IP Ȃ 

 Interface   Ȃ 
 

 X.X.X.X IP Ȃ 

 

   

 

ԇ   ὤ Ȃ 

 

ᴳ   ԇ Ԉ ╗У IP ‡Ȃ 

 

ѡᴿ  

ᴿ 1̔ ч IP ‡̆ᾃ ╘ 192.168.1.100̆ gigabitethernet 0/1 Э

202.101.99.55̆ gigabitethernet 0/2 Э 58.66.101.33̔ 

Ruijie# config  

Ruijie(config)#  smartdns 192.168.1.100 gigabitethernet 0/1 map 

202.101.99.55 

Ruijie(config)#  smartdns 192.168.1.100 gigabitethernet 0/1 map 

58.66.101.33 

 

 ԇ  
Ὧ ԇ 

 smartdns enable DNS ╖ ᴳ Ὧ 

 

  - 

 

   
ԇ  

 1.0 ‫  

 



DNS ԇ 

 

35.1.2 smartdns enable 

DNS ╖ ̆ Ԉᴳ ԇ no Ὧ DNS ╖ Ȃ 

[no] smartdns enable 

 

   



 

 

 

1��AF¼�Ú�ÖCÃ+�



ԇ 

36-1 

36 ���"��	Û	¾��
a	—  

36.1 ���"�­�‘
a	— 

36.1.1 ip policy route-map 



ԇ 

36-2 

 

 

ȍѡᴿȎ 

ԈЮ ᴿ ѐ̆ Ԉ FE0 ⁮ ̆

ѝ 10.0.0.1 ‡̆ ЮУ ѝ 196.168.4.6̆ ѝ 20.0.0.1

‡ ЮУ ѝ 196.168.5.6̆ ‡ Ȃ 

access-list  1 permit  10.0.0.1 0.0.0.0 
access-list  2 permit  20.0.0.1 0.0.0.0 

route-map  lab1 permit  10 
match ip address  1 

set ip next-hop  196.168.4.6 
exit 

route-map  lab1 permit  20 
match ip address  2 

set ip next-hop  196.168.5.6 
exit 

interface GigabitEthernet  0/0 
ip policy  route-map lab1 

exit 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡Ȃ 

route-map Ѭ Ȃ 

set ip next-hop Ѭ ЮУ  

set ip default next-hop Ѭ ЮУ  

set interface Ѭ    

set default interface  Ѭ    

set ip tos IP ѐ TOS 

set ip dscp IP DSCP 

set ip precedence  IP ѐ ִἼ  

match ip address ‡ 

match length  ּר  

̔route-map Ὧ ԇ ȇ Ὧ ԇ Ȉ 



ԇ 

36-3 

ip local policy route-map 

̆ Юᴳ ԇ ip local 

policy route-mapȂ Ὧ ᴳ ԇ no Ȃ 

ip local policy route-map route-map 

no ip local policy route-map 

 

�a���_�É�!��

Ӈ Эа ԇȂ 

 

 

ȍ Ȏ 

  

route-map Ȃ 

ȍ ᾳȎ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Э ̆ ⁮ ꜛ

̆ ꜛ Ȃ 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ

‡ ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ

̆ ѐ э ꜛ ѐ Ѭ ᴐ

Ȃ 

set interface а , ₥ ҩ set interface

э ̆ ᾕᴍ ֙Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ѐ̆ᴳ Ԉ 192.168.217.10 ѝ

ӱ serial 2/ 0   Ȃ  

access-list 1 permit 192.168.217.10 



ԇ 

36-4 

route-map lab1 permit 10 
match ip address 1 

set��interface��serial 2/0 
exit 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

route-map Ѭ  

set ip next-hop Ѭ ЮУ  

set ip default next-hop Ѭ ЮУ  

set interface Ѭ    

set default interface  Ѭ    

set ip tos IP ѐ TOS 

set ip dscp  IP DSCP 

set ip precedence  IP ѐ ִἼ  

match ip address ‡ 

match length  ּר  

̔route-map Ὧ ԇ ȇ Ὧ ԇ Ȉ 

36.1.2 ip policy  

set ip nexthop ᾕᴍ ֙ ̆

ὤ Юᴳ ip policy Ȃᴳ ԇ no

Ȃ 

ip policy {load-balance|redundance} 

no ip policy 

ȍ Ȏ 

  

load-balance|redundance ᾕᴍ ֙

ȍ ᾳȎ 

ᾕᴍ ֙Ȃ 



ԇ 

36-5 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѐ set ip next-hop ̆ Ԉ эЮУ ת̆

ҩᾕᴍ ֙ ̆ Уэ Ԉ ЮУ ᴐ ̕ ҩ

̆ э ЮУ ᴐ ̆WCMP Ԉ

4 эЮУ ̆ECMP Ԉ 32 эЮУ Ȃ ЮУ

҃⁮ ARP ᶕ ЮУ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ѐ̆ ѐ ҩ э nexthop, ὤ Ю

ҩᾕᴍ ֙ ̆‡ EF0 Э э У

э nexthop ᴐ ̆ Ȃ  

access-list 1 permit 10.0.0.1 

access-list 2 permit  20.0.0.1 
route-map lab1 permit 10 

match ip address 1 
set ip next-hop  196.168.4.6 

set ip next-hop 196.168.4.7 
set ip next-hop 196.168.4.8 
exit 

route-map lab1 permit 20 

match ip address 2 
set ip next-hop 196.168.5.6  

set ip next-hop 196.168.5.7 
set ip next-hop 196.168.5.8 
exit 

interface GigabitEthernet 0/0 

ip policy route-map lab1 
exit 

ip policy redundance 





ԇ 

37-2 

  - 

 

   

 10.3(4b7) ԇ ԇ  

 10.3(4t90) ╗ ╟  

 

37.1.2 route-auto-choose update 

֒̆ ԇ ₥ ֒

̆ᴳ ֒ Ȃ 

route-auto-choose update 
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38 ���" RIP 
a	— 

38.1 ���"�­�‘
a	— 

38.1.1 address-family�� RIP��  

ὡ RIP ̆ᴳ ԇ

address-family̆ ‮ ̆ᴳ ԇ

no Ȃ 

address-family ipv4 vrf vrf-name 

no address-family ipv4 vrf vrf-name 

ȍ Ȏ 

  

vrf vrf-name ԇὯ VRF Ȃ 

ȍ Ȏ 

а RIP Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ address-family ԇᴳ ὡ ̂ ѝ̔

(config-router-af)#̃Ȃ У Ὧ VRF ̆RIP ֶ…

VRF RIP ᴿȂ Ю̆ Ԉ VRF RIP

ᶕ Ȃ 

‮ ̆ᴳ  

exit-address-family exit ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆… ҩУэ ѝ vpn1 VRF̆ ѝ vrf …

RIP ᴿȂ 

Ruijie(config)# ip vrf vpn1 
Ruijie(config-vrf)#  exit 

Ruijie(config)# interface GigabitEthernet 1/0 
Ruijie(config-if)#  ip vrf forwarding vpn1 

Ruijie(config-if)#  ip address 192.168.1.1  





RIP ԇ 

38-3 

̆ Ὧ ╟ ╖ Ȃת RIPv2 ̆ ԈὯ

╟ ╖ ̆RIPv1 ╟ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ RIPv2 ╟ Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# version 2 



RIP ԇ 

38-4 

Ѭ ḣ̆ ḣ default-metric Ѭ ḣȂа

ԇ‡ default-metric ḣ ѝ 1Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP OSPF ⁮ ҩ

‍ ̆ Ҿ ‍ ‫ RIP ḣ ѝ 3Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# default-metric 3 
Ruijie(config-router)#  redistribute ospf 100 

ȍ Ὧ ԇȎ 

ԇ  

redistribute ӱУэ ‍ ⁮ Уэ Ȃ

ȍ Ȏ 

ȍ Ȏ 

38.1.4 default-information originate(RIP) 

RIP ӊ У ̆ Ԉᴳ ԇ

default-information originate ԇ̆ ԇ no

Ȃ 

default-information originate [always] [metric metric-value] 

[route-map map-name] 

no default-information originate [always] [metric] [route-map 

map-name] 

ȍ Ȏ 

  

always 
̂ ̃ Ὧ ᴳ RIP ֒ӊ

̆а Ȃ 

metric metric-value 
̂ ̃ ‫ ḣ m̆etric-value
ḣ ̔1-15Ȃ 

route-map 

map-name 

̂ Ὧ̃ route-map , Ὧ

route-map 

ȍ Ȏ 

ӊ ̕ӊ metric ḣ ѝ 1Ȃ 

ȍ ԇ Ȏ 

Ȃ 
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ȍᴳ Ȏ 

ѐ ̆RIP аֶ

̆ ᴳ default-information originate ԇ

̆ Ȃ 

alwaysћ

[<54AC4(route-map_0 1 Tf
0 Tw 14.19c 5.137T43532AFC>Tj15>-6<45 1 -29.Tj1Td
<354202C045D02D6C>Tj
/TT1 1 Tf
0.225 T Tc 9010 ( )c 946 94  Td
[(alw)-16set)-4( metric2_0 1 Tf
0 Tc 3.526/T.194 4.977RIP)Tj<32>807EDFCCD<2CD32B0501C4>Tj32B0147A47A3066<04721>Tj
0ED81821/TT0 1 Tf
( )Tj
/C2_0 1 Tf
0 -2.16-9 6.9 TD
<03532AFCC3F3E9C>Tj
/TT1 1 Tf
0.225 Tw  90451 0 Td7(RIP)Tj
metric20 1 Tf
0 Tw 14.19c 3Td7(RIP)Tj[AFC>Tj15>FCCD5350A45EE2CD543C32B0501C4>Tj32B0147A47A3066<04721>Tj
0ED818216<4051A<09C071C3
-BTj3Tj
6211 1 Tf
0 Tc 0  Tc 90524 0-7.549 Td
<2B0502(route-map_0 1 Tf
0 Tw 14.19c 5.137T43532A32B01 1 Tf
0.225 T Tc 90<0 (  Tc 261194 0Td51RIP)Tj
set metric20 1 Tf
0 Tw 14.19c .194 4.94[<54AC41732>807ED02D7>1437045DD18B22751CDD2>Tj
/TT01 1 Tf
0 Tc 0 T  90451 09.8F1RIP)Tj
metric20 1 Tf
0 Tw 14.19c 3Td
[(alw)-1AFC>Tj15>-6<45143707ED543C32B0501C4>TjTc -2-23.691Td
<354202C0>Tj
/TT1 1 Tf
2.247 0 Td51RIP 
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distance distance [ ip-address wildcard ] 

no distance [distance ip-address wildcard ] 

ȍ Ȏ 

  

distance RIP ἵ̆ <1-255>Ѯ

ip-address IP ₥  

wildcard 
Ѭ IP ᴁ̆̊ רּ ̆̋ аṁ

Ȃ 
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no distribute-list {[access-list-number | name] | prefix prefix-list-name 

[gateway prefix-list-name]} 



RIP ԇ 

38-8 

ȍ Ȏ 

38.1.7 distribute-list out�� RIP��  

⁸ ̆Ԉ ̆ ᴳ ԇ

distribute-list outȂ ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | name] | prefix prefix-list-name} 

out [interface | protocol [process-id | process-name]] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name} 

out [interface | protocol [ process-id| process-name]] 

ȍ Ȏ 

  

access-list-number 
‟ Ȃ ‟ ἵ

̆ Ԉ Ȃ 

prefix prefix-list-name ᴳ ₥ ‟ Ȃ 

interface 
( ) ‍ ‟ ̆

⁸ Ȃ 

protocol 
( ) ‍ ‟ ̆

‍ Ȃ 

process-id 
( ) protocol ѝ OSPF ̆

ұ OSPF idȂ 

process-name 
( ) protocol ѝ ISIS ̆ ұ

ISIS Ȃ 

ȍ Ȏ 

⁸ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇа ֗ᴉ ̆ ⁸ ᴐ ̕

̆ ⁸ ᴐ ̕ ὲ

̆‡ ⁸ ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP 192.168.12.0/24 Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# network  200.4.4.0 

Ruijie(config-router)# network 192.168.12.0 



RIP ԇ 

38-9 

Ruijie(config-router)#  distribute-list  10 out 
Ruijie(config-router)# version  2 

Ruijie(config)# access-list 10 permit  192.168.12.0  
0.0.0.255 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡Ȃ 

prefix-list Ѭ₥ ‟ Ȃ 

�n��°Tz�}¡=qÐ‚�M@~³ãÀ�@
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address-family  ὡ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

38.1.9 ip rip authentication key-chain 

RIP ̆ RIP ᴳ ѕ̆ ԇ ip rip 

authentication key-chainȂ ԇ no ‮ ѕȂ 

ip rip authentication key-chain name-of-keychain 

no ip rip authentication key-chain 

ȍ Ȏ 

  

name-of-keychain ѕ ̆ RIP ᴳ ѕȂ

ȍ Ȏ 

Ὧ ѕȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ѕ ѐ ҩ̆ת ‾ key chain ὤ

ԇ ѕ Ѭ̆ а RIP ꜛ Ȃ 

RIPv1 а RIP ꜛ ̆ RIPv2 Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ S̆erial 0 ҩRIP Ὧ̆ ѕѝ ripchainȂ 

Ruijie(config)# interface serial 0/0 
Ruijie(config-if)#  ip rip authentication key-chain  

ripchain 

ȍ Ὧ ԇȎ 



RIP ԇ 

38-11 

ȍ Ȏ 

ȍ Ȏ 

38.1.10 ip rip authentication mode 

Ѭ RIP ̆ ᴳ ԇ ip rip authentication 

modeȂ ԇ



RIP ԇ 

38-12 

 

38.1.11 ip rip authentication text-password 

RIP ѕ̆ ᴳ ԇ ip rip authentication 

text-passwordȂ ԇ no ‮ ѕȂ 

ip rip authentication text-password password-string 

no ip rip authentication text-password 

ȍ Ȏ 

  

password-string ѕ̆ 1͘16 Ȃ 

ȍ Ȏ 

ѕȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIP ╖ ̆ Ԉ ᴳ ԇ

ѕ̆҂ Ԉ Ὧ ѕ ѕ̆ ִἼ ұ₥ Ȃ 

RIPv1 а RIP ꜛ ̆ RIPv2 Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ S̆erial 0 RIP ̆

ѕѝ ruijieȂ 

Ruijie(config)# interface serial  0/0 

Ruijie(config-if)# ip rip authentication text-password 
ruijie  

ȍ Ὧ ԇȎ 

ԇ  

ip rip authentication 

mode 
Ѭ RIP Ȃ 

ip rip authentication 

key-chain 

RIP ̆ RIP ᴳ

ѕȂ RIPv2 RIP ꜛ Ȃ 

ȍ Ȏ 

ȍ Ȏ 



RIP ԇ 

38-13 

38.1.12 ip rip default-information 

ӱ У RIP ̆ ᴳ ԇ ip rip 

default-informationȂ ԇ no Ȃ 

ip rip default-information͕only͖originate͗[metric metric-value] 

no ip rip default-information 

ȍ Ȏ 

  

only ̆а ὲ Ȃ 

originate ̆҂ ὲ Ȃ 

metric metric-value ḣ̆ ḣ ̔1-15Ȃ 

ȍ Ȏ 

Ȃ 

╟ ̆metric ѝ 1Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ҩ ԇ ̆ ֶӱ У   Ȃ

ҩ Ю ip rip default-information RIP

default-information originatĕ‡ Ȃ 

 

�a���_�É�!��

1ȁ Уэ ҩ ip rip default-information R̆IP аᾋ ҃

Ȃ ҃⁮ҩ ̆ ֶ

⁮ ‮ Ȃ 

2ȁ Э ҩ ip rip default-information̆аֶ ̆

ЮУэ ѐ Ȃ 

 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ethernet0/0 Э… У ̆

Ȃ 

Ruijie(config)# interface ethernet  0/0 

Ruijie(config-if)# ip rip default-information only 

ȍ Ὧ ԇȎ 

ԇ  
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default-information 

originate 
RIP ӊ  

ȍ Ȏ 

ȍ Ȏ 

 

38.1.13 ip rip receive enable 

ἵ RIP Уэ Э RIP ꜛ̆ ԇ ip rip 

receive enableȂ ԇ no RIP Уэ Э RIP

ꜛȂ 

ip rip receive enable 

no ip rip receive enable 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

ἵ  �÷@�â�Ð 

�´�Ä  
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38.1.15 ip rip send enable 

ἵ RIP Уэ Э RIP ꜛ̆ ԇ ip rip 

send enableȂ ԇ no RIP Уэ Э RIP

ꜛȂ 

ip rip send enable 

no ip rip send enable 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

ἵ RIP ꜛ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

RIP ꜛ̆ Юᴳ ԇ

no Ȃ ԇ

defaulto
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no ip rip send version 

ȍ Ȏ 
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Ȃ 

ȍ Ȏ 

ѝ ᾱұ version ԇ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ̆ Ԉ vesion ԇ Ȃ ԇ

RIP ѝ̆ Ԉἵ RIPv1 RIPv2

ꜛȂ ԇ а ‡ ѝ ᾱұ version Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆G GigabitEthernet 0/0 Ԉ RIPv2 Ȃ 

Ruijie(config)# interface GigabitEthernet  0/0 

Ruijie(config-if)#  ip rip v2-broadcast  

ȍ Ὧ ԇȎ 

ԇ  

version Ѭ RIP ꜛ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

38.1.18 ip split-horizon (RIP) 

RIP ‍→╖ ̆ ᴳ ԇ ip split-horizonȂ

ԇ no Ὧ RIP ‍→╖ Ȃ 

ip split-horizon 

no ip split-horizon 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

ᾳЮ̆ ‍→ Э Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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IP Э̆ ̆

‍→ ⁸Ԉ ὁ Ȃ ‍→ Ԉ

Ҿ ᶕ ӱ ҃⁮ Ҿ ᶕ   ̆ ѝִעҩ
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RIP ╟ ⁮ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ip summary-address rip э Ю Уэ

ȂRIP ╟ ⁮ Ȃ э Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ RIPv2 ╟ Ȃ ̆

GigabitEthernet 1/0 172.16.0.0/16Ȃ 

Ruijie(config)# interface GigabitEthernet  1/0 

Ruijie(config-if)# ip summary-address rip  172.16.0.0 
255.255.0.0 

Ruijie(config-if)# ip address  172.16.1.1 255.255.255.0 
Ruijie(config)# router rip  

Ruijie(config-router)# network  172.16.0.0 
Ruijie(config-router)#  version  2 

Ruijie(config-router)# no auto-summary 

ȍ Ὧ ԇȎ 

ԇ 
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wildcard 
Ѭ IP ᴁ̆0 רּ ̆1

аṁ Ȃ 

ȍ Ȏ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉ network-number wildcard ̆G

ᾃ б RIP Ȃ 

wildcard ̆RGOS ̆ᴳ

ᾃ б RIP Ȃ 

RIP Ѭ ‟ ѐ̆ Ԉ RIP

̆ RIP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩб RIP Ὧ чэ ̆ἵ

192.168.12.0/24 172.16.0.0/24 ᾃ б RIP ̔ 

Ruijie(config)# router rip 

Ruijie(config-router)# network  192.168.12.0 
Ruijie(config-router)# network  172.16.0.0 0.0.0.255  

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

38.1.21 neighbor (RIP) 

Ѭ RIP IP ̆ Ԉ ԇ neighborȂ

ԇ no ‮ ѬȂ 

neighbor ip-address 

no neighbor 

ȍ Ȏ 

  

ip-address IP Ȃ Ȃ 

ȍ Ȏ 

Ѭ Ȃ 
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIPv1 ᴳ IP ̂255.255.255.255̃ ᶕ ̆RIPv2

ᴳ ̂224.0.0.9̃ ᶕ Ȃ а

Э ὤ ̆ ⁮ ᶕ ̆ Ԉ

ԇ passive-interface ѝ ╟ ̆ Ѭ Ҿ

Ԉ ⁮ ᶕ Ȃ ԇаֶ RIP ᶕ Ȃ

ҩ passive ̆ ҂ӊ аֶ Ȃ 

ȍѡᴿȎ 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

38.1.22 offset-list(RIP) 

╗ RIP metric ḣ̆ Ԉᴳ ԇ

offset-list̆ ԇ no ‮ offset ‟  

offset-list access-list-number {in | out} offset [interface-type  

interface-number] 

no offset-list access-list-number {in | out} offset [interface-type  

interface-number] 

ȍ Ȏ 

  

access-list-number ῆ acl  

in acl metric ᶢ  

out acl metric ᶢ  

offset ᶢ metric ╟ḣ 

interface-type acl ⁮  

interface-number  

ȍ Ȏ 

offsetȂ 

ȍ ԇ Ȏ 
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Ȃ 

ȍᴳ Ȏ 

RIP offset-list Ԉ ὤ

offset-list̆‡ RIP ֶ ╗ offset-list metric ḣ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ acl 7 ᾃ RIP ֶ metric ╗ 7Ȃ 

Ruijie(config-router)# offset-list  7 out 7 

ԈЮ ᴿ ̆ GigabitEthernet1/0 ҃ acl 8 ᾃ

RIP ֶ metric ╗ 7Ȃ 

Ruijie(config-router)#  offset-list 7 in 7 

Ruijie(config-router)# offset-list  8 in 7 
GigabitEthernet 1/0 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

38.1.23 output-delay 

RIP ̆ ᴳ ԇ 

output-delay̆ ԇ no Ȃ 

output-delay delay 

no output-delay 

ȍ Ȏ 

  

delay ̆ ᴁѝ ̆ <8-50> 

ȍ Ȏ 

ѝ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆RIP ѝ 512 ̆ Ԉꜛ 25 ̆

ұ 25̆ ֶ э ̆ ᾳЮ

Ȃ 
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ת ̆ ᴂ ᴂ̆ а

ὤ ̆ ᶕ х Ȃ ̆ ᴳ output-delay

ԇ ╗ ̆G ᴂ ὤ

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ѝ 30  

Ruijie(config)#  router rip  
Ruijie(config-router)# output-delay  30 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

38.1.24 passive-interface 

Уэ Э ╖ ̆ ᴳ ԇ

passive-interface ԇȂ ԇ no ╖

Ȃ 

passive-interface {default | interface-type interface-num} 

no passive-interface {default | interface-type interface-num} 

ȍ Ȏ 

  

default ѝpassive

interface-type interface-num б  

ȍ Ȏ 

ᾳЮ̆ ѝ passive Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

passive-interface default ԇ ѝ passive ̆

Ԉᴳ no passive-interface intface-type interface-num ԇ Ҿ

ѝ passive Ȃ 

ᴳ ip rip send enable ԇ ip rip receive enable ԇ

ѝἵ RIP ᾳЮ̆ ԇ ѝ

passive ̆аᾋ RIP ת̆ Ԉ RIP ̕
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38.1.26 router rip 

… RIP ὡ ̆ ᴳ ὤ ԇ

router ripȂ ԇ no ‮ RIP Ȃ 

router rip  

no router rip 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

RIP Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Уэ RIP ̆ ѬУэ Ȃ Э ╟

̆ async default routingȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩ ᴉ… RIP
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update 
Ԉ̆ Ȃupdate Ѭҩ

̆ ⁮ ĭnvalid Flush

ᴁȂ 30 У Ȃ 

invalid 

̆Ԉ ̆ӱ У

Ȃinvalid Ѭҩ ѐ ѝ

Ȃ ѝ Ь᷁̆

ᾃ ⁮֗ᴉ ̆

ѝ ̆ ὡ invalid ̕invalid ᾃ ⁮

̆ ֶ ᴁȂInvalid ѝ 180 Ȃ

flush 
̆Ԉ ̆ӱ RIP ὡ invalid

Ȃflush ⁮ ̆ ұ invalid
  ȂFlush ѝ 120 Ȃ 

ȍ Ȏ 

ᾳЮ̆ ѝ 30 ̆ ѝ 180 ̆ ѝ 120 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԈЭ ̆ ֶ╗ Ԉ Ȃ

У Э ̆RIP ḣУ У ȂУ а RIP

̆ Ȃ 

₥ RIP ̆ Ԉ show ip rip ԇ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP 10 У Ȃ 30 ᾃ

⁮ ̆ ѝ ̆ ὡ invalid ̕

ὡ invalid ̆ 90 ̆ Ȃ 

Ruijie(config)# router rip  

Ruijie(config-router)# timers basic  10 30 90 

�a���_�É�!  

ᴂ Э ̆ ֶ У ̆ ѝ

ֶ ȂУ Ԉ 2Mbps ԈЭ ̆ Ԉ

У ̆ Ԉ Ȃ 

 

ȍ Ὧ ԇȎ 

ȍ Ȏ 
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ȍ Ȏ 

38.1.28 validate-update-source 

⁮ RIP ̆ ̆ ᴳ

ԇ validate-update-sourceȂ ԇ no Ὧ

Ȃ 

validate-update-source 

no validate-update-source Ȃ   
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38.1.29 version (RIP) 

Ѭ э RIP ̆ ᴳ ԇ versionȂ

ԇ no Ȃ 

version {1 | 2} 

no version 

ȍ Ȏ 

  

1 Ѭ RIP ѝ 1Ȃ 

2 Ѭ RIP ѝ 2Ȃ 

ȍ Ȏ 

Ԉ RIPv1 RIPv2 ת̆ RIPv1

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ұ Ѭ э RIP Ȃ Ԉ ip rip receive versionȁ

ip rip send version ԇ̆ э э RIP

ѬȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ѝ 2Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)#  version 2 

ȍ Ὧ ԇȎ 

ԇ  

ip rip receive  version
Ѭ RIP Уэ Э э

RIP ꜛȂ 

ip rip send version 
Ѭ RIP Уэ Э э

RIP ꜛȂ 

show ip rip ₥ rip ᶕ Ȃ

ȍ Ȏ 

ȍ Ȏ 
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38.2 �¡�µ�­�‘
a	— 

38.2.1 show ip rip 

RIP ᶕ ̆ ᴳ show ip ripȂ 

show ip rip [vrf vrf-name] 

ȍ Ȏ 

  

vrf vrf-name ̂ ̃ VRF RIP ᶕ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 

ȍᴳ Ȏ 

ұ RIP Ьэ ȁ ‍ ȁ ‍

ȁ rip ȁrip б ȁmetric б distance Ȃ 

VRF̆ ֶ VRF VRF-id 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ᶕ ̆ ȁ

Ȃ 

Ruijie#  show ip rip  
Routing Protocol is "rip" 

Sending updates every 10 seconds 
Invalid after 20 seconds, flushed after 10 seconds 

Outgoing update filter list for all interface is: not 
set 

Incoming update filter list for all interface is: not 
set 

Default redistribution metric is 2 
Redistributing: connected 

Default version control: send version 2, receive version 
2  

Interface              Send  Recv 
GigabitEthernet 1/1       2     2 

GigabitEthernet 1/0       2     2 
Routing for Networks: 
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192.168.26.0 255.255.255.0 
192.168.64.0 255.255.255.0 

Distance: (default is 50) 

ԈЮ ᴿ ̆ ҩ
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<1-65535> ұ OSPF ᴿ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ‍ ᶕ Ȃ 

Ruijie# show ip rip external connected  
Protocol connected route:  
[connected] 1.0.0.0/8 metric=0  

nhop=0.0.0.0, if=2 
[connected] 3.0.0.0/8 metric=0  

nhop=0.0.0.0, if=16391 
[connected] 4.4.0.0/16 metric=0  

nhop=0.0.0.0, if=16388 
[connected] 5.0.0.0/8 metric=0  

nhop=0.0.0.0, if=16386 
[connected] 192.168.195.0/24 metric=0  

nhop=0.0.0.0, if=1 

ȍ Ὧ ԇȎ 
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ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ᶕ Ȃ 

Ruijie# show ip rip interface 
GigabitEthernet 1/1 is down, line protocol is down 

RIP is not enabled on this interface 

GigabitEthernet 1/0 is up, line protocol is up 
Routing Protocol: RIP 

Receive RIPv2 packets only 
Send RIPv2 packets only 

Passive interface: Disabled 
Split horizon: Enabled 

V2 Broadcast: Disabled 
Multicast register: Registed  

Interface Summary Rip:  
Not Configured 

                Authentication mode: Text 
                Authentication key-chain: ripk1 

                  Authentication text-password: ruijie 
                  Default-information: only, metric 5 

IP interface address: 
192.168.64.100/24, next update due in 14 seconds 

2.2.1.1/24, next update due in 24 seconds 
  neighbor 2.2.1.6, next update due in 3 seconds 

  neighbor 2.2.1.77, next update due in 13 seconds 
2.2.2.57/24, next update due in 16 seconds 

RIP б BFD ╟, ѫ ԇ Юᶕ : 

Ruijie# show ip rip interface   
VLAN 1 is up, line protocol is up 

  Routing Protocol: RIP 
    Receive RIPv1 and RIPv2 packets 

    Send RIPv1 packets only 
    Receive RIP packet: Enabled 

    Send RIP packet: Enabled 
    Send RIP supernet routes: Enabled 

    Passive interface: Disabled 
    Split horizon: Enabled 
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    BFD: Enabled 
    V2 Broadcast: Disabled 

    Multicast registe: Registed  
    Interface Summary Rip:  

      Not Configured 
    IP interface address: 

2.2.2.111/24, next update due in 24 seconds 

ȍ Ὧ ԇȎ 

ԇ  

show ip rip ₥ ᶕ Ȃ 

ȍ Ȏ 

ȍ Ȏ 
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39 ���" OSPF 
a	— 

39.1 ���"�­�‘
a	— 
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ԈЮ ᴿ ̆OSPF שּ 0̂ שּ ̃ MD5 ̆

ԇѝ backboneȂ  

Ruijie(config)# interface GigabitEthernet  0/0 
Ruijie(config-if)# ip address  192.168.12.1 
255.255.255.0 

Ruijie(config-if)# ip ospf message-digest-key  1 md5 

backbone  

# OSPF  

Ruijie(config)# router ospf 1 

Ruijie(config-router)# network  192.168.12.0 
0.0.0.255 area 0 

Ruijie(config-router)# area 0 authentication   
message-digest  

ȍ Ὧ ԇȎ 

ԇ  

ip ospf authentication-key Ѭ OSPF ԇȂ 

ip ospf message-digest-key Ѭ OSPF MD5 ԇȂ 

area virtual-link Ѭ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.1.3 area default-cost 

Ѭ STUB שּ NSSA ḣ̂OSPF

ḣ̃̆ ᴳ ԇ area default-costȂ ԇ no 

Ȃ 

area area-id default-cost cost 

no area area-id default-cost 

ȍ Ȏ 

  

area-id STUB שּ NSSA שּ Ȃ 

cost 
ὡ STUB שּ NSSA

ḣȂ 

ȍ ᾳȎ 
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ѝ̋Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ABRּ̂ש ̃Э ̆ з ABR

Уэ STUB שּ ̂ ѝ ̃ Уэ NSSAȂ ABR

̆ ҩ שּ ̆ Уэּש Ȃ 

Уэ OSPF שּ ѝ STUB NSSA чЬ Ὧ ԇ area 

stub̆area nssa area default-costȂ ⁮ STUB

Э̆ area stub ԇ̆ ⁮ NSSA שּ area 

nssa ԇ̆ת area default-cost ԇ ABR Э Ȃ 

ȍѡᴿȎ 

ԈЮ ԇ̆ ḣ ѝ 50Ȃ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)#  network  172.16.0.0 0.0.255.255 
area 0 

Ruijie(config-router)#  network  192.168.12.0 0.0.0.255 
area 1 

Ruijie(config-router)#  area 1 stub 
Ruijie(config-router)# area 1 default-cost  50 

ȍ Ὧ ԇȎ 

ԇ  

area stub Уэ OSPF שּ ѝ Ȃ 

area nssa  Уэ OSPF שּ ѝ NSSA שּ

ȍ Ȏ 

ȍ Ȏ 

39.1.4 area filter-list 

ABR Э ̆ ұ а Ѯשּ intra-area ֒Ȃ 

area area-id filter-list [access acl-name| prefix prefix-name] [in | out] 

no area area-id filter-list [access acl-name | prefix prefix-name] [in | 

out] 

ȍ Ȏ 
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area-id ּש Ȃ 

acl-name acl  

prefix-name prefix-list  

access | prefix Ὧ prefix list ACL 

in | out ֒ ұ ὡ| שּ    

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ABRּ̂ש ̃Э Ȃ 

ABR Э а Ѯשּ ҃ ֒ ̆G ԇȂ 

ȍѡᴿȎ 

ԈЮ ԇ̆ area 1 ҃⁮ ұ 172.22.0.0/8 ᾃ שּ

Ȃ 

Ruijie#  configure terminal 
Ruijie(config)# access-list 1 permit 172.22.0.0/8 

Ruijie(config)# router ospf 100 
Ruijie(config-router)#  area 1  filter-list access  1  in 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

39.1.5 area nssa 

Уэ OSPF שּ ѝ nssă ᴳ ԇ area nssaȂ

ԇ no ‮ nssa שּ nssa שּ Ȃ 

area area-id nssa [ no-redistribution] [default-information-originate 

[metric <0-16777214> | metric-type <1-2>]] [no-summary]  

no area area-id nssa [ no-redistribution][default-information-orig

inate] [no-summary] 

ȍ Ȏ 
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area-id NSSA שּ שּ Ȃ 

no-redistribution 

̂ ̃ Уэ nssa 

ABR ̆ ᴔ ‍ ԇ

ᶕ ὡ שּ а ὡ

nssa שּ ̆ Ԉ Э Ȃ 

default-information-originate

̂ ̃ӊ 7 LSA

ὡ nssa שּ ̆ NSSA ABR

ASBR Э Ȃ 

no-summary 
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Ruijie(config-router)# network  192.168.12.0 0.0.0.255
area 1 

Ruijie(config-router)# area 1 nssa 

ȍ Ὧ ԇȎ 

ԇ  

area default-cost 
Ѭ NSSA ḣ

̂OSPF ḣ̃Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.1.6 area range 

OSPF שּ Ѯ ̆ ᴳ ԇ area 

rangeȂ ԇ no ‮ ̆no ₥ б cost

Ԉ ḣ̆תаֶ‮ Ȃ 

area area-id range ip-address net-mask [advertise | not-advertise] 

[cost cost] 

no area area-id range ip-address net-mask [cost] 

ȍ Ȏ 

  

area-id 
ὡ OSPF שּ Ȃ
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ȍᴳ Ȏ 

ԇ ABR
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Ȃ 

ȍᴳ Ȏ 

OSPF ᾃ area stub ԇȂABR

Ь (LSA)̔1̃ 1̆ LSA̕2̃ 2̆

LSA̕3̃ 3̆ LSAȂӱ ̆ ѐ

҃⁮ OSPF ᾃ ̆ꜛ ABR ӊ ᾃ

Ȃ а ҃⁮ OSPF Ȃ 

ὤ ̆ ABR Э area stub ԇ ̆

no-summary Ὧ Ȃὤ ⁮ שּ ᾃ ̆Ԉ

ABR ӊ ᾃ Ȃ 

Уэ OSPF שּ ѝ ч ԇ area stub area 

default-costȂ ⁮ Э̆ area stub

ԇ̆ת area default-cost ԇ ABR Э Ȃarea default-cost

ԇ Ѭҩᾃ ‫ ̂ ̃Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ שּ 1 ѝ ̆ ұ שּ

Ȃ 

Ruijie(config)# router ospf  1 

Ruijie(config-router)# network  172.16.0.0 0.0.255.255
area 0  

Ruijie(config-router)# network  1 92.168.12.0 0.0.0.255
area 1  

Ruijie(config-router)# area 1 stub  

ȍ Ὧ ԇȎ 

ԇ  

area default-cost 
Ѭ STUB שּ

ḣ̂OSPF ḣ̃Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.1.8 area virtual-link 

Ѭ OSPF ̆ ᴳ ԇ area virtual-linkȂ

ԇ no ‮ ѬȂ 

area area-id virtual-link router-id  [authentication [message-diges

t | null]] [dead-interval seconds] [hello-interval seconds] [retrans

mit-interval seconds] [transmit-delay seconds] [[authentication-ke

y key] | [message-digest-key key-id md5 key]] 
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no area area-id virtual-link router-id  

ȍ Ȏ 

  

area-id 
OSPF שּ Ȃּש Ԉ Уэ

︠ ⁸ ḣ̆҂ Ԉ Уэ IP Ȃ

router-id  
Ȃ

Ԉ show ip ospf ԇ Ȃ

dead-interval seconds 

̂ ̃ Ѭ х ̆Ԉ

ѝ ᴁ̆ ѝ 40 Ȃ б

ᶑ У Ȃ 

hello-interval seconds 

̂ ̃OSPF Hello

̆Ԉ ѝ ᴁ̆ ѝ

10 Ȃ б ᶑ У Ȃ 

retransmit-interval 

seconds 

̂ ̃OSPF ̂LSÃ

ּ ̆Ԉ ѝ ᴁ̆ ѝ 5 Ȃ

⁮ ꜛ

Э Ȃ 
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а ; 

ὲᴍ ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

OSPF ѐ̆ שּ б ̆ ̆

̆ ‡   Ȃ

чэּש ̂ABR̃Ѯ … ̆чэ ABR Ὥ

שּ ѝ שּ Ȃ ̂Stub Areã NSSA а ᴐѝ שּ

Ȃ ҂ Ԉ ұ ὲ שּ Ȃ 

router-id ѝ OSPF ̆ а router-id ḣ̆

show ip ospf neighbor ԇ Ȃ Ԉ Loopback

ṁ Ȃ 

area virtual-link ԇ Ѭ ̆

שּ OSPF ̆ ԇ area authenticationȂ 

ȍѡᴿȎ 

ԈЮ ᴿ Ԉּ̆ש 1 ᴐѝ שּ б̆ 2.2.2.2 Ȃ 

Ruijie(config)# router  ospf 1 

Ruijie(config-router)# network  172.16.0.0 0.0.15.255 area  

0 

Ruijie(config-router)# network  172.16.17.0 

0.0.15.255 area 1 

Ruijie(config-router)# area 1 virtual-link  2.2.2.2 

 ԈЮ ᴿ ̆Ԉּש 1 ᴐѝ שּ ̆б 1.1.1.1

Ȃ ҩּש 10 שּ ̆ OSPF

̆ ѝ MD5Ȃ 
Ruijie(config)# router  ospf 1 

Ruijie(config-router)# network  172.16.17.0 

0.0.15.255 area 1 

Ruijie(config-router)# network  172.16.252.0 

0.0.0.255 area 10 

Ruijie(config-router)# area 0 authentication  

message - digest  

Ruijie(config-router)# area 1 virtual-link  1.1.1.1 

message-digest-key  1 md5 hello  

ȍ Ὧ ԇȎ 
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ԇ  

area authentication 
OSPF שּ

Ȃ 

show ip ospf 
OSPF ᶕ ̆ꜛ

Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.1.9 auto-cost 

ԇ ╟Ԇ֓╖ Ὧ ̆ ╟
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Ruijie(config-router)# network  172.16.10.0 0.0.0.255  area  

0 

Ruijie(config-router)# auto- cost reference - bandwidth  10 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf ospf ὤ Ὧᶕ  
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⁮ Уэ AS ̆ ִ ̆

ԇ RFC1583 ѐᴳ ִἼ ‡ RFC2328 ѐᴳ

ִἼ ‡Ȃ 

commpatible rfc1583 

no commpatible rfc1583 

ȍ Ȏ 
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always 
̂ ̃ Ὧ ᴳ OSPF ֒ӊ

̆а Ȃ 

metric metric ̂ ̃ ‫ ḣ̆ ѝ 1Ȃ

metric-type type 

̂ ̃ ȂOSPF

ч ̔ 1̆а Э ⁮

ḣаУ ̕ 2̆ ⁮

ḣ У Ȃ 1 2 ᶕȂ

ѝ 2Ȃ 

route-map 

map-name 

Ὧ route-map , Ὧ

route-map 

ȍ ᾳȎ 

аӊ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

redistribute default-information ԇ ̆OSPF

ֶ ╟ ѝ ASBR̂ ̃Ȃת ASBR аֶ ╟ӊ

̆ OSPF ѐ ȂASBR ӊ

̆ default-information originate ԇ

Ȃ 

always ̆OSPF а ̆ ֶ

У Ȃת аֶ ̆

ӊ ̆ Ԉ show ip ospf database OSPF

̆ ѝ 0.0.0.0 ҩ ȂOSPF

show ip route ԇ̆ Ԉ ⁮ Ȃ 

ḣ̆ default-information originate

ԇ Ѭ̆а ԇ default-metric Ȃ 

OSPF ч ̆ 1 ֶ ̆ 2

а Ȃ⁮Уэ ч ̆

̆ 1 ֶ 2 ִἼ ̆ Ԉ show ip route

1 Ȃ 

STUB שּ ѐ а Ԉӊ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ӊ У ̆ ὡ⁮ OSPF

ѐ̆ ѝ 1̆ ḣ ѝ 50Ȃ 

Ruijie(config)# router ospf  1 
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Ruijie(config-router)# network 192.168.12.0 
Ruijie(config-router)# version  2 

Ruijie(config-router)# exit 
Ruijie(config)#  router  ospf  

Ruijie(config-router)# network  172.16.10.0 0.0.0.255 
area 0 

Ruijie(config-router)# default-metric  50 
Ruijie(config-router)# redistribute rip subnets 

ȍ Ὧ ԇȎ 

ԇ  

redistribute ‍ ὲ Ȃ 

show ip ospf ospf ὤ Ὧᶕ  

ȍ Ȏ 

ȍ Ȏ  

39.1.14 distance ospf 

а OSPF
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ԈЮ ᴿ ̆ OSPF ѝ 160 

Ruijie(config)# router ospf  1 

Ruijie(config-router)# distance ospf external  160 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

39.1.15 distribute-list in 

LSA  

distribute-list {listname | gateway plist-name | prefix plist-name } 

in  [interface-type num] 

no distribute-list {listname | gateway plist-name | prefix plist-name }  

in  [interface-type num] 

ȍ Ȏ 

  

listname ᴳ acl ‡ 

gateway plist-name ᴳ gateway ‡ 

prefix plist-name ᴳ prefix-list ‡ 

interface-type num э LSA

ȍ ᾳȎ 

ѝ ̆ ὤ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

⁮ LSA ̆ ֒ б SPF ̆

Ȃ аֶ ̆ ҂аֶӊ ֗ᴉ

̆ ֶ ⁮ OSPF Ȃ ╖ У ұ ABR

ASBR̆ Ԉ ⁸ Ҿ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# access-list  3 permit  172.16.0.0   

0.0.127.255 
Ruijie(config)# router ospf 25 

Ruijie(config-router)# redistribute rip metric  100 
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Ruijie(config-router)# distribute-list 3 in ethernet  
1/0 

Ruijie(config-router)# distribute-list 3 in ethernet  
1/1 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

39.1.16 distribute-list out 

‍ ̆╖ נ redistribute ԇ 

distribute-list {l
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ԇ  

show ip ospf OSPF ὤ Ὧᶕ  

enable traps OSPF TRAP ╖  

ȍ Ȏ 

ȍ Ȏ 

39.1.18 enable traps 

OSPFv2 ₥ 16 TRAP ᶕ ‍̆ѝ 4 ̆G Ю

ԇ Ԉ ╟ TRAP ᶕ ȂG ԇ no ԈὯ

TRAP ᶕ Ȃ 

enable traps [error [ifauthfailure | ifconfigerror | ifrxbadpacket | 

virtifauthfailure | virtifconfigerror | virtifrxbadpacket] | lsa 

[lsdbapproachoverflow | lsdboverflow | maxagelsa | originatelsa] |  

retransmit [iftxretransmit | virtiftxretransmit] | state-change 

[ifstatechange | nbrstatechange | virtifstatechange | 

virtnbrstatechange]] 

no enable traps [error [ifauthfailure | ifconfigerror | ifrxbadpacket | 

virtifauthfailure | virtifconfigerror | virtifrxbadpacket] | lsa 

[lsdbapproachoverflow | lsdboverflow | maxagelsa | originatelsa] |  

retransmit [iftxretransmit | virtiftxretransmit] | state-change 

[ifstatechange | nbrstatechange | virtifstatechange | 

virtnbrstatechange]] 

ȍ Ȏ 

        

 
 

error 

б error Ὧ traps Ὧ̆ Ԉ

Ю error traps Ὧ̔ 

ifauthfailure 

ifconfigerror 

ifrxbadpacket 

virtifauthfailure 

virtifconfigerror 

virtifrxbadpacket 

 

 

⁮  

 

 

⁮   
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lsa 

б lsa Ὧ traps Ὧ̆ Ԉ

Ю lsa traps Ὧ̔ 

lsdbapproachoverflow

 

lsdboverflow 

 

maxagelsa 

originatelsa 

LSA ⁮ҩ

Э ḣ ‍ѮҀ︠ 

LSA ⁮ҩ

Э ḣ 

LSA ⁮ ע  

ӊ LSA  

retransmit 

б retransmit Ὧ traps Ὧ̆

Ԉ Ю retransmit traps Ὧ̔ 

iftxretransmit 

virtiftxretransmit 

Э ּ 

Э ּ  

state-change 

б state-change Ὧ traps Ὧ̆

Ԉ Ю state-change traps Ὧ̔ 

ifstatechange 

nbrstatechange 

virtifstatechange 

virtnbrstatechange 

 ע

 ע

 ע

  ע

ȍ ᾳȎ 

ᾳЮ̆ὤ TRAP ὯὯ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ snmp-server ԇ ⁸̆ Ἴ Ὧ snmp-server 

enable traps ospf Ԉ ̆ ԇ Ԉ Ȃ 

ԇа MIB ⁸̆ἵ а TRAP ὯȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ OSPFv2 100 ὤ TRAP Ὧ̔ 

Ruijie(config)# router ospf  100 
Ruijie(config)# enable traps  

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf OSPF ὤ Ὧᶕ  

enable mib-binding OSPFv2 MIB 

ȍ Ȏ 
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ȍ Ȏ 

39.1.19 ip ospf authentication 

ԇ ̆ᴳ no Ԉ ѝ Ȃ 

ip ospf authentication [message-digest | null] 

no ip ospf authentication 

ȍ Ȏ 

  

message-digest Э MD5 ╗ Ȃ 

null а Ȃ 

ȍ ᾳȎ 

Э , Э שּ

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ а ֗ᴉ . 

ᴳ no ḣ ̆ שּ

Э ᾱ ̆ ѝ null ‡̆ ⁸ ѝ

а , Э שּ ,ִ

Ἴ Э Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ GigabitEthernet 0/0 OSPF ѝMD5

Ȃ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip address  172.16.10.0  
255.255.255.0 

Ruijie(config-if)# ip ospf authentication  
message-digest 

ȍ Ὧ ԇȎ 

ԇ  

area authentication 
OSPF שּ Ѭ

Ȃ 

ip ospf authentication-key OSPF Ȃ 
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ip ospf message-digest-key OSPF MD5 Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.1.20 ip ospf authentication-key 

OSPF ̆ ᴳ ԇ ip ospf 

authentication-keyȂ ԇ no ‮ Ȃ 

ip ospf authentication-key key 

no ip ospf authentication-key 

ȍ Ȏ 

  

Key ̆ Ԉ 8 э Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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ԈЮ ᴿ ̆ serial 1/0 OSPF ѝ 100Ȃ 

Ruijie(config)# interface serial 1/0 

Ruijie(config-if)# ip ospf cost  100 

ȍ Ὧ ԇȎ 

ԇ  

bandwidth 
Ȃ аֶ

ּ Ȃ 

show ip ospf Ospf ὤ Ὧᶕ  

ȍ Ȏ 

ȍ Ȏ  

39.1.22 ip ospf database-filter all out 
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Ruijie(config-if)# ip ospf database-filter all out 

ȍ Ȏ 

ȍ Ȏ  

39.1.23 ip ospf dead-interval 

OSPF ″ ӄ ʖ ᴳ ԇ ip 

ospf dead-intervalȅ ԇ no ȅ 

ip ospf dead-interval seconds 

no ip ospf dead-interval 

ȍ Ȏ 

  

seconds ẳ ӄ″ ʖԈ ѝ ᴁȅ

ȍ ᾳȎ 

ѝ ip ospf hello-interval ̎᷁ȅ 

ȍ ԇ Ȏ 

ȅ 

ȍᴳ Ȏ 

OSPF ӄ ꜛ Hello ᾃȅ OSPF ӄ ᾃʖ

⁮ Hello ʖ ӱ ѐ‮

ȅ ӄ ѝ hello 4 ᷁ʖ ᶢ ҩ hello

ʖֶ ╟ᶢ ӄ ȅ 

ԇ Ԉ ᶢ OSPF ″ ӄ ʖת ︠‍ ȅ

ч ̔ 

�z ӄ ʖа ұ hello ̕ 

�z У Э ӄ У ȅ 

ȍѡᴿȎ 

ԈЮ ᴿ ʖ serial 1/0
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ԇ  

ip ospf hello-interval OSPF Hello Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.1.24 ip ospf disable all 

ᴳ аᾋӊ ospf Ȃ 

ip ospf disable all 

no ip ospf disable all 

ȍ Ȏ 

ԇ  

ȍ ᾳȎ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ҩ network area רּ ̆ ԇ ̆

ᴳ ұ network̆҂ аᾋӊ ospf Ȃ аֶ

֗ᴉ OSPF ̆҂а б OSPF Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface serial  1/0  

Ruijie(config-if)# ip address  172.16.10.1  
255.255.255.0 

Ruijie(config-if)# ip ospf disable all 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

39.1.25 ip ospf hello-interval 

OSPF Hello ̆ ᴳ ԇ ip ospf 

hello-intervalȂ ԇ no Ȃ 

ip ospf hello-interval seconds 

no ip ospf hello-interval 
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ȍ Ȏ 

  

seconds OSPF hello ̆Ԉ ѝ ᴁȂ

ȍ ᾳȎ 

�z Ԉ 10 ̕ 

�z PPPȁHDLC 10 ̕ 

�z ѐ ⁮ 10 ̕ 

�z ѐ ⁮ ȁ̲.25 30 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

hello ꜛ hello ѐȂ ŎSPF ⁮

ע ҂ ת̆ ╗ Ȃ У Э

hello У Ȃ ᶢ ″ ӄ ̆

ᶑ hello а ұ ӄ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 OSPF Hello

ѝ 15 Ȃ 

Ruijie(config)# interface serial 1/0  
Ruijie(config-if)# ip address  172.16.10.1  

255.255.255.0 
Ruijie(config-if)# encapsulation ppp 

Ruijie(config-if)# ip ospf hello-interval  15 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf dead-interval OSPF ″ ӄ Ȃ 

ȍ Ȏ 

ȍ Ȏ  

39.1.26 ip ospf message-digest-key 

OSPF MD5 ̆ ᴳ ԇ ip ospf 

message-digest-keyȂ ԇ no ‮ OSPF MD5

Ȃ 
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ip ospf message-digest-key key-id md5 key 

no ip ospf message-digest-key 

ȍ Ȏ 

  

Key ̆ Ԉ 16 э Ȃ

Key-id ̆ӱ̋⁮ 255Ȃ 
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Ruijie(config-if)# ip ospf message-digest-key 5 md5  
hello5 

╗ҩ ̆ὤ ‮ Ȃ 

Ruijie(config)# interface Serial 1/0 

Ruijie(config-if)# no ip ospf message-digest-key  10 md5 
hello10 

ȍ Ὧ ԇȎ 

ԇ  

area authentication OSPF שּ Ѭ Ȃ

ip ospf authentication Э Ѭ  

ȍ Ȏ 

ȍ Ȏ 

39.1.27 ip ospf mtu-ignore 

⁮ mtu Ԉᴳ ԇȂ

ԇ no Ȃ 

ip ospf mtu-ignore 

no ip ospf mtu-ignore 

ȍ Ȏ 

  

ԇ   

ȍ ᾳȎ 

mtu Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

OSPF ⁮ ֶ MTU

MTU , ⁮ ѐ MTU ұ

MTU, ѫ Ὧ а , Ԉ Ὧ MTU

ᾱȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 MTU ╖ Ὧ Ȃ 
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Ruijie(config)# interface serial  1/0 
Ruijie(config-if)# ip ospf mtu-ignore 

ȍ Ȏ 

ȍ Ȏ  

39.1.28 ip ospf network 

OSPF ̆ ᴳ ԇ ip ospf networkȂ ԇ

no Ȃ 

ip ospf network͕broadcast ͖ non-broadcast ͖ point-to-multip

oint [ non-broadcast ]͖ point-to-point͗ 

no ip ospf network͕broadcast ͖ non-broadcast ͖point-to-mul

tipoint [ non-broadcast ]͖ point-to-point͗ 

ȍ Ȏ 

  

broadcast OSPF ѝ Ȃ 

non-broadcast 
OSPF ѝ

̆ NBMA Ȃ 

point-to-multipoint 

[non-broadcast] 

OSPF ѝ ⁮ Ȃ

⁮ , non-broadcast

ѝ ⁮ Ȃ 

point-to-point OSPF ѝ Ȃ 

ȍ ᾳȎ 

�z ⁮ ̔PPPȁSLIPȁ ѐ ⁮ ȁX.25 ⁮

̕ 

�z NBMA ̔ ѐ ̂ ⁮ ̃ȁX.25 ̂ ⁮

̃̕ 

�z ̔Ԉ ̕ 

�z ѝ ⁮ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

а Ӯ ּ ̆OSPF ‍ѝЬ ̔ 

�z ̂Ԉ ̆ԇ ̆FDDĨ 

�z ̂ ѐ ̆X.25̃ 
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�z ⁮ ̂HDLC̆PPP̆SLIP̃ 

ὲѐ ̆ OSPF ᴐ а ‍ѝч ̔ 

�z (NBMA) ȂNBMA ҵ

̆ ὤ ⁮ ̆ SVC

̂ X.25̃ ת̆ PVĈ ѐ ̃ У

ȂOSPF NBMA Э ᴐб Э ̆נ ѡ

̂Designated Router̃̆ NBMA

Ȃ 

�z ⁮ Ȃ а ὤ ̆

OSPF ⁮ Ȃ ⁮

ѐ ŎSPF Ѯ ᴐ ⁮ ̆ Ԉ

ѡȂ ⁮ ‍ѝ ,

. 

а ӣѫ̆ Ԉ ѝ Ȃ Ԉ

̂ ѐ X̆.25̃ ̆ OSPF

̆ ҩ Ȃ X.25 map

frame-relay map ԇ̆ Ԉ X.25 ѐ έ ╒̆

OSPF Ԉ X.25 ѐ ᴐ Ȃ 

⁮ Ԉ Уэ э ̆ OSPF ⁮

ֶ̆ эў Ȃ ⁮ б

ԈЮ ̔ 

�z ̆а ̆҂ ̕ 

�z Ԇ֓ ̆а ὤ Ȃ 

ұ ȁ ѐ Ԉ X.25 ̆ IP ̆

broadcast Ὧ . 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ѐ ѝ ̆ ὤ ѐ

Ȃ 

Ruijie(config)# interface Serial 1/0 

Ruijie(config-if)# ip address  172.16.24.4  
255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay  
Ruijie(config-if)# ip ospf network broadcast 

ԈЮ ᴿ ̆ ѐ ѝ ⁮ ̆ ὤ

ѐ Ȃ 

Ruijie(config)# interface Serial 1/0 

Ruijie(config-if)# ip address  172.16.24.4  
255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay 
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Ruijie(config-if)#  ip ospf network point-to-multipoint  

ԈЮ ᴿ ̆ ѐ ѝ ̆ DR/RDR̆

ὤ ̉ ѐ ȂԈЮ ‍

а Э ̂ ⁸ ѝ DR/BDR̃Ȃ 

Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address  172.16.24.4 255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay  
Ruijie(config-if)# ip ospf network broadcast 

Ruijie(config-if)# ip ospf priority  0 

ȍ Ὧ ԇȎ 

ԇ  

dialer map ip Ѭ IP б Ȃ 

frame-relay map Ѭ IP б ѐ DLCI Ȃ 

neighbor̂OSPF̃ 
Ѭ IP ̆ NBMA

⁮ Ȃ 

X25 map Ѭ IP б X.25 Ȃ 

ȍ Ȏ 

ȍ Ȏ  

39.1.29 ip ospf priority 

OSPF ִἼ ḣ̆ ᴳ ԇ ip ospf priorityȂ

ԇ no Ȃ 

ip ospf priority priority 

no ip ospf priority 

ȍ Ȏ 

  

Priority OSPF ִἼ ḣȂ 

ȍ ᾳȎ 

ִἼ ḣ ѝ̋Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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OSPF ִἼ ḣꜛ hello ѐȂ OSPF

DR/BDR̂ ̉ ֙ ̃ ̆ ִἼ ḣ

̆ ѝ DR BDRȂ ִἼ ḣУ ̆

ѝ DR BDRȂִ Ἴ ḣѝ̊ ӑ ѝ DR

BDRȂ ԇ OSPF broadcast non-broadcast

Ȃ 

�a �_�É������

ѐ DR BDR ѫᶢ ִἼ аֶ ̆

ЮУ DR BDR ѡ ѐ ֶ ⁮ ִἼ . 

 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ GigabitEthernet 0/0 ִἼ ḣ ѝ 0Ȃ 

Ruijie(config)# interface GigabitEthernet  0/0 

Ruijie(config-if)# ip ospf priority  0 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf network OSPF Ȃ 

ȍ Ȏ 

ȍ Ȏ  

39.1.30 ip ospf retransmit-interval 

Ѭ LSÛ ̃ ּ ̆ ᴳ

ԇ ip ospf retransmit-intervalȂ ԇ no Ȃ 

ip ospf retransmit-interval seconds 

no ip ospf retransmit-interval 

ȍ Ȏ 

  

Seconds 
LSU ּ Ԉ̆ ѝ ᴁȂ ұч

э Ѯ ꜛ ּ Ȃ ѝ 5 Ȃ 

ȍ ᾳȎ 

ѝ 5 Ȃ 
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

УэLSU
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ȍᴳ Ȏ 

ּ LSU Ѯ₥̆ ѐ LSAŝ ̃ Age

╗̆ ╗ ԇ ip ospf transmit delay ѬȂ

⁮ ּ ̆ ұᴂ ̆

ּ ҾȂ LSU ּ ̆ area 

virtual-link ԇ retransmit-interval Ὧ ѬȂ 

RGOS ֒ Age ⁮ 3600 LSĂ ּ ּ̆

⁮ ⁹ ̆ LSA ӱ ѐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial1/ 0 ּ ѝ 5Ȃ 

Ruijie(config)# interface serial 1/0 

Ruijie(config-if)# ip ospf transmit delay  10 

ȍ Ὧ ԇȎ 

ԇ  

area virtual-link Ѭ OSPF Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.1.32 log-adj-changes 

ԇ ע ̆ ԇ no default

ԈὯ ╖ Ȃ 

log-adj-changes [detail] 

no log-adj-changes [detail] 

ȍ Ȏ 

  

detail ὤ ᶕע  

ȍ ᾳȎ 

╖ ̆а detail ̆ ⁮ Full

Full ᶕ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 
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39.1.34 neighbor 

Ѭ OSPF ̆ ᴳ ԇ neighborȂ ԇ no

‮ Ȃ 

neighbor ip-address [poll-interval seconds] [priority priority] [cost  

cost] 

no neighbor ip-address 

ȍ Ȏ 

  

ip-address IP Ȃ 

poll-interval 

seconds 
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ԈЮ ᴿ ̆ ҩУэ OSPF ̆ὲ IP ѝ

172.16.24.2ִ̆Ἴ ḣѝ 1̆ ѝ 150 Ȃ 

Ruijie(config)# router ospf  20 
Ruijie(config-router)#  network  172.16.24.0 0.0.0.255  

area 0 
Ruijie(config-router)# neighbor 172.16.24.2  priority  1  

poll-interval  150 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf priority OSPF ִἼ ḣȂ 

ip ospf network OSPF  

ȍ Ȏ 

ȍ Ȏ 

39.1.35 network area 

Ѭ Ҿ OSPF̆Ԉ OSPF שּ ̆ ᴳ

ԇ network areaȂ ԇ no ‮ OSPF שּ ѬȂ 

network ip-address wildcard area area-id 

no network ip-address wildcard area area-id 

ȍ Ȏ 

  

ip-address IP Ȃ 

wildcard 
Ѭ IP ᴁ̆̊ רּ ̆̋

аṁ Ȃ 

area-id 
OSPF שּ ȂУэ OSPF שּ Ὧ У

э ̆ѝҩᵳұ ̆҂ Ԉ Уэ

ᴐѝ OSPF שּ Ȃ 

ȍ ᾳȎ 

OSPF שּ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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ip-address wildcard чэ Ѭ̆ἵ У ԇ Ԉ э

Ὧ ⁮Уэ OSPF שּ Ȃ Уэ Э OSPF̆

ў IP ꜛ network area Ѭ IP ᾃȂ network 

area Ѭ IP ̆ ꜛ IP ̆ аֶ

OSPFȂ 

б эOSPF network ԇ Ѭ IP רּ

̆ רִּ ̆ б OSPF Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ̍эּש ̔0̆1̆172.16.16.0Ȃ IP

192.168.12.0/24 ᾃ Ѭ⁮ּש 1 ̆ IP

172.16.16.0/20 ᾃ Ѭ⁮ּש 172.16.16.0̆ ὲᴍ Ѭ

שּ⁮ 0Ȃ 

Ruijie(config)# router ospf 20 

Ruijie(config-router)# network  172.16.16.0  
0.0.15.255 area 172.16.16.0 

Ruijie(config-router)# network  192.168.12.0  
0.0.0.255  area 1 

Ruijie(config-router)# network  0.0.0.0 255.255.255.255  
area 0 

ȍ Ὧ ԇȎ 

ԇ  

router ospf … OSPF Ȃ 

ȍ Ȏ 

ȍ Ȏ  

39.1.36 overflow database 

ԇ ұ ₥ OSPF ᴿ LSA Ȃ 

overflow database <0-4294967294> hard | soft 

no overflow database 

ȍ Ȏ 

  

<1-4294967294> LSA  

hard | soft 
hard L̔SA Ὧ̆ OSPF ᴿ̕

soft̔LSA ̆   Ȃ 



OSPF ԇ 

39-42 

ȍ ᾳȎ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ὧ OSPF
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39-43 

ȍᴳ Ȏ
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ѡᴿ  

ᴿ 1̔OSPF ᾃ а ᾳЮ̆а ὡ OVERFLOW ̔ 

Ruijie(config)#  router ospf  1 

Ruijie(config-router)# no overflow memory-lack  

 

 

 ԇ  

 clear ip ospf process OSPF ᴿ ᴁ Ὧ ԇ 

 show ip protocols ospf OSPF Ὧᶕ  

 

   

 

   

 10.3(4b3) ԇ ԇ  
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ԈЮ ᴿ ̆  serial 1/0 ѝ ╟ Ȃ 

Ruijie(config)# router  ospf  30 

Ruijie(config-router)# passive -interface  serial 1/0 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf interface Ὧ ᶕ  

ȍ Ȏ 

ȍ Ȏ  

39.1.40 redistribute 

ԇ ұ ‍ ᶕ Ȃ 

redistribute {bgp | isis area-tag | ospf process-id | rip | connected | 

static} {level-1 | level-1-2 | level-2}  [metric value | match {internal | 

external | external 1 | external 2 | nssa-external | nssa-external 1| 

nssa-external 2}|metric-type {1|2} | route-map map-tag | tag 

<0-4294967295> | subnets ] 

no redistribute {bgp | isis area-tag | ospf process-id| rip | connected 

| static} {level-1 | level-1-2 | level-2} [metric value [match {internal | 

external 1 | external 2 nssa-external 1| nssa-external 2}] | 

metric-type {1|2} | route-map map-tag | tag <0-4294967295> |  

subnets ] 

ȍ Ȏ 

  

bgp | isis area-tag | ospf 

process-id | rip | 

connected | static 

‍ Ȃ 

metric OSPF extern2 LSA metricȂ 

Level-1/ level-1-2/ level-2 

‍ IS-IS ᴳ ̆

ұ level ‍

̆ ἵ level-2 IS-IS

‍ Ȃ 

match 

‍ OSPF ᴳ ̆

ұ ‍ ̆

ἵ OSPF ‍ ̕

metric-typ ѝ E-1 E-2Ȃ 
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route-map ‍ ‡Ȃ 

tag ‍ ⁮ OSPF ᾃ tag ḣȂ

subnets ‍ ῆ Ȃ 

ȍ ᾳȎ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ̆ ѝ ASBR̆ ᶕ ὡ OSPF

ᾃ̆ Ԉ type-5 LSA ⁮ ᾃὲӹ OSPF Ȃ 

‍ B̆GP metric ѝ 1̆ὲᴍ LSA

metric ѝ 20̕ 

‍ isis ̆а level ̆ ἵ ‍ level-2

̆ ‫ ‍ ̆ level ‡̆ἵ ‍ level

Ȃ ᶑ ̆ѝҩ ᵳ̆ level 1, level 2 ̆

ѝ level-1-2 ᶑ Ȃ ѡᴿ Ȃ 

‍ ospf ̆а match ̆ ἵ ‍

ospf ̕ У match ᴐѝ‫ match

̆ ‍ ἵ רּ ‍ ̕ᴳ no ԇ

match ѝ ḣȂ ѡᴿ Ȃ 

‍ ̆ route-map ̆route-map ѐ match ‡

‍ רּ ̕ ұ ‍ OSPF ISIS ̆

‍ match level ‡̆ ᾋ route-map

″ Ȃ 

ȍѡᴿȎ 

ԈЮ ԇ ‍ ⁮ OSPF ᾃ 

Ruijie(config-router)# redistribute  static  subnets 
Ruijie(config)# router ospf  1 

Ruijie(config-router)# redistribute ospf  2 subnets 
Ruijie(config-router)# redistribute ospf  2 match  

external 1 internal   
Ruijie(config-router)#  redistribute isis isis-001  

Ruijie(config-router)# redistribute isis  i sis-001 
level-1  

Show run Ю̔ 

router ospf 1 

redistribute ospf 2 match external 1 internal subnets 
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redistribute isis isis-001 level-1-2 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

39.1.41 router ospf 

… OSPF ̆ ᴳ ὤ ԇ router ospfȂ ԇ

no ‮ Ѭ OSPF Ȃ 

router ospf process-id [vrf vrf-name] 

no router ospf process-id 

ȍ Ȏ 

  

process-id ospf  

vrf-name 
VRF ӊ ѐ̆ ұ

OSPF VRF 

ȍ ᾳȎ 

а OSPF Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

RGOS10.1 Э ╗ҩ ̔ ̆ ѝ ᴿ ospfȂ

а ospf ᴿ ҵ ̆ Ԉ נ ѝ чэҵа Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ vrf̔vpn_1 ᾃ… OSPF 10Ȃ 

Ruijie(config)# router ospf  10 vrf vpn_1  

ȍ Ὧ ԇȎ 

ԇ  

show ip protocols ₥ ᶕ Ȃ

show ip ospf ₥ ospf ᶕ Ȃ 

ȍ Ȏ 
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ȍ Ȏ 

39.1.42 router-id 

ID,ᴳ ԇ no Ԉ‮ Router 

ID̆ ᴳ Router IDȂ 

router-id router-id 

no router-id 

ȍ Ȏ 

  

router-id ID,Ԉ IP Ȃ

ȍ ᾳȎ 

OSPF ѡ ip ᴐѝ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉ ֗ᴉУэ ip ᴐѝ ת̆

УȂ ұ ̆ ᾃ ֶṁ

, Ԉаў ̆ Ԉֶ ᶢ ̕

֗ᴉ LSA ἵ . Ԉ OSPF ̆



OSPF ԇ 

39-49 

OSPF ̆ ᴳ ԇ

summary-addressȂ ԇ no ‮ ѬȂ 

summary-address ip-address net-mask [not-advertise | tag  

<0-4294967295> | ] 

ȍ Ȏ 

  

ip-address IP Ȃ 

net-mask Ȃ 

not-advertise аὨ ̆ ‡ѝὨ Ȃ

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ӱὲ ‍ ̆ ὡ OSPF ̆

‍⁞ ԈУэ OSPF Ȃ ὡ

Уэ ̆ Ԉ Уэ

̆ӱ ῏ Ȃ 

б area rang ԇа ărea range OSPF שּ Ѯ ̆

summary-address OSPF Ȃ 

ұ NSSA שּ s̆ummary-address ԇ ₥ NSSA ABR Э

̆ з ‍ Ȃ 

ȍѡᴿȎ 

ԈЮ ԇ̆ ӊ У 100.100.0.0/16Ȃ 

redRuijie(config)# router ospf  20 
Ruijie(config-router)# summary-address  100.100.0. 0 
255.255.0.0 

Ruijie(config-router)# redistribute  static  subnets  

Ruijie(config-router)# network  200.2.2.0 0.0.0.255 
area 1 

Ruijie(config-router)# network  172.16.24.0 0.0.0.255  
area 0 

Ruijie(config-router)# area 1 nssa 

ȍ Ὧ ԇȎ 

ԇ  
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area range OSPF שּ Эṁ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.1.44 timers lsa-group-pacing 

ԇ LSA ‍ ⁹ Ԉ ע

̆ ԇ no Ȃ 

timers lsa-group-pacing seconds 
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39.1.45 timers spf 

OSPF ⁮ ᶕע ̆ SPF ̆Ԉ

ч SPF ̆ ᴳ ԇ timers spfȂ

ԇ no Ȃ 

timers spf spf-delay spf-holdtime 

no timers spf  

ȍ Ȏ 

  

spf-delay 
Ѭ SPF ̆Ԉ ѝ ᴁȂ

OSPF ⁮ ̆ע

̆ SPF Ȃ 

spf-holdtime 
Ѭч SPF Ѯ Ԉ̆ ѝ

ᴁȂ ⁮ҩ̆ч

⁮̆ а SPF Ȃ 

ȍ ᾳȎ 

spf-delay̔5 ̕spf-holdtime̔10 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

spf-delay spf-holdtime ̆OSPF ע

҂ ̆҂ ת̆ ֶ CPU

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ OSPF ᶑ ‍⁞ ѝ 3 9 Ȃ 

Ruijie(config)# router  ospf 20 

Ruijie(config-router)# timers  spf 3 9 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf ospf Ὧ ᶕ  

ȍ Ȏ 

ȍ Ȏ 
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39.2 �¡�µ�­�‘
a	— 

39.2.1 show ip ospf 

OSPF ᶕ ̆ ᴳ ԇ show ip ospfȂ 

show ip ospf [process-id] 

ȍ Ȏ 

  

process-id ospf  

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ Ԉ OSPF ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf ԇ   ̔ 

Ruijie# show ip ospf 
Routing Process "ospf 1" with ID 1.1.1.1 

Process uptime is 4 minutes 
Process bound to VRF default 

Conforms to RFC2328, and RFC1583Compatibility flag 
isenabled 

Supports only single TOS(TOS0) routes 
Supports opaque LSA 

This router is an ASBR (injecting external routing 
information) 

SPF schedule delay 5 secs, Hold time between two SPFs 
10 secs 

LsaGroupPacing: 240 secs 
Number of incomming current DD exchange neighbors 0/5 

Number of outgoing current DD exchange neighbors 0/5 
Number of external LSA 4. Checksum 0x0278E0 

Number of opaque AS LSA 0. Checksum 0x000000 
Number of non-default external LSA 4 

External LSA database is unlimited. 
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Number of LSA originated 6 
Number of LSA received 2 

Log Neighbor Adjency Changes : Enabled  
Number of areas attached to this router: 1 

Area 0 (BACKBONE) 
Number of interfaces in this area is 1(1) 

Number of fully adjacent neighbors in this area is 1 
Area has no authentication 

SPF algorithm last executed 00:01:26.640 ago 
SPF algorithm executed 4 times 

Number of LSA 3. Checksum 0x0204bf 
Area 1 (NSSA) 

Number of interfaces in this area is 1(1) 
Number of fully adjacent neighbors in this area is 0 

Number of fully adjacent virtual neighbors through this 
area is 0 

Area has no authentication 
SPF algorithm last executed 02:09:23.040 ago 

SPF algorithm executed 4 times 
Number of LSA 6. Checksum 0x028638 

NSSA Translator State iselected 

ЮȂ 

  

Router ID Ȃ 

Process uptime 
OSPF ̂router-id

ѝ 0.0.0.0 а ̃ 

Bound to VRF OSPF VRF 

Conforms to RFC2328 б RFC2328 У  

RFC1583Compatibility flag 

RFC1583

‡ RFC2328 ‡ 

ᴧ ASBR

‡ ⁮ 

Support Tos TOS0 

Supports opaque LSA opaque-LSA 

Rc 0.00Type 
OSPF normal ȁ

ABR ȁASBRȂ 

SPF Delay 
⁮ ע SPF

 

SPF-holdtime ч SPF Ѯ
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LsaGroupPacing 
LSA ̆ ̆ ע

 

Incomming current DD 

exchange neighbors 

Ӈҵ ĭncomming

ὡ exstart  

Outgoing current DD 

exchange neighbors 

Ӈҵ ŏutgoing ӱ

exstart Ӈҵ  

Number of external LSA ѐ ẏ LSA  

External LSA Checksum 

Sum 

ѐ ẏ LSA

 

Number of opaque LSA ѐ ẏ opaque-LSA  

Opaque LSA Checksum 

Sum 

ѐ ẏ opaque-LSA

 

Number of non-default 

external LSA 
external-LSA  

External LSA database limit external-LSA ⁸ 

Exit database overflow 

state interval 
″ overflow  

Database overflow state 
₥ OSPF ұ overflow

 

Number of LSA originated LSA  

Number of LSA received ⁮ LSA  

Log Neighbor Adjency 

Changes 
ע Ὧ  

Number of areas attached 

to this router 
Э שּ  

Area type ּש ,ḣ Default, Stub,NSSA 

Number of interfaces in this 

area 
ұ שּ  

Number of fully adjacent 

neighbors in this area 
ұ שּ Full  

Number of fully adjacent 

virtual neighbors through 

this area 

ұ שּ Full

̕ שּ

̕ 

Area authentication ּש  

SPF algorithm last 

executed 
Э SPF  

SPF algorithm executed 

times 
SPF  
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Number of LSA ұ שּ LSA  

Checksum Sum ּש LSA  

NSSA Translator State 

NSSA LSA ѝ External 

LSA̕Ө NSSA ̆שּ з ABR

OSPF ̕ 

ȍ Ȏ 

ȍ Ȏ 

39.2.2 show ip ospf border-routers 

⁮ ABR/ASBR OSPF ᾃ ̆ ᴳ ԇ

show ip ospf border-routersȂ 

show ip ospf [process-id] border-routers 

ȍ Ȏ 

  

process-id ospf  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ̆ Ԉ ⁮ ABR ASBR OSPF

ᾃ ȂOSPF ᾃ а ұ show ip route ŎSPF

ᾃ ѝ OSPF ̆ а Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf border-routers ԇ   ̔ 

Ruijie# show ip ospf border-routers  
OSPF internal Routing Table 
 

Codes: i - Intra-area route, I - Inter-area route 
 

i 1.1.1.1 [2] via 10.0.0.1, GigabitEthernet 0/1, ABR, 
ASBR, Area 0.0.0.1 select 

ЮȂ 

  

Codes 
Ԇ ѬȂi שּ ᾃ ̆

I שּ Ѯ Ȃ 



OSPF ԇ 

39-56 

I ѝּש ᾃ Ȃ 

1.1.1.1 OSPF Ȃ 

[2] ⁮ ̂cost Ȃ̃

via 10.0.0.1 ⁮ ЮУ ὯȂ 

GigabitEthernet 0/1 ⁮ Ȃ 

ABR, ASBR 
̆ ABR

ASBR ч ̆ Ԉ ABR ASBRȂ

Area 0.0.0.1 ҃⁮ שּ Ȃ 

select 
⁮ ASBR s̆elect

₥ ִ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.2.3 show ip ospf database 

OSPF ᶕ ̆ ᴳ ԇ show ip 

ospf databaseȂ 

ԇ а а ̂LSAs̃ᶕ Ȃ 

show ip ospf [process-id area-id] database 

show ip ospf [process-id area-id] database [adv-router ip-addr(a)<|] [process-id area-id] database  
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show ip ospf [process-id area-id] database [summary] [link-state-id] 

[self-originate] 

show ip ospf [process-id area-id] database [asbr-summary] 

[link-state-id] 

show ip ospf [process-id area-id] database [asbr-summary]  

[link-state-id] [adv-router ip-address] 

show ip ospf [process-id area-id] database [asbr-summary]  

[link-state-id] [self-originate] 

show ip ospf [process-id area-id] database [external] [link-state-id] 

show ip ospf [process-id area-id] database [external] [link-state-id] 

[adv-router ip-address] 

show ip ospf [process-id area-id] database [external] [link-state-id] 

[self-originate] 

show ip ospf [process-id area-id] database [nssa-external]  

[link-state-id] 

show ip ospf [process-id area-id] database [nssa-external]  

[link-state-id] [adv-router ip-address] 

show ip ospf [process-id area-id]database [nssa-external] 

[link-state-id] [self-originate | maxage] 

show ip ospf [process-id area-id]database [database-summary] 

ȍ Ȏ 

  

Area-id ̂ ̃ שּ  

adv-router 
̂ ̃ Ὠ

ᶕ  

link-state-id 
̂ ̃ OSPF

ᶕ Ȃ 

self-originate 
̂ ̃

ᶕ  

maxage ̂ ̃ ⁮ ע LSA 

router 
̂ ̃ OSPF

ᶕ Ȃ 

network   ̂ ̃ OSPF ᶕ Ȃ

summary ̂ ̃ OSPF ᶕ Ȃ

asbr-summary 
̂ ̃ Ὧұ ASBR

ᶕ Ȃ 
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external ̂ ̃ OSPF ᶕ Ȃ

nssa-external 
̂ ̃ OSPF Ц

ᶕ Ȃ 

opaque-area ̂ ̃ ︠ LSA 

opaque-as ̂ ̃ ︠У LSA 

opaque-link ̂ ̃ Ҁ LSA 

database-summary 
̂ ̃ OSPF

LSA ᶕ  

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

OSPF ̆‍ ︠‍ Ȃ ᴳ

Ҿ ԇ̆ ╠ұ OSPF Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf database ԇ ̔ 

Ruijie# show ip ospf database  
OSPF Router with ID (1.1.1.1) (Process ID 1) 

Router Link States (Area 0.0.0.0) 
Link ID         ADV Router      Age  Seq#       CkSum  

Link count 
1.1.1.1         1.1.1.1         2    0x80000011 0x6f39 2 

3.3.3.3         3.3.3.3         120  0x80000002 0x26ac 1 

Network Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum 
193.88.88.27    1.1.1.1         120  0x80000001 0x5366 

Summary Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum  
Route 

10.0.0.0        1.1.1.1         2    0x80000003 0x350d 
10.0.0.0/24 

100.0.0.0       1.1.1.1         2    0x8000000c 0x1ecb 
100.0.0.0/16 

Router Link States (Area 0.0.0.1 [NSSA]) 
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Link ID         ADV Router      Age  Seq#       CkSum  
Link count 

1.1.1.1         1.1.1.1         2    0x80000001 0x91a2 1 

Summary Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  
Route 

100.0.0.0       1.1.1.1         2    0x80000001 0x52a4 
100.0.0.0/16 

192.88.88.0     1.1.1.1         2    0x80000001 0xbb2d 
192.88.88.0/24 

NSSA-external Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  
Route              Tag 

20.0.0.0        1.1.1.1         1    0x80000001 0x033c E2 
20.0.0.0/24     0 

100.0.0.0       1.1.1.1         1    0x80000001 0x9469 E2 
100.0.0.0/28    0 

AS External Link States 

Link ID         ADV Router      Age  Seq#       CkSum  
Route              Tag 

20.0.0.0        1.1.1.1         380  0x8000000a 0x7627 
E2 20.0.0.0/24     0 

100.0.0.0       1.1.1.1         620  0x8000000a 0x0854 
E2 100.0.0.0/28    0 

show ip ospf database ԇ ЮȂ 

  

OSPF Router with 

ID 

OSPF

б OSPF  

Router Link States ԈЮᾃ ѝ ᶕ Ȃ

Net Link States ԈЮᾃ ѝ ᶕ Ȃ 

Summary Net Link 

States 
ԈЮᾃ ѝ ᶕ Ȃ

NSSA-external Link

States 
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Age Ȃ 

Seq# 
̆ ұ

LSAȂ 

Cksum Ȃ 

Link-Count 
ᶕ ѐ

 

Route LSA ꜛ ᶕ  

Tag Ȃ 

ԈЮѝ show ip ospf database asbr-summary ԇ ̔ 

Ruijie# show ip ospf database asbr-summary  
OSPF Router with ID (1.1.1.35) (Process ID 1) 
ASBR-Summary Link States (Area 0.0.0.1) 

LS age: 47 
Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: ASBR-summary-LSA 
Link State ID: 3.3.3.3 (AS Boundary Router address) 

Advertising Router: 1.1.1.1 
LS Seq Number: 80000001 

Checksum: 0xbe8c 
Length: 28 

Network Mask: /0 
TOS: 0  Metric: 1 

show ip ospf database asbr-summary ԇ

ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б

OSPF  

AS Summary Link States
ԈЮ AS ᶕ

Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 
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Length 
Ԉ̆ ѝ

ᴁȂ 

Network Mask 
Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ

ԈЮѝ show ip ospf database external ԇ ̔ 

Ruijie# show ip ospf database external  
OSPF Router with ID (1.1.1.35) (Process ID 1) 
AS External Link States  

LS age: 752 
Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: AS-external-LSA 
Link State ID: 20.0.0.0 (External Network Number) 

Advertising Router: 1.1.1.1 
LS Seq Number: 8000000a 

Checksum: 0x7627 
Length: 36 

Network Mask: /24 
Metric Type: 2 (Larger than any link state path) 

TOS: 0 
Metric: 20 

Forward Address: 0.0.0.0 
External Route Tag: 0 

show ip ospf database external ԇ ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б

OSPF ȂȂ 

Type-5 AS External 

Link States 

ԈЮᶕ ѝ ᶕ

Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 
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Length Ԉ̆ ѝ ᴁȂ

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

Forward Address 

⁮ ̆ ⁮ IP

Ȃ ѝ 0.0.0.0̆‡ ֶ

⁮ӊ Ȃ 

External Route Tag 

̆ э 32 э

ȂOSPF аᴳ ̆

ὲ ‍ OSPF ֶ

⁮Ȃ 

ԈЮѝ show ip ospf database network ԇ ̔ 

Ruijie# show ip ospf database network  
OSPF Router with ID (1.1.1.1) (Process ID 1) 
Network Link States (Area 0.0.0.0) 

 
LS age: 572 

Options: 0x2 (*|-|-|-|-|-|E|-) 
LS Type: network-LSA 

Link State ID: 192.88.88.27 (address of Designated 
Router) 

Advertising Router: 1.1.1.1 
LS Seq Number: 80000001 

Checksum: 0x5366 
Length: 32 

Network Mask: /24 
Attached Router: 1.1.1.1 

Attached Router: 3.3.3.3 

show ip ospf database network ԇ ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б

OSPF Ȃ 

Network Link States ԈЮѝ ᶕ Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 



OSPF ԇ 

39-63 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length Ԉ̆ ѝ ᴁȂ

Network Mask Ȃ

Attached Router Э Ȃ 

ԈЮѝ show ip ospf database router ԇ ̔ 

Ruijie# show ip ospf database router   
OSPF Router with ID (1.1.1.1) (Process ID 1) 

Router Link States (Area 0.0.0.0) 
LS age: 322 

Options: 0x2 (*|-|-|-|-|-|E|-) 
Flags: 0x3 : ABR ASBR 

LS Type: router-LSA 
Link State ID: 1.1.1.1  

Advertising Router: 1.1.1.1 
LS Seq Number: 80000012 

Checksum: 0x6d3a 
Length: 48 

Number of Links: 2 
 

Link connected to: Stub Network 
(Link ID) Network/subnet number: 100.0.1.1 

(Link Data) Network Mask: 255.255.255.255 
Number of TOS metrics: 0 

TOS 0 Metric: 0 

show ip ospf database router ԇ ЮȂ 

  

OSPF Router with 

ID 

ԈЮᶕ б

OSPF Ȃ 

Router Link States ԈЮѝ ᶕ Ȃ 

LS age Ȃ 

Options  

Flag router  

LS Type Ȃ 



OSPF ԇ 

39-64 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length ̆Ԉ ѝ ᴁȂ

Number of Links Ὧ Ȃ 

Link connected to ̆Ԉ Ȃ 

(Link ID)  Ȃ 

(Link Data) Ȃ 

Number of TOS 

metrics 
TOS ḣ̆ TOS0Ȃ 

TOS 0 Metrics TOS̊ ḣȂ 

ԈЮѝ show ip ospf database summary ԇ ̔ 

Ruijie# show ip ospf database summary   
OSPF Router with ID (1.1.1.1) (Process ID 1) 
Summary Link States (Area 0.0.0.0) 

LS age: 499 
Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: summary-LSA 
Link State ID: 10.0.0.0 (summary Network Number) 

Advertising Router: 1.1.1.1 
LS Seq Number: 80000004 

Checksum: 0x330e 
Length: 28 

Network Mask: /24 
TOS: 0  Metric: 11  

show ip ospf database summary ԇ ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б

OSPF Ȃ 

Summary Net Link States ԈЮѝ ᶕ Ȃ

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 



OSPF ԇ 

39-65 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length 
Ԉ̆ ѝ

ᴁȂ 

Network Mask 
Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ

ԈЮѝ show ip ospf database nssa-external ԇ ̔ 

Ruijie# show ip ospf database nssa-external  
OSPF Router with ID (1.1.1.1) (Process ID 1) 

NSSA-external Link States (Area 0.0.0.1 [NSSA]) 
LS age: 1 

Options: 0x0 (*|-|-|-|-|-|-|-) 
LS Type: AS-NSSA-LSA 

Link State ID: 20.0.0.0 (External Network Number For 
NSSA) 

Advertising Router: 1.1.1.1 
LS Seq Number: 80000001 

Checksum: 0x033c 
Length: 36 

Network Mask: /24 
Metric Type: 2 (Larger than any link state path) 

TOS: 0 
Metric: 20 

NSSA: Forward Address: 100.0.2.1 
External Route Tag: 0   

show ip ospf database nssa-external ԇ

ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б

OSPF Ȃ 

NSSA-external 

Link States 

ԈЮᶕ ѝ Ц

ᶕ Ȃ 

LS age Ȃ 



OSPF ԇ 

39-66 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length 
̆Ԉ ѝ

ᴁȂ 

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

NSSA:Forward 

Address 

⁮ ̆ ⁮ IP

Ȃ ѝ 0.0.0.0̆‡

ֶ ⁮ӊ Ȃ 

External Route Tag 

̆ э 32 э

ȂOSPF аᴳ

̆ ὲ ‍ OSPF

ֶ ⁮Ȃ 

ԈЮѝ show ip ospf database external ԇ ̔ 

Ruijie# show ip ospf database external  
OSPF Router with ID (1.1.1.1) (Process ID 1) 

AS External Link States  

LS age: 1290 

Options: 0x2 (*|-|-|-|-|-|E|-) 
LS Type: AS-external-LSA 

Link State ID: 20.0.0.0 (External Network Number) 
Advertising Router: 1.1.1.1 

LS Seq Number: 8000000a 
Checksum: 0x7627 

Length: 36 
Network Mask: /24 

Metric Type: 2 (Larger than any link state path) 
TOS: 0 

Metric: 20 
Forward Address: 0.0.0.0 

External Route Tag: 0 

show ip ospf database external ԇ ЮȂ 



OSPF ԇ 

39-67 

  

OSPF Router with ID 
ԈЮᶕ б

OSPF Ȃ 

Type-7 AS External 

Link States 

ԈЮᶕ ѝ Ц

ᶕ Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length Ԉ̆ ѝ ᴁȂ

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

Forward Address 

⁮ ̆ ⁮ IP

Ȃ ѝ 0.0.0.0̆‡ ֶ

⁮ӊ Ȃ 

External Route Tag 

̆ э 32 э

ȂOSPF аᴳ ̆

ὲ ‍ OSPF ֶ

⁮Ȃ 

ԈЮѝ show ip ospf database database-summary ԇ  ̔

Ruijie# show ip ospf database database-summary   
OSPF process 1: 
Router Link States       : 4 

Network Link States      : 2 
Summary Link States      : 4 

ASBR-Summary Link States : 0 
AS External Link States  : 4 

NSSA-external Link States: 2   

show ip ospf database database-summary ԇ

ЮȂ 



OSPF ԇ 

39-68 

  



OSPF ԇ 

39-69 

Internet Address 192.88.88.27/24, Ifindex 4, Area 
0.0.0.0, MTU 1500 

Matching network config: 192.88.88.0/24 
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, 

Cost: 1 
Transmit Delay is 1 sec, State DR, Priority 1 

Designated Router (ID) 1.1.1.1, Interface Address 
192.88.88.27 

Backup Designated Router (ID) 3.3.3.3, Interface Address 
192.88.88.72 

Timer intervals configured, Hello 10, Dead 40, Wait 40, 
Retransmit 5 

Hello due in 00:00:03 
Neighbor Count is 1, Adjacent neighbor count is 1 

Crypt Sequence Number is 70784 
Hello received 1786 sent 1787, DD received 13 sent 8 

LS-Req received 2 sent 2, LS-Upd received 29 sent 53 
LS-Ack received 46 sent 23, Discarded 1 

show ip ospf interface serial 1/0 ԇ ЮȂ 

  

GigabitEthernet 0/0 State
̆UP ᴐ̆

Down Ȃ 

Internet Address IP Ȃ 

Area OSPF שּ Ȃ 

MTU MTU 

Matching network config OSPF network area  

Process ID  

Router ID OSPF Ȃ 

Network Type OSPF Ȃ 

Cost OSPF Ȃ 

Transmit Delay is OSPF ּ Ȃ 

State DR/BDR Ȃ 

Priority ִἼ  

Designated Router(ID) DR  

DR's Interface address DR  

Backup designated 

router(ID) 
BDR  



OSPF ԇ 

39-70 

BDR's Interface address BDR  

Time intervals configured 
Hello ̆ Dead ̆ Wait ̆

Retransmit  

Hello due in Э HELLO  

Neighbor count  

Adjacent neighbor count Full  

Crypt Sequence Number md5  

Hello received send ⁮б   HELLO Ȃ 

DD received send ⁮б   DD Ȃ 

LS-Req received send ⁮б   LS Ȃ 

LS-Upd received send ⁮б   LS Ȃ 

LS-Ack received send ⁮б   LS Ȃ 

Discard х OSPF Ȃ 

ȍ Ȏ 

ȍ Ȏ 

39.2.5 show ip ospf neighbor 

OSPF ̆ ᴳ ԇ show ip ospf 

neighborȂ 

show ip ospf [process-id] neighbor [[detail] | [[interface-type  

interface-number] [neighbor-id]]] 

ȍ Ȏ 

 

  

detail ̂ ̃ ᶕ Ȃ 

d996.85



OSPF ԇ 

39-71 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ Ԉ ᶕ ̆ ԇ OSPF

Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf neighbor ԇ ̔ 

Ruijie# show ip ospf neighbor  
OSPF process 1, 1 Neighbors, 1 is Full: 



OSPF ԇ 

39-72 

Interface  

interface address  

In the area ҃⁮ שּ  

via interface ⁮ Ȃ 

Neighbor priority OSPF ִἼ ḣȂ 

State            

OSPF ȂFULL

ұ D̕R ѝ

̕BDR ѝ ֙

̕DROTHER

а DR/BDRȂ ⁮

DR BDRȂ 

State changes times ע  

Dead Time ̔ 

DR 
ѡ DR

( Hello DR ) 

BDR 
ѡ BDR

( Hello BDR ) 

Options 

Hello E ᾃ ̆0

שּ ѝ STUB̌̕ שּ а

STUB שּ Ȃ 

Dead timer due in ӄ Ȃ 

Neighbor up time 
⁮

 

Database Summary List DD  



OSPF ԇ 

39-73 

ȍ Ȏ 

ȍ Ȏ 

39.2.6 show ip ospf route 

ospf Ȃ 

show ip ospf [process-id] route[count] 

ȍ Ȏ 

  

process-id ospf ̆ ospf Ȃ

count ospf ᶕ Ȃ 

ȍ ᾳȎ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

Ruijie# show ip ospf route 
OSPF process 1: 
Codes: C - connected, D - Discard, O - OSPF,  

IA - OSPF inter area  N1 - OSPF NSSA external type 1, 
N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2 
E2 100.0.0.0/24 [1/20] via 192.88.88.126, 

GigabitEthernet 1/0 
C  192.88.88.0/24 [1] is directly connected, 

GigabitEthernet 1/0, Area 0.0.0.1 

show ip ospf route ԇ Ю̔ 

  

codes Ԉ ᾗ  

100.0.0.0/24 ₥ Ȃ 

[1] cost 

via ЮУ б  

ȍ Ὧ ԇȎ 



OSPF ԇ 

39-74 

ȍ Ȏ 

ȍ Ȏ 

39.2.7 show ip ospf summary-address 

OSPF ‍ ̆ ᴳ ԇ

show ip ospf summary-addressȂ 

show ip ospf summary-address 

ȍ Ȏ 

ԇ Ȃ  



OSPF ԇ 

39-75 

ȍ Ȏ 

39.2.8 show ip ospf virtual-link 

OSPF ᶕ ̆ ᴳ ԇ show ip ospf 

virtual-linkȂ 

show ip ospf [process-id] virtual-link 

ȍ Ȏ 

  

ԇ   

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

̆ ԇ Ԉ̆ ὲ Ὧᶕ

Ȃshow ip ospf neighbor ԇаֶ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf virtual-links ԇ ̔ 

Ruijie#  show ip ospf virtual-links  
Virtual Link VLINK0 to router 1.1.1.1 is up 
Transit area 0.0.0.1 via interface GigabitEthernet 0/1 

Local address 10.0.0.37/32 
Remote address 10.0.0.27/32 

Transmit Delay is 1 sec, State Point-To-Point, 
Timer intervals configured, Hello 10, Dead 40, Wait 40, 

Retransmit 5 
Hello due in 00:00:05 

Adjacency state Full  

ЮȂ 

  

Virtual Link VLINK0 to router Ԉ  

Virtual Link state . 

Transit area ּש Ȃ 



OSPF ԇ 

39-76 

via interface Ὧ Ȃ 

Local address  

Remote Address  

Transmit Delay ּ Ȃ 

State  

Time intervals configured 
HellŏDead̆Wait̆

Retransmit  

Adjacency State ȂFULL ѝ Ȃ 

ȍ Ȏ 

ȍ Ȏ 



Ὧ ԇ 



Ὧ ԇ 

 

ѝҩ Ҿ ̆ Ԉ ‍ ⁸‟ ̆

⁮ Ȃ ԇ OSPF ̆ ѝ

OSPF ⁮ а έᴇ ̆ Ȃ 

̆ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ R̆IP ӱ GigabitEthernet 0/0 ̆ ҩ

⁸ ̆ ἵ 172.16 Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# network  200.168.23.0 
Ruijie(config-router)#  distribute-list 10 in  

GigabitEthernet 0/0 
Ruijie(config-router)#  no auto-summary 

Ruijie(config-router)# exit 
Ruijie(config)# access-list  10 permit  172.16.0.0 

0.0.255.255 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

prefix-list Ѭ₥ ‟  

ȍ Ȏ 

ȍ Ȏ 

40.1.2 distribute-list out 

⁸ ̆Ԉ ̆ ᴳ ԇ

distribute-list outȂ ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | access-list-name] | prefix 

prefix-list-name} out [interface | protocol | process-id] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name} 

out [interface | protocol | process-id] 

ȍ Ȏ 

  



Ὧ ԇ 

 

access-list-number 

‟  

ῆ ‟ ̔ 1-99 ̆

1300-1999 

‟ ̔100-199̆

2000-2699 

access-list-name ‟  

prefix prefix-list-name ᴳ ₥ ‟  

Interface 
( ) ‍ ‟ ̆

⁸  

protocol 
( ) ‍ ‟ ̆

‍  

ȍ Ȏ 

⁸ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇа ֗ᴉ ̆ ⁸ ᴐ ̕

̆ ⁸ ᴐ ̕ ὲ

‡̆ ‍ ὲ̆ᴐ

а ⁸ҩȂ 

OSPF ⁸ ̆а ̆ з

ұ OSPF Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ R̆IP 192.168.12.0/24 ᾃ Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# network 200.4.4.0 
Ruijie(config-router)# network 192.168.12.0 

Ruijie(config-router)#  distribute-list  10 out 
Ruijie(config-router)# version  2 

Ruijie(config-router)# exit 
Ruijie(config)# access-list 10 permit 192.168.12.0 

0.0.0.255 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

prefix-list Ѭ₥ ‟  



Ὧ ԇ 

 

redistribute ‍  

40.1.3 ip community-list  

ᴳ ԇ Ѭ ᴇ‟ ̆ ⁸ ȂG no ԇ ὲ‮ Ȃ 

ip community-list {{standard | expanded} community-list-name |  

community-list-number } {permit | deny} [community-number..] 

no ip community-list {{standard | expanded} community-list-name |  

community-list-number} 

ȍ Ȏ 

  

standard ῆ ᴇ‟  

expanded ᴇ‟  

community-list-name 
ᴇ‟  

ᴇ‟ а 80  

community-list-number 
ᴇ‟  

ῆ ᴇ‟ ̔ ѝ 1-99 

ᴇ‟ ̔ ѝ 100-199 

permit ἵ  

deny  

community-number 

ᴇ ḣȂ 

ѝ AA:NN( 2̔ )̆

Уэ ḣ̆ 0-4294967295̆

ԈЮ Ѭḣ̔ 

internet̆ Internet ᴇ̆

ұ ᴇȂ 

local-as̆ а ⁮ AS ̆

̆ а ὲ

Ȃ 

no-advertisĕ а ֗ᴉУэ

BGP peersȂ 

no-export̆ а EBGP 

peersȂ 

̔1..255 Ȃ 

̔ ₥ э ᴇ‟

32 э ᴇḣȂ 

ȍ Ȏ 



Ὧ ԇ 

 

Ѭ ᴇ‟  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ѭ ұ BGP ᴇ‟ Ȃ 

ȍѡᴿȎ 

Ruijie(config)#  ip community-list standard test deny  
100:20 200:20 

Ruijie(config)#  ip community-list standard  test2 permit 
internet 

ȍ Ὧ ԇȎ 

ԇ  

match community ּר ᴇ‟  

set comm-list delete 
ᴇ‟ ‮ BGP ѐ

ᴇ ḣ 

show ip community-list ᴇ‟ ᶕ  

show ip bgp 

community-list 
רּ ᴇ‟ BGP ᶕ

ȍ Ȏ 

40.1.4 ip default-network  

̆ ᴳ ὤ ԇ ip default-networkȂ ԇ

no Ԉ‮ Ȃ 

ip default-network network 

no ip default-network network 

ȍ Ȏ 



Ὧ ԇ 

 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝҩӊ ̆ default-network ӊ

ԈЮ ֒̔ а ת̆ ѐ

⁮ Ȃ 

Ԉ“*” ̆ Ḁ Ȃ

ѐ connected ЮУ ̆‡ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ 192.168.100.0 ѝ ̆ ұ ҩ⁮

̆ Ԉ ╟ӊ У Ȃ 

Ruijie(config)#  ip route  192.168.100.0 255.255.255.0 



Ὧ ԇ 

 

seq-number 

У ₥ ‟ Ԉ ‟ Ȃὲ

1 ⁮ 2147483647Ȃ ԇ ꜛ

э ‟ ‡̆ ֶѝ ₥ ‟

‍ Уэ ‟ Ȃ Уэ

‟ 5̆ Уэ ḣ

‟ ḣ ₥Уэ ‟

Уэ 5 ᷁ ḣ 

deny ұּר ᾳ  

permit ұּר ᾳἵ  

ip-prefix 
Ԉ Ȃ Ԉ

֗ IP Ȃ ӱ 0 ⁮ 32

minimum-prefix-length 
̂ ̃ ḣ(

) 



Ὧ ԇ 

 

Ruijie# configure terminal 
Ruijie(config)# ip prefix-list pre1 permit  201.1.1.0/24  

Ruijie(config)# router ospf  
Ruijie(config-router)#  distribute-list prefix pre1 out 

rip 
Ruijie(config-router)#  end 

40.1.6 ip prefix-list description 

ѝУэ₥ ‟ ╗ ̆ ᴳ ip prefix-list description ԇȂ

ԇ no ‮ Уэ₥ ‟ Ȃ  

ip prefix-list prefix-lis-name description descripton-text 

ȍ Ȏ 

  

prefix-lis-name ₥ ‟  

descripton-text ₥ ‟  

ȍ Ȏ 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮᴿ ѝ IP ₥ ‟ ╗ Deny routes from Net-A̔ 
Ruijie# configure terminal 
Ruijie(config)# ip prefix-list pre description Deny 

routes from Net-A 

40.1.7 ip prefix-list sequence-number 

ѝ₥ ‟ ╖ ̆ ᴳ ip prefix-list description ԇȂ

ԇ no ₥ ‟ ╖ Ȃ  

ip prefix-list sequence-number 

ȍ Ȏ 

 

ȍ Ȏ 



Ὧ ԇ 

 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮᴿ ѝ₥ ‟ ╖ ̔ 

Ruijie# configure terminal 

Ruijie(config)# ip prefix-list sequence-number 

40.1.8 ip route  

̆ ᴳ ὤ ԇ ip routeȂ ԇ no ‮

Ȃ 

ip route [vrf vrf_name] network net-mask {ip-address | interface 
[ip-address]} [distance] [tag tag] [permanent] [weight number] [disable | 

enable] 

ȍ Ȏ 

  

vrf_name VRF  

network  

net-mask  

ip-address ЮУ  

Interface ̂ ̃ ЮУ    

distance ̂ ̃  

tag ̂ ̃ Tag ḣ 

permanent ̂ ̃ Ѩ  

number ̂ ̃ ḣ 

disable/enable ̂ ̃ ᴳ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 



Ὧ ԇ 

 

ȍᴳ Ȏ 

ѝ 1̆ ̆ Ԉἵ ╟

⁮ ̆ ╟ а⁮ ̆ ᴳ Ȃ

Ԉ ֙̆ Ў

ѝ ╟ Ȃ OSPF ѝ 110̆ Ԉ

ѝ 125̆ OSPF ̆

Ԉ‎ ⁮ ЭȂ 

Ԉ ұ vrf̆ ‡ ╗⁮ vrfȂ 

ѝ 1̆ Ԉᴳ show ip route weight ԇ

Ȃ weight ұ WCMP ╖ ̆

⁮ Ӈ̆ ֶ ḣ‍

̆weight ֶ‍ ̆ ֶ‍

Ȃ WCMP ⁸У ѝ 32̆ Ӈ ‡ ұ

а ̆ Ԉὲ WCMP ⁸ б Ὧ̕

Ѯ ұ ⁸ ̆   ⁸ аֶ Ȃ 

ᴳ ⁸ ̆ ‡аֶ ұ Ȃ

Ѩ ̆ ‮ ̆ ‡ У Ȃ 

Ԉ ̆ ὁЮУ ѝ ̂ ip 

route 0.0.0.0 0.0.0.0 GigabitEthernet 0/0̃Ȃ ֶ

̆ GigabitEthernet 0/0 ̆ э ў

Уэ ARP ֶ̆  CPU ᾃ Ȃ ԈУ а

Ԉ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ╗ҩУ ⁮ 172.16.100.0/24 ̆

ЮУ ѝ 192.168.12.1̆ ѝ 115Ȃ 

ip route 172.16.100.0 255.255.255.0 192.168.12.1 115 

̆ ̆ ֶᴳ

ӱὲ Ȃ ὁ ᾳ ̆ ȂԈЮ ᴿ

̆⁮ 172.16.100.0/24 ӱ GigabitEthernet 0/0

Ȃ 

Ruijie(config)# ip route 172.16.100.0 255.255.255.0 

GigabitEthernet 0/0 192.168.12.1 

̔ Ю ᾰͅ а ̆ὲ ֶ а

Ȃ 

Ἴ ҩ   ̆ ЮУ ȂѮ ̆ ᶢ

distance/tag/weight Ȃ ѫ ԏἵ

  ЮУ чэ ѐ ὲѐУэ ̆ а

̆ᴿ ̆Ю ֶ У distance ѝ 100Ȃ 



Ὧ ԇ 

 

ip route 20.0.0.0 255.0.0.0 Loopback 1 10.0.0.2 tag 5 
weight 2 

ip route 20.0.0.0 255.0.0.0 Loopback 1 100 

̔ 

ip route 20.0.0.0 255.0.0.0 Loopback 1 10.0.0.2 tag 5 

weight 2 

ip route 20.0.0.0 255.0.0.0 10.0.0.2 100  

 

ת ̆ ̆ Ю ̆‡аֶ  Э  ̔

ip route 20.0.0.0 255.0.0.0 10.0.0.2 

ip route 20.0.0.0 255.0.0.0 Loopback 1 100 

 



Ὧ ԇ 

 

ȍ ᾳȎ 

IP Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴐѝ ̆ ᴐѝ VOIP Ὧ ̆ Ԉа

RGOS ֒ IP ╖ Ȃ ԈὯ RGOS IP ╖ Ȃ 

ȍѡᴿȎ 

ԈЮ ̆Ὧ ҩ RGOS ֒ IP ╖ Ȃ 

Ruijie(config)# no ip routing 

ȍ Ȏ 

ԇ ү Эа Ȃ 

40.1.10 ip static route-limit 

Э ̆ ᴳ ὤ ԇ ip static route-limitȂ

ԇ no Ԉ Ȃ 

ip static route-limit number 

no ip static route-limit 

ȍ Ȏ 

  

number Э ̆ 1-10000 

ȍ Ȏ 

ѝ 1000Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Э ѝҩ ⁸ ̆ ip static 

route-limit Э ֶӊ Ю ̆

аֶ Э Ȃ show running-config Ԉ ₥

Э Ȃ 

ȍѡᴿȎ 





Ὧ ԇ 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ipv6 prefix-list ԇ ұ IPv6 ₥ Ȃ ₥ ‟ permit  

deny Ὧ ᾱ רּ ᾳЮ ╟ᴐȂ 

₥ ‟ Ѭ ұУэ₥ רּ רּ Ȃge  le 

Ὧ ѬУэ ұּר ₥ ̆ ᵏҩ ὡ

ipv6-prefix ╗ רּ Ȃ ԇѐ ge  le Ὧ ̆

‡ ipv6-prefix ᵏҩ ₥ רּ Ȃ Ө ὡ gĕ‡ּר

minimum-prefix-length ⁮ 32Ȃ Ө ὡ lĕ רּ‡ 

ipv6-prefix ⁮ maximum-prefix- lengthȂ ү ὡ̆

רּ‡ ӱ minimum-prefix-length ⁮ maximum-prefix- lengthȂ

̆ipv6-prefix ȁminimum-prefix-length maximum-prefix-length

Ὧ ̔ ipv6-prefix  < minimum-prefix-length < 

maximum-prefix-length <= 128Ȃ 

ȍѡᴿȎ 

ԈЮѝᴳ ‍ ‟ ᴿ ̆ RIP ѐ ‍ OSPF

1   ‍ ᶕ IP ̆ ‡ Ὧ

IPv6₥ ‟ ѐ Ѭ(ᴿ ἵ IP 2222::/64 Ѯᾃ ᶕ

‍   )̆‡ Ю‟ ̔ 

Ruijie# configure terminal 

Ruijie(config)# ipv6 prefix-list pre permit  2222::/64 
Ruijie(config)# ipv6 router rip 

Ruijie(config-router)# redistribute ospf 1 
Ruijie(config-router)# distribute-list prefix pre out  

Ruijie(config-router)# end 

40.1.12 ipv6 prefix-list description 

ѝУэ IPv6 ₥ ‟ ╗ ̆ ᴳ ipv6 prefix-list 

description ԇȂ ԇ no ‮ Уэ₥ ‟ Ȃ  

ipv6 prefix-list prefix-lis-name description descripton-text 

ȍ Ȏ � Ï � � �_ 

 

prefix-lis-name IPv6 ₥ ‟  

descripton-text IPv6 ₥ ‟  



Ὧ ԇ 

 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮᴿ ѝ IPv6 ₥ ‟ pre ╗ Deny routes from 

Net-A̔  
Ruijie# configure terminal 

Ruijie(config)# ipv6 prefix-list pre description Deny 
routes from Net-A 

40.1.13 ipv6 prefix-list sequence-number 

ѝ IPv6 ₥ ‟ ╖ ̆ ᴳ ipv6 prefix-list description

ԇȂ ԇ no ₥ ‟ ╖ Ȃ  

ipv6 prefix-list     

ȍ ԇ Ȏ 

�<��G!5B�õ�ã 

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮᴿ ѝ no



Ὧ ԇ 

 

  

as-path-acl-list-num ‟ Ȃ‟ 1…500

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match as-path ԇ Ԉ э ‟ Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match 0 Td
<0A5104B809E241T
0 g
0.21 w 102/TT1 1 Tf
0 Tc 0 Tr ( )Tjw 19101 1 Tf607.029 -2.189 T39E241T
0 g
17EA0EEE03FE2C58>Tj
/TT1 1 Tf
-0.0008 Tc7.02-2TT05.98 1.92 1 Tf
-051 0 Td
(match 0 Td
<0A192AFC19E241T
0 g
setw 102/TT1 1 Tf
0 Tc 1.691>469<07E1910>-
15 1 Tf
-797<0F56111.f
( )Tj
0.0005 Tc 0.002d
<0A5104B87.161T
0 g
0.21 w 102/TT1 1 Tf
0 Tc 0 Tr ( )Tjw[ 19101 1 T1 Tf97<03B30903E20>1814)Tj
02D7797<0F56111.f
( )Tj
0.0005 Tc 0.002d
<0A192AFC13.5532T
0 g
setw 102/TT1 1 Tf
0F05532AFC1.691>469<07E1910786.0
15283 0 Td0 Tc -29.046 m
1.962 1 Tf3B303E1062E04
/TT291AA10530Tf
0.0057 Tc 2 Tr -8 -2.189 Td
[<01CF05532AFC18DB>6<092B>6E301C4TJ
/T411.92FTj
-0175.08 768.08 0.48 1.92 re
f
.083 0.002d
<0A510.48<092B097
0 g
Ruijie(config)#e
f
.08421354209230 g
 route-mapre
f
.085213542T1 9230 g
ROUTEMAP2IBGPre
f
.083 0.002d06 698 1.92 1 
Ruijie(config-route-map)# e
f
.08421354206 690
0 Tc 0 Tw 7.029 0re
f
.0852135420 g
0
0 Tc20 30e
f
.083 0.002 0.48-8 -2.189 Td
[<01CF05532AFC18DB>637.6 9E2701D0>]TJ
/2CCCET
88.5 >
15 1 ( )Tj
-0.0005 Tc 0.0027 Tw 8 -2.183 Td re
17209E6 4 -2t9/Tj
02D77C765.74 -146.88 -152t9/Tj
W* n
q0.1 405.6 1.939/Tj
02Tc 8e
W n
0.852 g
175.56 746.84 157.2 22.62 re
f
Q
Q
0.852 g4093.2 2D77C72 146.88 15.12 re
f
BT
0 g
0.245532 re39/Tj
2Tc 8e
W 10.5 0 0 10.5 406.62 754.4003 Tm
<19A345C4>Tj
/TT239/8.2457 10 Tr ( )T786.02 418.32 769.46 -167.88 -22.62 re
333.24 7692t9/Tj
02.8536 765.74 -1572.98 52t9/Tj
W* nn
q
0 8405.6 1.91.906
02Tc 8e
W n
0.852 g
175.56 746.84 157.2 22.62 re
f
Q
Q
72.98 52093.2 2.8536  157.56 15.12 re
f
BT
0 g0.9245532 re1.906
2Tc 8e
W 10.5 0 0 10.5 406.62 754.4003 Tm
<19A345C4>Tj
/TT402.000457 10 Tr ( )j
081BE25.08 768.08 0.48 1.92 re
f
175.08 769.524311.72 re
f
175.08 723.2 2t9/ 1 10 1157.2 1.44 re
f
0 g
332.76 743112D77C792 re
f
333.24 E6 4 -2t11.72 re
f
175.0872.98 52t9/ 1 1.8536 .88 1.44 re
f
0 g
52.98 52t1 1.8536 92 re
f
501.12 769.522t11.72 re
f
175.08.24 7692t9/4421.24 re
f
332.76 746.82093.2 21.24 re
f
501.12E6 4 -2093.2 21.24 re
f
501.1.24 7692093.2 21.24 re
f
501.1.5 1801406.62 75409-path



Ὧ ԇ 

 

ȍ Ȏ 

  

community-list-number 

ᴇ‟  

ῆ ᴇ‟ ̔ ѝ 1-99 

ᴇ‟ ̔ ѝ 

100-199 

communitys-list-name 
ᴇ‟  

ᴇ‟ а 80  

exact-match ὤּר ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match community ԇ Ԉ э ᴇ‟ ᴇ‟ ̆

чת а ұ 6Ȃ 

э exact-match Ὧ Өᶢ ₥Уэ‟ ̆ а ᶢ רּ ‟

Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

Ruijie(config)# ip community-list  1 permit 100:2 100:30  
Ruijie(config)# route-map  set_lopref  

Ruijie(config-route-map)# match community 1 
exact-match  

Ruijie(config-route-map)# set  local-preference  20 

ȍ Ὧ ԇȎ 

ԇ  

ip community-list ᴇ‟  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH Ȃ



Ὧ ԇ 

 

set comm-list delete ‮ רּ ᴇ ḣ 

set community ᴇ ḣ 

set metric ‍ ḣ 

40.1.16 match interface 

רּ ЮУ   ѝ ̆  ᴳ ԇ match 

interfaceȂ ԇ no ‮ ᾃ Ȃ 

match interface interface-type interface-number […interface-type 

interface-number] 

no match interface interface-type interface-number […interface-type  
interface-number] 

ȍ Ȏ 

  

interface-type  

interface-number  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match interface ԇ Ԉ э Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP

‍ ⁮ OSPF ѐȂ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

︠‍ ̆ Ԉ ‍ ЭȂа

ᴉ ̆ὲ У ̆ ԇ а Ȃ



Ὧ ԇ 

 

ᴳ ‍ Э ӑ ὲ̆ ᴳ

ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍ Ю

У ѝ





Ὧ ԇ 

 

Ruijie(config-router)# redistribute rip subnets 
route-map  redrip 

Ruijie(config-router)# network  192.168.12.0 0.0.0.255 
area 0 

Ruijie(config-router)# exit 
Ruijie(config)# access-list  10 permit  200.168.23.0 

0.0.0.255 
Ruijie(config)# route-map  redrip  permit 10 

Ruijie(config-route-map)# match ip address  10 
Ruijie(config-route-map)# set metric  40 

Ruijie(config-route-map)# set metric-type type-1  

ȍ Ὧ ԇȎ 

ԇ  



Ὧ ԇ 

 

access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

ȍ Ȏ 

  

access-list-number 

‟  

ῆ ‟ ̔ 1-99̆

1300-1999 

‟ ̔100-199̆

2000-2699 

access-list-name ‟  

prefix-list prefix-list-name ּר ₥ ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match ip next-hop ԇ Ԉ э ‟ ‟ Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ 

Ԉ OSPF ‍ ⁮ Уэ ╖ Ȃ Ԉ

OSPF ‍ ⁮ RIP ѐ̆҂ Ԉ RIP

‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP Ȃ RIP Ю

У ‟ 10 20̆OSPF ἵ ὲ ‍ Ȃ 

Ruijie(config)#  router ospf 
Ruijie(config-router)# redistribute rip subnets 

route-map  redrip 
Ruijie(config-router)#  network  192.168.12.0 0.0.0.255 

area 0 
Ruijie(config-router)#  exit 

Ruijie(config)# access-list  10 permit host 192.168.10.1  



Ὧ ԇ 

 

Ruijie(config)# access-list 20 permit host 172.16.20.1 
Ruijie(config)# route-map  redrip  permit  10 

Ruijie(config-route-map)# match ip next-hop 10 20 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 
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access-list-name ‟  

prefix-list prefix-list-name ּר ₥ ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match ip route-source ԇ Ԉ э ‟ Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP

‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ



Ὧ ԇ 

 

match ip next-hop    ּר ‟ ѐ ЮУ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

40.1.20 match ipv6 address 

‍ ‟ ₥ ‟ ѐἵ IPv6 ̆ ᴳ

ԇ match ipv6 addressȂ ԇ no ‮ Ȃ 

match ipv6 address { access-list-name | prefix-list prefix-list-name } 

no match ipv6 address  

ȍ Ȏ 

  

access-list-name ‟  

prefix-list prefix-list-name ּר IPv6 ₥ ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP

‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 



Ὧ ԇ 
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Ὧ ԇ 

 

40.1.21 match ipv6 next-hop 

‍ ЮУ IPv6 ‟ ₥ ‟ ‡

̆ ᴳ ԇ match ipv6 addressȂ ԇ no ‮

Ȃ 

match ipv6 next-hop { access-list-name | prefix-list prefix-list-name } 

no match ipv6 next-hop  

ȍ Ȏ 



Ὧ ԇ 

 

Ruijie(config-router)# redistribute rip subnets 
route-map  redrip  

Ruijie(config-router)# exit 
Ruijie(config)# ipv6 access-list v6acl 

Ruijie(config-ipv6-acl)#  10 permit ipv6 2720::/64  any  
Ruijie(config-ipv6-acl)# exit 

Ruijie(config)# route-map redrip permit  10 
Ruijie(config-route-map)# match ipv6 next-hop  v6acl 

Ruijie(config-route-map)# set metric  40 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 access-list Ѭ IPv6 ‟ ‡ 

match interface      ּר ЮУ  

match ipv6 address    ּר IPv6 ‟ ѐ ЮУ  

match ipv6 route-source ּר IPv6 ‟ ѐ  






Ὧ ԇ 

 

access-list-name ‟  

prefix-list prefix-list-name ּר IPv6 ₥ ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP

‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

︠‍ ̆ Ԉ ‍ ЭȂа

ᴉ ̆ὲ У ̆ ԇ а Ȃ

ᴳ ‍ Э ӑ ὲ̆ ᴳ

ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍

‟ 10 RIP ̆ OSPF ѐ̆ ѝ

type-1̆‫ ḣѝ 40Ȃ 

Ruijie(config)# ipv6 router ospf 
Ruijie(config-router)# redistribute rip subnets 

route-map redrip 
Ruijie(config-router)# exit 

Ruijie(config)#  ipv6 access-list  v6acl 
Ruijie(config-ipv6-acl)#  10 permit ipv6  5200::/64  any 

Ruijie(config-ipv6-acl)#  exit 
Ruijie(config)# route-map  redrip  permit 10 

Ruijie(config-route-map)# match ipv6 route-sourc e 
v6acl 

Ruijie(config-route-map)# set metric  50 

ȍ Ὧ ԇȎ 
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У ұ ╗ ꜛ

⁸Ȃ ҩ ̆ ᾱ ᴉ ꜛ

̆ ᾱ ҩУэ ꜛ ЮУ  
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match metric metric 

no match metric 

ȍ Ȏ 

  

metric 
ḣ 

ḣ ̔0-4294967295 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP

‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP Ȃ ḣѝ 10

RIP ̆OSPF ֶ ‍ Ȃ 

Ruijie(config)# router ospf 

Ruijie(config-router)# redistribute rip subnets 
route-map  redist-rip  

Ruijie(config-router)# network  192.168.12.0 0.0.0 .255 
area 0 

Ruijie(config-router)# exit 
Ruijie(config)# route-map redist-rip  permit  10 

Ruijie(config-route-map)#  match metric 10 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  





Ὧ ԇ 

 

Ruijie(config)# route-map  MY_MAP 10 permit 
Ruijie(config-route-map)# match origin egp  

Ruijie(config-route-map)# set community  109 
Ruijie(config-route-map)# exit 

Ruijie(config)#  route-map  MAP20 20  permit 
Ruijie(config-route-map)# match origin incomplete  

Ruijie(config-route-map)# set community no-export 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set metric ‍ ḣ 

set origin ‍  

40.1.26 match route-type 

רּ ̆ ᴳ ԇ match route-typeȂ

ԇ no ‮ Ȃ 

match route-type {local | internal | external [type-1 | type-2] | level-1 

| level-2} 

no match route-type {local | internal | external [type-1 | type-2] | 

level-1 | level-2} 

ȍ Ȏ 

  

local  

Internal OSPF ᾃ  

external 
(BGP OSPF

) 

type-1 | type-2 OSPF 1 2  

level-1 | level-2 ISIS 1 2  

ȍ Ȏ 

Ȃ 



Ὧ ԇ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP

‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ R̆IP ‍ OSPF ȂRIP ‍ OSPF

ᾃ Ȃ 

Ruijie(config)#  router rip 

Ruijie(config-router)# redistribute ospf route-map  
redrip 

Ruijie(config-router)# network 192.168.12.0  
Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip  permit 10 
Ruijie(config-route-map)#  match route-type internal 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 



Ὧ ԇ 

 

ȍ Ȏ 

ȍ Ȏ 

40.1.27 match tag 



Ὧ ԇ 

 

Ruijie(config)# route-map redrip  permit  10 
Ruijie(config-route-map)# match tag 50 80 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match ip next-hop    ּר ‟ ѐ ЮУ  

match route-type  ּר  

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

40.1.28 maximum-paths 

֓ ̆ ᴳ ὤ ԇ maximum-pathsȂ ԇ



Ὧ ԇ 

 

ȍᴳ Ȏ 

֓ ѝҩ ⁸ ֓ ̆

maximum-paths ֓ ֶӊ Ю ̆

Ю̆ ‍ аֶ ֓ Ȃ show running 

config Ԉ ₥ ֓ Ȃ 

ԇ ipv4 ipv6 ̆҂ ̆ ҩ ԇ̆⁮

У ipv4 ֓ ḣ̆⁮ У ipv6

֓ ҂ ḣȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ֓ ѝ 10 ̆ ḣȂ 

Ruijie(config)# maximum-paths  10 

Ruijie(config)#  no maximum-paths 

ȍ Ȏ 

ԇ ү Эа Ȃ 

40.1.29 route-map 

Ѭ ̆ ὡ ̆ ᴳ ὤ ԇ route-mapȂ

ԇ no ‮ ѬȂ 

route-map route-map-name [permit | deny] [sequence-number] 

no route-map route-map-name [permit | deny] [sequence-number] 

ȍ Ȏ 



Ὧ ԇ 

 

deny 

̂ ̃ Ѭҩ deny Ὧ ̆

match Ѭ רּ ‡Ȃ‡аֶ ֗ᴉ

ᴐ̆ аἵ ‍

̆ з   ᴐȂ 

Ѭҩ deny Ὧ ̆ а match

Ѭ רּ ‡Ȃ‡ ὡЮУэ

ᴐȂ ⁮ ҩ set ԇȂ 

sequence-number 
Ȃᴂ ִἼ

⁮ᴳ ̆ Ȃ 

ȍ Ȏ 



Ὧ ԇ 

 

Ruijie(config)# router ospf 
Ruijie(config-router)# redistribute rip subnets 

route-map redrip 
Ruijie(config-router)# network  192.168.12.0 0.0.0.255 

area 0 
Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip  permit  10 
Ruijie(config-route-map)# match metric  4 

Ruijie(config-route-map)# 



Ὧ ԇ 

 

ԇ У ̂as,ip-addr̃̆а  

ȍѡᴿȎ



Ὧ ԇ 

 

У Ԉ as-path ѐ ╗ 15 э asȂ 

ȍѡᴿȎ 

Ruijie(config)# route-map set-as-path 
Ruijie(config-route-map)# match as-path  1 

Ruijie(config-route-map)# set as-path prepend  100 101 
102 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set community 
‍ COMMUNITY

 

set metric ‍ ḣ 

set metric-type  ‍  

40.1.32 set comm-list delete 

רּ match ‡ ‮ COMMUNITY_LIST ѐ

community ḣ̆ ᴳ ԇ set comm-list deleteȂ

ԇ no ‮ Ȃ ԇӨ ұ Ȃ 

set comm-list 



Ὧ ԇ 

 

Ȃ 

ȍᴳ Ȏ 

ԇ רּ ⁮ ѐ‮ ᴇ ‟ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# router bgp  100 
Ruijie(config-router)# neighbor  172.16.233.33 

remote-as 120 
Ruijie(config-router)# neighbor  172.16.233.33 

route-map  ROUTEMAPIN in 
Ruijie(config-router)# neighbor  172.16.233.33  

route-map  



Ὧ ԇ 

 

set community {community-number[community-number …] additive | 

none} 

no set community { community-number[community-number …] 

additive | none} 

ȍ Ȏ 

  

community-number 

ᴇ ḣȂ 

ѝ AA:NN( :2

) ̆ У э ḣ ̆

0-4294967295̆ ԈЮ Ѭ

ḣ̔ 

internet̆ Internet ᴇ̆

ұ ᴇȂ 

local-as̆ а ⁮ AS

̆ ̆ а

ὲ Ȃ 

no-advertisĕ а ֗ᴉ

Уэ BGP peersȂ 

no-export ̆ а

EBGP peersȂ 

additive community Э ╗

none ᴇ ѝ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ רּ ⁮ ᴇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# route-map SET_COMMUNITY 10 permit 
Ruijie(config-route-map)#  match as-path  1 

Ruijie(config-route-map)# set community  109:10 
Ruijie(config-route-map)# exit 

Ruijie(config)#  route-map SET_COMMUNITY 20 permit 
Ruijie(config-route-map)# match as-path 2 

Ruijie(config-route-map)#  set community no-export  

ȍ Ὧ ԇȎ 



Ὧ ԇ 

 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set origin ‍  

set metric-type  ‍  

 

40.1.34 set dampening 

רּ match ‡ ̆ ᴳ ԇ set 

dampeningȂ ԇ no ‮ Ȃ 

set dampening half-life reuse suppress max-suppress-time 

no set dampening 

ȍ Ȏ 

  

half-life 
а Ȃ

1..45(‍ )̆ ḣѝ 15

‍



Ὧ ԇ 

 

ȍᴳ Ȏ 

ᴳ רּ ⁮ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# route-map  tag 

Ruijie(config-route-map)# match as path  10 
Ruijie(config-route-map)#  set dampening  30 1500 10000 

120 
Ruijie(config-route-map)#  exit 

Ruijie(config)# router bgp  100 
Ruijie(config-router)# neighbor  172.16.233.52 

route-map  tag in 

ȍ Ὧ ԇȎ 



Ὧ ԇ 

 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

set default interface ԇ Ԉ э Ȃ 

У ұ ╗ ꜛ

⁸Ȃ ҩ ̆ ᾱ ᴉ ꜛ

̆ ᾱ ҩУэ ꜛ ЮУ Ȃ 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ

‡ ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ

̆ ѐ э ꜛ ѐ Ѭ ᴐ

Ȃ 

Уэ Ѭ ѝ down̆ үэ set ԇ

ȂУэ ѐ Ԉ э set ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 ̆ ⁮ ꜛ

ұ 500 ̆ з ѐ ̆ ӱ GigabitEthernet 

1/0 ꜛȂ 

Ruijie(config)# interface serial 1/0 

Ruijie(config-if)#  ip policy route-map  smallpak 
Ruijie(config-if)# exit 

Ruijie(config)# route-map  smallpak permit  10  
Ruijie(config-route-map)#  match length 0 500 

Ruijie(config-route-map)# set default interface 
GigabitEthernet 1/0  





Ὧ ԇ 

 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set metric ‍ ḣ 

set metric-type  ‍  

40.1.37 set interface 

רּ match ‡ ̆ ᴳ ԇ set 

interfaceȂ ԇ no ‮ Ȃ 

set interface interface-type interface-number […interface-type  
interface-number] 

no set interface interface-type interface-number […interface-type 
interface-number] 

ȍ Ȏ 

  



Ὧ ԇ 

 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ

‡ ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ

̆ ѐ э ꜛ ѐ Ѭ ᴐ

Ȃ 

Уэ Ѭ ѝ down̆ үэ set ԇ

ȂУэ ѐ Ԉ э set ᴐȂ 

ѝ null 0̆ ꜛ х Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 ̆ ⁮ ꜛ

ұ 500 ̆ ӱ GigabitEthernet 0/0 ꜛȂ 

Ruijie(config)# interface serial  1/0 
Ruijie(config-if)# ip policy route-map  smallpak  
 

Ruijie(config)# route-map  smallpak  permit  10  

Ruijie(config-route-map)# match length  0 500 
Ruijie(config-route-map)# set interface 

GigabitEthernet  0/0 

ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address     ּר ‟ ѐ  

match length  ּר ꜛ  



Ὧ ԇ 



Ὧ ԇ 

 



Ὧ ԇ 

 

40.1.39 set ip dscp 

רּ match ‡ DSCP ḣ̆ ᴳ ԇ set ip 

dscpȂ ԇ no ‮ Ȃ 

set ip dscp dscp_value 

no set ip dscp 

ȍ Ȏ 

  

dscp_value IP ѐ IP DSCP ḣ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

 

ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address     ּר ‟ ѐ  

set default interface  
ꜛ   ̆

ѐ  

set default interface  
ꜛ   ̆

ѐ  

set interface         ꜛ    

set ip default next-hop  
ꜛ ЮУ IP ̆

ѐ  

set ip precedence  ꜛ IP ִἼḣ 

ȍ Ȏ 

 



Ὧ ԇ 

 

ȍ Ȏ 

40.1.40 set ip next-hop 

רּ match ‡ ꜛ ЮУ IP ̆ ᴳ

ԇ set ip next-hopȂ ԇ no ‮ Ȃ ԇӨ ұ

Ȃ 

set ip next-hop ip-address [weight] […ip-address [weight] ] 

no set ip next-hop ip-address [weight] […ip-address [weight] ] 

ȍ Ȏ 

  

ip-address ЮУ IP  

weight ЮУ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

set ԇ ч ̔WCMP ̆ WCMP

Ȃ ₥У Ю̆ ὡ weight

ḣ WCMP Ȃ 

set ip next-hop ԇ Ԉ э IP ̆ а 32 эȂ 

ip address ╗ weight ḣ̆‡ Ԉ а 4 э

nexthop Ȃ 

̆ ֗ᴉУэ next-hop weight ḣ̆ ᴳ set ԇ

╟‎ ѝ WCMP Ȃ WCMP

Ю̆ ұ Ҿ weight nexthop ̆ὲ weight

ѝ 1Ȃ 



Ὧ ԇ 

 

̆ ѐ э ꜛ ѐ Ѭ ᴐ

Ȃ 

Уэ ѐ Ԉ э set ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 Э Ȃ ⁮

10.0.0.0/8 ᾃ ꜛ ̆ ⁮ 192.168.100.1̕

ѝ 172.16.0.0/16 ᾃ ꜛ ̆ ⁮ 172.16.100.1̕ὲᴍ

ὤ х Ȃ 

Ruijie(config)# interface serial  1/0 
Ruijie(config-if)# ip policy route-map  load-balance  
 

Ruijie(config)# access-list  10 permit 10.0.0.0 

0.255.255.255  
Ruijie(config)# access-list  20 permit  172.16.0.0 

0.0.255.255  
 

Ruijie(config)# route-map  load-balance permit  10 
Ruijie(config-route-map)# match ip address  10 

Ruijie(config-route-map)# set ip next-hop  192.168.100.1 
 

Ruijie(config)# route-map  load-balanc e permit  20 
Ruijie(config-route-map)# match ip address  20 

Ruijie(config-route-map)# set ip next-hop  172.16.100.1 
 

Ruijie(config)# route-map  load-balance  permit  30 
Ruijie(config-route-map)# set interface Null 0 

ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address ּר ‟ ѐ  

set default interface 
ꜛ   ̆

ѐ  

set default interface 
ꜛ   ̆

ѐ  

set interface ꜛ    

set ip default next-hop 
ꜛ ЮУ IP ̆

ѐ  

set ip precedence ꜛ IP ִἼḣ 



Ὧ ԇ 

 

ȍ Ȏ 

 

ȍ Ȏ 

40.1.41 set ip next-hop verify-availability 

ЮУ IP ̆ ᴳ ԇ set ip 

next-hop verify-availabilityȂ ԇ no ‮ Ȃ ԇ

Ө ұ Ȃ 

set ip next-hop verify-availability ip-address track track-obj-num 

no set ip next-hop verify-availability ip-address track track-obj-num 

ȍ Ȏ 

  

ip-address ЮУ IP  

track-obj-num  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 Э Ȃ ⁮

10.0.0.0/8 ᾃ ꜛ ̆ ⁮ 192.168.100.1̕

ѝ 172.16.0.0/16 ᾃ ꜛ ̆ ⁮ 172.16.100.1̕ὲᴍ

ὤ х Ȃ 

Ruijie(config)# interface serial  1/0 

Ruijie(config-if)# ip policy route-map  load-balance  
 

Ruijie(config)# access-list  10 permit 10.0.0.0 
0.255.255.255 

Ruijie(config)# access-list  20 permit 172.16.0.0 
0.0.255.255 
 

Ruijie(config)# route-map  load-balance  permit  10 





Ὧ ԇ 

 

Ȃ 

ȍᴳ Ȏ 

IP ѐ ִἼ ḣ ᴳ IP а ִ

Ἴ ּ Ȃ 

‡ѐ̆ Ԉ э set ip precedence ԇ ת̆

Уэ ̆ з רּ IP ֶ

ִἼ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ӱ GigabitEthernet 0/0 ѝ

192.168.217.68 precedence ѝ 4Ȃ 

Ruijie(config)# access-list 1 permit  192.168.217.68 
0.0.0.0 

Ruijie(config)# route-map name 
Ruijie(config-route-map)# match ip address 1 

Ruijie(config-route-map)# set ip precedence 4 
Ruijie(config)# interface  GigabitEthernet  0/0 

Ruijie(config-if)# ip policy route-map  name 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

set ip tos IP tos 

40.1.43 set ip tos 

רּ match ‡ IP TOS, ᴳ

ԇ set ip tosȂ ԇ no ̆ tos ḣ‮ Ȃ 

set ip tos  {<0-15> | max-reliability | max-throughput | min-delay  



Ὧ ԇ 

 

| min-monetary-cost | normal } 

no set ip tos {<0-15> | max-reliability | max-throughput | min-delay  

| min-monetary-cost | normal } 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

IP ѐ TOS ḣ ᴳ IP

а ╘ ּ Ȃ 

רּ IP ֶ Э TOS ḣȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ӱ GigabitEthernet 0/0 ѝ

192.168.217.68 tos ѝ 4Ȃ 

Ruijie(config)# access-list  1 permit 192.168.217.68 
0.0.0.0 

Ruijie(config)# route-map name 
Ruijie(config-route-map)# match ip address 1 

Ruijie(config-route-map)# set ip tos  4 
Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip policy route-map name 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match interface       m a t c h  i n t e r f a c e          



Ὧ ԇ 

 

40.1.44 set level 

רּ match ‡ ὡ שּ ̆ ᴳ

ԇ set levelȂ ԇ no ‮ Ȃ 

set level {level 1| level 2 | level 1-2 | stub-area | backbone} 

no set level 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP ⁮ backbone שּ Ȃ 

Ruijie(config)# router ospf  

Ruijie(config-router)# redistribute rip subnets 
route-map redrip  

Ruijie(config-router)# network  192.168.12.0 0.0.0.255 
area 0 

Ruijie(config-router)# exit 
Ruijie(config)# route-map redrip  permit  10 

Ruijie(config-route-map)# set level backbone  

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 



Ὧ ԇ 

 

40.1.45 set local-preference 

רּ match ‡ LOCAL_PREFERENCE ḣ̆ ᴳ

ԇ set local-preferenceȂ ԇ no ‮ Ȃ 

set local-preference number 

no set local-preference 

ȍ Ȏ 

  

number 
ִ Ἴ ḣ Ȃ ̔

0-4294967295 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Уэ local-preference ḣ̆а э local-preference

ḣȂ 

ԇ רּ ⁮ ִἼ Ȃ 

ȍѡᴿȎ 

Ruijie(config)#  route-map SET_PREF permit  10 

Ruijie(config-route-map)#  match as-path  1 
Ruijie(config-route-map)# set local-preference  6800 

Ruijie(config-route-map)# exit 
Ruijie(config)# route-map  SET_PREF permit  20 

Ruijie(config-route-map)#  match as-path  2 
Ruijie(config-route-map)# set local-preference  50 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍



Ὧ ԇ 

 

set metric-type  ‍  

40.1.46 set metric 

רּ match ‡ ḣ̆ ᴳ ԇ set 

metricȂ ԇ no ‮ Ȃ 

set metric [+ metric-value | - metric-value | metric-value] 

no set metric 

ȍ Ȏ 
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 / C 2 _ 3 D E _ E 7 2 0 8 0 . 5 2 C 5 > T 1  1  T 6 . 3 6  0 . 5 5 8  1 5 0- s e t  m e t r i . 2 8  0 8 / T T 1  1  T f 
 0 c  - 3 0 . 1 0 3  - 1 . 4 4 6  T d 
 ( m e t r i 2 . 9 7 7 ) T j 
 / C 2 _ 3 D E _ 4 3 C 3 1 E 5 5 2 C 5 > T 1  1  T 6 . 3 6  0 . 5 3 1 8 0 5 0



Ὧ ԇ 

 

Ruijie(config)# router ospf  
Ruijie(config-router)# r edistribute rip subnets 

route-map  redrip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 

area 0 
Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip  permit  10 
Ruijie(config-route-map)# set metric  40 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  



Ὧ ԇ 



Ὧ ԇ 

 

ȍ Ȏ 

ȍ Ȏ 

40.1.48 set next-hop 

רּ match ‡ ᶕ ЮУ IP ̆ ᴳ

ԇ set next-hopȂ ԇ no ‮ Ȃ ԇӨ ұ

Ȃ 

set next-hop ip-address 

no set next-hop ip-address 

ȍ Ȏ 

  

ip-address ЮУ IP  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP

‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ רּ ⁸ ̋ ЮУ ѝ

192.168.1.2Ȃ 

Ruijie(config)#  route-map  redrip  permit  10 

Ruijie(config-route-map)# match ip address  1 
Ruijie(config-route-map)# set next-hop  192.168.1.2 

ȍ Ὧ ԇȎ 



Ὧ ԇ 

 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

40.1.49 set origin 

רּ match ‡ ᶕ ̆ ᴳ

ԇ set originȂ ԇ no ‮ Ȃ 

set origin {egp | igp | incomplete} 

no set origin 

ȍ Ȏ 

  

egp EGP 

igp IGP 

incomplete а  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Уэ Ȃ 

ԇ רּ ⁮ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# route-map SET_ORIGIN 10 permit  



Ὧ ԇ 

 

Ruijie(config-route-map)# match as-path  1 
Ruijie(config-route-map)# set origin igp  

Ruijie(config-route-map)# exit 
config-rout igp

Ruijie(config-route-map)#  1 
Ruije(config-route-h



Ὧ ԇ 

 

Ruijie(config-route-map)# set originator-id  5.5.5.5 
Ruijie(config-route-map)# exit 

Ruijie(config)#  route-map SET_ORIGIN 20 permit 
Ruijie(config-route-map)# match as-path  2 

Ruijie(config-route-map)#  set originator-id  5.5.5.6 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH

set metric ‍ ḣ 

set local-preference ‍ ִἼ  

40.1.51 set tag 

רּ match ‡ ̆ ᴳ ԇ set tagȂ

ԇ no ‮ Ȃ 

set tag tag 

no set tag 

ȍ Ȏ 

  

tag ‍  

ȍ Ȏ 

ᶑ а Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ұ ‍ Ȃ ԇ̆

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP ̆ ‍

ѝ 100Ȃ 



Ὧ ԇ 

 

Ruijie(config)# router ospf  
Ruijie(config-router)#  redistribute rip subnets 

route-map  redrip 
Ruijie(config-router)# network  192.168.12.0 0.0.0.255  

area 0 
Ruijie(config-router)#  exit 

Ruijie(config)# route-map redrip  permit  10 
Ruijie(config-route-map)#  set tag  100 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

ȍ Ȏ 

ȍ Ȏ 

40.1.52 set weight 

רּ match ‡ BGP ḣ̆ ᴳ ԇ

set weightȂ ԇ no ‮ Ȃ 

set weight number 

no set weight 

ȍ Ȏ 

  

number 
ḣȂ 

̔0-65535 

ȍ Ȏ 



Ὧ ԇ 

 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ұᶢ BGP ḣȂ 

ᾳЮ̆ӱ ⁮ ̆ neighbor weight ⁮

ḣ ̕ ӊ ḣ 32768Ȃ 

Ԉ ԇ ḣᶢ BGP ‍ ḣȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆BGP in



Ὧ ԇ 

 

ᴳ ԇ ᴇ‟ ᶕ Ȃ 

show ip community-list [community-list-number|community-list-name] 

ȍ Ȏ 

  

community-list-number 
ᶕ ᴇ‟  

ῆ ᴇ‟ ̔ ѝ 1-99 

ᴇ‟ ̔ ѝ 100-199 

community-list-name 
ᶕ ᴇ‟  

ᴇ‟ а 80  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ ᴇ‟ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie#  show ip community-list 
Community-list standard local 

permit local-AS 
Community-list standard Red-Giant 

permit 0:10 
deny 0:20 

ȍ Ὧ ԇȎ 

ԇ  

match community ּר ᴇ‟  

set comm-list delete 
ᴇ‟ ‮ BGP ѐ

ᴇ ḣ 

ȍ Ȏ 

40.2.2 show ip prefix-list 

₥ ‟ ᶕ ₥ ‟ ᶕ ̆ᴳ show ip prefix-list

ԇȂ 

show ip prefix-list [ prefix-name ] 



Ὧ ԇ 

 

ȍ Ȏ 

  

prefix-name ₥ ‟  

ȍ Ȏ 

₥ ‟ ᶕ Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

 

ȍᴳ Ȏ 

₥ ‟ ̆ ֶ ₥ ‟ ᶕ ̆ ‡

₥ ‟ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie#  show ip prefix-list  
ip prefix-list pre: 2 entries 
seq 5 permit 192_0 8g34205B5164302>Tj
/fix-list8g3442>6<01D0>]14E3g342010B5164302>Tj
j
j
st8g3442> 



Ὧ ԇ 

 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

 

ȍᴳ Ȏ 

ԇ Ԉ ̆ ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip route ԇ ̔ 

Ruijie# show ip route 
Codes:  C - connected, S - static, R - RIP, B - BGP 

O - OSPF, IA - OSPF inter area 
N1-OSPF NSSA external type 1,N2 - OSPF NSSA external type 

2 
E1 - OSPF external type 1, E2 - OSPF external type 2 

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 
- IS-IS level-2 

ia - IS-IS inter area, * - candidate default 
 

Gateway of last resort is no set 
S    20.0.0.0/8 is directly connected, VLAN 1 

S    22.0.0.0/8 [1/0] via 20.0.0.1 
O E2 30.0.0.0/8 [110/20] via 192.1.1.1, 00:00:06, VLAN 

1 
R    40.0.0.0/8 [120/20] via 192.1.1.2, 00:00:23, VLAN 

1 
B    50.0.0.0/8 [120/0] via 192.1.1.3, 00:00:41 

C    192.1.1.0/24 is directly connected, VLAN 1 
C    192.1.1.254/32 is local host. 

 

show ip route ԇ Ю̔ 

  

O 

Ȃ

ḣѝ̔ 

C̔ ̕ 

S̔ ̕ 

R̔RIP ̕ 

B̔BGP ̕ 

O̔OSPF ̕ 

i̔IS-IS Ȃ 



Ὧ ԇ 

 

E2 

Ȃ ḣѝ̔ 

E1̔OSPF ̋̕ 

E2̔OSPF ̌̕ 

N1̔OSPF NSSA 1̕ 

N2̔OSPF NSSA 2̕ 

IA̔OSPF ᾃ ̕ 

su̔IS-IS ̕ 

L1̔IS-IS 1 ̕ 

L2̔IS-IS 2 ̕ 

ia̔IS-IS ᾃ Ȃ 

20.0.0.0/8  

[1/0] ̉ ḣ 

Via 20.0.0.1 ЮУ IP  

00:00:06  

VLAN 1 ЮУ  

ԈЮѝ

̔



Ὧ ԇ 

 

40.2.4 show ipv6 prefix-list 

IPv6 ₥ ‟ ᶕ ₥ ‟ ᶕ ̆ᴳ show ipv6 

prefix-list ԇȂ 

show ipv6 prefix-list [ prefix-name ] 

ȍ Ȏ 

  

prefix-name IPv6 ₥ ‟  

ȍ Ȏ 

IPv6 ₥ ‟ ᶕ Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

 

ȍᴳ Ȏ 

₥ ‟ ̆ ֶ ₥ ‟ ᶕ ̆ ‡

₥ ‟ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ipv6 prefix-list  
ipv6 prefix-list p6: 2 entries 
permit 13::/20 

permit 14::/20 
 

40.2.5 show route-map 

ᶕ ̆ ᴳ ԇ show route-mapȂ 

show route-map̵route-map-name̷ 

ȍ Ȏ 

  

route-map-name 
̂ ̃

ᶕ  

ȍ Ȏ 

ᶕ Ȃ 



Ὧ ԇ 

 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

Ȃ 

ȍᴳ Ȏ 

̆ ֶ ᶕ ̆ ‡

ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie#  show route-map  
route-map AAA, permit, sequence 10 

Match clauses: 
ip address 2  

Set clauses: 
metric 10 

  

route-map   

Permit ꜛ permit Ὧ  

sequence 10  

Match clauses 
Ѭּר ‡Ȃ permit

deny Ὧ ᾱ set ᴐ 

Set clauses Ѭ match רּ ‡ ᴐ 

 



 

 

 

1��×F¼�Ú�Ö�]�<
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41 ���" ACL 
a	— 

ԈЮ ԇѐ ⁮ ԈЮ ԇ  

 Ѭ 

id 

‟ ḣ Ȃ  

IP ῆ ACL:  1-99,1300-1999 

IP ACL:  100-199,2000-2699 

MAC ACL: 700–799 

ж ACL: 2700–2899 

name ACL  

sn ACL ( ִἼ ӊ ) 

start-sn ḣ 

inc-sn  

deny ּר ̆‡  

permit ּר ̆‡ἵ  

prot 

̆ ұ IPv4̆ Ԉ eigrp, gre, 

ipinip, igmp, nos, ospf, icmp, udp, tcp, ip

ѐ Уэ ҂̆ Ԉ Ԇ IP 0-255

̆УҾ  icmp/tcp/udp

‟   

interface idx ὡּר  

src  ̂ў ̃ 

src-wildcard  
Ȃ Ԉᴳа ̆

0.255.0.32 

dscp dscp ╘ , ḣ̆ 0-63 

dst ̂ў ̃ 

dst-wildcard 
Ȃ Ԉа ̆

0.255.0.32 

fragment ‍  

precedence precedence ִἼ ⁞̂0-7̃ 

time-range tm-rng-name ּ̆ש ѝ tm-rng-name 

tos tos ╘ ̂0-15̃ 

cos cos cos ḣ(0-7) 

cos inner cos ᾃ tag ѐ cos 

icmp-type ICMP ̂0-255̃ 



ACL ԇ 
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icmp-code ICMP Ԇ ̂0-255̃ 

icmp-message ICMP  

operator port[port] 

Operator ѝ ᴐ ̂lt- ұ̆eq- ұ̆

gt- ұ̆neq-а ұ̆range- ̃ 

port ̆ү ᴐ чэ

̆ὲӹ ᴐ Уэ  

src-mac-addr ў  

dst-mac-addr ў  

VID vid vlan id 

VID inner vid ᾃ tag ѐ vid 

ethernet-type Ԉ ̆ Ԉ ὡ 0x ḣ 

match-all tcpf ּר tcp flag ᴁ 

text ᶕ  

in ὡ  

out  ӱ    

{rule mask offset}+ 

rule ︠Ὡ ⁸ ḣ ̆mask ︠Ὡ ⁸

 

offset ѝḶ ̆ Ḷ  

“+” У  

Ю̔ 

AA AA AA AA AA AA BB BB BB BB BB BB CC CC DD DD 

DD DD EE FF GG HH HH HH II II JJ KK LL LL MM MM 

NN NN OO PP QQ QQ RR RR RR RR SS SS SS SS TT TT 

UU UU VV VV VV VV WW WW WW WW XY ZZ aa aa bb bb 

{r26re
f
-5B5B -31.1 Tf
29.49r26re
f
m
h
148 1{r26re
f
-5B5B -31.1 Tf
W* n3q
24841507 59re
 -841507 Tf
W n3re
7.4g
29.49r234.T*
31.16 31.1 Tf
f
Q
Q
re
7.4g
2Tm
({r248 r8 48 415 re1 Tf
0.00204g
0.21 Td
 M c 0 Tw 0 -2.0.5r153.06 443.2403 T8 re
2Tm
7B0DB30F5612B>8.22 3re
7.4g
2Tm
({r234.T*
48 415 re1 Tf
0.00204g
 0 0 10.5 146.34 388.1603 T8 re
231B5B0DB30F521A( )Tj
ET2 0 -2.223r15A241BTj
/C2478.22 3q
261re
f26re
f
-8D EE -31.1 Tf
278 re
26re
f
m
h
25ch-a
2T7 EE -71B5B - re1 Tf
W* n3q
24841507 59re
 -841507 Tf
W n3re
7.4g
278 re
234.T*
8D EE 31.1 Tf
f
Q
Q
re
7.4g
2  )Tr241)Tj 71B5B  re1 Tf
0.00204g
 0 0 10.5 1UU U50 -1.0.5r153.06 443.240320T0 
f2tch-all tcpC7>FF041D 
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F 

SSAP( ╘

 

)  

19 T TCP  46 

G Ctrl  20 U TCP  48 

H Org Code 21 V ‟  50 

I 
 

24 W  54 

J IP  26 XY 
IP ᶑ

ᴁ 
58 

K TOS  27 Z 
ᶑ ᴁ flags

ᴁ 
59 

L IP ꜛ  28 a Windows size  60 

M ID  30 b ὲӹ 62 

N Flags  32    

Э ѐ э Ḷ ԏ SNAP̅tag 802.3 ѐ Ḷ Ȃ 

41.1 ���"�­�‘
a	— 

ὤ ԇ 

�z access-list 

�z ip access-list 

�z mac access-list 

�z expert access-list 

�z ip access-list resequence  

ACL ԇ 

�z deny 

�z permit 

�z list-remark text 

�z no sn 

ԇ 

�z ip access-group  

�z mac access-group 

�z expert access-group 

41.1.1 access-list 
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destination-mac-address | any} [ icmp-type ] [ [ icmp-type [icmp-code ] ]  

| [ icmp-message ] ] [precedence precedence] [tos tos] [fragments]  

[time-range time-range-name] 

Transmission Control Protocol (TCP) 

access-list id {deny | permit} tcp [VID [out][inner in]]{source source-wildcard | 

host Source | any} {host source-mac-address | any } [operator port [port] ] 

{destination destination-wildcard | host destination | any} {host 

destination-mac-address | any} [operator port [port] ] [precedence precedence] 

[tos tos] [fragments] [time-range time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP) 

access-list id {deny | permit} udp[VID [out][inner in]] {source source –wildcard | 

host source | any} {host source-mac-address | any } [ operator port [port] ] 

{destination destination-wildcard | host destination | any}{host 

destination-mac-address | any} [operator port [port] ] [precedence precedence] 

[tos tos] [fragments] [time-range time-range-name] 

5) ‟  

access-list list-remark text 

ȍ Ȏ 

ԈЮ Ԉ   ₥ ѝ ̆₥ ̆

ѐ  аᾋ Ȃ 

id ̔ ‟ Ȃ ̂1-99 1̆00-199 1̆300-1999  ̆ 2000-2699  ̆ 2700 

– 2899̆700 - 799̃Ȃ 

Deny ̔ רּ ̆‡ Ȃ 

Permit ̔ רּ ̆‡ἵ Ȃ 

Source ̔ ̂ў ̃ 

source-wildcard 
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tos ̔ ╘ ḣ̂0-15̃ 

icmp-type ̔ICMP ̂0-255̃ 

icmp-code ̔ICMP Ԇ ̂0-255̃ 

icmp-message ̔ICMP  

operator ̔ ᴐ ̂lt- ұ̆eq- ұ̆gt- ұ̆neq-а ұ̆range- ̃ 

port [ port ] ̔ ̆range чэ ̆ὲӹ ᴐ Уэ Ȃ 

host source-mac-address ̔ ў Ȃ 

host destination-mac-address ̔ ў Ȃ 

VID vid ̔ vid רּ  

ethernet-type ̔Ԉ  

match-all ּ̔ר tcp flag ᴁ 

tcp-flag ̔tcp flag  

ȍ Ȏ 

֗ᴉ ACL 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ѝҩᴳ ‟ ̆ Ἴ ԇ access-list ѬУ ‟

‟ ‡ Ȃ Ԉ έᴇ ὤ ᴳ а ‟ ̔ 

ῆ IP ‟  ̂1-99̆1300-1999̃ ⁸Ȃ 

IP ‟ ̂100-199 2̆000-2699̃̆ Ԉ ⁸Ȃ 

MAC ‟ ̂700-799̃̆ Ԉ MAC Ԉ Ԉ

רּ Expert ‟ ̂2700-2899̃̆ Э ᶕ ̆ Ԉ VLAN ID

רּ Ȃ 

TCP Flag ꜛ ԈЮ ‍ ὤ  

�z urg 

�z ack 

�z psh 

�z rst 

�z syn 

�z fin 

ִἼ ⁞ Ю̔ 

�z critical  

�z flash  
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�z flash-override  

�z immediate  

�z internet  

�z network  

�z priority  

�z routine 

╘ Ю̔ 

�z max-reliability  

�z max-throughput  

�z min-delay  

�z min-monetary-cost  

�z normal 

ICMP Ю̔ 

�z administratively-prohibited  

�z dod-host-prohibited  

�z dod-net-prohibited  

�z echo  

�z echo-reply  

�z fragment-time-exceeded 

�z general-parameter-problem  

�z host-isolated  

�z host-precedence-unreachable  

�z host-redirect  

�z host-tos-redirect  

�z �z 
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�z network-unknown  

�z no-room-for-option  

�z option-missing  

�z packet-too-big  

�z parameter-problem  

�z port-unreachable  

�z precedence-unreachable  

�z protocol-unreachable  

�z redirect  

�z router-advertisement  

�z router-solicitation  

�z source-quench  

�z source-route-failed  

�z time-exceeded  

�z timestamp-reply  

�z timestamp-request  

�z ttl-exceeded  

�z unreachable 

Ю TCP ̆TCP Ԉᴳ έᴇ ̔ 

�z bgp  

�z chargen  

�z cmd 

�z daytime  

�z discard  

�z domain  

�z echo 

�z exec  

�z finger  

�z ftp  

�z ftp-data  

�z gopher  

�z hostname  

�z ident 

�z irc  

�z klogin  

�z kshell 
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�z ldp 

�z login 

�z nntp  

�z pim-auto-rp   

�z pop2  

�z pop3  

�z smtp  

�z sunrpc  

�z syslog  

�z 
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�z syslog  

�z tacacs  

�z talk  

�z tftp  

�z time  

�z who  

�z xdmcp 

Ԉ Ethernet-type Ю 

�z aarp 

�z appletalk 

�z decnet-iv 

�z diagnostic 

�z etype-6000 

�z etype-8042 

�z lat 

�z lavc-sca 

�z mop-console 

�z mop-dump 

�z mumps 

�z netbios 

�z vines-echo 

�z xns-idp 

ȍѡᴿȎ 

1) IP ῆ ‟ ᴿ 

Ю IP ‟ ἵ ѝ 192.168.1.64 - 192.168.1.127 ̆

ὲӹ ̔ 

Ruijie(config)# access-list  1 permit  192.168.1.64 

0.0.0.63 

2) IP ‟ ᴿ 

Ю IP ‟ ἵ DNS ICMP ̔ 

Ruijie(config)# access-list  102 permit tcp any any eq domain  

Ruijie(config)# access-list  102 permit udp any any eq domain 

Ruijie(config)# access-list  102 permit icmp any any echo 

Ruijie(config)# access-list  102 permit icmp any any echo-reply 

3) MAC ‟ ᴿ 
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Ю ᴳ ᴿ̆ MAC ѝ 00d0f8000c0c ў ѝ 100

Ԉ ̆ ⁮ 1Ȃ ̔ 

Ruijie(config)# access-list  702 deny host 00d0f8000c0c  any aarp 

Ruijie(config)# interface gigabitethernet  1/1 

Ruijie(config-if)#  mac access-group 702 in 

4) Expert ‟ ᴿ 

Юᴿ ᴉ… У  Expert Extended ACL̆ ж ACL IP

ѝ 192.168.12.3 з MAC ѝ 00d0.f800.0044 TCP Ȃ 

Ruijie(config)# access-list  
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ῆ ACL а ̆ ACL ╗ Ȃ

deny permit ԇ ῆ Ȃᴳ show access-lists ԇ

ACL Ȃ 

ȍѡᴿȎ 

… ῆ ACL̔ 

Ruijie(config)# ip access-list extended  123 

Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended 123 

Ruijie(config-ext-nacl)# 

… ACL̔ 

Ruijie(config)#  ip access-list standard std-acl  

Ruijie(config-std-nacl)# show access-lists  

ip access-list standard std-acl 

Ruijie(config-std-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show access-lists IP ‟  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

41.1.3 expert access-list 

ԇ… ж  ACL̆ ὡ ȂG ԇ no ‮ ACL 

expert access-list extended {id | name} 

no expert access-list extended {id | name} 

ȍ Ȏ 

Id ̔Expert ‟ ̂2700-2899̃ 

Name ̔ACL  

ȍ Ȏ 

Expert ACL 
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show access-lists ԇ ACL Ȃ 

ȍѡᴿȎ 

… ж ACL̔ 

Ruijie(config)#  expert access-list extended exp-acl 

Ruijie(config-exp-nacl)# show access-lists  

expert access-list extended exp-acl 

Ruijie(config-exp-nacl)#  

… ж ACL̔ 

Ruijie(config)# expert access-list extended  2704 

Ruijie(config-exp-nacl)# show access-lists   

expert access-list extended 2704 

Ruijie(config-exp-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  
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start-sn̔10 

inc-sn̔10 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show access-lists ԇ ACL Ȃ 

ȍѡᴿȎ 

ACL ̔ 

Ruijie# show access-lists 

ip access-list standard 1 

10 permit host 192.168.4.12 

20 deny any any 

Ruijie# config 

Ruijie(config)#  ip access-list resequence 

Ruij9
/TT3 1 Tex-1.
4.8 0 Td
(conf9
/TTj
/TT3 1 Tf
-4.8#1.497 TD
(Ruijie2 )Tj
/TfT4 1 Tf
4.8 0 Td
ss-list resequence)T0e#  

ip access-list standard 12T8j
0 -1.486 TD
(10 permit host 1926468.4.12 )Tj
T*
(20 192 )Tj
0 -1.497
/TT0 1 Tf
( )Tj
/C2_0 1 Tf
0.0326 Tc 2 Tr -2CCC0747 0 T5532 2.1532AFC18DB>6<092B>6<01D0>]TJ
/TT2 1 T41-q
310004 365mit -170 10.-2j
/84 61147.9 365mit m
h
313018 3
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destination-wildcard [precedence precedence] [tos tos] [fragments]  

[time-range time-range-name] 

УҾ IP ⁸‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn] deny icmp {source source-wildcard | host source | any}  

{destination destination-wildcard | host destination | any} [icmp-type] [[icmp-type 

[icmp-code]] | [
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destination-wildcard | host destination | any} {host  

destination-mac-address | any} [precedence precedence] [tos tos]  

[fragments] [time-range time-range-name] 

УҾ expert ‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn] deny icmp [[VID [out][inner in]]] {source source-wildcard | host source | any} 

{host source-mac-address | any} {destination  

destination-wildcard | host destination | any} {host  

destination-mac-address | any} [icmp-type] [[icmp-type [icmp-code ]] |  

[icmp-message]] [precedence precedence] [tos tos] [fragments]  

[time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] deny tcp [[VID [out][inner in]]]{source source-wildcard | host  

Source | any} {host source-mac-address | any } [operator port [port]]  

{destination destination-wildcard | host destination | any} {host  

destination-mac-address | any} [operator port [port]] [precedence  

precedence] [tos tos] [fragments] [time-range time-range-name]  

[match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] deny udp [[VID [out][inner in]]]{source source –wildcard | host  

source | any} {host source-mac-address | any } [ operator port [port]]  

{destination destination-wildcard | host destination | any}{host  

destination-mac-address | any} [operator port [port]] [precedence  

precedence] [tos tos] [fragments] [time-range time-range-name] 

ȍ Ȏ 

ԈЮ ⁮ access-list 

sn ̔ACL  

dscp ̔ ╘  

dscp ̔ ḣ̆ 0-63. 

ȍ Ȏ 

֗ᴉ  

ȍ ԇ Ȏ 

ACL Ю 

ȍᴳ Ȏ 

ACL Ю ACL ֒  
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ȍѡᴿȎ 

Юᴿ ᴉ… У  Expert Extended ACL̆ ж ACL IP

ѝ 192.168.4.12 з MAC ѝ 001300498272 TCP Ȃ 

Ruijie(config)# expert access-list extended  2702 

Ruijie(config-exp-nacl)# deny tcp  host  

192.168.4.12  host 0013.0049.8272  any any   

Ruijie(config-exp-nacl)# permit any any any any 

Ruijie(config-exp-nacl)# show access-lists 

expert access-list extended 2702 

10 deny tcp  host  192.168.4.12 host 0013.0049.8272 any any 

20 permit any any any any 

Ruijie(config-exp-nacl)# 

Ю IP ACL ᴳ ᴿ̆ IP ѝ 192.168.4.12 ў ᵏ TCP

ѝ 100 ╘̆ ⁮ 1Ȃ  

Ruijie(config)#  ip access-list extended ip-ext-acl  

Ruijie(config-ext-nacl)# deny tcp host  192.168.4.12  eq 100 any 

Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended ip-ext-acl 

10 deny tcp host 192.168.4.12 eq 100 any 

Ruijie(config-ext-nacl)# exit 

Ruijie(config)#  interface gigabitethernet  1/1 

Ruijie(config-if)# ip access-group ip-ext-acl  in 

Ruijie(config-if)# 

Ю MAC ACL ᴳ ᴿ̆ MAC ѝ 0013.0049.8272 ў

ѝ 100 Ԉ ̆ ⁮ 1Ȃ  

Ruijie(config)# mac access-list extended  mac1 

Ruijie(config-mac-nacl)# deny host  0013.0049.8272  any aarp 

Ruijie(config-mac-nacl)# show access-lists  

mac access-list extended mac1 

10 deny host 0013.0049.8272 any aarp 

Ruijie(config-mac-nacl)# exit 

Ruijie(config)# interface gigabitethernet  1/1 

Ruijie(config-if)# mac access-group mac1 in 

Ю IP ῆ ACL ᴳ ᴿ̆ IP ѝ 192.168.4.12 ў ̆

⁮ 1Ȃ ̔ 

Ruijie(config)# ip access-list standard 34 

Ruijie(config-ext-nacl)# deny host 192.168.4.12 

Ruijie(config-ext-nacl)# show access-lists  

ip access-list standard 34 

10 deny host 192.168.4.12 
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Ruijie(config-ext-nacl)# exit 

Ruijie(config)# interface gigabitethernet  1/1 

Ruijie(config-if)# ip access-group 34 in 

ȍ Ὧ ԇȎ 

 

ԇ  

show access-lists ‟  

ip access-group IP  ACL  

mac access-group MAC  ACL  

ip access-list IP ACL Ѭ 

mac access-list MAC  ACL Ѭ 

expert access-list ж  ACL Ѭ 

permit ῆ Ѭ ԇ 
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Transmission Control Protocol (TCP) 

[sn] permit tcp {source source-wildcard | host Source | any} [operator  

port [port]] {destination destination-wildcard | host destination | any} 

[operator port [port]] [precedence precedence] [tos tos] [fragments]  

[time-range time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] permit udp {source source -wildcard|host source |any} [ operator  

port [port]] {destination destination-wildcard |host destination | any} [operator 

port [port]] [precedence precedence] [tos tos] [fragments] [time-range 

time-range-name] 

3) MAC ‟  

[sn] permit {any | host source-mac-address} {any | host  

destination-mac-address} [ethernet-type][ cos [out] [inner in]] 

4) Expert ‟  

[sn] permit [protocol | [ethernet-type][ cos [out] [inner in]]] [VID [out][inner in]] 

{source source-wildcard | host source | any} {host source-mac-address | any } 

{destination  destination-wildcard  | host destination | any} {host 

destination-mac-address | any} [precedence precedence] [tos tos][fragments] 

[time-range time-range-name] 

ꜛ Ԉ Ethernet-type cos  

[sn] permit {ethernet-type| cos [out] [inner in]} [VID [out][inner in]]  

{source source-wildcard | host source | any} {host  

source-mac-address | any } {



ACL ԇ 

41-20 

destination-mac-address | any}[ icmp-type ] [[icmp-type [icmp-code ]] | 

[ icmp-message ]] [precedence precedence] [tos tos] [fragments] [time-range 

time-range-name] 

Transmission Control Protocol (TCP) 

[sn] permit tcp [VID [out][inner in]]{source source-wildcard | host Source | any} 

{host source-mac-address | any } [operator port [port]] {destination 

destination-wildcard | host destination | any} {host  

destination-mac-address | any} [operator port [port]] [precedence  

precedence] [tos tos] [fragments] [time-range time-range-name]  

[match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] permit udp [VID [out][inner in]]{source source –wildcard | host source | any} 

{host source-mac-address | any } [ operator port [port]] {destination 

destination-wildcard | host destination | any} {host  

destination-mac-address | any} [operator port [port]] [precedence 

precedence] [tos tos] [fragments] [time-range time-range-name] 
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mac access-list MAC  ACL Ѭ 

expert access-list ж  ACL Ѭ 

deny Ѭ ACL  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

41.1.7 list-remark text 

ѝ ACL ╗ ᶕ ̆no ₥ ‮  

list-remark text 

ȍ Ȏ 

Text ̔ ᶕ  

ȍ ԇ Ȏ 

ACL  

ȍᴳ Ȏ 

ѝ ACL ╗ ᶕ  

ȍѡᴿȎ 

Ruijie# ip access-list extended  102 

Ruijie(config-ext-nacl)# list-remark  this acl is to filter the 

host 192.168.4.12 

Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended 102 

deny ip host 192.168.4.12 any 

1000 hits 

this acl is to filter the host 192.168.4.12 

Ruijie(config-ext-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show access-lists ‟  

ip access-list IP ‟ Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭȂ 
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41.1.8 no sn 

‮ ACL Уэ  

no  sn 

ȍ Ȏ 

sn ̔ѝ ACL Уэ  

ȍ ԇ Ȏ 

ACL Ю 

ȍᴳ Ȏ 

ACL Ю‮ ACL  

ȍѡᴿȎ 

Ruijie(config)# ip access-list extended 100 

Ruijie(config-ext-nacl)# permit ip host  192.168.4.12  any 

Ruijie(config-ext-nacl)#  12 deny ip any any 

Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended 100 

10 permit ip host 192.168.4.12 any 

12 deny ip any any 

Ruijie(config-ext-nacl)# no 12 

Ruijie(config-ext-nacl)#  show access-lists 

ip access-list extended 100 

10 permit ip host 192.168.4.12 any  

ȍ Ὧ ԇȎ 

ԇ  

show access-lists ‟  

ip access-list IP ACL Ѭ 

deny Ѭ Ѭ ACL  

permit Ѭἵ Ѭ ACL  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

41.1.9 ip access-group  
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έᴇ ‟ ұ ̆ ԇ ip access-groupȂ ԇ

no ‟ Ὧ Ȃ 

ip access-group {id | name} {in | out} [reflect | unreflect] 

no ip access-group { id | name} {in | out} [reflect | unreflect] 

ȍ Ȏ 

id ̔IP ‟ ̂1-199̆1300-2699̃ 

name ̔IP ‟  

in ̔ ὡ  

out ̔ ӱ    

unreflect 
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expert access-group {id | name} {in | out} [unreflect] 

no expert access-group {id | name} {in | out} [unreflect] 

ȍ Ȏ 

id ̔Expert ‟ ̂2700-2899̃ 

name ̔Expert ‟  

in ̔ ὡ  

out ̔ ӱ    

unreflect ̔ ACL 

ȍ Ȏ 

 Expert ACL 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ACL ұ Э̆G ὲ ὡ   ⁸ȂG show 

access-group ԇ  

ȍѡᴿȎ 

Юᴿ ᴉ access-list accept_00d0f8xxxxxx_only ұ Gigabit 1 Э  ̔

Ruijie(config)# interface GigaEthernet  0/1 

Ruijie(config-if)# expert access-group 

accept_00d0f8xxxxxx_only in 

ȍ Ὧ ԇȎ 

ԇ  

show access-group 
Э ACL

Ȃ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

41.2 �¡�µ�­�‘
a	— 

б ꜛ ԈЮ ԇ: 

�z show access-lists 

�z show ip access-group 

�z show mac access-group 
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�z show expert access-group 

�z show access-group 

41.2.1 show access-lists 

ACL ACL 

show access-lists [id | name] 

ȍ Ȏ 

id ̔ ‟  

name ̔ ‟  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

acl̆ id namĕ‡ ACL 

ȍѡᴿȎ 

Ruijie# show access-lists  n_acl 

ip access-list standard n_acl 

Ruijie# show access-lists 102 

ip access-list extended 102 

Ruijie# show access-lists 

ip access-list standard n_acl 

ip access-list extended 101 

mac access-list extended mac-acl 

expert access-list extended exp-acl 

ȍ Ὧ ԇȎ 

ԇ  
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IP ACL 

show ip access-group[interface <interface>] 

ȍ Ȏ 

<interface> ̔  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

IP ACL̆ ̆‡ Ὧ IP ACL 

ȍѡᴿȎ 

Ruijie# show ip access-group interface gigabitethernet 0/1 

ip access-group aaa in 

Applied On interface GigabitEthernet 0/1. 

ȍ Ὧ ԇȎ 

ԇ  

ip access-list  IP ACL ѬȂ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

41.2.3 show expert access-group 

Expert ‟ Ȃ 

show expert access-group [interface <interface>] 

ȍ Ȏ 

<interface> ̔    

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Expert ACL̆ ̆‡ Ὧ Expert ACL 

ȍѡᴿȎ 

Ruijie# show expert access-group interface gigabitethernet 0/2 

expert access-group ee in 
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Applied On interface GigabitEthernet 0/2. 

ȍ Ὧ ԇȎ 
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ȍ Ȏ 

֒ RGOS10.0 ԈЭ 
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42 ���" RPL 
a	— 

42.1 ���"�­�‘
a	— 

42.1.1 reverse-path 

Юᴳ reverse-path ԇᶑ ὲ̆

̆ᴳ ԇ no Ȃ 

reverse-path  

no reverse-path 

   
 

              -                        - 

 

  а ⁸╖  

 

ԇ   Ȃ 

 

ᴳ   ԇ ұ Ԉ ̆ ұ  

 

ѡᴿ 

 ᴿ 1̔ Э RPL ԇ. 

Ruijie(config)# interface gigabitEthernet 0/0 

Ruijie(config-if)# reverse-path 

 

 ԇ  

Ὧ ԇ 
- - 

 

   

 

   
ԇ  

 10.3(3b7) 10.3(4)  



  ԇ 

43-1 

43 ���"�•�•�½�^�l
a	—  

43.1 ���"�­�‘
a	— 

43.1.1 acpp 

ѐ ⁸ ᶑ ̂ACPP̃̆ control-plane Юᴳ ԇ acpp 

ᴳ ԇ no ‮ acpp ‡ 

acpp bw-rate rate bw-burst-rate burst-rate [log] 

no acpp 

    

  rate  ⁸̂ ᴁѝ pps̃ 

  burst-rate ⁸̂ ᴁѝ pps̃ 

 

  ᾳЮ̆ACPP Ȃ 

 

ԇ   control-plane ̆ Ԉ Ьэ  

 

ᴳ   Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ̆ н╘ ѝ 200pps̆ἵ ḣѝ 300pps̔ 

Ruijie(config)# control-plane data 

Ruijie(config-cp)# acpp bw-rate 200 bw-burst-rate 300 

 

Ὧ ԇ  ԇ  

Ruijie(config)# control-plane 

{protocol | manage | data} 

ὡ



  ԇ 
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43.1.2 arp-car 

⁮ ARP ̆ Glean-CAR ̆ control-plane

Юᴳ ԇ arp-car 

ᴳ ԇ no ‮ arp-car ‡ 

arp-car packet_rate_per_group [log] 

no arp-car 

    

  packet_rate_per_group ḣ̂ ᴁѝ pps̃ 

 

  ᾳЮ̆ARP-CAR Ȃ 

 

ԇ   control-plane ̆  

 

ᴳ   Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ̆ Э̆ ⁮ Уэ ̂ ̃ ARP

ѝ 10pps̔ 

Ruijie(config)# control-plane manage 

Ruijie(config-cp)# arp-car 10 

 

Ὧ ԇ  ԇ  

Ruijie(config)# control-plane 

{protocol | manage | data} 

ὡ control-plane ̆ Ԉ ὡ

 

 

   

 

   
ԇ  

 - - 

43.1.3 control-plane 

ὡ control-plane ̆ Ԉᴳ ԇ control-plane 

ᴳ exit   control-plane  

control-plane {protocol | manage | data} 



  ԇ 

43-3 

   
 

 protocol  ὡ ⁸  

  manage  ὡ  

  data   ὡн╘  

 

   

 

ԇ   ὤ  

 

ᴳ   Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ̆ ὡ control-plane ̆ ὡ ⁸ ̔ 

Ruijie(config)# control-plane protocol 

Ruijie(config-cp)# 

 

 ԇ  

Ὧ ԇ 
-                      - 



  ԇ 

43-4 

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ̆Ὧ     ‡̔ 

Ruijie(config)# control-plane 

Ruijie(config-cp)# ef-rnfp disable 

 

Ὧ ԇ  ԇ  

Ruijie(config)# control-plane 

{protocol | manage | data} 

ὡ control-plane ̆ Ԉ ὡ

 

 

   

 

   
ԇ  

              -                           - 

43.1.5 glean-car 

רּ ⁮ ת IP ̆ Glean-CAR ̆

control-plane Юᴳ ԇ glean-car 

ᴳ ԇ no ‮ glean-car ‡ 

glean-car packet_rate_per_group [log] 

no glean-car



  ԇ 
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Ὧ ԇ  ԇ  

Ruijie(config)# control-plane 

{protocol | manage | data} 

ὡ control-plane ̆ Ԉ ὡ

 

 

  Ȃ 

 

   
ԇ  

 - - 

43.1.6 management-interface 



  ԇ 

43-6 

   

 

   
ԇ  

 - - 

43.1.7 port-filter 

Port-Filter ╖ Ԉ ⁮ ּ ̆ Ҿ

Ȃ Port-Filter ╖ control-plane Юᴳ

ԇ port-filter 

ᴳ ԇ no Ὧ Port-Filter ╖  

port-filter [log] 

no port-filter 

64_0 1 Tf
64 0 Tort-Filter



  ԇ 

43-7 

‍ ⁸ ᶑ ̂SCPP̃̆ ᾃ У שּ

‍ ̔ ⁸̆ ⁸̆ ⁸̕ control-plane Ю

ᴳ ԇ scpp 

ᴳ ԇ no ‮ scpp ‡ 

scpp list acl_no {bw-rate bw-rate bw-burst-rate bw-burst-rate } [log] 

no scpp list acl_no 

   

 acl_no ּר ̆ רּ ‍שּ  

 bw-rate  ⁸̂ ᴁѝ pps̃ 
 

 bw-burst-rate  ⁸̂ ᴁѝ pps̃ 

 

  ᾳЮ̆SCPP ╖ Ὧ  

 

ԇ   control-plane ̆ Ԉ Ьэ  

 

ᴳ   Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ̆ Э̆ 192.168.52.0 ⁮

Э TCP ̆ ѝ 100pps̆ἵ ḣѝ 150pps̕ἵ

ѝ 30 э̆ ѝ 5 э ̆ ѝ 7 э ̔ 

Ruijie(config)# access-list  100 permit tcp 192.168.52.0 0.0.0.255 

any 

Ruijie(config)# control-plane manage  

Ruijie(config-cp)# scpp list  100 bw-rate  100 bw-burst-rate  150  

 

 ԇ  

Ὧ ԇ Ruijie(config)# control-plane 

{protocol | manage | data} 

ὡ control-plane ̆ Ԉ ὡ

 

 

  Ȃ 

 

   
ԇ  

 - - 

43.2 �¡�µ�­�‘
a	— 



  ԇ 
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43.2.1 show ef-rnfp 

  ‡ ̆ ̆ ᶕ ̆ ᴳ ԇ show ef-rnfp 

show ef-rnfp {acpp | scpp | glean-car | arp-car | port-filter | mpp | all } 

  

  

                         - p   



  ԇ 

43-9 

    STATISTIC: 

      bandwidth rate limit dropped 0 packets 

    TOTALLY droped 0 packets 

  Protocol subinterface: disable 

ARP CAR information: //ARP-CAR ᶕ  

  Manage subinterface: enable 

    RULE: 

      allow packet rate per source: 30(pps) 

      log: off 

    STATISTIC: 

      dropped 181 packets 

Glean CAR information: //Glean-CAR ᶕ  

  Data subinterface: disable 

Port Filter information: 

  Manage subinterface: disable 

Management plane protection information: //MPP ᶕ  

  Manage subinterface: disable 

 

 

Ὧ ԇ  ԇ  

- - 

 

   

 

   
ԇ  

               -                       - 







ԇ 

44-3 

ᴳ ԇ Э ‡ 

э Уэ Э э ‡̆Ԉ Уэ ‡ѝῆ̂ э

Уэ Э̆ Уэ ‡̆ э ‡ Ԉ э

̃ 

֗ Уэ ‡ ⁮ҩ э ̂ ̃Э̆

ҩ̕ ̂ ̃Э ‡̆

╖ ╟Ὧ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Ԉ 1/0 ὡ Э abc ‡̔ 

Ruijie(conf)# interface ethernet 1/0 

Ruijie(conf-if)# ip inspect  abc in 

ȍ Ȏ 

 

44.2 IP MAC�^�G 

44.2.1 ipmacbind 

Уэ IP MAC ‡Ȃ ԇ no ‮ ‡Ȃ 

ipmacbind A.B.C.D H.H.H log 

no ipmacbind A.B.C.D H.H.H log 

ȍ Ȏ 

A.B.C.D: IP  

H.H.H: MAC  

log:  

ȍ ᾳȎ 

IP MAC ╖ Ὧ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Уэ ‡ 

ҩ֗ Уэ ‡ ̆ IP MAC ╖ ╟ ҩ 





ԇ 

44-5 

ȍ Ȏ 

permit: ἵ רּ Э IP MAC ‡  

deny:  ּר Э IP MAC ‡  

ȍ ᾳȎ 

רּ Э IP MAC 

IP MAC 



ԇ 

44-6 

Ruijie# clear ipmacbind dynamic  

ȍ Ȏ 

 

44.2.5 show ipmacbind 

Ὧұ IP MAC ‡ ᶕ Ȃ 

show ipmacbind table | hash | statistic 

ȍ Ȏ 

table: IP MAC ‡  

hash: IP MAC ‡  

statistic: IP MAC ᶕ ̂хꜛ ̃ 

ȍ ᾳȎ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ὧұ IP MAC ‡ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Ὧұ IP MAC ‡ ᶕ ̔ 

Ruijie# show ipmacbind table 

No.  Type IP address MAC address   Log  Typon0(  Log )]TJ
116.6
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no ip ingress-filter 

ȍ Ȏ 

log:  

ȍ ᾳȎ 

ὡ ╖ Ὧ  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆ ὡ ╖ Ὧ ̆ ╖ ̆ Ἴᴳ

ԇȂ аᴳ ╖ ̆ Ԉᴳ ԇ no Ὧ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ὡ ╖ ̔ 

Ruijie(config)#  interface ethernet 1/0 

Ruijie(conf-if) #  ip ingress-filter log 

ȍ Ȏ 

 

44.3.2 show ip ingress-filter 

Ὧұ ὡ ᶕ ̂╖ ̆ ҩ ̃Ȃ 

show ip ingress-filter 

ȍ Ȏ 

ȍ ᾳȎ 

ὡ ╖ Ὧ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

Ю ᴿ ὡ ╖ ᶕ ̔ 

Ruijie# show ip ingress-filter 

Firewall Network-ingress-filter is enable, blocked 0 flows 
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Interface GigabitEthernet 1/0: log is on, blocked 0 flows 

ȍ Ȏ 

 

44.4 TCP SYN�Ý	8  

44.4.1 ip tcp-intercept list 

э э Э TCP SYN Ԇ ╖ Ȃ ԇ no

Ὧ ╖ Ȃ 

ip tcp-intercept list extended_ACL_# {in | out} <log> 

no ip tcp-intercept list extended_ACL_# {in | out} <log> 

ȍ Ȏ 

extended_ACL_#:  

in | out: ᴐ Э  

log:  

ȍ ᾳȎ 

TCP SYN Ԇ ╖ Ὧ  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

э э Э TCP SYN Ԇ ╖ Ȃ 

Ю Ȃ 

ȍѡᴿȎ 

Ю ᴿ eth 1/0 ὡ Э TCP TCP SYN Ԇ ̔ 

Ruijie(config)# access-list  100 tcp permit any any 

Ruijie(config)# interface ethernet 1/0 

Ruijie(config-if)#  ip tcp-intercept list 100 in log  

ȍ Ȏ 

 

44.4.2 show ip tcp-intercept 
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TCP SYN Ԇ Ὧᶕ Ȃ 

show ip tcp-intercept 

ȍ Ȏ 

ȍ ᾳȎ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ TCP SYN Ԇ Ὧᶕ  

ў ꜛ ̔ Ԇ ̆ Ԇ ̆  

ȍѡᴿȎ 

Ю ᴿ TCP SYN Ԇ ᶕ ̔ 

Ruijie# show ip tcp-intercept  

Intercepting new connections using access-list 100 at 

GigabitEthernet 0/1 in 

12 incomplete, 5 established connections (total 17) 

ȍ Ȏ 

 

44.5 TCP
����Ü�¿��  

44.5.1 ip inspect name tcp 

tcp ‡̂TCP ̃Ȃ ԇ no ‮

‡Ȃ 

ip inspect name inspection_name tcp  

no ip inspect name inspection_name tcp  

ȍ Ȏ 

inspection_name: ‡ ̆ ұנ ACL ѐ  

ȍ ᾳȎ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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ᴳ ԇ Уэ tcp ‡ 

tcp
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‟ ᾃ 1000̆̆ ἵ 100  

session-limit access-group 1 rate 100 concurrent 10000 in log 

ȍ Ȏ 

ԇ   ̆ ‡а Ȃ 

╖ ᴇ а Ȃ 

44.7 	 	h�•	8  

44.7.1 ip rate-control 

ᾃ э ⁸╖  

ip rate-control acl_no bandwidth {both|up|down} rate <session total 

session_no> <rate rate_no> 

no ip rate-control acl_no bandwidth {both|up|down} rate <session total 

session_no> <rate rate_no> 

ȍ Ȏ 

acl_no̔ ‡ ‟  

rate̔ ̆ ᴁ kBps 

session_no̔  

rate_no̔  

ȍ ᾳȎ 

аṁ ⁸ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

⁸ ЭЮ У ᾳ ѝ both 

ԇ    

ȍѡᴿȎ 

‟ ᾃ 200kBps̆ 500 ̆ ἵ 100  

ip rate-control 1 bandwidth both 200 session total 500 rate 100 

ȍ Ȏ 
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ԇ   ̆ ‡а Ȃ 

╖ ᴇ а Ȃ 

44.8 �c
Q 

44.8.1 ip session log-on 

ֶ ̆ ԇ no ֶ Ȃ 

ip session log-on 

no ip session log-on 

ȍ Ȏ 

 

ȍ ᾳȎ 

ֶ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ ֶ ╖ ̆ Уэֶ ֶ ╘  ̔ ȁ

ȁ ȁ ȁ ȁֶ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ԇ ֶ ╖ ̔ 

Ruijie(config)# ip session log-on  

ȍ Ȏ 

̆   ֶ ̆ ֶ ּ ȁ ╘

╒ х ‍ֶ Ȃ 

44.8.2 ip session timeout 

ֶ ḣ̆ ԇ no ḣȂ 

ԇѝУ ԇ̆ У ֶ Уэ ԇȂ 

ip session timeout icmp-closed timeout_value 

ip session timeout icmp-started timeout_value 

ip session timeout icmp-connected timeout_value 

ip session timeout tcp-established timeout_value 
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ip session timeout tcp-syn-sent timeout_value 

ip session timeout tcp-syn-receive timeout_value 

ip session timeout tcp-fin-wait timeout_value 

ip session timeout tcp-time-wait timeout_value 

ip session timeout tcp-closed timeout_value 

ip session timeout tcp-close-wait timeout_value 

ip session timeout tcp-last-ack timeout_value 

ip session timeout udp-closed timeout_value 

ip session timeout udp-started timeout_value 

ip session timeout udp-connected timeout_value 

ip session timeout udp-established timeout_value 

ip session timeout rawip-closed timeout_value 

ip session timeout rawip-started timeout_value 

ip session timeout rawip-connected timeout_value 

ip session timeout rawip-established timeout_value 

no ip session timeout icmp-closed 

no ip session timeout icmp-started 

no ip session timeout icmp-connected 

no ip session timeout tcp-established 

no ip session timeout tcp-syn-sent 

no ip session timeout tcp-syn-receive 

no ip session timeout tcp-fin-wait 

no ip session timeout tcp-time-wait 

no ip session timeout tcp-closed 

no ip session timeout tcp-close-wait 

no ip session timeout tcp-last-ack 

no ip session timeout udp-closed 

no ip session timeout udp-started 

no ip session timeout udp-connected 

no ip session timeout udp-established 
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Ruijie(config)# ip session timeout icmp-connected  10 

ȍ Ȏ 

⁞ ̆ а Ȃ 

44.8.3 ip session threshold 

ұУҾ ֶ ̆ ̂  ̃ ḣ̆ ԇ no

ḣȂ 

ԇѝУ ԇ̆ У ֶ Уэ ԇȂ 

ip session threshold icmp-closed threshold_value 

ip session threshold icmp-started threshold_value 

ip session threshold tcp-syn-sent threshold_value 

ip session threshold tcp-syn-receive threshold_value 

ip session threshold tcp-closed threshold_value 

ip session threshold udp-closed threshold_value 

ip session threshold rawip-closed threshold_value 

no ip session threshold icmp-closed 

no ip session threshold icmp-started 

no ip session threshold tcp-syn-sent 

no ip session threshold tcp-syn-receive 

no ip session threshold tcp-closed 

no ip session threshold udp-closed 

no ip session threshold rawip-closed 

ȍ Ȏ 

threshold_value    ḣ̆ ᴁѝэ 

ȍ ᾳȎ 

ֶ ḣ Ю̔ 

icmp-closed      10 

icmp-started     300 

tcp-syn-sent     10 

tcp-syn-receive  20 

tcp-closed       20 

udp-closed      10 
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rawip-closed    10 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ ֶ Ю ḣȂ 

ȍѡᴿȎ 

Ю ԇ icmp-started ḣ ѝ 10 э̔ 

Ruijie(config)# ip session threshold icmp-started  10 

ȍ Ȏ 

⁞ ̆ а Ȃ 

44.8.4 ip session track-state-strictly 

ш ꜛ TCP ȁICMP ̆ ұ

TCP ̂ SYN ꜛ ȁ̃ ⁮ ICMP а ᾳЮ ѐ Ȃ

ԇ ұ ш ╖ ̆ ԇ no ұὯ ╖ Ȃ 

ip session track-state-strictly 

no ip session track-state-strictly 

ȍ Ȏ 

 

ȍ ᾳȎ 

ѝὯ ш ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ ш ╖ Ȃ 

ȍѡᴿȎ 

Ю ԇ ш ╖ ̔ 

Ruijie(config) #ip session track-state-strictly 

ȍ Ȏ 

ш ᾳЮ ̆ ᾳ ᾱ ╖

Ȃ 
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45 ���" VPDN
a	— 

45.1 VPDN���"�­�‘
a	— 

45.1.1 vpdn enable 

ԇ VPDN ╖ ̆ὲ no VPDN ╖ Ȃ 

vpdn enable 

no vpdn enable 

ȍ Ȏ 

ᾳЮ̆ VPDN ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ҩ (Client-Initiated Tunnel) L2TP а VPDN ╖

̆RGNOS ᵏ LAC LNS ╖ ̆ ᴳ PPTP ᴳ L2TP

VPDN ╖ Ȃ ԇ ֶ

Ὧ ў╟ ⁸ Ȃ 

ȍѡᴿȎ 

VPDN ╖  

Ruijie(config)# vpdn enable 

Ruijie(config)# 

45.1.2 vpdn source-ip 

ԇ ₥ ᵏ VPDN ╖ ᴳ ( ) ̆ὲ no

Ȃ 

vpdn source-ip A.B.C.D 

no vpdn source-ip 

ȍ Ȏ 

A.B.C.D ̔ ᵏ VPDN ╖ ᴳ  
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ȍ Ȏ 

ᾳЮ̆ ѝ ᵏ VPDN ╖ ᴳ ( ) Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᵏ LNS(L2TP) HGW(PPTP)╖ ̆ Ԉᴳ ԇ ₥

ѝ Ȃ ԇ ֶ

Ὧ ў╟ ⁸ Ȃ 

ȍѡᴿȎ 

₥ ѝ 192.168.12.223 

Ruijie(config)# vpdn source-ip  192.168.12.223 

Ruijie(config)# 

45.1.3 vpdn session-limit 

ԇ ₥ ᵏ VPDN ╖ ἵ ֶ ̆ὲ no

Ȃ 

vpdn session-limit sessions 

no vpdn session-limit 

ȍ Ȏ 

sessions ̔ ᵏ VPDN ╖ ἵ ֶ  

ȍ Ȏ 

ᾳЮ̆ ḣ ѝ ᵏ ֶ ̆ὲѐ 36 ‟ѝ 300Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

VPDN ὡ ⁮ ᴇ ̆ ᴳ ԇ ὡ

⁸Ȃ 

ȍѡᴿȎ 

₥ ֶ ѝ 100 

Ruijie(config)# vpdn session-limit  100 

Ruijie(config)# 
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45.2 VPDN���³�Å�0����
a	—  
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%CHANGED: Interface Virtual-Access1, changed state to 

administratively down 

Ruijie# show vpdn 

%No active L2TP tunnels 

%No active PPTP tunnels 

Ruijie# 

45.2.2 show vpdn 

ԇ ₥ Э VPDN ᶕ Ȃ 

show vpdn [ session | tunnel ] 

ȍ Ȏ 

session ̔ ֶ  

tunnel  ̔  

ȍ ԇ Ȏ 

ȁ  

ȍᴳ Ȏ 

Ԉᴳ ԇ ₥ Э VPDN ᶕ Ȃ а

₥ Э VPDN бֶ Ȃ 

ȍѡᴿȎ 

₥ Э VPDN ᶕ  

Ruijie# show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 

1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions 

L2TP Class/ 

VPDN Group 

4     77    BLIZZARD      est    192.168.12.213  1701  1        1 

LocID      RemID      TunID      Username, Intf/      State  

Last Chg 

                                 Vcid, Circuit 

1          1          4          ms,Vi1               est    

00:33:58 

%No active PPTP tunnels 

Ruijie# 

₥ Э VPDN ᶕ  
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Ruijie# show vpdn tunnel 

L2TP Tunnel Information Total tunnels 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions 

L2TP Class/ 

VPDN Group 

4     77    BLIZZARD      est    192.168.12.213  1701  1        1 

%No active PPTP tunnels 

Ruijie# 

₥ Э VPDN ֶ ᶕ  

Ruijie# show vpdn session 

L2TP Session Information Total sessions 1 

LocID      RemID      TunID      Username, Intf/      State  

Last Chg 

                                 Vcid, Circuit 

1          1          4          ms,Vi1               est    

00:37:03 

%No active PPTP tunnels 

Ruijie# 

45.2.3 debug vpdn 

ԇ Ὧ vpdn ᶕ  Ȃ 

debug vpdn [  error | event | l2x-data | l2x-errors | l2x-events | l2x-packets | 

packet ] 

no debug vpdn [  error | event | l2x-data | l2x-errors | l2x-events | 

l2x-packets | packet ] 

ȍ Ȏ 

error  ̔ VPDN  

event  ̔VPDN Ү֒ 

l2x-data  ̔ L2TP ᾳ 

l2x-errors  ̔ L2TP  

l2x-events  ̔ L2TP Ү֒ 

l2x-packets  ̔L2TP ⁸ ᾃ  

packet  ̔ VPDN ᾃ  

ȍ ԇ Ȏ 

ȁ  
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ȍᴳ Ȏ 
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Protocol Version 0x100 

Framing Type 0x2 

Bearer Type 0x3 

Maximum Channels 0x0 

Firmware Revision 0x100 

Host Name: Dingjs 

Vendor String: Ret-Giant Network Operating System 

PPTP: I Outgoing-Call-Request len 168 Magic Cookie 0x1A2B3C4D 

Call Id 0x4000 

Call Serial Number 0x96A5 

Min BPS 0x12C 

Max BPS 0x5F5E100 

Bearer Type 0x3 

Framing Type 0x3 

Rec Window Size 0x40 

Proc Delay 0x0 

Phone Number Length 0x0 

Phone Number: 

Subaddress: 

PPTP: O Outgoing-Call-Reply len 32 Magic Cookie 0x1A2B3C4D 

Call Id 0x1 

Peer Call Id 0x4000 

Result Code 0x1 

Error Code 0x0 

Cause Code 0x0 

Connect Speed 0xFA00 

Rec Window Size 0x10 

Physical Channel Id 0x0 

PPTP: I Set-Link-Info len 24 Magic Cookie 0x1A2B3C4D 

Peer Call Id 0x1 

Send ACCM 0xFFFFFFFF 

Recv ACCM 0xFFFFFFFF 

%UPDOWN: Interface Virtual-Access1, changed state to up 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 64 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

PPTP: I Set-Link-Info len 24 Magic Cookie 0x1A2B3C4D 

Peer Call Id 0x1 

Send ACCM 0xFFFFFFFF 

Recv ACCM 0xFFFFFFFF 

Vi1 VPDN PROCESS Into tunnel: Sending 45 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 46 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 187 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 56 byte pak 
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Vi1 VPDN PROCESS Into tunnel: Sending 64 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 52 byte pak 

Ԉ pptp ѐ  ѝᴿ d̆ebug vpdn error ᶕ Ю  ̔

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait 

seq=37, ack=36), decrease send window to half of current = 33! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 220 ms! 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait 

seq=38, ack=36), decrease send window to half of current = 16! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 280 ms! 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait 

seq=39, ack=36), decrease send window to half of current = 8! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 400 ms! 

VPDN: Pptp EGRE encap fail, err=-4! 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait 

seq=40, ack=36), decrease send window to half of current = 4! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 640 ms! 

LNS ὡ (ꜛ бֶ ) ѐ VPDN

ᴇ ᴿȂ 

Ruijie# debug vpdn error 

vpdn protocol errors debugging is on 

Ruijie# debug vpdn event 

vpdn events debugging is on 

Ruijie#  debug vpdn packet 

vpdn packet debugging is on 

Ruijie# show debug 

VPDN: 

vpdn events debugging is on 

vpdn protocol errors debugging is on 

vpdn packet debugging is on 

Ruijie# 

VPDN PROCESS From tunnel: Received 158 byte pak 

L2X: UDP socket write 168 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 70 byte pak 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 
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VPDN PROCESS From tunnel: Received 76 byte pak 

Get virtual-access from free queue: Virtual-Access1 

Clone virtual-access from interface Virtual-Template1 

L2X: UDP socket write 56 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 76 byte pak 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

Vi1 Tnl/Sn 3/1 L2TP: Virtual interface created for unknown, 

bandwidth 1024 Kbps 

Vi1 Tnl/Sn 3/1 L2TP: VPDN session up 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

%UPDOWN: Interface Virtual-Access1, changed state to up 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 
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Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 54 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 18 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

VPDN PROCESS From tunnel: Received 56 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 20 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 45 byte pak 

L2X: UDP socket write 45 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse 

and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed 

state to up 
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Vi1 Tnl/Sn 20/1 L2TP: Session state change from 

wait-for-service-selection- iccn to established 

%UPDOWN: Interface Virtual-Access1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed 

state to up 

LNS ὡ (ꜛ бֶ ) ѐ debug 

vpdn l2x-packets ᴿ̔ 

L2TP: I SCCRQ from C3640 tnl 18889 

L2X: Parse  AVP 0, len 8, flag 0x8000 (M) 

L2X: Parse SCCRQ 

L2X: Parse  AVP 2, len 8, flag 0x8000 (M) 

L2X: Protocol Ver 1 

L2X: Parse  AVP 6, len 8, flag 0x0 

L2X: Firmware Ver 0x1130 

L2X: Parse  AVP 7, len 11, flag 0x8000 (M) 

L2X: Hostname C3640 

L2X: Parse  AVP 8, len 25, flag 0x0 

L2X: Vendor Name Cisco Systems, Inc. 

L2X: Parse  AVP 10, len 8, flag 0x8000 (M) 

L2X: Rx Window Size 800 

L2X: Parse  AVP 11, len 22, flag 0x8000 (M) 

L2X: Chlng 

         98 20 4E 34 6A 4C E1 E7 FA CF 58 07 FF 4E 56 A3 

L2X: Parse  AVP 9, len 8, flag 0x8000 (M) 

L2X: Assigned Tunnel ID 18889 

L2X: Parse  AVP 3, len 10, flag 0x8000 (M) 

L2X: Framing Cap 0x3 

L2X: Parse  AVP 4, len 10, flag 0x8000 (M) 

L2X: Bearer Cap 0x3 

L2X: No missing AVPs in SCCRQ 

L2X: I SCCRQ, flg TLS, ver 2, len 130, tnl 0, ns 0, nr 0 contiguous 

pak, size 130 

C8 02 00 82 00 00 00 00 00 00 00 00 80 08 00 00 

00 00 00 01 80 08 00 00 00 02 01 00 00 08 00 00 

00 06 11 30 80 0B 00 00 00 07 43 33 36 34 30 00 

19 00 00 00 08 43 69 73 63 6F 20 53 79 73 74 65 

6D 73 2C 20 49 6E 63 2E ... 

Tnl 22 L2TP: O SCCRP  to C3640 tnlid 18889 

Tnl 22 L2TP: O SCCRP, flg TLS, ver 2, len 140, tnl 18889, ns 

0, nr 1 

C8 02 00 8C 49 C9 00 00 00 00 00 01 80 08 00 00 

00 00 00 02 80 08 00 00 00 02 01 00 80 0A 00 00 

00 03 00 00 00 01 80 0A 00 00 00 04 00 00 00 00 
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00 08 00 00 00 06 11 30 80 0A 00 00 00 07 52 36 

32 31 00 0E 00 00 00 08 ... 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, 

ns 1, nr 1 

C8 02 00 0C 49 C9 00 00 00 01 00 01 

Tnl 22 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Parse SCCCN 

Tnl 22 L2TP: I SCCCN from C3640 tnl 18889 

Tnl 22 L2TP: Parse  AVP 13, len 22, flag 0x8000 (M) 

Tnl 22 L2TP: Chlng Resp 

5C D5 A4 37 36 A6 7D 0F FE EF 22 48 B8 DF F5 12 

Tnl 22 L2TP: No missing AVPs in SCCCN 

Tnl 22 L2TP: I SCCCN, flg TLS, ver 2, len 42, tnl 22, ns 1, nr 

1 contiguous pak, size 42 

C8 02 00 2A 00 16 00 00 00 01 00 01 80 08 00 00 

00 00 00 03 80 16 00 00 00 0D 5C D5 A4 37 36 A6 

7D 0F FE EF 22 48 B8 DF F5 12 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, 

ns 1, nr 2 

C8 02 00 0C 49 C9 00 00 00 01 00 02 

Tnl 22 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Parse ICRQ 

Tnl 22 L2TP: I ICRQ from C3640 tnl 18889 

Tnl 22 L2TP: Parse  AVP 15, len 10, flag 0x8000 (M) 

Tnl 22 L2TP: Serial Number -1714567290 

Tnl 22 L2TP: Parse  AVP 14, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Assigned Call ID 1280 

Tnl 22 L2TP: Parse  AVP 18, len 10, flag 0x8000 (M) 

Tnl 22 L2TP: Bearer Type 0 

Tnl 22 L2TP: No missing AVPs in ICRQ 



VPDN ԇ 

45-14 

Tnl/Sn 22/1 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl/Sn 22/1 L2TP: Parse ICCN 

Vi1 Tnl/Sn 22/1 L2TP: Parse  AVP 24, len 10, flag 0x8000 (M) 

Vi1 Tnl/Sn 22/1 L2TP: Connect Speed 0 

Vi1 Tnl/Sn 22/1 L2TP: Parse  AVP 19, len 10, flag 0x8000 (M) 

Vi1 Tnl/Sn 22/1 L2TP: Framing Type 1 

Tnl/Sn 22/1 L2TP: No missing AVPs in ICCN 

Tnl/Sn 22/1 L2TP: I ICCN, flg TLS, ver 2, len 48, tnl 22, lsid 

1, rsid 1280, ns 3, nr 2 contiguous pak, size 48 

C8 02 00 30 00 16 00 01 00 03 00 02 80 08 00 00 

00 00 00 0C 80 0A 00 00 00 18 00 00 00 00 80 0A 

00 00 00 13 00 00 00 01 00 08 00 00 00 1D 00 04 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, 

ns 2, nr 4 

C8 02 00 0C 49 C9 00 00 00 02 00 04 

%UPDOWN: Interface Virtual-Access1, changed state to up  

%UPDOWN: Line protocol on Interface Virtual-Access1, changed 

state to up 
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46 VPDN-Group���"
a	—  

46.1 VPDN-Group���"�­�‘
a	— 

46.1.1 accept dialin 

ԇ ᴐ ѝ ὡ̆ὲ no Ȃ 

accept-dialin 

no accept-dialin 

ȍ Ȏ 

ᾳЮ̆ ᴐ Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

ᾳЮ̆ ѝ VPDN-Group ֗ᴉ ᴐ Ȃ

Ἴ ᴐ У ᴐ б

Ȃ ԇ ֶ Ὧ ў╟

⁸ Ȃ 

ȍѡᴿȎ 

ᴐ ѝ ὡ 

Ruijie(config-vpdn)# accept-dialin 
Ruijie(config-vpdn)# 

46.1.2 ip precedence 

ԇ IP ִἼ ̆ὲ no Ȃ 

ip precedence { precedence-value | critical | flash | flash-override | 

immediate | internet | network | priority | routine } 

no ip precedence 

ȍ Ȏ 

precedence-value ̔ ִἼ ḣ̆ ḣ ѝ 0~7 

critical ִ̔Ἴ ḣѝ 5 
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flashִ̔Ἴ ḣѝ 3 

flash-overrideִ̔Ἴ ḣѝ 4 

immediate ִ̔Ἴ ḣѝ 2 

internet ִ̔Ἴ ḣѝ 6 

network ִ̔Ἴ ḣѝ 7 

priority ִ̔Ἴ ḣѝ 1 

routine ִ̔Ἴ ḣѝ 0 

ȍ Ȏ 

ᾳЮ̆ IP ִἼ ḣѝ routineȂ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

ִἼ Ԉᴳ ԇ Ȃ ԇ

ֶ ּ аֶת̆ Ὧ ў╟ ⁸ Ȃ 

ȍѡᴿȎ 

ִἼ ѝ 7Ȃ 

Ruijie(config-vpdn)# ip precedence  7 
Ruijie(config-vpdn)# 

46.1.3 ip tos 

ԇ IP TOS(Type of Service) ̆ὲ no

Ȃ 

ip tos { tos-value | max-reliability | max-throughput | min-delay | 

min- monetary-cost | normal | reflect } 

no ip tos 

ȍ Ȏ 

tos-value  ̔TOS ḣ̆ ḣ ѝ 0~15 

max-reliability ̔TOS ḣѝ 2 

max-throughput ̔TOS ḣѝ 4 

min-delay ̔TOS ḣѝ 8 

min-monetary-cost ̔TOS ḣѝ 1 

normal ̔TOS ḣѝ 0 
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reflect ̔G IP ꜛ TOS ᴐѝ IP TOS

 

ȍ Ȏ 

ᾳЮ̆ IP TOS ѝ Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

TOS Ԉᴳ ԇ Ȃ ԇ

ֶ ּ аֶת̆ Ὧ ў╟ ⁸ Ȃ 

ȍѡᴿȎ 
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46.1.5 protocol 

ԇ ᴳ Ȃ ԇ no Ȃ 

protocol {any | l2tp | pptp} 

no protocol 

ȍ Ȏ 

any  ּ̔ר  

l2tp  ּ̔ר L2TP 

pptp  ּ̔ר PPTP 

ȍ Ȏ 

ᾳЮ̆ ѝ Ȃ 

ȍ ԇ Ȏ 

VPDN-Group ᴐ  

ȍᴳ Ȏ 

ᴳ ̆֗ ᴉ

ֶ Ὧ ў╟ Ȃ 

ȍѡᴿȎ 

ѝ L2TPȂ 

Ruijie(config-vpdn)# accept-dialin  

Ruijie(config-vpdn-acc-in)# protocol l2tp  
Ruijie(config-vpdn-acc-in)#  

46.1.6 source-ip 

ԇ ₥ VPDN-Group ᴳ ( ) ὲ̆ no

Ȃ 

source-ip A.B.C.D 

no source-ip 

ȍ Ȏ 

A.B.C.D  ̔ ₥ VPDN-Group ᴳ ( )  

ȍ Ȏ 

ᾳЮ̆ ⁸ VPDN-Group ᴳ ( )

Ȃ 
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ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

ҩὤ VPDN ╖ ᴳ ( ) ̆ ѫ

VPDN-Group ᴳ ( ) бѮУ Ȃ ԇ

ֶ Ὧ ў╟ ⁸ Ȃ 

ȍѡᴿȎ 

₥ VPDN-Group ᴳ ѝ 202.101.92.73 

Ruijie(config-vpdn)# source-ip  202.101.92.73 
Ruijie(config-vpdn)# 

46.1.7 terminate-from 

ԇ ў ̆ὲ no Ȃ 

terminate-from hostname remote-hostname-string 

no terminate-from 

ȍ Ȏ 

remote-hostname-string ̔ ў  

ȍ Ȏ 

ᾳЮ̆ ў Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

Ԉᴳ ԇ ⁸ ὡ ў ̆

ў ̆ ѫ VPDN-Group а ⁸ ὡ ў Ȃ

֗ᴉ ў ֶ VPDN-Group

⁸ў╟ Ȃ 

ȍѡᴿȎ 

ў ѝ”LAC” 

Ruijie(config-vpdn)# terminate-from hostname  LAC 
Ruijie(config-vpdn)# 

46.1.8 virtual-template 



VPDN-Group ԇ 

46-6 

ԇ ₥ VPDN-Group ̆ὲ no

Ȃ 

virtual-template number 

no virtual-template 

ȍ Ȏ 

number ̔  

ȍ Ȏ 

ᾳЮ̆ ֗ᴉ ⁮ VPDN-Group ЭȂ 

ȍ ԇ Ȏ 

VPDN-Group ᴐ  

ȍᴳ Ȏ 

Ԉᴳ ԇ VPDN-Group ᴳ ӱ ᾱ

ֶ Ȃ VPDN-Group ᵏ

Ȃ֗ᴉ VPDN- Group

VPDN-Group ⁸ Ȃ 

ȍѡᴿȎ 

1 ⁮ VPDN-Group Э 

Ruijie(config-vpdn-acc-in)# virtual-template  1 
Ruijie(config-vpdn-acc-in)# 

46.1.9 vpdn-group 

ԇ VPDN-Group ̆ а

VPDN-Group … УэԈ ѝ VPDN-Group ̆

ὲ no ‮ VPDN-Group Ȃ 

vpdn-group vpdn-group-name 

no vpdn-group vpdn-group-name 

ȍ Ȏ 

vpdn-group-name  ̔vpdn-group  

ȍ Ȏ 

ᾳЮ̆ ֗ᴉ vpdn-group Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 
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Ἱ LNS HGW̆ … VPDN-Group

Ȃ Ԉᴳ ԇ VPDN-Group ȂVPDN-Group

‮ ў╟ ⁸ Ȃ 

ȍѡᴿȎ 

… ѝ”1” vpdn-group  

Ruijie(config)# vpdn-group  1 
Ruijie(config-vpdn)#
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47 ���" PPTP
a	— 

47.1 PPTP���"�­�‘
a	— 

47.1.1 Pptp flow-control receive-window 

ԇ Ѭ pptp ֶ ⁮ ack Ѯ₥ἵ

̆ ѝ ̆ὲ no Ȃ 

Pptp flow-control receive-window packets 

No pptp flow-control receive-window 

ȍ Ȏ 

packets  ̔ pptp ֶ ⁮ ack Ѯ₥ἵ

Ȃ ḣ 1---64Ȃ 

ȍ Ȏ 

PNS ḣѝ 64̆PAC ḣѝ 16Ȃ 

ȍ ԇ Ȏ 

vpdn-group  

ȍᴳ Ȏ 

PPTP ж ԇ̆ Ԉ Ἴ protocol pptp

protocol any ԇ ̆ ἵ ԇȂ 

PPTP RFC2637 ֶ̆ ѐ ⁮

У ᴐѝ ‫ Ȃ ̆

ṃ ֶ ῏ ⁮ѝ 1̆ ⁮

ACK Ȃ ₥ э

э   ACK ᾳ ‡̆ ╗ 1̆

⁮ ұ ḣȂ ACK ̆

RFC2637 ̆ᴳ ж Ȃ 

ȍѡᴿȎ 

pptp ֶ ḣѝ 32̔ 

Ruijie(config-vpdn)# accept-dialin 

Ruijie(config-vpdn-acc-in)# protocol pptp 
Ruijie(config-vpdn-acc-in)# exit 

Ruijie(config-vpdn)# pptp flow-control receive-window 
32 
Ruijie(config-vpdn)# 
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echo-packet-interval ̔ pptp echo request ̆Ԉ

ѝ ᴁȂ ḣ 0---1000Ȃ 

ȍ Ȏ 

ѝ 60 Ȃ 

ȍ ԇ Ȏ 

vpdn-group  

ȍᴳ Ȏ 

PPTP ж ԇ̆ Ԉ Ἴ protocol pptp

protocol any ԇ ̆ ἵ ԇȂ

echo-packet-interval ѝ 0 ̆ аў╟ echo Ȃ 

echo-packet-intervalаѝ0 P̆PTP echo-packet-interval
⁮ ֗ᴉ ‡̆ў╟ Уэ

echo request Ԉ ̆ echo reply

Ȃ ‫ ѝ 1 ̆ У ‡̆ үэ

echo request̆ ₥У Э У᷁̆

Ȃ 5 а ⁮ echo reply ‡ ѝ ̆

ὲꜛ ֶ Ὧ Ȃ 

ȍѡᴿȎ 

pptp echo request ѝ 30 ̔ 

Ruijie(config-vpdn)# accept-dialin 
Ruijie(config-vpdn-acc-in)# protocol pptp  

Ruijie(config-vpdn-acc-in)# exit 
Ruijie(config-vpdn)# pptp tunnel echo  30 
Ruijie(config-vpdn)#
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l2tpv2  ᴳ RFC 2661 L2TP ּ Ȃ 

ȍ Ȏ 

ᾳЮ̆ Ȃ 

ȍ ԇ Ȏ 

Pseudowire-Class  

ȍᴳ Ȏ 

pseudowire-class Э̆ Ἴ У

ּ Ȃ 

ȍѡᴿȎ 

ѝ l2tpv2 

Ruijie(config-pw-class)# encapsulation l2tpv2 

Ruijie(config-pw-class)# 

48.1.3 hello 

ԇ ѝ L2TP Keepalive Hello Ȃ ԇ

no Ȃ 

hello interval 

no hello 

ȍ Ȏ 

interval ̔Hello  

ȍ Ȏ 

ᾳЮ̆Hello ѝ 60 Ȃ 

ȍ ԇ Ȏ 

L2TP-Class  

ȍᴳ Ȏ 

Ԉ Hello Ԉ L2TP ᵑ Ȃ

̆ Ԉ Hello ѝУэ ḣȂ֗ᴉ Hello

ֶ L2TP ў╟ ⁸ Ȃ 

ȍѡᴿȎ 

Hello ѝ 120  

Ruijie(config-l2tp-class)#  hello  120 
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Ruijie(config-l2tp-class)# 

48.1.4 hostname (L2TP) 

ԇ L2TP ў ̆ὲ no Ȃ 

hostname local-hostname-string 

no hostname 

ȍ Ȏ 

local-hostname-string  ̔ ў  

ȍ Ȏ 

ᾳЮ̆ ᴳ ᴐѝ ў Ȃ 

ȍ ԇ Ȏ 

L2TP-Class  

ȍᴳ Ȏ 

Ԉ ў Ԉ Ȃ֗ᴉ

ў ֶ L2TP ⁸ў╟ Ȃ 

ȍѡᴿȎ 

ў ѝ”LAC” 

Ruijie(config-l2tp-class)# hostname  LAC 

Ruijie(config-l2tp-class)# 

48.1.5 ip dfbit set 

ԇ ‍ ̆ὲ no ḣȂ 

ip dfbit set 

no ip dfbit set 

ȍ Ȏ 

ᾳЮ̆ ἵ ‍ Ȃ 

ȍ ԇ Ȏ 

Pseudowire-Class  

ȍᴳ Ȏ 
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Ԉ ἵ ‍ Ȃ֗ᴉ ‍ ╖

╟ ֶ ⁮ ּ Э̆ת аֶ L2TP

⁸ Ȃ 

ȍѡᴿȎ 

‍  

Ruijie(config-pw-class)# ip dfbit set 

Ruijie(config-pw-class)# 

48.1.6 ip local interface 

ԇ ᴳ ( ) ̆ὲ no Ȃ 

ip local interface interface-name
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ttl-value ̔TTL ḣ̆ ḣ ѝ 1~255 

ȍ Ȏ 

ᾳЮ̆ IP TTL ѝ 255Ȃ 

ȍ ԇ Ȏ 

Pseudowire-Class  

ȍᴳ Ȏ 

Ԉ IP TTL Ȃ֗ᴉ IP

TTL ╟ ֶ ⁮ ּ Э ת̆ аֶ

L2TP ⁸ Ȃ 

ȍѡᴿȎ 

IP TTL ѝ 253 

Ruijie(config-pw-class)# ip ttl 253 

Ruijie(config-pw-class)# 

48.1.8 l2tp ip udp checksum 

ԇ UDP Ἱ Checksum ̆ὲ no

Ȃ 

l2tp ip udp checksum 

no l2tp ip udp checksum 

ȍ Ȏ 

ᾳЮ̆ UDP Checksum ѝ ( ѝ )Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

Ԉᵑ UDP Ἱ Checksum

Ȃ֗ᴉ UDP Checksum ╟ ֶ

⁮ ּ Э̆ת аֶ L2TP ⁸ Ȃ 

ȍѡᴿȎ 

UDP ᵏ Checksum 

Ruijie(config-vpdn)# l2tp ip udp checksum  

Ruijie(config-vpdn)# 
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48.1.9 l2tp tunnel authentication 

ԇ ╖ ̆ὲ no Ȃ 

l2tp tunnel authentication 

no l2tp tunnel authentication 

ȍ Ȏ 

ᾳЮ̆ ╖ Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

Ԉ ╖ Ȃ֗ᴉ ╖

╟ ֶ Ὧ L2TP ⁸ў╟ Ȃ 

ȍѡᴿȎ 

╖  

Ruijie(config-vpdn)# l2tp tunnel authentication 

Ruijie(config-vpdn)# 

48.1.10 l2tp tunnel hello 

ԇ Keepalive Hello ὲ̆ no

Ȃ 

l2tp tunnel hello interval 

no l2tp tunnel hello 

ȍ Ȏ 

interval  ̔Hello ̆Ԉ ѝ ᴁ 

ȍ Ȏ 

ᾳЮ̆ Hello ѝ 60 Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

Ԉ Ԉ Hello Ȃ֗ᴉ Hello

ֶ L2TP ⁸ў╟ Ȃ 
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ȍѡᴿȎ 

Hello ѝ 30  

Ruijie(config-vpdn)# l2tp tunnel hello 30 

Ruijie(config-vpdn)# 

48.1.11 l2tp tunnel password 

ԇ ұ ԇ̆ὲ no ԇ Ȃ 

l2tp tunnel password password-string 

no l2tp tunnel password 

ȍ Ȏ 

password-string  ̔ ԇ 

ȍ Ȏ 

ᾳЮ̆ ԇȂ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

̆ ѫ ч ╖ ᴳ

ԇȂ֗ᴉ ԇ ֶ L2TP ⁸

ў╟ Ȃ 

ȍѡᴿȎ 

ԇѝ”share” 

Ruijie(config-vpdn)# l2tp tunnel password share 

Ruijie(config-vpdn)# 

48.1.12 l2tp tunnel receive-window 

ԇ ⁸ ̆ὲ no Ȃ 

l2tp tunnel receive-window size
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ᾳЮ̆ ⁸ ѝ 4Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

֗ᴉ ⁸ ֶ L2TP

⁸ Ȃ 

ȍѡᴿȎ 

⁸ ѝ 12 

Ruijie(config-vpdn)# l2tp tunnel receive-window  12 

Ruijie(config-vpdn)# 

48.1.13 l2tp tunnel retransmit 

ԇ L2TP ⁸ ּ ̆ὲ no Ȃ 

l2tp tunnel retransmit {retries number | timeout {min | max} seconds} 

no l2tp tunnel retransmit {retries | timeout {min | max}} 

ȍ Ȏ 

number  ̔ ⁸ ּ  

seconds ̔ ⁸ ּ  

ȍ Ȏ 

ᾳЮ̆ ⁸ ּ ѝ 5̆ ⁸ ּ ѝ 1 ̆

ѝ 8 Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

֗ᴉ ⁸ ּ ᶢ ֶ L2TP ⁸ў

╟ Ȃ 

ȍѡᴿȎ 

⁸ ּ ѝ 10 

Ruijie(config-vpdn)# l2tp tunnel retransmit retries 10 

Ruijie(config-vpdn)# 
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48.1.14 l2tp tunnel timeout 

ԇ L2TP ἵ ֶ / ⁸ ̆ὲ no

Ȃ 

l2tp tunnel timeout {no-session | setup} seconds 

no l2tp tunnel timeout {no-session | setup} 

ȍ Ȏ 

no-session ̔ ת ֶ  

setup ̔ ⁸ ( )  

seconds ̔ ̆ ᴁѝ  

ȍ Ȏ 

ᾳЮ̆ ἵ ֶ ѝ 600 ̆ ἵ ⁸

( ) ѝ 300 Ȃ 

ȍ ԇ Ȏ 

VPDN-Group  

ȍᴳ Ȏ 

֗ᴉ ἵ ֶ / ⁸

ֶ Ὧ L2TP ⁸ў╟ Ȃ 

ȍѡᴿȎ 

ἵ ֶ ѝ 1200  

Ruijie(config-vpdn)# l2tp tunnel timeout no-session 1200 

Ruijie(config-vpdn)# 

48.1.15 l2tp-class 

ԇ l2tp-class ̆ а … Ԉ

ѝ l2tp-class ̆ὲ no ‮ l2tp-class Ȃ 

l2tp-class l2tp-class-name 

no l2tp-class l2tp-class-name 

ȍ Ȏ 

l2tp-class-name  ̔L2TP-Class  

ȍ Ȏ 
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ᾳЮ̆ ֗ᴉ L2TP-Class Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Ԉ L2TP-Class L2TP ⁸ ᴐ Ȃ 

ȍѡᴿȎ 

… ѝ”l2x” L2TP-Class  

Ruijie(config)# l2tp-class l2x 

Ruijie(config-l2tp-class)# 

48.1.16 password (L2TP) 

ԇ ұ ԇ̆ὲ no Ȃ 

password password-string 

no password 

ȍ Ȏ 

password-string  ̔ ұ ԇ 

ȍ Ȏ 

ᾳЮ̆ ╖ ҂ ұ ԇȂ 

ȍ ԇ Ȏ 

L2TP-Class  

ȍᴳ Ȏ 

̆ ѫ ч ╖ ᴳ

ԇȂ֗ᴉ ԇ ֶ L2TP ⁸

ў╟ Ȃ 

ȍѡᴿȎ 

ԇѝ”share” 

Ruijie(config-l2tp-class)# password share 

Ruijie(config-l2tp-class)# 

48.1.17 protocol (L2TP) 

ԇ L2TP ⁸ ̆ὲ no Ȃ 
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protocol l2tpv2 [l2tp-class-name] 

no protocol 

ȍ Ȏ 

l2tpv2 ̔ᴳ L2TP ᴐѝ  

l2tp-class-name ̔ L2TP-Class  

ȍ Ȏ 

ᾳЮ̆ ᴳ L2TPv2 ᴐѝ L2TP Ȃ 

ȍ ԇ Ȏ 

Pseudowire-Class  

ȍᴳ Ȏ 

֗ᴉ ⁸ ֶ L2TP ⁸ў╟ Ȃ 

ȍѡᴿȎ 

ѝ l2tpv2 L2TP-Class l2x ⁸  

Ruijie(config-pw-class)# protocol l2tpv2 l2x 

Ruijie(config-pw-class)# 

48.1.18 pseudowire 

ԇ pseudowire ‡̆ὲ no Ȃ 

pseudowire peer-ip-address vcid {encapsulation  l2tpv2 [pw-class 

pw-class-name] | pw-class pw-class-name } 

no pseudowire 

hostname pseudowire 

pseudowire hostname peer-hostname vcid {encapsulation  l2tpv2 [pw-class 

pw-class-name] | pw-class pw-class-name } 

no pseudowire 

ȍ Ȏ 

peer-ip-address ̔ L2TP Server(LNS)  

peer-hostname̔ L2TP Server̂LNS̃ DNS Э ᾊ ὲ 
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48-12 

pw-class-name  ̔ pseudowire-class ἷ  

ȍ Ȏ 

ᾳЮ̆ ֗ᴉ pseudowire ‡Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

pseudowire ‡ virtual-ppp Э Ȃ֗ᴉ virtual-ppp Э

pseudowire ‡ ֶ L2TP ֶ ⁸ў╟ Ȃ 

ȍѡᴿȎ 

virtual-ppp Э pseudowire ‡ ὲ̆ѐ LNS ѝ 192.168.12.213

pseudowire-class ”pw” 

Ruijie(config)# interface virtual-ppp  1 

Ruijie(config-if)# pseudowire 192.168.12.213 33  pw-class  pw 

Ruijie(config-if)# 

 

hostname ᴿ̔ 

DNS ╘̆ DNS ╘ ̆ ⁮ ╘  

ip domain-lookup 

l2tp-class 1 

pseudowire-class 1 

 encapsulation l2tpv2 

ip name-server 192.168.5.119 

ip name-server 61.154.22.41 

interface GigabitEthernet 0/0 

 ip ref 

 ip address 192.168.52.90 255.255.255.0 

 duplex auto 

 speed auto 

interface Virtual-ppp 1 

 pseudowire hostname mm.hxs.meibu.com 1 encapsulation l2tpv2 

 ppp pap sent-username user1 password  11 
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 ip address negotiate 

ip route 0.0.0.0 0.0.0.0 192.168.52.1 

48.1.19 pseudowire-class 

ԇ pseudowire-class ̆ а

pseudowire- class … Ԉ ѝ pseudowire-class ̆ὲ no

‮ pseudowire-class Ȃ 

pseudowire-class pseudowire-class-name 

no pseudowire-class pseudowire-class-name 

ȍ Ȏ 

pseudowire-class-name  ̔pseudowire-class  

ȍ Ȏ 

ᾳЮ̆ Э ֗ᴉ pseudowire-class Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Ԉ pseudowire-class L2TP ᴐ Ȃ 

ȍѡᴿȎ 

… ѝ”pw” pseudowire-class  

Ruijie(config)# pseudowire-class  pw 

Ruijie(config-pw-class)# 

48.1.20 receive-window 

ԇ ⁸ ̆ὲ no Ȃ 

receive-window size 

no receive-window 

ȍ Ȏ 

size ̔ ⁸  

ȍ Ȏ 

ᾳЮ̆ ⁸ ѝ 8Ȃ 
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ȍ ԇ Ȏ 

L2TP-Class  

ȍᴳ Ȏ 

֗ᴉ ⁸ ֶ L2TP ⁸ў

╟ Ȃ 

ȍѡᴿȎ 

⁸ ѝ 12 

Ruijie(config-l2tp-class)# receive-window 12  

Ruijie(config-l2tp-class)# 

48.1.21 retransmit 

ԇ ⁸ ּ ̆ὲ no Ȃ 

retransmit {initial {retries initial-retries | timeout {max | min} initial-timeout} | 

retries retries | timeout {max | min} timeout} 

no retransmit { initial {retries | timeout {max | min} }| retries | timeout {max | 

min} } 

ȍ Ȏ 

initial-retries ̔ SCCRQ ּ  

initial-timeout ̔ SCCRQ ּ  

retries ̔ ὲӹ ⁸ ּ  

timeout ̔ ὲӹ ⁸ ּ  

ȍ Ȏ 

ᾳЮ S̆CCRQ ּ ѝ 2 ὲ̆ӹ ⁸ ּ ѝ 5̆ ⁸ ּ

ѝ 1 ̆ ⁸ ּ ѝ 8 Ȃ 

ȍ ԇ Ȏ 

L2TP-Class  

ȍᴳ Ȏ 

֗ᴉ ⁸ ּ ֶ L2TP ⁸ў╟

Ȃ 

ȍѡᴿȎ 

SCCRQ ּ ѝ 3 
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Ruijie(config-l2tp-class)# retransmit initial retries 3 

Ruijie(config-l2tp-class)# 

48.1.22 timeout setup 

ԇ ἵ ⁸ ̆ὲ no

Ȃ 

timeout setup seconds 

no timeout setup 

ȍ Ȏ 

seconds ̔ ἵ ⁸ ̆ ᴁѝ  

ȍ Ȏ 

ᾳЮ̆ ἵ ⁸ ѝ 120 Ȃ 

ȍ ԇ Ȏ 

L2TP-Class ₃  

ȍᴳ Ȏ 

֗ᴉ ἵ ⁸ ᶢ ֶ Ἠ

L2TP ⁸ў╟ Ȃ 

ȍѡᴿȎ 

ἵ ⁸ ѝ 240  

Ruijie(config-l2tp-class)# timeout setup  240 

Ruijie(config-l2tp-class)# 



ὤ ̂IPSec̃ ԇ 

http://www.ruijie.com.cn 

49 ���"�		î���æ�Ø�Ð�� IPSec��
a	—  

49.1 ���"�­�‘
a	— 

49.1.1 authentication (IKE policy) 

IKE ̆ IKE ԇ authentication Ȃ ԇ

no Ȃ 

authentication {pre-share|rsa-sig} 

no authentication 

   

 pre-share Ὥӎ   

 rsa-sig  

 

  RGOS 8.31 Ԉ Ȃ RGOS8.31 ₥ Ὥӎ .

 

ԇ   IKE ╗ Ȃ 

 

ᴳ  
 ₥ IKE ѐ ̆ б Cisco ̆

Ὥӎ ‡ ╗Уэ IKE ̂ Ὥӎ ̃Ȃ 

 

ѡᴿ  ̆ 

 

 ԇ  

crypto isakmp enable  ᴳ IKEȂ 

encryption {des | 3des}    ╗  

hash {sha | md5} HASH  

group {1 | 2} Diffie-Hellman  

Ὧ ԇ 

lifetime  IKE ὤ Ȃ 

 

   

 

ԇ     
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 - - 

49.1.2 clear crypto isakmp 

IKE ὤ ̆ ᴳ EXEC ԇ clear crypto 

isakmpȂ  

clear crypto isakmp [connection-id] 

   
 

 connection-id  IKE ὤ ID Ȃ 

 

  ᴳ connection-id ̆‡ ԇ IKE ὤ  

 

ԇ   EXEC Ȃ 

 

ᴳ  

 У ᾳЮ̆ эέᴇ IKE ὤ ̆ ԈἼᴳ show crypto isakmp sa

ԇ ὤ ID ̆ ᾋᴳ clear crypto isakmp ID эέ

ᴇ IKE ὤ Ȃ 

 

ѡᴿ  Ȃ 

 

 ԇ  

Ὧ ԇ 
  

 

   

 

   
ԇ  

 - - 

49.1.3 clear crypto sa 

IPSec ὤ ̆ ԈЮ EXEC ԇ clear crypto sa ѐ У

Ȃ 

clear crypto sa   

clear crypto sa peer { ip-address | peer-name} 

clear crypto sa map map-name 
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clear crypto sa spi destination-address {ah | esp}  spi 

   

 ip-address ᴇ IP Ȃ 

 Peer-name ᴇ ў  

 Map-name ╗  

 Destination-address ᴇ IP  

 

 Spi Уэ ὤ  

 

 
 а peerȁmapȁspi э IPSec ὤ‟ ̆‡ IPSec ὤ

Ȃ 

 

ԇ   EXEC Ȃ 

 

ᴳ  

 1.Э ԇ ұ IPSec ὤ ̆ ᴳ peerȁmapȁspi Ὧ ̆‡

IPSec ὤ ‮ Ȃ 

2. ὤ IKE ̆ ѫ ԏ ̆ ⁮ IPSec

ĬPSec ὤ Ȃ ὤ ̆ ѫ ὤ

з Ȃ 

3. ҩ ̆ ὤ ᴐ ̆аֶ ὤ Ȃѝҩ

ᴐ ұ ὤ ̆ ԇ ὤ ̆ Ȃ 

4. ὤ ̆ ᶕѐ ̆ѝҩаᴳὲӹ IPSec ᶕѐ ̆ ᴳ

peerȁmapȁspi ὤ Ȃ 

5. ̆ Уэ ὤ ̆ ὲӹ ὤ ӣѫ ᶕ̆ Ԉ

ὤ Ȃ 

 

ѡᴿ 
 ᴿ 1̔Ю ᴿ ὤ ̔ 

Ruijie#  clear crypto  sa  

 

 ԇ  

Ὧ ԇ 
clear crypto isakmp IKE ὤ  

 

  Ȃ 

 

   
ԇ  

 - - 

- 
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 seconds seconds ὤ ̂ ̃Ȃ ḣѝ 3600 ̂1

̃Ȃ  

 kilobytes kilobytes ὤ ᶕ ̂Ԉ︢ ̃Ȃ ѝ

4,608,000KB 

 

  3600 ̂1 ̃ 4,608,000KB̂Ԉ 10MB ᶕ 1 э ̃Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 1.Sec ὤ ╗ ᶕ ᴳ Ὥӎ ЭȂѝҩ ᶑ ὤ ὤ

У ᶕ Ѯ ̆ ̆ ᴳ Ὥӎ Ȃ ὤ

̆ᴳ ᴇ ḣѐ ᴐѝ ὤ

Ȃ 

2. ч ̔ ȁ ᶕ Ȃ чэ ѐ эἼ⁮ ̆

ὤ Ȃ ҩὤ ̆ ᴐ ұ ὤ ̆

аֶ ὤ Ȃ ̆ Ԉᴳ clear crypto sa ԇ

‍ ὤ ὤ ᾃ Ȃ 

3. ὤ ̆ ᴳ ԇ crypto ipsec security-associationlifetime 

secondsȂ ҩ ὤ ҩУ Ȃ ᶢ ὤ

ᶕ ̆ ᴳ ԇ crypto ipsec security-association lifetime kilobytesȂ

ᶕ ҩ ὤ ᴳ ὤ ╗ ᶕ ̂Ԉ KB ̃ ⁮ҩУ

Ԉ Ȃ 

4. ḣ ‡̆   ╖̆ ѝ   ‍ У ╗

Ȃת ̆ ̆ ұ ὤ CPU Ȃ

ὤ Ȃ 

5. ᴐ ̔ ҩУ ̂ seconds Ὧ ̃ ᶕҩУ

ᶕ ̂ kilobytes Ὧ ̃̆ ч֒Ү ֒Ἴ ̆ ὤ ̂Ԉ

̃ Ȃ ὤ ὤ ḣ⁮ Ԉ₥

̆Ԉ ᶑ ὤ Ḁ̆ Уэ ὤ Ԉᴳ

ҩȂ ὤ seconds ₥ 30 ̆ ᶕ

kilobytes 256KB ̂ эἼ ̃Ȃ Уэ ὤ

э ѐ ᶕ ̆ ѫ ὤ Ḁаֶ

ὤ Ȃ ̆ ὤ IPSec ⁮ᶑ ‍

Ȃ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ IPSec ὤ ѝ 2500 ̆ ᶕ ѝ

2304000KB(Ԉ 10MB ᶕ э )̔
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 ԇ  
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 ԇ  

Ὧ ԇ show crypto ipsec 

transform-set 
 

 

  Ȃ 

 

   
ԇ  

 - - 

49.1.7 crypto dynamic-map  

… ╟ ╗ ὡ╗ ̆G crypto dynamic-map ὤ

ԇ Ȃ ԇ no ‮ ╗ Ȃ 

crypto dynamic-map dynamic-map-name dynamic-seq-num 

no crypto dynamic-map dynamic-map-name [dynamic-seq-num] 

   

 dynamic-map-name ╗   

 dynamic-seq-num ╗  

 

  ╟ ╗ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ╟ ╗ … ҩУэ ̆ ᴇ ὤ ̆ ᴳᴔа

ᴇ ̂ᴿ ᴇ ip ̃̆ Ԉ ᴇ

Ȃ Уэ Ḇ╠ IKE ᴇ ̆ רּ ╗

Ȃ аּר ֗ᴉ ╗ ̆ ֶ ╗ ꜛ ҩУэ╟

╗ Ȃ 

╟ ╗ Уэ ̆ ╟ ╗ ֗ Ȃ

̆ IPSec ὤὯ ̆ ֶ ╗

Ȃ ἹȂ э Э ᴳ ї ╗ ẹ

╗ ȂУ ὤὯ ̆ї ╗ ‮ Ȃ 

╟ ╗ а ұ IPSec ὤ ӹԏת̆ ұᾱ ᶑ

Ȃ 

╗ ̆ ╗ ̆ Уэ Ȃ ᴔ ѬҩУэ╗

̂ ꜛ УУэ ̃ ᴔ̆ crypto map ԇ ╟ ╗ ⁮

ľ Ŀ╗ Уэ Ȃľ Ŀ╗ ұУэ Ȃ 

ᴔ ╗ ⁮ ╟ ╗ ᴐѝ ᴂִἼ ̆  
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ԇ  

 - - 

49.1.9 crypto isakmp key 

IKE ᴳ Ὥӎ ̆ ὤ ԇ crypto isakmp keyȂ

ԇ no ‮ Ὥӎ Ȃ 

crypto isakmp key 0|7 keystring { hostname peer-hostname | address 

peer-address [ mask] } 

no crypto isakmp key 0|7 keystring { hostname peer-hostname | address 

peer-address [ mask] } 

   

 0|7  0 ѝ  7 ѝ  

 keystring Ὥӎ ѕ̆ Ԉᴳ 128 э Ȃ 

 peer-hostname ᴇ ў  

 peer-address ᴇ IP  

 

 mask IP ѝУэ  

 

  ֗ᴉ Ὥӎ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 IKE У ᴳ Ὥӎ ̆ ᴳ IKE ╖ IKE ὤ ̆ ᴳ ԇ

чэ ᴇЭ Ὥӎ Ȃ ᴇѝУэ ̆ mask

Ȃ peer-address Mask ѝ 0.0.0.0 Ὥӎ

Ȃ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ б ᴇ 172.16.1.1 IKE Ὥӎ ѝ Mysecret̔ 

Ruijie(config)# crypto isakmp key 0  mysecret address 172.16.1.1

Ruijie(config)# crypto isakmp key 0  mysecret address 172.16.1.0 

255.255.255.0  

 

 ԇ  

crypto isakmp enable  ᴳ IKEȂ 

Ὧ ԇ 

encryption  {des | 3des} ╗  
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hash {sha | md5} HASH  

authentication {pre-share | 

rsa-sig} 
 

group {1 | 2} Diffie-Hellman  

lifetime  IKE ὤ Ȃ 

 

   

 

   
ԇ  

 - - 

49.1.10 crypto isakmp keepalive 
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crypto isakmp  keepalive   60 5 on-demand  

 

 ԇ  

Ὧ ԇ 
               -                         - 

 

   

 

   
ԇ  

             -                      - 

49.1.11 crypto isakmp mode-detect 
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 - - 

49.1.12 crypto isakmp policy 

Ѭ IKE эִἼ ̆ ὤ ԇ crypto isakmp policy 

ὡ IKE Ȃ ԇ no ‮ эִἼ Ȃ 

crypto isakmp policy priority   

no crypto isakmp policy priority 

   

  priority IKE ִἼ Ȃᴳ 1 ⁮ 10000 ̆1

ִἼ 10000 ᴂִἼ Ȃ 

 

  ִἼ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ᴳ ԇ IKE IKE ὤ Ȃ ԇ ὡ IKE

Ȃ IKE ѐ̆ Ԉ ԈЮ ̔ 

encryption(IKE policy) ̔ ḣ=56 DES-CBC  

hash(IKE policy) ̔ ḣ=SHA-1  

authentication(IKE policy) ̔ ḣ=RSA  

group(IKE policy) ̔ ḣ=768  

Diffie-Hellmanl lifetime(IKE policy) ̔ ḣ=86400 ̂1 ̃ 

э ḣ ̆‡ ᴳ ḣȂ Э Ԉ э IKE Ȃ

IKE ̆ ⁮ ч ὨὭ ̆ӱ ᴇЭ

ִἼ Ȃ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ УэִἼ ѝ 100 IKE ̔ 

Ruijie(config)#  crypto isakmp policy  100 

Ruijie(config-isakmp)# authentication pre-share  

Ruijie(config-isakmp)# encryption des 

Ruijie(config-isakmp)# group  2 

Ruijie(config-isakmp)# hash  sha 

Ruijie(config-isakmp)# ^Z 

Ruijie# show crypto isakmp policy 

Protection suite of priority 100 

encryption algorithm:   DES - Data Encryptin Standard (56 bit keys).

hash algorithm:         Secure Hash Standard 

authentication method:  Pre-Shared Key 

Diffie-Hellman group:   #2 (1024 bit) 
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lifetime:               3600 seconds 

Default protection suite 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys).

hash algorithm:         Secure Hash Standard 

authentication method:  Rsa-Sig 

Diffie-Hellman group:   #1 (768 bit) 

lifetime:               3600 seconds 

 

 ԇ  

crypto isakmp enable  ᴳ IKEȂ 

encryption {des|3des}   ╗  

hash {sha | md5} HASH  

authentication {pre-share | 

rsa-sig} 
 

group {1 | 2} Diffie-Hellman  

Ὧ ԇ 

lifetime  IKE ὤ Ȃ 

 

   

 

   
ԇ  

 - - 

49.1.13 crypto map (global IPSec) 

… ᶢ Уэ╗ ̆ ὤ ԇ crypto mapȂ ԇ no

Уэ╗ Ȃ 

crypto map map-name seq-num ipsec-manual     

crypto map map-name seq-num ipsec-isakmp [dynamic  

dynamic-map-name] 

no crypto map map-name [seq-num] 

   

 map-name ╗  

 seq-num  ╗ ‟  

 ipsec-manual  ұ IPSec ὤ Ȃ 

 

 ipsec-isakmp  ұ IKE IPSec ὤ Ȃ
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 dynamic-map-name ᴐѝ ╟ ╗  

 

  а ╗  

 

ԇ   ὤ ̆ᴳ ԇ ὡ╗ Ȃ 
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Ruijie(config)# crypto map mymap  3 ipsec-manual 

Ruijie(config-crypto-map)# set peer  2.2.2.2 

Ruijie(config-crypto-map)# set session-key inbound  esp 301 cipher

abcdef1234567890  

Ruijie(config-crypto-map)# set sesession-key 

outbound esp  300 cipher  abcdef1234567890 

Ruijie(config-crypto-map)# set transform-set myset  

Ruijie(config-crypto-map)# match address  101 

IKE ὤ  

Ruijie(config)# crypto map mymap  4 ipsec-isakmp  

Ruijie(config-crypto-map)# set peer  2.2.2.2 

Ruijie(config-crypto-map)# set transform-set myset  

Ruijie(config-crypto-map)# match address  101 

 

 ԇ  

crypto map(interface  

IPSec) 
╗ ұ  

match address   ѝ╗ ‟ Уэ ‟ Ȃ 

Set peer   ᴇ 

Set transform-set    

Ὧ ԇ 

show crypto map ╗ ᶕ  

 

   

 

   
ԇ  

 - - 

49.1.14 crypto map (interface IPSec) 

Ἴ Ѭ ╗ ⁮ Э̆ Ԉᴳ crypto map

ԇȂ ԇ no ӱУэ Э ╗ Ὧ Ȃ 

crypto map map-name     

no crypto map [map-name] 

   
 

 map-name ╗  

 

  ֗ᴉ╗ ⁮ Э 
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ԇ   Ȃ 

 

ᴳ  

 ᴳ ԇ ╗ ұ Ȃ Э ᵏ IPSec ╗ ᶑ ̆

Уэ╗ ұ Ȃ ұУэ ̆ Ὧ Уэ╗ Ȃ

э╗ έ map-name а seq-num̆ ѫ ԏᴁұ У

̆ ұ У Э̆ ѫ Seq-num ╗ ִἼ ̆ зἼ

″ Ȃ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ ѝ Mymap ╗ ұ s0 Э̔ 

Ruijie(config)# interface  serial   0 

Ruijie(config-if)# crypto map mymap 

 

 ԇ  

crypto map(global IPSec) Ѭ╗  Ὧ ԇ 

show crypto map ╗ ᶕ  

 

   

 

   
ԇ  

                -                         - 

49.1.15 crypto map local-address 

IPSec ̆ ὤ ԇ crypto map local-addressȂ

ԇ no IPSec Ȃ 

crypto map map-name local-address interface-type interface-number 

no crypto map map-name local-address 

   

 map-name IPSec ╗   

 interface-type interface-number ᴐѝ IPSec  

 

  IPSec ӱ э   ̆ Ԉ ₥ ѝ IPSec Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 Уэ╗ ұ э з э ԇ̆ ᴇз

RGOS э … IPSec ὤ ̆ ᾳЮ ╗   IP
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ᴐѝ Ȃᴳ ԇ Ԉ ̆ Уэ╗ ұΰэ ̆

… Уэ IPSec ὤ ̆ Уᴳ Уэ ὤ Ȃ 

У э ἵ IPSec ᶕ̆ѝҩ ᵳ ̆ Ԉᴳ ԇ

IPSec ̆ RGOS ᴳ У б ᶕȂ 

У ᾳЮ̆ ԏ ᴳ loopback ᴐѝ IPSec Ȃ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ Loopback0 ᴐѝ IPSec ̔ 

interface serial0 

crypto map mymap 

interface serial1 

crypto map mymap 

crypto map mymap local ̇address loopback0 

 

 ԇ  

crypto isakmp enable  ᴳ IKEȂ 

encryption    ╗  

hash {sha | md5} HASH  

authentication {pre-share | 

rsa-sig} 
 

group {1 | 2} Diffie-Hellman  

Ὧ ԇ 

lifetime  IKE ὤ Ȃ 

 

   

 

   
ԇ  

              -                         - 

49.1.16 crypto software 

ҩ ֒╗ ̆ Ӱ ᴳ ֒╗ ̆ᴳ ԇ crypto software 

   
 

             -                        - 

 

  ὡҩ ֒╗ ̆ ╟ᴳ ֒╗  

 

ԇ   ὤ Ȃ 
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ᴳ  
 ╗ ̆ ԇ ╟ᴳ ֒╗ ̕ ╗ ת̆ э ԇ‡

Ӱ ᴳ ֒╗ ̕ ╗ ̆з э ԇ‡ᴳ ֒╗ Ȃ 

 

ѡᴿ  Ȃ 

 

 ԇ  

Ὧ ԇ 
             -                       = 

 

   

 

   
ԇ  

 - - 

49.1.17 debug crypto engine  

Ὧұ IPSec Ὧ debug Ȃ 

debug crypto engine 

no debug crypto engine 

   
 

 connection-id  IKE ὤ ID Ȃ 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ȃ 

 

ѡᴿ  Ȃ 

 

 ԇ  

Ὧ ԇ 
  

 

   

 

ԇ   
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 - - 

49.1.18 debug crypto ipsec  

Ὧұ IPSec Ὧ debug Ȃ 

debug crypto ipsec 

no debug crypto ipsec 

   
 

              -                        = 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ȃ 

 

ѡᴿ  Ȃ 

 

 ԇ  

Ὧ ԇ 
  

 

   

 

   
ԇ  

 - - 

49.1.19 debug crypto isakmp 

Ὧұ IKE Ү֒ debug Ȃ 

debug crypto isakmp 

no debug crypto isakmp 

   
 

               -                        - 
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  Ȃ 

 

ԇ    

 

ᴳ   Ȃ 

 

ѡᴿ  Ȃ 

 

 ԇ  

Ὧ ԇ 
  

 

   

 

   
ԇ  

 - - 

49.1.20 encryption (IKE policy) 

IKE ╗ ̆ IKE ԇ encryption Ȃ ԇ no

ḣȂ 

encryption {des|3des|aes-128|aes-192|aes-256}    

no encryption 

   

 des  56 DES-CBC ᴐѝ╗ Ȃ 

 3des 168 3DES-CBC ᴐѝ╗ Ȃ 

 aes-128 ѝ 128 AES ᴐѝ╗ Ȃ 

 aes-192 ѝ 192 AES ᴐѝ╗ Ȃ 

 aes-256 ѝ 256 AES ᴐѝ╗ Ȃ 

 

 ̂AES- Advanced Encryption Standard̃Ȃ 

 

  56 DES-CBC ╗ Ȃ 

 

ԇ   IKE Ȃ 

 

ᴳ   ԇ ╗ ұ IKE ὤ ╗ ̆а ұ IPSec ὤ



ὤ ̂IPSec̃ ԇ 

http://www.ruijie.com.cn 

╗ Ȃ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ IKE ╗ ѝ DES̔ 

Ruijie(config)# crypto  isakmp policy  10 

Ruijie(config-isakmp)# encryption des  

 

 ԇ  

crypto isakmp enable  ᴳ IKEȂ 

hash {sha | md5} HASH  

authentication {pre-share | 

rsa-sig} 
 

group {1 | 2} Diffie-Hellman  

Ὧ ԇ 

lifetime  IKE ὤ Ȃ 

 

   

 

   
ԇ  

 - - 

49.1.21 group (IKE policy) 

IKE ѐ Diffie-Hellman ̆ ᴳ IKE ԇ groupȂ

ԇ no Diffie-Hellman ѝ ḣȂ     

group {1|2}     

no group 
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Ruijie(config)# crypto  isakmp policy  10 

Ruijie(config-isakmp)# group 2 

 

 ԇ  

crypto isakmp enable  ᴳ IKEȂ 

encryption {des | 3des} ╗  

hash {sha | md5} HASH  

authentication {pre-share | 

rsa-sig} 
 

Ὧ ԇ 

lifetime   IKE ὤ Ȃ 

 

   

 

   
ԇ  

 - - 

49.1.22 hash (IKE policy) 

IKE ѐ HASH ̆ ᴳ IKE ԇ hashȂ ԇ no

hash ѝ ḣȂ 

hash {sha | md5}     

no hash 

   

 sha  SHA-1(HMAC ᴇ)ᴐѝ HASH Ȃ  

 Md5  MD5(HMAC ᴇ)ᴐѝ HASH Ȃ 

 

  HASH ѝ shaȂ 

 

ԇ   IKE Ȃ 

 

ᴳ   ᴳ ԇ IKE ѐᴳ HASH Ȃ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ HASH ѝ md5̔ 

Ruijie(config)# crypto  isakmp policy  10 

Ruijie(config-isakmp)# hash md5 
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 ԇ  

crypto isakmp enable  ᴳ IKEȂ 

encryption {des | 3des} ╗  

authentication {pre-share | 

rsa-sig} 
 

group {1 | 2} Diffie-Hellman  

Ὧ ԇ 

lifetime  IKE ὤ Ȃ 

 

   

 

   
ԇ  

 - - 

49.1.23 lifetime (IKE policy) 

IKE ὤ ̆ IKE ԇ lifetimeȂ ԇ no

ѝ ḣȂ 

Lifetime seconds     

no lifetime 

   

  seconds  IKE ḣ̂ ̃Ȃᴳ 60 ⁮ 86400 Ѯ

Ȃ 

 

  86400 ̂1 ̃ 

 

ԇ   IKE Ȃ 

 

ᴳ  

 ᴳ ԇ IKE ὤ Ȃ IKE ̆ ṁ У֒Ү

ѝὲ ὤ Э У Ȃ ҾУ э ᴇЭ IKE ὤ

̆ э ᴇЭᶑ ⁮ IKE ὤ Ȃ 

SA ₥ SA Ѯ₥ Ȃ 

ұ IPSec ὤ IKE ὤ Э ̆ ̆ IPSec

ὤ ̆ IKE ὤ Ȃ ̆

̆ ̆ ̆ ̆

̆ Уэ ̂ ̃Ȃ  

 

ѡᴿ  ᴿ 1̔Ю ᴿ IKE ὤ ѝ 1000 ̔ 
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Ruijie(config)# crypto  isakmp policy  10 

Ruijie(config-isakmp)# lifetime  1000 

 

 ԇ  

crypto isakmp enable  ᴳ IKEȂ 

encryption {des | 3des} ╗  

hash {sha | md5} HASH  

authentication {pre-share |  

rsa-sig} 
 

Ὧ ԇ 

group {1 | 2} Diffie-Hellman  

 

   

 

   
ԇ  

 - - 

49.1.24 match address (IPSec) 

╗ ‟ ̆ ╗ ԇ match addressȂ

ԇ no ‮ ╗ ѐ ‟ Ȃ 

match address access-list-number 

no match address 

   

  access-list-number ‟ ̂100-199̃̆╗ ᴳ IP

‟ Ȃ 

 

  ╗ ‟ Ȃ 

 

ԇ   ╗ Ȃ 

 

ᴳ  

 ԇ ╗ ‟ Ȃ╗ ᴳ ‟ ″ Ҿ

⁮ IPSec ᶑ Ȃ 

ԇ ‟ ұ  ᶕ҂ ұ ᶕȂ   ᾳЮ̆ רּ⁮

̆ ὤ ̆‡ ╗ ̆ ὤ ̆

ὤ ̂IKẼȂ ᾳЮ̆ רּ⁮ ̆ ╗ ̆

ѫ ̆ ╗ ̆ х Ȃ 
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ѡᴿ 

 ᴿ 1̔Ю ᴿ ѝ Mymap ╗ ЭὯ ‟ 101̔ 

Ruijie(config)# crypto map mymap  4 ipsec-isakmp 

Ruijie(config-crypto-map)# match address  101 

 

 ԇ  

crypto map(global IPSec) Ѭ╗  

show crypto map ╗ ᶕ  

Ὧ ԇ 

crypto map(interface IPSec) ЭὯ ╗  

 

   

 

   
ԇ  

              -                        - 

49.1.25 mode (IPSec) 

╗ ̆ ╗ ԇ modeȂ ԇ no

Ȃ 

mode {tunnel | transport} 

no mode 

   
 

 tunnel|transport ̔ ּ  
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 ԇ  

Ὧ ԇ 
crypto ipsec transform-set Ѭ╗  

 

   

 

   
ԇ  

 - - 

49.1.26 self-identity 

ұ ֙ ̔ 

self-identity {address | fqdn fqdn | user-fqdn user-fqdn} 

no self-identity  

   

 address IP  

 fqdn  
 

 user-fqdn  

 

  ᴳ ip ᴐѝ id 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ў ұ ѐ ֙ ̆ Ԉ ֙̆҂

Ԉ ֙Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ֙ ̔ 

Ruijie(config)# self-identity fqdn  www.vpdn.com 

Ruijie(config)# self-identity user-fqdn 

zj@www.vpdn.com 

Ruijie(config)# self-identity address  

 

 ԇ  

Ὧ ԇ 
            -                       - 
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ԇ  

 - - 

49.1.28 set peer (IPSec) 

╗ ѐ ᴇ̆ ╗ ԇ
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ԇ  

 - - 

49.1.31 set transform-set 

ѝ э╗ ᴳ Ҿ ̆ ᴳ ╗ ԇ set 

transform-setȂ ԇ no ‮ ╗ Ὧ Ȃ 

Set transform-set transform-set-name1 [transform-set-name2] 

[transform-set-name3]  [transform-set-name4]  [transform-set-name5] 

[transform-set-name6] 

no set transform-set 

   

  transfrom-set ̆ Ԉѝ╗ Ὡэ

Ȃ 

 

  ֗ᴉ Ȃ 

 

ԇ   ╗ Ȃ 

 

ᴳ  
 ὤ ╖ ֒Ȃ ֗ᴉ╗ ᴳ ԇ

Ȃ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ ╗ ѝ Myset̔ 

Ruijie(config)# crypto ipsec transform-set  myset  esp- des 

esp-sha-hmac 

Ruijie(config)# crypto  map mymap 5 ipsec-isakmp 

Ruijie(config-crypto-map)# set transform-set myset 
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ԇ  

 - - 

49.2 �¡�µ�­�‘
a	— 

49.2.1 show crypto dynamic-map (IPSec) 

╟ ╗ ᶕ ̆ EXEC ԇ show crypto 

dynamic-mapȂ 

show crypto dynamic-map [map-name] 

   
 

 map-name                      ╗ Ȃ 

 

  ╗ ̆‡ Э ╟ ╗ ᶕ Ȃ 

 

ԇ   EXEC Ȃ 

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔Ruijie#  show crypto dynamic-map 

       Crypto Map Template "mydmap" 1 

No matching address list set. 

Security association lifetime: 4608000 kilobytes/3600 

seconds(id=34) 

PFS (Y/N): N 

Transform sets = {  } 

 

 ԇ  
Ὧ ԇ 

             -                         - 

 

   

 

   
ԇ  

 - - 

49.2.2 show crypto ipsec sa 
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₥ ╟ IPSec ὤ έᴇᶕ ̆ EXEC ԇ show 

crypto ipsec saȂ 

show crypto ipsec sa 

   
 

 - - 

 

   

 

ԇ   EXEC Ȃ 

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ ԇ Уэ  ̔ 

Ruijie# show crypto ipsec sa 

Interface: Serial0 

Crypto map tag:mymap, local addr  2.2.2.2 

// ₥ ╗ mymap̆ᴳ 2.2.2.2 

media mtu 1500 

local  ident (addr/mask/prot/port):  

(192.168.202.0/0.0.0.255/0/0)) 

remote  ident (addr/mask/prot/port):  

(192.168.12.0/0.0.0.255/0/0)) 

PERMIT 

//ᶑ 192.168.202.0/24 192.168.12.0/24 Ѯ ᶕ/ / ᶑ Ruijie# 
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IV size: 8 bytes 

//IV ѝ 8 

Replay detection support:Y 

//  

outbound esp sas:  

//  ꜛ ὤ ̆ ѝ ESP 

spi:0x106A0DFA (275385850)  

//spi ḣѝ 275385850 

transform: esp-des esp-md5-hmac 

// ѝ esp-des-md5 

in use settings={Tunnel,}  

//  

sa timing: remaining key lifetime (k/sec): (4607999/3577) 

// ὤ ⁮ ̔4607999 ︢ /3577  

IV size: 8 bytes 

//IV ѝ 8 

Replay detection support:Y 

//  

 

 ԇ  
Ὧ ԇ 

                 - - 

 

   

 

   
ԇ  

 - - 

49.2.3 show crypto ipsec transform-set 

ᶕ ̆ EXEC ԇ show crypto ipsec 

transform-setȂ 

show crypto ipsec transform-set 

   
 

            -                       - 

 

   

 

ԇ   EXEC Ȃ 

 



ὤ ̂IPSec̃ ԇ 
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ᴳ    

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ ᴳ ԇ Уэ  ̔ 

Ruijie# show crypto ipsec transform-set 

transform set myset: { esp-sha-hmac,esp-des,} 

will negotiate = {Tunnel,} 

transform set myset1: { esp-des,} 

will negotiate = {Tunnel,} 

 

 ԇ  
Ὧ ԇ 

             -                         - 

 

   

 

   
ԇ  

 - - 

49.2.4 show crypto isakmp policy 

IKE ᶕ ̆ EXEC ԇ show crypto isakmp 

policyȂ 

show crypto isakmp policy 

   
 

            -                       - 

 

   

 

ԇ   EXEC Ȃ 

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ ԇ Уэ  ̔ 

Ruijie# show crypto isakmp p  

Protection suite of priority 9 

encryption algorithm:   3DES - Data Encryption Standard (56 bit 

keys). 

hash algorithm:         Message Digest 5 

authentication method:  Pre-Shared Key 
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ѡᴿ 

 ᴿ 1̔Ю ᴿ ԇ Уэ  ̔ 

Ruijie# show crypto  isakmp sa 

destination   source state  conn-id lifetime(second) 

2.2.2.1    2.2.2.2        QM_IDLE    36      5013 

 

 ԇ  
Ὧ ԇ 

             -                         - 

 

   

 

   
ԇ  

 - - 

49.2.6 show crypto map (IPSec) 

╗ ᶕ ̆ EXEC ԇ show crypto mapȂ 

show crypto map [map-name] 

   
 

 map-name ╗ Ȃ 

 

  ╗ ̆‡ Э ╗ ᶕ Ȃ 

 

ԇ   EXEC Ȃ 

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ ԇ Уэ  ̔ 

Ruijie# show crypto map mymap  

Crypto Map:"mymap" 1 ipsec-isakmp 

Peer = 0.0.0.0 

No matching address list set. 

Security association lifetime: 2304000 kilobytes/2500 

seconds(id=32) 

PFS (Y/N): N 

Transform sets = {  } 

Crypto Map:"mymap" 4 ipsec-isakmp 

Peer = 2.2.2.2 

Extended IP access list 101 
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Security association lifetime: 2304000 kilobytes/2500 

seconds(id=35) 

PFS (Y/N): N 

Transform sets = { myset,  } 

Crypto Map:"mymap" 5 ipsec-isakmp 

Peer = 2.2.2.2 

No matching address list set. 

Security association lifetime: 2304000 kilobytes/2500 

seconds(id=36) 

PFS (Y/N): N 

Transform sets = { myset,  } 

 

 ԇ  



Tunnel ԇ 

 

50 ���" Tunnel ���Ç
a	—  

50.1 ���"�­�‘
a	— 

50.1.1 tunnel checksum 

Юᴳ tunnel checksum ԇᶑ turnnel

̆ᴳ ԇ no Ȃ 

tunnel checksum 

no tunnel checksum 

   
 

              -                        - 

 



Tunnel ԇ 

 

Юᴳ tunnel destination ԇѝ tunnel

̆ᴳ ԇ no ‮ tunnel Ȃ 

tunnel destination ip-address 

no tunnel destination 

    

  ip-address IP  

 

  ѝ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ԇ ̆ э ̆ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ tunnel 0 Э IP 61.154.101.3̔ 

Ruijie(config)# interface tunnel  0 

Ruijie(config-if)# tunnel destination  61.154.101.3  

 

Ὧ ԇ  ԇ  

show interface tunnel tunnel Ὧ ᶕ  

 

   

 

   
ԇ  

 - - 

50.1.3 tunnel key 

tunnel ὤ ̆ tunnel key ԇ Уэ ̆ᴳ

ԇ no ‮ Ȃ 

tunnel key value 

no tunnel key 

    

  value tunnel ḣ̆ ḣ 0-4294967295Ȃ 

 

  ֗ᴉ Ȃ 

 



Tunnel ԇ 

 

ԇ   Ȃ 

 

ᴳ  
 УҾ ᶑ ̆ ⁮ ὡᵩ  Ȃ

ᶑ Ȃtunnel key ԇ GRE Ԉ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ tunnel 0 ѐ 1234̔ 

Ruijie(config)# interface tunnel  0 

Ruijie(config-if)#  tunnel key 1234 

 

Ὧ ԇ  ԇ  

show interface tunnel tunnel Ὧ ᶕ  

 

   

 

   
ԇ  

 - - 

50.1.4 tunnel mode 

tunnel ѐ ԇ tunnel modĕᴳ ԇ no

Ȃ 

tunnel mode { gre ip | ipip | ipv6ip } 

    

 
 gre ip Ԉ IP



Tunnel ԇ 

 

 

Ὧ ԇ  ԇ



Tunnel ԇ 

 

50.1.6 tunnel source 

Юᴳ tunnel source ԇ tunnel ̆

ᴳ ԇ no ‮ tunnel Ȃ 

tunnel source { ip-address | interface-type interface-number } 

no tunnel source 

    

 
 ip-address tunnel IP ̆   ὯЭ

ὲ IP Ȃ 

 

 interface-type ̆ᴿ ̔ Dialerȁ Ԉ

FastEthernet ȁ ︢ Ἲ Ԉ

GigabitEthernetȁLoopback ȁNull Ȃ 

  nterface-number  



Tunnel ԇ 

 

no tunnel ttl 

    

  hop-count tunnel ttl ḣȂ 

 

  ttl ḣѝ 255Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ұ Tunnel ̆ Ԉ ұ ̆ Ḁ У

̂hop̃̆ת Эּ а У ȂRGNOS ἵ Tunnel TTL̆

҂ tunnel



Web ԇ 

 

51 ���" Web �
��
a	—  

51.1 ���"�­�‘
a	— 

51.1.1 http redirect 

HTTP IP ╖ ̆ ὤ ԇ http redirectȂ

ԇ no HTTP IP Ȃ 

http redirect ip-address 

no http redirect 

   
 

 ip-address HTTP IP Ȃ 

 

  HTTP IP Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ╖ Web ╖ ̆ HTTP IP Ȃ 

 

ѡᴿ 
 ᴿ 1̔ HTTP IP ѝ 172.16.0.1Ȃ 

Ruijie(config)#  http redirect 172.16.0.1 

 

 ԇ  

show http redirect HTTP Ȃ Ὧ ԇ 

http redirect homepage ў Ȃ 

 

  - 

 

   
ԇ  

 - - 

51.1.2 http redirect direct-site 



Web ԇ 

 

ὁ Ȃ Ԉ ԇ no ‮ ὁ

Ȃ 

http redirect direct-site ip-address [ip-mask]  

no http redirect direct-site ip-address [ip-mask] 

   

 ip-address ὁ IP Ȃ  

 ip-mask ὁ IP Ȃ 

 

  ὁ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ╟ Web ̆ Ἴ Web ̆ Ȃ Ҿ

̆ ҂ Ԉ Ҿ ̆ᴳ ԇȂ э ұὁ

̆ ѫ Ԉ э Ȃ 

ἵ 50 эὁ  

 

ѡᴿ 
 ᴿ 1̔ IP ѝ 172.16.0.1 ѝὁ Ȃ 

Ruijie(config)#  http redirect direct-site  172.16.0.1 

 

 ԇ  

Ὧ ԇ 
show http redirect HTTP Ȃ 

 

  - 

 

   
ԇ  

 - - 

51.1.3 http redirect homepage 

ў Ȃ Ԉ ԇ no ‮

ў Ȃ 

http redirect homepage url-string 

no http redirect homepage 

   

  url-string ў ̆ Ԉ“http://” “https://” ̆ ‡

а ╖̆ ѝ 255 э Ȃ 



Web ԇ 

 

 

  ў Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ╖ Web ╖ ̆ ў Ȃ 

 

ѡᴿ 

 ᴿ 1̔ ў ѝ http://www.web-auth.net/loginȂ 

Ruijie(config)# 

http redirect homepage http://www.web-auth.net/login 

 

 ԇ  

show http redirect HTTP Ȃ Ὧ ԇ 

http redirect ╘ IP Ȃ 

 

  - 

 

   
ԇ  

 - - 

51.1.4 http redirect port 

  HTTP WEB ̆

ᴳ http redirect port ԇȂ Ԉ ԇ no ‮

HTTP WEB Ȃ 

http redirect port port-num 

no http redirect port port-num 

   
 

 port-num HTTP WEB Ȃ 

 

    80 HTTP Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ̆ ֶ   HTTP ̆ ὡ

HTTP ̆ ″ ̕ ὡ ⁮

̆ ̆   Ȃ 



Web ԇ 

 

ᾳЮ̆ ὡ   ѝ 80 HTTP ̆

Ȃ 

ὡ   HTTP ̆ᴳ ԇȂ 

ἵ 10 эа ̆ 80 ҂ ᾃȂ 

 

ѡᴿ 

 ᴿ 1̔   ѝ 8080 HTTP WEB Ȃ 

Ruijie(config)# http redirect port  8080 

ᴿ 1̔а   ѝ 80 HTTP WEB Ȃ 

Ruijie(config)# no http redirect port  80 

 

 ԇ  

Ὧ ԇ 
show http redirect HTTP Ȃ 

 



Web ԇ 

 

ѡᴿ 
 ᴿ 1̔ HTTP ֶ ѝ 4Ȃ 

Ruijie(config)# http redirect session-limit  4 

 

 ԇ  

Ὧ ԇ 
show http redirect HTTP Ȃ 

 

  - 

 

   
ԇ  

 -  - 

51.1.6 http redirect timeout 

Ȃ Ԉ ԇ no

ѝ 3 Ȃ 

http redirect timeout seconds 

no http redirect timeout 

   

  seconds ̕ 

seconds̆ ḣ 1-10Ȃ 

 

  ѝ 3 Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 Ȃ ѝЬ ╖ ̆   HTTP 

GET/HEAD ̆ HTTP Ὧ Ȃ э ⁸ Ԉ

а GET/HEAD ̆ TCP Ȃ 

 

ѡᴿ 
 ᴿ 1̔ ѝ 4Ȃ 

Ruijie(config)#  http redirect timeout  4 

 

 ԇ  

Ὧ ԇ 
show http redirect HTTP Ȃ 

 

  - 

 



Web ԇ 

 

   
ԇ  

 - - 

51.1.7 web-auth direct-host 

IP Ȃ Ԉ ԇ no Ȃ 

web-auth direct-host ip-address [ip-mask]  

no web-auth direct-host ip-address 

   

 ip-address IP Ȃ  

 ip-mask IP Ȃ 

 

 
 



Web ԇ 

  

    
- - 

   
web Ȃ 

 ԇ   
ὤ Ȃ 

 ᴳ   
web ╖ web  

 ѡᴿ  
 

ᴿ 1̔ ╟ web ╖ ̔ 

Ruijie(config)# web-auth enable  

  

ԇ  Ὧ ԇ show web-auth direct-host ὁ web Ȃ 

   - 

  

  ԇ   
10.3(4t76)  ԇ 

51.1.9 web-auth offline-detect flow 

ұ Ю Ȃ Ԉ ԇ no Ὧ

ұ Ю Ȃ 

web-auth offline-detect flow  

no web-auth offline-detect flow  

    
- - 

   
Ὧ ұ Ю Ȃ 

 ԇ   
ὤ Ȃ 

 ᴳ  

 
₥ Ю ԈЮ 2 ̔ 

1)   Э ”Ю ” ȁ ⁸Ὧ ̕ 

2) ұ ̆ 15 ‍ ᾃ̆ ѝ 0̆‡ ѝ Ю ̕ 

╟ ұ Ю ̆ᴳ ԇȂ 



Web ԇ 

 

 

ѡᴿ 



Web ԇ 

 

web-auth port-control Э ╟ Web Ȃ 

 

  - 

 

   
ԇ  

 - - 

51.1.11 web-auth update-interval 

ᶕ Ȃ Ԉ ԇ no

ᶕ ѝ 60 Ȃ 

web-auth update-interval seconds 

no web-auth update-interval 

   
 

 seconds ̆ ᴁ ̆ ḣ 30-3600Ȃ 

 

  ᶕ ѝ 60 Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ᶕ ̆ ᶕ ̆ꜛ ̆Ԉ

ᴳ ᾰͅ ̔ Ȃ 

ᶕ ̆ᴳ ԇȂ 

 

ѡᴿ 
 ᴿ 1̔ ᶕ ѝ 30 Ȃ 

Ruijie(config)# web-auth update-interval  30 

 

 ԇ  

Ὧ ԇ 
- - 

 

  - 

 

   
ԇ  

 - - 

51.1.12 web-auth user-mode 



Web ԇ 

 



Web ԇ 

 

ᴳ   ᴳ ᾃ portal portal 

 

ѡᴿ 
 ᴿ 1̔ ᴳ portal Web  

Ruijie(config)# web-auth webauth-type external  

 

 ԇ  

Ὧ ԇ 
- - 

 

  - 

 

   
ԇ  

 -  - 

 

51.1.14 web-auth redirect url 

ᴳ ᾃ ╘ ╘  

web-auth redirect url url-string 

   

             url-string url ̆ Ԉ“http://” “https://” ̆ ‡

а ╖̆ ѝ 255 э Ȃ 

 

  url Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ╖ ╖ ̆ url url ip

ѝὁ ̆ ᴳ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ ў ѝ http://www.baidu.com/ 

Ruijie(config)# 

web-auth redirect url http:// www.baidu.com/ 

 

 ԇ  

Ὧ ԇ web-auth direct-host 

ip-address [ip-mask] 
IP  

 

  - 





Web ԇ 

 

web-auth local-portal port port 

no web-auth local-portal port  

 



Web ԇ 

 

ᴳ   ᾃ portal ̆ ip Ю Ȃ 

 

ѡᴿ 

 ᴿ 1̔ IP ѝ 192.168.1.10 ip Ю : 

Ruijie# clear web-auth user 192.168.1.10  

  

 

 ԇ  

Ὧ ԇ 
web-auth authentication ᾃ ‟  

web-auth local-portal port ᾃ ╘  

 

  - 

 

   
ԇ  

 10.3(4t76)  



Web ԇ 

 

  - 

 

   
ԇ  

 -  - 

51.3.3 debug web-auth 

Web ԇ 

debug web-auth 

   
 

 - - 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ȃ 

 

ѡᴿ 
 ᴿ 1̔ web ᶕ ̆ Ю ԇ: 

Ruijie# debug web-auth   

 

 ԇ  

Ὧ ԇ 
web-auth  Web Ὧ ԇ 

 

  - 

 

   
ԇ  

 -  - 

51.3.4 show http redirect 

HTTP Ȃ 

show http redirect 

   
 

 - - 

 



Web ԇ 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ȃ 

 

ѡᴿ 

 ᴿ 1̔ HTTP Ȃ 

Ruijie# show http redirect 

HTTP redirection settings: 



Web ԇ 



Web ԇ 

 

Ruijie# show web-auth direct-host 

Direct hosts: 

  Address            Mask               

  ---------------- ---------------- 

  192.168.0.1      255.255.255.255   

  192.168.4.11     255.255.255.255   

  192.168.5.0      255.255.255.0     

 

  

Address IP Ȃ 

Mask IP Ȃ 
 

 

 ԇ  

Ὧ ԇ 
web-auth direct-host  IP Ȃ 

 

  - 

 

 



Web ԇ 

 

  Public account : disable 

 

  

Server-port  ╘  

AAA method-list  

Public account ἵ Ὥӎ 
 

 

 ԇ  

Ὧ ԇ 
- - 

 

  - 

 

   
ԇ  

 10.3(4t76)  ԇ 

51.3.7 show web-auth user 

ᶕ ̆ꜛ IP ȁ

ᶕ Ȃ 

show web-auth user [ip-address | {online | all} [pos count]] 

   

 ip-address IP Ȃ 

 pos ӱ э  
 

 count э ᶕ  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ȃ 

 

ѡᴿ 

 ᴿ 1̔ web ὤ ᶕ Ȃ 

Ruijie# show web-auth user 

 Current user num  :  4 

   

 User              Address         Online   Time Limit     Time Used         Status 

 --------------- -------------  ------- -------------  --------------   -------- 



Web ԇ 



Web ԇ 

 

 

   
ԇ  

 10.3(4t76)  ԇ 
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VRRP ԇ 

 

52 ���" VRRP 
a	— 

52.1 ���"�­�‘
a	— 

52.1.1 vrrp authentication 

ԇ VRRP ꜛ ╖ ̆ὲ no Ὧ У╖ Ȃ 

vrrp group authentication string 

no vrrp group authentication  

ȍ Ȏ 

group  ̔ VRRP  

string  ̔ ұ VRRP ѕ(а 8 э ̆

ԇ ԇ) 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ VRRP ╖ ̆

֗ᴉ ԇȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ VRRP ѐ ԇȂ ԇа

ᶑ ὤ ̆ / VRRP Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѝ VRRP 1 ҩ ԇȂ 

vrrp 1 authentication x30dn78k 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP╖

IP  

 

52.1.2 vrrp delay 

ԇ Э VRRP ╟ Ȃ 



VRRP ԇ 

 

vrrp delay { minimum min-seconds | reload reload-seconds } 

no vrrp delay 

ȍ Ȏ 

min-seconds 



VRRP ԇ 

 

ԇѝ VRRP Уэ ̆ὲ no Ȃ 

vrrp group description text 

no vrrp group description 

ȍ Ȏ 

group ̔VRRP  

text ̔VRRP  

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ ҩ VRRP ╖

̆ ҂ ֗ᴉ VRRP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ѝ VRRP ̆ Ԉᵳұּש‍ VRRP Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ Ԉ E0 Э VRRP 1 ѝ Building A – 

Marketing and AdministrationȂ 

interface GigabitEthernet 0/0 
ip address 10.0.1.1 255.255.255.0 

vrrp 1 ip 10.0.1.20 
vrrp 1 description “Building A - Marketing and 

Administration” 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 

ipaddress [ secondary ] 

VRRP ╖

IP  

 

52.1.4 vrrp ip 

ԇ Э VRRP IP ̆ὲ no

Э VRRP ╖ IP Ȃ 

vrrp group ip ipaddress [secondary] 

no vrrp group ip ipaddress [secondary] 

ȍ Ȏ 

group  ̔ VRRP  



VRRP ԇ 

 

ipaddress ̔  IP  

secondary ̔  IP  

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

аᴳ secondary ̆ ѫ IP ѝ ў IP

Ȃ ̆ VRRP ᴳ Ԉ IP ̆ ᴳ no

ԇ VRRP IP ̆ ֶ ѝ  ҩ ̆ ѝ

Э чэ IP Ȃ 

ȍѡᴿȎ 

Ю ᴿѐ̆ Ԉ 0 Э VRRP ╖ Ȃ VRRP

ѝ 1̆ ў IP ѝ 10.0.1.20̆ IP ѝ 10.0.2.20Ȃ 

interface GigabitEthernet 0/0 

no switchport 
ip address 10.0.1.1 255.255.255.0 

ip address 10.0.2.1 255.255.255.0 secondary 
vrrp 1 ip 10.0.1.20 

vrrp 1 ip 10.0.2.20 secondary 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie# show vrrp [ brief | group ] ₥ VRRP  

 

52.1.5 vrrp preempt 

ԇ VRRP ұ ̆ὲ no VRRP ╖ Ȃ 

vrrp group preempt [delay seconds] 

no vrrp group preempt [delay] 

ȍ Ȏ 

group  ̔VRRP  

delay seconds ̔  ̆ Ѭҩῆ Master

֙Ѯ₥ Ȃ ḣѝ 0 Ȃ 

ȍ Ȏ 



VRRP ԇ 

 

ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆

VRRP ᴐ ЮȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

VRRP ᴐ Ю̆У ִἼ ұ ₥

Master ִἼ ̆ ѝ VRRP ў Ȃ VRRP

ᴐ Ю̆ ᵳ ִἼ ұ ₥ Master ִἼ ̆

҂аֶ ѝ VRRP ў ȂVRRP ᴳ Ԉ IP

ᾳЮ̆ Ѭа ̆ ѝ VRRP έ

ִἼ ̆ ╟ ѝ VRRP ѐ ў Ȃ 

ȍѡᴿȎ 

Ю ᴿѐ̆У VRRP ִἼ (200) ұ ₥ў

ִἼ ̆ ֶ 15 ѝў Ȃ 

vrrp 1 preempt delay 15 
vrrp 1 priority 200 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 

ipaddress [ secondary ] 

VRRP╖

IP  

Ruijie(config-if)# vrrp group priority 

level 
VRRP ִἼ  

 

52.1.6 vrrp priority 

ԇ VRRP ִἼ ̆ὲ no Ȃ 

vrrp group priority level 

no vrrp group priority  

ȍ Ȏ 

group   ̔VRRP  

level   ̔VRRP ִἼ  

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆

VRRP ὲִἼ ѝ 100Ȃ 

ȍ ԇ Ȏ 



VRRP ԇ 

 

 

ȍᴳ Ȏ 

ԇ ╟ VRRP ִἼ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ VRRP 1 ִἼ ѝ 254Ȃ 

vrrp 1 priority 254 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 

ipaddress [ secondary ] 

VRRP ╖

IP  

Ruijie(config-if)# vrrp group preempt 

[ delay seconds ] 
VRRP ұ  

 

52.1.7 vrrp timers advertise 

ԇ ў VRRP ὲ̆ no

Ȃ 

vrrp group timers advertise interval 

no vrrp group timers advertise 

ȍ Ȏ 

group   ̔VRRP  

interval ̔ VRRP (Ԉ ѝ ᴁ) 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆

ў ѝ 1 Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

₥ VRRP ѐ ў ̆ Ԉ VRRP

VRRP ȁִἼ Ԉ ὲ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ VRRP ѝ 4 Ȃ 

vrrp 1 timers advertise 4 



VRRP ԇ 

 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 

ipaddress [ secondary ] 



VRRP ԇ 

 

52.1.9 vrrp track 

VRRP ᴳ vrrp group track interface-type number
ԇ̆ VRRP IP ╖ ̆ᴳ vrrp group track ip-address

ԇ̆vrrp group track bfd BFD IP̆ὲ no

Ὧ ╖ Ȃ ԇ Ю̔ 

vrrp group track [interface-type number| bfd interface-type 

interface-number ipv4-addess ] [priority ] 

vrrp group track ip-address [interval interval-value] [timeout 
timeout-value] [retry retry-value] [priority] 

vrrp group track [interface-type number| bfd interface-type 

interface-number ipv4-addess | ip-address] 

ȍ Ȏ 

group   ̔VRRP  

interface-type ̔  

number ̔  

ipv4-addres ̔ IPv4 ̆ bfd ֶ  

interval-value ̔ Ȃ а ̆

ḣѝ 3  

timeout-value ̔″ ȁ а Ȃ а ̆

ḣѝ 1  

retry-value: а ̆ retry-value ⁮

̆‡ ѝа Ȃ ᴁѝ ̆ а ̆ ḣѝ 1 Ȃ 

priority ̔ ὲ VRRP ִἼ

Ȃ а ̆ ḣѝ 10 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ VRRP ╖ ̆

IP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉᴳ ԇ   ̆ ἵ Ь

( Routed Port ̆SVI ̆Loopback̆Tunnel ) ̕

IP ̆ ping Ȃ 

ȍѡᴿȎ 



VRRP ԇ 

 

Ю ᴿ ѐ V̆RRP 1 Routed Port Fa1/1



VRRP ԇ 

 

ᾳЮ̆ ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ ҩ VRRP ὯȂ 

Ruijie# debug vrrp  
Ruijie# 
VRRP: Grp 1 Advertisement priority 120, ipaddr 

192.168.201.213 
VRRP: Grp 1 Event - Advert higher or equal priority 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 1 state 
Master -> Backup 

VRRP: Grp 1 Advertisement from 192.168.201.213 has 
invalid virtual address 192.168.1.1 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 1 state 
Backup -> Master 

Ruijie# 

ȍ Ὧ ԇȎ 



VRRP ԇ 

 

Ruijie# 
VRRP: Grp 1 Advertisement from 192.168.201.213 has 

invalid virtual address 192.168.1.1 
VRRP: Grp 1 Advertisement from 192.168.201.213 has 

invalid virtual address 192.168.1.1 
VRRP: Grp 1 Advertisement from 192.168.201.213 has 

invalid virtual address 192.168.1.1 

52.2.3 debug vrrp events 

ԇ VRRP Ү֒ Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp events 

no debug vrrp events 

ȍ Ȏ 

ᾳЮ̆ VRRP Ү֒ ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ ҩ VRRP Ү֒ ὯȂ 

Ruijie# debug vrrp events  
Ruijie# 
VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 
VRRP: Grp 1 Event - Advert higher or equal priority 

52.2.4 debug vrrp packets 

ԇ VRRP ꜛ Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp packets 

no debug vrrp packets 

ȍ Ȏ 

ᾳЮ̆ VRRP ꜛ ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 



VRRP ԇ 

 

Ю ᴿ ѐ̆ ҩ VRRP ꜛ Ὧ̆ ὲѐ ҩ

VRRP 1 ꜛ Ȃ 

Ruijie# debug vrrp packets  
Ruijie# 

VRRP: Grp 2 sending Advertisement checksum DD4D 
VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

Ю ᴿ ѐ, ҩ VRRP ꜛ Ὧ̆ ὲѐ ҩ

VRRP 1 ꜛ IP Ԉ VRRP 1 ִἼ Ȃ 

Ruijie# debug vrrp packets  
Ruijie# 

VRRP: Grp 1 Advertisement priority 120, ipaddr 
192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 
192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 
192.168.201.213  

52.2.5 debug vrrp state 

ԇ VRRP Ὧ̆ὲ no 



VRRP ԇ 

 

Ruijie(config)# interface GigabitEthernet  0/0 
Ruijie(config-if)# no shutdown  

Ruijie(config-if)# end 
Ruijie# 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 2 state 
Master -> Init 

Ruijie# 

52.3 �¡�µ�­�‘
a	— 

52.3.1 show vrrp 

ԇ VRRP ᾳ Ȃ 

show vrrp [ brief | group ] 

ȍ Ȏ 

brief  ̔ ̆ VRRP ᾳ 

group ̔ VRRP  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

аᴳ ̆ VRRP ᾳȂ 

ȍѡᴿȎ 

VRRP ᾳ 

Ruijie# show vrrp  
GigabitEthernet 0/0 - Group 1 
State is Backup 

Virtual IP address is 192.168.201.1 configured 
Virtual MAC address is 0000.5e00.0101 

Advertisement interval is 3 sec 
Preemption is enabled 

min delay is 0 sec 
Priority is 100 

Master Router is 192.168.201.213 , pritority is 120 
Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 
GigabitEthernet 0/0 - Group 2 

State is Master 
Virtual IP address is 192.168.201.2 configured 



VRRP ԇ 

 

Virtual MAC address is 0000.5e00.0102 
Advertisement interval is 3 sec 

Preemption is enabled 
min delay is 0 sec 

Priority is 120 
Master Router is 192.168.201.217 (local), priority is 

120 
Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 
Ruijie# 

VRRP ᾳ 

Ruijie# show vrrp brief  
Interface         Grp Pri Time  Own Pre State   Master 
addr     Group addr 

GigabitEthernet 0/0   1   100   -    -   P  Backup  
192.168.201.213 192.168.201.1 

GigabitEthernet 0/0   2   120   -    -   P  Master  
192.168.201.217 192.168.201.2 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 

ipaddress [ secondary ] 

VRRP╖

IP  

 

52.3.2 show vrrp interface 

ԇ Э VRRP ᾳȂ 

show vrrp interface type number [ brief ] 

ȍ Ȏ 

type   ̔  

number ̔  

brief  ̔ Ȃ ᴳ ᾳ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ҩԈ E1/0 Э VRRP ᾳ 



VRRP ԇ 

 

Ruijie# show vrrp interface GigabitEthernet  0/0 
GigabitEthernet 0/0 - Group 1 

State is Backup 
Virtual IP address is 192.168.201.1 configured 

Virtual MAC address is 0000.5e00.0101 
Advertisement interval is 3 sec 

Preemption is enabled 
min delay is 0 sec 

Priority is 100 
Master Router is 192.168.201.213 , pritority is 120 

Master Advertisement interval is 3 sec 
Master Down interval is 9 sec 

GigabitEthernet 0/0 - Group 2 
State is Master 

Virtual IP address is 192.168.201.2 configured 
Virtual MAC address is 0000.5e00.0102 

Advertisement interval is 3 sec 
Preemption is enabled 

min delay is 0 sec 
Priority is 120 

Master Router is 192.168.201.217 (local), priority is 
120 

Master Advertisement interval is 3 sec 
Master Down interval is 9 sec 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 

ip address [ secondary ] 

VRRP╖

IP  



MULTI-LDP ԇ 

 

53 ���" MULTI-LDP 
a	— 

53.1 ���"�­�‘
a	— 

53.1.1 clear multi-ldp 

‮ UP/DOWN Ȃ 

clear multi-ldp 

 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ᴿ 1̔ ╖ ⁮ UP/DOWN ḣ 

Ruijie# config  

Ruijie(config)# interface gigabitEthernet  0/1  

Ruijie(config-if-GigabitEthernet 0/1)# clear multi-ldp  

 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  - 

 

   

 10.3(4T90) ԇ ԇ  

   

53.1.2 multi-ldp  



MULTI-LDP ԇ 

 

э ╖ ̆ Ὧ Ȃ Ԉ ԇ

no Ὧ ╖ ╖ Ȃ 

multi-ldp icmp dest-ip1 [next-hop] [dns dest-ip2] [tcp dest-ip3 next-hop



MULTI-LDP ԇ 

 

 

  - 

 

   

 10.3̂4t90̃ ԇ ԇ  

   

 � Ä



MULTI-LDP ԇ 

 

192.168.78.1    

2010-12-23 09:31:03    50       1        0        8.8.8.8         

220.181.112.76:80 

ᴿ 2̔show multi-ldp interface gigabitEthernet  0/3 

Interface              State    Retry    UpCnt    ICMP            

Next-hop        

StartTime              Interv al Resume   DownCnt  DNS             TCP  

================================================================

=============== 

GigabitEthernet 0/3    UP       5        1        192.168.198.1   

192.168.78.1    

2010-12-23 09:31:03    50       1        0        8.8.8.8         

220.181.112.76:80 

 

  

Interface   
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ԇ 

54-2 

2009-12-18 04:37:10     61% 

2009-12-18 04:42:10     61% 

2009-12-18 04:47:10     61% 

2009-12-18 04:52:10     61% 

2009-12-18 04:57:10     61% 

2009-12-18 05:02:10     61% 

2009-12-18 05:07:10     61% 

2009-12-18 05:12:10     61% 

2009-12-18 05:17:10     61% 

2009-12-18 05:22:10     61% 

2009-12-18 05:27:10     61% 

2009-12-18 13:32:10     61% 

2009-12-18 13:37:10     61% 

2009-12-18 13:42:10     64% 

2009-12-18 13:47:10     64% 

2009-12-18 14:02:29     61% 

2009-12-18 14:07:29     61% 

2009-12-18 14:18:45     61% 

2009-12-18 14:23:45     61% 

2009-12-18 14:28:45     61% 

2009-12-18 14:33:45     61% 

2009-12-18 14:38:45     61% 

2009-12-18 14:43:45     61% 

2009-12-18 14:48:45     61% 

2009-12-18 14:53:45     61% 

2009-12-18 14:58:45     61% 

 

ᴿ 2̔ CPU ᴳ ᾳ 

Ruijie# show dev-audit cpu from  2010 1 14 12:00:00  

Date & Time             CPU 

2010-01-14 12:03:16     0% 

2010-01-14 12:08:16     0% 

2010-01-14 12:13:16     0% 

2010-01-14 12:18:16     0% 

2010-01-14 12:23:16     0% 

2010-01-14 12:28:16     0% 

2010-01-14 12:33:16     0% 

2010-01-14 12:38:16     0% 

2010-01-14 12:43:16     0% 



ԇ 

54-3 

2010-01-14 12:48:16     0% 

2010-01-14 12:53:16     0% 

2010-01-14 12:58:16     0% 

2010-01-14 13:03:16     0% 

2010-01-14 13:08:16     0% 

2010-01-14 13:13:16     0% 

2010-01-14 13:18:16     0% 

2010-01-14 13:23:16     0% 

2010-01-14 13:28:16     0% 

2010-01-14 13:33:16     0% 

2010-01-14 13:38:16     0% 

2010-01-14 13:43:16     0% 

2010-01-14 13:48:16     0% 

2010-01-14 13:53:16     0% 

2010-01-14 13:58:16     0% 

2010-01-14 14:03:16     0% 

2010-01-14 14:08:16     0% 

2010-01-14 14:13:16     8% 

 

ᴿ 3̔ ᴳ ᾳ 

Ruijie# show dev-audit flash from  2010 1 14  

Date & Time                        FLASH(KB)            SATA(MB) 

                                Total Available     Total Available 

2010-01-14 01:13:16         523776    470152    163746    163451 

2010-01-14 02:13:16         523776    470152    163746    163449 

2010-01-14 03:13:16         523776    470152    163746    163448 

2010-01-14 04:13:16         523776    470152    163746    163447 

2010-01-14 05:13:16         523776    470152    163746    163445 

2010-01-14 06:13:16         523776    470152    163746    163444 

2010-01-14 07:13:16         523776    470152    163746    163442 

2010-01-14 08:13:16         523776    470152    163746    163441 

2010-01-14 09:13:16         523776    470152    163746    163439 

2010-01-14 10:13:16         523776    470152    163746    163436 

2010-01-14 11:13:16         523776    470152    163746    163430 

2010-01-14 12:13:16         523776    470152    163746    163421 

2010-01-14 13:13:16         523776    470152    163746    163416 

2010-01-14 14:13:16         523776    470112    163746    163409 

 



ԇ 

54-4 

  

Date & Time ȁ  

Memory ᾃ ᴳ  

CPU CPU ᴳ  

FLASH(KB) FLASH ᴳ ᾳ̂ ᴁ̔KB̃ 

SATA(MB) SATA ᴳ ᾳ̂ ᴁ̔MB̃ 

Total  

Available  
 

 

 ԇ  



CPU-LOG ԇ 

55-1 

55 ���" CPU-LOG 
a	— 

55.1 �n�‡�‚
Ä�•	8�­�‘
a	—  

55.1.1 show cpu 

CPU ‾ ᶕ ̆ ԇ show cpuȂ 

show cpu 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ CPU ‾ ᾰͅꜛ 5 ᾃȁ 1 ‍ ᾃȁ

5 ‍ ᾃ CPU ‾ ̆Ԉ э֗╘‍⁞ 5 ᾃȁ 1 ‍

ᾃȁ 5 ‍ ᾃ CPU ‾ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ show cpu Уэ Ȃ 

Ruijie# show cpu  

======================================= 

     CPU Using Rate Information 

CPU utilization in five seconds: 25% 

CPU utilization in one minute  : 20% 

CPU utilization in five minutes: 10% 

  NO   5Sec   1Min   5Min   Process  

  0     0%     0%     0%    LISR INT  

  1     7%     2%     1%    HISR INT  

  2     0%     0%     0%    ktimer  

  3     0%     0%     0%    atimer  

  4     0%     0%     0%    printk_task  

  5     0%     0%     0%    waitqueue_process  

  6     0%     0%     0%    tasklet_task  
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  7     0%     0%     0%    kevents  

  8     0%     0%     0%    snmpd  

  9     0%     0%     0%    snmp_trapd  

 10     0%     0%     0%    mtdblock  

 11     0%     0%     0%    gc_task  

 12     0%     0%     0%    Context  

 13     0%     0%     0%    kswapd  

 14     0%     0%     0%    bdflush  

 15     0%     0%     0%    kupdate  

 16     0%     3%     1%    ll_mt  

 17     0%     0%     0%    ll main process  

 18     0%     0%     0%    bridge_relay  

 19     0%     0%     0%    d1x_task  

 20     0%     0%     0%    secu_policy_task  

 21     0%     0%     0%    dhcpa_task  

 22     0%     0%     0%    dhcpsnp_task  

 23     0%     0%     0%    igmp_snp  

 24     0%     0%     0%    mstp_event  

 25     0%     0%     0%    GVRP_EVENT  

 26     0%     0%     0%    rldp_task  

 27     0%     2%     1%    rerp_task  

 28     0%     0%     0%    reup_event_handler  

 29     0%     0%     0%    tpp_task  

 30     0%     0%     0%    ip6timer  

 31     0%     0%     0%    rtadvd  

 32     0%     0%     0%    tnet6  

 33     2%     0%     0%    tnet  

 34     0%     0%     0%    Tarptime  

 35     0%     0%     0%    gra_arp  

 36     0%     0%     0%    Ttcptimer  

 37     8%     1%     0%    ef_res  

 38     0%     0%     0%    ef_rcv_msg  

 39     0%     0%     0%    ef_inconsistent_daemon  

 40     0%     0%     0%    ip6_tunnel_rcv_pkt  

 41     0%     0%     0%    res6t  

 42     0%     0%     0%    tunrt6  

 43     0%     0%     0%    ef6_rcv_msg  

 44     0%     0%     0%    ef6_inconsistent_daemon  

 45     0%     0%     0%    imid  

 46     0%     0%     0%    nsmd  

 47     0%     0%     0%    ripd  

 48     0%     0%     0%    ripngd  

 49     0%     0%     0%    ospfd  

 50     0%     0%     0%    ospf6d  
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 51     0%     0%     0%    bgpd  

 52     0%     0%     0%    pimd  

 53     0%     0%     0%    pim6d  

 54     0%     0%     0%    pdmd  

 55     0%     0%     0%    dvmrpd  

 56     0%     0%     0%    vty_connect  

 57     0%     0%     0%    aaa_task  

 58     0%     0%     0%    Tlogtrap  

 59     0%     0%     0%    dhcp6c  

 60     0%     0%     0%    sntp_recv_task  

 61     0%     0%     0%    ntp_task  

 62     0%     0%     0%    sla_deamon  

 63     0%     3%     1%    track_daemon  

 64     0%     0%     0%    pbr_guard  

 65     0%     0%     0%    vrrpd  

 66     0%     0%     0%    psnpd  

 67     0%     0%     0%    igsnpd  

 68     0%     0%     0%    coa_recv  

 69     0%     0%     0%    co_oper  

 70     0%     0%     0%    co_mac  

 71     0%     0%     0%    radius_task  

 72     0%     0%     0%    tac+_acct_task  

 73     0%     0%     0%    tac+_task  

 74     0%     0%     0%    dhcpd_task  

 75     0%     0%     0%    dhcps_task  

 76     0%     0%     0%    dhcpping_task  

 77     0%     0%     0%    dhcpc_task  

 78     0%     0%     0%    uart_debug_file_task  

 79     0%     0%     0%    ssp_init_task  

 80     0%     0%     0%    rl_listen  

 81     0%     0%     0%    ikl_msg_operate_thread  

 82     0%     0%     0%    bcmDPC  

 83     0%     0%     0%    bcmL2X.0  

 84     3%     3%     3%    bcmL2X.0  

 85     0%     0%     0%    bcmCNTR.0  

 86     0%     0%     0%    bcmTX  

 87     0%     0%     0%    bcmXGS3AsyncTX  

 88     0%     2%     1%    bcmLINK.0  

 89     0%     0%     0%    bcmRX  

 90     0%     0%     0%    mngpkt_rcv_thread  

 91     0%     0%     0%    mngpkt_recycle_thread  

 92     0%     0%     0%    stack_task  

 93     0%     0%     0%    stack_disc_task  

 94     0%     0%     0%    redun_sync_task  
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 95     0%     0%     0%    conf_dispatch_task  

 96     0%     0%     0%    devprob_task  

 97     0%     0%     0%    rdp_snd_thread  

 98     0%     0%     0%    rdp_rcv_thread  

 99     0%     0%     0%    rdp_slot_change_thread  

100     4%     2%     1%    datapkt_rcv_thread  

101     0%     0%     0%    keepalive_link_notify  

102     0%     0%     0%    rerp_msg_recv_thread  

103     0%     0%     0%    ip_scan_guard_task  

104     0%     0%     0%    ssp_ipmc_hit_task  

105     0%     0%     0%    ssp_ipmc_trap_task  

106     0%     0%     0%    hw_err_snd_task  

107     0%     0%     0%    rerp_packet_send_task  

108     0%     0%     0%    idle_vlan_proc_thread  

109     0%     0%     0%    cmic_pause_detect  

110     1%     1%     1%    stat_get_and_send  

111     0%     1%     0%    rl_con  

112    75%    80%    90%    idle 

Э ‟ ѐ̆ 3 ‍⁞ 5 ȁ 1 ‍ ȁ 5 ‍

ᾃ CPU ‾ ᾳ̂ꜛ LISRȁHISR ֗╘̃ȂЮ ‡ έᴇ CPU ‾

‍ ᾳȂὲѐ̆ У‟ Ѭ Ю̔ 

�z No̔  

�z 5Sec̔ У ֗╘ 5 ᾃ CPU ‾  

�z 1Min̔ У ֗╘ 1 ‍ ᾃ CPU ‾  

�z 5Min̔ У ֗╘ 5 ‍ ᾃ CPU ‾  

₥ 2 ̆‍⁞ LISR CPU ‾ HISR CPU
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high_num  CPU ‾  

ȍ Ȏ 

ᾳЮ ѝ 100%̆ᴂ ѝ 90%Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ CPU ‾ ᶕ ᴂ ̆CPU ‾  

ᾳЮ ᶕ ̆ CPU ‾ ұ , У ᶕ

̕ CPU ‾ ᴂұ ᴂ , ᶕ , ₥ CPU ‾ Ю

̆ ᶕ CPU ‾ ұ ѝᴂұᴂ Ȃ 

ȍѡᴿȎ 

Ю ᴿ CPU ‾ ᴂ ѝ 70% C̆PU ‾

ѝ 80%Ȃ 

ruijie(config)# cpu-log log-limit  70 80 

CPU ‾ ұ 80% Юᶕ ̔ 

Oct 20 15:47:01 %SYSCHECK-5-CPU_USING_RATE: CPU utilization in 

one minute : 95% ̆Using most cpu's task is ktimer : 94% 

CPU ‾ ᴂұ 70% Юᶕ ̔ 

Oct 20 15:47:01 %SYSCHECK-5-CPU_USING_RATE: CPU  

utilization in one minute :68% ̆Using most cpu's task  
is ktimer : 60% 

Oct 20 15:47:01 %SYSCHECK-5-CPU_USING_RATE: The CPU  

using rate has down! 

55.1.3 show environment 

ᶕ ̆ꜛ ̔CPU
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Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ᶕ ̆ꜛ CPU ₥ ̆ ̆

ᾰͅ ᴐ Ȃ 

ȍѡᴿȎ 

Ю ᴿ show environment Уэ Ȃ 

Ruijie# show environment  

---environment information--- 

CPU Temperature is 30 

fan works in high speed mode. 

 

FAN 1 is OK! 

FAN 2 is OK! 

FAN 3 is OK! 

FAN 4 is OK! 

 

POWER 1 is present! 

POWER 1 power on successfully! 

POWER 2 is not present! 

 

Э ‟ ѐ̆   ᶕ ̔CPU ѝ 30 ̆ ұ

̆ ᾃ э ̆ Уэ ̆ з ᴐ̆ Уэ

а ᴁ̂ ⁮ ̃Ȃ 

 



ԇ 
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ᴳ   
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ѡᴿ 

 ᴿ 1̔ M1 CPU ‾ Ȃ 

Ruijie# show threshold cpu M1 

 

ᴿ 2̔ ᾃ ‾ Ȃ 

Ruijie# show threshold memory  

 

Ὧ ԇ  ԇ  

  threshold set ԇ 

 

   

 

   
ԇ  

 10.3(4b3) ԇ 
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57 ���"
•�É�ð�o���¡
a	—  

57.1 
•�É�ð�o���¡
a	— 

57.1.1 show memory 

₥ᾃ ᴳ ᾳᶕ ̆ ԇ show memoryȂ 

show memory 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ₥ ᾃ ᾃ ᴳ ᾰͅꜛ ᾃ

̆Ԉ ₥ ȁ ᾃ Ȃ 

ȍѡᴿȎ 

Ю ᴿ show memory Уэ Ȃ 

Ruijie# show memory 

System Memory Statistic: 

  Free pages: 1079 

    watermarks : min 379, lower 758, low 1137, high 1516 

  System Total Memory : 128MB, Current Free Memory : 5283KB 

  Used Rate : 96% 

Э ѐ ᶕ ꜛ Юΰэ ‍̔ 

1. ᾃ э ̆Уэ ᾃ ѝ 4k ᾃ Ȃ 

2. ᾃ ḣ̆Ю ѝ ᾃ Ѭ̔ 

  

min 
ᾃ а ̆Ө ᾃ ̆⁮

̆ Э а Ȃ 
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lower 

ᾃ ш а ̆⁮ ̆ УэЭ

╟  ̆ ᾃ Ȃ  

⁸ memory-lack exit-policy ԇȂ 

low 

ᾃ а ̆⁮ ̆Э ὡ

OVERFLOW ̆ Ю̆ а

ᾋ ҃ Ȃᾃ а ̆ ⁸ а

ἵ ԇ Ȃ 

high 

ᾃ Ἱ ̆ ԈЭ̆ ᾃ Ἱ ̆

ӱ OVERFLOW

⁮ Ȃ 

 

3. ᾃ ̆ ₥ ᾃ ̆Ԉ ᾃ ᴳ Ȃ 

57.1.2 memory-lack exit-policy 

ԇ ᾃ ⁮ worsen Ѯ ̆Э   ̆Э

ꜛ BGPȁOSPFȁRIPȁPIM-SMȂ 

memory-lack exit-policy (bgp|ospf|pim-sm|rip)  

no memory-lack exit-policy 

ȍ Ȏ 

   
 

 bgp|ospf|pim-sm|rip ѝ BGP OSPF PIM RIPȂ 

  no ᴳ ѝȂ 

ȍ ᾳȎ 

  ѝ  ᾃ Ȃ 

ȍ ԇ Ȏ 

  ὤ  

ȍᴳ Ȏ 

  

ᾃ ⁮ lower (ᴳ show memory ԇ Ԉ lower ѝ Ȃ)̆ѝᶑ

ὲ ̆ Ὧ Уэ ̆  ᾃ Ȃ 

Ҿ ҩὲ ў н╘̆ ᾃ а ᾳЮ̆Ὧ Уэ

а ̆Ԉᵳ ᾳЮᶑ ў н╘ Ȃ 

ѐ BGP ҃ б н╘ Ὧ ‡̆ Ԉ ᾃ а  

ѝ bgpȂ 

�„  ұ ̆ ѝִἼ   ̆ а ╠

ᾃ Ȃ 

�	   

ҩ ӨӨ У Эᶑ ᾃ а н

╘̆ ᾃ У ̆   ṃ Ȃ

  ֶ ч‍ Ѯ ╟Ȃ 
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LDP              20000000 

Total            206000000 

 

 

ȍ Ὧ ԇȎ 

 ԇ  
 

 show memory ᾃ ᴳ ᶕ  

ȍ Ȏ 

  - 

ȍ ԇ Ȏ 

   

 10.3(4b3) ԇ  
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58 ���" SATA 
a	— 

58.1 �¡�µ�­�‘
a	— 

58.1.1 show sata 

SATA Ὧᶕ Ȃ 

show sata 

 

   
 

 sata sata Ὧᶕ Ȃ 

 

   

 

ԇ    

 

ᴳ   
statistic Ὧ Ь Э ᶕ Ȃ

Ь ̆ Ԉ Ь Э ᶕ Ȃ 

 

ѡᴿ  

Ruijie#show sata 

Vendor: ST9250315AS 

    Disk Partitions: 

    c: /dev/sata/disc0/part5 --> /mnt/sata/c 

    size : 34356962304B(31G) 

    d: /dev/sata/disc0/part6 --> /mnt/sata/d 

    size : 34356962304B(31G) 

    e: /dev/sata/disc0/part7 --> /mnt/sata/e 

    size : 34356962304B(31G) 

    f: /dev/sata/disc0/part8 --> /mnt/sata/f 

    size : 34356962304B(31G) 

    g: /dev/sata/disc0/part9 --> /mnt/sata/g 

    size : 34356962304B(31G) 

    h: /dev/sata/disc0/part10 --> /mnt/sata/h 

    size : 34356962304B(31G) 

    i: /dev/sata/disc0/part11 --> /mnt/sata/i 

size : 34356962304B(31G)  

    j: /dev/sata/disc0/part12 --> /mnt/sata/j 

    size : 9549517824B(8G) 
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Total 274721406976 bytes (261994MB) in this device, 265138470912 bytes 

(252855MB) available. 

 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(4b7)Ԉ Ѯ ѐ̆ EG ‟ӊ Ȃ  

 

   
ԇ  

 10.3(4b7) ԇ 
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59 ���"�‚
Ä����
a	—  

59.1 ���"�­�‘
a	— 

59.1.1 logging on 

ἵ ᶕ а Э ̆ ᴳ ὤ ԇȂ ᶕ ̆

ᴳ ԇ no Ȃ 

logging on 

no logging on 

ȍ Ȏ 

 

ȍ Ȏ 

ἵ ᶕ а Э Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RGOS аӨ Ԉ ᶕ Console ȁVTY Э̆҂ Ԉ ᶕ

а Э̔ᾃ ᾰּשȁFLASHȁSyslog ServerȂ ԇѝ

Ὧ̆ Ὧ Ὧ̆ ᶕ а ̆ ҩш ⁞ѝ ұ

1 LogȂ 

ȍѡᴿȎ 

Ю ᴿ ЭὯ Ὧ̔ 

Ruijie(config)# no logging on 

ȍ Ὧ ԇȎ 

ԇ  

logging buffered ᶕ ⁮ᾃ ᾰּש 

logging  ᶕ Syslog Server 

logging file flash: ᶕ FLASH Э 



ԇ 

59-2 

logging console 
ἵ ⁸ Э

ᶕ ⁞ 

logging monitor 
ἵ VTY ( telnet

)Э ᶕ ⁞ 

logging trap 
ἵ Syslog Server

ᶕ ⁞ 

 

59.1.2 terminal monitor 

ԇἵ ₥ VTY Э ᶕ Ȃ Ὧ ₥ VTY Э

ᶕ ̆ ᴳ ԇ no Ȃ 

terminal monitor 

terminal no monitor 

ȍ Ȏ 

ᾳЮ̆ VTY Эаἵ VTY Э ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ₥ VTY ї Ȃᴐѝї ̆ аֶ Ѩᶑ Ȃ

VTY ֶ ̆ ї Ȃ 

 

�	 ����


\�!��
ѝҩ ᵳ ̆RGOS ἵ ⁸ Эᴳ ԇȂ ⁸ Э ԇ no

, ἵ ш ⁞ѝ 0̆1 Ȃ 
 

ȍѡᴿȎ 

Ю ᴿ̆ ₥ VTY ἵ ᶕ Ȃ 

Ruijie# terminal monitor 

Ruijie# 

59.1.3 logging buffered 

ᶕ ᾃ ᾰּש ̂ ᶕ ш ȁ ᾰּש ̃̆ ὤ

ԇȂ ԇ no ᾃ ᾰּשѐ ᶕ Ȃ 
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logging buffered [buffer-size | level] 

no logging buffered  

ȍ Ȏ 

buffer-size ̔ ᾰּש ̆ ḣ ӱ 4K ⁮ 128K BytesȂ 

levelI ̔ ᶕ ш ̆ӱ 0 ⁮ 7Ȃ Ԉᴳ ⁞ ̆҂ Ԉ ᴳ Ȃ 

ȍ Ȏ 

ᾰּש ѝ 4k BytesȂ 

ᶕ ш ѝ 7Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾃ ᾰּש ᴳ ̆ ᾃ שּ ᾗ ̆‡ ᶕ

Ȃ ᾃ ᾰּש ᶕ ̆ ᴳ ԇ show loggingȂ 

ᾃ ᾰּשѐ ᶕ ї ̆ ԇ clear 

logginğ ᾰּשѐ ᶕ Ȃ ̆ ᾗ⁮ FLASH

Syslog ServerȂ 

RGOS ᶕ ‍ѝԈЮ 8 э ⁞̔ 

1 

Ὧ   

Emergencies 0 ᾰͅ а  

Alerts 1  

Critical 2 ᾳ 

Errors 3 ᶕ  

warnings  4 ᶕ  

Notifications 5 ̆а Ὧ ᶕ  

informational 6 ᶕ  

Debugging 7 ᶕ  

ḣ ̆ ⁞ ̆ 0 ⁞ ᶕ ⁞ ᶕ Ȃ 

ἵ ᶕ ⁞Ԉ ̆ ұ ᴂұ ḣ ⁞ ᶕ

ἵ Ȃ 
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ȍѡᴿȎ 

Ю ᴿ ἵ ⁞ѝ 6Ԉ ᴂұ 6 ᶕ ѝ 10000 ᾃ

ᾰּשѐ̔ 

Ruijie(config)# logging buffered  10000 6 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ 

show logging ᾰּשѐ  

clear logging  ᾰּשѐ  

 

59.1.4 logging server 

⁮ Syslog Sever̆ ὤ Юᴳ ԇȂ ‮

Syslog server ‟ ѐ Syslog Server̆ ᴳ ԇ no Ȃ 

logging server {ip-address [vrf vrf-name] | ipv6 ipv6-address} 

no logging server {ip-address [vrf vrf-name] | ipv6 ipv6-address} 

ȍ Ȏ 

ip-address  ᶕ ў IP ̕ 

vrf vrf-name  ⁮ ў VRF̂VPN ̃ ᴿ̕ 

ipv6 ipv6-address  ᶕ ў IPV6 ̕ 

ȍ Ȏ 

а ֗ᴉ syslog server ᶕ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ Уэ Syslog server ᶕ ȂRGOS ἵ 5 э

Syslog ServerȂ ᶕ Syslog ServerȂ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ 202.101.11.1 syslog server̔ 

Ruijie(config)# logging server  202.101.11.1 
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Ю ᴿ Уэ IPV6 ѝ AAAA:BBBB::FFFF 

Ruijie(config)# 



ԇ 

59-6 

э ֒ ⁸̆ ᶕ ᾗὡУэ ֒Ѯ₥̆ ″ ὲ

ֶ ֒ ̆‡̔ 

1. ֶ ̆‡… Уэ ֒ 

2. ֒ ֒ ѐ ὡ ̆ ѝ̔ ֒ _ ̆ Ӱ txt  ̕

3. ѝ 15̆ ⁮ ̆‡ Уэ ֒Ȃ ̆ У

ᶕ ⁮ FLASH ԇ̆ ֶ FLASH ѐ 16 э ֒̕ 
 

ȍѡᴿȎ 

Ю ᴿ ᶕ FLASH ѐ̆ ֒ ѝ trace.txt̆ ֒ ѝ 64K,

ᶕ ⁞ѝ 6Ȃ 

Ruijie(config)# logging file flash:trace   

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

show logging 
ᾰּשѐ ̆Ԉ

Ὧ  

more flash FLASH ѐ ᶕ  

 

59.1.6 logging console  

ἵ ⁸ Э ᶕ ⁞̆ ὤ Ю ԇȂ

ԇ no ⁸ Э Ȃ 

logging console level  

no logging console 

ȍ Ȏ 

level ̔ ш ̆ ӱ 0 ⁮ 7Ȃ Ԉᴳ ⁞ ̆҂ Ԉ ᴳ

ȂὯұ ᶕ ш ̆ 1Ȃ 

ȍ Ȏ 

Debugging (7) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 
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Уэ ш Ԉ ̆ ḣЭ ұ ᴂұ ш ⁞

⁸ ЭȂ 

show logging ԇ Ԉ Ὧ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ἵ ⁸ ᶕ ⁞ѝ 6̔ 

Ruijie(config)# logging console informational 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

show logging 
ᾰּשѐ ̆Ԉ

Ὧ  

 

59.1.7 logging monitor  

ἵ VTY ̂telnet ȁSSH ̃Э ᶕ ⁞̆

ὤ Ю ԇȂ ԇ no VTY Э Ȃ 

logging monitor level  

no logging monitor 

ȍ Ȏ 

level ̔ ш Ȃ Ԉᴳ ⁞ ̆҂ Ԉ ᴳ ȂὯұ

ᶕ ш ̆ 1Ȃ 

ȍ Ȏ 

Debugging (7) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

VTY Э ᶕ ̆ Ἴ ԇ terminal monitor ἵ

₥ VTY ᶕ Ȃἵ ᶕ ⁞‡ logging monitor

ѬȂ 

Logging monitor Ѭ ᶕ ⁞ VTY Ȃ 

ȍѡᴿȎ 

Ю ᴿ ἵ VTY Э ᶕ ⁞ѝ 6̔ 
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Ruijie(config)# logging monitor informational 

ȍ Ὧ ԇȎ 

ԇ 
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logging on Ὧ  

logging  ᶕ Syslog Server 

show logging 
ᾰּשѐ ̆Ԉ

Ὧ  

 

59.1.9 logging source interface  

̆ ὤ Ю ԇȂ ԇ no

Ȃ 

logging source interface interface-type interface-number 

no logging source interface 

ȍ Ȏ 

interface-type ̔  

interface-number ̔  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾳЮ̆ Syslog Server Ȃѝ

ҩᵳұ ̆ Ԉᴳ ԇ ѝ э ̆

У ⁞ӱ   Ȃ 

ȍѡᴿȎ 

Ю ᴿ Loopback 0 ѝ Syslog ̔ 

Ruijie(config)# logging source interface loopback  0 

ȍ Ὧ ԇȎ 

ԇ  

logging  ᶕ Syslog Server 

 

59.1.10 logging source ip| ipv6 
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̆ ὤ Ю ԇȂ ԇ no

Ȃ 

logging source {ip ip-address | ipv6 ipv6-address} 

no logging source {ip | ipv6} 

ȍ Ȏ 

ip-address  IPV4 ў IPV4 ̕ 

ipv6-address  IPV6 ў IPV6 ̕ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾳЮ̆ Syslog Server Ȃѝ

ҩᵳұ ̆ Ԉᴳ ԇ ѝ э ̆

У ⁞ӱ   Ȃ 

ȍѡᴿȎ 

Ю ᴿ Loopback 0 ѝ Syslog ̔ 

Ruijie(config)# logging source ip  192.168.1.1  

ȍ Ὧ ԇȎ 

ԇ  

logging  ᶕ Syslog server 

 



ԇ 

59-11 

Local7(23) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Ю ̂ 2̃ Syslog ḣ̔ 

2 

Numerical Code Facility 

0 kernel messages 

1 user-level messages 

2 mail system 

3 system daemons 

4 security/authorization messages  

5 messages generated internally by syslogd 

6 line printer subsystem 

7 network news subsystem 

8 UUCP subsystem 

9 clock daemon   

10 security/authorization messages 

11 FTP daemon 

12 NTP subsystem 

13 log audit 

14 log alert  

15 clock daemon   

16 local use 0  (local0) 

17 local use 1  (local1) 

18 local use 2  (local2) 

19 local use 3  (local3) 

20 local use 4  (local4) 

21 local use 5  (local5) 
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22 local use 6  (local6)   

23 local use 7  (local7) 

RGOS ḣѝ(local7)  23Ȃ 

ȍѡᴿȎ 

Ю Syslog ḣѝ kernel̔ 

Ruijie(config)# logging facility kern 

ȍ Ὧ ԇȎ 

ԇ  

logging console 
ἵ ⁸ Э

ᶕ ⁞ 

 

59.1.12 logging count 

╖ ̆ ὤ Ю ԇȂ Ὧ

╖ ̆ ᴳ ԇ no Ȃ 

logging count 

no logging count 

ȍ Ȏ 

 

ȍ Ȏ 

Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ╖ Ȃӱ ԇ Ȃ no logging count

ԇ ̆ ╖ Ὧ ̆ з Ȃ 

ȍѡᴿȎ 

╖ ̔ 

Ruijie(config)# logging count 

ȍ Ὧ ԇȎ 



ԇ 

59-13 

ԇ  

⁸╖ ̆ ⁸ ᾃἵ   ᶕ ̆ ὤ ЮԇȂ Ὧ ⁸╖ ̆ ᴳ ԇ no Ȃ 

logging rate-limit {number | all number | console {number | all number





ԇ 

59-15 

show running-config ᶕ  

 

59.1.15 service sequence-numbers 

ᶕ ѐּב no

ᶕ ѐ Ȃ 

service sequence-numbers 

no service sequence-numbers 

ȍ Ȏ 

 

ȍ Ȏ 

ᶕ ѐа Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ҩ ᶕ ѐּב 1

Ȃּב

Ἴ Ȃ 

ȍѡᴿȎ 

 

Ruijie(config)#  service sequence-numbers 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

service timestamps ᶕ ѐ  

 

59.1.16 service timestamps  

ᶕ ѐּב no

ᶕ ѐ default ᶕ ѝ

ḣȂ 
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service timestamps message-type [uptime | datetime [msec | year]]  

no service timestamps message-type 

default service timestamps message-type 

ȍ Ȏ 

message-type ̔ ̆ ч log debugȂlog ᶕ ш ⁞ 0

̇6 Ѯ ᶕ ̆debug ᶕ ш ⁞ѝ 7 ᶕ Ȃ 

uptime̔ ╟ ̆ ̔* * *‍* ̆ᴿ̔07:00:10:41 

datetime̔ ₥ ̆ ̔   ̔‍̔ ̆ᴿ̔Jul 27 16:53:07 

msec  ₥ ̆ ̔   :‍: .  ᴿ̔Jul 27 

16:53:07.299 

year  ₥ ֙ ̆ ̔    :‍:  ᴿ̔2007 Jul 27 

16:53:07 

ȍ Ȏ 

ᶕ ѐ ̆ѝ ₥ Ȃ RTC̆‡ ╟ ѝ

╟ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ �Ä 5.662D615270 1 Tf
0.0057 Tc 2 1BCA>Tj
/TT22F00 1T0 100 1T516 Tf
-0.0000 Td<043 0 Td46 Td
u







ԇ 

59-19 

ԇ  

logging on Ὧ 

show logging ᾰּשѐ  

logging buffered ᶕ ⁮ᾃ ᾰּש 

 

59.2 �¡�µ�­�‘
a	— 

59.2.1 show logging 

ȁ ᶕ ̆Ԉ ᾃ ᾰּשѐ ̆

ԇȂ 

show logging 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ show logging Уэ ̔ 

Ruijie# show logging  

Syslog logging: enabled 

Console logging: level debugging, 4 messages logged 

Monitor logging: level informational, 0 messages logged 

Buffer logging: level debugging, 6 messages logged 

Timestamp debug messages: datetime 

Timestamp log messages: disabled 

Sequence log messages: enable  

Trap logging: level debugging, 2 message lines logged,0 

reserved,0 fail  

logging to  202.101.11.22  

logging to  192.168.200.112  

Log Buffer (Total 4096 Bytes) : have written 680  

00001 2004-11-17 10:20:59  Ruijie: %7:%LINK CHANGED: Interface 

GigabitEthernet 0/0, changed state to up 

00002 2004-11-17 10:20:59  Ruijie: %7:%LINE PROTOCOL CHANGE: 

Interface GigabitEthernet 0/0, changed state to UP 
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00003 2004-11-17 10:57:18  Ruijie: %7:%LINK CHANGED: Interface 

GigabitEthernet 0/1, changed state to administratively down 

00004 2004-11-17 10:57:21  Ruijie: %7:%LINK CHANGED: Interface 

GigabitEthernet 0/1, changed state to down 

00005 2004-11-17 10:57:41  Ruijie: %7:%LINK CHANGED: Interface 

GigabitEthernet 0/1, changed state to administratively down 

00006 2004-11-17 10:57:43  Ruijie: %7:%LINK CHANGED: Interface 

GigabitEthernet 0/1, changed state to down 

ᶕ ̔ 

  

Syslog logging 
Ὧ̔ 	ž



ԇ 

59-21 

ȍ Ȏ 



RLOG ԇ 

60-1 

60 ���" RLOG ����
a	—  

60.1 ���"�­�‘
a	— 

60.1.1 rlog export-rate 

╘    

rlog export-rate number 

no rlog export-rate  

   
 

 number ╘   ̂ э ̃ 

 

  ╘   ѝ 1000  

 

ԇ   ὤ Ȃ 

 

ᴳ     ḣḶ ̆ ╘ ἵ ̆ Ԉ ḣ ѝ  

 

ѡᴿ 
 ᴿ 1̔Ю ᴿ ╘   ̔ 

Ruijie(config)#  rlog export-rate 10000 

 

 ԇ  

Ὧ ԇ 
              -                          - 

 

  ѝ 50  

 

   

 

   
ԇ  

 - - 

 

60.1.2 rlog filter 



RLOG ԇ 

60-2 

  ֒ 

rlog filter number 

no rlog filter 

   
 

 number ֒ ACL  

 

  аὯ ACL 

 

ԇ   ὤ Ȃ 

 

ᴳ     ̆ Ԉᴳ ԇ 

 

ѡᴿ 
 ᴿ 1̔Ю ᴿ ╘Ὧ ACL 2000̔ 

Ruijie(config)#  rlog filter 2000 

 

 ԇ  

Ὧ ԇ 
              -                          - 

 

   

 

  - 

 

   
ԇ  

 10.3(4t76) ‫  

 

60.1.3 rlog server 

ҩ ╘ VRF̆ ̆ ╘╖  

rlog server server-ip [vrf vrf-name | oob] [port port-num] 

no rlog server server-ip 

   

 server-ip ╘  

 

 vrf-name   VRF  



RLOG ԇ 

60-3 

 port-num  

 

  ᾳЮ ╘ Ὧ  

 

ԇ   ὤ  

 

ᴳ  

 ╘ ᴐѝ Ὧ ԇȂ ╘ ᾳЮ̆ аֶ

⁮ ╘ Ȃ 

ҩ ╘ ԇ ̆ ֶ ╟ ̆ ᶕ Ԉ udp

  Ȃ 

20000̕ 

 

ѡᴿ 
 ᴿ 1̔Ю ᴿ Уэ ╘ ̔ 

Ruijie(config)#  rlog server 10.1.1.1 port 20001  

 

 ԇ  

Ὧ ԇ 
-                      - 

 

 
 ╘ ԇ ╘̆   ᾃ ̆ ԇа

ֶ ᾃ  Ȃ 

 

   

 

   
ԇ  

 10.3(4T76) oob Ὧ  

  10.3(4T90) ╗ port Ὧ  

60.1.4 rlog type 

╖ ̆ ִἼ  

rlog type n server server-ip priority prio 

no rlog type n server server-ip 

    

  n  

  server-ip ╘ ip  

  prio ִἼ  



RLOG ԇ 

60-4 

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ԇ ╖ ̆ ִἼ ̕ 

 

ѡᴿ 
 ᴿ 1̔Ю ╖ ̔ 

Ruijie(config)#  rlog type 24 server  192.168.195.52  priority 5 

 

Ὧ ԇ  



RLOG ԇ 

60-5 

Ruijie(config)#  nat-log enable  

 

 ԇ  

Ὧ ԇ 
              -                          - 

 

   

 

   

 

   
ԇ  

 10.3(4T76) ԇ 

60.1.6 ip nat-log on 

nat ╖ ̕ 

ip nat-log on 

no ip nat-log on  

   
 

 - - 

 

  ip nat-log on 

 

ԇ   ὤ Ȃ 

 

ᴳ   nat ╖ ̕ 

 

ѡᴿ 

 ᴿ 1



RLOG ԇ 

60-6 

 

   

 

   
ԇ  

 10.3(4T76) ԇ 

60.2 �¡�µ�­�‘
a	— 

�„  show rlog 

�„  show rlog-type 

�„  show rlog-status 

�„  show nat-log 



RLOG ԇ 

60-7 

                -                         - 

 

  ╘ ᶕ  

 

   

 

   
ԇ  

 - - 

 

60.2.2 show rlog-type  

Ȃ 

Show rlog-type 

    

                  -                          - 

 

  Ȃ 

 

ԇ    

 

ᴳ   ᴳ ԇ ̕ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ ̔ 

Ruijie#show rlog-type 

XLOG_TYPE_FLOW                16 

XLOG_TYPE_CPU_MEM             17 

XLOG_TYPE_DISC                18 

XLOG_TYPE_DEV_LOG             19 

XLOG_TYPE_URL_AUDIT           20 

XLOG_TYPE_SESSION             21 

XLOG_TYPE_IP_APP              22 

XLOG_TYPE_IP                  23 

XLOG_TYPE_CHANNEL             24 

XLOG_TYPE_INTERFACE           25 

XLOG_TYPE_IP_OFFLINE          26 



RLOG ԇ 

60-8 

XLOG_TYPE_MAIL_AUDIT          27 

XLOG_TYPE_TELNET_AUDIT        28 

XLOG_TYPE_WEB_SEARCH_AUDIT    29 

XLOG_TYPE_WEB_BBS_AUDIT       30 

XLOG_TYPE_IM_AUDIT            31 

XLOG_TYPE_FTP_AUDIT           32 

XLOG_TYPE_WEB_AUDIT           33  

 

Ὧ ԇ  ԇ  

                -                         - 

 

  ̕ 

 

   

 

   
ԇ  

 10.3(4T76) ԇ 

60.2.3 show rlog-status 

Ȃ 

Show rlog-status server server-ip 

    

  Server-ip ╘ ip  

 

  Ȃ 

 

ԇ    

 

ᴳ   ᴳ ԇ ̕ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ ₥ ̔ 

Ruijie(config)#show rlog-s server 192.168.195.52             

server:192.168.195.52 

type                          status    prio       

XLOG_TYPE_FLOW                off        



RLOG ԇ 
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XLOG_TYPE_CPU_MEM             off        

XLOG_TYPE_DISC                off        

XLOG_TYPE_DEV_LOG             off        

XLOG_TYPE_URL_AUDIT           off        

XLOG_TYPE_SESSION             off        

XLOG_TYPE_IP_APP              off        

XLOG_TYPE_IP                  off        

XLOG_TYPE_CHANNEL             off        

XLOG_TYPE_INTERFACE           off        

XLOG_TYPE_IP_OFFLINE          off        

XLOG_TYPE_MAIL_AUDIT          off        

XLOG_TYPE_TELNET_AUDIT        on        1          

XLOG_TYPE_WEB_SEARCH_AUDIT    off        

XLOG_TYPE_WEB_BBS_AUDIT       off        

XLOG_TYPE_IM_AUDIT            off        

XLOG_TYPE_FTP_AUDIT           off        

XLOG_TYPE_WEB_AUDIT           off           

 

Ὧ ԇ  ԇ  

                -                         - 

 

  ִἼ ̕ 

 

   

 

   
ԇ  

 10.3(4T76) ԇ 

60.2.4 show nat-log 

NAT/  

Show nat-log [username user_name] [ip-protocol ip-protocol] [source-ip 

source-ip] [dst-ip dst-ip] [src-port src-port] [dst-port dst-port] time-interval 

begin-year begin-mon begin-day begin-hour to end-year end-mon end-day 

end-hour  

    



RLOG ԇ 

60-10 

  user_name  

  ip-protocol  

  source-ip ip 

  dst-ip ip 

  src-port  

  dst-port  

  begin-year  

  begin-mon  

  begin-day  

  begin-hour  

  end-year  

  end-mon  

  end-day  

  end-hour  

 

  Ȃ 

 

ԇ    

 

ᴳ  
 ԇ ұ У ᾃ /NAT ,̆ Ԉ ̆ ̆ ip̆

ip̆ ̆ ̕ 

 

ѡᴿ 

 ᴿ 1̔Ю ᴿ 2010 10 6 3 ⁮ 5  

Ruijie#show nat-log time-interval 2010 10 6 3 t 2010 10 6 5 

count:427 

Pr  SrcAddr                          DstAddr  

UserName 

SrcPort      DstPort      Vrf        SendBytes  RecvBytes  time 

17  192.168.122.62 (0.0.0.0)         192.168.122.255(0.0.0.0)  

192.168.122.62 

138  (0)     138  (0)     0          2028       0          2010-10- 6 

3:1 

17  192.168.100.55 (0. 0.0.0)         192.168.100.255(0.0.0.0)  

192.168.100.55 

138  (0)     138  (0)     0          732        0          2010-10- 6 

3:1 

17  192.168.122.54 (0.0.0.0)         192.168.122.255(0.0.0.0)  



RLOG ԇ 
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192.168.122.54 

137  (0)     137  (0)     0          864        0          2010-10- 6 

3:1 

17  192.168.195.55                   192.168.195.255  

192.168.195.55 

138          138          0          705        0          2010-10-6 3:1

6   192.168.7.92   (0.0.0.0)         113.105.146.82 (0.0.0.0 )   

192.168.7.92 

35942(0)     80   (0)     0          192        0          2010-10- 6 

3:2 

17  192.168.122.54 (0.0.0.0)         192.168.122.255(0.0.0.0)  

192.168.122.54 

137  (0)     137  (0)     0          1386       0          2010-10- 6 

3:2 

17  192.168.7.92   (0.0.0.0)         202.104.241.3  (0.0.0.0)  

192.168.7.92 

13528(0)     8000 (0)     0          97         0          2010-10- 6 

3:2 

17  192.168.195.202                  192.168.195.255  

192.168.195.202 

138          138          0          774        0          2010-10-6 3:3

17  192.168.7.97   (0.0.0.0)         192.168.7.255  (0.0.0.0)  

192.168.7.97 

138  (0)     138  (0)     0          732        0          2010-10- 6 

3:3 

17  192.168.2.164  (0.0.0.0)         192.168.2.255  (0.0.0.0)  

192.168.2.164 

138  (0)     138  (0)     0          714        0          2010-10- 6 

3:3 

 

Ὧ ԇ  ԇ  

                -                         - 

 

  э ᾃ NAT/ ̕ 

 

   

 

   
ԇ  

 10.3(4T76) ԇ 



SNMP ԇ 

61-1 

61 ���" SNMP 
a	— 

61.1 ���"�­�‘
a	— 

61.1.1 no snmp-server 

SNMP Ԇ ╖ ̆ ὤ ԇ no snmp-serverȂ 

no snmp-server 

ȍ Ȏ 

SNMP Ԇ ╖  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇὯ SNMP Ԇ ╘Ȃ 

ȍѡᴿȎ 

Ю ᴿ SNMP Ԇ ╘̔ 

Ruijie(config)# no snmp-server  

61.1.2 snmp-server chassis-id 

SNMP ‟ ̆ ὤ ԇ snmp-server chassis-idȂ

ԇ no ѝ‫ ḣȂ 

snmp-server chassis-id text 

no snmp-server chassis-id 

ȍ Ȏ 

text  ̔ ‟ ̆ Ԉᴳ Ȃ 

ȍ Ȏ 

‟ ḣ 60FF60 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 





SNMP ԇ 

61-3 

Ὧ SNMP Ԇ ╖ ̆ no snmp-server ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿᴳ ‟ ⁸ MIB ̆ ἵ ѝ 192.168.12.1 NMS

MIB ̔ 

Ruijie(config)# access-list  2 permit  192.168.12.1  

Ruijie(config)# access-list  2 deny any  

Ruijie(config)# snmp-server community public rost



SNMP ԇ 

61-4 

61.1.5 snmp-server enable traps 

SNMP ў╟ NMS Trap ̆ ұ УҾ Ү֒

̆ ὤ ԇ snmp-server enable trapsȂ ԇ no SNMP

NMS ў╟ Trap Ȃ 

snmp-server enable traps [snmp ] 

no snmp-server enable traps 

ȍ Ȏ 

snmp  ̔ SNMP Ү֒ Ȃ 

ȍ Ȏ 

Ю̆  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ бὤ ԇ snmp-server У ᴳ ̆ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ў╟ SNMP Ү֒ ̔ 

Ruijie(config)# snmp-server enable traps snmp  

Ruijie(config)# snmp-server host  192.168.12.219 public snmp  

ȍ Ὧ ԇȎ 

ԇ  

snmp-server host  SNMP ў  

 

61.1.6 snmp-server host 

SNMP ў ̂NMS̃̆ ὤ ԇ snmp-server ���� SNMP



SNMP ԇ 

61-5 

ȍ Ȏ 

host-addr  ̔  SNMP ў  

ipv6-addr  ̔  SNMP ў ̂ipv6̃ 

vrfname   ̔  vrf  

version    ̔  snmp ̆V1ȁV2CȁV3 

auth | noauth | priv ̔ V3 ὤ ⁞Ȃ 

community-string ̔  ᴇ ѕ ̂V3 ̃Ȃ 

port-num   ̔  snmp ў  

notification-type ̔  ў╟ ̆ᴿ snmpȂ 



SNMP ԇ 

61-6 

SNMP ᴁ ᶕ ̆ ὤ ԇ snmp-server locationȂ

ԇ no SNMP ᴁ ᶕ Ȃ 

snmp-server location text 

no snmp-server location 

ȍ Ȏ 

text ̔ ᶕ ѕȂ 

ȍ Ȏ 



SNMP ԇ 

61-7 

ȍѡᴿȎ 

Ю ᴿ SNMP ꜛ ѝ 1492̔ 

Ruijie(config)# snmp-server packetsize  1492 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server queue-length SNMP ‟  

 

61.1.9 snmp-server queue-length 

‟ ̆ ὤ ԇ snmp-server queue-lengthȂ 

snmp-server queue-length length 

ȍ Ȏ 

length  ̔ ‟ ̆ ӱ 1 ⁮ 1000Ȃ 

ȍ Ȏ 

10 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

‟ ұ ̆ Ԉ ԇ ‟ ⁸

Ȃ 

ѝ 4 э Ȃ 

ꜝ ‟ ӽ 4 э  -7.857 -2.214 Td
[(Ruijie(config)#)Tj
/CT231 Tf
9.260 Td
(snmp-server queue-length )Tj
/CT4 1 Tf
-150 Td
(4)ȍ Ὧ ԇȎ 



SNMP ԇ 

61-8 

SNMP ╖ ̆ ὤ ԇ snmp-server 

system-shutdownȂ ԇ no Ὧ SNMP ╖ Ȃ 

snmp-server system-shutdown 

no snmp-server system-shutdown 

ȍ Ȏ 

Ὧ SNMP ╖  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ SNMP ╖ ̆RGOS ֶ reload/reboot Ԉ₥

NMS Ȃ 

ȍѡᴿȎ 

Ю ᴿ SNMP ╖ ̔ 

Ruijie(config)#  snmp-server system-shutdown 

61.1.11 snmp-server trap-source 

SNMP ̆ ὤ ԇ snmp-server trap-sourceȂ ԇ

no Ȃ 

snmp-server trap-source interface 

no snmp-server trap-source 

ȍ Ȏ 

interface  ̔ ұᴐѝ SNMP  

ȍ Ȏ 

SNMP ӱ э   ̆ ᴳ э IP ᴐѝ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾳЮ̆SNMP ӱ э   ̆ ᴳ э IP ᴐѝ ̆

ѝҩᵳұ ⁞̆ Ԉᴳ ԇ ᴳ Уэ IP ᴐѝ SNMP

Ȃ 

ȍѡᴿȎ 



SNMP ԇ 

61-9 

Ю ᴿ Ԉ 0 IP ᴐѝ SNMP ̔ 

Ruijie(config)# snmp-server trap-source GigabitEthernet  0 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server enable traps 



SNMP ԇ 

61-10 

snmp-server user username groupname {v1 | v2 | v3 [encrypted]  

[auth {md5 | sha} auth-password ] [priv des56 priv-password]} 

[access {num | name}] 

no snmp-server user username groupname {v1 | v2c | v3 } 



SNMP ԇ 

61-11 

SNMP ̆ ὤ ԇ snmp-server groupȂ ԇ no

‮ Ȃ 

snmp-server group groupname {v1 | v2c | v3 {auth | noauth | priv}} [read 

readview][write writeview] [access {num | name}] 

no snmp-server group groupname {v1 | v2c | v3 } 

ȍ Ȏ 

v1 | v2c |v3 ̔ SNMP Ȃ 

auth̔ ּ ת а ᶑ ̆ v3 Ȃ 

noauth̔ ּ а ҂а ᶑ ̆ v3 Ȃ 

priv̔ ּ ּ ᶑ ̆ v3 Ȃ 

readview̔Ὧ Уэ Ȃ 

writeview̔Ὧ Уэ ᾗ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ Уэ ̔ 

Ruijie(config)# snmp-server group mib2user v3 priv read mib2  

ȍ Ὧ ԇȎ 

ԇ  

show snmp group SNMP ᶕ  

 

61.1.15 snmp-server view 

SNMP ̆ ὤ ԇ snmp-server viewȂ ԇ no

‮ Ȃ 

snmp-server view view-name oid-tree {include | exclude} 

no snmp-server  view view-name [oid-tree] 

ȍ Ȏ 

view-name  ̔ Ȃ 



SNMP ԇ 

61-12 

oid-tree ̔ Ὧ MIB ̆ У MIB Ȃ 

include ̔ MIB ꜛ ѮᾃȂ 

exclude ̔ MIB Ѯ Ȃ 

ȍ Ȏ 

Уэ default ̆ἵ MIB Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ Уэ ̆ꜛ MIB-2 ̂oid ѝ 1.3.6.1̃̔ 

Ruijie(config)# snmp-server view  mib2 1.3.6.1  include 

ȍ Ὧ ԇȎ 

ԇ  

show snmp view SNMP ᶕ  

61.1.16 snmp-server if-index persist 

╖ ᴳ snmp-server if-index persist ԇȂ

ԇ no Ὧ ╖ Ȃ 

snmp-server if-index persist 

no snmp-server if-index persist 

ȍ Ȏ 

 

ȍ Ȏ 

╖ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ ╖ ̔ 

Ruijie(config)# snmp-server if-index persist 

ȍ Ὧ ԇȎ 



SNMP ԇ 

61-13 

ԇ  

show run Ὧ ᶕ  

 

61.2 �¡�µ�­�‘
a	— 

61.2.1 show snmp 

SNMP ᶕ ̆ ԇ show snmpȂ 

show snmp [mib | user | view | group] 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

show snmp ԇ SNMP Ὧ ᶕ ̕ 

show snmp mib ѐ snmp mib ᶕ ̕ 

show snmp user snmp ᶕ ̕ 

show snmp view snmp ᶕ ̕ 

show snmp group snmp ᶕ ̕ 

ȍѡᴿȎ 

Ю ᴿ SNMP Уэ ᶕ ̔ 

Ruijie# show snmp 

Chassis: 60FF60 

0 SNMP packets input 

0 Bad SNMP version errors 

0 Unknown community name 

0 Illegal operation for community name supplied 

0 Encoding errors 

0 Number of requested variables 

0 Number of altered variables 

0 Get-request PDUs 

0 Get-next PDUs 

0 Set-request PDUs 

0 SNMP packets output 

0 Too big errors (Maximum packet size 1500) 

0 No such name errors 

0 Bad values errors 



SNMP ԇ 

61-14 

0 General errors 

0 Response PDUs 

0 Trap PDUs 

SNMP global trap: disabled 

SNMP logging: disabled 

SNMP agent: enabled 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server chassis-id SNMP ‟  

 


	1 配置CLI授权命令
	1.1 alias
	1.2 privilege
	1.3 show aliases

	2 基础配置管理命令
	3 配置使用文件系统命令
	4 配置系统升级维护命令
	5 配置HTTP升级命令
	6 配置接口命令

