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ѿ  ╠  

 

 

Ύ ֟ ҹ̔RGOS 9.17҉ץ Ȃ 

 

ӥ Ҋ↓ֲ  

  

 ֲ  

  

 

1.1    
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! ̔ ! ҹ Ȃ 

1.3    

ӥ ᵬ Ҭ ≢ ̆ ֓  

ӈ Ҋ̔ 

̔ ȁ ȁ ᵬҬ Ԋ Ȃ 
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ԋ  RGOS ᵣ׃  

2.1 RGOS  

RGOŜRed-Giant Operating System̃ ᵬ ̆

Ὲ ↓ ᵬ ץ̆ IP ҹ ̆ ᴆ ᴆ



5 ῍472                             http://www.ruijie.com.cn 

  

 

 

 

 

 

 

 

Ethernet_II 

IEEE 802.3 

 PPP     

PPPoE 
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份 

ԍ ᴍȂ 

ԍ ᴍȂ 

ԍ ᴍȂ 

ץ Һ ℗ ᴆ 

 

Ⱶ

 

(QoS) 

 

 

 

WFQ/CBWFQ ⱴ Ὲ ↓ 

FIFO ᾢ ᾢ₮ ↓ 

PQ ᴨᾢ ↓ 

CQ └ ↓ 

└  

 

Ḡ  

P2P  

 

 

 

 

 

 

 

 

 

פ  

Console  

Telnet  

ᶏץ TFTP ҉ᴰҊ / ᴆ 

ᶏ Telnet פ ץ ῒ  

Ḥ ꜛ ᵝ  

פ № Ḡ Ḡ ᷅῀  

WEB  web  

ꜚ ꜚ 

ῃ ꜚ 

 SNMP 

 

  Е 

ҏװ ꜗ Ї RGOS ᵲ ꜗ Їᵜ ԓΊᵩ

Ї ֙ꜗ ᴰ ⌡ɼ 

 

2.2.1 ү  

↓ ԍᴧ  

 ᶫ RJ45 ̆ ץ ȁARP ҍ 802.1Q  

 ҉ TCP/IP ̆ ԅ IPȁICMPȁTCP UDP  

 IP ҉ ꜚ ̔RIP̂V1/V2̃ 
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 SNMP  

 TELNET 

 TFTP 

2.2.2  

 Һ ֟ ѿ ̆⁞ ᶏ Ȃ 

 ᶫ ‰ ᵬ ̆ ̆ פ ᶫ ꜛȂ 

 ᶏ ΎҬ פ ᶛ̆ ᶫῃ

№ Ȃ 

2.2.3 ᴍⱳ  

 ᴍȂ 

 ᴍⱳ Ȃ 

2.2.4 ү ΐ 

 ᶫԅ ̆ ᶫԅү DEBUG ̆פ Ḃ‰

ᵝ Ȃ 

 ᶫԅү Ḥ ⱳ ̆ᶏ

ѿ ԅ Ȃ 

 SNMP̆ ᴆ( Star Viewȁ

CiscoWorksȁHP OpenView) └Ȃ 

 ̔ 

1) web  

2) Console  

3) TELNET  

2.2.5 ῃ  

 IP ̆ ȁ

Ҥ Ȃ 

 PPP ҉ ԅ PAP CHAP Ȃ 

 № פ Ȃ 

 MAC ⱳ Ȃ 

 RIP V2 Ҭ ԅꜚ פ Ȃ 

 VLAN  

2.2.6 Ḃ  

 ᴆᴰ X-MODEM ̆ ץ ᵬ ( Windows 95ȁ

Windows NTȁUNIXȁDOS )Ҋ Console Ҋ Ȃ 

 ץ TFTP Ҋ ᴆ Ȃ 
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 ץ ꜚ  

 ץ web  

 BOOTROM Ȃ 

 



ѿ №      ԋ RGOS  

 

9 ῍472                             http://www.ruijie.com.cn 

҈  RGOS  

3.1   

RGOS ̆ ץ

̔ 

1ȁ ≠ Console ̕ 

2ȁ ≠ web ̕ 

3ȁ telnet ̕ 

Ҋץ ╠ ҈ ῖ ̔ 

3.1.1 Console  

ѿ ᶏ Ṝ̆ Console ̆ΐ

ᵣ ᵬ Ҋ̔ 

ѿ ̔ Ҋ ̆ ѿ ұ ‰ RS232

Console ̂Ӟ ̃ Ȃ 

 

2-1̔ Console  

ԋ ̔ ̆ ̆↕ ᴏ ̆

Windows ᵬ ᶫ Hyperterm( ) ץҊץ̆ ҹᶛ̆ ΐᵣ

ᵬ Ȃ ᴆ̆ ̆ Console ұ

̆ ̔9600 ȁ8ᵝ ᵝȁ1ᵝẢ ᵝȁ ȁ ̆

ғ ᴏ ᵝ VT100̆ Ҋ Windows Ȃ 



ѿ №      ԋ RGOS  
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2-2̔  

 

2-3̔ Console ұ  



ѿ №      ԋ RGOS  
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2-4̔ ұ  

 

2-5̔ ᴏ  



ѿ №      ԋ RGOS  
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̔ Ḃ ץ ҉ Ҭ ̆

̆ ꜛ̆ ץ ῀ľ̙Ŀ, Ḃ ץ ᶫ

ꜛԅ̆ΐᵣ פ Ȃ 

3.1.2 WEB  

ᶫԅWEB ̆ ѿ LAN IPҹ192.168.1.1.̆

̔admin,adminȂ 

ΐᵣ ̔ 

ѿ ̔ ̆PC ҍ ̕ 

ԋ ̔ IE ̆ ῀ IP Ȃ ѿ

῀̔http://192.168.1.1Ȃ 

҈ ̔ ԅ WEB ̆ ץ IE ԅȂΐᵣ

web Ȃ 

3.1.3 Telnet  

IP ( LAN IP ҹ 192.168.1.1,

admin)̆ ץ ԅ̆↕ ץ ̆ᶏ

Telnet ⌠ ҉̆ ȂҊ ׃

ΐᵣ Ȃ 

  Е 

Telnet Ї ᴌ PC װ Ї ∑Ғ

Telnet Ї line vty Ҳ ( ┼

admin)Ї װ Ї Ὴ Ҳ ┼ Ї ∑ ῇ

ЇΊᵩ ɼ 

 

ѿ ̔ Ҋ ң ̆ Telnet ̆↕ ҉

ҍ ץ ̕ Telnet

̆↕ Ȃ 

http://192.168.1.1/


ѿ №      ԋ RGOS  

 

13 ῍472                             http://www.ruijie.com.cn 

 

2-9̔ Telnet  

 

ԋ ̔ Windows DOS פ Ҋ̆ ῀Telnet a.b.c.d̆ a.b.c.d

ҹ IP ̆ҍ ̆ ῀ ̆ ̆

ᴪ₮ ľPassword required, but none setĿ ̆ ῀ ̆₮

ľRouter>ĿȂ 

҈ ̔ Ḃ ≠ץ Telnet ̆

̆ ꜛ̆ ץ ῀ľ̙Ŀ, Ḃ ץ ᶫ

ꜛԅ̆ΐᵣ פ Ȃ 



ѿ №      ԋ RGOS  
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└ ̂Console ̃ ̆Ӟ ץ Telnet Ḃ

ȂRGOS ᶫ פ Ҋ ̔ 



ѿ №      ԋ RGOS  
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 Router> ῀̆ ҹ

Telnet ̆ ῀  

exit  

 Router# Ҋ ῀ enable,

῀  

exit ̆

disable ₮⌠

 

ῃ  Router(config)# Ҋ̆ ῀ configure 

terminal 

exit ₮⌠

 



ѿ №      



ѿ №      ԋ RGOS  
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Router(config-line)#history ᾛ ᴪ פ ⱳ  

פ 3.3.3 ⱳ  

RGOS ᶫԅ פ ⱳ ᶏ̆ ̆ ץ Ḃ פ Ȃ 

פ 3.3.3.1 ꜚᾣ ⱳ  

῀ ᵬ  

<Ctrl+B> ᾣ  ꜚᾣ ̆ ץ ꜚ⌠  

<Ctrl+F> ᾣ  ꜚᾣ ̆ ץ ꜚ⌠  



ѿ №      ԋ RGOS  
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פ ῀ ᵬ  

(Prompt)#help ꜛ Ḥ  

(prompt)# ? ↓₮ ╠ פ Ҋ  פ

(Prompt)#abbreviated-command-entry? ₮ ╠ פ Ҋ ץ̆

 פ

(Prompt)#abbreviated-command-entry<Tab>  ꜚ ץ  פ

(prompt)#command ? ↓₮ ҩ פ

פ  

 

  Е 

ҏ ЇЃpromptЄҿ ╦ ת Ґ Їabbreviated-command-entry

ҿ ῇ ῇת ɼ 

 

ᴋᵥ פ Ҋ̆ ῀ help Ḃ ץ ꜛḤ ԅȂ 

Router#help 

Help may be requested at any point in a command by entering 

a question mark '?'.  If nothing matches, the help list will 

be empty and you must backup until entering a '?' shows the 

available options. 

Two styles of help are provided: 

1. Full help is available when you are ready to enter a 

   command argument (e.g. 'show ?') and describes each possible 

   argument. 

2. Partial help is provided when an abbreviated argument is entered 

   and you want to know what arguments match the input 

   (e.g. 'show pr?'.) 

ᴋᵥ פ Ҋ̆ Ҍ פ Ҋ̆ ֓ ᶏץ ̆פ ץ

פ Ҋ̆ ῀ѿҩļ̙Ľ̆Ḃ ץ פ Ҋ

ᶏץ פ פ ԅȂ 

Router>? 

Exec commands: 

  Clear     Reset functions 

  Exit     Exit from the EXEC 

  disable    Turn off privileged commands 

  enable     Turn on privileged commands 

  help     Description of the interactive help 

system 

  ping                     Send echo messages 

  show                     Show running system information 

  start-terminal-service Start terminal service 

  telnet                   Open a telnet connection 

  terminal                 Set terminal line parameters 

ԍѿ֓ ̆פ ҩ פ ץ ֓ ̆ᵖ פ Ҍ

̆ ץ RGOS ᶫ ꜛⱳ ̆ ῀ ̆

֓ Ῥ ῀ļ̙Ľ̆RGOS Ḃᴪ↓₮ץ ֓  ԅȂפ



ѿ №      ԋ RGOS  
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ѿ №      ԋ RGOS  
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RGOS ᶫԅ setup ֜ԑ ץ̆ Ḃ ѿ֓ ̆

ץ Ҋ Һ ȁ ȁ IP Ȃ

RGOS ̆Ḃ ץ Ȃ 

῏ԍ setup פ ᶏ ̆ ȇ פ ΎȈȂ

 



ѿ №    ҈   
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4.1  



ѿ №    ҈   
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ꜚ ᵬᶛ ̔ 

RGOS#reload           ꜚ

 

Proceed with reload? [yes]                     ꜚ



ѿ №    ҈   
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4.2.2.2 ԍ ᴆ↓  

RGOS ᴆ Ҭ ԍ ᴆ ԍ− ᴆȂ 

RGOS ᶫҊ פ ԍ ԍ ᴆ↓ Ȃ 

  פ

Router#dir /all ԍ ᴆ↓  

 

4.2.2.3 ԍ− ᴆ↓  

RGOS ᶫҊ פ ԍ ԍ− ᴆ↓ Ȃ 

  פ

Router#dir delete ԍ− ᴆ↓  

4.2.2.4 ѿҩ ԍ ᴆ Ḥ  

RGOS ᶫҊ פ ԍ ѿҩ ԍ ᴆḤ Ȃ 

  פ

Router#dir 



ѿ №    ҈   
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4.2.4.2 ҹѿҩ ԍ ᴆ  

RGOS ᴆ Ҭ ԍ ᴆ ԍ− ᴆȂ ᵬ ԍҹѿ

ҩ ԍ ᴆ Ȃ 

  פ

Router# rename {[flash:]sourcefilename} 

{[flash:] destfilename} 

ҹѿҩ ԍ

ᴆ  

4.2.5 flash  

4.2.5.1 ᴋⱵ↓  

 ҹ flash ̕ 

 

4.2.5.2 ҹ flash  

RGOS ᴆ Ҭ ԍ ᴆ ԍ− ᴆȂ ᵬ ԍҹ

flash ׆̆ ᴆ Ҭ ԍ− ᴆ Ȃ 

  פ

Router# squeeze flash: 
ҹ flash ׆̆ ᴆ Ҭ ԍ−

ᴆ  

 

4.2.6 flash 

4.2.6.1 ᴋⱵ↓  

 flash̕ 

 

4.2.6.2 flash 

RGOS ᴆ Ҭ ԍ ᴆ ԍ− ᴆȂ ᵬ ԍ

flash̆׆ ᴆ Ҭ ᴆ Ȃ 

  פ

Router# Format flash: 
flash̆׆ ᴆ Ҭ ᴆ

 

 

 



ѿ №    ҈   
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4.2.7 ᴆ ᵬҬ ’  

↓ҽ₮ ᶏ ᴆ Ҭ ’ ‗ ̆ᶫ Ȃ 

4.2.7.1 flash ̆ ╠ ᴆ  ̔

Ҋ ҩᶛ Ҭ̆ flash Ҭ ԍ ᴆ ‰

copy ⌠ flash ᴆ ӊ ̆ ԅ flash ̆

ᴆ copy ⌠ flash ҬȂ └ ⱳ ̆ ᾢ

delete −פ ѿҩ ᴆ̆ ₮ Ȃ 

Router# 

Router#dir 

Directory of flash:/ 

    1    an       68 0xc5164fbb Apr  8 2004 00:00:00 tftp_config.bin 

    2    an  2749608 0xc2ad09de Apr  8 2004 00:00:00 RGOS.bin 

    3    an  2749608 0xc2ad09de May 27 1994 19:01:13 ab 

    4    an  2749608 0xc2ad09de May 27 1994 19:01:25 a1 

Router#dir de 

Directory of flash:/delete 

Router#copy RGOS.bin a2 

 

Error: Not enough space in flash ! 

Please delete some useless files to make room for new file. 

 

% File transmission failure 

Router# 

└ ⱳ ̆ ᾢ



ѿ №    ҈   
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Router# 

҉׆ ᶛ ץ ⌠̆ flash ▼ᵩ Ҍ ץ ╠ Ώ῀ ᴆ

Ṝ̆ ױ Һꜚ− ѿ֓ ᴆ̆ ₮ Ȃ 

4.2.7.2 copy tftp flash פ tftpҊ ᴆ⌠ flashҬ̆ ᴆ Ҍ RGOS.bin ’ 

RGOS.bin ױ ᵬ ᴆ Ȃ ӊ ̆ᴪ ꜚ

ᴆ ҹ RGOS.bin ᴆ̆ ⌠ ̆ Ҍ⌠ ̆ ᴪ ꜚ ῀



ѿ №     ҍ  
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ԓ  ҍ  

5.1 HTTP  

ᴧ ֟ ↓Ҭ̆ ᵥ ѿҩ ֟ ᴆ

̆ѿ ѿҩ ̆ ̆ ᵣ ▲ ̆ ᵥ

ᵣ ⌠ ȁⱳ ᴆ ̙ 

HTTP ̆ ҹԅ Ḃ ѿ ȂҹԅḂԍ

ᴆ ̆ ԅҒ HTTP Ⱶ ̆ ҌῬ

∞ ╠ ץ̆ ҩ ᴆ ȂHTTP ᴪ

ꜚ HTTP Ⱶ ҉ ꜛ Ȃ 

RGOS Ҭ HTTP ץ ̔ 

ԅ ꜚ ̆ ᴪ WEB Ȃ 

ԅ ꜚ ̆ ᴪ ꜚ Ⱶ ҉ ╠

ᴆ ̆ WEB ҉ ᴆ ץ Ȃ 

ԅ ꜚ ̆ Ҍᴪ ꜚ Ⱶ ҉ ̆ӞҌᴪ

ꜚ ᴋᵥ ᴆȂ 

̆RGOS Ҭ HTTP ҹ ᶫԅ ꜚ ҍ ꜚ ̆

ꜚ ⌠ ᴆ ̆ ץ ᴆ H̆TTP ᴪ ꜚ

ꜛ ⌠ ̆ Ȃ 

5.1.1 ꜚ  

̆ ‰Ҋץ ᵬ̔ 

 HTTP Ⱶ ̂ ̃ 

 ̂ ̃ 

 ꜚ ̂ ̃ 

 

: ꜚ WEB , Ҍ RGOS ᴆ . 

 

5.1.1.1 HTTP Ⱶ  

ҹ ᶫԅ Ⱶ ̆ѿ ’Ҋ Ҍ ḱ ̆

Ⱶ ̆ ץ config Ҋ Ҋ ̔ 

ᵬ פ  



ѿ №     ҍ  
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Router(config)#http update server 

ipaddress 
Ⱶ ( ) 

                 

5.1.1.2  

ҹ ᶫԅ҈ : ꜚ ȁ ꜚ ȁ ꜚ Ȃ ’Ҋҹ

ꜚ ̆ http ḱ ̆ ץ config Ҋ

Ҋ ̔ 

ᵬ פ  

Router(config)#http update mode 

       [auto-detect|auto-update|manual] 

http ( ) 

 

  Е 

꜠ (atuto-detect), Ḉᴰ ꜙ ҏ

.  

꜠ (auto-update), Ḉᴰ ꜙ ҏ

, └ WEB Ḫ ,Ḉ ꜠Ґ , ᵜ

└ RGOS ᴌ , Ғ ꜠ ᴌ. 

꜠ (manual), Ғᴰ ꜠ ꜙ ҏ ,ӤҒᴰ

꜠Ґ ᴑᵫ ᴌ. 

 

5.1.1.3 ꜚ  

ҹ ᶫԅ ꜚ , ḱ ץ ,

config Ҋ Ҋ : 

ᵬ פ  

Router(config)# http update time daily 

hh:mm 
ꜚ ( ) 

 

  Е 

ҹ ꜚ , ↕ ꜚ ᶏ Ӟ

. 

 



ѿ №     ҍ  
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5.1.2 ꜚ  

5.1.2.1 ꜚ  

ץ exec Ҋᶏ Ҋץ פ ᴆ : 

ᵬ פ  

Router# http check-version ꜚ  

⌠ RGOS ᴆ , ↕ᴪ↓₮ , ᶛ : 

Router#http check-version  

 

Ҋץ ᴆ: Һ (RGOS), (ROUTE-DB). 

RGOS ᴆ : 

2008 2 21  

 

Router# 

Router# 

 

5.1.2.2 ꜚ ᴆ 

ץ exec Ҋᶏ Ҋץ פ ᴆ. 

ᵬ פ  

Router# http update [upd|route-db|web]+ ꜚ ᴆ 

פ Ṝ

⁪.�»�²: Rout

[( )] TJ

ET

 EMC  /P <<9MCID 41>> BDC BT

1 181 1 15 0 1 542.83 5(e)8(r

[(#)8(h)-5(t)8(t)-5(p)8(o)-p(p)8do)-a(#)8(h)-e(o)8(n)-5(e)85(i)u(#)8(h)-e(

[( )] TJ

ET

 EMC  /P <<9MCID 32>> BDC BT

1 078 1 19 0 1 542.83 Tm

[(-)] TJ

ET

 EMC  /P <<9MCID 33>> BDC BT

1 0 3 1 25 0 1 542.83 d(#)8b), 
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ѿ №     ҍ  
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                          4-2 ꜚ TFTP Ⱶ  

tftp Ⱶ ԅȂ 

 

  Е 

PC ԋ Ї ῗ udp 69 , ∑

tftp ꜙ Ғ ᵲɼ 

 

 



ѿ №     ҍ  
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5.3.3.2 ᵥ ῀ROM  

BootROM ᴆ ꜚ ̆ FLASH ῤ ⌠ RGOS Һᵣ ᴆ Ἕ Ḃ̆

῀⌠ ROM ԅȂӞ ץ ῀̆ ᾢ Console

‰ RS-232 ѿ PC̆ ғ PC ҉ ᴏ ̆ 3 ῤ

<Ctrl+C>̆Ḃ ῀ԅ ROM ԅȂ 

ꜚ ̆ ₮  

Boot Program for 36xx, Version 00.90, Rev 00, 2003-12-29.  

SDRAM 128M    ̂ Ҍ ̆ ≢̃ 

7 9 2



ѿ №     ҍ  
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5.3.3.3.1 ROM Ҋ Һᵣ ᴆ 

ROM Ҋ ̆ ץ



ѿ №     ҍ  
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  9. Rename A File 

  a. Squeeze File System 

  b. Format File System 

  c. Other Utilities 

  d. hardware test 

  e. TFTP Download & Update 

  f. X-Modem Download & Update 

 

Ῥ ῏ ץ ῀ Һᵣ ᴆԅ 

 

5.3.3.3.2 ROM Ҋ ⱳ  

ԍ ⌠ Һᵣ ᴆ bin ᴆ̆ Ҍ bin ᴆ ̆ ⱳ

҉ ץ ̆Ҍ Ἕ ᴆ ⌠ ҉̆ ץ

RGOS ᶫ ROM Ҋ̆ Ҋ ⱳ ̆ bin ᴆ׆ TFTP Ⱶ

҉Ҋ ⌠ῤ ̆ ∞ bin ᴆ ̆ⱳ ץ ̆ ᵬ

Ҋ̔ 
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send download request.!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

         %Mission Completion. FILELEN = 5615104 

 

        bin ᴆ ץ ᵬ̆↕ Ҋ ӊ ῀⌠ ᵬ

̆ᵖ ԍ bin ᴆ Ώ῀⌠ flashҬ̆ ̆ ᶏ

Һᵣ ᴆȂ 

 

  Е 

ROM Ґ Ї ᶕ bin ᴌЇҒ ᶕ upd ᴌɼ 

 

 

5.3.4 ᵬ  

ᵬ Ҋ̆ ץ bin ᴆ upd ᴆ ̆ᵖ bin ᴆ upd

ᴆ ≢̆Ҋ ׃ ң ᴆ Ȃ 

5.3.4.1 ᵬ Ҋ ╠‰  

ᵬ ᵬ ҊȂ ᵬ Ҋ̆

ץ ≠ TFTP Ⱶ ̆ Һᵣ ҉ ף ⱳ ̕ ץ

≠ TFTP ᴍ ȁ ̆ ֓ⱳ ѿҩ COPY פ

Ȃ 

ᶏ ֓ⱳ ӊ╠̆ ᾢ 4-1 ̆ TFTP Ⱶ Ȃ  

IP ̆ IP Ҍ ҉ ῒז ‖ ̆ ғ

ping TFTP Ⱶ Ȃ 

ץ NBR2000 ҹᶛ̆NBR2000 Lan0 ҍ tftp Ⱶ ѿҩ ῤȂ 

Ҋ̔ 

Router (config)#interface GigabitEhernet 0/0 

Router (config-if)#ip address 192.168.199.100 255.255.255.0  ip 

Router (config-if)# 

Router # 

Configured from console by console 

 

Router #ping 192.168.199.61  ҍ tftp Ⱶ ӊ  

Sending 5, 100-byte ICMP Echoes to 192.168.199.61, timeout is 2 seconds: 

  < press Ctrl+C to break > 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 

Router # 
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  Е 

ᵲ ҐЇ Ӏᵩ ɻ ҏ ש Ї װ

ᴑᵫ ῇ Ї װ Console ῇЇӤ װ Telnet

ῇ Ї װ Їת Ӏᵩ ЇҒᴰ

ЇҒ ᶕ ש Ї∑ᴰ

ᵲԋЇ Ғ ᵲ ɼ 

 

5.3.4.2 ᶏ bin ᴆ  

Ạ ╠ ‰ ᵬ̆ Ҋ Ҋ  ̔פ

Router#copy tftp flash  

῀ Ȃ 

ᵬ Ҋ bin ᴆ ᵬ ᶛ Ҋ̔ 

Router #copy tftp: flash:  Ҋ Һᵣ ᴆ 

Address or name of remote host []?192.168.199.61  TFTP Ⱶ  

Source filename []?rgos.bin  TFTP Ⱶ ҉ ᴆ  

Destination filename [RGOS.bin]? 

Accessing tftp://192.168.199.61/ rgos.bin... 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!! 

 

Write file to flash successfully! 
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5.3.4.3 ᶏ upd ᴆ  

Ạ ╠ ‰ ᵬ̆ ғ upd ᴆ ⌠ TFTP Ⱶ Ҋ̆

Ҋ Ҋ  ̔פ

Router#copy tftp update 

῀ Ȃ 

ᵬ Ҋ upd ᴆ ᵬ ᶛ Ҋ̔ 

ᾣ׆ ‖ ᴆ‖ Ҋ ⌠‖nbr2000_9_15_b5.upd‖, ῒ ⌠ c:\update

ҊȂ ҉ Ҋ ᵬ̔ 

Router #copy tftp update  

Address or name of remote host []?192.168.199.61 TFTP Ⱶ  

Source filename []?rgos.upd    TFTP Ⱶ ҉ ᴆ  

Accessing tftp://192.168.199.61/



ѿ №     ҍ  

 

41 ῍472                             http://www.ruijie.com.cn 

5.3.5  

5.3.5.1 ҡ  

ҡ ̆ ץ Ҋץ Ȃ 

1̈ ‰ ѿ ᴏ PC; 

2̈ PC ұ └ └ Ȃ 

3̈ ̆ ҉ ctrl+c ̆ ᶏ ῀ Rom ̆₮ ץ

Ҋ Ȃ 

Main Menu: 

 

  1. TFTP Download & Run 

  2. TFTP Download & Write Into File 

  3. X-Modem Download & Run 

  4. X-Modem Download & Write Into File 

  5. List Active Files 

  6. List Deleted Files 

  7. Run A File 

  8. Delete A File 

  9. Rename A File 

  a. Squeeze File System 

  b. Format File System 

  c. Other Utilities 

  d. hardware test 

 

Please select an item:5  flashҬ ᴆ̆ ֟ Ҍ ᴆ Ҍѿ  

show all Active files information in flash! 

filename        filesize        filebaseaddress    filecrc   time 

tftp_config.bin          68   0xff811d48  0x24bf9344  2005-08-10 00:00:00 

       RGOS.bin    5615104   0xff824648  0x2a3d26a8  2007-02-07 14:20:47 

    webclt.jar     672138   0xffd8a768  0xfbb7bde5  2007-02-28 10:06:57 

       index.htm         824   0xffe2e968  0xce003ff3  2007-02-28 10:07:02 

       vms15.htm        1390   0xffe2ed08  0xc00bbfe8  2007-02-28 10:07:02 

     config.text        1667   0xffe2f2e8  0x16206944  2007-02-28 10:07:34 

 

Please press any key to continue. 

 

Main Menu: 

 

  1. TFTP Download & Run 

  2. TFTP Download & Write Into File 

  3. X-Modem Download & Run 

  4. X-Modem Download & Write Into File 

  5. List Active Files 

  6. List Deleted Files 

  7. Run A File 

  8. Delete A File 

  9. Rename A File 

  a. Squeeze File System 

  b. Format File System 

  c. Other Utilities 

  d. hardware test 
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Please select an item:9   9̆ḱ ᴆ  
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҉ץ ᵬ̆ ᴆ config.text ҹ config.bakȂ ꜚ

῀Һ ӊ ̆ Ҍ⌠ ᴆ config.text̆ ᴪץ

̆ ԅ ᾢ ԅ̆פ Ӟ ԅ̆ Ῥ

ᵬ Ҋ Ȃ 

 

4̈ ῀ ᵬ ,Ῥ , ғ ḱ Ȃ 

Ҋץ ᵬ ᾢ ̔ 

 

Router#copy flash:config.bak running-config   config.bak ⌠ ╠ Ҭ 

Router # 

Configured from console by console 

Router # 

 

҉ץ , ױ ԅ ᴆ, Ạ enable ḱ

ѿҊ, ᵟḱ ̆ ғḠ ,Ҋ ḱ ,

ԅ. 
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Έ  SNTP  

6.1 SNTP 

╠̆ ҉ ԅ ̆ NTP̂Network Time 

Protocol-- ̃̆ ѿ NTP ̆ SNTP̂Simple 

Network Time Protocol-- ̃Ȃ 

NTP ץ ᵬ ̆ ̆ ₃ӍҌ

ꜚ ̆ ץ ᶫ 1-50 ms ȂNTP ᶫ └̆ ῃ ≢ Ȃ

ᵖ NTP ̆ Ȃ 

SNTP̂ ̃ NTP ̆ ̆ ԅ ̆

Ȃ ѿ Ӟ ⌠ 1 ̆Ӟ Ȃ 

ԍ SNTP NTP ῃѿ ̆ ץ SNTP Client

ῃῚ NTP ServerȂ 

SNTP ̔ ҍ Ẓ  

 

Originate Timestamp T1 time request sent by client 

Receive Timestamp T2 time request received at server 

Transmit Timestamp T3 time reply sent by server 

Destination Timestamp T4 time reply received at client 

t ҹ Ⱶ ӊ Ẓ ̕d ҹң ӊ : 

Ŧ T2=T1+t+d/2; T2-T1=t+d/2; T4=T3-t+d/2; T3-T4=t-d/2; 

ť d=(T4-T1)-(T3-T2); t=((T2-T1)+(T3-T4))/2; 

₮ԅ t d̆SNTP Client ₮ ╠ Ȃ 

6.2 SNTP 

׃ ᵥ SNTPȂ 
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SNTP 

NTP Server  

SNTP  

6.2.1 SNTP 

῀ῃ ̆ Ҋץ SNTP̔ 

ᵬ פ  

Router(config)#sntp enable SNTP ⱳ  

 

  Е 

ᾨ ꜙ Їῴ ꜗ Ї ∑ SNTP Ғᴰ ᵲ ɼɼ 

 

Ҋץ ѿҩ SNTP ᶛ ̔ 

Router(config)#sntp enable 

6.2.2 NTP Server  

ԍ SNTP NTP ῃѿ ̆ ץ SNTP Client ῃῚ NTP 

ServerȂ ҉ NTP Server̆ ץ ѿҩ ѿҩẠ

ҹ ҉ NTP ServerȂ 

ΐᵣ NTP server ץ http://www.time.edu.cn/ http://www.ntp.org/

҉ Ȃ 

192.43.244.18(time.nist.gov)Ȃ 

ῃ Ҋ̆ Ҋץ NTP Server IP ̔ 

ᵬ פ  

Router(config)#sntp server ipaddress NTP Server IP  

Ҋץ ѿҩ NTP Ⱶ ᶛ ̔ 

Router(config)#sntp server 192.168.6.78 

 

 

  Е 

http://www.time.edu.cn/
http://www.ntp.org/
http://www.ntp.org/
http://www.ntp.org/
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╦ ᾨ ꜙ Ї װ ꜙ Ḫɼ 

 

 

6.2.3 SNTP  

SNTP Client NTP Server Ḃץ̆ Ȃ ῃ

Ҋ Ҋ NTP Server ̔ 

ᵬ פ  

Router(config)#sntp interval seconds SNTP  

Ҋץ ѿҩ 60 ᶛ ̔ 

               Router(config)#sntp interval 60 

  Е 

└Ґ҅ү ᵲ Ї ᶕ

ҏ Ї ῴ ҅ sntp enable  ɼת

 

6.3 SNTP Ḥ  

               SNTP ╠ Ḥ ̆ Ҋ Ҋ

 ̔פ

פ
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҂  SNMP  

7.1 SNMP ῏  

SNMP Simple Network Manger Protocol̂ ̃ Ώ̆ 1988

8 ҹѿҩ ‰ RFC1157Ȃ⌠ ╠̆ ᴧ ̆

SNMP ҹԊ ҉ ‰̆ ԍ ԑ Ҭᶏ Ȃ≠ SNMP

̆ ץ ҉ Ḥ ȁ ȁ ᵝȁ ⅞

̆ SNMP ⱳ Ȃ 

SNMP ѿҩ ̆ҹ / Ⱶ ̆ ҈ҩ №̔ 

 SNMP  

 SNMP ף  

 MIB Ḥ  

SNMP ̆ SNMP └ ̆Ӟ ҹ NMS 

(Network Management System), NMS ҉ HP OpenView ȁ

CiscoViewȁCiscoWorks 2000̆ Ḥ Ὲ ̆

ԅѿ ᴆ̇̇Star View̆ ֓ ᴆ ץ Ḃ

Ȃ 

SNMP ף ̂SNMP Agent̃ ҉ ᴆ̆ ȁ ғ

NMS └ ̆Ӟ ꜚҺץ ѿ֓ NMSȂ 

NMS Agent ῏ ץ Ҋ ̔ 

 

5-1̔ ̂NMS̃ҍ ף ̂Agent̃ ῏  

MIB̂Management Information Basẽ ѿҩ Ḥ ̆

Ҭ ԅ Ḥ ҹ̆ԅ SNMP Ҭ ѿ ҩ

ᾝ̆MIB Ҭ ᾝȂ ҩ

ᾝ̆ Ҋ Ḃҹѿҩ MIB ̆ҹԅ Ҭ ҩ
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ѿ ᾝ system̆Ḃ ץ ѿұ {1.3.6.1.2.1.1}̆ ѿұ Ḃ

ᾝ Object Identifier̂ ᾝ ̃̆MIB Ḃ ᾝ

Ȃ 

 

 

 

 

 

 

 

 

 

 

 

5-2̔MIB
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5-3̔SNMP  

NMS Agent ₮ ╠ 3 ᵬ Agent ᵬ UDP 161 ȂAgent

₮ Trap ᵬ UDP 162 ̆Ҋ Ḃ SNMP Ȃ 

 

5-4̔SNMP  

7.2 SNMP  

SNMP ᵬ ῃ Ҋ ̆ SNMP ╠̆ ᾢ ῀

ῃ Ȃ 

7.2.1 SNMP ᴋⱵ↓  

 Community Name ̂ ̃ 

 SNMP Ⱶ Һ ̂ ̃ 

 SNMP ף ̂ ̃ 
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 ӈ SNMP ף ̂ ̃ 

 SNMP ף ̂ ̃ 

 Agent Һꜚ NMS Trap ̂ ̃ 

 ᵬ  

7.2.2 Community Name  

SNMP Community Name( ᵣ) ̆SNMP ף ᵣ

ᵬ̆ҍ Community Name Ҍ SNMP Ҍ ̆ ҡ ̆

Community Name ԍ NMS Agent ӊ Ȃ 

 ץ ↓ ῏ ̆ IP NMS ץ  

 ץ ᵣ ᵬ ̆ ReadOnlŷ ̃ ReadWrite

̂ Ώ̃ 

SNMP Community Namĕ ῃ Ҋ Ҋ  ̔פ

ᵬ פ  

Router(config)#snmp-server community string 
[ro | rw] [number] 

ᵣ  

ץ ѿ ̆ ҩҌ ᵣ ̆ᶏ ᶫҌץ

NMS ̆ − ᵣ ̆ ῃ Ҋ̆ no 

snmp-server community  Ȃפ

7.2.3 SNMPҺ  

Agent ’Ҋ̆ӞᴪҺꜚ NMS ̆ Agent Һꜚ

NMS Һ ̆ ῃ Ҋ̆ Ҋ  ̔פ

ᵬ פ  

Router(config)#snmp-server host host-id  

community-string [type] 

SNMP Һ ̆ ̆

ᵣ  

7.2.4 SNMPף  

ץ SNMP Agent ̆ ȁ ᵝ ȁ ↓

Ḥ ̆NMS ֓ ̆Ḃ ץ ֲ̆

ᵝ Ḥ Ȃ 

SNMP ף ̆ ῃ Ҋ̆ Ҋ  ̔פ

ᵬ פ  

Router(config)#snmp-server contact text  

Router(config)#snmp-server location text ᵝ  
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Router(config)#snmp-server chassis-id number ↓  

7.2.5 ӈ SNMPף  

ҹԅ⁞ ̆ ץ ӈ SNMP ף Ȃ ῃ

Ҋ̆ Ҋ  ̔פ

ᵬ פ  

Router(config)#
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seconds 

7.3 SNMP ҍ  

ҹԅ SNMP SNMP Ҭ ѿ֓ R̆GOS ᶫԅ SNMP ̆פ

ץ Ḃ ╠ SNMP ̆ Ҋ̆ show snmp

╠ SNMP Ȃ 

Router#show snmp 

Chassis: 1234567890 0987654321 

Contact: wugb@i-net.com.cn 

Location: fuzhou 

2381 SNMP packets input 

    5 Bad SNMP version errors 

    6 Unknown community name 

    0 Illegal operation for community name supplied 

    0 Encoding errors 

    9325 Number of requested variables 

    0 Number of altered variables 

    31 Get-request PDUs 

    2339 Get-next PDUs 

    0 Set-request PDUs 

2406 SNMP packets output 

    0 Too big errors (Maximum packet size 1500) 

    4 No such name errors 

    0 Bad values errors 

    0 General errors 

    2370 Get-response PDUs 

    36 SNMP trap PDUs 

SNMP global trap: disabled 

SNMP logging: enabled 

SNMP agent: enabled 

. 

ԍ҉ Ḥ Ҋ ̔ 

Ḥ   

Bad SNMP version errors SNMP Ҍ  

Unknown community name Ҍ ≢ ᵣ  

Illegal operation for community name 

supplied 

ᵬ 

Encoding errors  

Get-request PDUs Get-request  

Get-next PDUs Get-next  

Set-request PDUs Set-request  

Too big errors (Maximum packet size 

1500) 

 

No such name errors Ҍ ᾝ 

Bad values errors ṿ  

General errors ѿ  
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Get-response PDUs Get-response  

SNMP trap PDUs SNMP trap  

 

7.4 SNMP ҽᶛ 

7.4.1 ῖ ᶛ 

1)  

̆ ᵬ NMS ץ N̆MS IP ҹ 192.168.12.181̆

IP ҹ 192.168.12.1, ᵬ ҉ ԅ ᴆ̂ ץ HP OpenView

ҹᶛ̃Ȃ 

 

5-5̔SNMP ῖ  

2) ΐᵣ  

ꜚ SNMP ף Ⱶ̔ 

snmp-server community public RO 

ῃ Ҋ̆ ҉ץ ̆פ Ḃ ꜚԅ SNMP ף Ⱶⱳ ̆

NMS Ḃ ץ SNMP ԅ Ҍ̆ ԅ Ҍ̆ ḱ

̆ ̆ῒז Ȃ 

Ώ ⱳ ̆ ץ Ҋ ̔ 

snmp-server community private RW 

Ҋץ SNMP ѿ֓ף N̆MS ץ ֓

ѿ֓ Ḥ ̆ ҹ ̔ 

snmp-server location fuzhou 

snmp-server contact wugb@i-net.com.cn 

snmp-server chassis-id 1234567890 0987654321 

Ҋץ ̆ ᾛ Һꜚ NMS ѿ֓ Trap ̆ ҹ ̔  
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5-7̔MIB  

HP OpenView ⱳ ̆ ץ ₮

̆ῒז ΐᵣ SNMP ⱳ ̆ ᴆ ̆ Ҍ ̔ 

 

5-8̔  
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7.4.2 SNMP ↓ ῏ └ ᶛ 

RGOS ץ ↓ ῏ ̆ ↓ Ҭᾛ NMS ≠ץ SNMP

Agent ̆ └ NMS ̆ SNMP ῃ Ȃ 

ῃ Ҋ̔ 

access-list 1 permit 192.168.12.181 

snmp-server community public RO 1 

҉ ̆ IP ҹ 192.168.12.181 Һ ≠ SNMP

ԅȂ   
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ῇ  ᶏ Web  

ᶏ Web ̆ ᶏץ ҩWeb

Ȃ 

 

  Е 

web ԓ ∆ RGOS ᴌ ꜗ Ї

װ NBR2000 web ҿᶡɼ Ҳ ꜗ ֥

ɼ ԓ ֥ ᴌ ҅ Ї ⅎ֥ Ғ

ꜗ Ї Ὶ Ї ꜘԋ҅֙ ꜗ ɼ ֥

Ї װ ῎ ָ ָ

└ɼ 

 

8.1 ᶏ Webӊ╠ ᵬ 

ᶏ Web ӊ╠̆ ᾢ ԅ Web ̆Ӟ

flash ҉ web ᴆ̂ ҹ htm js̃̆ ↕ӞҌᴪ

₮ Ҋ ̆ ֓ ᴆ ҉̆ ̆

ӥҬ ⌠ ᴆ ֓ ᴆȂ 

  Е 

ⅎ֥ ₴ ╦ ԋ web Ї ᴌ

Ї הװ Ӏ ҏҐ UPD ɼ 

 

8.2 ῀Web  

Ҭ ῀ LAN WAN IP ̆ PC IP ҍ

IP ѿ Ȃ ᵝ ∆ ’Ҋ̆ Ҭ ῀ ̔

http://192.168.1.1Ȃ ∆ Ҋ̔ 

http://192.168.1.1/


ѿ №  
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₯ľ ῀ Ŀ ץ ╠ ѿ֓ Ḥ Ȃ ₯ľ ῀WED

Ŀ ץ ῀Web ԅȂ 
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Ӝ  ΐ 

Ҭ̆ ȁ ȁ ‗ ̆RGOS ᶫԅү

̆ ꜛ ‗ ᶏ Ҭ ⌠ ̆ ץ RGOS ᶫ

ΐ ̆ פ ᵝ ץ̆ ῒז ΐ

‗ ̆ ׃ RGOS ᶫ ѿ֓ ȁ ȁ  Ȃפ

9.1 show Ḥ פ  

ҹԅ ᶫ Ḥ ∞ ’ R̆GOS Ҋ̆ ᶫԅѿ

show פ ̆ ᶏ̆פ show ̆פ ץ ₮

Ḥ ̆ ╠ ȂץҊҹѿ֓ show פ ̆

ῒז ȁ ῏ show ̆פ Ύ ῏ ̔ 

ⱳ פ  

Router#show ? show ץפ  

Router#show version ╠ RGOS Ḥ  

Router#show clock ╠  

Router#show arp arp  

Router#show ip route ╠  

Router#show debugging ῏  

Router#show running-config ╠ Ḥ  

Router#show startup-config Ḡ Ữ Ҭ Ḥ  

Router#show history 
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Router#debug all ῏ 

Router#no debug all ῏ ῏ 

Router#debug dialer DDR ῏ 

Router#debug driver  ᴆ ꜚ ῏ 

Router#debug ethernet ץ Ԋᴆ ῏ 

Router#debug ip  IP ץ ῏ ῏ 

Router#debug ppp  PPP ῏ 

Router#debug qos  qos ↓ ῏ 

Router#debug snmp  snmp ῏ 

Router#debug vlan VLAN ῏ 

Telnet Ҋ̆ debug Ḥ Ҍᴪ ⌠ Telnet ̆

Telnet Ḥ ̆↕ ᴪ Ҋ̆

Ҋ  ̔פ

Router#terminal monitor 

RGOS פ ҉̆ ↓₮ ֽ̆ ֽ № DEBUG ѿ פ ̆

DEBUG פ פ ̆ debug ip ̆פ

̔ 

Router#debug ip ? 

  cache   IP fast-switch 

  dhcp    Dynamic Host Configuration Protocol 

  dns     dns client debug 

  icmp    ICMP transactions 

  nat     nat debug on/off 

  packet  General IP debugging and IPSO security transactions 

  policy  Policy Base Routing 

  rip     RIP protocol transactions 

  rtp     rtp Protocol 

  tcp     TCP information 

  udp     UDP based transactions 

 

  Е 

ῗЇ ᴰ CPU Ї ֙ ῗ Ї ᴰҪ CPU

Ї Ї װ Ї Ғ ῗЇ Ὶ

debug all תЇ Ї ῗ Ὴ ῗɼ 

 

9.3 ΐ  
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9.3.1 ping  

ҹԅ ̆ icmp echo ̆

ѿҩ ̆ ̆

icmp echo ̆ ץ ᵀ ̆ ̆ ̆≠ RGOS ᶫ

ping ΐ̆ ץ ꜛ ȁ ᵝ Ҭ Ȃ 

Ping פ Ҋ̆ Ҋ̆

ping ⱳ ̆ Ҋ̆↕ ץ ping ⱳ Ȃ 

ⱳ פ  

Router#ping [ip] [address [length 
length ]  [ntimes times
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⌠ ̆ ѿҩ ICMP TTL Ḥ ̆Ḃ Ҋԅ ׆

⌠ ̆IP ҩ Ȃ 

 

traceroute פ ץ Ҋ ̆ΐᵣ פ

Ҋ̔ 

ⱳ פ  

Router#traceroute [protocol]  
[destination] 

 

 

Ҋҹץ traceroute ңҩᶛ ѿ̆ҩҹ ѿ̆ҩҹ

֓ ῏Ҍ ’Ȃ 

 

1ȁ traceroute ᶛ ̔ 

Router#traceroute 61.154.22.36 

  < press Ctrl+C to break > 

Tracing the route to 61.154.22.36 

 

 1      192.168.12
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12      202.97.37.65    32
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10.1  

Ҭ̆ UPȁDOWN ̆ ѿ֓Ԋᴆ

⌠ ȁ ȂRGOS ᶫѿ └̆ Ԋᴆ ̆

ꜚ ̂ ̃̆ ֓ ץ ῏ ̂ └ ȁ

VTY ̃҉ ῏ ῤ̂׃ ‖ ȁFLASH̃҉ ⌠ ҉ ѿ

Ⱶ ҉̆ᶫ № ’ ᵝ Ȃ ҹԅ Ḃ

̆ ֓ ץ ҉ ̆ Ҥ № Ȃ 

10.1.1  

RGOS Ҋ̔ 

<priority> seq no timestamp sysname : ˿severity: description 

ᶭ ̔<ᴨᾢ >    Ҥ -Ḥ :ῤ  

ᴨᾢ ṿ̗ ṿ̄
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ᵬ פ  

Router(config)# logging on ῏ 

Router(config)# no logging on ῏ ῏ 

 

  Е 

҅ ‟ҐЇҒ ῗ ῗЇ Ḫ Ї∑ װ Ғ

Ḫ ⌡ ⁯ Ḫ ɼ 

 

10.2.2 Ḥ  

ץ῏ ̆ Ḥ Ҍֽ ץ └ ҉ ̆Ӟ ץ Ҍ

Ȃ 

Ҍ ̆ ῃ Ҋ Ҋץ פ  ̔

ᵬ פ  

Router(config)# logging buffered [buffer-size | 

level] 
⌠ῤ ‖  

Red-Gian# termninal monitor ᾛ Ḥ VTY ҉ 

Router(config)# logging host Ḥ ҉ syslog sever 

 

logging buffered Ḥ ⌠ῤ ‖ Ȃ ῤ ‖ ᶏ ̆

ῤ ‖ ץ ̆ Ḥ Ȃ ῤ ‖ Ҭ

Ḥ ̆ פ show loggoing Ȃ ῤ ‖ Ҭ Ḥ ̆

פ clear loggoing Ȃ 

termninal monitor ᾛ Ḥ ╠ VTY( telnet )҉ Ȃ 

logging host Ḥ syslog server ̆RGOS ᾛ 5 ҩ

syslog serverȂ Ḥ № syslog serverȂ
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10.2.3 Ḥ ῏ 

Ḥ ҉ ⱴ ̆ ῃ Ҋ Ҋץ  ̔פ

 

ᵬ פ  

Router(config)#  service timestamps 

message-type [uptime|datetime] 

 

Ḥ Ҭ  

Router(config)# no  service timestamps 

message-type [uptime|datetime] 

 

῏ Ḥ Ҭ  

ң ̔ ꜚ (uptime) (datetime)Ȃ





№ IP ȁNATҍ Ⱶ                                  

70 ῍472                             http://www.ruijie.com.cn 

Ḥ
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TIMESTAMP̔ҹ ̆ <PRI> № Ŀ>Ŀ ̆Ҭ Ҍᾛ ̆

ҹ Mmm dd hh:mm:ss yyyyȂ 

HOSTNAME̔ҹҺ ̆ҍ TIMESTAMP ӊ ѿҩ Ȃ Һ ҹ ̆ Ώ IP

 

VV̔SYSLOG ̆ ╠ҹ 10, ҹ 2ҩ ̆ҍ HOSTNAME ӊ ѿҩ Ȃ 

AAA̔ҹ֟ ( ῃ )̆ ҹ 3ҩ ̆ 000

ҹ ̆111 
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ᵬ פ  

Router# show logging 

 
ῤ ‖ Ҭ ץ̆

῏ Ḥ Ȃ 

Router# clear logging ῤ ‖ Ҭ  

Router# more flash:filename  

  
FLASH Ҭ ᴆ 

 

10.3.1 ҽᶛ 

Ҋץ ѿҩ ⱳ ѿҩῖ ᶛ ̔ 

! 

hostname router 

! 

interface FastEthernet 0/0 

 ip address 192.168.200.42 255.255.255.0 

 duplex auto 

speed auto 

! 

interface FastEthernet 1/0 

 duplex auto 

 speed auto 

! 

interface Null 0 

! 

service sequence-numbers          // ↓  

service timestamps debug datetime   // debugḤ ̆  

service timestamps log    datetime  // logḤ ̆  

logging 192.168.200.2             // syslog server  

logging trap debugging             // ≢ Ḥ syslog server 

˻ 

line con 0 

line aux 0 

line vty 0 4 

login 
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ѿ  NAT  

11.1  

̂NBR̃ Ҭ̆NAT ῏Ḥ Ҋ ̆

Ⱶ Ȃ ץ Ⱶ NAT Ȃ 

NAT Ҭ nat ץ ̆ − ῒז ῏Ḥ

Ȃ 

ⱳ ҈ҩ ̔ 

npe ᶷ Ⱶ̆ץ NAT ῏ 

11.2 NAT  

11.2.1 Ⱶ  פ

Ⱶ ᵬҹ ῏ Ȃפ Ⱶ ’Ҋ̆ Ҍ

ᴪ ⌠ Ⱶ Ȃ 

ԅ Ⱶ פ ̆ ᴪ ꜚ ̆ Ḥ ץ udp

₮ Ȃ 

Ⱶ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# log-server server-ip port 
Ⱶ ip ̆

Ⱶ̆ ҹ 10000 

Ruijie(config)# no log-server Ⱶ ̆῏ Ⱶ 

Ruijie(config)# ip nat log enable NAT ⱳ  

Ruijie(config)# no ip nat log enable ῏ NAT ⱳ  

Ruijie(config)# ip nat unconfirm-ct-log 
enable 

confirm logⱳ  

Ruijie(config)# no ip nat unconfirm-ct-log 
enable 

῏
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11.2.2 Ⱶ Ḥ  פ

Ⱶ Ḥ Ҭ ╠ Ḥ ̆ ⌠ ̆ ̆

╠ Ⱶ ipȁ ̆ ⱳ Ȃ 

Ⱶ Ḥ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# show nat-log-info Ⱶ Ḥ Ȃ 
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ԋ   

׃ 12.1  

↓ ң ̔ Ȃ

҉ ȁ ᴆ ̆ ץ̔ Ȃ 

҉ ȁ ᴆ ̆

ҍץ ῏ ̆Ӟ ץ ԍ Ȃ ̔Dialer ȁNULL ȁ

Loopback ȁ Ȃ ҉ ԍ ̆

̆ ѿ Ȃ 

 

↓ ΐᵣ Ҋ ̔ 

  ‰ 

ץ  FastEthernet IEEE802.3ȁRFC894 

ᾠץ  GigabitEthernet IEEE802.3ȁRFC894 

Dialer  dialer ĺ 

Loopback  Loopback ĺ 

NULL  NULL ĺ 

 FastEthernet 

0/0.2(ᶛ) 

802.1Q 

12.2 ῍  

12.2.1 ῀  

ҩ ̆ ᾢ ῀ ҩ , ᾢ ῀ῃ ̆

῀ ῀ ̆ פ Ҋ 

ᵬ פ  

Router(config)#interface interface-type 
interface-number 

⇔ ѿҩ ̆ ῀

 

Router(config)#no interface   

interface-type interface-number 
− ̂

−ץ ̃ 

ᶛ ̔ ῀ ץ 0
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Router(config)#interface FastEthernet 0/0 

 

12.2.2 IP  

ԅ NULL
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  Queueing strategy: FIFO 
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12.4.1 ᶏ ᶛ 

Ҋᶛ ᵥ ѿҩ dialer PPP ̔ 

Router(config)#interface dialer 1 

Router(config-if)#encapsulation ppp  

12.4.2 ᶛ 

Ҋᶛ ѿҩץ ⱳ  

Router(config)#interface FastEthernet0/0 

Router(config-if)#description Gateway_of_trans1ation 

Router(config-if)#ip address 192.168.12.1 255.255.255.0 

12.4.3
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13.1.1.3 MAC  

’Ҋ̆ ҩץ ѿҩῃ ѿ MAC Ȃ ץ̆

MAC ḱץ ̆ᵖ Ḡ ѿ ҉ MAC ѿ Ȃ 

ץ MAC ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router (Config-if)#mac-address 
mac-address 

MAC  

Router (Config-if)#no mac-address MAC  

MAC ᴪ ԅ ῤ ̆ ’Ҋ̆ Ҍ

MAC Ȃ 

13.1.1.4 LAN/WAN℗  

NBR1200GȁNBR1100G ҉ 2ҩ WAN ̆ Ҭ̆ ̂4 ץ

҉̃ Ạ₮ ̆ LAN1̇LAN3 ℗ WAN

̆ NBR ⱳ ̆ ץ ≠ Ȃ 5

ҩ WAN ῀Ȃ 

LAN/WAN ℗ ̆ ץ └ פ ̆Ӟ ץ web ҉ Ȃ

ғ̆ ӊ Ȃ ᴆ ӊ ᴪ Ȃ 

ҩ LAN ℗ ҹ WAN ӊ ̆ ҍ LAN ῏ ̆ ̔ Ἕ L̆AN

̆MAC ̆ LAN Ҍ ̆ ῏ Ҍᴪ Ȃ 

LAN/WAN ℗ ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

NBR1200G(config)# convert lan num to wan num lan ℗ ᵬҹ

wan ᶏ  

NBR1200G(config)# no convert lan num to 
wan 

lan ℗ ⌠ wan

 

╠ LAN/WAN ℗ ’̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

NBR1200G(config)# show convert info ԍ ╠ lan Ҭ̆

֓ lan ҹ wan ̆

֓ Ȃ 

 

  Е 

ꜗ ╦ ԓ NBR1200GɻNBR1100G ₉ ֥ Ї ת

ɼ 
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Ҋץ LAN3 ℗ ҹ WAN ѿҩ ᶛ̔ 

NBR1200G(config)#convert lan 3 to wan    

some configure about lan3 maybe not work after setting and reloading! 

port is switched, must reload the system. 

NBR1200G(config)#end 

NBR1200G#sh convert info  

LAN0    LAN0 

LAN1    LAN1 

LAN2    LAN2 

LAN3    WAN2 

Ҋץ LAN3 ℗ ҹ LAN ѿҩ ᶛ̔ 

NBR1200G(config)#no convert lan 3 to wan 

some configure about wan2 maybe not work after setting and reloading! 

port is switched, must reload the system. 

NBR1200G(config)#end 

NBR1200G#show convert info  

LAN0    LAN0 

LAN1    LAN1 

LAN2    LAN2 

LAN3    LAN3 

ץ 13.1.2  

ץ Һפ ̔ 

 ץ  

 ץ └  

 ᵝץ  

ץ 13.1.2.1  

ץ פ Ҋ  

ᵬ פ  

Router #show interface FastEthernet 

interface-number 
ץ (

NBRȁTR ↓) 

Router #show interface GigabitEthernet 

interface-number 
ץ

̂NBR2000 ̃ 

Ҋץ ץ ѿҩ ᶛ̔ 

Router#show interface FastEthernet 0/0 

FastEthernet 0/0 is UP  , line protocol is UP 

Hardware is Nat-Semi DP83815DVNG FastEthernet, address is 0a0b.0c0d.0e0f (bia 

0a0b.0c0d.0e0f) 

Interface address is: 192.168.100.1/24 

ARP type: ARPA,ARP Timeout: 3600 seconds 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  RXload is 1 ,Txload is 1 

  Queueing strategy: FIFO 
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    Output queue 0/40, 0 drops; 

    Input queue 0/75, 0 drops 

  5 minutes input rate 54 bits/sec, 0 packets/sec 

  5 minutes output rate 0 bits/sec, 0 packets/sec 

     24 packets input, 2548 bytes, 0 no buffer 

     Received 24 broadcasts, 0 runts, 0 giants 

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

     0 packets output, 0 bytes, 0 underruns 

     0 output errors, 0 collisions, 1 interface resets 

Ҋץ ץ ѿҩ ᶛ̔ 

Router #show interface GigabitEthernet 0/0 

GigabitEthernet0/0 is up, line protocol is up 

Hardware is PQ3 TSEC GIGABIT ETHERNET CONTROLLER GigabitEthernet, address is 

0a0b.0c0d.0e0e (bia 0a0b.0c0d.0e0e) 

Internet address is 192.168.200.1/24 

MTU 1500 bytes, BW 1000000 Kbit 

Encapsulation protocol is Ethernet-II, loopback not set 

Keepalive interval is 10 sec̆set 

Carrier delay is 2 sec 

  RXload is 1 ,Txload is 1 

  Queueing strategy: FIFO 

    Output queue 0/40, 0 drops; 

    Input queue 0/75, 0 drops 

  5 minutes input rate 281 bits/sec, 0 packets/sec 

  5 minutes output rate 0 bits/sec, 0 packets/sec 

    82 packets input, 7947 bytes, 0 no buffer 

    Received 76 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    0 packets output, 0 bytes, 0 underruns 

    0 output errors, 0 collisions, 3 interface resets 

  Link Mode: 1000M/Full
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ԋ ̆ ῒ ץ Ping ץ , ץ

Ҋ ̔ 

ѿ ̔ ᾢḠ ѿ ̆ ֦ Ȃ 

ԋ ̔ ῒ ץ ץ ῒ ץ ԑ Ping Ȃ

Ping ̆ ᾢ ֓ Ȃ 

҈ ̔ ץ IP ѿҩ ῤ̆ Ҍ

̆ IP  

̔ ֓ ֜ ҉ 10M/100M̆ῃ ץ

̆ ץ ԍ ץ֓ ̆ ᾢ ̆Ῥ ֜

̆ ֜ ꜚ Ȃ 

 

13.2 VLAN  

VLAN̂Virtual Local Area Network̃ ̆ ѿ ῤ

Ҍ ⅞№ ѿҩҩ ׆ ᵬ ῐ ȂIEEE ԍ

1999 ԅ ץ ‰ VLAN 802.1Q ‰ Ȃ  

VLAN ᾛ ѿҩ LAN ⅞№ Ҍ ̂

LAN̆ VLAÑ̆ ѿҩ VLAN ѿ ᵬ ̆ҍ ҉

LAN Ȃp ԍ Ҍ ⅞№̆ ץ ѿҩVLAN

ῤ ҩ ᵬ ѿҩ ̆ ֓ ᵬ Ҍѿ ԍ ѿҩ

LAN Ȃѿҩ VLAN ῤ Ҍᴪ ⌠ῒז VLAN Ҭ̆׆

ꜛԍ └ ȁ⁞ ȁ ȁ ῃ Ȃ  

VLAN ҹ ץ‗ ῃ ₮ ѿ ̆ ץ

҉ ⱴԅ VLAN ̆ VLAN ID
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 ץ  

 VLAN  

 IP  

 vlan LAN  

 native vlan 

ץ 13.2.2.1  

RGOS ᶫ פ interface fastethernet ץ῀ Ȃ ѿ

ץ῀ ⇔ ѿҩץ ̆ ᶏץ פ no interface 

fastethernet − ⇔ ץ Ȃץ ץ

ץ IP №Ȃ 

ᵬ פ  

Router(config)#interface fastethernet 

slot-number/interface-number.subinterface-number 
ץ῀

 

Router(config)#no interface fastethernet 

slot-number 
/interface-number.subinterface-number 

− ⇔ ץ

 

ῒҬslot-number /interface-numberҹ / s̆ubinterface-number

ҹ ҉ ̆ ԋ ӊ ľ.Ŀ Ȃ 

 

13.2.2.2 VLAN  

VLAN ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  
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ᵬ פ  

NBR1200G(config)#native lan lan_num tag 
vlan_num 

LAN native vlan 

NBR1200G(config)#no native lan lan_num LAN native vlan  

Ҋץ native vlan ѿҩ ᶛ̔ 

NBR1200G(config)#int g 0/0.1 

NBR1200G(config-subif)#encapsulation dot1Q 10 

NBR1200G(config-subif)#vlan port 0 1 

NBR1200G(config-subif)#exit 

NBR1200G(config)#native lan 0 tag 10 

NBR1200G(config)#native lan 1 tag 10 

 

  Е 

ꜗ ╦ ԓ NBR1200GɻNBR1100G ₉ ֥ ɼ 

 

13.2.3 VLAN ҍ  

VLAN ̆ Ҋ̆ Ҋ debug show  Ȃפ

ᵬ פ  

Router# debug vlan  vlan Ԋᴆ

Ḥ ῏ 

Router# no debug vlan  ῏ vlan Ԋᴆ

Ḥ ῏ 

Router# show vlans [VlanID] VLAN Ḥ  

Router# clear vlan  [VlanID ]  VLAN Ḥ  

 

13.2.4 VLAN ᶛ 

  

ѿ VLAN ֜ ҉⅞№ңҩ VLAN̔ 

<1> ѿҩ VLAN 192.168.0.0/24 Һ ̆ѿҩ VLAN 192.168.1.0/24 Һ

Ȃ 

ץ <2> 802.1Q ҹңҩ VLAN ӊ Һ ᶫ ῏ ԑ Ȃ 

Ҋ̔ 
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  5 minutes input rate 0 bits/sec, 0 packets/sec 

  5 minutes output rate 0 bits/sec, 0 packets/sec 

    0 packets input, 0 bytes, 0 no buffer 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    0 packets output, 0 bytes, 0 underruns 

    0 output errors, 0 collisions, 0 interface resets 

҉׆ ԅץ loopback ץ ᵬ ’̆ ҍ ̆IP

̆MTU ̆ Bandwidth Ȃ 

14.2 NULL  

RGOS ᴆ ᶫ NULL( ) Ȃ ֽֽ ԍѿҩ

ȂNULL( ) ԍ UP ғ ҌᴪҺꜚ ᴋ̆ᵥ

NULL ᴪ ҡ ̆ NULL ҉ᴋᵥ ᴑ Ҍ

ᴪ ⱳȂ NULL ҉Ҍ ᴋᵥ Ҍ̂פ ѿҩ פ help ҍ

exit̃Ȃ 

NULL ԍ Ȃ ᶏ ̆ ץ Ҍ

NULL Ҍ ᶏ ↓ ̆ ἝҊ ҩᶛ Ȃ 

Router(config)#ip route 127.0.0.0 255.0.0.0 null 0 

Ҋ ₮ NULL ῏  Ȃפ
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3. ᴰ ̔ ᴰ ᵣ ԋ ȂRGOSᶏ

IP ᵬҹᴰ Ȃ 

4.1 ᶛ ᶏ IP Tunnel ᴰ ᴰ ╠ Ȃ 

 

4.1 ᶏ Tunnel ᴰ ᴰ ╠  

4.1 ᶛҬ ץ GRE ԅ IP Tunnel ᴰ ⱳ Ȃ ҉̆ ң

ҩ Ὲ ԑ ̆ ץ Tunnel

ᶫȂ 

Tunnel ᴰ ԍץҊ ’̔ 

1. ᾛ IP ӊ ѿҩ ѿ  (IP ) ̆ ҹ

Tunnel Ҍ ̕ᾛ ֓ └ ץ

ῤ ᵬ̆ ҹ Tunnelᶏ ᴰ  (IP) ᵬ̕ 

2. ᾛ ѿ  (IP ) ̕ 

3. ᾛ ҉ ᶫ VPN (virtual private network) ⱳ Ȃ 

ԍ Tunnel ᴰ ̆ ᴪ ҉ ̆ ֓ ’Ҋ

ҩ Ȃ 

1. ԍ Tunnel ̆ Ṝ ѿ ̂hop̃̆

҉ ῒ Ҍ ѿ Ȃ ᶏ Tunnel Ṝ ⌠ Tunnel

ҍ Ҍѿ Ȃ 

2. ԍ Tunnelᴰ ᴰ Ҭ̆ ≢ └

(ACL) Ṝ̆ ѿ ̕ ⌠ ᴰ (

MTU)Ӟ ṿ Ȃ 

Ҋ ׃ Tunnel ῒ̆ ( IP ץ ῒ

ȁ ᴍҬ ) ῏ Ȃ 
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14.3.2 Tunnel
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14.3.2.4 Tunnel  

tunnel ̆ tunnel Ҭ Ҋץ  ̔פ

ᵬ פ ᵬ  

Router(config-if)#tunnel destination 

{ ip-address } 
Tunnel  

Router(config-if)#no tunnel 

destination 
Tunnel  

פ tunnel destination Tunnel ̆ Ӟ

Tunnel ᵝԍ Ȃ 

  Е 

҅ ҏЇ ₴ ᶕ ғ Ї∕ ҩү ү

Tunnel ɼ 

 

14.3.2.5 Tunnel  

Tunnel Tunnel ᵣ ȂTunnel GREȂ

̆ Ӟ ץ ᶏ ’ ‗ Tunnel Ȃ 

ᵬ פ ᵬ  

Router(config-if)#tunnel mode { gre | 

ipip } 
Tunnel  

Router(config-if)#no tunnel mode 
Tunnel ̆

ṿ 

 

14.3.2.6 Tunnel  

֓ ’Ҋ̆ ᶏ Tunnel ᶫ Ḡ Ȃ 

ᵬ פ ᵬ  

Router(config-if)#tunnel checksum Tunnel  

Router(config-if)#no tunnel checksum Tunnel  

’Ҋ̆Tunnel Ҍ Ȃ 

 

14.3.2.7 Tunnel Key 

Tunnel Key ѿ ҉ ץ Ḡ Tunnel ң ῃ ̆

Ӟ ץ ҍ ₯Ȃ 

ᵬ פ ᵬ  
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Router(config-if)#tunnel key key-value Tunnel Key 

Router(config-if)#no tunnel key key-value Tunnel Key  

Tunnel ҹ GRE ’Ҋ̆Tunnel Key ᵬ ̆ ҹ

ѿҩ GRE Ҭ ᴪ Tunnel KeyȂ 

  Е 

(1) Tunnel ҩ ᶕ Key Ж 

(2). ҿ GRE ṢЇ ҅ү GRE ү KeyЇᵜ ᶳ

ү Key ῊḦ ᴗ Ж 

 

14.3.2.8 Tunnel ↕ 

ⱳ Ҍ ̆RGOS ᾛ Tunnel ↕

ҡ ⌠ Ȃ ⱳ Ҍ ̆

ꜛԍ ᴰ Ȃ 

ᵬ פ ᵬ  

Router(config-if)#tunnel 

sequence-datagrams 
Tunnel  

Router(config-if)#no tunnel 

sequence-datagrams 
Tunnel  

Tunnel ҹ GRE ’Ҋ̆ Ȃ 

14.3.3 Tunnel ᶛ 

ҩ ᶛ 4.2 Ȃ 
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4.2 Tunnel ᶛ  

ᶛҬ̆ R1ҍ R2 ӊ Tunnel̆ R1

202.126.101.0/24 ҍ R2 67.151.69.0/24 R1 ҍ R2 ӊ

Tunnel Ȃ Tunnel ̆ ԍ R1ҍ R2 ӊ

Ҍ ̆ ѿ Ғ (VPN) ȂҊ ₮ R1 ҍ R2

῏ Tunnel ῏ Ȃ 

R1 ῏ ̔ 

interface Tunnel0 

 ip address 21.21.21.3 255.255.255.0 

 tunnel source 179.208.12.221 

 tunnel destination 179.208.12.55 

! 

interface FastEthernet1/0 

 ip address 179.208.12.221 255.255.255.0 

! 

interface 

1/0 
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҉׆ ץ ₮̆ R1ҍ R2 ᶏ ץ f1/0 Tunnel̆ᶏ

ץ f0/0 ҍῤ ᵬҹῤ ῏Ȃ 

14.3.4 Tunnel ҍ  

RGOS ᶫ פ show interfaces tunnel ץ פ debug tunnel ҍ

ұ Ȃ 

ᵬ פ ᵬ  

Router#show interfaces tunnel tunnel-number Tunnel  

Router#debug tunnel Tunnel ῏ 

Router#no debug tunnel ῏ Tunnel ῏ 

Ҋ №≢ ₮ פ show interfaces tunnel ץ פ debug tunnel ᶏ ᶛȂ 

1.show interfaces tunnel פ ᶛ



№ 
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14.4.3 Dialer ҍ  

RGOS ᶫ פ show interfaces dialer ҍ Dialer Ȃ

Dialer ҉ ԅ ̆ ᶏץ Debug פ

’Ȃ 

ᵬ פ  

R2501+#show interfaces dialer 

dialer-number 
Dialer  

Ҋ ₮ פ show interfaces dialer ᶏ ᶛȂ 

Router#show interfaces dialer 1 

dialer 1 is UP  (spoofing) , line protocol is UP  (spoofing) 

Hardware is  dialer 

Interface address is: 192.168.20.1/24 

  MTU 1500 bytes, BW 56 Kbit 

  Encapsulation protocol is SLIP, loopback not set 

  Keepalive interval is 0 sec , set 

  Carrier delay is 2 sec 

  RXload is 1 ,Txload is 1 

  Queueing strategy: WFQ 

  5 minutes input rate 0 bits/sec, 0 packets/sec 

  5 minutes output rate 0 bits/sec, 0 packets/sec 

    0 packets input, 0 bytes, 0 no buffer 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    0 packets output, 0 bytes, 0 underruns 

    0 output errors, 0 collisions, 0 interface resets 

҉׆ ԅץ Dialer ץ ᵬ ’̆ ҍ ĬP

̆MTU ̆ Bandwidth Ȃ 
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ԓ  PPP  

14.5 PPP
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פ (2 MD5 ⱴ ̆

̕  

3) Ḡ פ MD5 ⱴ ̆ ԋ

̆ Ҍ Ȃ 

14.6 PPP  

14.6.1 PPP ᴋⱵ  

PPP ̆ ץ ȇPPPoE Ȉ ῏ Ȃ 

  

 PPP CHAP  

 PPP CHAP  

 PPP PAP  

 PPP PAP  

14.6.2  

PPP̆ ᾢ PPP Ȃ PPP ̆ Ҭ

Ҋץ  ̔פ

ᵬ פ  

Router(config-if)#encapsulation ppp PPP  

Router(config-if)#no encapsulation ppp PPP  

14.6.3 PPP CHAP  

CHAP ѿ C̆HAP ̆

PPP Ȃפ ’Ҋ̆ Һ ᵬҹ PPP

Ȃ 

PPP CHAP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config-if)#ppp chap hostname 

hostnmae 
PPP CHAP Һ  

ԋ  Router(config-if)#ppp chap password 

{0|7} password 
PPP CHAP  

PPP CHAP Һ ̆Ӟ ץ Ҋץ ̔ 

ᵬ פ   
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ѿ  Router(config-if)#ppp chap hostname 

hostnmae 
PPP CHAP Һ  

ԋ  Router(config)#username username 
password {0|7} password 

ҹ Һ ⇔

̆ң Ḡ ѿ  

 

  Е 

ῇ ῇҩ Ї 0 ῇЇ 1└ 7 ῇЇ

ῇ ҿ ῇЇ ӫҲ ₐ └ ᶕ

ɼғῚ ԝ Ї Ғꜘ ῇɼ Ї

ꜘ ɼ 

14.6.4 PPP CHAP  

PPP CHAP Һꜚ ̆ ԍ

̆ ⇔ ѿҩ Ȃ PPP CHAP

̆ Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config-if)#ppp authentication chap 

[callin ] 

ꜚ PPP ̆

PPP CHAP

 

ԋ  Router(config-if)#no ppp authentication chap  PPP CHAP  

҈  Router(config)#username username password 
{0|7} password 

⇔

 

ᵬҹ ̆ Ҭ ҩ ̆

̂ ̃ PPP Һ Ȃ 

 

  Е 

Callin ת Ї Ӑ Ї Ѓ Є

ῇ CHAP Ї ԓ ₴ PPP ∑Ғ CHAP

ɼ ת Ғᴰ Ҙ PPP ɼ 

14.6.5 PPP PAP  

PAP Ӟ ̆ ԍ PPP PAP פ Ҋ̔ 

ᵬ פ  

Router(config-if)#ppp pap sent-username 

username password {0|7} password  
PPP PAP
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Router(config-if)#no ppp pap sent-username  PPP PAP  

14.6.6 PPP PAP  

PPP PAP פ Ҋ ̔ 

ᵬ פ   

ѿ  Router(config-if)#ppp 

authentication pap [callin] 

PPP PAP  

ԋ  Router(config)#username username 
password {0|7} password 

⇔  

 

  Е 

Callin ת Ї Ӑ Ї Ѓ Є

ῇ PAP Ї ԓ ₴ PPP ∑Ғ PAP

ɼ ת Ғᴰ Ҙ PPP ɼ 

 

 

14.6.7 PPP  

PPP ̆LCP IPCP ҩ ̆ѿ ⌠ԅ ҩ ̆LCP

̆ ҩ ץ פ Ḃץ̆ ԑ ₮ Ҍѿ

Ȃ 

ᵬ פ  

Router(config-if)#ppp 

negotiation-timeout seconds  
PPP LCP  

Router(config-if)#no ppp 

negotiation-timeout  

PPP ҹ ṿ 

14.7 PPP  

14.7.1 Ḥ  

ᶏ Ҋ פ ץ PPP Ḥ ̆ PPP ѿҩ Ȃ 

ᵬ פ  



№ IP
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PPP: virtual-ppp 1 [R] IPCP CONFREQ(3) id 10 len 2 

   Address (6) 0x64 0x64 0x64 0x2 

PPP: virtual-ppp 1 [S] IPCP CONFACK(3) id 10 len 2 

   Address (6) 0x64 0x64 0x64 0x2 

PPP: virtual-ppp 1 [S] LCP PROTREJ id 4 len 10 protocol = 0x82070103 

PPP: virtual-ppp 1 [R] IPCP CONFACK(2) id 10 len 2 

   Address (6) 0x64 0x64 0x64 0x1 

%LINE PROTOCOL CHANGE: Interface virtual-ppp 1, changed state to UP 

Router# 

PPP: virtual-ppp 1 [S] LCP ECHOREQ id 1 len 12 magic 0x2b391b 

҉ץ Ḥ PPP ׆ ⌠ Line Protocol Up ץ ̆ ̆

⌠ ᵣ № Ḥ ̔ ԑ LCP CONFREQ Ῥ̆ԑ Ạ LCP CONFACK

̆ ῀ IPCP ̆ ᵣ № ῤ ̆ ԑ IPCP 

CONFREQ̆ ғ ҉ IP ̆ ⌠ IPCP  CONFREQ ӊ ̆ԑ

IPCP CONFACK ҉ IP ̆ PPP ⱳԅȂ 

14.7.2.2 PPP Ḥ  

Ḥ PPP ̆ɒ PPPӊ ẠCHAP ̆

ױ ץ פ debug ppp negotiation ⌠ Ҋ Ḥ ̔ 

Router# 

PPP: virtual-ppp 1 reset lcp options 

PPP: virtual-ppp 1 sending OPCODE_CONFREQ, type = 5 (LCP_MAGICNUMBER), value 

= 0x10a5df 

%LINK CHANGED: Interface virtual-ppp 1, changed state to up 

LCP: received config , type = 5 (MAGICNUMBER) value = 0x29cbca60 acked 

PPP: virtual-ppp 1 OPCODE_CONFACK received, type = 5 (LCP_MAGICNUMBER), value 

= 0x10a5df 

PPP: virtual-ppp 1 state = Acksent ppp_recv_confack(0xc021): rcvd id 5 

PPP: virtual-ppp 1 reset ipcp options 

IPCP: virtual-ppp 1 sending OPCODE_CONFREQ, type = 3 (IPCP_ADDRESS), Address 

= 100.100.100.1 

IPCP: virtual-ppp 1 received ADDR : her address 100.100.100.2 (ACK) 

IPCP: ipcp_do_req_cb: returning OPCODE_CONFACK. 

IPCP: virtual-ppp 1 OPCODE_CONFACK received, type = 3 (IPCP_ADDRESS), Address 

= 100.100.100.1 

PPP: virtual-ppp 1 state = Acksent ppp_recv_confack(0x8021): rcvd id 3 

IPCP: virtual-ppp 1 inst
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! PPP chap  

RouterA(config-if)#ppp authentication chap 

Router B 

Router#config terminal 

! Һ  

Router(config)#hostname RouterB 

ץ! Һ ᵬҹ ̆ ѿ  

RouterB(config)#username RouterA password 0 Router 

RouterB(config)#interface virtual-template 1 

!  

RouterB(config-if)#encap ppp 

! IP  

RouterB(config-if)#ip address 1.1.1.2 255.255.255.0 

 

Ḡ Һ ̆ Ӈ CHAP Һ פ ppp chap 

hostname hostname ׅ̆ ҉ץ ҹᶛ̆Router B ᵬҹ

Һ ̆ CHAP Һ RouterB̔ 

Router B 

Router#config terminal 

Router(config)# 

ץ! Һ ᵬҹ ̆ ѿ  

R(config)#username RouterA password 0 Router 

Router(config)#interface virtual-template 1 

!  

Router(config-if)#encap ppp 

! IP  

Router(config-if)#ip address 1.1.1.2 255.255.255.0 

! CHAP Һ  

Router(config-if)#ppp chap hostname RouterB 

14.9 PPP  

ᾢ̆ ץ show interface פ ̆ ̆Ҋ

ץ virtual-ppp 1 ҹᶛ̔  

  

virtual-ppp 1 is administratively 

down, line protocol is down 

ֲҹ shutdown 

virtual-ppp 1 is down, line protocol 

is down ҹ up  

Virtual-ppp 1 is up, line protocol is 

up 

ץ ᴰ  

virtual-ppp 1 is up, line protocol is 

down 

̆ᵖ ׅ
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14.9.1 UP 

NBR/TR
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B ̆╠ңҩ ᵝҹľ10Ŀ̆ 14 ҩ ᵝ 1̆6 ҩ ᵝ

Ȃ ῍ 16,348 ҩ B Ȃ 

 

C ̆╠҈ҩ ᵝҹľ110Ŀ̆ 22 ҩ ᵝ ̆8ҩ ᵝ

Ȃ ῍ 2,097,152 ҩ C Ȃ 

 

D ̆╠ ҩ ᵝҹľ1110Ŀ̆ῒᵩ ᵝҹ Ȃ 

 

 

 Е 

╦ ү ᵣҿŅ1111ņ Ғᾡ ⅎ Ї ֙ ҿ E Ї

ԓḦ ɼ 

 

IP ⅞ ̆ѿ IP № Ȃ

ҍԑ ↕̆ ⌠ № IP ȂҬ

ץ Ҭ ԑ Ḥ Ҭ ̂CNNIC̃ ̆ IP № ҹ ԑ

ҍ № Ὲ ̂ICANN,Internet Corporation for Assigned Names and 

Numbers̃Ȃ ҹῤ ̆ Ҍ IP ̆ᵖ ӞҌ

Ḃ№ ̆ № Ғ Ȃ 

Ҋ ҹḠ ҍ ↓ Ȃ 

≢   

A  0.0.0.0 Ḡ  

1.0.0.0~126.0.0.0  

127.0.0.0 Ḡ  

B  128.0.0.0~191.254.0.0  

191.255.0.0 Ḡ  

C  192.0.0.0 Ḡ  

192.0.1.0~223.255.254.0  





№ IP ȁNATҍ Ⱶ                                ԓ  IP  

112 ῍472                             http://www.ruijie.com.cn 



№ IP ȁNATҍ Ⱶ                                ԓ  IP  

113 ῍472                             http://www.ruijie.com.cn 

Router(config-if)# no ip address  

ip-address mask secondary 
IP  

 

15.2.1.2  

ꜚ IP ̆ᵖ Ҍ№ IP ̆ ῏

ѿҩΐ IP Ȃ ֟ IP ̆ IP ҹ῏

IP Ȃ Ӟ ῏ IP ̆‗

Ȃ ̆ Ҋץ └̔ 

 ץ Ҍ Ȃ 

 Ҍ Ping פ ᵬ ̆ ҹ IP

Ȃᵖ SNMP ץ ⌠ Ȃ 

 Ҍ ꜚȂ 

 Ҍ IP ῃ Ȃ 

̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config-if)# ip unnumbered           

interface-type interface-number 
῏  

Router(config-if)# no ip unnumbered   

 

15.2.2 ̂ARP̃  

Ҭ̆ ҩ IP ңҩ ̔1̃ ̆ ԍ

Ҭ̆ ‰ ̆ᵖ ҉

Ҭ MAC ̆ ӟ ҉ ҹ MAC ̆MAC ף҉

IP 2̃̕ ̆ ԑ ף҉ IP ̆ Ӟ ԅ

Ȃ 

҉ң IP ӊ Ḥ̆ 48 MAC Ȃ

IP MAC ҹ ̂ARP̃Ȃ MAC IP

ҹ ̂RARP
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RARP ᵬ ҍ ARP ᵌ̆Ҍ RARP ץ MAC ᵬҹ ῀̆ ⌠῏

IP ȂRARP ᵬ ҉Ȃ 

’Ҋ Ҍ̆ ≢ ץ ᵬԅȂ ’̆

↕Ҍ ̆RGOS Ҋץ Ȃ 

 ARP 

 ARP  

 ARP  

 ף ARP  

15.2.2.1 ARP  

ARP ᶫԅ IP MAC ꜚ ⱳ ̆ ’ҊҌ

ȂRGOS ARP̆ ץ Ҍ ԍ IP ARP Ȃ 

ARP̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)# arp ip-address mac-address 
arp-type 

ӈ ARP 

Router(config)# arp ip-address mac-address 
arp-type alias 

IP ARP  

Router(config)# no arp ip-address   ARP 

 

15.2.2.2 ARP  

╠ ARP Ethernet II ̆ RGOS ᴆҬӞ ҹ arpa ῏ Ȃ 

15.2.2.3 ARP  

ARP ꜚ ӟ⌠ IP MAC ᵬ Ȃ

̆ARP ‖ҬḠ ̆ᵖ ARP Ӟ ̆ ץ

≠ Ȃ ≢ ̆ ↕ѿ Ҍ ARP Ȃ 

ARP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config-if)# arp timeout seconds ARP  

Router(config-if)# no arp timeout  

’Ҋ̆ ҹ 3600 ̆ 1ҩ Ȃ 

ף 15.2.2.4 ARP  

ף ARP ⱳ ץ ꜛ Ḥ Һ ̆ ῒ IP

MAC Ȃ ⌠ѿҩ ARP ̆ARP IP ҍ
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IP Ҍ ԍ ѿ ̆ IP ̆ ᴪ

ARP ̆ MAC ҹ ץ MAC Ȃ҉ץ ף

ARP ⱳ Ȃ 

ף ARP̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config-if)# ip proxy-arp ף ARP ⱳ  

Router(config-if)# no ip proxy-arp ῏ ף ARP ⱳ  

’Ҋ̆ץ ΐ ף ARP ⱳ Ȃ 

15.2.3 ῏ IP
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15.2.4.1 ⌠  

IP ҹ ҩ
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Һ ⌠ IP ң 1̔̃ ̆ ҉ Һ ⌠ IP

̆ ̆ ғ ᶫ ᶏ 2̃̕ꜚ ̆

ѿ ̂DNS̃̆ Ғ DNS Ⱶ ҉ Һ ⌠ IP ̆

҉ ᶏ Һ Ḥ ̆ ᾢ ⌠ DNS Ⱶ Һ IP

̆ҹԅ ̆DNS Ȃ 

Һ ̆ ⌠ Һ IP Ạ ̂Һ Ȃ̃

RGOS Һ ̆Ӟ DNS Ȃ 

Һ ⌠ IP ̆ ץ Ҋץ ᴋⱵ Ȃ 

 Һ IP  

 ꜚ ӟҺ IP  

 

15.2.5.1 Һ IP  

ԅѿ Һ IP ̆Ӟ Һ ⌠ IP ȂҺ

⌠ IP ῤ ңҩ ̔ ꜚ ӟȂ Ҍ ꜚ ӟ

’Ҋ̆ ԅȂ 

Һ IP , ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#ip host host-name ip-address  Һ IP

 

Router(config)#no ip host [host-name] − ̆ Ҍ

host-namĕ↕
−

 

 

15.2.5.2 ꜚ ӟҺ IP  

ꜚ ӟ DNS Ⱶ ӟҺ IP ̆ Ḡ

ҬȂ 

DNS Ⱶ ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#ip domain-lookup  ꜚ DNS  

Router(config)#ip name-server ip-address DNS Ⱶ

DNS

 0 0 1 <460B>11<3Tf

1 0 0 1 431 151.22 143.54 33.36 re
50 g

[<11<0<</MCID 116/<7 Tm

[(DNS)] TJ

W* n

BT

/F1 10.56 Tf

1 0 0 30.56 Tf

1 0 0 1 410 0 1 <460B>11<3Tf

1 0 0 1 431 13.36 re
536EMC  11<0<</MCID 116/L] TJ

ET

Q

q
Q

q

1556 Tf

1 0 0 35
 EMC  /P <<[(DP <n

BT

1 0 0 1 515.5 191.18 Tm
DP <n

( )] TJ

ET

Q

Q

 EMC  /P <<DP <n

BT

 BDC 150.38 204.74 0.48 0.4DP <n



f*
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BT
*

404.83 204.74 0.48001 0.480 0 1 

f*

405re
W* 5eB19CID 96>0 0 1 

f*

f*

55200.09E1F7
W* 5eB60 0 1 

f re

f*
5  /P 1243.54 19.704 r0 Tr 1P <</2T

10.56 Tf

1 0 0 1 428.95  Tm

B1(48.86 205.22 0.47998 19.704 re

1P <</2T

10.56 Tf

1 0 0 1 4.97 33.36 re

W* n

17P <</MCID 122/Lang (en-US)>> BDC q
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W*1P <</2T

10.56 Tf
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ET

Q
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ᵰ ԅDNS ⱳ ғ DHCP PPP ԅ DNS

Ⱶ ̆ ᴪ Ȃ 

 

15.2.6 ꜚ Ⱶ(DDNS) 

Internet ҉ ѿ ̆ ѿҩ IP ̆

Ҍ ȂӞ ̆ Internet ҉ ѿҩ ̆ ѿҩ IP

Ȃ № Internet ҉ Ṝ№ ⌠ IP ꜚ ̆ ᴰ

̆ ҉ Ạ ѿҩ ̆

Ҍ Ȃ ҩ ̆ ѿ֓ꜚ ᶫ ᵬ̆ ҉

ꜚ Ⱶⱳ Ȃ 

ꜚ ⱳ ̆ ⌠ꜚ IP ӊ Ȃ ҉ ⌠

IP ӊ ̆ ᴪ ҩ IP ⌠ꜚ Ⱶ ̆

ȂInternet ҉ ῒֲז ҩ Ṝ̆ꜚ Ⱶ ᴪ

IP  Ȃז

ᵰ ץ Wan ҉ DDNS ⱳ ̆ ≠ NAT ῤ Ⱶ ̆

ᵰ ץ ῤ Internet ҉ Ⱶ ԅȂ̓͂ ԍῤ

Ⱶ ԋ ȇ ̂NAT̃ Ȉ 

0 

 Е 

╦ DDNS ꜙ ҿ 88IP(www.88ip.cn)ɼ ‟

ꜙ ɼ 

 

 

15.2.6.1 DDNS ⱳ  

DDNS ⱳ ̆ ῃ Ҭ Ҋץ פ ῀ DDNS ̔ 

ᵬ פ  

Router(config)#ddns 88ip usename ῀ DDNS ̆῏

88ip̆

DDNS Ⱶ ̆

Ȃ DDNS Ⱶ

ᶫ Һ ҉ Ȃ 

DDNS Ҋ Ҋץ  ̔פ

Router (config-ddns)passowrd password ᶏ password Ȃ 

Router (config-ddns)bind interface-type ᶏ bind פ ᶏ

http://www.88ip.cn/
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interface-num DDNS Ⱶ Ȃ 

Router (config-ddns)start ҉ Ḥ ̆ start

פ ꜚҍ DDNS Ⱶ

̆ᶏ DDNS Ⱶ Ȃ 

− DDNS Ḥ ̆ ῃ Ҋ Ҋץ  ̔פ

Router(config)#no ddns 88ip usename − DDNS Ḥ  

DDNS ᶏ Ⱶ ᶫ Ⱶ ̆ ᾢ ԅ DNS

ⱳ Ȃ 

Ҋץ ᶛ ̆ FastEthernet 1/0 ᶏ 88IP ddns ⱵȂ

username1̆ password2Ȃ 

ddns 88ip username1 

 passowrd password2 

 bind FastEthernet 1/0 

 start 

 

15.2.6.2 DDNS  

DDNS ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router#show ddns show פ DDNS

῏Ḥ  

Ҋ̆ᶏ show ddns ץ ⌠ ҊḤ ̔ 

Router#show ddns  

Dynamic dns service client information: 

======================================= 

Service provider: 88ip 

username: RGOS 

password: ****** 

bind with:FastEthernet 0/1 

state: ⱳ 

domain name: 

RGOS.88ip.cn 

 

 

15.2.7 



№ IP ȁNATҍ Ⱶ                                ԓ  IP  

120 ῍472                             http://www.ruijie.com.cn 

ᵬ פ  

Router(config)#ip nat 

application source list num 
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Router# show ip arp IP ARP ‖  

Router# show ip interface [interface-type 
interface-number] 

IP Ḥ  

Router# show ip route [network [mask] ]   

Router#show ip route   

Router# ping ip-address [length bytes] [ntimes 
times] [timeout seconds] 

 

 

15.4 IP ᶛ 

ᶫԅץҊ₃ҩ IP ᶛ̔ 

 IP ᶛ 

 ᶛ 

3 BT

/F165
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B̆ 192.168.12.0/24 ҉ ѿҩ 172.16.3.0/24̆ ңҩ №

◓ ԅȂץҊ Ώ₮ A B Ȃ 

A : 

interface FastEthernet0/0 

 ip address 172.16.3.1 255.255.255.0 secondary 

 ip address 192.168.12.1 255.255.255.0 

! 

interface FastEthernet0/1 

 ip address 172.16.1.1 255.255.255.0  

! 

router rip 

 network 172.16.0.0 

 network 192.168.12.0 

 

B : 

interface FastEthernet0/0 

 ip address 172.16.3.2 255.255.255.0 secondary 

 ip address 192.168.12.2 255.255.255.0 

! 

interface FastEthernet0/1 

 ip address 172.16.2.1 255.255.255.0  

! 

router rip 

 network 172.16.0.0 

 network 192.168.12.0 

15.4.2 ᶛ 

Ҋץ Ҭ̆ Virtual-template 1 ҹ IP ̆ῒ IP ҹ

ץ Loopback  0 IP Ȃ 

interface Loopback 0 

 ip address 192.168.3.1 255.255.255.0 

! 

interface Virtual-Template 1 

 ip unnumbered Loopback 0 

! 

Έ  ̂NAT̃  

16.1 NAT  ׃

╠ԑ ѿҩ IP ̆NAT ᶏ ԅ ȂNAT

ᶏ ̆ᶏ ѿҩ IP IP ̆ ҍץ ᶏ

IP ῃҌ Ȃ ѿҩ ץ ῃ NAT ӊ

̆ ҹῃ ̆ ԅ ҍԑ ̆ Ҍ

Һ № IP Ȃ῏ԍ NAT ̆ RFC 3022Ȃ 
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16.1.1 ָӇ Ṝ NAT 

ᵰ Ҋץ Ṝ̆ ץ ᶏ NAT̔ 

 Һ ῃ ѿ IP ̆ ҍԑ ȂNAT ᶏ Ύ

IP ҍԑץ ̆ Ӟ NAT ӊѿȂNAT

ῤ ҉ ̆ ῤ Һ

̆ ῤ ҹῃ ѿ IP Ȃ 

 ᵰ ῤ IP Ȃҹԅ ᾧ ᵬ IP №

҉̆ᵰ ץ ᶏ NAT̆ ῤ № Ḡץ Ҍ Ȃ 

 Ạ TCP ̆ Ҍ ӯ Ғҙ Ȃᵰ ץ ҩῃ

IP ⌠ ҩῤ IP ̆ NAT ץ TCP

Ȃ 

ᵬҹ ԑ ‗ ̆ Ҭ̆NAT ᾛ ῤ № Һ

ץ ⌠ῃ ̆ Ҍ ̆ ᵩ ῃ

̆ῤ Һ ץ ⌠ Ȃ Ạ (NAPT)̆

ץ ῃ Ҍ ᶏ̆ ῤ Һ ⌠ ̆p NAPT ѿ

Һ Ȃ 

ᵰ‗ NAT ̆ NAT Ӟᴪ ѿ֓ └̔ 

 ̆NAT ᴪᶏ NAT ҹ ̆ ȁ

ᴆ ̆ ⌠ Ȃ 

 ֓ ҌῚ ̆ ѿ֓ Ҭ Ҋ ᴪ IP

̆NAT ῤ IP ̆ ֓ Ҍ Ȃ 

 Ҍ IP ⱴ Ȃ 

 IP ⌠ ̆ NAT ӊ ̆

№ Ȃ 

̆ ץ ῏ԍ RGOS NAT ̆ᵖ Ҍ

Ȃ ̆ Ὲ ֲ Ȃ 

16.1.2 NAT ѿ֓  

inside ῤ ̆ ֓ Ȃ ῤ ̆ Һ №

ѿҩῤ IP ̆ᵖҍ ̆ ҹ ѿҩ Ȃ Һ ╠ѿ

ҩ ҹῤ ̆ ѿҩ ҹ ῃ Ȃ 

outside ῤ ̆ѿ ԑ ̆Ӟ ץ ѿҩ

Ȃ Ӟ ץ ̆ Һ Ӟ ΐ ῤ Ȃ 

҉ ̆NAT ẠԅץҊ ӈ̔ 

 ῤ ̂Inside Local Address̃, № ῤ Һ IP ̆

῏ Ύ IP ̆Ӟ

Ȃ῏ԍ ̆ ľIP Ŀ ῏ῤ Ȃ 

 ῤ ῃ ̂Inside Global Address̃̆ ῃ ̆

ף ѿҩ ҩῤ Ȃ 
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 ̂Outside Local Address̃, Һ ῤ Ҭ

IP ̆ ῤ ̆ѿ Ҍ Ύ ῃ ѿ Ȃ 

 ῃ ̂Outside Global Address̃, № Һ IP

̆ ҹῃ Ȃ 

16.1.3 RGOS ᴆNAT  

RFC 3022 RFC 3027 ̆RGOS ԅץҊ NAT ̔ 

 ῤ ̆ ꜚ NAT̆

NAPT̕ 

 └  ̆ᾛ └ ץ ᾛ ҹ ҩῤ Һ

 

 DNS R̆GOS ץ ḱ DNS Ҭ IP Ȃ

ῤ׆ ⌠ ̆ Ҭ IP ҹῤ ̆ ᴪ

ῤ ῃ ̕ ׆ ⌠ῤ ̆ Ҭ

IP ҹῤ ῃ ̆ ᴪ ῤ Ȃ DNS ץ ⌠

IP ԅȂ 

 FTP F̆TP ңҩᴪ ̆ └ᴪ ᴪ Ȃ ᴪ

Ҍ ̆ Ⱶ ң ᵬ ̔1̃Һꜚ ̆ FTP Ⱶ ᴪ ̕

2̃ ꜚ ̆ FTP ᴪ Ȃ ╠ FTP ’Ҋ ᵬ

Һꜚ ᵬ Ҋ Ҍ ꜚ ̆ NAT NAT ᴪ

‗ ᾛ ⇔ ᴪ Ȃ 

 RealAudio Ȃ 

 QQ ȁMSN  

 TFTP  

 

16.2 NAT ᴋⱵ↓  

NAT
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 ꜚ NAT̆ ῤ ῤ ῃ ҳ ῏ ̆ ѿ

ᴪ− ῏ Ȃ 

2-1 ԅῤ NAT ҩ Ȃ 

 

2-1 ῤ NAT 

ῤ ѿ Һ ̆ Ҋ̔ 

ῤ Һ 192.168.12.2 ѿҩ⌠ Һ 168.168.12.1 Ȃ 

ץ⌠ 192.168.12.2 ҹ ѿҩ ̆ NAT

̔ 

1ȁ ̆ ҈ ̕ 

2ȁ ̆ ꜚ ̆ ῤ׆ ῃ Ҭ ѿҩ

̆ NAT ⇔ NAT Ȃ Ȃ 

3ȁ 192.168.12.2 NAT Ҭῃ ̆ ̆

̆ ҹ 200.168.12.2̆ Ȃ 

4ȁ168.168.12.1 Һ ⌠ ̆ 200.168.12.2 Ȃ 

5ȁ ⌠ῤ ῃ ̆ ῤץ ῃ 200.168.12.2 ҹ

῏ NAT ̆ 192.168.12.2

192.168.12.2Ȃ 

6ȁ192.168.12.2 ⌠ ̆ Ḡ ᴪ Ȃ ѿ ⌠ ԓ ѿ ̆

⌠ᴪ Ȃ 
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16.2.1.1 NAT  

NAT̆ ῃ Ҭ Ҋץ  ̔פ

 פ 
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16.2.2 ῤ NAPT  

ᴰ NAT ѿ ѿ ѿ ̆Ҍ ῤ Һ ҍ

Ȃᶏ NAPT̆ ץ ҩῤ ⌠ѿҩῤ ῃ ̆

ľῤ ῃ  + TCP/UDP Ŀ ľѿҩῤ Һ  + TCP/UDP

ĿȂ NAPT ̆ Ḥ ̂ IP ȁ
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2ȁ ԅ NAPT̆ ѿ ̆ ῃ Ḡ

Ḥ Ḃץ ῃ ȂNAPT ҹ Ȃ 

3ȁ 192.168.12.2 NAT Ҭῃ ̆ ̆

̆ ҹ 200.168.12.2̆ Ȃ 

4ȁ168.168.12.1 Һ ⌠ ̆ 200.168.12.2 Ȃ 

5ȁ ⌠ῤ ῃ ̆ ῤץ ῃ 200.168.12.2

ῒ ȁ ῃ ῒ ҹ῏ NAT ̆

192.168.12.2 192.168.12.2Ȃ 

6ȁ192.168.12.2 ⌠ ̆ Ḡ ᴪ Ȃ ѿ ⌠ ԓ ѿ ̆

⌠ᴪ Ȃ 

16.2.2.1 NAPT 

NAPT̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config)#ip nat inside source 

static {UDP | TCP}  local-address port 
global-address port [permit-inside] 

ӈῤ

῏  

ԋ  Router(config)# interface interface-type 
interface-

�£3+
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prefix-length prefix-length} ҩ IP  

ԋ  Router(config)#access-list 

access-list-number  permit ip-address 
wildcard 

ӈ ↓ ̆

↓  

҈  Router(config)#ip nat inside source list 

access-list-number {[ pool address-pool] | 
[interface interface-type 
interface-number]}  [overload] 

ӈ ꜚ ῏

 

 Router(config)# interface interface-type 
interface-number 

῀  

ԓ  Router(config-if)#ip nat inside ӈ ῤ  

Έ  Router(config)# interface interface-type 
interface-number 

῀  

҂  Router(config-if)#ip nat outside ӈ  

 NAPT ᶏץ Ҭ IP ̆Ӟ ץ ᶏ IP Ȃѿ ѿ

ҩ ץ ѿҩ ̆ѿҩ ץ ᶫ 64512 ҩ NAT

Ȃ Ҍ ̆ ץ ӈ₃ҩ Ȃ 

 

 Е 

∆ ӎЇᶕ ∆ Ҳ װ Ї

∆ ҅ү ∑ Ὴ ɼ ∆ Ғ ӎ Ї ‼ Ї ∑ ₴

Ғ ɼ 

 

16.2.3 NAT  

ңҩ ԑ № ԅ IP ̆ ѿҩ Ὲ № ԅ

ῃ IP ̆ ’ ҹ Ȃңҩ Һ ӊ Ҍ

Ḥ ̆ ҹ ױ ԑ ҹ Һ Ȃ NAT Ғ

ӊ Ḥ ̆ ԅ NAT̆ Һ ῤ

ҹ ѿҩ Һ ̆ ӊѿ Ȃ 

NAT ̆ῒ №ҹңҩ №ῤ 1̔̃ῤ ̆ ᵥ

ľῤ NAT Ŀ ľῤ NAPT Ŀң ῤ ̕2̃

̆ ҍῤ ̆

ץ NAT ꜚ NAT Ȃ Ҭ̆

ᵥ Ȃ 

2-3 ԅ NAT ᵥ Ȃ 
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2-3 NAT  

҉ ̆ῤ Һ Һ ῖ Ҋץ̆

̔ 

1̃ȁῤ Һ Telnet Һ telnet.rg.com̆ ᾢ DNS Ⱶ

100.100.100.100 Ȃ ԅῤ Ȃ 

2̃ȁ DNS ̆ Ҭ IP ԍ

̂ ҍῤ ̃Ȃ ̆ ̆҉ Ҭ

192.198.12.2 172.16.198.2̆ DNS ῤ Һ

192.198.12.2Ȃ 

3̃ȁῤ Һ 192.198.12.2 telnet.rg.com Һ IP ҹ 172.16.198.2̆

172.16.198.2 TCP 23 Ȃ 

4̃ȁ ⌠ TCP ̆ ̆ῤ ҹ

192.198.12.2̆ῤ ῃ ҹ 200.198.12.2̆ ҹ 172.16.198.2̆

ῃ ҹ 192.198.12.2Ȃ 

5̃ȁ NAT ̆ ҹ 200.198.12.2, ҹ

192.198.12.2̆ Һ 192.198.12.2Ȃ 

6̃ȁҺ telnet.rg.com ⌠ ̆ ῤ Һ Ȃ 

7̃ȁ ⌠ ץ̆ ῃ ῒ ȁῤ ῃ ῒ

ҹ῏ ̆ NAT ̆ ȁῤ №≢

̆ ῤ Һ 192.198.12.2Ȃ 
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8̃ȁῤ Һ ⌠ ̆ 3̃~7̃ ̆ ⌠ᴪ Ȃ 

16.2.3.1 NAT  

NAT NAT ̆῏ԍῤ ץ

ꜚ NAT ץ NAPTȂ 

NAT̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config)#ip nat outside source 

static global-address local-address 
ӈ

῏  

ԋ  Router(config)# interface interface-type 
interface-number 

῀  

҈  Router(config-if)#ip nat inside ӈ ῤ  

 Router(config)# interface interface-type 
interface-number 

῀  

ԓ  Router(config-if)#ip nat outside ӈ  

 

16.2.3.2 ꜚ NAT  

ꜚ NAT ꜚ NAT ̆῏ԍῤ ץ

ꜚ NAT ץ NAPTȂ 

ꜚ NAT̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config)#ip nat pool address-pool 
start-address end-address {netmask mask | 
prefix-length prefix-length} 

ӈ

}
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 Е 

∆ ӎЇᶕ ∆ Ҳ װ Ї

∆ ҅ү ∑ Ὴ ɼ ∆ Ғ ӎ Ї ‼ Ї ∑ ₴

Ғ ɼ 

 

16.2.4  

NAT ӄ ̆ᵖꜚ NAT ѿ ̆ ѿ ԍ

̆ ᴪ Ȃ ԍҌ ץ̆ Ҍ ̆ Ҍѿ Ȃ 

NAT
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NAT ̆ ץ  ԍ tcp ῒ

Ȃ 

Router#show ip nat translations verbose 

Pro Inside global      Inside local       Outside local      Outside global 

tcp 200.16.23.3:512 192.168.12.65:512  200.200.24.91:512  200.200.24.91:512 

    timeout=59 SYN_SENT 

Router# 

16.4 NAT ᶛ 

ᶫԅץҊ ᶛ ̔ 

 ꜚ ῤ ᶛ  

 ῤ ῃ ᶛ
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16.4.2 ῤ ῃ ᶛ 

ῤ ῃ ̆ῒ NAPTȂ Ҋץ Ҭ̆ ῃ ׆ NAT

net200 Ҭ№ ̆ ӈ 200.168.12.200 ѿҩ IP ̆ᵖᾛ Ȃ

ῤ ↓ 1 ᴪ NAT Ȃ 

! 

interface FastEthernet0/0 

 ip address 192.168.12.1 255.255.255.0 

 ip nat inside 

! 

interface FastEthernet1/0 

 ip address 200.168.12.1 255.255.255.0 

 ip nat outside 

! 

ip nat pool net200 200.168.12.200 200.168.12.200 netmask 255.255.255.0 

ip nat inside source list 1 pool net200  

access-list 1 permit 192.168.12.0 0.0.0.255 

 

NAT ̆ ץ ⌠ ̔ 

Router#show ip nat translations  

Pro Inside global      Inside local       Outside local      Outside global 

tcp 200.168.12.200
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 ip nat inside 
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 ip address negotiate 

 dialer pool 2 

 dialer idle-timeout 1200 

 dialer-group 1 

 bandwidth 1000  

! 

! NAT ̆ ҹ NAT ҩ outside ̆ outside ҹ FastEthernet 1/0

202.101.98.11 Ȃ outside ҹ dialer 1 PPPoE ₮ ̆ᶏ dialer

҉ Ȃ 

ip nat pool nbr_setup_build_pool prefix-length 24 

 11(1.02.10)11(1.934)11(1)80(1)] TJ

ET

 EMC  /P 34/MCID 28>> BDC BT

1220191 
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ⅎ Ї ‟ҐЇDHCP ꜙ ᴰḦ └ ₴

ɼ 

 

DHCP Ⱶ № DHCPREQUEST ̆ ҹԅ ῒ

DHCPOFFER DHCP Ⱶ Ӟ ⌠ ̆ OFFER̂

№ ̃ IP Ȃ 

DHCP DHCPOFFER Ḥ Ҭ ̆ ᴪ

Ⱶ DHCPDECLINE Ḥ № Ḥ Ȃ 

Ҭ̆ DHCP DHCPOFFER Ḥ ̆DHCP Ⱶ ᴪ

DHCPNAK DHCP Ȃ 

Ҭ̆ RGOS ᴆ DHCP Ⱶ ̆ ץ Ҋץ ̔ 

 ᵞ ῀ Ȃѿ № ῀ ̆ ꜚ

№ ᵞȂ 

 ᴋⱵ̆ ᵞ Ȃ ꜚ № ̆ ԅ ̆

ԍ Ғҙ ֲ ̆ ᵞԅ Ȃ 

 Ҭ Ȃ ₃ҩ ̆ ᴋᵥ ꜚ̆ ḱ

DHCP Ⱶ Ȃ 

17.1.2 DHCP  ׃

DHCP ץ ꜚ ׆ DHCP Ⱶ ̆ ⌠ IP ץ ῒ Ȃ

RGOS ᴆ ╠ ץ DHCP ȂRGOS ᴆ DHCP

ץ Ҋ ̔ 

 ᵞԅ Ȃ 

 ᵞԅ Ȃ 

 ץ Ҭ IP № Ȃ 

17.2 DHCP ᴋⱵ↓  

DHCP̆ Ҋ ᴋⱵ↓ ̆ῒҬ╠҈ҩ ᴋⱵ Ȃ 

 DHCP Ⱶ ̂ ̃ 

 DHCP ̂ ̃ 

 DHCP ̂ ̃ 

 ̂ ̃  

 Ping  ̂ ̃ 

 Ping  ̂ ̃ 

 ץ DHCP ̂ ̃ 
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17.2.1 DHCP Ⱶ  

RGOS ╠ ’Ҋ̆DHCP Ⱶ Ȃ DHCP Ⱶ ̆ῃ

Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#service dhcp DHCP Ⱶ Ȃ 

Router(config)#no service dhcp ῏ DHCP Ⱶ Ȃ 

17.2.2 DHCP  

≢ ̆DHCP Ⱶ ᴪ Ҭ ӈ №

DHCP Ȃ ̆ ᵰ Ḡ ѿ֓ Ҍ № ̆ № Ⱶ

ԅ̆ᵰ ӈ ֓ Ҍᾛ № Ȃ 

֓ Ҍ № ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#ip dhcp excluded-address  

low-ip-address [ high-ip-address ] 
ӈ IP ̆ ֓ DHCP

Ҍᴪ№  

Router(config)#no ip dhcp 

excluded-address  low-ip-address 
[ high-ip-address ] 

 

DHCP Ⱶ ѿ̆ҩ ӟ № ῃ Ҍᾛ DHCP № ̆

ץ ңҩ ̔1̃Ҍᴪ
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 ̂ ̃ 

 ̂ ̃ 

 Ⱶ ̂ ̃ 

 NetBIOS WINS Ⱶ ̂ ̃ 

 NetBIOS ̂ ̃ 

 

17.2.3.1 ῀ῒ  

῀ ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#ip dhcp pool 

dhcp-pool 
῀  

ҹľRouter(dhcp-config)#ĿȂ 

17.2.3.2  

ῒ ҹ̆
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̆ Ҭ Ҋץ  ̔פ

ᵬ פ  
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Ⱶ NetBIOS ̕3̃Mixed̆ ̆ᾢ

̆ ҍ WINS Ⱶ ̕4̃Hybrid̆ ̆ ᾢ

WINS Ⱶ NetBIOS ̆ ⌠ ̆

NetBIOS Ȃ 

’Ҋ̆ ᵬ ҹ Ȃ WINS

Ⱶ ̆ ҹ ̕ ԅ WINS Ⱶ ̆ ҹ Ȃ 

DHCP NetBIOS ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(dhcp-config)#netbios-node-type type NetBIOS  

 

17.2.4  

IP MAC ῏ Ȃ ң ̔1̃

̆ DHCP Ⱶ Ҭ̆ ӈ IP MAC

̆ ῒ ѿҩ ̕2̃ꜚ ̆DHCP Ⱶ ⌠ DHCP

̆ꜚ ׆ Ҭ№ IP ̆ IP MAC Ȃ 

ӈ ̆ ᾢ ӈҺ ̆ ӈ DHCP IP

ᴆ Ȃ ᴆ MAC Ȃ ̆ ѿ

ӈ ̆ Ҍ ӈ MAC ̆ ԅ ׃ MAC Ȃ

῏ԍ ׃ ̆ RFC 1700 Ҭ῏ԍľAddress Resolution Protocol 

ParametersĿ №ῤ Ȃץ ҹľ01ĿȂ 

̆ Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config)#ip dhcp pool name ӈ ̆ ῀ DHCP

 

ԋ  Router(dhcp-config)#host address ӈ IP  

҈  Router(dhcp-config)#hardware-addres

s hardware-address type 

Router(dhcp-config)#client-identifi

er unique-identifier 

ӈ ᴆ ̆

aabb.bbbb.bb88 

ӈ ̆

01aa.bbbb.bbbb.88  

 Router(dhcp-config)#client-name name ̂ ̃ ‰ ASCII

ӈ ̆ Ҍ

Ȃ ӈ mary Һ

̆Ҍ ӈ mary.rg.com 
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17.2.5 Ping  

’̆ DHCP Ⱶ ׆ Ҭ№ ѿҩ IP ̆ᴪ ң

Ping ѿ)פ ѿҩ )Ȃ Ping ̆DHCP Ⱶ ҹ ҹ

̆ № DHCP ̕ Ping ̆DHCP Ⱶ ҹ

ᶏ ̆ № ѿҩ DHCP ̆ ⌠№ ⱳȂ 

Ping ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#ip 

dhcp ping packets 

number 

DHCP Ⱶ №

ӊ╠ Ping

̆ ҹ 0↕Ҍ

Ping ᵬȂ 

17.2.6 Ping  

’Ҋ̆DHCP Ⱶ Ping ᵬ 500 ̆ ҹ IP

Һ Ȃᵰ ץ Ping ̆ Ⱶ Ping Ȃ 

Ping ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#ip dhcp ping timeout 

milliseconds 
DHCP Ⱶ Ping Ȃ 

ץ 17.2.7 DHCP  

RGOS ᴆ ץ DHCP ꜚ № IP Ȃ ץ

DHCP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config-if)#ip address dhcp DHCP ⌠ IP  

 

17.3 DHCP Ⱶ  

DHCP Ⱶ ҈ פ 1̔̃ ̆פ ץ DHCP ȁ

‖ ȁ Ⱶ Ḥ ̕2̃ ̂debug̃ ̆פ ₮ Ḥ ̆Һ

ԍ ̕3̃ ̆פ DHCP ῏Ḥ Ȃ 

RGOS ᶫԅ҈ ̆פ ῏ Ḥ ᵬ̆ פ Ҭ Ҋץ

 ̔פ
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ᵬ פ  

Router#clear ip dhcp binding { address | *} DHCP Ḥ  

Router#clear ip dhcp conflict { address | *} DHCP ‖ Ḥ  

Router#clear ip dhcp server statistics  DHCP Ⱶ  

 

DHCP Ⱶ ̆ פ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router#debug ip dhcp server {events |  

packet} 

DHCP Ⱶ  

 

DHCP Ⱶ ᵬ ̆ פ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router#show ip dhcp binding [address] DHCP Ḥ  

Router#show ip dhcp conflict   DHCP ‖ Ḥ  

Router#show ip dhcp server statistics DHCP Ⱶ Ḥ  

 

17.4 DHCP  

DHCP ң 1̃̔פ ̂debug̃ ̆פ ₮ Ḥ ̆

Һ ԍ ̕2̃ ̆פ DHCP ῏Ḥ Ȃ 

DHCP ̆ פ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router#debug ip dhcp client  DHCP  

 

DHCP Ḥ ̆ פ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router#show dhcp lease DHCP Ḥ  

 

 

17.5 DHCP ᶛ 



№ IP ȁNATҍ Ⱶ                                ҂  DHCP  

145 ῍472                             http://www.ruijie.com.cn 

ᶫԅ 3ҩ ᶛ ̔ 

 ᶛ  

 ᶛ  

 DHCP ᶛ  

17.5.1 ᶛ  

Ҋץ Ҭ̆ ӈԅѿҩ net172̆ ҹ 172.16.1.0/24̆

῏ҹ 172.16.16.254̆ ҹ rg.com̆ Ⱶ ҹ 172.16.1.253 W̆INS Ⱶ ҹ

172.16.1.252̆NetBIOS ҹ ̆ ҹ 30 Ȃ Ҭ ԅ

172.16.1.2~172.16.1.100 ̆ῒᵩ ҹ № Ȃ 

ip dhcp excluded-address 172.16.1.2 
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ῇ  IP Ⱶ  

18.1 IP Ⱶ ᴋⱵ↓  

IP Ⱶ ̆ Ҋץ ᴋⱵ̆ץҊᴋⱵ ᴋⱵ̆ᵰ ץ

̔ 

 IP  

18.2 IP  

IP ᶫԅ Ⱶ └ IP ̆ICMP ᶫԅ ֓ ⱵȂ

ᴋᵥ ̆ ῀ Ⱶ ICMP Һ ῒ Ȃ

ICMP ӈ̆ RFC 792Ȃ 
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ᵬ פ  

Router(config-if)# ip redirects ICMP ̆  

Router(config-if)# no ip redirects ῏ ICMP  

18.2.3 ICMP  

ԑ ҉ ҩ ̆ҹԅ Ḥ ̆  

ץ ICMP ̆ ⌠ ICMP ᴪ

ȂRGOS ᴆ ץ ICMP ̆ ’Ҋ Ȃ 

ICMP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config-if)# ip mask-reply  

Router(config-if)# no ip mask-reply ῏  

18.2.4 IP MTU 

MTÛ ᴰ ᾝ̃ṿ̆ ԍ MTU

׆ ₮ № ̆ ↕ Ȃ 

RGOS ᾛ MTU ṿ̆ ғ MTU ᴪ IP MTU ̆IP MTU

ᴪ ꜚҍ MTU Ḡ ѿ Ȃᵖ ӊҌ ̆ ԅ IP MTU ṿ̆ MTU Ҍᴪ

Ȃ 

ѿҩ ҉ ̆ MTU ṿ Ḡ ѿ Ȃ 

IP MTU 

ᵬפ
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Router(config)# no ip source-route ῏ IP  

 



№ IP ȁNAT
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router#show ip route 

 

Codes:  C - connected, S - static, R - RIP, D - EIGRP, 

EX - EIGRP external, O- OSPF, IA - OSPF inter area 

E1 - OSPF external type 1, E2 - OSPF external type 2,  

* - candidate default 

 

 

Gateway of last resort is 10.5.5.5 to network 0.0.0.0 

  

C    172.16.11.0 is directly connected,  FastEthernet 1/0 

O  E2 172.22.0.0/16 [110/20] via 10.3.3.3, 01:03:01, FastEthernet 1/0 

S*  0.0.0.0/0 [1/0] via 10.5.5.5 

     

Ώ Һ̆ ҹԅ Ḃ ȂľGateway of 

last resortĿ ץ̆ Ȃ 

ѿ ѿ ѿ ̆ №ҹ Ȃ׆ ⌠ ̆ ҩ

ӈ Ҋ ̔ 

̔ ҩ ѿҩ ̆ Ȃ ľCĿף

̆ľ
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̆ ΐᵣȁ ῀

ᵥ ̆ Ȃ 

20.3 ῤ ῏  

IP №ҹң ̔ῤ ῏ (IGPs,Interior Gateway Protocols)

῏ (EGPs,Exterior Gateway Protocols)Ȃ 

 

 Е 

ӎ ṢЇ ЃroutersЄ ҿ ῗ(gateways)Ї װ ῗ

ᵲҿ ҅ ⅎɼ Ї Ҏ ԝ Ҳ ӎЇ

ῗ 7 ӎɼ ЇҒ

ῗ Ї ԝ (Open System Interconnection) ҲЇ

ᵲ Ҏ ɼ 

 

20.3.1 ῤ ῏  

ῤ ῏ ѿҩ Ҭ̆ Ḥ ֜ Ȃ

IGPs ӈῒ῏ ѿ̆ҩ ֓ Ҭᶶ ῒ

̆ ֓ ᴰ Ḥ ȂRGOS ᴆ

╠ Ҋץ IGPs̔ 

 RIP 1 2̕ 

RGOS Ҭ  IGPs Ȃ 

20.3.2 ῏  

῏ ԍҌ ӊ ̆ Ḥ ֜ ȂEGP

╠ ⌠ ᶏ ҹ Border Gateway Protocol(BGP) ȂRGOS

Ҭ BGP Ȃ 

20.4  

ѿ ץ ̆ ҍ Ҍ Ȃ

ѿҩ RIP̆ ѿҩ ospf̆ ғңҩ ӊ ֜

Ḥ Ȃ 

ᵖ Ҍ ԑ ᵬ̆ ҩ ῒ ̆

Ḥ Ȃ RIP Ḥ ̆
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ospf Ḥ Ȃ ץ Ҍ ֜ Ḥ ̆

└Ȃ 

RGOS Ҭ, RIP ѿҩȂ 

20.5 ̓͂ ԍ №ῤ  

№ῤ №ҹ҈ҩ ̔1)IP ;  2̃RIP ̕ 3)IP

ľ ῏Ŀ ȂῒҬ ҈ ľ ῏Ŀ ҹ

῍ ̆ ΐᵣ Ȃ 
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ԋ ѿ  RIP  

21.1 RIP  ׃

RIP (Routing Information Protocol) ѿ ̆ ץ ׃

Ҭ ⌠ԅ ѿ ȂRIP ̆ ѿ

ȂRIP RFC 1058 Ҭ ӈȂ 

RIP ᶏ UDP ֜ Ḥ ̆UDP ҹ 520Ȃ ’Ҋ RIPv1 ҹ

̕ RIPv2 ҹ ̆ ҹ 224.0.0.9ȂRIP 30 

ѿ Ȃ 180 ⌠ ↕

Ḥ ҹҌ ̆ 240 ῤׅ ⌠ ֓

׆ Ҭ− Ȃ 

RIP ᶏ ⌠ ̆ ҹ Ȃ RIP Ҭ̆ ⌠ҍ

ҹ 0̕ ѿҩ ҹ 1 ̆ ῒᵩᶭ ̕

Ҍ ҹ 16Ȃ 

RIP ̆ ׆ץ ⌠ Ӟ̆ ץ ֟ Ȃ

Ҋץ ᴆӊѿ̆RGOS ᴆ ᴪ֟ ̆ ̔ 

 ԅ ip  default-network̕ 

 ῒ ⌠ ῀⌠ RIP ҬȂ 

RIP ̆ ҍ RIP ῏ ̆

Ҍᴪ ᴋᵥ ȂRIP RIPv1 RIPv2 ңҩ ,RIPv2 

ȁMD5 Ȃ 

ҹԅ ̆RIP ԅץҊ ̔ 

 №◓̂Split Horizoñ ̕ 

 ̂Poison Reversẽ̕ 

 ̂Holddown timẽȂ 

RIP ῒ ѿ֓ ̆ №ȇIP ľ ῏Ŀ Ȉ Ȃ 

21.2 RIP ᴋⱵ↓  

RIP̆ Ҋץ ᴋⱵ ȂῒҬ╠ ңҩᴋⱵ ̆

ῒ ᴋⱵ Ȃ ᴋⱵ ᵰΐᵣ ’‗ Ȃ 

 ⇔ RIP ̂ ̃ 

 RIP ̂ ̃ 
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 №◓ ̂ ̃ 

 RIP ӈ̂ ̃ 

 ῏ ꜚ ̂ ̃ 

 RIP ̂ ̃ 

 RIP ̂ ̃ 

῏ԍץҊҺ ̆ ȇIP ľ ῏Ŀ Ȉ Ȃ 

 RIP Ḥ  

 VLSMs, ̂ RIPv2̃ 

21.2.1 ⇔ RIP  

RIP ̆ ᾢ ⇔ RIP ̆ ӈҍ RIP

῏ Ȃ 

⇔ RIP ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config)#router rip ⇔ RIP  

ԋ  Router(config-router)#network 

network-number 
ӈ῏  

 

 Е 

Network ת ӎ ῗ ҩ Е1ЄRIP ῗ

Ḫ Ж2ЄRIP ῗ Ḫ ɼ 

 

21.2.2 RIP  

RIP ҹ ̆ RIP Ḥ ᴰ ̆↕

Ḃץ̆ RIP ≠ Ḥ Ȃ 

RIP ̆ RIP Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(conf-router)#neighbor ip-address RIP  

פ ᶏ ̆ᵰ ץ └ ֓ ᾛ RIP ̆ └

ѿҩ ̆ Ҭ

passive-interface Ȃ῏ԍפ Ḥ └ ῏ ̆ ȇIP ľ

῏Ŀ ȈҬ ľ Ŀ Ȃ 
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Router(config-if)#ip rip receive version 2 RIPv2  

Router(config-if)#ip rip receive version 1 2 RIPv1
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21.2.7 RIP  

RIP ᶫԅ ⱳ ̆ᵰ ץ ΐᵣ ’ ̆ᶏ RIP

Ȃ ץ Ҋץ ̔ 

ץ̔ ̆ ӈԅ ̕ 

ץ̔ ̆ ӈԅ Ҭ ҹ ̕ 

ץ̔ ̆ ̆ ₮ ̕ 

҉ץ ̆ ᴪⱴ ץ Ȃ RIP

̆ RIP Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config-router)#timers basci update 
invalid  flush  

RIP  

’Ҋ̆ ҹ 30 ̆ ҹ 180 ̆ ҹ 240 Ȃ 

 

 Е 

҅ ҏ ЇRIP ẅ҅ ҅ ɼ 

 

21.2.8 RIP  

’Ҋ̆RIP ᴪ ̆ ̆RIP

ᴪҡ Ȃ∞ ̆ ∞ IP ҍ IP

ῤȂ IP ̆ Ҍᴪ Ȃ 

̆ RIP Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config-router)#no validate-update-source ῏  

Router(config-router)#validate-update-source ꜚ  

 

21.3 RIP ᶛ 

ᶫԅ 2ҩ RIP ᶛ̔ 

 RIP №◓ ᶛ  

 RIP ᶛ  



№ IP ȁNATҍ Ⱶ
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 version 2 

 network 192.168.12.0 

 network 192.168.123.0 

B : 

! ץ  

interface FastEthernet0/0 

 ip address 172.16.20.1 255.255.255.0 

 

!  

interface FastEthernet 1/0 

 ip address 192.168.123.2 255.255.255.0 

 

! RIP  

router rip 

 version 2 

 network 172.16.0.0 

 network 192.168.123.0 

 no auto-summary 

 

C  

! ץ  

interface FastEthernet0/0 

 ip address 172.16.30.1 255.255.255.0 

 

!  

interface FastEthernet 1/0 

 ip address 192.168.123.3 255.255.255.0 

 

! RIP  

router rip 

 version 2 

 network 172.16.0.0 

 network 192.168.123.0 

 no auto-summary 

 

D  

! ץ  

interface FastEthernet0/0 

 ip address 192.168.12.4 255.255.255.0 

 ip address 192.168.13.4 255.255.255.0 secondary 

 no ip split-horizon 

 

˻ RIP  

router rip 

 version 2 

 network 192.168.12.0 

 network 192.168.13.0 

E  

! ץ
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 network 192.168.13.0 

21.3.2 RIP ᶛ  

  

ң
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  key-string keya 

  accept-lifetime infinite 

send-lifetime 00:00:00 Dec 4 2000 00:00:00 Dec 5 2000  

 key 2 

  key-string keyb 

  accept-lifetime infinite 

send-lifetime 00:00:00 Dec 4 2000 infinite 

 

! ץ  

interface FastEthernet0/0 

 ip address 192.168.12.2 255.255.255.0 

 ip rip authentication mode md5 

 ip rip authentication key-chain ripkey 

 

! RIP  

router rip 

 version 2 

 network 192.168.12.0 

21.3.3 RIP ᶛ  

  

҈ ῃ ҉̆ ғῃ RIP Ȃ IP №

2-3Ȃ 

 

2-3 RIP ᶛ  

RIP ̆ Ҋץ ̔1̃Router A ץ ⌠ Router C

̕2̃Router C Ҍ⌠ Router A Ȃ 

 ΐᵣ  

ҹԅ ҉ץ ̆ A RIP Ȃ 

A ̔ 

 

! ץ  

interface FastEthernet0/0 

 ip address 192.168.12.1 255.255.255.0 
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!  

interface Loopback0 

 ip address 192.168.10.1 255.255.255.0 

 

! RIP  

router rip 

 version 2 

 network 192.168.12.0 

 network 192.168.10.0 

 passive-interface FastEthernet0/0 

 neighbor 192.168.12.2 

  

B : 

! ץ  

interface FastEthernet0/0 

 ip address 192.168.12.2 255.255.255.0 

 

!  

interface Loopback0 

 ip address 192.168.20.1 255.255.255.0 

 

! RIP  

router rip 

 version 2 

 network 192.168.12.0 

 network 192.168.20.0 

 

C  

! ץ  

interface FastEthernet0/0 

 ip address 192.168.12.3 255.255.255.0 

 

!  

interface Loopback0 

 ip address 192.168.30.1 255.255.255.0 

 

! RIP  

router rip 

 version 2 

 network 192.168.12.0 

 network 192.168.30.0 



№ IP ȁNATҍ Ⱶ                                ԋ ѿ  RIP  

163 ῍472                             http://www.ruijie.com.cn 
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ԋ ԋ  IP ľ ῏Ŀ  

ԅ ᵥ IP ľ ῏Ŀ ̆῏ԍ № פ

ȇRGOS IP פ Ȉ ľIP ļ ῏Ľ  Ŀפ

Ȃ 

22.1 IP ľ ῏Ŀ ᴋⱵ↓  

╠ ԅ ᵥ ҩ ̆ IP ľ

῏Ŀ ̆ Ҋץ ᴋⱵ↓ ̔ 

  

  

  

 №  

  

  

  

22.2  

RIPv2 ץ ̂VLSM̃Ȃ VLSM̆ ץ ѿ

҉ Ҍ № ̆ ғ ҩ ץ ȂVLSM

ᴪ ̆ᵖ Ӟ ᵥ№ IP ҉̆

ⱴԅ Ȃ 

῏ԍ VLSM Ḥ ץ ᵥ№ ̆ RFC 1219Ȃ 

 

 Е 

ᶕ VLSMЇ ҿ
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̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#ip route network mask {ip-address 
| interface-type interface-number } [distance] 
[tag tag] [permanent] 

 

Router(config)#no ip route network mask −  

ᶛ ̆ ľꜚ ᶛ Ŀ Ȃ 

− ꜚᵬ̆RGOS



№
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ѿҩ ↕ Ҭ̆ ץ 1ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ӈ ↕ ᴆ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Route(config-route-map)#match interface     

interface-type interface-number 
Ҋѿ  

Route(config-route-map)#match ip address    

access-list-number 
↓ Ҭ  

Route(config-route-map)#match ip next-hop   

access-list-number 
↓ Ҭ Ҋѿ  

Route(config-route-map)#match ip 

route-source access-list-number 
↓ Ҭ  

Route(config-route-map)#

match

 metric 

metric 
ṿ 

Route(config-route-map)#

match

 tag tag ṿ 

 

ӈ ᵬ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config-route-map)#set metric  
metric 

№ ṿ 

Router(config-route-map)#set tag  tag № ṿ 

 

ѿҩ׆ № ⌠ ѿҩ ̆ ғ └ № ̆

Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config-router)#redistribute protocol 
[metric metric] [route-map route-map-name] 

№  

ԋ  Router(config-router)#default-metric metric №

ṿ

̂RIP̃ 

№ ̆ ѿҩ ѿ ̆

ҹҌ ῃҌ Ȃᵖ № ̆

ѿҩ ̆ ↕ № Ȃ 

 

 Е 

ⅎ Ї ᶕ ɼ 
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22.6  

₮ └̆ᶏ ⌠ ȁ ̆

Ḥᴋ ȁ Ȃ Ӱ̆ ᴪ

̆ ≢ Ḥ ҙⱵ ̆ №

Ȃ ̆ Ҋץ ᴋⱵ̆ῒҬ ѿҩᴋⱵ ̆ῒ

ᴋⱵ Ȃ 

 ̂ ̃ 

 └ ̂ ̃ 

 └ ̂ ̃ 

 Ḥ ̂ ̃ 

22.6.1  

ҹԅ ҉ ꜚ ⌠ ̆ᵰ ץ ̆Ҍᾛ

׆ ₮ Ȃ ׆ ₮ ̆

Ҍ⌠ Ḥ ԅ̆ ץ IGP

҉Ȃ 

RIP ԅ ̆Ҍ ̆ᵖ ץ

̆ ғ RIP ץ ӈ Ȃ 

ᵬ פ   

ѿ  Router(config-router)#passive-interface 

interface-type interface-number 
└

 

ԋ  Router(config-router)#neighbor 

ip-address 
ӈ ̆

RIP Ȃ

RIPȂ 

 

 Е 

ᵯ ҅үԝ Ї ҅үԝ ᵲ҅ү Ї

∑ ᵯ ɼ үԝ ᵯ ɼ 

 

22.6.2 └  

ҹԅ ῒ ꜚ ⌠ 1 Ḥ ᵰ̆ ץ ̆

└̆ └ Ȃ 

└ ̆ Ҭ Ҋץ  :פ
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ᵬ פ  

Router(config-router)#distribute-list  

{access-list-number| prefix 
prefix-list-name} out [interface | 
protocol] 

↓ ↕ ᾛ̆

֓ ₮ Ȃ 
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distance [ip-address mask} 

 

 Е 

distance Їת ת ∆ Ї ╦

ת └ distance ת ɼ 

  

22.7  

ѿ ԍ ⱴ └Ȃ ԅ

̆ ‗ ᵥ ̆ ‗

ԅѿҩ Ҋѿ Ȃ 

̆ ᶏ ̆ ғ ⇔ Ȃѿҩ

̆ ҩ ӈԅ 1ҩ ҩ ↕ ᵬȂѿҩ

̆ ⌠ ̆Ҍ ᴋᵥ

̆ Ҭ ҩ

Ҭ ӈ ᵬ Ȃ 

Ҋץ ↓₮ԅ ᴋⱵ↓ ̆ ᴋⱵ№ҹ ҩ № 1̔̃ ӈ

№ ̆ѿҩ ץ ̆ ↓̆ ԅ

╠ ̆ ₮ ̕2̃ ӈ ҩ ↕ ᴆ̕3̃

ӈ ↕ ̆ ᵬ̕4̃ Ҭ Ȃ 

ӈ № ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router(config)#route-map 

route-map-name [permit | deny] sequence 
ӈ  

Router(config)#no route-map 

route-map-name {[permit | deny] 
sequence} 

−  

 

ӈ ↕̆ ↕ ̆ ↕̆

↕ ↕Ȃ ӈ ↕̆ Ҭ Ҋץ

 ̔פ

ᵬ פ  

Route(config-route-map)#match ip address    

access-list-number 
↓ Ҭ  

Route(config-route-map)#match length 

min-length max-
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5 Critical 

6 Internet 

7 Network 

 

⌠ ̆ Ҭ Ҋץ  ̔פ

ᵬ פ
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̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ   

ѿ

 

Router(config)#key chain key-chain-name ӈ ̆ ῀

 

ԋ

 

Router(config-keychain)#key key-id ӈ ̆ ῀

 

҈

 

Router(config-keychain-key)#key-string 

key-string 
ӈ ῤ  

 

Router(config-keychain-key)#accept-lifetime 

start-time {infinite | end-time | duration 
seconds} 

ӈ

 

ԓ

 

Router(config-keychain-key)#send-lifetime 

start-time {infinite | end-time | duration 
seconds} 

ӈ

 

 

 Е 

RGOS ᴌᾡ Ғ Їᵜ Ὺ ҅ ɼ ֙ ᴌ

Ғᾡ Ї ғῚ ԝ

ɼ 

 

22.9 IP  

ᵰ −ץ ѿ֓ ‖ȁ ȁ ῃ ῤ ̆Ӟ ץ Ȃ

IP ῤ ңҩ ̔1̃ IP ̕2̃

Ȃ 

22.9.1 IP  

ꜚ ̆p ᵰ Ҭ ̆

ѿ֓ ꜚᵬ ᵣ ̆

┘ץ Ȃ 

̆ פ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router#clear ip route {network [mask] | *}  
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IP ҅ Ї ҿ ꜠ᵲ ᴰ ҹ Ҳ ɼ

ⅎ └ Ї Ғ Ὴ ɼ 

 

22.9.2  

ᵰ ץ IP ȁ ‖ȁ ῤ ̆ ֓Ḥ

№ ꜛȂ ⌠ ̆ᵰ ץ

Ȃ 

̆ פ Ҭ Ҋץ  ̔פ

ᵬ פ  

Router#show ip route [network [mask ]] IP ╠  

Router#show key chain key-chain-name Ḥ  

Router#show route-map route-map-name Ḥ  

 

22.10 ᶛ 

ᶫԅץҊ ᶛ ̆ ԅ ᵥ IP ľ ῏Ŀ ѿ֓ Ȃ 

 ̂VLSM̃ ᶛ  

 ꜚ ᶛ  

 ᶛ  

 ꜚ ᶛ  

 № ᶛ  

 ṿ  
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ץ ҹ 30ᵝ̆ 2ᵝ Һ ԅ̆ ҹץ

130.100.100.0/30Ȃ ץ 127 Һ ̆Һ ᵝ 7ᵝ̆ ҹץ

130.100.100.128/25Ȃ 

interface FastEthernet0/0 

 ip address 130.100.100.129 255.255.255.128 

  

! 

interface FastEthernet 1/0 

 ip address 130.100.100.1 255.255.255.252
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 network 172.16.0.0 

 neighbor 172.16.100.1 

 

22.10.4 № ᶛ  

  

ѿ ̆ RIP ҍῒ ֜ Ḥ ̆ 3 ̆

ᾛ RIP № 172.16.1.0/24ȁ192.168.1.0/24 ң Ȃ 

 

 ΐᵣ  

Ӟ Ҭ ᶛ ̆ № ↓ Ȃ

Ҋץ Ҭ № ṿ̆ ҹ № ҹ

R̆IP ᴪ ꜚ№ ṿȂRIP Ҭ ҍ῏ ꜚ ̆ ҹ

↓ Ҭᾛ 172.16.1.0/24 ̆RIP ̆ ᾢ

̆ ғ Ҍ  172.16.0.0/16 Ȃ 

ip route 172.16.1.0 255.255.255.0 172.200.1.2 

ip route 192.168.1.0 255.255.255.0 172.200.1.2 

ip route 192.168.2.0 255.255.255.0 172.200.1.4 

! 

router rip 

 version 2 

 redistribute static 

 network 192.168.34.0 

 distribute-list 10 out static 

 no auto-summary 

! 

access-list 10 permit 192.168.1.0 

access-list 10 permit 172.16.1.0 

 

 

22.10.5 ṿ
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ripkey ᶛ Ҋ̔ 

interface FastEthernet 1/0 

 ip address 200.168.23.3 255.255.255.0 

 ip rip authentication mode md5 

 ip rip authentication key-chain ripkey 

! 

router rip 

 network 200.168.23.0 

! 

҉ץ RIP ץ Ҍ ῤ Ҍ RIP

Ȃ
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ѿ  PPPOE ................................................................................................................................ 0 

1.1 PPPOE  0 ................................................................................................................................׃

1.2 PPPOE ᴋⱵ........................................................................................................................ 0 

ץ 1.2.1  ..................................................................................................................... 0 

1.2.2  ..................................................................................................................... 1 

1.2.3 ῃ  ......................................................................................................... 2 

1.3 PPPOE................................................................................................................................ 2 

1.4 PPPOE ᶛ........................................................................................................................ 3 
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 ( ꜚ ⱳ

, ꜚ ⌠ pppoe Ⱶ ) 

 

 

 Е 

dail-on-demand no-ddr ҅ Їdail-on-demand PPPOE

ꜗ Ї PPPoE Їᴰ╓ PPPoE ЇӀ

, ꜗ ɼ 

no-ddr ԋ pppoe ꜠ ꜗ , ꜠ └ pppoe ꜙ . 

    

23.2.2  

PPPOE PPP ҉ ̆ ҉ PPPOE

῏ Ȃ 

̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config)#
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ῇ №  
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 dialer idle- 
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ԋ  ῃ  

24.1 ῃ ῤ  ׃

№ Һ ᵥ ↓ RGOS ῃ ȂRGOS ᶫ

ῃ ץ Ҋ ȁ ҡ ̆ ֓ ֲ

₯̆Ӟ ᵬ Ȃ 

№ῤ Ҋ₃ҩҺץҹ№ץ ̔ 

 ᴍ  

 ῃ Ⱶ  

  

 ῒז ῃ  

24.1.1 ᴍ ȁ  

Һ ׃ ᵥ RGOS ᴍ ̂AAÃȂAAA

Authentication,Authorization,Accounting ̆ ѿ ᵣ ̆ ᶫ

ѿ ȁԑ 3ҩ ῃⱳ ̆ ╠ NBR ֽ ᶫ ⱳ ̔ 

 ᴍ ̔ ᶫԅ ≢ ̆ ȁפ ᴍ ≢ Ȃ

ᴍ ᾛ ╠ץ ῒ ≢ Ȃ ץ ӈѿ

ҩAAA ᴍ ̆ ԍ ҩ ׆̆

ᴍ Ȃ 

 

  Е 

NBR ֥ AAA׃ ᶱ ꜗ ɼ ֥ Ї װ

῎ ָ ָ └ɼ 

 

 Е 

װ AAAӐ ᴓ ɼҒ Ї ᶕ RADIUS Ὴ ꜙ

Ї ᴓ Ї∑ AAAɼ 

 

҉ץ ׃ ̆ ῤ ΐᵣ ῏ №ῤ Ȃ 
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24.1.2 ῃ Ⱶ  

Һ ׃ ᵥ RADIUS ῃ Ȃ ’Ҋ̆AAA ᶏ ῃ

ῃⱳ Ȃ ԍ Ḥ ̆ ᵬҹ Ⱶ ̆

ҹᴧ ᶫ Ⱶ̆ ᶏ Ⱶ Ȃ

↓ RADIUS ῃ Ȃ 

 RADIUS̔ѿ № / Ⱶ ̆ AAA ̆ ץ

Ȃ RGOS Ҭ R̆ADIUS ԍ

҉̆ Ḥ Ҭ RADIUS Ⱶ ᴍ Ȃ 

҉ץ ׃ ̆ ῤ ΐᵣ ῏ №ῤ Ȃ 

 

24.1.3  

Һ ׃ ᵥᶏ └↓ ˿ ľ̆
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 
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 ̆ ̕ 

 ̆ Ҭᴰ  

ԅ ҉ ̆ ѿ Ḡ Ȃᶛ ̆ ҩ ҉

Һ ̆↕ Һ ҉ Ḡ ̆ ѿҩ

҉ Һ Ḡ ץ̆ ῃ ̆ ҹ ᶏ ῃ ⌠

̆ Ӟ Ȃ 

24.2.3.2 

 Tc25J

ET

 EMC  /P <</MCID 9>> BDC q

BT

/F1 116 Tf

1 0 0 1 156.02 739.42 Tm

[<138F11E48.3440133581350>-10
/F2B>-10
2430>-10
1F8AA2CB>-10
/437>-10
1 0 258C>-10
1045D-10
24C6279505E0>-10
1 00>-10
<0C98-10
<F1383638-10
<795>-10
14F414F7D-10
24C6>-10
124C002C8048F-10
<F10>-10
<9FA>-10
<0C9<F13D-10
2E64>-10
107F124C>-10
120C24C6>-10
8360C>] >-10
1048F-10
<4FE0 1 156.02 692.62 Tm

[<138F11E32.7ET

BT

/ 0 D437424C EMC 82A0B1C EMC 4CB0E00F2204BE92463TJ

E>11m
881EMC 045902C80D1A09A30C0m6D3T122942102FFA09A37F7BT
FA09A2D28B1D6TJ

ET

Q02C80D1A09A19DA4BED EMC  /P <</MCID 7>> BDC BT

/F2 10.126 Tf

1 0 0 1 261.05 692.62 Tm

[447CB40E32.7ET

BT
/P <</MCID 9>> BDC q

BT

/F1 1C BT

/F6 10.56 Tf

1 0 0 1 72.024 669.82 Tm

[(2)23(4)  
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24.2.3.7 Ḡ  

ῃ ԍ Ȃᶛ ̆ פ Ȃ ̆ ץ

̆ Ȃ 

24.2.3.8 ȁ ῃ  

ῃ ̆ῒҬ ҩ ῃ Ȃ 

҉ ᴋᵥḱ ᴪ ⌠ ῃ ̆ ῒ ⇔ ⱵȂ ȁ

⌠ ᵬ ḱ ῃ Ȃᴋᵥ ῃ

⇔ Ҍ ḱ Ȃ 

24.2.3.9 ԅ ῖ ⱳ  

ԅ ᵥ ⱳ ̆ ָӇ ҹ ҹ̆

ᵥᶏ ̆ ֓ ꜛԍ ῃ Ȃᶏ ᴆ ΐ῏

Ԋᴆ̆ ꜛԍ ῀᷅ ╠ץ  Ȃױז

̆ ῃ Ҍ ᴆ Ẋ ̆ Ẋ ᴆ ѿ

֓ ̆ ѿ֓ Ȃ 

24.2.3.10  Ḡ ῃ 

ῃ ᴆ ῃ Ȃ

ῃ └ Ȃ ̆ Ḡ ῃȂ 

24.3  RGOS ῃ ‗  

RGOS ᶫ ῃ ῃ ȂҊ ׃

ѿ֓ ῃ ץ RGOS ᶫ ֓ ῃ ‗ Ȃ 

24.3.1  

ֲ └ ̆ ȁ֜ Ⱶ

ז↕̆ ̔ ̆ ῏ Ḥ

Ȃ 

ѿ ’Ҋ̆ ᾛ ̆ Ҍᾛ ҉ ῒז

Ȃ 

̔ ̕ ҉

Һ Ȃ 

ҹԅ ̆ ץ Ҋѿҩץ ₃ҩ ῃ ̔ 

 ҉ פ Ȃ ֓
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 ҹԅ ⱴ ῃ̆ ץ / פ ̆ ҹץ ҩ /

פ № ≢̆  Ȃפ

  Е 

ᴓ ᴓ Ї∑ ԓ Ғ / ת Ї

ɼ 

24.3.2  

ֲ ῤ ז↕̆ ץ ̔ Һ ҉

ᴆ̕ Ҭ ̕ ₯ᶏ Ȃ 

ҹԅ ̆ ץ Ҋץ ῃ Ҭ ѿҩ ҩ  ̔

 ̔ RGOS ץ └↓ ҉

Ȃ ↓ ( IP ‰ ↓ ) ᾛ

̆ῒז ҡ Ȃ Ṝ̆ ץ ᾛ ֓Һ

῀ ̆Ӟ ץ ᾛ ῀ Ȃ ↓ ץ

ץ Ȃ 

 ᴍ ̔ ץ ӊ╠ ῒ ᴍ Ȃ

ῤ Ⱶ Һ ̆ ᾢ ῀ Ḥ ̆ Ȃ

ΐᵣ ῏ Ȃ 
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ԋ ԓ  AAA  

└ └ָӇֲ ץ Ⱶ ץ ױז ץ

֓ Ⱶ ѿ Ȃ ᴍ ȁ ̂AAÃ Ⱶ ҉

└ ѿ Һ ῃ └Ȃ 

25.1  AAA  

AAA Authentication Authorization and Accounting ̂ ̃

̆ ᶫԅѿҩ ҈ ῃⱳ ѿ ̆

NBR ᶏ RADIUS ῃ AAA ⱳ Ȃ 

NBR AAA ⱳ ץ ᶫץҊ Ⱶ̔ 

 ̔ ̆ ᶏ RADIUS
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25.1.1 AAA  

AAA ץ ҩ ̂ ̃ ҩ Ⱶ ꜚ ᴍ ȁ ץ Ȃ

⇔ ↓ ӈ ᴍ ȁ ȁ ̆ ֓ ↓ ԍ

Ⱶ Ȃ 

25.1.2 ↓  

ԍ ᴍ ᶏץ Ҍ ̆ ᶏ ↓ ӈѿҩᶏ

Ҍ ᴍ ╠ Ȃ ↓ ץ ӈѿҩ ҩ ԍ ᴍ

ῃ ̆ ץ Ḡ ѿҩ ̆ ԍ ᴍ Ȃ

RGOS ᶏ ↓ Ҭ↓₮ ѿҩ ᴍ̆ ̆↕

↓ Ҭ Ҋѿҩ Ȃ ҩ ѿ Ҋ ̆ ⌠ҍ↓₮ ᴍ

ⱳ Ḥ ↓ Ȃ ↓ ⱳ Ḥ̆

↕ ᴍ Ȃ 

 Е 

╦҅ ‟ҐЇRGOS ᴰ Ґ҅ ɼ ᴓ

ҲЇ ԋ Ї∑ ᴓ ЇҒῴ Ὶל ᴓ

ɼ 

 

                     

2-1 

2-1 ԅѿҩῖ AAA ̆ ң ῃ Ⱶ R̔1 R2 RADIUS

Ⱶ Ȃ ̆ ᵬҹ Ⱶ (NAS)Ȃ 
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Ẋ ӈԅѿҩ ↓ ̆ ҩ↓ Ҭ̆R1 ᾢ ᴍḤ

̆ R2̆ Ⱶ ҉ Ȃ ѿҩ PC

῀ ̆ Ⱶ ᾢ R1 ᴍ Ḥ Ẋ̆ ԅ

R1 ᴍ R̆1 Ⱶ ₮ѿҩ SUCCESS ̆ ‰

Ȃ R1 FAIL ̆↕ ̆ Ȃ R1

̆ Ⱶ ᵬ ERROR̆ R2 ᴍ Ḥ Ȃ ҩ ᴪ

ѿ ᵩҊ Ҭ Ҋ ̆ ⌠ ᴍ ȁ Ҭ Ȃ

ERROR̆↕ ̆ Ȃ 

 Е 

FAIL Ғ ԓ ERROR ɼFAIL Ғ ᴓ Ҳ

‼Їה ᴓ Ї ɼERROR∑ Ὴ

ꜙ ᴓ ᵲ Ї └҅ү ERROR ЇAAA ᴓ

∆ Ҳ ӎ Ґ҅ү ᴓ ᴓ ɼ 

 

25.2  AAA  

ᾢ‗ ῃ ‗ Ȃ ᵀ Ҭ ῃ

̆ Ȃ ῏ ῃ ᵀ

ῃ ‗ ԋ ľ ῃ ĿȂ ױ ̆ ’Ҋ̆ ᶏ

AAA Ḡ ῃȂ 

25.2.1 AAA  

ԅ AAA ᵬ ̆ AAA ԅȂ ҉ AAA

Ҋ̔ 

ѿ  AAĂᶏ ῃ פ aaa new-modelȂ 

ԋ  ‗ ᶏ ῃ Ⱶ ̆ ῃ ̆ RADIUSȂ 

҈  ӈ ᴍ ↓ ̆ᶏ aaa authentication פȂ 

 ̆ ↓ ԍ Ȃ 

 Е 

ҏЇ ᶕ ∆ Ї∑ᶕ

ᴓ ∆ ᴓ ɼ 

Ї Ғ‼ ҏᶕ ᴓ ∆ Ї∑

∆ ԓ ҏɼ 
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ԍ Ҭᶏ פ ̆ ῃ פ Ҭ ῏ Ȃ 

25.2.2 AAA
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 AAA ᴍ ̕ 

 AAA ᴍ ; 

’Ҋ̆ ᴍ AAA
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ꜙ ᴓ ᵲ Ї └҅ү ERROR ЇAAA ᴓ

∆ Ҳ ӎ Ґ҅ү ᴓ ᴓ ɼ 

 

25.3.3 AAA ᴍ  

AAA ᴍ ̆  ҊᴋⱵ̔ץ

 ᶏ aaa new-model ῃ פ AAAȂ 

 ᶏ ῃ Ⱶ ̆ ῃ ̆ RADIUSȂΐᵣ

ľ RADIUSĿȂ 

 ᶏ aaa authentication פ ӈ
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҈  Router(config)# interface 

interface-type interface-number 
῀ AAA

ᴍ

Virtual-template

Ȃ 

 

 

Router(config-if)# ppp authentication 

{chap|pap|chap pap|pap chap} 

[callin]{default | list-name}  

ᴍ ↓

ԍ

Virtual-
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aaa authentication ppp default local 

῏ Ҭ Ḥ ̆ Ҭ ῏ ῤ Ȃ 

25.3.5.2 ᶏ RADIUS PPP ᴍ  

RADIUS PPP ᴍ ̆ ῃ Ҋ Ҋץ  ̔פ

aaa authentication ppp default radius 

RADIUS ᴍ ̆╠ץ Ḡ ҍ RADIUS ῃ Ⱶ ӊ

ⱳ ԅ Ḥ̆ ῏ RADIUS Ⱶ Ḥ ̆ ľ RADIUSĿȂ 

25.3.6 AAA ᴍ  

RGNONS Ҋץ AAA ᴍ ̔ 

 ̂linẽ Ḡפ  

 ᴍ  

 CHAP PAP  

25.3.7 (line) Ḡפ  

RGOS ̂ TELNET̃ פ ̆ line Ḡפ ̆ line

Ҋ Ҋץ  ̔פ

ᵬ פ   

ѿ Router(config-line)# password password line  

ԋ Router(config-line)# login login  

RGOS פ № Ώ̆ Ȃᶛ ̆ פ Password Ҍ ԍ

password̆ ľmy passwordĿפ ᾛ Ȃ 

line פḠ ̆ line Ҋ Ҋץ  ̔פ

ᵬ פ  

Router(config-line)# no login login  

 

25.3.8 ᴍ  

RGOS ԍ ᴍ ̆Һ Ҋңץ ’Ҋᶏ ̔ 

 ᶫ AAA  

 ᶫ ѿ֓ ’Ҋ Ȃ ↓ ȁ פ ȁ

ꜚ ץפ Ҍᾛ ᶏ ӈ Ȃ 
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ᴍ ̆ ῃ Ҋ̆ ΐᵣ Ҋץ  ̔פ

ᵬ פ  

Router(config)# username name 
[nopassword | password password | 
password encryption-type encrypted 
password]  

Router(config)# username name 
[access-class number] 

ᶏ ⱴ פ ᴍ  

 

↓ ᴍ ̂

̃ 

Router(config)# username name 
[privilege level] 

ҹ ≢̂ ̃ 

Router(config)# username name 
[autocommand 
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Router(config-if)# encapsulation ppp PPP  

25.3.9.2 CHAP PAP ᴍ  

 פ

Router(config -ifTm

[(-)] TJ

ET

Q

q

668f36 715.78 46.922 19.68 re

W* n

BT

/F4 10.56 Tf

1 550 1 205052 745.66 Tm

20
150.3166 Tm

on  authenti etlat

-
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25.3.9.5 ⇔ Ὲ῍CHAP  פ

ԍ Ҍ ̆ Ҍ ⱴ῀ Ҭ ҹ̆ԅ CHAP ᴍ

̆ Ҭ ⱴ ⱴ῀ / פ Ȃ

’Ҋ̆ ץ ⇔ Ὲ῍ CHAP ףפ ⱴ / פ Ȃ 

Ὲ῍ CHAP ̆פ Ҋ Ҋץ  ̔פ

ᵬ פ  

Router(config-if)# ppp chap password 

secret 
⇔ Ὲ῍ CHAP  פ

25.3.10  ᴍ ᶛ 

25.3.11 RADIUS ᴍ ᶛ 

Ҋ ᶛ ᵥ ̆ᶏ RADIUS ᴍ Ȃ 

! AAA 

aaa new-model 

! ҹ radius_login ppp ᴍ ↓  

aaa authentication ppp radius_ppp radius local 

! 

enable secret 5 $1$ZJWP$BMjaZE.YOo0ekp9y12i7L/  

! 

interface FastEthernet0/0 
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ԋ Έ  RADIUS 

26.1  RADIUS  

RADIUS Ⱶ(Remote Authentication Dial-In User Service) 

̆ ѿ № / Ⱶ ҍ̆ AAA

ᴍ ̆ Ȃ RGOS Ҭ̆RADIUS 

Ⱶ ̂NAS̃҉̆ Ҭ RADIUS Ⱶ ₮ ᴍ ̆Ҭ

Ⱶ ԅ ᴍ Ⱶ ⱵḤ Ȃ 

ԍ RADIUS
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authentication פ ӈ ᴍ ↓ Ḥ ̆ ľ ᴍ ĿȂ 

 ҉ ӈ ᴍ ↓ ̆ ↕ᶏ ᴍ ↓

ᴍ Ȃ῏ԍ Ḥ ̆ ľ ᴍ ĿȂ 

ᴋⱵ҉ץ ̆ RADIUSȂ RADIUS Ҋ₃ҩץ №̔ 

 RADIUS  

 RADIUS ᴍ  

26.2.1 RADIUS  

Ⱶ ҉ RADIUS ̆╠ץ Ḡ RADIUS Ⱶ Ȃ

RADIUS ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config)# radius-server 

host {hostname | ip-address} 
[auth-port port-number] 
[acct-port port-number] 

RADIUS ῃ

Ⱶ IP Һ

̆

Ȃ 

ԋ  Router(config)# radius-server key  

string  
RADIUS

Ⱶ ῍֣

Ȃ 

҈ ̂  ̃ Router(config)# radius-server 

retransmit retries RADIUS ╠ץ

̂ ṿҹ 3 Ȃ̃ 

̂  ̃ Router(config)# radius-server 

timeout seconds 
ᴰ ץ

╠ ̂ ṿҹ

2 ̃Ȃ 

 

 Е 

ҹԅ RADIUS
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RADIUS̆ Ҋץ  ̔פ

ᵬ פ  

Router# debug radius RADIUS ῏̆ RADIUS

Ḥ Ȃ 

26.4 AAA+RADIUS  

RADIUS ᵬҹ AAA ѿҩ ⱳ ᶫ ῃ Ⱶ ̆ ↓ RGOS

AAA+RADIUS ᶫԅ ῃ ̆ Ῥ SAMIĬ ҹץ

ᶫѿ ῃ ‗ Ȃ 

ᵬҹ AAA RADIUS ѿҩ ׃ ̆ ױ ᶫѿҩ ӥ VPN

ᶛ ̆ ҹ AAA+RADIUS+SAMII ᵥ ѿҩ ῃ VPN

‗ Ȃ 

 

26.4.1  

ӥ ̆ ԅ ҉ ᶫ ᶏ Ȃ ῒҬ

ȁ ȁ ץ Ҭ ῃ ℮ ῃ ℮Ȃᵖ ̆

ᵟ Ҍ ֓ Ȃ 

Ҍ ̔ ֓ Ҍ ӥ Ⱶ ҉̆ Ữ

ᶫ Ⱶ ҉̆ ӥ ט ץ ̆ Ⱶ IP

∞ ׆̕ ₮ IP ̆ ץ

҉ ҉ ᶏץ Ȃ ᵟ ҉ IPҌ

IP ̆ Ⱶ ҹ ̆ Ȃ 

ҹ ̆ ױ ₮
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ᾢ̆╠ץ VPN Ⱶ ̂ ̃̆ VPN Ⱶ

№ ῤ IP ̆ Ἕץ ῤ ѿ ᶏ ӥ

Ȃ Ⱶ ₮ ₮ ̂NAT Ȃ̃ 

ῒҬ ᴍ Ⱶ Ὲױ SAM-II Ȃ 

26.4.2 ⱳ  

AAA+RADIUS+SAMIIҹ ᶫԅ Ҋⱳ ̔ 

 VPN ѿ  

ԍ ῃ ̆ VPN ѿ⌠ ᴍ Ⱶ ̆

Ὲױ SAM-II҉ ᴍ Ȃ ץ ̆ ⇔ VPN Ȃ 

 VPN  

ץ SAM-IIȁVPN Ⱶ ̂ ̃҉ Ḥ Ȃ 

 

26.4.3  

ҹԅ ⌠҉ ⱳ ̆ Ạ Ҋ ̔ 

҉ 

ᵬ פ   

ѿ  Router(config)# aaa new-model ῃ AAA Ⱶ 

ԋ  Router(config)# aaa authentication 

ppp vpn-auth radius 
↓ ̆ ᶏ

RADIUS Ȃ 

҈  Router(config)#radius-server host  

192.168.5.157  
RADIUS Ⱶ  

 Router(config)#radius-server key  

aaa 
῍֣ ̂ radius

ῒ ̃ 

ԓ  Router(config)#snmp community  

public  rw 
snmp̆ community

ұ̆ ҹ rŵ

Ώ̃ 

Έ  
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2̈ NAS community ұ ҹpubliĉҍ SNMPѿ ̃ 
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ԋ ҂  └↓  

27.1 └↓  

ᵬҹ RGOS ῃ ‗ ѿ №̆RGOS ᶏ └↓ ᶫ

ⱳ ȂRGOS ╠ Ҋץ ↓ ̔ 

 ‰IP └↓  

 IP └↓  

ץ ΐᵣ ’ Ҍ └↓ └Ȃ 

27.1.1 └↓  ׃

└↓ ̂access control lists̃̆Ӟ ҹ ↓ ̂access lists̃̆Ḛ

҉ └̔ᾛ ҡ Ȃ 

↓ ‰↕ ץ ȁ ȁ҉ ̆ ῒזḤ Ȃ 

27.1.2 ҹָӇ ↓  

↓ ̆Һ  Ҋѿ֓̔ץ

 └ ̔ └ Ḥ ָӇ ̆ ָӇ

⌠ Ḥ Ȃ 

 └ ̔ҹԅ Ḡ ῃ̆ ӈ ↕̆ └ ѿ

֓ Ⱶ̂ WWW ᴆ Ⱶ̆ῒז Ⱶ TELNET↕ ̃̆

ֽᾛ ῤ ̆ ᾛ ѿ֓Һ …… Ȃ

8-1 ѿҩ ᶛ̆ ᶛҬ̆ ᾛ Һ A Ⱶ ̆ Һ B

̔ 
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                         8-1 ᶏ ↓ └  

27.1.3 ָӇ Ṝ ↓  

ץ ↓ ꜚ ↓ Ȃѿ ’Ҋ̆ᶏ ↓

ץ ῃ Ȃ 

ᶏ ↓ ̆ѿ֓ ү ᴪ ѿ֓ ᴆẊῳ

̆ ץ ̆ ꜚ ↓ ̆╠ץ ᴍ ̆ᶏ

ץ ῀ ̆ ץ ѿ֓ ᶏץ ꜚ ↓ Ḡ

ῃȂ 

  Е 

ẐῺ ∆ Їᶕ ꜠ ∆

Ӥᴰ Е ᴓ ЇẐῺ
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‰ IP 1-99̆1300 – 1999̆3000-3099 

IP 100-199̆2000 – 2699̆3100-3199 

27.2.1 ↓ ‰↕ 

⇔ ↓ ̆ ӈ ‰↕ ԍ ҉ № ̆ ∞

№ ҍ‰↕ ‗ № Ȃ 

↓ ‰ ↓ ↓ ̆ ↓ Ҭ ӈ ῖ ‰↕Һ

 Ҋ̔ץ

  

  

 ҉  

  

‰ IP ↓ ̂1 - 99̆1300 – 1999̆3000-3099̃Һ

№ ̆ IP ↓ ̂100 – 199̆2000 – 2699̆3100-3199̃ᶏ

҉ץ № Ȃῒז ↓ ף῏

№ Ȃ 

ԍ ѿ ↓ ̆ ᶏץ ↓ ӈ ‰↕̆ῒ

Ҭ ѿҩ Ḃץ̆ ֓ ⌠ ѿҩ ↓ ȂҌ ̆ᶏ

̆ ↓ Ȃ 

27.2.1.1 ľ Ŀ‰↕  

ҩ ↓ ѿ ľ Ŀ‰↕ ̆ № ҍ

ᴋᵥ‰↕ Ҍ ̆ Ȃ 

Ҋᶛ̔ 

access-list 1 permit 2.2.2.0 

↓ ѿ ‰↕ ̔access-list 1 deny anyȂ 

  Е 

ӎ ∆ ṢЇ └ Ї ԓ ∆ Ņ

ņЇ ɼ 

 

27.2.1.2 ῀‰↕  

ⱴ῀ ‰↕ ⱴ⌠ ↓ ̆ ⇔ ץ ̆ − ̆

− ҩ ↓ Ȃ ץ ↓ Ȃ ‗
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№ ̆ ⇔ № ҍ ̆ ⌠

̆ḂҌῬ ῒז‰↕ Ȃ 

Ẋ ⇔ ԅѿ ̆ ᾛ ̆↕ Ҍ Ȃ 

Ҋᶛ̔ 

access-list 101 deny ip any any 

access-list 101 permit tcp 192.168.12.0 0.0.0.255 eq telnet any 

ԍ ѿ ‰↕ ԅ IP ̆ ץ 192.168.12.0/24 Һ

telnet ̆ ҹ ⌠ ѿ ‰↕ ̆ḂҌῬ

‰↕ Ȃ 

27.2.2 ↓  

↓ Ҋңץ ̔ 

 ӈ ↓  

 ↓ ԍ  

↓ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

ѿ  Router(config)# access-list 

access-list-number 
{permit|deny} […...] 

ӈ ↓ , פ ΐ

ᵣῤ פ Ȃ 

ԋ  Router(config)# interface type 
number 

↓

 

҈  Router(config-if)# ip 

access-group access-list-number  
{in|out} 

↓

 

27.2.3 ↓  

↓ ̆ Ҋץ  ̔פ

ᵬ פ  

Router# show access-lists 

[access-list-number ] 
↓  

27.2.4 ↓ ᶛ 

  

ң RouterA RouterB̆ ̆ 8-2̔ 
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                    8-2 ↓ ᶛ 

RouterB ҉ ↓ ̆ Ҋץ ῃⱳ ̔ 

 192.168.12.0/24 Һ ҉ UNIXҺ

TELNET Ⱶ̆ PING ⱵȂ 

 RouterB └ ҉Ҍ 192.168.202.0/24 Һ

ⱵȂ 

  Е 

ҏװ ᶡ Ї ᾡ ⅎ Ỵ ҏ Ӏ Ҳ

Ӏ ЇҒᾡ ҏ Ҳ Ӏ ɼ 

 

  

RouterB ̔ 

! 

hostname RouterB 

!!!6
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periodic weekdays 8:30 to 17:30 

  Е 

∆ 101 ҅ ‼∑ access-list 101 deny ip any any Ғװ Ї ҿ

∆ ҅ ‼∑ ɼ 

 

RouterA ̔ 

! 

hostname RouterA 

! LAN  

interface FastEthernet0/0 

 ip address 192.168.202.1 255.255.255.0 

! WAN  

interface FastEthernet 1/0 

 ip address 2.2.2.1 255.255.255.0 

! 

ip route 0.0.0.0 0.0.0.0 FastEthernet 1/0 2.2.2.2 
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ԋ ῇ  פ 

28.1 Ḡ  

RGOS Ҋץ ᶫ Ḡ ̔ 

 פ 

 ᶏ password 

 ̂linẽ  פ

 פ 28.1.1

̆פ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Router(config)# enable password 

password 
ҹ ѿ פ

ḱ  פ

28.1.2 ᶏ password 

password Ḡץ Ȃ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Router(config)# enable password [level level] 
{password| encryption-type 
encrypted-password} 

ҹ

password  Ȃפ

ᶏ level ῏ ̆↕ҹ ≢ ӈ Ȃפ ԅ ≢

פ ̆ פ ԍ ֓ ≢ Ȃ ᶏץ פ

privilege level ץ Ҍ ≢ Ȃפ ῤ ľ

ĿȂ 

  Е 

ԋ ҧ ԋ Ї∑Ғת Їת ת

 ɼת

ת Їת Ņ ņ ⅎ ῗ Ὺ ɼ 

 

28.1.3 line  פ

line ̆פ ῃ Ҋ Ҋץ  ̔פ
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ᵬ פ   

ѿ  Router(config)# line vty line-number 

[ending-line-number] 

VTY ̆ ῀line

Ȃ 

ԋ  Router(config-line)#login Ȃ 

҈  Router(config-line)#password 

{password| encryption-type 
encrypted-password} 

line  Ȃפ

 

  Е 

login login Ї ᶕ ԋ line Їת Їline

ת ᴰ ɼ 
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ԋ Ӝ  Ἕ 

29.1 Ἕⱳ  

Ἕⱳ ץ ѿҩ ꜚ └⌠ ѿ ᶫץ̆ ∞

№ ̆ ҹ ֲ ᶫѿ Ȃ 

29.1.1 Ἕⱳ  

Ἕⱳ ̆ ῃ Ҋ Ҋץ  ̔פ

 

 

 

̔ 

NBR300/1100/1200/2500/3000/1200G/1100ĞNPE10/20̆TR5200/5300 lan

Ἕ̆NBR2000 wan ҍ lan ἝȂ ⱳ ᾛ ѿ

ҩ master ̆Ҍᾛ master slave ҹ ѿҩ Ȃ 

 

ᵬ פ  

Router(config)# mirror master {lan | 

wan} port-num slave {lan | wan} 
port-num capture-direct 

slave ⌠ master

҉Ȃ 
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҈  ₯  

30.1 ῤ ₯ⱳ  

╠ ҉Ҍ ₯̆ ץ ̆ ⌠ѿ

Ȃ ╠ ԅ҈ҩ ῃ ̔ᵞȁҬȁ Ȃ 

30.1.1 ῃ  

Ҍ ῃ ̆ ῃ Ҋ Ҋץ  ̔פ

 

 

    Ҍ ῃ Ҋ Ҍ ̆ Ҋ ̔ 

 

 

 

 

 

 

 

 

 

 

 

 

 

30.1.2 ῃ  

Ҍ ῃ Ҋ ̆ ῃ Ҋ Ҋץ  ̔פ

  

 

 

 

 

30.1.3 ῃ  

Ҍ ῃ Ҋ ῃ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Router(config)#security 

anti-wan-attack level low|medium|high 

Ҍ ῃ Ȃ 

ῃ   

ᵞ TCP ᴰ ҹ 4 Ȃ 

TCP-in Keepalive ҹ 30  

IP№ ҹ 100ҩȂ 

ҹ 128Kbps̆ῒזҹ 1MbpsȂ 

Ҭ TCP ᴰ ҹ 2 Ȃ 

TCP-in Keepalive ҹ 30  

IP№ ҹ 50ҩȂ 

ҹ 64Kbps̆ῒזҹ 512KbpsȂ 

 TCP ᴰ ҹ 2 Ȃ 

TCP-in Keepalive ҹ 30  

IP№ ҹ 30ҩȂ 

ҹ 32Kbps̆ῒזҹ 128KbpsȂ 

ᵬ פ  

Router(config)#security 

anti-wan-attack parameter  

low|medium|high num 

Ҍ ῃ Ҋ Ȃ 

̔<8000-2000000000>bps 
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30.3.2  ARP ӟ  

30.3.2.1 ᶏ ᾧ ARP ӟⱳ  

ᾧ ARP IP ̆ MAC MAC Ȃ
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ᶏ ARP ӟ̆ ῃ Ҋ Ҋץ  ̔פ

 

ᶏ

῏ ARP ӟ̆ ῃ Ҋ Ҋץ  ̔פ
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  Е 

1. ‟ҐЇῗ ARP ӥꜗ ɼ 

2. ḪᴑARP ꜗ Ї ARP ӥ

ꜗ ╦Ї ῗ ḪᴑARP ꜗ ɼ 

 

 

  Е 

ᴂ Ї ‟ҐЇῗ ᾭ ARP ӥɻARP ӥɻ

ARP ӥɼӀ ҐҎװ Е 

1. ῗ ҏ Ҏү ῗ ғPC Ḫ ɼ 

⁯װ .2 ARP ₉ ɼ 

3. ARP ӥ ARP ӥ ЇҒ ḪᴑARP ꜗ

ɼ 

 

 

30.3.3 Ḥᴋ ARP  

30.3.3.1 Ḥᴋ ARP  

Ḥᴋ ARP ѿ Ȃ Ḥᴋ ARP RGOS ῤ └

ꜚ ARP Ȃ ΐ ARP ꜚ ARP ң Ȃ Ḥᴋ ARP

ΐ ᴨᾢ ̆Ҍ ⱴ ꜚ ARP ̕ᵖ ῒᴨᾢ ᵞԍ

ARP̆ ץ ARP Ȃ Ḥᴋ ARP ΐ ᵌԍꜚ ARP 

└Ȃ 

└Ҋ ץ ⌠ ᵌԍ ARP ꜚ ᵬ ̆ ԅ

ARP ᵬȂ 

 

30.3.3.2 ᶏ /῏ Ḥᴋ ARP └ 

ᶏ ꜚ ARP ҹ Ḥᴋ ARP
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῏ ꜚ ARP ҹ Ḥᴋ ARP ̆ Ҋ Ҋץ  ̔פ

 

 



   

  Е 

1. ‟ҐЇ NBR LAN ꜠ ḪᴑARP ┼ɼ 

2. ┼ Ї ῗ ӥ ӥɼ 

 

 

30.3.3.3 Ḥᴋ ARP  

Ḥᴋ ARP ⱳ Ḥᴋ ARP ᵬ Ȃ ̆

̆ᵖ ╠Ḥ ‰ Ȃ ̆ ≠ Ȃ

≢ ̆ѿ Ҍ Ḥᴋ ARP Ȃ 

Ḥᴋ ARP ̆ Ҭ Ҋץ  ̔פ

 

 

 

’Ҋ̆ Ḥᴋ ARP ҹ 180s̆ 3 № Ȃ                   

 

30.3.3.4 − Ḥᴋ ARP 

 

− Ḥᴋ ARP
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               Ḥᴋ ARP ᶛ 

 
Router#show arp 

Protocol  Address          Age(min)  Hardware        Type   Interface        

Internet  192.168.1.1      --        00d0.f8fb.000c  ARPA   FastEthernet 0/0 

Internet  192.168.1.200    <static>  0016.7696.f270  ARPA   FastEthernet 0/0 

Internet  192.168.1.254    <trusty>  0016.7696.f275  ARPA   FastEthernet 0/0 

Internet  192.168.199.1    0         00d0.f8a6.5afe  ARPA   FastEthernet 1/0 

Internet  192.168.199.54   --        00d0.f8fb.000d  ARPA   FastEthernet 1/0      

 

30.3.4  ARP ᵝ 

30.3.4.1 ARP ᵝⱳ  

ARP ᵝⱳ № ⌠ ARP ̆ ҉ ARP

Һ Ȃ ץ ῀ פ ARP Һ IPȁMACȁ ȁ

Ḥ Ȃ Ḥ ̆ ץ Һ ֲ Ȃ 

 

30.3.4.2 ᶏ ARP ᵝⱳ  

ᶏ ARP ᵝⱳ ̆ ῃ Ҋ Ҋץ  ̔פ

 

             

῏ ARP ᵝⱳ ̆ ῃ Ҋ Ҋץ  ̔פ

 

 

              

 



ῇ №  QOS    

 44  ῍ 48                   http://www.ruijie.com.cn 

30.3.4.3 ARP  

ARP ̆ Ҋ Ҋץ  ̔פ

 
 

A

R

P

 

 

ARP ᶛ       

 

 

ARP
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30.3.5 ARP ₯ ῖ ᶛ 

ARP ̆ Ҍ ȂҹԅḠ Ҍᴪ

̆ ֲ ᵝ⌠ Ҭ ARP Һ ץ ᵬ Ҋ

̔ 

!  LAN      

interface FastEthernet 0/0 

 ip nat inside 

 ip access-group 3198 in 

 no ip redirects 

 no ip mask-reply 

 no ip proxy-arp 

 ip address 192.168.1.1 255.255.255.0 

!  LAN Ḥᴋ ARP
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30.4.2 ⱳ  

ⱳ ̆ ῃ Ҋ Ҋץ  ̔פ

 

╠ ip ῤ pc ip̆ Ҋץ  ̔פ

 

 

− ip ῤ pc ip̆ Ҋ Ҋץ פ  ̔

 

 

 

30.4.3 ᵥ ῤ Һ  

ԍ Ṣꜛ ARP ῤ ᴰ ̆PC Ҭ ̆ᴪ

ῃ ARP ץ̆ ARP ȂNBR ARP └̆

ҹ̆ Ḥ Ȃ 

ᾢ̆ ױ NBR ҉ ARP ᵝⱳ ̆ 1-1 ̔ 

 

 1 ARP ᵝⱳ  

ῤ PC ARP ҹ ̆ ױ ץ NBR Web ҉ ⌠ ῏ Ḥ ̆

1-2 ̔ 

ᵬ פ  

Router(config)#
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30.5.2 telnet/web Ḡ ⱳ  

ip̆ ῃ Ҋ Ҋץ  ̔פ

 

 

 

ꜚ ip̆ Ҋץ  ̔פ

 

 

− ꜚ ip̆ Ҋ Ҋץ  ̔פ

 

 

 

ᵬ פ  

Router(config)# preserve-ip A.B.C.D ip̆ Ҭ ip

ԍ ῃ ip̆telnet/web ⌠

Ḡ Ȃ 

ᵬ פ  

Router(config)# show preserve-ip ꜚ Ҭ ipȂ 

ᵬ פ  

Router# clear dynamic-preserve-ip 

A.B.C.D 

− ꜚ ipȂ 
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҈ ѿ  URL῏  

31.1 URL῏ ⱳ  

URL̂Uniform Resource Locator̆ ѿ ᵝ ̃Ӟ ҹ ̆

҉ ‰ Ȃ ∆ ·R ̇ ᵬҹ҆ Ȃ

҆ └ҹ ‰ RFC1738 ԅȂ ҉̆ ѿ

ᵝ ѿҩ Ȃ ѿ ᵝ ѿ ̆

̆ ᶏ ASCII ף ѿ № Ȃ ѿ ᵝ ̆

ѿ ᴪ ѿҩ ᶏ Ȃ 

URL ԍ Internet ҉ ῒז ѿ Ȃ 

URL ѿ ҹ̂ [] ҹ ̃̔ 

protocol :// hostname[:port] / path / [;parameters][?query]#fragment 

protocol̔ ᶏ ᴰ ̆ HTTP ̆ῒז filê

҉ ᴆ ȁ̃ftp̂

http://baike.www.hbgsgczx.com/view/286872.htm
http://baike.www.hbgsgczx.com/view/369.htm
http://baike.www.hbgsgczx.com/view/14121.htm
http://baike.www.hbgsgczx.com/view/32792.htm
http://www.www.hbgsgczx.com/s?wd=sip
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 ѿ Ҋ̆ Ҍ ᶫҌ Ⱶ ̆ Ḡ

ⱵȂ ֓ ᶫᴨᾢ Ⱶ̕

ᵣ ᶫ Ȃ 

 ̆ ҉ QoS ⱳ ҹץ ῃ

ῃ Ҋѿҩ Ȃ 

 

32.3 № ⱵҊ qos 

 ָӇ № Ⱶ 

№ Ⱶ̂Differentiated Services, DiffSerṽ̆ ≠ DSCP̂DiffServ CodePoint̃

ҍ PHB └̆ └ ΐ ҙⱵ ̆

ҹ ҩ ᶫ Ⱶ̆ ҌῬ ҩҙⱵ Ȃ 

№ Ⱶ ᶫԅ 3 ≢ Ⱶ̔ 

Ⱶ̂Expedited ForwardinğEF̃ 

Ḡ Ⱶ̂Assured ForwardinğAF̃ 

ⱬ ҹҙⱵ Ⱶ̂Best Effort̆BẼ 

DiffServ ᵞԅḤפ ᵬ̆ ץ ԍῃ ҙⱵ

ѿ " ҹ"҉Ȃ ױ ץ ᾢ ↕ № ׆̆

ҹ ₃ Ȃ 

↓ qos ԍ ᵣ № Ⱶ ᵣ Ȃ 

      

 № ⱵҊ qos 

№ ⱵҬ̆qos Һ №ҹ№ / ̆ / /ҡ ̆

ᾧ̆ Ҋ ̔ 

 

         

Ҋץ Ҭ̆ ױ №≢ ֓ qos ׃ Ȃ 
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҈ ҈   

33.1 ָӇ  

ԍ Ҭ ҩ ̆ ҩ ҩ ₮

̆Ḃᴪ ҩ ֟ Ȃ Ҍ ᶫ

‖ Ḡ ֓ ̆ ᴪ ҡ Ȃ ֓ TCP

ᶫ ᴰ └̆Ӟ ῤ ⌠

⌠ ᴪ ᴰ̆ ᶏ

’ ҉ⱴ ᴪ ҩ Ҋ Ȃ 

̆ ׆ ῀ ̆ ᵞ ᴰ

₮ ̆ ֟ ̕ ׆ ҩ ῀ ̆ ѿҩ

₮ Ӟ ᴪ֟ Ȃ 

Ҭᴰ ѿ֓ ̆ Ҍ Ӟ

ᴰ Ȃ ֓ Ҍԇ ≢ ԇץ ̆Ḃᴪ ԍ

Ҍ ԅ ̆ ԅ ᴰ ̆Ḃ

Ȃ 

Ḃץ ῀ԅѿ └͡͡ └Ȃ≠ ҩ └̆ Ҍ

№ Ҍ ᴨᾢ ̆ ᴨᾢ ̆ ₮ ̆

ⱳ ᾛ ᵰ └̆ ԍѿ֓ ̆ ᴨᾢ

̆ ̆ᴨᾢ ̆ Ḡ῏ ҙⱵ ⌠ ⱵȂ 

33.2  

Ҋ ᴋⱵ̔⇔ Ҍ ≢ ↓ȁ №

ῒ ⱴ⌠ ↓Ҭ ȁ ↕ ↓ ↓Ҭ Ȃ

QoSⱳ ᶫԓ └̆ ѿ ᾛץ ⇔ Ҍ

↓Ȃ ֓ └ ᶫ Ḥ ҉ Ȃ 

Ḥ ̆ ℗ ̆ Ṝ̆ ѿ⌠

̆ ₮ Ȃ Ḥ ̆ ҩ

ҩ ₮ Ȃᶏ ԅ ⱳ ̆

ᴪ Ṝ̆ ױ № ᴨᾢ ץ ҹ ҩ

└̆ ₮ Ȃ └ ֓ ҩ ץ̆↓

ᵥҹ ֓ ↓ ᶫ Ⱶ̆ ‗ ԅ ᴰ ̆

Ȃ 

Ҋץ 6 ↓ └̆ ױ ԅ QoSⱳ ̔ 
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33.2.1 ᾢ῀ᾢ₮ ̂FIFÕ 

ᾢ῀ᾢ₮ ̂First-In, First-Out Queuinğ Ώҹ FIFÕ̆ĺĺFIFOҌ

Ḥᴨᾢ ץ № Ȃᶏ FIFO ̆ ₮ ᶭ ԍ

ҩ Ȃ ԍ
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33.2.5 ᴨᾢ ̂PQ̃ 

ᴨᾢ ̂Priority Queuinğ Ώҹ PQ̃ĺĺ PQ Ҋ̆ ԍ

ҩ Ḥᴨᾢ ץ ᴨᾢ ᵞ ᾢ ₮ Ḡץ̆

ᴨᾢ ≢ ₮ Ȃ 

PQ ↓ ҹ ᶫҤ ᴨᾢ ≢̆ ̂ IP 

̃ȁ ῀ ȁ / ̆ ᴨᾢ ̆ Ḡ

ԅ PQ ҉ ⌠ Ȃ 

33.2.6 ӈ ̂CQ̃ 

ӈ ̂Custom Queuinğ Ώҹ CQ̃ĺĺ CQ Ҋ̆ ԍ

ѿ Ҍ Ḥ ̆ ᶛ № ̆ ץ

̆ ҹҌ ⅞№Ҍ ᶛ ̆ Ḡ῏ ̆

CQ ᾛ ᵰ ׆ ↓Ҭ ₮ Ȃ 

ԍ ̆ ⱳ Ȃ 

  Е 

Е҅ү ⅎ ҅ ┼ɼ 

 

33.3 ᵥ‗  

↓ ԅ҉ Έ ̂FIFOȁPQȁCQȁWFQȁ

CBWFQ,llq&rtpq̃, ѿ ҉ Ҍ ҙⱵ Ҍ Ⱶ ȂҊ

Һ 5 ↓ ̔ 

 FIFO Ḥ҉ ᴨᾢ ͡͡ ᾢ

⌠ ᾢ Ⱶ ȂҌ Ḥ ᴨᾢ Ȃ ᶏ FIFO

Ṝ̆ ᴪ ̆

ḤҬ ̆ ғ ҹҌ ᾟ ҩ

↓̆ ḤӞ ᴪ ҡ Ȃ 

 CQ Ḥ Ḡ Ⱶ̆ ץ Ḥ№ Ȃ

‗ ↓ ̆ ‗ ҩ ↓ ̆

ץ └ Ҍ Ȃ 

 PQ Ḡ Ҥ ᴨᾢ ̆ Ḡ Ḥ ᴪᴨᾢ ₮ ̆ᵖ

ᴪ ῒז Ȃ ԍ PQ ̆ᴨᾢ ≢ ᵞ

↓ ԍ Ҍ≠ ᵝ̆ ’ ̂ ȁ ᴨᾢ

̃̆ ԍᴨᾢ ≢ᵞ ↓ ᴪ

₮ Ȃ 
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 WFQ Ҍ ↓ ‗ ҉ ḤȂWFQ ꜚ Ḥ№

Ȃ ѿҩᴪ ѿ №Ȃᶏ WFQ̆ ȁ֜ԑ Ḥ

ץ Ḥ̂ᶛ ̆ ᴆᴰ ̃ѿ ̆ ⌠Ὲ № Ȃ 

 CBWFQ
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ᶛ ̔ Ҭ ╠ 7ҩ ̆ ױ ᴨᾢ №≢ҹ 0ȁ1ȁ2ȁ3ȁ4ȁ5ȁ6̆↕

ᴨᾢ + 1̆ ̔ 

1 + 2 + 3 + 4 + 5 + 6 + 7  = 28 

ҩ ᶛҹ ᴨᾢ + 1 / ( ᴨᾢ + 1)̆ ץ ҩ

№≢ҹ 1/28ȁ2/28ȁ3/28ȁ4/28ȁ5/28ȁ6/28ȁ7/28Ȃ  

ᴨᾢ ҹ 1 ҩ 10 ̆ Ӈ ҹ̔ 

   1 + 2*10 + 3 + 4 + 5 + 6 + 7 = 46 

ᴨᾢ ҹ 0 ҹ 1/46̆ ᴨᾢ ҹ 1 10

̆ ҹ 2/46̆ɰ ᴨ̆ᾢ ҹ 6 7/46Ȃ 

ⱴ Ṝ̆ № ᴪ Ȃ ̆ №

ѿҩ Ḥ ̆WFQ ץ ԍҌ Ȃ 

33.4.2.2  

ҹ 2.048Mbps ᵞ ұ ̆ WFQȂ 

33.4.3 ԍ ⱴ Ὲ (CBWFQ) 

33.4.3.1 ᵬ  

CBWFQ ‰WFQⱳ Ȃ Ḡ ӈ

ӊ № Ȃ 

 

2-3 ԍ ⱴ Ὲ ↓(CBWFQ)  

҉ ,CBWFQ № ̔ ᾢ ӈ № ↕

№ ̆ Ӎ ӈ ѿҩ ↕ ᵬ ѿҩ

῀ ѿҩ CBWFQ ↓̆Ҍ Ӎ ӈ ↕ WFQ№

↕ ( IP ȁ IP ȁ MAC ȁ MAC ȁ

ȁ ȁ ȁTOS ԍ ѿҩ ̆ ѿҩ № ⌠ѿҩ

Ḡ WFQ ↓Ҭ)Ȃ Ṝ C̆BWFQ № ↕№ Ȃ 

ⱴ Ṝ C̆BWFQ № ᴪ Ȃ  ̆

CBWFQӞ ץ ԍҌ Ȃ 
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33.4.3.2  

ҹ 2.048Mbps ᵞ ұ ҉ Ҥ └ № ץ↕

№ Ṝ̆ CBWFQȂ 

33.4.4 ᵞ ↓(llq) rtpᴨᾢ ↓(rtpQ) 

33.4.4.1 ᵬ  

llq CBWFQⱳ Ȃ Ḡ ֓ Ҍᵖ ⌠ № ̆

ғ ⌠ᵞ Ḡ Ȃ 

ץ llq pq+cbwfq, 
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1̔ ԍ ѿҩ ↓̆ ᵰ № ҩ ↓ №

ץ̂ ҹ ᵝ̃Ȃᶛ ̔Ẋ A 1086 ̆ B

291 ̆ C 831 Ȃᵰ № 20%

A 6̆0% B 2̆0% C ↕̆ 2̔0/1086 6̆0/291̆

20/831 0.01842̆0.20619̆0.02407 

2̔ᶏ ҉ ↓₮ ҈ҩ ѿ 1̔ 1̆1.2 1̆.3

ҩ ̆ ̆ ѿ ᶏ

№ 20%ȁ60% 20%Ȃ 

3̔ᴋᵥѿҩ ṿ ѿҩ Ȃ

ṿ ῀Ҍ ᵬ̆ ⌠ Ȃ ҩ

ᶛҬ̆ 1:12:2Ȃ 

4̔ ѿ ӗ҉ ̆ ץ

Ȃ ҩ ᶛҬ̆ ѿҩ 1086

ȁ12ҩ 291 ץ 2ҩ 831 ̕ ѿ ̆№≢

׆ ѿҩ ↓ 1086ȁ3492ȁ1662 Ȃ ᵰ ᵰ ӈ Ҭ

Ȃ 

5̔ҹԅ ҩ ף № ̆ ᾢ ҈ҩ ↓ ᶫѿ

Ⱶ Ṝ̆ ᴰ (̔1¦1086) + (12¦291) + (2¦831) = 1086 

+3492 +1662 = 6240 

6̔ ѿҩ ↓ № 1̔086/6240 3̆492/6240̆

1662/6240 = 17.4%̆56% 26.6% ᵰ ѿ ̆ ҈ҩ №

ױ 20/60/20Ȃ 

7̔ ҍ Ҍ ̆↕ ץ

1:11.2:1.3ӗ҉ ᶃ ṿ̆ ᶏ ҈ҩ Ȃ

̆ᵰ ᶏ ӗ Ҍ ѿҩ Ȃᶛ ̔ ᵰ 2 ӗ҉ ҩ ̆ ⌠

2:22.4:2.6Ȃ Ӈ̆ᵰ ңҩ 1086 ̆23ҩ 291

ץ 3ҩ 831 ̕ ̆ 11,358

̆ ҈ ᶛ 2172/6693/2493Ȃ ⌠

19/59/22̆ ҩ ᵌԍ ⌠ ᶃ Ȃ 

Ӟᴪ № Ȃ ҩ ҹ 1 Ӈ

ҩ ⌠ѿҩ Ḥ ̆ ↕ Ҍᴪ ѿҩ ҩ ↓ҬȂ

ԅ ̆ ҩ ↓Ҭ ᴋᵥ ̆

↕ ӈ ᴪ ꜚ⌠Ҋѿҩ ↓Ȃ ̆ ҩ 1̆

Ӈ ᴪ ѿ Ȃ ҹ 2KB̆ ғ 256

ҩ ̆ Ӈ ҩ ↓ Ⱶ Ṝ̆ 256ҩ Ȃ 
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33.5 ⱴ Ὲ ̂WFQ̃  

33.5.1 WFQ ᴋⱵ 

ᶏ ‰WFQ ’Ҋ̆ № Ȃΐ Ҋ

ԍ ѿҩ ̔ IP ȁ IP ̆ ԍ TCP(Transmission Control 

Protocol̆ᴰ └ ) UDP(UserDatagram Protocol̆ ) ̆

ҍ ȂWFQ ѿҩ № Ȃ ԍ WFQӞ

ҹῈ ̆ ҹ ԇ Ȃ 

ҹԅ WFQ̆ Ҋ↓ᴋⱵ̔ 

 WFQ 

 Ὲ  

33.5.2 WFQ 

WFQ̆ Ҋ̆ Ҋ  ̔פ

ⱳ פ  

Router(config-if)# fair-queue 

[congestive-discard-threshold 

[
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33.5.4 WFQ ᶛ 

Ҋ ᶛ̆ Fa 1/0 ѿҩῈ ̆ΐᵣ ҡ ̂ ṿ̃

ҹ 128ҩ ȁ512ҩꜚ ץ↓ 50ҩḠ ↓̔ 

interface gigabitEthe
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Router(config)# class-
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Router(config-pmap-c)# queue-limit 

number-of-packets 
↓  

Router(config-pmap-c)# exit ₮  

Router(config-pmap)# exit ₮ ↕  

policy-map-name  ↕ ̕ 

class-map-name ̕ 

bandwidth-kbps  № ץ) kbpsҹ ᵝ)̕ 

percent-number № № ( ԍ ῃ )̕ 

number-of-packets CBWFQ ↓ ( )Ȃ 

33.6.2.3 ҉ Ⱶ ↕ 

ⱳ ԍ CBWFQⱳ Ȃ ҉ Ⱶ ↕

CBWFQⱳ ̆ѿ CBWFQⱳ ̆ ↕ Ҭ ᴪ

↓Ȃ ⱳ ῖ Ҋ̔ 

ⱳ פ  

Router(config-if)# service-policy output 

policy-map-name 
CBWFQ ↕

 

Router(config-if)# service-policy input 

policy-map-name 
῀ policy-map

Ȃ 

policy-map-name ↕  

 

  Е 

policy-map ԋ CBWFQ ῗ Ї bandwidth ת priority

∑Їת policy-map ԓ service-policy output Їת Ғ ԓ

service-policy input  ɼת

 

33.6.2.4 ҹ  

ⱳ ԍ CBWFQ Ȃ ⱳ ῖ Ҋ̔ 

ⱳ פ  

Router(config)# policy-map policy-map-name ῀/⇔ ↕  

Router(config-pmap)# class class-name ӈ  

Router (config-pmap-c)# bandwidth { bandwidth-kbps 
| percent percent} 

ҹ №
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policy-map-name  ↕ ̕ 

class-map-name 
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33.6.2.7 ҹ ip tos precedence ṿ 

ⱳ ԍ CBWFQ Ȃ ⱳ ῖ Ҋ̔ 

ⱳ פ  

Router(config)# policy-map policy-map-name ῀/⇔ ↕  

Router(config-pmap)# class class-name ӈ  

Router(config-pmap-c)# set ip precedence values precedence

ṿ 

policy-map-name  ↕ ̕ 

class-map-name ̕ 

ip precedence values precedence ṿȂ 

33.6.2.8 № CBWFQ  

ⱳ ԍ CBWFQ Ȃ ⱳ ῖ Ҋ̔ 

ⱳ פ  

Router(config-if)#max-reserved-bandwidth percent CBWFQ  

percent ╠ ҉№ CBWFQ № Ȃ 

ץ ҹ CBWFQ№ ᶛȂ ҹ 75̆

75% № CBWFQ ↓Ȃ 

33.6.3 CBWFQ 

CBWFQ ҩ ҉ Ṝ̆ҹԅ ῀ȁ ₮ ↓ Ḥ ̆ ץ

Ҋᶏ Ҋ  ̔פ

ⱳ פ  

Router# show class-map Ḥ  

Router# show class-map class-map-name Ḥ  

Router# show policy-map ↕ Ḥ  

Router# show policy-map name policy-map –name ↕

Ḥ  

Router# show policy-map name policy-map -name 
class class-name 

↕ Ҭ

Ḥ  

Router# show policy-map interface interface 
–name 

҉

↕ Ḥ  

Router# show queue interface–name ҉ QoS

↓Ḥ  
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policy-map–name ↕ ̕ 

interface–name Ȃ 

33.6.4 CBWFQ ᶛ 

Ҋ ᶛ Ҭ̆ ץ FastEthernet1/0 ( Fa 1/0)҉ ԅ CBWFQ̆

ῒҬ Һ 192.168.201.213ҍҺ 192.168.12.216ӊ IP Fa 

1/0ῃ 30%̆ Һ 192.168.201.213ҍҺ 192.168.12.77ӊ

IP Fa 1/0ῃ 10%Ȃ
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class-map match-all af1 

 match ip dscp 10 

class-map match-all af2 

 match ip dscp 18 

class-map match-all af3 

 match ip dscp 26 

! 

! 

policy-map 1 

 class dlsw 

  set ip dscp 46 

 class voip 

  set ip dscp 46 

 class notes 

  set ip dscp 10 

 class http 

  set ip dscp 18 

 class ftp 

  set ip dscp 26 

policy-map 2 

 class ef 

  bandwidth 800  

 class af1 

  bandwidth 500 

 class af2 

  bandwidth 300 

 class af3 

  bandwidth 380 

! 

access-list 101 permit udp any any eq 2065 

access-list 102 permit udp any any range 16384 32767 

access-list 103 permit udp any any eq 1352 

access-list 104 permit udp any any eq 80 

access-list 105 permit udp any any eq 20 

! 

interface FastEthernet 1/0 

 no ip route-cache 

 ip address 1.1.1.2 255.255.255.0 

 max-reserved-bandwidth 99 

 service-policy output 2 

! 

interface FastEthernet 0/0 

 no ip route-cache 

 ip address 192.168.200.1 255.255.255.0 

 service-policy input 1 

 duplex auto 

 mac-address 00d0.3456.eeee 

 speed auto 

!          

ip route 0.0.0.0 0.0.0.0 FastEthernet 1/0 1.1.1.1 

! 

 

33.7 ᵞ ̂Llq&Rtpq̃  

33.7.1 Llq&Rtpq ᴋⱵ 

Llq cbwfq ѿ ̆ rtpq ѿҩ Ȃ 
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ҹԅ llq̆ Ҋ↓ᴋⱵ̔ 

 policy-map llq ↓ 

 policy-map ԍ  

 llq ↓ 

ҹԅ rtpq̆ Ҋ↓ᴋⱵ̔ 

 rtpq ↓ 

 rtpq ↓ 

33.7.2 Llq&Rtpq 

llq̆ policy-map פ Ҋ̆ Ҋ  ̔פ

ⱳ פ  

Router(config)# policy-map policy-map-name ῀/⇔ ↕  

Router(config-pmap)# class class-name ӈ  

Router (config-pmap-c)# priority { bandwidth-kbps | 
percent percent} {Burst bytes} 

ҹ №

 

Router(config-if)# service-policy output 

policy-map-name 
CBWFQ

↕  

policy-map-name  ↕ ̕ 

class-map-name ̕ 

bandwidth-kbps  № ץ) kbpsҹ ᵝ)̕ 

percent-number № № ( ԍ ῃ )̕ 

ץ ҹ № Ȃ ҹ

№ 1% ̕ 

Burst bytes ץ Ȃ 

 

rtpq̆ פ Ҋ̆ Ҋ  ̔פ

ⱳ פ  

Router(config-if)# ip rtp priority 

starting-rtp-port
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  priority 30 2000 

 class notes 

  bandwidth 13 

! 

access-list 101 permit udp any any eq 2065 

access-list 102 permit udp any any range 16384 32767 

access-list 103 permit udp any any eq 1352 

access-list 104 permit udp any any eq 80 

access-list 105 permit udp any any eq 20 

! 

interface FastEthernet 1/0 

 ip rtp priority 16384 16383 40 

 no ip route-cache 

 ip address 1.1.1.2 255.255.255.0 

 max-reserved-bandwidth 99 

 service-policy output 3 

 bandwidth 84  

! 

interface FastEthernet 0/0 

 ip address 192.168.200.1 255.255.255.0 

 duplex auto 

 mac-address 00d0.3456.eeee 

 speed auto 

! 

ip route 0.0.0.0 0.0.0.0 FastEthernet 1/0 1.1.1.1 

! 

 

33.8 ӈ ̂CQ̃  

33.8.1 CQ ᴋⱵ 

ӈ ᴋⱵ↓ Ҋ̔ 

 ӈ  

 № ⌠ ӈ  

 ҉ ӈ ↓  

 ӈ ↓  

33.8.2 CQ 

ӈ 16 ҩ ̆ list-number ṿ ҹ 1͘16̆ ҩ Ҭ̆

ԅָӇ ῀ָӇ ↓̆ ↓ ̆ ↓ └

Ḥ Ȃ 

33.8.2.1 ӈ  

ҹԅ ѿҩ ↓ ̆ ץ ῃ Ҋᶏ Ҋ  ̔פ

ⱳ פ  

Router(config)#queue-list list-number queue ѿҩ ӈ ↓

Ȃᶏ
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queue-number limit limit-number פ no ̆ ץ ↓

ṿ̆ ṿҹ 20Ȃ 

Router(config)#queue-list list-number queue 

queue-number byte-count byte-count-number 

ҩ ↓

Ȃᶏ פ no ̆

ץ ṿ̆

ṿҹ 1500Ȃ 

list-number̔ ↓↓ ̆ 1⌠ 16ӊ ᴋᵥ ̕ 

queue-number̔ ↓ Ȃ 1⌠ 16ӊ ᴋᵥ ̕ 

limit-
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ӈ↓ 1̆ IP ↓ 10 Ḥ№ 11 ↓̔ 

Router(config)# queue-list 1 protocol ip 11 list 10 

ӈ↓ 4̆ Telnet № 12 ↓̔ 

Router(config)# queue-list 4 protocol ip 12 tcp 23 

ӈ↓ 4̆ UDP Ⱶ № 2 ↓̔ 

Router(config)# queue-list 4 protocol ip 2 udp 53 

ӈ↓ 3̆ ׆ Fa 1/0 № ⌠ 7 ↓ 

Router(config)# queue-list 3 interface FastEthernet 1/0 1 7 

ӈ↓ 9̆ 10 ↓ѿ ץ ҹ 1800Ȃ 

Router(config)# queue-list 9 queue 10 byte-count 1800 

ӈ↓ 5̆ 10 ↓ ↓ ҹ 40Ȃ 

Router(config)# queue-list 5 queue 10 limit 40  

Fa 1/0 ҹ ӈ↓ 5Ȃ 
Router(config)# interface FastEthernet 1/0 

Router(config-if)#custom-queue-list 1 

33.9 ᴨᾢ ̂PQ̃  

33.9.1 PQ ᴋⱵ 

ᴨᾢ ᴋⱵ↓ Ҋ̔ 

 ᴨᾢ  

 № ⌠ᴨᾢ  

 ҉ ᴨᾢ ↓  
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queue-limit 

[high-limit [medium-limit [normal-limit 
[low-limit]]]] 

ҩ Ȃ 

list-number̔ ↓↓ ̆ 1⌠ 16ӊ ᴋᵥ ̕ 
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҈   

34.1 ָӇ  

№ ꜚᵬ ԍ └₮῀
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Ҋץ show traffic-shape queue ᶛ 

Red-Giant#show traffic-shape queue  

Traffic queued in shaping queue on GigabitEthernet 0/1 

 Traffic shape group: 103 

  Queueing strategy: weighted fair 

  Output queue: 0/1000/64/0 (size/max total/threshold/drops)  

Output queue num: 0/0 (now/max)  

Router # 

 

 

ҹԅ , ץ Ҋᶏ Ҋ  ̔פ

ⱳ פ  

Router# debug tc in ῀ └ 

Router# debug tc out ₮ └ 
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2-1 VRRP ᵬ  

ѿ ѿҩ VRRP ᴍ ҽ₮ Һ ̆ ῤ Һ Һ

Ȃ ץ 2-1 Ȃ 2-1 Ҭ̆ R1 R2 ץ

E0ҍ 192.168.12.0/24 ̆ R1ҍR2 E0 ҉ ԅ
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Ȃѿ A ̆ Bҍ Cӊ ҽ₮Һ

ⱳ ̆ ԅ ΌᵩȂ 

35.2.2  

VRRP ץ 2-3 ᶛ Ȃ 

 

2-3 VRRP  

2-3̆ ԅңҩ Ȃ ԍ 1̆ Aᶏ ץ E0

IP 192.168.12.1ᵬҹ IP ̆ A ҹҺ ̆

B ҹ ᴍ Ȃ ԍ 2̆ Bᶏ ץ E0 IP

192.168.12.2 ᵬҹ IP ̆ B ҹҺ ̆

A ҹ ᴍ Ȃ ῤ Һ̆ 1 Һ 2 ᶏ 1 IP

192.168.12.1 ᵬҹ ῏̆Һ 3 Һ 4ᶏ 2 IP

192.168.12.2 ᵬҹ ῏Ȃ VRRP ҩ Ҭ̆ A B ԅ

Όᵩ̆ № ԅ ԅ Ȃ 

35.3 VRRP  

35.3.1 VRRP ᴋⱵ↓  

VRRP ԍ ץ ȂVRRP Ҭ ץ

҉Ȃῒ ᴋⱵ ̔ 

 ꜚ VRRP ᴍⱳ ( )̕ 

 VRRP ᴍ ұ( )̕ 

 VRRP ᴍ ( )̕ 

 VRRP ᴍ Ҭ ( )̕  

 VRRP ᴍ Ҭ ᴨᾢ ( )̕ 

 VRRP ᴍ ( )̕ 
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 VRRP ӟⱳ ( )̕ 

 VRRP ᴍ ұ( )Ȃ 

̆ Ҍ ѿ Ȃ ѿҩ VRRP ᴍ ֓ ‗ԍ

ᶏ Ȃ 

35.3.2 ꜚ VRRP ᴍⱳ  

ᴍ IP ץ ҉ ⱴѿҩ ᴍ ׆

ꜚ ץ VRRP ᴍⱳ Ȃ 

  פ

Router(config-if)# vrrp group ip ipaddress [secondary] VRRP 

Router(config-if)# no vrrp group ip ipaddress [secondary] ῏ VRRP 

ᴍ group ṿ ҹ 0~255Ȃ Ҍ IP ipaddress̆

Ҍᴪ ҍ VRRP ᴍ Ȃ Ҍᶏ secondary ̆ Ӈ IP ҹ

Һ IP Ȃ ̆ VRRP ᶏ ץ IP ̆ ᶏ

no פ VRRP IP ̆ ᴪ ҹ₮ ԅ ̆ ҹ

҉ ңҩҌ MAC ѿҩ IP Ȃ 

  Е 

VRRP IP (Primary Secondary)ғ װ ҏ IP

(Primary Secondary)҅ Ї Ӎ ҿ VRRP (Own)ԋװ

IP Ї VRRP ᴮᾨ ҿ 255Ї װ Ї Ӎ

VRRP ꜠ ԓMaster ɼ 

35.3.3 VRRP ᴍ ұ 

VRRP ץ Ȃ VRRP ᴍ ұ

Ӟ VRRP ԍ ȂVRRP ᴍ ԍ

Ҋ Ȃ Ҋ̆ ѿҩ VRRP Ҭ

Ȃפ Ҍפ Ḡ ῃ ̆ /

VRRP Ȃ 

  פ

Router(config-if)# vrrp group authentication 
string 

VRRP ұ 

Router(config-if)# no vrrp group authentication 
[string] 

VRRP ԍ  

Ҋ̆VRRP ԍ Ȃ Ҋ̆ Ҍ

8ҩ Ȃ 
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35.3.4 VRRP
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ᴨᾢ level ṿ ҹ 1~254Ȃ VRRP IP ҍ ץ ҉

IP ѿ ̆ VRRP ᴨᾢ ҹ 255̆ VRRP ԍ

̆ VRRP ᴪ ꜚ ԍ Master ( ץ )Ȃ 

35.3.7 VRRP ᴍ  

ԅ VRRP ᴍ ̆ ꜚ

ᴨᾢ Ȃѿ ҹҌ ṿ⁞

VRRP ᴍ Ҭ ᴨᾢ ̆ ѿҩ ᴍ Ҭ ғᴨᾢ

ῒ ץ ҹ VRRP ᴍ ꜚ ( Һ) Ȃ Ҍ

ԍץ ̆Ӟ ץ ῒ ( GigabitEthernet )

( Loopback̆Tunnel )Ȃ 

  פ

Router(config-if)# vrrp group track 
interface-type number [ interface –priority ] 

VRRP ᴍ

 

Router(config-if)# no vrrp group track 
interface-type number 

VRRP ᴍ

 

Ҋ̆ VRRP ᴍ Ȃ interface -priority

ṿ ҹ 1~255Ȃ interface -priority ̆ ᴪ ṿ 10Ȃ 

35.3.8 VRRP ӟⱳ  

ѿ ԅ ӟⱳ ̆ ╠ VRRP ᴍ ̆ ԅ

ӟⱳ ̆ ᴪ׆Һ VRRP Ҭ ӟ VRRP ̆

Master
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  פ

Router(config-if)# vrrp group description 
text 

VRRP ұ 

Router(config-if)# no vrrp group description VRRP ұ  

Ҋ V̆RRP ᴍ ᴋᵥ ұȂVRRP ᴍ ұ Ҍ

80Ȃ 

  Е 

VRRP ᴓ ҷҲ Ї ᶕ ‖Ņ‖װ ‖ņ

ҷɼ 

35.4 VRRP ҍ  

RGOS ᶫ פ show vrrp ҍ debug vrrp ҍ VRRPȂᶏ פ show vrrp

ץ VRRP ̆ᶏ debug vrrp ץ VRRP ȁ

VRRP ץ VRRP Ԋᴆ Ḥ Ȃ 

35.4.1 show vrrp 

RGOS ᶫץҊ show vrrp פ VRRP Ȃ 

  פ

Router# show vrrp [ brief | group] ╠ VRRP  

Router# show vrrp interface type number 
[ 224.57 33.24 re

W* n

BT

1 0 0 1 158.42 353.69 Tm

0 g

[([)] TJ
51 Tm

[<1A0005CB>11<051560 117.83  
0 g

[( 224.57 33.24 re

W* n

BT

1 0 0 1 158.42 353.69 Tm

0 g

1 029 TJ
51 Tm

[<1A0005CB>11<051560 117

0 g

[( )] TJ

ET

Q

q

153.26 347.69 224.57 33.24 re

W* n

BT

1 05 0 1 163.7 353.69 Tm
0 g

[(p])] TJ

ET

Q

q

153.26 347.69 224.57 33.24 re

W* n

BT

15.730 1 163.7 353.69 Tm

0 g

[( 224.5

ET

Q

Q

 EMC q

153.21 381.49 224.57 33.24 re

W* n

 /P <</MCID 74>> BDC q

153.21 381.49 224.57 33.24 re

W* n

BT

/F1 10.56 Tf

1 0 0 16083.47 387.53 Tm
C6E2F6A<477m

[<1CA3581<093B50C19D5<28E611152D3B43A<28E61631>] TJ

ET

Q

 EMC  /P <</MCID 75>> BDC q

153.21 381.49 224.57 33.24 re

W* n

BT

10.0 16083.47 387.53 Tm

0 g

[(VRR)11(P)] TJ

ET

Q

 EMC  /P 6</MCID 74>> BDC q

153.21 381.49 224.57 33.24 re

W* n

BT

/F1 10.56 Tf
50502.716083.47 387.53 Tm0.12 Tc[<28E61631>] TJ

ET

Q

 EMC  /P 7</MCID 75>> BDC q

153.21 381.49 224.57 33.24 re

W* n

BT
52502.716083.47 387.53 Tm

0 g

[( )] TJ

ET

Q

Q

 EMC  /P 8</MCID 82>> BD310.9378 401.11 0.48001 0.48001 re

f*310.9376 401.11 224.57 0.48001 re

f*310.9378 401.11 0.48001 0.48001> BDC q

0.9371 401.11 162.74 0.48001 re

f*310.9378 401.11 0.47998 0.48001 re

f*

153.23 731.26 0.248 0.48001 re

f*

152.78 401.11 0.48001 0.48001 re

f*

152.78 401.11 0.48001 0.48001 r
Q

q

152.26 401.11 224.57 0.48001 re

f*

153.23 731.26 0.248 0.48001 re

f*

152.78 401.11 0.48001 0.48001> BDC q

152.31 401.11 162.74 0.48001 re

f*

153.23 731.26 0.2001 19.704 re

f*

152.78 421.27 0.47998 0.48001 re

f*

152.78 421.27 0.47998 0.48001T

Q

Q

 EMC  /P <</MCID 19>> BDC BT

/F1 10.56 Tf

1 0 0 32901.17 717.22 Tm
43B4D92B50BB052682A102C<0D60458460BB05264CB71 T<1A0005Tm

[<34F4F6A05BB6>11<163101C4>] TJ

ET

 EMC  /P9<</MCID 20>> BDC BT

/F4 10.56 Tf

030 0 12901.17 715.79 Tm

[( )] TJ

ET

 EMC  /P91</MCID 68>> BDC BT

1 0 0 3
549.17 715.1.

0 show 

[(show vrr)11(p)] TJ

ET

 EMC  /P9<</MCID 62>> BDC BT

/F1 10.56 Tf

1683.43
549.17 712.18 Tm

 -02B58>11<0AAD0514>] TJ

ET

 EMC  /P9<</MCID 53>> BDC BT

/F4 10.56 Tf

1 0 143
549.17 7120Tm

 2 vrr)11(p)] TJ

ET

 EMC  /P9<</MCID 54>> BD0 8.5BT

/F6 12 Tf

1 0 0 21 09.17 715.R)-5(o)-5(u)8(t)-5(e)8(r)-5(# vrr)11(p)] TJ

ET

 EMC  /P9<</MCID 35>> B15 8.5BT

/F6 12 Tf

910 0 21 09.17 715.show vrrw vrrp

†
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  Priority is 120 

  Master Router is 192.168.201.217 (local), priority is 120 

  Master Advertisement interval is 3 sec 

  Master Down interval is 9 sec 

҉ Ḥ ץ ȁ ҉ VRRP ᴍ ȁ ȁᴨᾢ ȁ

ȁVRRP ȁ IP ȁ MAC ȁMaster IP ȁ

Master ᴨᾢ ȁMaster ȁMaster ∞ ȁ

╠ VRRP ᴍ ץ ᴨᾢ Ȃ 

2.show vrrp brief  פ

Router#show vrrp brief 

Interface         Grp Pri Time  Own Pre State   Master addr     Group addr 

FastEthernet 0/0   1   100   -    -   P  Backup  192.168.201.213 192.168.201.1 

FastEthernet 0/0   2   120   -    -   P  Master  192.168.201.217 192.168.201.2 

҉ Ḥ ץ ȁ ҉ VRRP ᴍ ȁ ȁᴨᾢ ȁ

ȁ IP ȁMaster IP Ȃ 
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Router# debug vrrp error VRRP
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4.debug vrrp packets 

Router#debug vrrp packets 

Router# 

VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

҉ Ḥ VRRP 2 VRRP ̆ῒ VRRP ҹ 0XDD4DȂ 

Router#debug vrrp packets 

Router# 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

҉ Ḥ ⌠ 192.168.201.213 VRRP 1 VRRP ̆

ῒᴨᾢ ҹ 120Ȃ 

5.debug vrrp state 

Router#debug vrrp state 

VRRP State debugging is on 

Router# 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master -> Backup 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Backup -> Master 

Router#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Router(config)#interface fastethernet0/0 

Router(config-if)#no shutdown 

Router(config-
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2-4 VRRP  

Ҋ ᶛҬ̆ R3 Ҍ ȂҊ ₮ R3 : 

! 

! 

hostname "R3" 

! 

! 

interface FastEthernet 0/0 

 ip address 192.168.12.217 255.255.255.0 

! 

interface FastEthernet 1/0 

 ip address 60.154.101.5 255.255.255.0 

! 

interface FastEthernet 1/1 

 ip address 202.101.90.61 255.255.255.0 

! 

router rip  

 network 202.101.90.0 0.0.0.255  

 network 192.168.12.0 0.0.0.255 

 network 60.154.101.0 0.0.0.255 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

end 

 

35.5.1 VRRP ᴍ ᶛ 

2-4 Ȃ ҩ ᶛҬ̆ ᵬ (192.168.201.0/24)ᶏ

R1 ҍ R2 ᴍ ̆ ῒ ῏ ᴍ IP
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192.168.201.1̆ 192.168.201.1 ᵬ (ῒ ᵬ

ҹ 192.168.12.0 /24)Ȃ R1 VRRP Master Ȃ ’

Ҋ̆ R1ᵬҹ ꜚ ᶫ ῏(192.168.201.) ⱳ ̆ R1 ԍ

῏ ₮ Ҍ ⌠ ̆ R2 ף ᶫ ῏(192.168.201.1)

ⱳ ȂҊ №≢ ₮ R1 ҍ R2 ῏ Ȃ 

R1 ̔ 

! 

! 

hostname "R1" 

! 

interface FastEthernet 0/0 

 ip address 192.168.201.217 255.255.255.0 

 keepalive 10 auto-detect 

 vrrp 1 priority 120 

 vrrp 1 timers advertise 3 

 vrrp 1 ip 192.168.201.1 

! 

interface FastEthernet 1/0 

 no ip address 

! 

interface FastEthernet 1/1 

 ip address 202.101.90.63 255.255.255.0 

! 

router rip 

 network 202.101.90.0  

 network 192.168.201.0 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

end 

R2 ̔ 

 

! 

hostname "R2" 

! 

! 

interface FastEthernet 0/0 

 ip address 192.168.201.213 255.255.255.0 

 duplex auto 

 speed auto 

 vrrp 1 ip 192.168.201.1 

 vrrp 1 timers advertise 3 

! 

interface FastEthernet 1/0 

 no ip address 

! 

interface FastEthernet 1/0 

 ip address 60.154.101.3 255.255.255.0 

! 

router rip  

 network 60.154.101.0
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line con 0 

line aux 0 

line vty 0 4 

! 

end 

̆ R1 ҍ R2 ԍ VRRP ᴍ 1Ҭ̆ IP

(192.168.201.1) ғ ԍ VRRP ҊȂ ԍ R1 VRRP ᴍ ᴨ

ᾢ ҹ 120̆ R2 VRRP ᴍ ᴨᾢ ṿ 100̆ ץ R1

’Ҋᾟ VRRP Master Ȃ 

35.5.2 ᶏ VRRP ᶛ 

2-4 Ȃ ҩ ᶛҬ̆ ᵬ (192.168.201.0/24)ᶏ

R1 ҍ R2 ᴍ ̆ ῒ ῏ ᴍ IP

192.168.201.1̆ 192.168.201.1 ᵬ (ῒ ᵬ

ҹ 192.168.12.0/24)Ȃ R1 VRRP Master Ȃҍ ᴍ

ᶛҌ ̆ ҩ ᶛҬ̆ R1 Ҭ ԅ VRRP

FastEthernet 1/1Ȃ ’Ҋ̆ R1ᵬҹ ꜚ ᶫ ῏

(192.168.201.1) ⱳ ̆ R1 ԍ῏ ₮ Ҍ ⌠ ̆

R2 ף ᶫ ῏(Ӟ 192.168.201.1) ⱳ Ȃ

≢ R1 ҍ FastEthernet 1/1 Ҍ Ṝ̆

R1 ᴪ ᵞ VRRP ᴍ ᴨᾢ ׆̆ ᶏ R2 ᴪ ҹ

Һꜚ ᶫ ῏(192.168.201.1) ⱳ ̕ R1 ҍ

FastEthernet 1/1 ̆ Ӈ R1 VRRP ᴍ ᴨᾢ

Ῥ ҹҺꜚ ᶫ ῏ ⱳ ȂҊ №≢ ₮ R1 ҍ R2

῏ Ȃ 

R1 ̔ 

! 

! 

hostname "R1" 

! 

! 

interface FastEthernet 0/0 

 ip address 192.168.201.217 255.255.255.0 

 keepalive 10 auto-detect 

 vrrp 1 priority 120 

 vrrp 1 timers advertise 3 

 vrrp 1 ip 192.168.201.1 

 vrrp 1 track FastEthernet 1/1 30 

! 

interface FastEthernet 1/0 

 no ip address 

 shutdown 

! 

interface FastEthernet 1/1 

 ip address 202.101.90.63 255.255.255.0 

! 

router rip  

 network 202.101.90.0 0.0.0.255 

 network 192.168.201.0 0.0.0.255 

! 
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2-4 Ȃ ҩ ᶛҬ̆ ᵬ (192.168.201.0/24)ᶏ

R1 ҍ R2 ᴍ ̆ῒҬ № ᵬ ( A) ῒ ῏ ᴍ 1

IP 192.168.201.1̆ № ᵬ ( C)↕ ῒ ῏ ᴍ 2

IP 192.168.201.2Ȃ R1 ᴍ 2ҬᵬҹҺ ̆ ᴍ 1

Ҭᵬҹ ᴍ ̕ R2 ᴍ 2

A)
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 vrrp 1 timers advertise 3 

 vrrp 1 priority 120 

 vrrp 2 ip 192.168.201.2 

 vrrp 2 timers advertise 3 

!  

interface FastEthernet 1/0 

 ip address 60.154.101.3 255.255.255.0 

! 

interface FastEthernet 1/1 

 no ip address 
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 ѿ VRRP ᴍ ῤ ץ ̆ᵖ

ץ⌠ ̕ 

 ѿҩ VRRP ᴍ ῤ ҉ VRRP Ҍѿ ̆ ғ

ӟⱳ ̕ 

 ѿҩ VRRP ᴍ ῤ ҉ VRRP IP Ҍѿ Ȃ 

35.7  ҍCiscoԑ  

Cisco VRRP ῒ Ȃ ԍῒ VRRP Ҍ ῃ Ӎ RFC 

2338̆ҹԅ Ḃ ᶏ Cisco VRRP̆Ҋ ץ Cisco c2600-j1s3-mz. 

122-13.T.bin ҹᶛ̆ ₮ Cisco ҍ RFC 2338 Ҍѿ ̔ 

 Cisco ҉ VRRP ԍ Backup Ҋׅ̆ ץ (

) MAC ҹ VRRP MAC ̕ 

 Cisco VRRP ԍ ICMP Redirect Ҍ Ӎ RFC 2338Ȃ ᶏ

VRRP ץ IP ᵬҹ ICMP Redirect Ҍ

RFC 2338 ᶏ IP ᵬҹ ̕ 

 RFC2338 ⌠ VRRP TTL ҹ 255 ̆ᵖ Cisco

⌠ VRRP IP TTL Ҍⱴץ ̕ 

 Cisco ҉ VRRP IP Ṝ,Cisco ᴪ ₮ Ḥ  ̕

 Cisco ҉ῒ VRRP Secondary ץ ץ IP

(Primary/Secondary) Ӎ VRRP ARP ,ᵖ ᴨᾢ

Ҍᴪ ҹ 255, ᴪ ARP ‖ ( Cisco Ҍ Master )̕ 

 Cisco҉ῒVRRP ҩ Secondary ץ IP

(Primary/Secondary), Ӈ Master Ҋ,ῒҬ ARP

Ӎ VRRP (RFC 2338), ғῒᴨᾢ Ҍҹ 255, ᴪ ARP ‖ (

Cisco ҉ VRRP Ҍ Master Ҋ)̕ 

 Cisco(VRRP ԍMaster ғᴨᾢ Ҍ 255) ⌠ᴨᾢ ҹ
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҈ Έ VPN  

35.8 VPN  

RGOS VPN/VPDN ҹ: L2TP PPTP Ȃ 

 L2TP(Layer Two Tunneling Protocol)̕ 

 PPTP(Point-to-Point Tunneling Protocol)Ȃ 

ң VPN/VPDN ̆ ױ ҍᶏ Ȃ

PPTP ԍ MicroSoft Windows ↓֟ ̆ L2TP ԍ Cisco ҉Ȃ

ᵬҹ ҙ ‰̆L2TP Windows 2000/XP Ȃ 

̔ ̆ ѿ ӈ҉ ῃ ῏Ȃ 
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҈ ҂  PPTP  

35.9 PPTP  

Point-to-Point-Tunneling Protocol (PPTP) VPN ѿ ̆

ᶏ Microsoft Windows NT® Workstation, Windows® 95, Windows® 

98 Windows® 2000 ץ ῒ ΐ ppp ⱳ ῀⌠ ISP̆

Internet ῃ Ὲ Ȃῒ ‰ ҹ RFC 2637̆

Microsoft ₃ ҙῤ ᾢ ῍ ₮̆ ⌠ Internet 

Engineering Task Force(IETF)Ȃ 

PPTP ӈԅѿ IP ҉ ᴰ PPP ̆ PPP

ᴋᵥḱ ̆Ҍ ӈԅѿҩ PPP ΐȂ ӈ ̇ Ⱶ

ᵣ ̆PPTP Ⱶ ̂Network Access Servers ̆ NAS̃ ⱳ № PNS

̂PPTP Network Server̃ PAC(PPTP Access Concentrator)῍ ȂPNS

ᵬ ̆ ԍ TCP/IP ̆ ΐ IP ᴆ̕ PAC ↕ѿ ΐ

ѿҩ ҩ PSTNȁISDN ῒ ΐ PPP ⱳ Ȃ 

RGOS ╠ ᵬҹ PNS ῀ Ⱶ ̆ PPTP Ȃ
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ῒҬ number virtual-template Ȃ⇔ virtual-template

ᵬҹ PPTP ᴪ virtual-access Ȃ 

35.10.6 vpdn-group 

ԍ PPTP Ⱶ ̆ ѿ Ȃ vpdn-group ᵬ Ȃ

vpdn-group : 

 vpdn-group( ); 

 ( ); 

 ( ); 

 ᶏ ( ); 

 ( ); 

 ( ); 

 vpdn-group ( ); 

 PPTP ( ); 

 PPTP ( ); 
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ӊ╠̆ ᾢ Ȃ PNS

ⱳ protocol pptp protocol anyȂ 

35.10.6.4 ᶏ  

RGOS ᶫҊ פ ץ vpdn-group ᶏ Ȃ 

  פ

Router(config-vpdn-acc-in)# virtual-template number ᶏ  

Router(config-vpdn-acc-in)#no virtual-template number  

vpdn-group ᶏ ӊ╠̆ ᾢ Ȃ 

35.10.6.5  

RGOS ᶫҊ פ ץ Ȃ ԅ ̆ Ӈ

vpdn-group Һ ҍӊ Ȃ ̆

Ӈ vpdn-group ҹ vpdn-group̆ ҹᴋץ ᶫ

vpdn ⱵȂ ҩ vpdn-group ̆↕ ᶏ ⌠

ѿҩ ᴆ vpdn-group ῀Ȃ 

  פ

Router(config-vpdn)#terminate-from hostname name Һ  

Router(config-vpdn)#no terminate-from hostname  

ῒҬ name ҹ Һ Ȃ 

35.10.6.6  

RGOS ᶫҊ פ ץ ̆ ᵬҹѿҩ

Ȃ 

  פ

Router(config-vpdn)# local name name  

Router(config-vpdn)#no local name  

ῒҬ name ҹ Ȃ ’Ҋ̆RGOS ᶏ ᵬҹ

Һ Ȃ 

35.10.6.7 vpdn-group  

RGOS ᶫҊ פ ץ vpdn-group Ȃ

Ҭ ҍӊ ̆ vpdn-group ᴪ Ȃ 

  פ

Router(config-vpdn)# source-ip src-ip vpdn-group  

Router(config-vpdn)#no source-ip vpdn-group  

ῒҬ src-ip ҹ vpdn-group Ȃ 
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    2-1 ᵬ PPTP Ⱶ ᶛ  

Ҋ №≢ ₮ R1 ҍ Windows 2000 : 

1).R1 : 

Router#show running-config 

Building configuration... 

Current configuration : 1053 bytes 

! 

hostname R1 

enable password  1  

! 

vpdn enable 

! 

vpdn-group pptp 

! Default PPTP VPDN group 

 accept-dialin 

  protocol pptp 

  virtual-template 1 

! 

username pc password 0 1111 

! 

ip local pool pptp 1.1.1.2 1.1.1.254 

interface FastEthernet 0/0 

 ip address 192.168.201.123 255.255.255.0 

duplex auto 

 speed auto 

! 

interface FastEthernet 0/1 

 ip address 192.168.12.1 255.255.255.0 

 duplex auto 

 speed auto 

 

! 

interface Virtual-Template 1 

 ppp authentication pap 

 ip unnumbered FastEthernet 0/1 

 peer default ip address pool pptp 

! 

ip route 0.0.0.0 0.0.0.0 FastEthernet0/0 

! 
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  192.168.201.255  255.255.255.255  192.168.201.144  192.168.201.144      

1 

        224.0.0.0        224.0.0.0  192.168.201.144  192.168.201.144      1 

  255.255.255.255  255.255.255.255  192.168.201.144  192.168.201.144      

1 

Default Gateway:   192.168.201.123 

======================================================================== 

Persistent Routes: 

  None 

 

win2000 ľ ĿҬ ľ̆ Ŀ ľ internet
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0x1 ........................... MS TCP Loopback interface 

0x2 ...00 d0 f8 00 68 e5 ...... PCI Bus Master Adapter 

0x30000004 ...00 53 45 00 00 00 ...... WAN (PPP/SLIP) Interface 

======================================================================== 

======================================================================== 

Active Routes: 

Network Destination        Netmask          Gateway       Interface  Metric 

          0.0.0.0          0.0.0.0          192.168.12.1         1.1.1.4       

1 

          1.1.1.4  255.255.255.255        127.0.0.1       127.0.0.1       1 

    1.255.255.255  255.255.255.255          1.1.1.4         1.1.1.4       1 

        127.0.0.0        255.0.0.0        127.0.0.1       127.0.0.1       1 

    192.168.201.0    255.255.255.0  192.168.201.144  192.168.201.144      1 

  192.168.201.123  255.255.255.255  192.168.201.144  192.168.201.144      

1 

  192.168.201.144  255.255.255.255        127.0.0.1       127.0.0.1       1 

  192.168.201.200  255.255.255.255  192.168.201.100  192.168.201.144      

1 

  192.168.201.255  255.255.255.255  192.168.201.144  192.168.201.144      

1 

        224.0.0.0        224.0.0.0          1.1.1.4         1.1.1.4       1 

        224.0.0.0        224.0.0.0  192.168.201.144  192.168.201.144      1 

  255.255.255.255  255.255.255.255  192.168.201.144  192.168.201.144      

1 

Default Gateway:           192.168.12.1 

======================================================================== 

Persistent Routes: 

  None 

 

F:\> 

F:\>ping 192.168.12.1 

 

Pinging 192.168.12.1 with 32 bytes of data: 

 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

 

Ping statistics for 192.168.12.1: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 0ms, Maximum =  0ms, Average =  0ms 

 

F:\>ping 192.168.12.79 

 

Pinging 192.168.12.79 with 32 bytes of data: 

 

Reply from 192.168.12.79: bytes=32 time=10ms TTL=127 

Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 

Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 

Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 

 

Ping statistics for 192.168.12.79: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 0ms, Maximum =  10ms, Average =  2ms 

 

҉ Ḥ Ҋ̔ 

R1#sh ip route 

Codes: C - connected, S - static,  R - RIP 
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       O - OSPF, IA - OSPF inter area 

       E1 - OSPF external type 1, E2 - OSPF external type 2 

 

Gateway of last resort is 0.0.0.0 to network 0.0.0.0 

 

     1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks 

C       1.1.1.0/24 is directly connected, Virtual-Access1 

C       1.1.1.4/32 is directly connected, Virtual-Access1 

C    192.168.12.0/24 is directly connected, FastEthernet0/1 

C    192.168.201.0/24 is directly connected, FastEthernet0/0 

S*   0.0.0.0/0 is directly connected, FastEthernet0/0 

R1# 

 

ҹ̆ᶏ VPDN ῤ Ⱶ ̆ ֓ Ⱶ

⌠ץ ῀ Ȃѿ ’Ҋ̆ ֓ Ⱶ ῏ ҹ

ῤ ῏ ԅ̆ץ ᶛҬ ҹ 192.168.12.1Ȃ 

35.11  PPTP
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35.11.2 PPTP  

RGOS ᶫԅ clear vpdn פ ץ ῒ ᴪ Ȃ 

  פ

Router# clear vpdn tunnel [ [l2tp 

| pptp]  [remote name] ] 
ȁ Һ ῒ

ᴪ  



ԋ №    0 ҈ ҂  PPTP  

 14  ῍ 48                   http://www.ruijie.com.cn 

⇔ pptp ᴪ Ҭ debug vpdn packet ₮ Ҋᶛ̔ 

PPTP: I Start-Control-Connection-Request len 156 Magic Cookie 0x1A2B3C4D 

             Protocol Version 0x100 

             Framing Type 0x1 

             Bearer Type 0x1 

             Maximum Channels 0x0 

             Firmware Revision 0x893 

             Host Name: 

             Vendor String: Microsoft Windows NT 

 

PPTP: O Start-Control-Connection-Reply len 156 Magic Cookie 0x1A2B3C4D 

             Protocol Version 0x100 

             Framing Type 0x2 

             Bearer Type 0x3 

             Maximum Channels 0x0 

             Firmware Revision 0x100 

             Host Name: Dingjs 

             Vendor String: Ret-Giant Network Operating System 

 

PPTP: I Outgoing-Call-Request len 168 Magic Cookie 0x1A2B3C4D 

             Call Id 0x4000 

             Call Serial Number 0x96A5 

             Min BPS 0x12C 

             Max BPS 0x5F5E100 

             Bearer Type 0x3 

             Framing Type 0x3 

             Rec Window Size 0x40 

             Proc Delay 0x0 

             Phone Number Length 0x0 

             Phone Number: 

             Subaddress: 

 

PPTP: O Outgoing-Call-Reply len 32 Magic Cookie 0x1A2B3C4D 

             Call Id 0x1 

             Peer Call Id 0x4000 

             Result Code 0x1 

             Error Code 0x0 

             Cause Code 0x0 

             Connect Speed 0xFA00 

             Rec Window Size 0x10 

             Physical Channel Id 0x0 

 

PPTP: I Set-Link-Info len 24 Magic Cookie 0x1A2B3C4D 

             Peer Call Id 0x1 

             Send ACCM 0xFFFFFFFF 

             Recv ACCM 0xFFFFFFFF 

 

%UPDOWN: Interface Virtual-Access1, changed state to up 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 64 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

PPTP: I Set-Link-Info len 24 Magic Cookie 0x1A2B3C4D 

             Peer Call Id 0x1 

             Send ACCM 0xFFFFFFFF 

             Recv ACCM 0xFFFFFFFF 

 

Vi1 VPDN PROCESS Into tunnel: Sending 45 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 46 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 187 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 56 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 64 byte pak 
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҈ ῇ  L2TP  

35.12  L2TP  

Layer 2 Tunnel Protocol(L2TP) Internet Engineering Task Force(IETF)

ң Cisco Ὲ Layer 2 Forwarding(L2F) ҍ

Point-to-Point Tunneling Protocol (PPTP) ₮ ѿ ΐ ‰ ӈ

̆ῒ ‰ ҹ RFC 2661Ȃ 

L2TP Point-to-Point Protocol(PPP) ѿ ̆ ᶭ ≠ PPP

ᴍ ᴰ Ȃҍ PPTP Ҍ ̆L2TP ᶏ UDP ᵬҹ └ ҍ

ᴰ Ȃ 

L2TP Ӟ



ԋ №    0 ҈ ῇ  L2TP  

 17  ῍ 48                   http://www.ruijie.com.cn 

 L2TP └ ; 

 L2TP └ ; 

 L2TP └ ; 

35.13.2.1
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class-name pseudowire-class  

ῒҬ pseudowire-class-name ⇔ / pseudowire-class ᾝ ̆

⇔ pseudowire-class ץ interface virtual-ppp pseudowire ↕

ῒ Ȃ 

35.13.3.2 L2TP ᴰ  

RGOS ᶫץҊ פ L2TP ᴰ Ȃ 

  פ

Router (config-pw-class)#encapsulation l2tpv2 ᴰ  

ѿ̆ L2TP ᴰ ḂҌ Ῥ ̕

pseudowire-class ҉ L2TP ᴰ ᾢ L2TP

ᴰ Ȃ 

35.13.3.3 L2TP ᴰ IP  

RGOS ᶫץҊ פ L2TP ᴰ IP Ȃ 

  פ

Router (config-pw-class)# ip dfbit set №  

Router (config-pw-class)# no ip dfbit set ᾛ №  

Router (config-pw-class)# ip ttl ttl-value IP TTL 

Router (config-pw-class)# no ip ttl ᶏ TTL ṿ 

Router (config-pw-class)#ip local  interface 

interface-name 
( ) 

Router(config-pw-class)#no ip local interface 

interface-name 
( )

 

L2TP ᴰ IP ҉ L2TP UDP IP Ȃ

’Ҋ̆ ᾛ № ̆ TTL ҹ 255 ғ ᴪ

ҹῒ ҉ ( )Ȃ 

35.13.3.4 L2TP └  

RGOS ᶫҊ פ ץ L2TP └ Ȃ 

  פ

Router(config)# protocol l2tpv2 [l2tp-class-name] L2TP └  

Router(config)# no protocol ᶏ └  

l2tpv2 RFC 2661 L2TP ⇔ └ ̆ ᶏ

l2tp-class-name l2tp-class └ └ ̆

ҩ ᶏ L2TP └ Ȃ 
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35.13.4 ⇔ virtual-ppp  

ԍ L2TP ̆ ѿ ̆ ⇔ ѿҩ

L2TP ᴪ Ȃ virtual-ppp : 

 virtual-ppp ; 

 IP ; 

 ᴍ ; 

 pseudowire ↕; 

ῒҬ, IP ץ ᴍ ץ ῏ Ȃ 

35.13.4.1 virtual-ppp  

RGOS ᶫҊ פ ץ L2TP ᴪ virtual-ppp Ȃ 

  פ

Router(config)#interface virtual-ppp number 
⇔ /

virtual-ppp  

Router(config)#no interface virtual-ppp number 
− virtual-ppp

 

ῒҬ number virtual-ppp Ȃ⇔ virtual-ppp
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C:\>route print 

 

========================================================================== 

Interface List 

0x1 ........................... MS TCP Loopback interface 

0x1000002 ...00 53 45 00 00 00 ...... WAN (PPP/SLIP) Interface 

0x1000003 ...00 10 88 01 a5 c3 ...... Novell 2000 Adapter. 

========================================================================== 

========================================================================== 

Active Routes: 

Network Destination        Netmask          Gateway       Interface  Metric 

          0.0.0.0          0.0.0.0     192.168.12.1  192.168.12.213       1 
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Ҋ ױ № ‖Branch‖ῤҺ ‖ DENGL-NECBOOK‖ Internet ץ

‖Headquarters‖ ῤ : 

   Microsoft Windows 2000 [Version 5.00.2195] 

(C)  1985-2000 Microsoft Corp. 

C:\WINNT\system32>ipconfig /all 

 

Windows 2000 IP Configuration 

        Host Name . . . . . . . . . . . . : DENGL-NECBOOK 

        Primary DNS Suffix  . . . . . . . : 

        Node Type . . . . . . . . . . . . : Hybrid 

        IP Routing Enabled. . . . . . . . : No 

        WINS Proxy Enabled. . . . . . . . : No 

 

Ethernet adapter : 

        Connection-specific DNS Suffix  . : 

        Description . . . . . .: Realtek RTL8139(A)-based PCI Fast Ethernet Adapter 

        Physical Address. . . . . . . . . : 00-10-60-75-BD-7A 

        DHCP Enabled. . . . . . . . . . . : No 

        IP Address. . . . . . . . . . . . : 192.168.201.78 

        Subnet Mask . . . . . . . . . . . : 255.255.255.0 

        Default Gateway . . . . . . . . . : 192.168.201.1 

        DNS Servers . . . . . . . . . . . : 202.101.143.141 

                                            202.101.98.55 

 

C:\WINNT\system32>route print 

========================================================================== 

Interface List 

0x1 ........................... MS TCP Loopback interface 

0x1000003 ...00 10 60 75 bd 7a ...... NDIS 5.0 driver 

========================================================================== 

========================================================================== 

Active Routes: 

Network Destination        Netmask          Gateway       Interface  Metric 

          0.0.0.0          0.0.0.0 
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Pinging 192.168.103.2 with 32 bytes of data: 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 

Ping statistics for 192.168.103.2: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 0ms, Maximum =  0ms, Average =  0ms 

 

C:\WINNT\system32> 

№ ‖Branch‖ῤ Һ ‖DENGL-NECBOOK‖ ץ ≠ Internet ץ

‖Headquarters‖ ῤ ̆ Һ VPDN ̆ №

ѿҩῤ ( 192.168.201.78) ῒ ῏ҹ 192.168.201.1 Ȃ

ѿ Ӟ ׆ץ R1 ҉ NAT Ḥ ץ ₮ : 

R1#show ip nat translations 

Pro Inside global      Inside local       Outside local      Outside global 

icmp 192.168.103.6:512 192.168.201.78:512 192.168.207.2:512  192.168.207.2:512 

icmp 192.168.12.217:512 192.168.201.78:512 192.168.12.1:512  192.168.12.1:512 

R1#show ip route 

Codes: C - connected, S - static,  R - RIP 

       O - OSPF, IA - OSPF inter area 

       E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is 192.168.12.1 to network 0.0.0.0 

     192.168.103.0/32 is subnetted, 2 subnets 

C       192.168.103.6 is directly connected, Virtual-PPP1 

C       192.168.103.2 is directly connected, Virtual-PPP1 

C    192.168.12.0/24 is directly connected, FastEthernet0/1 

C    192.168.201.0/24 is directly connected, FastEthernet0/0 

S*   0.0.0.0/0 [1/0] via 192.168.12.1, FastEthernet0/1 

R1# 

35.13.5.2 ҍCisco 2620  

Ҋ ᶏ R1ҍ Cisco 2620 L2TP ̆

Cisco 2620 ᵬҹ L2TP Network Server(LNS)̆ 3-2 Ȃ 

 

3-2 ҍ Cisco 2620(LNS) L2TP  

Ҋ №≢ ₮ R1 ץ Cisco2620 : 

1).R1 : 

R1#show running-config 
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’ᶏ FastEthernet 0 ᵬҹ ( ᶏ ADSL ᵬҹ WAN

)̆ NAT ῍֣̕ ᶏ FastEthernet 1/0

⌠ Ȃ ׆ץ ץ ARP ҉ ⌠: 

R1#show ip route 

Codes: C - connected, S - static,  R – RIP 

       O - OSPF, IA - OSPF inter area 

       E1 - OSPF external type 1, E2 - OSPF external type 2 

 

Gateway of last resort is 0.0.0.0 to network 0.0.0.0 

     192.168.103.0/32 is subnetted, 2 subnets 

C       192.168.103.3 is directly connected, Virtual-PPP1 

C       192.168.103.2 is directly connected, Virtual-PPP1 

S    192.168.19.0/24 is directly connected, Virtual-PPP1 

C    192.168.201.0/24 is directly connected, FastEthernet0/0 

     202.101.93.0/24 is variably subnetted, 2 subnets, 2 masks 

C       202.101.93.23/32 is directly connected, FastEthernet 1/0 

C       202.101.93.0/26 is directly connected, FastEthernet 1/0 

S*   0.0.0.0/0 is directly connected, FastEthernet 1/0 

R1#show arp 

Protocol  Address          Age (min)  Hardware Addr   Type   Interface 

Internet  192.168.201.213         3   0010.8801.a5c3  ARPA   FastEthernet0/0 

Internet  192.168.201.1           -   00d0.f8fb.126e  ARPA   FastEthernet0/0 

R1# 

2).Cisco2620 : 

Cisco2620#show running-config 

Building configuration... 

 

Current configuration : 1212 bytes 

! 

version 12.2 

service timestamps debug uptime 

service timestamps log uptime 

no service password-encryption 

! 

hostname Cisco2620 

! 

! 

username 163 password 0 163 

username RGOS password 0 RGOS 

username 263 password 0 263 

ip subnet-zero 

! 

! 

no ip domain-
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 speed 10 

! 

interface FastEthernet 0/1 
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     202.101.93.0/24 is variably subnetted, 2 subnets, 2 masks 

C       202.101.93.21/32 is directly connected, FastEthernet 0/1 

C       202.101.93.0/26 is directly connected, FastEthernet 0/1 

C    192.168.19.0/24 is directly connected, FastEthernet0/0 

Cisco2620# 

Ҋ ױ № ‖Branch‖ῤҺ ‖ BLIZZARD‖ Internet ץ

‖Headquarters‖ ῤ : 

Microsoft Windows 2000 [Version 5.00.2195] 

(C)  1985-2000 Microsoft Corp. 

 

C:\>ipconfig /all 

Windows 2000 IP Configuration 

        Host Name . . . . . . . . . . . . : BLIZZARD 

        Primary DNS Suffix  . . . . . . . : 

        Node Type . . . . . . . . . . . . : Broadcast 

        IP Routing Enabled. . . . . . . . : No 

        WINS Proxy Enabled. . . . . . . . : No 

 

Ethernet adapter  2: 

        Connection-specific DNS Suffix  . : 

        Description . . . . . . . . . . . : NE2000 Compatible 

        Physical Address. . . . . . . . . : 00-10-88-01-A5-C3 

        DHCP Enabled. . . . . . . . . . . : No 

        IP Address. . . . . . . . . . . . : 192.168.201.213 

        Subnet Mask . . . . . . . . . . . : 255.255.255.0 

        Default Gateway . . . . . . . . . : 192.168.201.1 

        DNS Servers . . . . . . . . . . . : 202.101.143.141 

 

C:\>route print 

========================================================================== 

Interface List 

0x1 ........................... MS TCP Loopback interface 

0x3000003 ...00 10 88 01 a5 c3 ...... Novell 2000 Adapter. 

========================================================================== 

========================================================================== 

Active Routes: 

Network Destination        Netmask          Gateway       Interface  Metric 

          0.0.0.0          0.0.0.0    192.168.201.1  192.168.201.213      1 

        127.0.0.0        255.0.0.0        127.0.0.1       127.0.0.1       1 

    192.168.201.0    255.255.255.0  192.168.201.213  192.168.201.213      1 

  192.168.201.213  255.255.255.255        127.0.0.1       127.0.0.1       1 

  192.168.201.255  255.255.255.255  192.168.201.213  192.168.201.213      1 

        224.0.0.0        224.0.0.0  192.168.201.213  192.168.201.213      1 

  255.255.255.255  255.255.255.255  192.168.201.213  192.168.201.213      1 

Default Gateway:     192.168.201.1 

========================================================================== 

Persistent Routes: 

  None 

 

C:\>ping 192.168.103.2 

Pinging 192.168.103.2 with 32 bytes of data: 

Reply from 192.168.103.2: bytes=32 time=10ms TTL=0 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=0 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=0 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=0 

 

Ping statistics for 192.168.103.2: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 0ms, Maximum =  10ms, Average =  2ms 
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C:\>ping 192.168.19.1 

Pinging 192.168.19.1 with 32 bytes of data: 

Reply from 192.168.19.1: bytes=32 time<10ms TTL=254 

Reply from 192.168.19.1: bytes=32 time<10ms TTL=254 

Reply from 192.168.19.1: bytes=32 time<10ms TTL=254 

Reply from 192.168.19.1: bytes=32 time<10ms TTL=254 

Ping statistics for 192.168.19.1: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 0ms, Maximum =  0ms, Average =  0ms 

 

C:\>ping 202.101.93.23 

Pinging 202.101.93.23 with 32 bytes of data: 

Reply from 202.101.93.23: bytes=32 time<10ms TTL=254 

Reply from 202.101.93.23: bytes=32 time<10ms TTL=254 

Reply from 202.101.93.23: bytes=32 time<10ms TTL=254 

Reply from 202.101.93.23: bytes=32 time<10ms TTL=254 

Ping statistics for 202.101.93.23: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 0ms, Maximum =  0ms, Average =  0ms 

 

C:\> 

№ ‖Branch‖ῤ Һ ‖BLIZZARD‖ ץ ≠ Internet ץ

‖Headquarters‖ ῤ ̆ Һ VPDN ̆
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Router(config)# ip local pool poolname first-ip 
[last-ip] 

⇔ /  

Router(config)# no ip local pool poolname −  

ῒҬ poolname ⇔ / f̆irst-ip

̆last-ip Ȃ 

35.14.3 Ḥ  

ԍ L2TP ̆ ѿ Ȃ Ḥ ̆ ҹԅ

L2TP ῀ ᴍ ȂRGOS ᶫҊ פ

Ḥ Ȃ 

  פ

Router(config)# username user-name password password Ḥ  

Router(config)# no username user-name −  

ῒҬ user-name ᾛ ῀ ̆password Ȃפ

ѿҩᾛ ( ῀) ҍ פ Ȃ 

35.14.4 vpdnῃ  

ԍ L2TP ̆ ѿ Ȃ vpdn ῃ ᵬ

Ȃ vpdn ῃ : 

 / vpdn ⱳ ; 

 vpdn ; 

ῒҬ, / vpdn ̆ vpdn ↕ Ȃ 

35.14.4.1 / vpdnⱳ  

RGOS ᶫҊ פ ‗ץ vpdn ⱳ Ȃ

L2TP ῀ L2TP ҍᴪ ̆ Ӈ ҉ vpdn

ⱳ Ȃ 

  פ

Router(config)# vpdn enable vpdn ⱳ  

Router(config)# no vpdn enable vpdn ⱳ  

̆
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  פ

Router(config)# vpdn source-ip ip-address vpdn  

Router(config)# 
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 L2TP └ ( ); 

 L2TP ᴰ ( ); 

35.14.6.1 vpdn-group 

RGOS ᶫҊ פ ץ vpdn-group Ȃ 

  פ

Router(config)# vpdn-group name ⇔ / vpdn-group ᾝ 

Router(config)# no vpdn-group name − vpdn-group ᾝ 

ῒҬ name vpdn-group Ȃ⇔ vpdn-group ᾝ ᾛ

῀ Ȃ 

35.14.6.2  

RGOS ᶫҊ פ ץ Ȃ 

  פ

Router (config-vpdn)#accept-dialin ᾛ ῀ 

Router (config-vpdn)#no accept-dialin ῀ 

LNS ⱳ ᾛ ῀Ȃ 

35.14.6.3  

RGOS ᶫҊ פ ץ Ȃ 

  פ

Router(config-vpdn-acc-in)#protocol {any | l2tp | pptp}  

Router(config-vpdn-acc-in)#no protocol  

ӊ╠̆ ᾢ Ȃ 

35.14.6.4 ᶏ  

RGOS ᶫҊ פ ץ vpdn-group ᶏ Ȃ 

  פ

Router(config-vpdn-acc-in)# virtual-template number ᶏ  

Router(config-vpdn-acc-in)#no virtual-template number  

vpdn-group ᶏ ӊ╠̆ ᾢ Ȃ 

35.14.6.5  

RGOS ᶫҊ פ ץ Ȃ ԅ ̆ Ӈ

vpdn-group Һ ҍӊ Ȃ ̆
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Ӈ vpdn-group ҹ vpdn-group̆ ҹᴋץ ᶫ

vpdn ⱵȂ 

  פ

Router(config-vpdn)#terminate-from hostname name Һ  

Router(config-vpdn)#no terminate-from hostname  

ῒҬ name ҹ Һ Ȃ 

35.14.6.6  

RGOS ᶫҊ פ ץ ̆ ᵬҹѿҩ

Ȃ 

  פ

Router(config-vpdn)# local name name  

Router(config-vpdn)#no local name  

ῒҬ name ҹ Ȃ ’Ҋ̆RGOS ᶏ ᵬҹ

Һ Ȃ 

35.14.6.7 vpdn-group  

RGOS ᶫҊ פ ץ vpdn-group Ȃ

Ҭ ҍӊ ̆ vpdn-group ᴪ Ȃ 

  פ

Router(config-vpdn)# source-ip src-ip vpdn-group  

Router(config-vpdn)#no source-ip vpdn-group  
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size ᶏ ṿ 

Router(config-vpdn)# no l2tp tunnel receive- 

window 

└

ᶏ ṿ 

Router(config-vpdn)# l2tp tunnel retransmit 

{retries number | timeout {min|max} seconds} 
└ ᴰ  

Router(config-vpdn)# no l2tp tunnel retransmit 

{retries | timeout {min|max}} 

ᶏ └ ᴰ

 

Router(config-vpdn)# l2tp tunnel timeout 

{no-session| setup} seconds 
ᴪ / └

 

Router(config-vpdn)# no l2tp tunnel timeout 

{no-session | setup} 

ᴪ / └

ṿ 

’Ҋ̆L2TP Ҍ ( Cisco ’Ҋ

)Ȃ Hello └ ҹ 60 ̆ └

ҹ 4̆ └ ᴰ ҹ 5̆ └ ᴰ ҹ 1 ̆

└ ᴰ ҹ 8 ̆ ᴪ ҹ 600 ̆

ᾛ └ ҹ 300 Ȃ L2TP

̆L2TP ң ̆פ ’Ҋ̆ ҹᴋ

ᵥ L2TP פ Ӟ̆ ȂῒҬ̆ interval Hello

̆ ᵝҹ ̕ seconds ᵝӞ Ȃ 

35.14.6.9 L2TP ᴰ  

RGOS ᶫҊ פ ץ ᴰ L2TP IP/UDP Ȃ 

  פ

Router(config-vpdn)# l2tp ip udp checksum UDP  

Router(config-vpdn)# no l2tp ip udp checksum UDP ҹ  

Router(config-vpdn)# ip tos tos-value IP TOS  

Router(config-vpdn)# no ip tos IPTOS  

Router(config-vpdn)# ip precedence value IP Precedence  

Router(config-vpdn)# no ip precedence IP Precedence  

ῒҬ tos-value ҹ L2TP IP TOS ṿ̆value ҹ IP

precedence ṿȂ ’Ҋ R̆GOS L2TP L2TP UDP

checksum ҹ ̆ L2TP IP TOS ҹ 0 ғ IP precedence

Ӟҹ 0Ȃ 

35.14.7 ᶛ 

Ҋ ₮҈ҩ ᶛȂѿҩ ᶛ ᶏ Windows 2000 server ᵬҹ L2TP 

῀̆ ԍ Windows 2000 server └̆Ҍ ̕ѿҩ

ᶛ ᶏ Cisco 3640 ᵬҹ L2TP ̆ ̕ ѿҩᶛ ᶏ

Cisco 2620 ᵬҹ L2TP ̆ Ȃ 
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35.14.7.1 ҍWindows 2000  

Ҋ ᶏ R1ҍ Windows 2000 Server L2TP
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! 

interface Virtual-Template 1 

 ppp authentication pap 

 ip unnumbered Loopback 1 

 peer default ip address pool vpdnusers 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

! 

end 

R1# 

2).Windows 2000 : 

Microsoft Windows 2000 [Version 5.00.2195] 

(C)  1985-2000 Microsoft Corp. 

C:\>ipconfig /all 

Windows 2000 IP Configuration 

        Host Name . . . . . . . . . . . . : BLIZZARD 

        Primary DNS Suffix  . . . . . . . : 

        Node Type . . . . . . . . . . . . : Broadcast 

        IP Routing Enabled. . . . . . . . : No 

        WINS Proxy Enabled. . . . . . . . : No 

 

Ethernet adapter  2: 

        Connection-specific DNS Suffix  . : 

        Description . . . . . . . . . . . : NE2000 Compatible 

        Physical Address. . . . . . . . . : 00-10-88-01-A5-C3 

        DHCP Enabled. . . . . . . . . . . : No 

        IP Address. . . . . . . . . . . . : 192.168.12.213 

        Subnet Mask . . . . . . . . . . . : 255.255.255.0 

        Default Gateway . . . . . . . . . : 192.168.12.1 

        DNS Servers . . . . . . . . . . . : 202.101.143.141 

 

C:\>route print 

========================================================================== 

Interface List 

0x1 ........................... MS TCP Loopback interface 

0x2000003 ...00 10 88 01 a5 c3 ...... Novell 2000 Adapter. 

========================================================================== 

========================================================================== 

Active Routes: 

Network Destination        Netmask          Gateway       Interface  Metric 

          0.0.0.0          0.0.0.0     192.168.12.1  192.168.12.213       1 

        127.0.0.0        255.0.0.0        127.0.0.1       127.0.0.1       1 

     192.168.12.0    255.255.255.0   192.168.12.213  192.168.12.213       1 

   192.168.12.213  255.255.255.255        127.0.0.1       127.0.0.1       1 

   192.168.12.255  255.255.255.255   192.168.12.213  192.168.12.213       1 

        224.0.0.0        224.0.0.0   192.168.12.213  192.168.12.213       1 

  255.255.255.255  255.255.255.255   192.168.12.213  192.168.12.213       1 

Default Gateway:      192.168.12.1 

========================================================================== 

Persistent Routes: 

  None 

C:\> 

‖ ‖Ҭᶏ ‖ ‖ ѿҩ‖ Internet ⌠Ғ ”

ѿҩ⌠ LNS R1 Ғ ̆ ҹ 192.168.12.217̆
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‖ ῃ ‖ҹ‖ ( ӈ )‖̆ ‖ ῃ ‖Ҭ ‖ ⱴ ‖

ҹ‖ ⱴ ( ⱴ Ӟ ץ )‖ ғ ⱴ‖Ҍⱴ (PAP)‖ᵬҹ ᴍ

̆ ₯‖ ‖Ḡ ֓ Ȃ ᶏץ R1 RGOS

ῒ פ ԅȂ 

ѿҊ ⱳ ץ Ḥ : 

1).R1: 

R1#show ip route 

Codes: C - connected, S - static,  R - RIP 

       O - OSPF, IA - OSPF inter area 

       E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is not set 

 

     192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 

C       192.168.101.8/32 is directly connected, Virtual-Access1 

C       192.168.101.0/24 is directly connected, Loopback1 

C    192.168.12.0/24 is directly connected, FastEthernet0/1 

C    192.168.201.0/24 is directly connected, FastEthernet0/0 

R1#ping 192.168.101.8 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echoes to 192.168.101.8, timeout is 2 seconds: 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms 

R1#show vpdn tunnel 

L2TP Tunnel Information Total tunnels 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

7     8     BLIZZARD      est    192.168.12.213  1701  1        1 

%No active PPTP tunnels 

R1# 

R1#show vpdn session 

L2TP Session Information Total sessions 1 

LocID      RemID      TunID      Username, Intf/      State  Last Chg 

                                 Vcid, Circuit 

1          1          7          ,Vi1                 est    00:02:08 

%No active PPTP tunnels 

R1# 

2).Windows 2000: 

Microsoft Windows 2000 [Version 5.00.2195] 

(C)  1985-2000 Microsoft Corp. 

C:\>ipconfig /all 

Windows 2000 IP Configuration 

        Host Name . . . . . . . . . . . . : BLIZZARD 

        Primary DNS Suffix  . . . . . . . : 

        Node Type . . . . . . . . . . . . : Broadcast 

        IP Routing Enabled. . . . . . . . : No 

        WINS Proxy Enabled. . . . . . . . : No 

 

Ethernet adapter  2: 

        Connection-specific DNS Suffix  . : 

        Description . . . . . . . . . . . : NE2000 Compatible 

        Physical Address. . . . . . . . . : 00-10-88-01-A5-C3 

        DHCP Enabled. . . . . . . . . . . : No 

        IP Address. . . . . . . . . . . . : 192.168.12.213 

        Subnet Mask . . . . . . . . . . . : 255.255.255.0 

        Default Gateway . . . . . . . . . : 192.168.12.1 
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        DNS Servers . . . . . . . . . . . : 202.101.143.141 

 

PPP adapter L2TP: 

        Connection-specific DNS Suffix  . : 

        Description . . . . . . . . . . . : WAN (PPP/SLIP) Interface 

        Physical Address. . . . . . . . . : 00-53-45-00-00-00 

        DHCP Enabled. . . . . . . . . . . : No 

        IP Address. . . . . . . . . . . . : 192.168.101.8 

        Subnet Mask . . . . . . . . . . . : 255.255.255.255 

        Default Gateway . . . . . . . . . : 192.168.101.8 

        DNS Servers . . . . . . . . . . . : 

 

C:\>route print 

========================================================================== 

Interface List 

0x1 ........................... MS TCP Loopback interface 

0x2000003 ...00 10 88 01 a5 c3 ...... Novell 2000 Adapter. 

0xd000004 ...00 53 45 00 00 00 ...... WAN (PPP/SLIP) Interface 

========================================================================== 

========================================================================== 

Active Routes: 

Network Destination        Netmask          Gateway       Interface  Metric 

          0.0.0.0          0.0.0.0     192.168.12.1  192.168.12.213       2 

          0.0.0.0          0.0.0.0    192.168.101.8   192.168.101.8       1 

        127.0.0.0        255.0.0.0        127.0.0.1       127.0.0.1       1 

     192.168.12.0    255.255.255.0   192.168.12.213  192.168.12.213       1 

   192.168.12.213  255.255.255.255        127.0.0.1       127.0.0.1       1 

   192.168.12.217  255.255.255.255   192.168.12.213  192.168.12.213       1 
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C:\>ping 192.168.201.3 

Pinging 192.168.201.3 with 32 bytes of data: 

Reply from 192.168.201.3: bytes=32 time<10ms TTL=254 

Reply from 192.168.201.3: bytes=32 time<10ms TTL=254 

Reply from 192.168.201.3: bytes=32 time<10ms TTL=254 

Reply from 192.168.201.3: bytes=32 time<10ms TTL=254 

Ping statistics for 192.168.201.3: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 0ms, Maximum =  0ms, Average =  0ms 

 

C:\>ping 192.168.12.1 

Pinging 192.168.12.1 with 32 bytes of data: 

Reply from 192.168.12.1: bytes=32 time=10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Ping statistics for 192.168.12.1: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 0ms, Maximum =  10ms, Average =  2ms 

 

C:\> 

35.14.7.2 ҍCisco 3640   

Ҋ ᶏ R1ҍ Cisco 3640 L2TP ̆

3-4 Ȃ 

 

3-4 ҍ Cisco 3640(LAC) L2TP  

Ҋ №≢ ₮ R1 ҍ Cisco 3640 : 

1).R1 : 

R1#show running-config 

 

Building configuration... 

Current configuration : 766 bytes 

 

! 

hostname R1 

! 

vpdn enable 

! 

vpdn-group 1 

! Default L2TP VPDN group 

 accept-dialin 

  protocol l2tp 
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  virtual-template 1 

 l2tp tunnel authentication 

 l2tp tunnel password share 

! 

! 

! 

username RGOS password 7 025144391715 

! 

ip local pool vpdnusers 192.168.101.3 192.168.101.253 

! 

interface FastEthernet 0/0 

 ip address 192.168.201.1 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface FastEthernet 0/1 

 ip address 192.168.12.217 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface Loopback 1 

 ip address 192.168.101.2 255.255.255.0 

! 

interface Null 0 

! 

interface Virtual-Template 1 

 ppp authentication pap 

 ip unnumbered Loopback 1 

 peer default ip address pool vpdnusers 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

! 

end 

R1# 
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1).R1: 

R1#show ip route 

Codes: C - connected, S - static,  R - RIP 

       O - OSPF, IA - OSPF inter area 

       E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is not set 

 

     192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 

C       192.168.101.9/32 is directly connected, Virtual-Access1 

C       192.168.101.0/24 is directly connected, Loopback1 

C    192.168.12.0/24 is directly connected, FastEthernet0/1 

C    192.168.201.0/24 is directly connected, FastEthernet0/0 

R1#show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

9     21511 C3640         est    192.168.12.242  1701  1        1 

LocID      RemID      TunID      Username, Intf/      State  Last Chg 

                                 Vcid, Circuit 

1          14         9          ,Vi1                 est    00:18:06 

%No active PPTP tunnels 

R1#ping 192.168.101.9 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echoes to 192.168.101.9, timeout is 2 seconds: 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms 

R1# 

L2TP ⱳ Ȃ 

2).Cisco 3640: 

C3640#show ip route 

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP 

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

       E1 - OSPF external type 1, E2 - OSPF external type 2 

       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 

       ia - IS-IS inter area, * - candidate default, U - per-user static route 

       o - ODR, P - periodic downloaded static route 

Gateway of last resort is 192.168.12.1 to network 0.0.0.0 

 

C    192.168.12.0/24 is directly connected, FastEthernet2/0 

     132.11.0.0/24 is subnetted, 1 subnets 

C       132.11.10.0 is directly connected, Loopback0 

C       192.168.101.9 is directly connected, Virtual-PPP1 

C       192.168.101.2 is directly connected, Virtual-PPP1 

S*   0.0.0.0/0 [1/0] via 192.168.12.1, FastEthernet2/0 

C3640#show vpdn 

%No active L2F tunnels 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

21511 9     R1          est    192.168.12.217  1701  1        l2x 

LocID      RemID      TunID      Username, Intf/      State  Last Chg Uniq ID 

                                 Vcid, Circuit 

14         1          21511      11, Vp1              est    00:23:58 2 

%No active PPTP tunnels 

C3640#ping 192.168.101.2 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.101.2, timeout is 2 seconds: 
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username RGOS password 7 025144391715 

username pc@i-net.com.cn password 7 127654431B 

! 

ip local pool vpdnusers 192.168.101.3 192.168.101.253 

! 

interface FastEthernet 0/0 

 ip address 192.168.19.1 255.255.255.0 

 duplex auto 

 speed auto 

! 

 

interface FastEthernet  1/0 

  ip address 202.101.93.21 255.255.255.0 

! 

interface FastEthernet 1/1 

 no arp trust-monitor enable 

 duplex auto 

 speed auto 

 no keepalive 

!! 

! 

interface Loopback 1 

 ip address 192.168.101.2 255.255.255.0 

! 

interface Null 0 

! 

interface Virtual-Template 1 

 ppp authentication pap 

 ip unnumbered Loopback 1 

 peer default ip address pool vpdnusers 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

! 

end 

R1# 

2).Cisco2620: 

Cisco2620#show running-config 

Building configuration... 

 

Current configuration : 1677 bytes 

! 

version 12.3 

service timestamps debug uptime 

service timestamps log uptime 

no service password-encryption 

no service dhcp 

! 

hostname Cisco2620 

! 

! 

username pc password 0 1111 

username 163 password 0 163 

no aaa new-model 

ip subnet-zero 

! 

! 
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Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 
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35.15.1.4 L2TP₮  

ץ l2x-erorrs ῏ ԍң Ҍ (

Ҍѿ ) ȂҊ ѿҩ ᶛȂ 

Router#no debug all 

All possible debugging has been turned off 

Router#debug vpdn l2x-errors 

L2X protocol errors debugging is on 

Router#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Router(config)#interface virtual-ppp 1 

Router(config-if)#no shutdown 

Router(config-if)#end 

Router# 

Tnl 14 L2TP: Tunnel auth failed for BLIZZARD 

Tnl 14 L2TP: Expected 

         9E 8D 7A 8E 78 EA 41 9F A1 74 01 21 DE 4F F3 F0 

Tnl 14 L2TP: Got 

         84 E5 62 69 AE 46 A5 98 4E FE E2 38 EE F2 B7 E2 

Router#no debug all 

All possible debugging has been turned off 

Router# 

35.15.1.5 L2TPԊᴆ  

ץ l2x-events ῏ ҩ L2TP ȂҊ

₮ѿҩ l2x-evetns ῏ ’ҊLNS ῀

( ҍᴪ ) ̆ ԅ ⱳ Ȃ 

Router#show vpdn tunnel 

%No active L2TP tunnels 

%No active PPTP tunnels 

Router#no debug all 

All possible debugging has been turned off 

Router#debug vpdn l2x-events 

L2X protocol events debugging is on 

Router# 

L2TP: I SCCRQ from C3640 tnl 26656 

New tunnel created for remote C3640, address 192.168.12.242 

Tnl 0 L2TP: Got a challenge in SCCRQ, C3640 

Tnl 20 L2TP: O SCCRP  to C3640 tnlid 26656 

Tnl 20 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl 20 L2TP: Tunnel state change from idle to wait-ctl-conn 

Tnl 20 L2TP: I SCCCN from C3640 tnl 26656 

Tnl 20 L2TP: Got a Challenge Response in SCCCN, C3640 

Tnl 20 L2TP: Tunnel Authentication success 

Tnl 20 L2TP: Tunnel state change from wait-ctl-conn to established 

Tnl 20 L2TP: SM State established 

Tnl 20 L2TP: I ICRQ from C3640 tnl 26656 

Tnl/Sn 20/1 L2TP: Accepted ICRQ, new session created 

Tnl/Sn 20/1 L2TP: O ICRP to C3640 26656/1279 

Tnl/Sn 20/1 L2TP: Session state change from idle to wait-connect 

Tnl 20 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl/Sn 20/1 L2TP: I ICCN from C3640 tnl 26656, cl 1279 

Tnl/Sn 20/1 L2TP: Session state change from wait-connect to wait-for-service-sel 

ection-iccn 

Vi1 Tnl/Sn 20/1 L2TP: Session state change from wait-for-service-selection- 

iccn to established 

%UPDOWN: Interface Virtual-Access1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to up 
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Router#show ip route 

Codes: C - connected, S - static,  R - RIP 

       O - OSPF, IA - OSPF inter area 

       E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is not set 

     192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 

C       192.168.101.7/32 is directly connected, Virtual-Access1 

C       192.168.101.0/24 is directly connected, Virtual-Access1 

C    192.168.12.0/24 is directly connected, FastEthernet0 

C    192.168.201.0/24 is directly connected, Ethernet0 

Router#show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

20    26656 C3640         est    192.168.12.242  1701  1        1 

LocID      RemID      TunID      Username, Intf/      State  Last Chg 

                                 Vcid, Circuit 

1          1279       20         RGOS,Vi1                 est    00:00:38 

%No active PPTP tunnels 

Router# 

Ҋ ₮ѿҩ l2x-evetns ῏ ’Ҋ LAC ῀ L2TP Server

( ҍᴪ ) ̆ ῏ ԅ ⱳ Ȃ 

Router#no debug all 

All possible debugging has been turned off 

Router#debug vpdn l2x-events 

L2X protocol events debugging is on 

Router#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Router(config)#interface virtual-ppp 1 

Router(config-if)#no shut 

Router(config-if)#end 

Router# 

Tnl 21 L2TP: SM State idle 

Tnl 21 L2TP: O SCCRQ 

Tnl 21 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl 21 L2TP: Tunnel state change from idle to wait-ctl-reply 

Tnl 21 L2TP: SM State wait-ctl-reply 
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Gateway of last resort is not set 

     192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 

C       192.168.101.8/32 is directly connected, Virtual-Access1 

C       192.168.101.0/24 is directly connected, Virtual-Access1 

C    192.168.12.0/24 is directly connected, FastEthernet0 

C    192.168.201.0/24 is directly connected, Ethernet0 

Router# 

Ҋ ₮ѿҩ l2x-packets ῏ ’Ҋ LAC ῀ L2TP Server

( ҍᴪ ) ̆ ῏ ԅ ⱳ Ȃ 

Router#no debug all 

All possible debugging has been turned off 

Router#debug vpdn l2x-packets 

L2X control packets debugging is on 

Router#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Router(config)#interface virtual-ppp 1 

Router(config-if)#no shutdown 

Router(config-if)#end 

Router# 

Tnl 21 L2TP: O SCCRQ 

Tnl 21 L2TP: O SCCRQ, flg TLS, ver 2, len 96, tnl 0, ns 0, nr 0 

         C8 02 00 60 00 00 00 00 00 00 00 00 80 08 00 00 

         00 00 00 01 80 08 00 00 00 02 01 00 80 0A 00 00 

         00 03 00 00 00 01 80 0A 00 00 00 04 00 00 00 00 

         00 08 00 00 00 06 11 30 80 0A 00 00 00 07 52 36 

         32 31 00 0E 00 00 00 08 ... 

Tnl 21 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 21 L2TP: Parse SCCRP 

Tnl 21 L2TP: Parse  AVP 2, len 8, flag 0x8000 (M) 

Tnl 21 L2TP: Protocol Ver 1 

Tnl 21 L2TP: Parse  AVP 3, len 10, flag 0x8000 (M) 

Tnl 21 L2TP: Framing Cap 0x1 

Tnl 21 L2TP: Parse  AVP 4, len 10, flag 0x8000 (M) 

Tnl 21 L2TP: Bearer Cap 0x0 

Tnl 21 L2TP: Parse  AVP 6, len 8, flag 0x0 

Tnl 21 L2TP: Firmware Ver 0x500 

Tnl 21 L2TP: Parse  AVP 7, len 14, flag 0x8000 (M) 

Tnl 21 L2TP: Hostname BLIZZARD 

Tnl 21 L2TP: Parse  AVP 8, len 15, flag 0x0 

Tnl 21 L2TP: Vendor Name Microsoft 

Tnl 21 L2TP: Parse  AVP 9, len 8, flag 0x8000 (M) 

Tnl 21 L2TP: Assigned Tunnel ID 41 

Tnl 21 L2TP: Parse  AVP 10, len 8, flag 0x8000 (M) 

Tnl 21 L2TP: Rx Window Size 8 

Tnl 21 L2TP: No missing AVPs in SCCRP 

Tnl 21 L2TP: I SCCRP, flg TLS, ver 2, len 101, tnl 21, ns 0, nr 1 contiguous 

pak, size 101 

         C8 02 00 65 00 15 00 00 00 00 00 01 80 08 00 00 

         00 00 00 02 80 08 00 00 00 02 01 00 80 0A 00 00 

         00 03 00 00 00 01 80 0A 00 00 00 04 00 00 00 00 

         00 08 00 00 00 06 05 00 80 0E 00 00 00 07 42 4C 

         49 5A 5A 41 52 44 00 0F ... 

Tnl 21 L2TP: O SCCCN  to BLIZZARD tnlid 41 

Tnl 21 L2TP: O SCCCN, flg TLS, ver 2, len 20, tnl 41, ns 1, nr 1 

         C8 02 00 14 00 29 00 00 00 01 00 01 80 08 00 00 

         00 00 00 03 

Vi1 Tnl/Sn 21/1 L2TP: O ICRQ to BLIZZARD 41/1 

Vi1 Tnl/Sn 21/1 L2TP: O ICRQ, flg TLS, ver 2, len 48, tnl 41, lsid 1, rsid 1, 

ns 2, nr 1 

         C8 02 00 30 00 29 00 00 00 02 00 01 80 08 00 00 
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Router# 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to down 

%CHANGED: Interface Virtual-Access1, changed state to administratively down 

Router#show vpdn 

%No active L2TP tunnels 

%No active PPTP tunnels 

Router# 

35.15.3  

Ҋ ₮ᶏ RGOS L2TP Ҭ ῒ Ȃ 

 ҍ Windows ԑ ץ L2TP Ȃ MicroSoft ⌠ Windows 

2000 L2TP̆ ╠ PPTPȂ Ḃ

L2TP Windows 2000 ץ Windows XP L2TP ҍ IPSec/ IKE

̆ ≠ Windows 2000/XP ҍῒז MicroSoft ֟

L2TP ḱ ῒ Ύ Ȃ 

 ҍ Windows ԑ ץ L2TP Ȃ ᶏ̆ ‖ ‖

Ҭ‖ ‖ ⇔ Ғ ( ‖ Internet ⌠Ғ (V)‖)

Ṝ̆ ’Ҋ ‖ ⱴ ( )‖ ғ ᶏ PAP

ᴍ ᶏ ‖ ῃ ‖̆ Ạ ᶏ PAP

CHAP ᴍ ץ ᴰ Ҍⱴ ̆ ץ ꜚḱ

Ȃ 

 ҍ Windows ԑ ץ L2TP Ȃ ̆ᶏ ‖ ‖

Ҭ ‖ ‖ ⇔ ‖ ᴰ῀ (A)‖ ̆ ’Ҋ ᶏ

MS-CHAPv2 ῀ ᴍ ғ ᶏ CHAP

ᴍ ̆ ᶏ CHAP ᴍ ̆ ꜚ ‖

‖ Ⱶ Ҭḱ ‖ ‖ ᴆ ⱴ CHAP

ᵬҹ ᴍ Ȃ 

 ҍ Windows ԑ ץ L2TP Ȃ W̆indows L2TP Ҍ

ⱳ Ȃҍӊ Router ҉ L2TP ҬҌ ⱳ

ȂRouter ’Ҋ ⱳ Ȃ 

 ҍ Cisco ԑ ץ L2TP Ȃ ̆Cisco IOS
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҈ Ӝ  └  

35.16 └  

̆ ľ ȁ ȁ ῃĿ Ӟ

Ȃ ≢ P2P Ҋ ₮ ̆ ȁ

̆ └ ҹ Ҍ Ȃ 

RGOS └ ῃ ꜚ ꜚ № ̆ Ḡ

№ Ὲ ץ ≠ ̆ Ḡ IP Ȃ 

RGOS Ḡ ⱳ ԍ ̂

ף҈ └ ̃̆ ᴨᾢḠ ̆ └ P2P\FTPҊ ̆

҉ ᵣ ̆ҍ ѿ̂ף ̃ ԋ̂ף ̃ └

̔ 

  1̃ ᴆҊ̆ ̆ ping Ⱶ ṿ ᵞ̆

̆Ҍᴪ₮ ₮ ’̕ 

  2̃ ᴆҊ̆ ̆ ̕ 

  3̃ ≢ P2PѿҊ ῃ ̆Ῥ PCҊ ӞҌᴪ

ȁ ̆ ѿ ѿ BTҊ ̆ѿ ̆Ҋ ȁ

ңҌ ̕ 

  4̃P2PҊ ̆ ⌠ └̆Ḡ

̕ ̆ Ҍ ╠ Ҋ̆ᾟ№≠

̕ 

  5̃ Ҋ ᴆ Ҋ ΐ̆⁞ ῤ PCҬ ᴪ  ̕

  6̃ ̆ѿ ’Ҋ ȁᵞᴨᾢ ҉ ̂ᾛ

P2P/FTPҊ ᶏ ̃̆ῒז ꜚ ̕ 

  7̃ Ȃ ╠ ≢ 30 ȁ6 P2P

Ҋ ΐ ≢Ȃ ȁP2P ᴆ ̆Ҍ Ȃ 

35.17 └  

₮ ’Ҋ̆ └ ԅ Ҍ Ȃ

Ḡ ⱳ ᴨᾢḠ ̆ ץ

Ȃ 

ԑ ̆↕ ץ ԍ

IP └ⱳ ̆Ạ⌠ Ȃ 

֓ ISP Ⱶ ᶫ Ⱶ̂ ҹ 10M̆ ҉ 20M

̃̆ ץ ԍ └ⱳ ̆ ᴪ ῤ

ꜚ℗ Ȃ 

35.18  
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└ NAT Ὲ ̆ ғ פ ῃѿ Ȃ 

└ⱳ ╠̆ ᾢ ᵬ NAT Ὲ ̆ ↕

└ⱳ ᵬȂ 

35.18.1 NAT  

ԍ IP └ⱳ ᾛ IP

└̆ ⱳ ╠̆ ᾢ ᵬ ҹ Ȃѿ LAN ҹ ip nat 

inside̕WAN ҹ ip nat outsideȂ 

ᵬ פ  

Red-Giant(config-if)# ip nat outside ҹ NAT ₮ ̆

Ȃ 

Red-Giant(config-if)# ip nat inside ҹ NAT ῀ ̆ ῤ

Ȃ 

Red-Giant(config-if)# no ip nat {inside | 

outside} 

NAT ῀ ₮

Ȃ 

 

  Е 

NAT Ҋ̆ ᾛ ԅľip nat outsideĿ ԍ

IP └Ȃ 

35.18.2 Ὲ  

ԍ IP └ⱳ Ὲ Ȃ ⱳ ╠̆

ᾢ ᵬ ̆ѿ LAN ҹ ip area inside̕WAN ҹ ip area 

outsideȂ 

ᵬ פ  

Red-Giant(config-if)# ip area outside ҹῈ ₮ ̆

Ȃ 

Red-Giant(config-if)# ip area inside ҹῈ ῀ ̆ ῤ

Ȃ 

Red-Giant(config-if)# no ip area {inside | 

outside} 

Ὲ ῀ ₮

Ȃ 

 

  Е 

Ὲ Ҋ̆ ᾛ ԅľip area outsideĿ ԍ

IP └Ȃ 
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35.19  

RGOS ᾛ ACL ↕ ѿҩ ҩ ̆Ҍ

ᴰ ACL Ȃ ҹץ └

̆Ҍ └ ԑ ̆ԑҌ Ȃ 

῏ԍ ̆ ᶏױ ѿ ACL̂҉ ACL̆Ҋ ACL̃ ↕

ѿҩ ȂẊ ױ FastEthernet 1/1 ҉̆ ACL ̂acl_inbound̆

acl_outbound̃ ӈԅѿҩ ̆↕ FastEthernet 1/1 ԅ

acl_inbound ACL ↕ ҉ ̆ ԅ acl_outbound ACL
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access-list 3171 permit ip any 192.168.1.2 192.168.1.200 

Ґ Е ҅ ҏҐ ⅎ ԓҒ ɼ

Ѓ3170 ҏ Ї3171 Ґ ЇῚҲ220.210.5.140~220.210.5.144

IP Є 

access-list 3170 permit ip any 220.210.5.140 220.210.5.144 

access-list 3171 permit ip any any 

 

 

35.20  

35.20.1 ᴋⱵ↓  

ⱳ ῃ Ҋ Ȃῒ ᴋⱵ ̔ 

 ⱳ ҍ῏  

35.20.2 \῏ ⱳ  

ᵬ פ  

Red-Giant(config)# ip netflow ⱳ  

Red-Giant(config)# no ip netflow ῏ ⱳ  

  Е 

1ɻ ᶕ ip netflow ꜗ ╦Ї ᾨ∩ ԓῊ ɻ

ɻ Ї ʃ ┼ ת ʄɼ 

2ɻ ꜗ Ї ᴰ ԋŅip nat outsideņŅip area outsideņ

ɼ װ show ip flowrate Ѓת Є

Ḫ ɼ 

 

35.21  

35.21.1 ᴋⱵ↓  

ԍ IP ᴋⱵ ̔ 

 ̂ ̃ 

 ̂ ̃ 

 ̂ ̃ 



ԋ №    0 ҈ Ӝ  └  

 62  ῍ 48                   http://www.ruijie.com.cn 

35.21.2  

IP ⱳ ̆ ᶏ interface ̆

̆↕ ץ interface access-list Ȃ 

ᵬ פ  

Red-Giant(config)# ip rate-limit default  

inbound 
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6ɻ ACL Ї∑ ῇ

ɼ └ ACLЇ∑ ῇ ЃҒ access-list

Є Ї Ї∑ Ғ ɼ 

7ɻ Ғ ԝ Їᾡ ₴ IP

‟ɼ 

8ɻ pppoe
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3ɻ ẅ inbound-kbps outbound-kbps ᵣ KbpsЇ ẅ ҿ 10 – 

1000000Ї ת Ї ҏ Ґ ɼ 

4ɻ תҲ intf_name ԋ ip nat outside ip area 

outside Ї ∑ ꜗɼ Ї╦ת ᾨ Ὶל ┼

∩ ɼ 

5ɻ access-list ԓ ЇῚҲ acl_in ԓ ҏ

Їacl_out ԓ Ґ ɼ 

6ɻ תҲЇῗ ԋ ҲҒ ACLЇ∑ ҿ ACLɼ

ᴰ ҅ Ї ᾭ₴ ɼ 

7ɻ ԓ ү Ї

Ї∑ ꜗ ɼ 

8ɻ pppoe ҏ Ї ῗ ῗ └ dialer ҏɼ

῝ ᶡɼ 

9ɻ ҿ VPN ┼ Ї∑ ῗ ῗ └

Virtual-ppp ҏɼ 

 

  Е 

1ɻ ғ Ї ∑ᴰ

ꜗ ɼ 

2ɻ access-listῗ ╦Їᾨ ACL ∑ɼ 

 

35.22.3 └ ꜚ  

RGOS
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  Е 

1ɻ ת╦Ї ᾨ∩ Ὴ ɻ װ Ї

ʃ ┼ ת ʄɼ 

2ɻ ת╦Ї ᾨ Ж 

3ɻ access-list ԓ ЇῚҲ acl_in ԓ ҏ

Їacl_out ԓ Ґ ɼ 

4ɻ ת ꜠ ╦ ┼ Ѓ ғ Ḧ Є

ꜗ ⅓ ɼ 

 

35.22.4 Ḡ  

RGOS ᾛ ⱴ └ ̆ Ḡ ȁ ̆

ip/iprange Ḡ ȁ Ȃ 

ᵬ פ  

Red-Giant(config)# ip 

bandwidth-auto-adjust default inbound 

minimum in-pre-kbps maximum in-max-kbps 
outbound minimum out-pre-kbps maximum 
out-max-kbps interface intf_name 
[access-list acl_in acl_out ] 

Ҋ

̆

IP Ȃ

ӈ Ҋ Ȃ 

Red-Giant(config)# no ip 

bandwidth-auto-adjust default interface 

intf_name [access-list acl_in acl_out ] 

Ҋ

Ȃ 

Red-Giant(config)# ip 

bandwidth-auto-adjust ip A.B.C.D inbound 
minimum in-pre-kbps maximum in-max-kbps 
outbound minimum out-pre-kbps maximum 
out-max-kbps interface intf_name 
[access-list acl_in acl_out ] 

ҹ A.B.C.D

Ҋ IP Ȃ 

Red-Giant(config)# no ip 

bandwidth-auto-adjust ip A.B.C.D interface 
intf_name [access-list acl_in acl_out ]  

ҹ A.B.C.D

Ҋ IP

Ȃ 

Red-Giant(config)# ip 

bandwidth-auto-adjust iprange A.B.C.D  
E.F.G.H inbound minimum in-pre-kbps maximum 
in-max-kbps outbound minimum out-pre-kbps 
maximum out-max-kbps interface intf_name 
[access-list acl_in acl_out ] 

ҹ A.B.C.Ḋ E.F.G.H

Ҋ IP

Ȃ 

Red-Giant(config)# no ip ҹ A.B.C.Ḋ E.F.G.H
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bandwidth-auto-adjust iprange A.B.C.D  
E.F.G.H interface intf_name [access-list 
acl_in acl_out ] 

Ҋ IP

Ȃ 

  Е 

1ɻ ҏ Ї╦ת ᾨ∩ Ὴ ɻ װ

ʃ ┼ ת ʄ



ԋ №  
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2ɻ access-list ԓ ЇῚҲ acl_in ԓ ҏ

Їacl_out ԓ Ґ ɼ 

3ɻ ת Ї ┼ Ї∑

∩ “ ɼ 

4ɻ ꜗ Ї ᴰ ᴮᾨ ЇᴮᾨḦ ᴮᾨ Ѓ

Є Ї P2PɻFTP Ґ

┼Ї Ḧ ɻ ɼ 

35.23.4 └ ꜚ  

1.7.3. 

35.23.5 Ḡ  

RGOS ᾛ Ḡ ̆ Ḡ ̆

IP/IPRANGE Ḡ ̆ῒ ᾛ ╠

ץ ᶏ ’ ꜚ Ȃ 

ᵬ פ  

Red-Giant(config)# ip 

bandwidth-auto-adjust default inbound 

minimum in-pre-kbps outbound minimum 
out-pre-kbps interface intf_name 
[access-list acl_in acl_out ] application  

Ҋ

Ḡ ̆

IP Ȃ

ӈ Ҋ Ȃ 

Red-Giant(config)# no ip 

bandwidth-auto-adjust default interface 

intf_name [access-list acl_in acl_out ] 
application 

Ҋ

Ḡ Ȃ 

Red-Giant(config)# ip 

bandwidth-auto-adjust ip A.B.C.D inbound 
minimum in-pre-kbps outbound minimum 
out-pre-kbps interface intf_name 
[access-list acl_in acl_out ] application 

ҹ A.B.C.D

Ҋ Ḡ Ȃ 
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bandwidth-auto-adjust iprange A.B.C.D  
E.F.G.H interface
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4ɻ װ ‟ Е ₴ ṢЇ װ ᵤ ẅЖ

Ὴ ⌐ Ғ Ї װ ẅɼ 

35.23.7 ᵞᴨᾢ ҉  

ᵬ פ  

Red-Giant(config)# ip 

bandwidth-auto-adjust max-bandwidth 

inbound inbound-kbps outbound outbound-kbps 
interface intf_name [access-list acl_in 
acl_out ] application low-priority 

Ҋᵞᴨ

ᾢ ᾛ ᶏ

Ȃ 

Red-Giant(config)# no ip 

bandwidth-auto-adjust max-bandwidth  

interface intf_name [access-list acl_in 
acl_out ] application low-priority 

Ҋᵞᴨ

ᾢ ᾛ ᶏ

Ȃ 

  Е 

1ɻ u ᴮᾨ Ӏ P2PɻFTP Ґ Ї Ḧ ꜗ Ї װ

┼Ὺ P2PɻFTPҐ ҏ Їװ Ḧ ɼ 

2ɻ ת╦Ї ᾨ∩ Ὴ ɻ װ ʃ

┼ ת ʄɼ 

3ɻ ת Ḧ ꜗ Ѓ ip bandwidth-auto-adjust 

base-on-applicationЄ ɼ 

4ɻ ẅ inbound-kbps outbound-kbps ᵣ KbpsЇ ẅ ҿ 10 – 

1000000
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less-than length interface intf_name 
[access-list acl_in acl_out ] application 
high-priority 

ṿ 

Red-Giant(config)# no ip 

bandwidth-auto-adjust packet-length  

interface intf_name [access-list acl_in 
acl_out ] application high-priority 

Ҋ

ᴨᾢ ⱳ Ȃ 

  Е 

1ɻ ת╦Ї ᾨ∩ Ὴ ɻ װ ʃ

┼ ת ʄɼ 

2ɻ Ḧ ꜗ Ї ᴮᾨꜗ ᴰ ɼ 

3ɻ Length ԋ ẅЇ ᴰ ╦ ᴮᾨ Ї ⅎ

ԓ ẅ ᴮᾨ ɼ 
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[access-list acl_in acl_out] time-range 
tr_name 

Ȃ 

  Е 

1ɻ ԓ ┼ װ

time-range ԓ ┼ Ї ҏЇ Ғῴ҅҅ ɼ 

2ɻ ԓ ╦Ї ᾨ time-range Ї ҙ

Ḧ Ж ᴰ ꜠⅓ Ї

ָ ɼ ῗ time-range ҿ Ї∑

ҿ ɼ 

3ɻ Ғ ┼ ԝҒῗ Ї ⅎ⌡ҿ ү

┼ ɼ Ї ү

ɼ 

4ɻ ̔ ү ῗװ ү ┼ Ї ҅ ╔Ї

Ґ ᴰ ҅ү Ж ҅ү

ЇῚל ᴰ ɼ 

5ɻ ҅ү ῗ Ғ Ї ∑

ԓ ┼ ꜠⅓ ɼ 

6ɻ ԓ Ї ┼

Ѓ Ғ time-range Єᴰ ɼ 

 

  Е 

1ɻ ԓ ┼ ╦Їᾨ time-rangeЇ Ḧ

time-range ɼ 

 

35.25  

RGOS ᶫ show ip flowrateפ פ ᶏ ’Ȃ interface

פ ץ ᶏ ’Ȃ 

  פ

Router# show ip flowrate {inbound | 

outbound | ip | A.B.C.D} [brief] interface 
inertface_name [access-list acl_in 
acl_out ] 

Ḥ  



ԋ №    0 ҈ Ӝ  └  

 73  ῍ 48                   http://www.ruijie.com.cn 

Router# show 
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35.26 └ῖ ᶛ 

ԍ └ⱳ ᾛ ҹҌ Ҍ └ ̆Ҍ

ԑҌ ̆ ѿҩץ ̆ ѿҩ

Ḡ Ȃ 

35.26.1 ԍ  

ԍ Ҍ ҹ῍֣ ̆ ԍ

ⱳ Ȃ 

̔ 

ῤ PC 200 ̆ Ⱶ IP ҹ 192.168.1.220̆ ̂Fa 1/0̃

ҹ῍֣ 20MȂ ҹῤױ PC 700Kbps̆ Ⱶ 1.5MbpsȂ 

Ҋ̔ 

ip rate-limit default 



ԋ №    0 ҈ Ӝ  └  

 75  ῍ 48                   http://www.ruijie.com.cn 

ῤ PC 200 ̆ Ⱶ IP ҹ 192.168.1.220̆ ̂Fa 1/0̃

ҹ ֣ 20M̆ Ḡ ⱳ ̆ ꜚ

ꜚ ̆ ᵞᴨᾢ ̂P2P\FTP̃ ҉ ҹ 10MbpsȂ 

Ҋ̔ 

ip bandwidth-auto-adjust total-bandwidth inbound 20000 outbound 20000 interface 

FastEthernet 1/0 

ip bandwidth-auto-adjust auto-config interface FastEthernet 1/0 

ip bandwidth-auto-adjust base-on-application interface FastEthernet 1/0 

ip bandwidth-auto-adjust max-bandwidth inbound 10000 outbound 10000 interface 

FastEthernet 1/0 application low-priority 

35.26.4 ԍ └ 

Ҋ̔ 

 

̔ 

ISP ᶫ ṿҙⱵ̆ ⌠ ISP ӊ ̂Fa 1/0̃ ҹ 100Mbps̆ῒҬ

IDC ȁ Ⱶ ̂IP ҹ̔59.37.172.0/24̃ 100M̆

ᵖ 10MȂ 

̔ 
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# ̔ῒז └ ̆  

ip bandwidth-auto-adjust total-bandwidth inbound 20000 outbound 20000 interface 

FastEthernet 1/0 

ip bandwidth-auto-adjust auto-config interface FastEthernet 1/0 

 

 



ԋ №    0  Ḥ  

 78  ῍
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interface-number } 

[distance] [tag tag] [permanent] 

Router(config)# no route-auto-choose 

default-cnc|default-cnii 

{ip-address | interface-type 
interface-number } 

Ḥ

Ȃ 

ҩ Ḥ ̆ᵖҌ Ḥ ҹ

Ȃ 

  Е 

Ὶ Ї ԋ Ї Ғῴװ

ԋɼ Ḫ Ї

ꜘ ɼ Ḫ ҲЇ Ί Ḫɻ Ї

ҿ ḪЇ ꜘ Ї ∑ᴰ

҅ Ḫ ה ₴ ԋɼ 

 

  Е 

ԓ҅ ‟Ґ Ї Ѓ ᴰ ꜠ Єɼ

ᴂ Ї Web ЇWebҲᴰ ꜠

ḷ ɼ ת Ї ḷ ɼ

‟ҐЇ ᶕװ ת ɼ 

 

35.29.3  

ѿ ῀ internet ̆ ץ ῒҬѿ ҹ Ḥ

Ȃ ⱳ ̆ ׆ Ȃ  

ᵬ פ  

Router(config)# route-auto-choose 

{cnc|cnii } 

{ip-address |interface-type 
interface-number} 

[distance] [tag tag] [permanent] 

Ḥ Ȃ 

Router(config)# no route-auto-choose 

{cnc|cnii } 

{ip-address |interface-type 
interface-number} 

Ḥ

Ȃ 
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ҩ Ḥ Ȃ 

35.29.4  

Ҋ route-update פ Ȃ 

פ



ԋ №    0 ѿ  NBR&֜ ꜚ 

 81  ῍ 48                   http://www.ruijie.com.cn 

ѿ  NBR&֜ ꜚ 

35.31 NBR&֜ ꜚ  

NBR&֜ ꜚ ̂NBR̃ ῃ֜ ꜚȂ֜

Ҭ̆ Ḥ ҉ NBR N̆BR ֜ ҉ᴰ Ḥ ץ ⌠

№ ̆ ꜚᵬ̆ ѿ֓ ꜚᵬ ӈ ῤ

⌠֜ ҉̆ ֜ Ȃ 

ꜚ └Һ ᶫץҊⱳ ̔ 

NBR ѿ WEB ҉ ⱳ ̕ 

NBR MAC-IP ̆ ꜚ └ ֜ ץ̆

ARP Ȃ 

  

  Е 

NBR80 Ғ ꜠ ɼ 

 

35.32 NBR&֜ ꜚ ᴋⱵ 

35.32.1 /῏ ꜚ └ 

NBR ԅ ꜚ └ ̆ ꜚ └ ⱳ Ȃ 

NBR ꜚ └̆ ῃ Ҋ Ҋ  ̔פ

 

 

 

῏ NBR ꜚ └̆ ῃ Ҋ Ҋ  ̔פ

ᵬ פ  

Router(config)#co-operate enable 

sw-config 

NBR ꜚⱳ  

Router(config)#co-operate enable 

security 

NBR ῃ ꜚⱳ  
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  Е 

‟ҐЇ NBR ꜠ꜗ ɼ 

NBR Ὴ ꜠ꜗ ЇNBR ḦװҐҩ Е 

1. NBR LAN ԋ ḪᴑARP ┼; 

2. NBR ARP ᵣꜗ ɼ 

∑Ї ꜠ ┼Ҳ Ҏᾣ ЃIPɻMACɻ Єꜗ ᴰ └ ɼ 

 

 

35.32.2 ҍ ꜚ ֜ Ḥ  

NBR ҍ֜ ꜚӊ╠̆NBR ҍῒ ꜚ ֜ IP ץ̆

֜ ҩ ꜚ Ҭ ᵝȂ ԍ NBR ֜ IP ̆ ץ

ҍ ꜚ ֜ ῏Ḥ Ȃ 

ҍ ꜚ ֜ Ḥ ̆ ῃ Ҋ Ҋ  ̔פ

 

 

 

 

 

 

  Е 

 ֢ Е  ԓ Ҳ ᵣ Їҏ NBRЇҐ S29/27 ∆ Ὴ֢ ɼ

҅ NBRІS5750ІS29/S27 Ὴ Ҳ S5750 NBR+S29+S27 Ὴ Ҳ

S29ɼ 

ᵬ פ  

Router(config)#no co-operate enable 

sw-config 

῏ NBR ꜚⱳ  

Router(config)#no co-operate enable 

security 

῏ NBR ῃ ꜚⱳ  

ᵬ פ  

Router(config)# co-oper { branch | 

cen-bra | center }  { -

 

}  { 

}  { 

}  { 
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 ῇ֢ Е   ԓ Ҳ ῇ ᵣ Їҏ ֢ ЇҐ PCɼ҅ NBR

ІS5750ІS29/S27 Ὴ Ҳ S29/S27 NBR+S29+S27 Ὴ Ҳ S27ɼ 

 ῇ֢ Е NBR+S27/S29+S1824GT/S1826T Ὴ Ҳ S27/29Їҏ

NBRЇҐ PC Ἅ ֢ ɼ҅ ‟ҐЇ Ҳ NBR ꜠ S27/29Ї

Ὶ ҿ ῇ֢ ЇIP ꜠ ҿ 192.168.1.2ЇҒ ɼ 

 

NBR ԅ ꜚ └ ῒ̆ῤ ῃ֜ ғ̆ ֜ ԍ₮ ̂

֜ ̃̆↕ 1№ ῤ ҍ ꜚ֜ Ḥ ̆

Ӈ̆NBR ꜚ ֜ ̆ ῒ ҹ ῀֜ ̆IP ꜚ

ҹ 192.168.1.2Ȃῒ ’Ҋ̆ ῃ֜ IP ץ ῒ Ҭ

ᵝȂ 

35.32.3 ꜚ ῏Ḥ  

NBR Ḡ ԅ ҍ ꜚ ֜ ȁIP ȁ ꜚ֜ ᵝȁ ꜚ

Ḥ Ȃ 

ҍ ꜚ֜ Ḥ ̆ Ҋ Ҋ  ̔פ

 

 

ꜚ֜ Ḥ ᶛ̔ 

sw_type  sw_hostname      sw_ip           sw_st   dev_st  conf_st on_time   ct 

-------- ---------------- --------------- ------- ------- ------- --------- --- 

S5750    S5750            11.11.11.2      online  center  static  1d4h30m   1   

Ḥ ץ ╠ ꜚ֜ Ḥ Ȃ҉ץ Ҋ̔ 

sw_type̔֜ Ȃ 

sw_hostname̔ ֜ Ȃ 

sw_ip̔֜ IPȂ 

sw_st̔֜ Ȃ 

dev_st



ԋ №    0 ѿ



ԋ №    0 ѿ  
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2-1  ꜚ ῖ ѿ 

 

35.34.1.2 NBR  

֓ NBR web NBR └ Ȃ 

NBR2000#sh ru 

 

Building configuration... 

Current configuration : 1929 bytes 

 

! 

version 9.10 (building 1) for NBR 

co-operate enable sw-config 

co-operate enable security 

co-oper-agent center 192.168.1.2 

co-oper-agent branch 192.168.2.10 

co-oper-agent branch 192.168.3.10 

! 

! 

! 
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 no ip proxy-arp 

 ip address 192.168.1.1 255.255.255.0 

 arp gratuitous-send interval 1 1  

 

 -
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ip route 192.168.4.0 255.255.255.0 192.168.1.2 

! 

line con 0 

line vty 0 4 

 login 

! 

! 

end 

 

 

35.34.1.3 S57  
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! 

interface GigabitEthernet 0/17 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/18 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/19 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/20 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/21 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/22 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/23 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/24 

 switchport access vlan 4 

! 

interface VLAN 1 

 no ip proxy-arp 

 ip address 192.168.1.2 255.255.255.0 

! 

interface VLAN 2 

 ip address 192.168.2.1 255.255.255.0 

! 

interface VLAN 3 

 ip address 192.168.3.1 255.255.255.0 

! 

interface VLAN 4 

 ip address 192.168.4.1 255.255.255.0 

! 

ip route  0.0.0.0 0.0.0.0  192.168.1.1 

! 

line con 0 
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line vty 0 4 

 login 

! 

end 

S5750# 

35.34.1.3.2 ꜚ  

NBR ⱳ ꜚ῏ ץ S̆57ᴪ ꜚ QOS ץ̆ NBR ῀֜

ꜚ └ ᴨᾢ ̆ ̆S57 ҹ̔ 

S5750#sh run 

 

Building configuration... 

Current configuration : 1998 bytes 

 

! 

version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:13:43 CST 2007 -server49) 

co_operate enable 

! 

vlan 1 

! 

vlan 2 

! 

vlan 3 

! 

vlan 4 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  

enable service web-server 

ip access-list extended 150 

 10 permit udp any any eq 50008  

 20 deny ip any any  

! 

class-map nbr_sw_cooperate 

 match access-group 150 

! 

policy-map nbr_sw_cooperate 

 class nbr_sw_cooperate 

  set ip dscp 56 

 

! 

interface GigabitEthernet 0/1 
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 switchport mode trunk 

 service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/2 

 switchport access vlan 2 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/3 

 switchport access vlan 2 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/4 

 switchport access vlan 2 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/5 

 switchport access vlan 2 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/6 

 switchport access vlan 2 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/7 

 switchport access vlan 2 

! 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

interface GigabitEthernet 0/8 

 switchport access vlan 2 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/9 

 switchport access vlan 2 
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service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/10 

 switchport access vlan 2 

service-policy input nbr_sw_cooperate1 0 0 1 156.02 687.1 Tm

[(s)-5(1m

-5(o)8(p)] TJ

ET

BT

1 0 0 1 319.39 6104.62 Tm
8(p)] TJ

ET
)8( )-5(q)8(o)-5(s)8( )-5(t)8(r)-5(u)8(s)-5(t)8( )-5(d)8(s)-5(c)8(p)] TJ

ET

BT

/F4 9.96 Tf

1 0 0 1 252.05 757.44 Tm
8(p)] TJ

ET

BT

1 0 0 1 319Tf

1 0 0 1 156.02 739.9 Tm

65 Tm2 TJ

ET

BT

1 0 0 1 161.18 739.9 Tm

65 Tm2 TJ

ET6.02 687.1 Tm

[(s)-5(1m

-5(o)834.35(n)-5(t)8(e)-5(r)8(f)-5(a)8(c)-5(e)8( )-5(G)8(i)-5(g)8(a)-5(b)8(i)-5(t)8(E)-5(t)8(h)-5(e)8(r)-5(n)8(e)8(t)-5( )-5(0)8(/)-5(1)8(0)] TJ

ET1
BT

1 0 0 1 309.05 722.26 Tm
834.35(n)-5(6.02 687.1 Tm

[(s)-5(1m

-5(o)832 6 TJ

ET

BT

1 0 0 1 319.39 6104.62 Tm
832 6 TJ

ET
)8(t)-5(c)8(h)-5(p)8(o)-5(r)8(t)-5( )8(a)-5(c)8(c)-5(e)8(s)-5(s)8( )-5(v)-5(l)8(a)-5(n)8( )8(2)] TJ

ET3
BT

1 0 0 1 282.77 704.62 Tm
832 6 TJ

ET

BT

1 0 0 1 319.39 6104.
-5(o)5995(o)(e)-5(r)8(v)-5(i)8(c)-5(e)] TJ

ET

BT

1 0 0 1 191.81 687.1 Tm

5995(o)(e)-5(

BT

1 0 0 1 196.97 687.1 Tm

5995(o)(e)-5()8(i)-5(c)8(y)-5( )8(i)-5(n)8(p)-5(u)8(t)-5( )8(n)-5(b)8(r)8(_)-5(s)-5(w)8(_)-5(c)8(o)-5(o)8(p)-5(e)8(r)-5(a)8(t)-5(e)] TJ

ET

BT

1 0 0 1 344.83 775.08 Tm
5995(o)(e)-5(
BT

1 0 0 1 319.39 6104.
-5(o)581.5TJ

ET

BT

1 0 0 1 319.39 6104.62 Tm
581.5TJ

ET
)8( )-5(q)8(o)-5(s)8( )-5(t)8(r)-5(u)8(s)-5(t)8( )-5(d)8(s)-5(c)8(p)] TJ

ET

BT

/F4 9.96 Tf

1 0 0 1 252.05 757.44 Tm
581.5TJ

ET

BT

1 0 0 1 319Tf

1 0 0 1 156.02 739.9 Tm

563 Tm
TJ

ET

BT

1 0 0 1 161.18 739.9 Tm

563 Tm
TJ

ET
BT

1 0 0 1 319.39 6104.
-5(o)546.195(n)-5(t)8(e)-5(r)8(f)-5(a)8(c)-5(e)8( )-5(G)8(i)-5(g)8(a)-5(b)8(i)-5(t)8(E)-5(t)8(h)-5(e)8(r)-5(n)8(e)8(t)-5( )-5(0)8(/)-5(1)8(0)] TJ

ET

BT

1 0 0 1 282.77 704.26 Tm
546.195(n)-5(
BT

1 0 0 1 319.39 6104.
-5(o)528 Tm
J

ET

BT

1 0 0 1 319.39 6104.62 Tm
528 Tm
J

ET
)8(t)-5(c)8(h)-5(p)8(o)-5(r)8(t)-5( )8(a)-5(c)8(c)-5(e)8(s)-5(s)8( )-5(v)-5(l)8(a)-5(n)8( )8(2)] TJ

ET3
BT

1 0 0 1 282.77 704.62 Tm
528 Tm
J

ET

BT

1 0 0 1 319.39 6104.
-5(o)524 03)(e)-5(r)8(v)-5(i)8(c)-5(e)] TJ

ET

BT

1 0 0 1 191.81 687.1 Tm

524 03)(e)-5(

BT

1 0 0 1 196.97 687.1 Tm

524 03)(e)-5()8(i)-5(c)8(y)-5( )8(i)-5(n)8(p)-5(u)8(t)-5( )8(n)-5(b)8(r)8(_)-5(s)-5(w)8(_)-5(c)8(o)-5(o)8(p)-5(e)8(r)-5(a)8(t)-5(e)] TJ

ET

BT

1 0 0 1 344.83 775.08 Tm
524 03)(e)-5(
BT

1 0 0 1 319.39 6104.
-5(o)493Tm

J

ET

BT

1 0 0 1 319.39 6104.62 Tm
493Tm

J

ET
)8( )-5(q)8(o)-5(s)8( )-5(t)8(r)-5(u)8(s)-5(t)8( )-5(d)8(s)-5(c)8BT

1 0 0 1 282.77 704.36Tm

493Tm

J

ET
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 mls qos trust dscp 

! 

interface GigabitEthernet 0/18 

 switchport access vlan 3 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/19 

 switchport access vlan 3 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/20 

 switchport access vlan 3 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/21 

 switchport access vlan 4 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/22 

 switchport access vlan 4 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/23 

 switchport access vlan 4 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface GigabitEthernet 0/24 

 switchport access vlan 4 

service-policy input nbr_sw_cooperate 

 mls qos trust dscp 

! 

interface VLAN 1 

 no ip proxy-arp 

 ip address 192.168.1.2 255.255.255.0 

! 
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interface VLAN 2 

 ip address 192.168.2.1 255.255.255.0 

! 

interface VLAN 3 

 ip address 192.168.3.1 255.255.255.0 

! 

interface VLAN 4 

 ip address 192.168.4.1 255.255.255.0 

! 

ip route  0.0.0.0 0.0.0.0  192.168.1.1 

! 

line con 0 

line vty 0 4 

 login 

! 

end 

S5750# 

 

 

35.34.1.4 S29  

῀֜ S29 ῒҬѿץ̆ ҹᶛȂ 

35.34.1.4.1 ∆  

S29 ∆ Ҋ̔ 

s29_branch1#sh run 

 

Building configuration... 

Current configuration : 1187 bytes 

! 

version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:16:44 CST 2007 -server49) 

hostname s29_branch1 

 

co_operate enable 

! 

vlan 1 

! 

ip default-gateway 192.168.3.1 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  
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enable service web-server 

interface GigabitEthernet 0/1 
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interface GigabitEthernet 0/21 

! 

interface GigabitEthernet 0/22 

! 

interface GigabitEthernet 0/23 

! 

interface GigabitEthernet 0/24 

! 

interface VLAN 1 

 ip address 192.168.3.2 255.255.255.0 

 no shutdown 

! 

line con 0 

line vty 0 4 

 login 

! 

end 

s29_branch1# 

35.34.1.4.2 ꜚ  

NBR ⱳ ꜚ῏ ץ S̆29 ᴪ ꜚ ῃ ̆ S̆29

ҹ̔ 

s29_branch1#sh run 

 

Building configuration... 

Current configuration : 2390 bytes 

! 

version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:16:44 CST 2007 -

-
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switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/3 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/4 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/5 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/6 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/7 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/8 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 
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interface GigabitEthernet 0/9 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/10 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/11 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/12 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/13 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/14 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/15 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-
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! 

interface GigabitEthernet 0/16 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/17 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/18 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/19 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/20 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/21 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 

  switchport port-security 

! 

interface GigabitEthernet 0/22 

switchport port-security maximum 1 

  switchport port-security arp-check 

port-security aging time 1 





ԋ №    0 ѿ  NBR&֜ ꜚ 

 103  ῍ 48                   



ԋ №    0 ѿ  NBR&֜ ꜚ 

 104  ῍ 48                   http://www.ruijie.com.cn 

 

2-2 ꜚ ῖ ԋ 

35.34.2.2 NBR  

֓ NBR web NBR └ Ȃ 

NBR1200#sh ru 

 

Building configuration... 

Current configuration : 1929 bytes 

 

! 

version 9.10 (building 1) for NBR 

co-operate enable sw-config 

co-operate enable security 

co-oper-agent center 192.168.1.2 

co-oper
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! 

! 

! 

access-list 3198 deny tcp any any eq 135 

access-list 3198 deny tcp any any eq 445 

access-list 3198 permit ip any any 

access-list 3199 deny icmp any any echo 

access-list 3199 deny tcp any any eq 135 

access-list 3199 deny tcp any any eq 445 

access-list 3199 permit ip any any 

access-list 99 permit any 

dialer-list 1 protocol ip permit 

! 

! 

!          

service sequence-numbers 

service timestamps debug datetime 

service timestamps log datetime 

no service password-encryption 

! 

! 

! 

! 

interface FastEthernet 0/0 

 ip nat inside 

 ip access-group 3198 in 

 no ip redirects 

 no ip mask-reply 

 no ip proxy-arp 

 



ԋ №  
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ip nat translation bandwidth-auto-adjust total-bandwidth inbound 100000 outboun

d 100000                                                                 

ip nat translation bandwidth-auto-adjust default inbound 300 2000 30 outbound 3

00 2000 30                                                             ṿ 

ip nat translation bandwidth-auto-adjust disable bandwidth-percent 90 user-max 

200                                                                     ᴆ 

ip nat translation udp-timeout 150 

ip nat translation icmp-
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version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:16:44 CST 2007 -server49) 

hostname s29_center 

 

co_operate enable 

! 

! 

! 

vlan 1 

! 

vlan 3 

! 

vlan 4 

! 

vlan 5 

! 

! 

! 

ip default-gateway 192.168.1.1 

! 

! 

!          

! 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  

enable service web-server 

interface GigabitEthernet 0/1 

 switchport mode trunk 
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! 

interface GigabitEthernet 0/2 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/3 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/4 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/5 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/6 

 switchport mode trunk 

 switchport trunk native vlan 3 
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! 

interface GigabitEthernet 0/7 

! 

interface GigabitEthernet 0/8 

! 

interface GigabitEthernet 0/9 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/10 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/11 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/12 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/13 
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 switchport mode trunk 

 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/14 

 switchport mode trunk 

 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/15 

 switchport mode trunk 

 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/16 

 switchport mode trunk 

 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/17 

 switchport mode trunk 

 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/18 

 switchport mode trunk 
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 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/19 

 switchport mode trunk 

 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/20 

 switchport mode trunk 

 switchport trunk native vlan 4 

  

!          

interface GigabitEthernet 0/21 

 switchport mode trunk 

 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/22 

 switchport mode trunk 

 switchport trunk native vlan 4 

  

! 

interface GigabitEthernet 0/23 

 switchport mode trunk 

 switchport trunk native vlan 4 
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! 

interface GigabitEthernet 0/24 

 switchport mode trunk 

 switchport trunk native vlan 5 

  

! 

interface VLAN 1 

 ip address 192.168.1.2 255.255.255.0 

 no shutdown 

!          

! 

line con 0 

line vty 0 4 

 login 

! 

! 

end 

35.34.2.3.2 ꜚ  

NBR ⱳ ꜚ῏ ץ ̆S29 ᴪ ꜚ QOS ץ̆ NBR ῀֜

ꜚ └ ᴨᾢ ̆ ̆S29 ҹ̔ 

s29_center#sh run 

 

Building configuration... 

Current configuration : 2468 bytes 
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! 

version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:16:44 CST 2007 -server49) 

hostname s29_center 

 

co_operate enable 

! 

! 

! 

vlan 1 

! 

vlan 3 

! 

vlan 4 

! 

vlan 5 

! 

ip access-list extended 150 

 10 permit udp any any eq 50008  

 20 deny ip any any  

! 

class-map nbr_sw_cooperate 

 match access-group 150 

! 

policy-map nbr_sw_cooperate 

 class nbr_sw_cooperate 

  set ip dscp 56 
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! 

! 

! 

ip default-gateway 192.168.1.1 

! 

! 

!          

! 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  

enable service web-server 

interface GigabitEthernet 0/1 

 switchport mode trunk 

  

! 

interface GigabitEthernet 0/2 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/3 

 switchport mode trunk 

 switchport trunk native vlan 3 
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! 

interface GigabitEthernet 0/4 

 switchport mode trunk 

 switchport trunk native vlan 3 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/5 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/6 

 switchport mode trunk 

 switchport trunk native vlan 3 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/7 

! 

interface GigabitEthernet 0/8 
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! 

interface GigabitEthernet 0/9 

 switchport mode trunk 

 switchport trunk native vlan 3 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/10 

 switchport mode trunk 

 switchport trunk native vlan 3 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/11 

 switchport mode trunk 

 switchport trunk native vlan 3 

  

! 

interface GigabitEthernet 0/12 

 switchport mode trunk 

 switchport trunk native vlan 3 



ԋ №
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 switchport mode trunk 

 switchport trunk native vlan 4 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/17 

 switchport mode trunk 

 switchport trunk native vlan 4 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/18 

 switchport mode trunk 

 switchport trunk native vlan 4 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/19 

 switchport mode trunk 

 switchport trunk native vlan 4 
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 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/20 

 switchport mode trunk 

 switchport trunk native vlan 4 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

!          

interface GigabitEthernet 0/21 

 switchport mode trunk 

 switchport trunk native vlan 4 

 

 mls qos trust dscp 

 service-policy input nbr_sw_cooperate 

  

! 

interface GigabitEthernet 0/22 

 switchport mode trunk 

 

switchport mode trunk
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 login 

! 

! 

end 

35.34.2.4 ῀ S29/S27  

35.34.2.4.1 ∆  

Ҋ̔ 

s29_branch#sh run 

 

Building configuration... 

Current configuration : 1159 bytes 

 

! 

version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:16:44 CST 2007 -server49) 

hostname s29_branch 

 

co_operate enable 

! 

! 

! 

vlan 1 

! 

! 

! 

! 

ip default-gateway 192.168.2.1 
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! 

! 

! 

! 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  

enable service web-server 

interface GigabitEthernet 0/1 

! 

interface GigabitEthernet 0/2 

! 

interface GigabitEthernet 0/3 

! 

interface GigabitEthernet 0/4 

! 

interface GigabitEthernet 0/5 

! 

interface GigabitEthernet 0/6 

! 

interface GigabitEthernet 0/7 

! 

interface GigabitEthernet 0/8 

! 

interface GigabitEthernet 0/9 

! 

interface GigabitEthernet 0/10 

! 
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interface GigabitEthernet 0/11 

! 

interface GigabitEthernet 0/12 

! 

interface GigabitEthernet 0/13 

! 

interface GigabitEthernet 0/14 

! 

interface GigabitEthernet 0/15 

! 

interface GigabitEthernet 0/16 

! 

interface GigabitEthernet 0/17 

! 

interface GigabitEthernet 0/18 

! 

interface GigabitEthernet 0/19 

! 

interface GigabitEthernet 0/20 

! 

interface GigabitEthernet 0/21 

! 

interface GigabitEthernet 0/22 

! 

interface GigabitEthernet 0/23 

! 
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! 

interface GigabitEthernet 0/2 

switchport port-security maximum 1 

  switchport port-security arp-
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! 

end 

35.34.2.5 Ԋ  

1̈ ҬS29ҹ ֜ ̆ NBR ꜚ῏ ᴪ ꜚ QOS

nbr_sw_cooperatĕ ⌠ input Ȃ ԍ ҩ ѿҩ

input QOS ̆ nbr_sw_cooperateץ ף Ȃ ֜

NBR ꜚ ̆ Ҍ ῒ QOS ⌠ Ȃ 

2̈ NBR1200 ҽᶛȂ ᶏ NBR2000̆

ṜҌ vlan port 0 3 tag  Ȃפ

3̈ ᶛ ̂S29+S27̃Ҋ̆ ῀PC׆ ῀ ⌠ ѿҩ

̆ 3№ PC ̆ ̆ WEB NBR └ ҉− PC

ARP ̆ᶏῒ ⌠ Ȃ 

4̈ ҬS29ҹ ῀֜ ̆ NBR ꜚ῏ ᴪ ꜚ Ҋ

ῃⱳ ̆ ̔ 

1̃ ꜚ switchport port-security ꜚ ῃ̕ 

2̃ ꜚ switchport port-security arp-check ꜚ ARP ⱳ  ̕

3̃ ҹ Ҭ̆S29 ҹ ῀֜ ̆ ץ ꜚ switchport 

port-security maximum 24̆ ҩ ᾛ 24 ҩ MAC-IP ̆ ᾛ 24

PC ῀ ˻ 

҉ץ4̃ ꜚ S29 Ҭ̆interface GigabitEthernet 0/1 ꜚ

ᴆ ꜚ ⌠ up-link ̂ ῀⌠ ֜ ̃̆ Ҍ

ҩ ꜚ ῃⱳ Ẋ̕ ԍ ̆ ꜚ ԅup-link

̆ ᶏ ѿҩ ꜚԅ҉ץ ῃⱳ ֜ ↕̆

’Ҋ̆S29 NBR ꜚ῏ Ҭ ̆ ᶏ ᵬ

up-link ̆ᵖ ̆ ֓ ’Ҋ ꜚ ꜚ ῀ PC

̆↕ S29˻ 

5̃ S29 NBR ꜚ῏ ̆S29 ᴆ ꜚ− ҉ץ ῃ Ȃ 

35.34.3 ῖ ҈ 

35.34.3.1 ᶛ  

200 ҉ץ PC ῀ ̆ᶏ NBR2000 ῀ Internet̆

ᶏ ҈ ֜ S57 ᵬ ῀֜ ᵬῤ ῏̆ԋ ἇ ֜ S18 ᵬ ῀

֜ ̆ ԍ ̆ῒ 2-3 Ȃ Ҋ̔ 

1̈ NBR ֜ ꜚ̆ ꜚ ꜚ S57֜ ῃⱳ ̆ S57֜
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Ҋ ꜚ MAC-IP-PORT ̕ 

2̈ NBR WEB ̆ ῃ ֜ ̕ 

3̈ Ḥȁ Ḥȁ ꜚ ̕ 

4̈ 



ԋ №    0 ѿ  NBR&֜ ꜚ 

 131  ῍ 48                   http://www.ruijie.com.cn 

35.34.3.2 NBR  

ꜚ ȁ ꜚ ꜚ ̆ ꜚ NBR Ȃ

̆ Ҋ̆ ֓ ץ NBR web ̔ 

NBR2000#sh ru 

 

Building configuration... 

Current configuration : 1929 bytes 

 

! 

version 9.10 (building 1) for NBR 

co-operate enable sw-config 

co-operate enable security 

co-oper-agent center 192.168.1.2 

co-oper-agent branch 192.168.2.10 

co-oper-agent branch 192.168.3.10 

! 

! 

! 

! 

! 

! 

access-
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! 

version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:13:43 CST 2007 -server49) 

co_operate enable 

! 

vlan 1 

! 

vlan 2 

! 

vlan 3 

! 

vlan 4 

! 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  

enable service web-server 

 

interface GigabitEthernet 0/1 

 switchport mode trunk 

 ! 

interface GigabitEthernet 0/2 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/3 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/4 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/5 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/6 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/7 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/8 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/9 
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 switchport access vlan 2 

! 

interface GigabitEthernet 0/10 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/11 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/12 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/13 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/14 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/15 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/16 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/17 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/18 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/19 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/20 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/21 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/22 

 switchport access vlan 4 

! 
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interface GigabitEthernet 0/23 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/24 

 switchport access vlan 4 

! 

interface VLAN 1 

 no ip proxy-arp 

 ip address 192.168.1.2 255.255.255.0 

! 

interface VLAN 2 

 ip address 192.168.2.1 255.255.255.0 

! 

interface VLAN 3 

 ip address 192.168.3.1 255.255.255.0 

! 

interface VLAN 4 

 ip address 192.168.4.1 255.255.255.0 

! 

ip route  0.0.0.0 0.0.0.0  192.168.1.1 

! 

line con 0 

line vty 0 4 

 login 

! 

end 

35.34.3.3.2 ꜚ  

NBR ⱳ ꜚ῏ ץ ̆S57 ᴪ ꜚ ῃ Ȃ ꜚ

ȁ ꜚ ꜚȁ ꜚ Ṝ̆Ӟᴪ ꜚ ῃ Ȃ

ҽᶛȂS57 ҹ̔ 

S5750#sh run 

 

Building configuration... 

Current configuration : 1998 bytes 

 

! 

version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:13:43 CST 2007 -server49) 

co_operate enable 

! 
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interface GigabitEthernet 0/20  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/21  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/22  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/23  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/24  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 4 

! 

interface VLAN 1 

 no ip proxy-arp 

 ip address 192.168.1.2 255.255.255.0 

! 

interface VLAN 2 

 ip address 192.168.2.1 255.255.255.0 

! 

interface VLAN 3 

 ip address 192.168.3.1 255.255.255.0 

! 

interface VLAN 4 
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 ip address 192.168.4.1 255.255.255.0 

! 

ip route  0.0.0.0 0.0.0.0  192.168.1.1 

! 

line con 0 

line vty 0 4 

 login 

! 

end 

 

35.34.3.4 Ԋ  

1̈ ꜚ ȁ ꜚ ꜚȁ ꜚ Ȃ NBR҉ ᴋᵥ

Ҋ ֜ ғS57 Ṝ̆NBRᴪ S57̆

S57 ̆ᶏ ꜚ῏ ꜚ Ȃ 

2̈ ꜚ ȁ ꜚ ȁ ꜚ ꜚ S57 ԅѿҩsvi ̆ ⅞№

ҩvlan ⱴ ̆ NBR web ̆ ῃ

Ҭ ֜ ̆ vlan⅞№ Ȃ 

3̈ S57҉⅞№ԅ ҩvlan̆ ԅ ҩsvi ҈ ̆ ֓

҉  no ip proxy-arpȂפ

4̈ S57 NBR ҹtrunk ̆Ҍ ҹ Ȃ ԍ̆S57

ᶏ SVI NBRԑ ̆ғ NBR ҹtrunk Ȃ 

5̈ S57 Ҋ Ҍ ҹ ̆ S57 ᶏ SVI ᵬҹῤ PC ῏Ȃ 

6̈ ꜚ ȁ ꜚ ꜚ ̆ ḱ ꜚ֜ ip ᵝ̆ ץ

NBR web ῃ ḱ ̆ NBR └ פ

ḱ Ȃ 

7̈ ԍ ̆ ꜚ῏ ꜚ ȁ ꜚ ꜚ
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3̃ ҹ Ҭ̆S57 ҹ ῀֜ ̆ ץ ꜚ switchport 

port-security maximum 24̆ ҩ ᾛ 24 ҩ MAC-IP ̆ ᾛ 24

PC ῀ ˻ 

҉ץ4̃ ꜚ S57 Ҭ̆interface GigabitEthernet 0/1 ꜚ

ᴆ ꜚ ⌠ up-link ̂ ῀⌠ ֜ ̃̆ Ҍ

ҩ ꜚ ῃⱳ Ẋ̕ ԍ ̆ ꜚ ԅup-link

̆ ᶏ ѿҩ ꜚԅ҉ץ ῃⱳ ֜ ↕̆

’Ҋ̆S57 NBR ꜚ῏ Ҭ ̆ ᶏ ᵬ

up-link ̆ᵖ ̆ ֓ ’Ҋ ꜚ ꜚ ῀ PC

̆↕ S57˻ 

5̃ S57 NBR ꜚ῏ ̆S57 ᴆ ꜚ− ҉ץ ῃ Ȃ 

35.34.4 ῖ  

35.34.4.1 ᶛ  

100̇200 ̆ᶏ NBR2000 ῀ Internet̆

ῃ ֜ S29/27Ạҹ ֜ ԋ̆ ἇ ֜ S18ᵬ ῀֜ Ȃ

ῒ 2-4 Ȃ Ҋ̔ 

1̈ NBR ֜ ꜚ̆ ꜚ ꜚ S29֜ ῃⱳ ̆ S29֜

Ҋ ꜚ MAC-IP-PORT ̕ 

2̈ NBR WEB ̆ ῃ ֜ ̕ 

3̈ Ḥȁ Ḥȁ ꜚ ̕ 

4̈ ꜚ ῤ ₯ⱳ ̕ 

5̈ ꜚ ₯ⱳ ̕ 

6̈ ꜚῤ ⱳ ̕ 

7̈ ꜚ ȁ ꜚ ꜚ̆ NBR S29ҌẠᴋᵥ ̆ ѿ№

̆NBRᴪ ꜚ S29̆ S29 Ȃ Ҍ ᴋᵥ ̆

NBR web ῃ Ȃ S29 ip 192.168.1.2̕ 

8̈ ꜚ NBR S29 ꜚ ̆ ԅѿҩvlanȂ ⅞№ ҩ

vlan̆ ץ ꜚ NBR web ѿ ῃ Ȃ 

9̈ Ҭ̆S29 Ạҹԋץ ῃ ֜ ᶏ ̆Ӟ Ạҹ҈ץ ֜

Ȃ ꜚ ԋ ῃ ֜ Ȃ 
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2-4 ꜚ ῖ  

35.34.4.2 NBR  

ꜚ ȁ ꜚ ꜚ ̆ ꜚ NBR Ȃ

̆ Ҋ̆ ֓ ץ NBR web ̔ 

NBR1200#sh ru 

 

Building configuration... 

Current configuration : 1929 bytes 

 

! 

version 9.10 (building 1) for NBR 

co-operate enable sw-config 

co-operate enable security 

co-oper-agent cen-bra 192.168.1.2 

! 

! 

! 
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! 

! 

! 

access-list 3198 deny tcp any any eq 135 

access-list 3198 deny tcp any any eq 445 

access-list 3198 permit ip any any 

access-list 3199 deny icmp any any echo 

access-list 3199 deny tcp any any eq 135 

access-list 3199 deny tcp any any eq 445 

access-list 3199 permit ip any any 

access-list 99 permit any 

dialer-list 1 protocol ip permit 

! 

! 

!          

service sequence-numbers 
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! 

vlan 1 

! 

vlan 2 

! 

vlan 3 

! 

vlan 4 

! 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  

enable service web-server 

interface GigabitEthernet 0/1 

 switchport mode trunk 

 ! 

interface GigabitEthernet 0/2 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/3 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/4 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/5 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/6 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/7 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/8 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/9 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/10 

 switchport access vlan 2 
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! 

interface GigabitEthernet 0/11 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/12 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/13 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/14 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/15 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/16 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/17 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/18 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/19 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/20 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/21 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/22 

 switchport access vlan 4 

! 

interface GigabitEthernet 0/23 

 switchport access vlan 4 

! 
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 switchport access vlan 4 

! 

interface VLAN 1 

 ip address 192.168.1.2 255.255.255.0 

! 

line con 0 

line vty 0 4 

 login 

! 

end 

 

35.34.4.3.2 ꜚ  

NBR ⱳ ꜚ῏ ץ ̆S29 ᴪ ꜚ ῃ Ȃ ꜚ

ȁ ꜚ ꜚȁ ꜚ Ṝ̆Ӟᴪ ꜚ ῃ Ȃ

ҽᶛȂS29 ҹ̔ 

S2924G#sh run 

 

Building configuration... 

Current configuration : 1998 bytes 

 

! 

version RGOS 10.1.00(2), Release(14881)(Tue May 22 20:13:43 CST 2007 -server49) 

co_operate enable 

! 

vlan 1 

! 

vlan 2 

! 

vlan 3 

! 

vlan 4 

! 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  

enable service web-server 

 

interface GigabitEthernet 0/1 

 switchport mode trunk 

 ! 
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! 

interface GigabitEthernet 0/9  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/10  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/11  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/12  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/13  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/14  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/15  

switchport port-security maximum 24 

 switchport port-security arp-check 

 switchport port-security 
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3№ PC ̆ ̆ WEB NBR
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῍
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NBR ԓ ꜠ V1 ҐЇ ҙ ԋ Ὴ ꜠ꜗ Ї Ғ ⅓ └ ꜠ V2ɼ 

⅓ Ғᴰḷ ꜠֢ Ї ⅓ ╦ ԋ ꜠֢ Ї

ῗ Ὴ ꜠ꜗ Їῴ ֢ Ḫ ∩ ɼ 

 

 

35.36.3 /῏ ꜚⱳ  

ҍ ꜚ ֜ ӊ ̆ ץ ꜚⱳ ̆ ҩ ꜚ ̆

ӊ NBR ꜚ ֜ arp Ḥ Ȃ 

ҍ ꜚ ֜ Ḥ ̆ ῃ Ҋ Ҋ  ̔פ

 

 

 

 

 

  Е 

꜠ Ὴ ꜠Ӑ Ї֢ Ґ ҏ ԋ ARP
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type       hostname            ip                position  mode     state 

------ --------------  ---------------- --------- -------- --------------------  

S3250         S3250           192.168.1.21      center    LAYER3   COOPER OK        

S2924G        S2924G          192.168.2.25      branch    LAYER2   COOPER OK        

Ḥ ץ ╠ ꜚ֜ Ḥ Ȃ҉ץ Ҋ̔ 

type̔֜ Ȃ 

hostname̔ ֜ Һ Ȃ 

ip̔֜ IPȂ 

Position̔֜ ᵝȂ 

Mode̔֜ ᵝ̆ ҈ ԋ Ȃ 

State̔ ꜚ ̆ ₃ ̔ 

     COOPER OK : ꜚ ̆ ̕ 

     UNCOOPER̔  ꜚ  

     VERSION ERROR̔ Ҍ ̆֜ ᴆҌ ᴆ ᵞ̆

ᴆ̆ 

LINK ERROR̔ ҍ֜ ̔ ̔1 Ҍ ̕2֜

ꜚ web Ⱶ̕ 

PASS ERROR̔ ̆ NBR ֜ ҍ֜ Ҍ

ѿ ̆ 1̔̆ḱ ԅ֜ ᵖ ḱ NBR҉ ꜚ 2̕ NBR

҉ ̆0 ̆7 ⱴ ̆ ̆

NBR ̆ ң ≢Ȃ 

  

ꜚ ꜚ ̆NBR ᴪ ֜ Ḥ ₮ ╠ ̆ ₮ ֜
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GigabitEthernet 0/17      ACCESS     1    --        192.168.2.21      

GigabitEthernet 0/18      ACCESS     1    --        192.168.2.21      

GigabitEthernet 0/19      ACCESS     1    --        192.168.2.21      

GigabitEthernet 0/20      ACCESS     1    --        192.168.2.21      

GigabitEthernet 0/21      ACCESS     1    --        192.168.2.21      

GigabitEthernet 0/22      ACCESS     1    --        192.168.2.21      

ҩḤ ̆ ץ ⌠֜ ҩ ̆ VLAN̆ ҉ ̆

ҩҊ ῏ IP Ȃ 

35.37 NBR&֜ ꜚ 

NBR ҍ֜ ꜚ ̆ Ҋ Ҋץ  ̔פ

 

 

 

 

35.38 NBR&֜ ꜚῖ  

׃ ꜚ Ҋ ̔ 

 NBR+S57/S32+̂S29/S27 | S18̃̕ 

 NBR+S29/S27+̂S29/S27 | S18

̃̕

¸ ̂



ԋ №  



ԋ №    0 ԋ  NBR&֜ ꜚ V2 

 162  ῍ 48                   http://www.ruijie.com.cn 

 

2-1  ꜚ ῖ ѿ 

 

35.38.1.2 NBR  

֓ NBR web NBR └ Ȃ 

NBR2000#sh ru 

 

Building configuration... 

Current configuration : 1929 bytes 

 

! 

version 9.15 (building 6) for NBR 

co-operate enable sw-config 

no co-operate enable security 

co- ope-
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access-list 3198 permit ip any any 

access-list 3199 deny icmp any any echo 

access-list 3199 deny tcp any any eq 135 

access-list 3199 deny tcp any any eq 445 

access-list 3199 permit ip any any 

access-list 99 permit any 

dialer-list 1 protocol ip permit 

! 

!          

service sequence-numbers 

service timestamps debug datetime 

service timestamps log datetime 

no service password-encryption 

! 

! 

! 

!  

interface FastEthernet 0/2 

ip nat outside 

 ip access-group 3199 in 

 no ip redirects 

 no ip mask-reply 

 no ip proxy-arp 

 ip address 202.101.98.2 255.255.255.252 

 no arp trust-monitor enable 

 duplex auto 

 speed auto 

! 

interface Null 0 

! 

interface GigabitEthernet 0/0 

 ip nat inside 

 ip access-group 3198 in 

 no ip redirects 

 no ip mask-reply 

 no ip proxy-arp 

 ip address 192.168.1.1 255.255.255.0 

 arp gratuitous-send interval 1 1  

 arp trust-monitor enable 

! 

interface GigabitEthernet 0/1 
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! 

end 

 

 

N B R &
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! 

interface GigabitEthernet 0/6 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/7 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/8 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/9 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/10 

 switchport access vlan 2 

! 

interface GigabitEthernet 0/11 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/12 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/13 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/14 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/15 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/16 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/17 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/18 

 switchport access vlan 3 

! 

interface GigabitEthernet 0/19 
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 switchport access vlan 3 

! 
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35.38.1.3.2 ꜚ  

NBR ⱳ ꜚ῏ ץ S̆57ᴪ ꜚ QOS ץ̆ NBR ῀֜

ꜚ └ ᴨᾢ ̆ ̆S57 ҹ̔ 

S5750#sh run 

 

Building configuration... 

Current configuration : 1998 bytes 

 

! 

version RGOS 10.2.00(2), Release(24881)(Tue May 22 20:13:43 CST 2007 -server49) 

co_operate enable 

! 

vlan 1 

! 

vlan 2 

! 

vlan 3 

! 

vlan 4 

! 

enable secret 5 $1$8yhN$85zxt07DDsBuxA02  

enable service web-server 

! 

interface GigabitEthernet 0/1 

 switchport mode trunk 

! 

interface GigabitEthernet 0/2 

 switchport access vlan 2 

anti-arp-spoofing ip 192.168.2.1 

! 

interface GigabitEthernet 0/3 

 switchport access vlan 2 

anti-arp-spoofing ip 192.168.2.1 

! 

interface GigabitEthernet 0/4 

 switchport access vlan 2 

anti-arp-spoofing ip 192.168.2.1 

! 

interface GigabitEthernet 0/5 

 switchport access vlan 2  
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interface VLAN 2 

 ip address 192.168.2.1 255
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҈  ≢  

35.39 ≢  
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Low priority application: 

Total:8 

app-name              app-num 

FTPҐ                22 

BT(BitComet)         23 

eMule                 24 

                   25 

vagaa                 26 

Ґ               27 

P2PҐ                28 

              36              

Router(config)# 

Router(config)#application-filter deny p2p 26 

Router(config)# 

 

35.40.2 ≢ⱳ  

NBR ҉, ≢ⱳ Ҍ ѿ . NBR ҉ ԅ Ḡ

ⱳ , ≢ⱳ . ᵥ Ḡ

ѿ << └ .doc>>.  

ѿ ≢ⱳ , NBR ᴪ Ҭ , NBR

≢.  

 

 

 

  Е 

NBR ꜠ Ṣ, HTTP װ HTTP

Ṣ, ᴰ ҅ , Ғ ᴥ ,ת tftp

Ṣ, ꜠ ҅ ת . 

ᵬ פ  

Router#payload-update local ׆ ῀ Ȃ  ,╠פ

ᾢḠ Ḡ NBR flash Ҭ. 
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ﬞ                 2 

҆             3 

                  4 

              5 

QQ                 6 

              7 

῍               8 

ῢқ               9 

2             10 

              11 

 12                  ן

                  13 

                  14 

3             15 

              16 

                17 

QQҎ                 18 

қ               19 

ᴶ               20 

ᴶ қ               21 

Ґ ғּד           29 

QQ                 30 

QQ                 31 

              32 

VS             33 

          34 
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QQ             35 

QQ               37 

QQ                   38 

QQ                 39 

QQ  40                ן

 

Middle priority application: 

Total:0 

app-name              app-num 

 

Low priority application: 

Total:8 

app-name              app-num 

FTPҐ                 22 

BT(BitComet)         23 

eMule                 24 

                   25 

vagaa                 26 

Ґ               27 

P2PҐ                28 

              36 

Router(config)# 

Router(config)#identify-application exclude 2 

Router(config)# 
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35.40.3 ≢ ⱳ ῏  

NBR ԅ ≢ ⱳ ̆ ץ PC ᴪ └ Ⱶ

῏ Ȃ 

῏ ̆ ῃ Ҋ Ҋ  פ

 

 

 

 

 

 

 

 

 

  Е 

Ҳ IP, ⌡Ғᴰ ү IP Ҳ ⌡, ꜗ ӤҒ

ᴰ IP Ҳ . , ԋ NAT IP ꜠ ꜘ└

Ҳ. 

 

 

35.40.4 ≢ ⱳ ῏Ḥ  

≢ ⱳ ̆NBR ᴪ № ̆ ≢ №

̆ № Ȃ 

῏Ḥ ̆ Ҋ Ҋ  ̔פ

 

 

 

Ḥ ᶛ̔ 

ᵬ פ  

Router(config)#ip conntrack 

per-ip-port num 
PC ᴪ └̆ ṿ 350Ȃ

ᵬ └ ѿҩ IP ѿҩ

Ҍ ҩṿ. ᵩ

ᴪ . 

ᵬ פ  

Router(config)#permit-server-ip 

A.B.C.D 
Ҍ └ Ҍ̆ ip. 

Ҭ IP, NBR Ҍᴪ ֓ IP

ῤ ≢, ғҌᴪ └ 

ᵬ פ  

Router(config)#show flow {all | ip 

A.B.C.D} 
Ḥ ҩῤ pc

Ḥ Ȃ 
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Router#sh flow all 

flow count: 200000 

pro inside ip   port  outside ip      port  flow_app flow_group flow_class  

UDP 10.10.11.71     800   30.32.241.230   6000  28       17         3           

UDP 10.10.13.119    800   30.32.240.46    6000  28       17         3     

Ḥ ̆ ץ № Ȃ҉ץ Ҋ̔ 

pro̔ Ȃ 

inside ip̔ῤ pc ipȂ 

port̔ῤ Ȃ 

outside ip̔ ipȂ 

port̔ Ȃ 

flow_app̔ ΐᵣ Ȃ 

flow_group̔ № Ȃ 

flow_class̔ № Ȃ 

ҩ ipȁport Ḥ ̆ Ҋ Ҋ  ̔פ

 

 

 

ipȁport Ḥ ᶛ̔ 

Router #sh ip-port-node all 

ip port node count: 3 

ip                 port  flow_group flow_app server_ip flow_count 

192.168.1.159   1929   0             0         no        1          

192.168.196.224 23     0             0         yes       1          

192.168.1.159   13151  0             0         no        6       

Ḥ ̆ ץ ҩ ipȁport Ḥ Ȃ҉ץ Ҋ̔ 

ᵬ פ  
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ip̔ῤ pc ipȂ 

port̔ῤ pc Ȃ 

flow_group̔ № Ȃ 

flow_app̔ ΐᵣ Ȃ 

server_ip̔ ῤ pc Ȃ 

flow_count̔ ῤ pc Ȃ 

 

╠ ≢ ̆ Ҋ Ҋ  ̔פ

 

 

Router#sh application  

High priority application: 

Total:32 

app-name              app-num 

ӎ             1 

ﬞ                 2 

҆             3 

                  4 

              5 

QQ                 6 

              7 

῍               8 

ῢқ               9 

2             10 

              11 

 12                  ן

ᵬ פ  

Router (config)#show applicaton ≢ Ȃ 
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                  13 

                  14 

3             15 

              16 

                17 

QQҎ                 18 

қ               19 
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Total:8 

app-name              app-num 

FTPҐ                22 

BT(BitComet)          23 

eMule                 24 

                  25 

vagaa                 26 

Ґ               27 

P2PҐ                28 

              36 

Router# 

35.40.5 ≢ ⱳ debug ῏ 

 

 

 

  Е 

ԋ ꜗ װ , └҅ү , ᴰ Ḫ , 

‟Ґ, Ғ ꜗ .. 

 

Router#deb application-filter  

display application identify information 

APP NUM IPFAST FILTER :app[26], group[17], class[3] has be filtrated 

APP NUM IPFAST FILTER :app[26], group[17], class[3] has be filtrated 

APP NUM IPFAST FILTER :app[24], group[17], class[3] has be filtrated 

APP NUM IPFAST FILTER :app[26], group[17], class[3] has be filtrated 

APP NUM IPFAST FILTER :app[26], group[17], class[3] has be filtrated 

APP NUM IPFAST FILTER :app[24], group[17], class[3] has be filtrated 

ᵬ פ  

Router(config)#deb application-filter ῏ debug Ḥ Ȃ 
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 Ғ  

35.41 Ғ  

№ Һ ᵥ Ғ Ҋ ׆̆

ⱳ Ȃ 

Ғ Ҋ ̔ 

 

҉ Ҭ̆ ̆ Ҭ

Ȃ 

̂NBR̃̆ Ҭ ῏ Ḥ Ҭ

׆̆ Ḡ ԅҬ Ȃ 
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