h.‘
Dot s T

RG-NBR
l 9.17 D Y
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€l
=

Y ‘“’ W' RGOS ™9.17 A
o, N

o
® ]
o

i

1la
P 5 A
P a p W : Fp £ ¥ 15 A
H ' Courier New ~ T P 85" FH AH
C - H ~ ¥ r A
22 DO
b
> R ~ oTG bi Ng” ¥ r A
r’ b qa ° 5T 4 a Ne™ r
[l [1 N¢ D " A
{x]y] ...} [ Ha @ T 0WeA
[xlyl.-- 7T [ Ha @ T 0Ve b A
[ MR W A
3a '\
i \ b T # o
y W
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2.1

A D o~ CLI"" YN

configure terminal
disable
enable

history
interface
line
router-map
setup

show histroy

2.1.1 configure terminal

o o o)
\\al wo
oen O

o 7 0bd

configure termina

Router#conft

o configure terminalA

conf Ty

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)#

Exit C |r
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2.1.2 disable

C [ y [ - )
disableA

disable [ privilege-level ]

o a o)

privilege-level
o o o)
da 10

a D [ A v i L

Vo[ A

(A

disable
oer O

Ao % orow

Router#disable 10
w L4 DO

D
enable C " “ [ #
A
2.1.3 enable
~ - D enableA
D H a e n oa | A
2.1.4 end
t |k ¥ [ v n 5 endA
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(]

(]

(1]

D

e? O

(@}

(@}

end

=c

Ctrl+z

>
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end
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ip Interface Internet Protocol config commands

keepalive Enable keepalive

load-interval Specify interval for load calculation for an
interface

loopback Configure internal loopback on an interface

mac-address Set mac-address

max-reserved-bandwidth Maximum Reservable Bandwidth on an Interface

mtu Set the interface Maximum Transmission Unit (MTU)

no Negate a command or set its defaults

ppp Point-to-point protocol

priority-group Assign a priority group to an interface

service-policy Configure QoS Service Policy

shutdown Shutdown the selected interface

speed Set fast ethernet speed mode
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(]

@D

(@}

setup” ¢ B W a - oy
h a a P & a 12
Waed N A
7! D setup v NBR100G': WANO a IP
“ WANL': a  PPPOE ~ A
NBR1000O#setup
____________ 8 —_—_——————————————
ctrl-cT ' a "T1I'TA
n a :
- t o7 - vV tnbr
- N t aaa
~ telnet - 1 6 bbb
internet  WANo
0. WAN O
1. WAN 1
~ (© - 1):0
1. 1P
2. PPPoOE
- @a-2):1
~ WANo 1P:202.101.1.1
© WANo 1255.255.255.0
- B 1 :202.101.1.254
ISP Ne 3 @ n [no]:yes
- n :202.101.1.1
- n :202.101.1.3
WANo [yes]:
(1.0 DNS ;2.0 ping ):1
“ 0 1P

s S
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i WANe [no]:

Y telnet “ £k LAN IP -
- T A LANo A
k  LANo [no]:
I Dy w [yes]:
WANo ping [yes]:

. 7 -
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3.1 T 9
Yy "o
® calendar set
® clock set
® copy
® hostname
® show clock
® show running-config
® show startup-config
® reload
® write
3.1.1 calendar set
D a Y1 a L clock set D 3 AN - clock set
D o7 - B A
calendar set Dt bi @ L~ A
3.1.2 clock set
" va o clock set H T ® °
clock set hh:mm:ss day month year
clock set hh:mm:ss month day year
da 0
hh:zmm:ss [ W ~ 24 L~ 2 Ne
day S 1-317 7 We T A
month M~ a ‘
january february march april may june
W H % n E
july august september october november december
# fi * W VW VR
11 " 436 http://www.ruijie.com.cn



12

436

http://www.ruijie.com.cn



|7; D pG [ tftp F 3!
Router#copy running-config tftp

Address or name of remote host []? 192.168.12.219
Destination filename []?

Building configuration. ..

Accessing tftp:// 192.168.12.219/running-config. ..
Calander battery is stop, clock is not updated.
Writing router-confg !! [0K]

I7l ot tftp F :: I ) p'

Router#copy tftp running-config

Address or name of remote host []?7192.168.12.219
Source filename [ ]?

Accessing tftp:// 192.168.12.219

3.1.4 hostname

(o7

o’

(]

(]

(]

Qiz

P O

(@)

(@)

(@}

(@}

k h v n D hostnameA

hostname name

name h Y y a A A
A
h N “ A
n
h h G # Yi “  CHAP TH
! D h w BeiJingAgenda

Router (config)#hostname BeiJingAgenda
BeiJingAgenda(config)#

3.1.5 show clock

4y 63a@

p>2)
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(«7]
L)
(@}

(e7]
S

<

(@}

a 5" y s * detail

(@]

o)
o

o

N D show clock © W

Router#show clock detail
clock: 2003-3-17 10:27:21
Clock set by user config.

D)

clock set

3.1.6 show running-config

F Ho
running-configA

show running-config

D show

14 " 436

http://www.ruijie.com.cn




(o]
Qiz
(@}

text A~ 1-255@ A
in[ »h: ] mm - y 24
at hh:zmm 1
month M i 3 ™M Mar
day 13
cancel © 7
d o 0
da 10
a D"y L - B A
der O
7! D 10 Ne Y ‘
Router#reload in 10
Router will reload in 600 seconds.
3.1.9 write
tT ~ Q b~ D
writeA
write [ memory | network | terminal ]
o & 0
memory " running-config” Q~ NVRAW G copy running-config
startup-configA
network G [ TFIP F i G copy running-config tftpA
terminal N G show running-configA
0 b 6
LY 10
) 1 9P Gi a T oyw G WO
B a A
Dby G v memory A
den O
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Directory of flash:/
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4 dn 2749608 Oxc2ad09de May 27 1994 19:23:34 a3
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(«7]
L)
(@}

da 10
squeeze flash: G flash A
der O
Yim o flash - ) T G - )
Router#dir
Directory of flash:/
1 an 68 0xc5164fbb Apr 8 2004 00:00:00 tftp_config.-bin
3 an 2749608 0xc2ad09de May 27 1994 19:31:28 newRGOS.bin
Router#dir de
Directory of flash:/delete
2 dn 2749608 0xc2ad09de Apr 8 2004 00:00:00 RGOS.bin
Router#squeeze flash
The wired nand flash checking!lt may take several minutes.
Sectors
checking:z TIUIDIRRIRRUERRRRRRRRERRRNRRRRRRRRRQRQn e eyeynenurnrnrnnyy
Sectors checking finish.
Router#dir del
Directory of flash:/delete
Router#dir
Directory of flash:/
1 an 68 0xc5164fbb Apr 8 2004 00:00:00 tftp_config.bin
2 an 2749608 Oxc2ad09de May 27 1994 19:31:28 newRGOS.bin
3.2.5 format
5 6 flash A ) T ) A
Format flash:
o a 0
flash: , 4 nand flashA
o 0
d o 0
da 10
v format flash: & , flashA
der O

19 " 436 http://www.ruijie.com.cn



Y o p T p

Router#dir
Directory of flash:/
1 an 68 0xc5164fbb Apr 8 2004 00:00:00 tftp_config.bin

2 an 2749608 0xc2ad09de May 27 1994 19:31:28 newRGOS.bin
Router#dir delete
Directory of flash:/delete
3 dn 2749608 Oxc2ad09de May 27 1994 19:34:17 al
Router#format flash
WARNING: All data in NAND FLASH will be deleted! Are you sure?(y/n)y

Erase
flash: rrrpppnnpnpnpnnRRRRLLRRREERRLIRRRELRRRLLRRRNRRRLERRLERLLLRLLLRNL

Erase flash successfully!

Format flash successfully!
Router#dir

Directory of flash:/
Router#dir delete
Directory of flash:/delete
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4.1 HTTP1 b T D

HTTP1 b " YW o:

http cancel

http check-version

http update [upd]route-dbjweb]+
http update mode

http update server

http update time daily

4.1.1 http cancel

D T, 6 1 , H Y a
http cancel
oa o}
0 o 0
0a 10
p1 N Ha : 1 b Q flash, or I T
oer O

Router#http cancel
http update has be cancelled!

L™ s N Wz
Router#http update upd
file [Tile_list.txt] will be downloaded from [192.168.197.227]!
connect to server[192.168.197.227] ok!
send http get request:
GET /version/NBR2000/file_list.txt HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-powerpoint,
application/vnd.ms-excel, application/vnd.msword, */*

Accept-Language: zh-cn

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatiable; MSIE 6.0; Windows NT 5.1)
Host: 192.168.197.227

Connection: Keep-Alive

send http get ok!
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get first line of response:HTTP/1.1 200 OK
recv response head:

HTTP/1.1 200 OK

Server: Microsoft-11S/5.1

Date: Mon, 03 Mar 2008 02:38:10 GMT
Content-Type: text/plain

Accept-Ranges: bytes

Last-Modified: Fri, 22 Feb 2008 02:14:26 GMT
ETag: '""Oada7a5f874c81:9c8"

Content-Length: 374

file length is 374 bytes

[nbr2000.upd]
date=20080221

type=0

description=2008 2 21
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o]

http update [upd]route-dbjweb]+ 1 o]

4.1.3 http update [upd|route-db|web]+
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count=4

[nbr2000.upd]
date=20080221
type=0
description=2008

[web.upd]
date=20080221
type=1
description=here

[cnc.txt]
date=20080221
type=2
description=here

[cnii.txt]
date=20080221
type=2
description=here

is description,

is description,

is description,

less than 200 bytes

less than 200 bytes

less than 200 bytes

end

http syn model=5,auto_model=4
http update model=4

begin to download file [cnc.txt]:

file [cnc.txt] will be downloaded from [192.168.197.227]!
connect to server[192.168.197.227] ok!

send http get request:
GET /version/NBR2000/cnc.txt HTTP/1.1

Accept:
application/x-

image/gif,

image/x-xbitmap,

image/jpeg, image/pjped,
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connect to server[192.168.197.227] ok!

send http get request:

GET /version/NBR2000/cnii.txt HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjped,
application/x-shockwave-flash, application/vnd.ms-powerpoint,
application/vnd.ms-excel, application/vnd.msword, */*

Accept-Language: zh-cn

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatiable; MSIE 6.0; Windows NT 5.1)
Host: 192.168.197.227

Connection: Keep-Alive

send http get ok!

get First line of response:HTTP/1.1 200 OK
recv response head:

HTTP/1.1 200 OK

Server: Microsoft-11S/5.1

Date: Mon, 03 Mar 2008 02:30:51 GMT
Content-Type: text/plain

Accept-Ranges: bytes

Last-Modified: Sat, 26 Jan 2008 06:21:54 GMT
ETag: ""06d99bee35fc81:9c8"

Content-Length: 4415

file length is 4415 bytes
Trrrnnnnnl

begin to write file [cnii.txt] to flash:
Trrrnnnnl

download file [cnii.txt] success [4415]
http update files success!

Router#

D)

http check-version

http cancel o A

4.1.4 http update mode

A , Y a b)

http update mode [auto-detect/auto-update[manual]

o a o)
auto-detect B
auto-update -
manual -1
o b o)
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da o}
v, A WA
* (atuto-detect), Bw W F
* 1 (auto-update), Bw W Bt
[ WEB H B
[ RGOS ® , b - D .
. (manual), bw - Foos ,3bw
I7L Kv D.
den O
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http update mode 1

4.1.6 http update time daily

http update time daily Ah:mm

da 0
d o 0

N
da 10

LuWe 0-12 4 A ., va b )
¢ F 1, Ty 12y

der O

Router(config)#http update time daily 9:20

http update time: 9:20

Router(config)#
o 7 »no

5
http update mode 1
http update server 1 [
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(]

e? O

/L 54  © 1

Router#copy tftp update
Address or name of remote host []?7192.168.5.117
Source filename []?RGOS.upd
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Initialize DP83815(1) Devices OK!
Read Mac Addr from eeprom =FF-FF-FF-FF-FF-FF

mac address is not set, so use default mac address

%Now Begin Download File debug.bin From 100.100.100.171

send download

%Mission Completion. FILELEN = 2720256

> d
Router#copy tftp flash:RGOS.bin

1 RGOSh: o, RGOS
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5.1

SNTP

4

5.1.1 sntp enable

o’

(]

(]

P O

(@)

D

SNTP Yym ° o

® sntp enable

® sntp interval

® sntp server

® show sntp

SNTPw n

w A
sntp enable

no sntp enable

v

|/l o]

Router” config™ #sntp enable

SNTPw

SNTP

9 sntp enable 9 no

w

t SNTP bw b

SNTP

D]

show sntp
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(o]
Qiz
(@}

&

seconds SNTP A
o} ' 0

v 1800

d o 0

N
da 10

[N¥ e b a
© P W  sntp enable

der O

I7L D W 60

Router’ config™ #sntp interval 60
8 " oo

D]

sntp enable SNTP w

show sntp SNTP H
5.1.3 sntp server

SNTP ) n 9 sntp server D no

- F A

sntp server hostname

no sntp server
oa 0

a

hostname F IP
o} e

|_

d D 0

n
da 10
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v

7 b F 4 192.168.6.78

Router" config™ #sntp server 192.168.6.78

8 " oo
D
sntp enable SNTP w
show sntp SNTP H

5.1.4 show sntp

SNTP H ~ o show sntpA
show sntp
0 9 6
LY 10
G RG v w+8MT Y [ \ +8A
oer O
! D i SNTP ¢
Router#show sntp
SNTP state : ENABLE
SNTP server : 192.168.6.78
SNTP sync interval : 60
Time zone - +8
n L4 D o
D
sntp enable SNTP w
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6.1.2 show snmp

SNMP H ~ o show snmpA

show snmp

(e7]
(U]
(@}

(e7]
S

<

(@}

D SNMP v H A

(@}

@D

(]

7! b SNMP We H
Router#show snmp

Chassis: 60FF60

0 SNMP packets input

Bad SNMP version errors
Unknown community name
Il1legal operation for community name supplied
Encoding errors

Number of requested variables
Number of altered variables
Get-request PDUs

Get-next PDUs

Set-request PDUs

ackets output

Too big errors (Maximum packet size 1500)
No such name errors

Bad values errors

General errors

Response PDUs

Trap PDUs

SNMP global trap: disabled

SNMP logging: disabled

SNMP agent: enabled

O SNMP

OO0 0000 pg OOOOO0OO0OO0OOoOOo

D)

snmp-server chassis-id SNMP L

6.1.3 snmp-server chassis-id

SNMP 17 n D snmp-server chassis-idA

5 no AFruwA vA

snmp-server chassis-id text

36 " 436 http://www.ruijie.com.cn



(]

(]

(]

(]

(1]

Qs

e? O

(@}

(@}

(@}

(@}

no snmp-server chassis-id

text e T va A
e vV 60FF60
n
SNMP LT W a 1“7 YB # A
show snmp o A
7 o SNWP 17w 123456:

Router (config)#snmp-server chassis-id 123456
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6.1.6 snmp-server enable traps

(]

(]

(]

(]

(1]

Qs

e? O

(@}

(@}

(@}

SNMPh® NMSO  Trap ~ G W He 0 ~
n D snmp-server enable trapsA 5 no SNMP
NMSh~ 0  Trap A

snmp-server enable traps [snmp ]

no snmp-server enable traps

snmp SNMP Hup A

" 0
n

b) b D snmp-serverw a 0 A
7! D h* 0  SNMPHup '

Router (config)#snmp-server enable traps snmp
Router (config)#snmp-server host 192.168.12.219 public snmp

D]

snmp-server host SNMP h

6.1.7 snmp-server host

(@7

Qnr

O

0 SNMPh ~ NMS™~ n D snmp-server hostA
D no 0 SN\MPh A

snmp-server host host-addr community-string [ notification-type ]

no snmp-server host host-addr

host-addr  SNMP h
community-string r v’ G NMS SNMP 1 H H A

notification-type h~ 0 -
frame-relay/config/x25/tty/snmpA
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(]

(@}

"W S\MPh A
I A
d D o}
n
da o}
9bn D snmp-server enable trapsWw a =~ h-~ NMS O
A
h eb SNMP h G “Wa h Ya b
b h W L T h 0
g b A
den O
|71 D Wa SN\Ph -~ SNMP Hup '
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snmp-sever contact SNMP

6.1.9 snmp-server packetsize

L SNMP ’ - n D snmp-sever packetsizeA

2} no v A
snmp-server packetsize byte-count

no snmp-server packetsize

(o]
Qs
(@}

byte-count ’ Yo 484 [ 17876 A
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(]

[«7

e? O

(@]}

N D ! W 4o

Router (config)#snmp-server queue-length 4
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(«7]
L)
(@}

n
da 10
"}~ SNMP [ @ o % ~ g @ o IP  bu -
W uBe £ " YV a D a Wa IP b w SNMP
A
der O
|71 D Y o 0IP  Dwu SNWP '
Router (config)#snmp-server trap-source fastethernet O
o " »no
D)
snmp-server enable traps h* 0
snmp-server enable host NMS K
6.1.13 snmp-server trap-timeout
H 0 v n D snmp-server trap-timeoutA
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debug
ping
show
service tcp-keepalives-in

service tcp-keepalives-out

7.1.1 debug

debug o A

=

a RGOS ¢ wo

debug { item }

(o7
Qiz
(@)

item ' Y oo " A

=
€

5 w

Router#debug ? " debug o

Router#show debugging kY @

Router#debug all

Router#no debug all
Router#
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(]

(]

(]

(@7

D

(@}

(@}

O

RGOS ” DTt L EF T
debug o \ D)

Router#debug ip ?

cache 1P fast-switch

dhcp Dynamic Host Configuration Protocol
dns dns client debug

icmp ICMP transactions

nat nat debug on/off

Ne debug W 9
debug ip o~

packet General 1P debugging and IPSO security transactions

policy Policy Base Routing

rip RIP protocol transactions
rtp rtp Protocol

tcp TCP information

udp UDP based transactions

debug ip D) N D)

Y - debug ip ospfB ! D 3

Router#debug ip rip ?
database RIP database events
event RIP protocol events
trigger RIP trigger extension
<cr>

(28]

CPU

debug all

CPU

Telnet
Telnet H 0
n o

Router#terminal monitor

v

Vl D

Router#debug snmp

SNMP '

H bwd [ Telnet

N

D]

undebug all

show debug
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(]

(]

Qs

(@}

(@}

service tcp-keepalives-in [1-65535] [garbage]

[1-65535] TCP G

[garbage] TCP G W a
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7.1.5 service tcp-keepalives-out

a RGOS U TCP KEEP-ALIVESw ~ n !
service tcp-keepalives-out D A
No o7 TCP KEEP-ALIVESw A
service tcp-keepalives-out [1-65535] [garbage]
da 0
[1-65535] TCP G
[garbage] TCP G W @
d 0
v TCP KEEP-ALIVES w
d 0
n
da 6
0 TCPG F TCP D W -
[ b Y TP " bw
TCP A
B TCP KEEP-ALIVESwWw ~ b a "ot W 60s
b A
2 Y
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[«7

(@]}

Router(config)# service tcp-keepalives-out 100 garbage

D)

service tcp-keepalives-in

|_

TCP KEEP-ALIVES w
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N
U

logging on

terminal monitor

logging buffered

logging

service sequence-numbers
service timestamps
logging console

logging monitor

logging trap

logging language

logging source-interface
logging flash

logging format

show logging

clear logging

8.1.1 logging on

H H b 3t Cooa oA H
a D no A
logging on

no logging on

da o]
P
0 6
H H b A
d D o)
n
04 10
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RGOSBH ~ ¥ H Console o AVIY o::" 37 y H
b P I M & Syslog ServerA Dy T i
T H b A
den O
Z ° " T H '
Router(config)# no logging on
o " 00
D
logging buffered H [ p [
logging H 0 Syslog server
logging console "H L= 3t H
3
logging monitor "H  VIY o ( telnet o ):
H =
logging trap "H 0 syslog server
H =
8.1.2 terminal monitor
D "H | vTY osi: H A~ LVTY o3 H
T4 D no A
terminal monitor
terminal no monitor
n o
"W VIY ot b'H VTY o:': H A
n D o
n a. \4 o
D7 LvTy x Abux by kG A
VTY W v X A
(08
RGOS no
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0er O
7! D 7 "H  #w 6yl YG 6 H w 10000 b
VT
Router (config)#logging buffered 10000 6
8 " oo
D
logging on i
show logging VT
clear logging IvT
8.1.4 logging
[ Syslog Sever n v a DA -
Syslog server! T Syslog Server a D no A
logging host
no logging host
da 0
Host syslog server
o} 0
Syslog server
0 b o]
n
da 10
D W@ Syslog server H ARGOS"H 5@
Syslog ServerA H 0 Syslog ServerA
den O
! D W @ W 202.101.11.1  syslog server
Router(config)#logging 202.101.11.1
6 " o0

D

logging on
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8.1.5 service sequence-numbers

show logging

logging trap

syslog server

service sequence-numbers

no service sequence-numbers

N

da 0
d 0
H Tb ~ A
d 0
n
da o)
K H T Y Y H Tez 77 7
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8.1.6 service timestamps

H T H - n
0 H T :: H A
service timestamps message-type [uptime|datetime]
no service timestamps message-type [uptime|datetime]

(o7
Qs

no
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da 0
level A" v a - a A" ¢
H H a 6-1A
o 0
Debugging (7)
o 0
n
da o}
VIY o3t H ®
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(]

e? O

H 0 Syslog Server @ a 1 9 logging Syslog

8.1.10 logging language

(@7

(@7

Qs

O

O

O

O

ServerA “ a logging trap 0 H H # A
show logging " Y T A
7! D £u 6 H 0 w 202.101.11.22  Syslog
Server
Router(config)#logging 202.101.11.22
Router (config)#logging trap informational
D
logging on 7
logging H 0 Syslog server
show logging v T “yioT
a

"H 0 syslog server H - n !
o A D no v A
logging language language-type
no logging language
language-type ANBR NAT 7 a Do 7 aARP &> H

’ Ne T H - T A

T
N

"H 0 syslog server H v n !
5 A D no v A

show logging 9~ Yy " A

7! D H 0 4 202.101.11.22  Syslog Server
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Router (config)#logging 202.101.11.22

Router (config)#logging language english

8 7 »o
D
logging on 7
logging H 0 Syslog server
show logging ’ VT CyioT

a

8.1.11 logging source-interface

=¢
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8.1.12 logging flash

G A
logging flash enable| interval

no logging flash enable| interval

& o]

interval G A
o 0

G w 1 A
5 » O

n
da 10

"W b G flashT"~ - D v Q" flashA

den O

7 o G wo

Router(config)#logging flash enable
8 " 90

8.1.13 logging format

G A
logging format cniilnormal

no logging format

da o]
A
0 6
normal’ W A
0 o 0
n
LY V6]
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e? O

(]

8.1.14

Router(config)#logging format cnii
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00001 2004-11-17 10:20:59 Router: %7:%LINK CHANGED:
0/0, changed state to up

Interface FastEthernet

00002 2004-11-17 10:20:59 Router: %7:%LINE PROTOCOL CHANGE: Interface

FastEthernet 0/0, changed state to UP

00003 2004-11-17 10:57:18 Router: %7:%LINK CHANGED:

0/1, changed state to administratively down

00004 2004-11-17 10:57:21 Router: %7:%LINK CHANGED:
0/1, changed state to down

00005 2004-11-17 10:57:41 Router: %7:%LINK CHANGED:

0/1, changed state to administratively down

00006 2004-11-17 10:57:43 Router: %7:%LINK CHANGED:
0/1, changed state to down

Interface FastEthernet

Interface FastEthernet

Interface FastEthernet

Interface FastEthernet

H t
Syslog logging T enabled,” disabled
Console logging v L™ e H £ Y1
Monitor logging N VTY o:: H £y 1
Buffer logging o VT H £° 0y i
Timestamp debug Debug H
messages
Timestamp log messages | Log H
Sequence log messages -7
Trap logging 0 syslog server H £ Y1
Log Buffer p hvT
0 0
D
logging on i
clear logging VT
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8.1.15 clear logging
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9.1 NAT

X NAT

k4

Yn v oo
ip nat log enable
® log-server

ip nat unconf  irm-ct-log enable

9.1.1 ip nat log enable

(o]

(]

(]

(]

(]

Qiz

(@)

(@}

(@}

NAT w a n

no A
ip nat log enable elog]syslog

no ip nat log enable

elog elog F

syslog syslog

w elog A

RGOS™ Y  NAT b

v

7\ o NAT

w

f

Router(config)# ip nat log enable elog

D

elog

D

log-server

ip nat unconfirm-ct-log enable

0 NATH b
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9.1.2 log-server

log-server A.B.C.D port

no ip nat log enable

(o]
Qs
(@}

A.B.C.D F
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(]

(]

(]

[«7

(@}

RGOS™ Y  NAT H b b0 F A
7! Dy b0 NATH b
Router(config)# no ip nat unconfirm-ct-log enable
D
log-server 0
ip nat unconfirm-ct-log enable 0 NATH b
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i LANY o A Tunnel o A

10.1 0 D
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a 0 H” DCDC Down [ Up
DCD Hpo T. - H i b G
1\ A a " Hs M DCD {
[ 1~ a 0 H DCDH~ i
[~ 3 ¥ b A
DCD T H a Ty v
B Ty A i - DCD T G
H a Y @ A
der O
Y oo Y o 45
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10.1.4 clear interface

W a clear interface 9~ B Wa o ) A

clear interface interface-type slot-number/interface-number

da 0

interface-type 0 * o ' fastethernet ~ 0 1e A

Slot-number/interface-number 0 ~/ o7 A
0 o 0
0 a 10

W "0 b BWa o ) A

0 1 e
7 [0}

dialer T o

Fastethernet 10/100M Y 0

GigabitEthernet YARY 0

loopback Loopback o

null 0
oer O

yim o B fastEthernet 1/0 ) '

Router#clear interface fast9rlh(Bt)5€Bnac
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some configure about wan2 maybe not work after setting and reloading!
port is switched, must reload the system.

NBR1200G(config)#end
NBR1200G#show convert info
LANO LANO

LAN1 LAN1

LAN2 LAN2

LAN3 LAN3

(«7]
Q

L)

(@]}

D
show convert info G |- lano T~ lano
W wano ~ A
10.1.7 debug vlan
W a debug vlan D VLAN T a 5 no
VLAN A

debug vlan

no debug vlan
0 o 0
oer O

n D VLAN * T

Router#debug vlan
10.1.8 description

0 Wa description D 0 Y D no

- o A

description string

no description
da 0

string 0 Y
d o 0

o]
o 0
o]
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dilealer

(]

(]

(]

(@}

(@}

(@}

encapsulation-type

a

Ppp

v

Point-to-Point Protocol

Y 0 802.3A

dialero ~ y

NV O
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vlan port
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(]

e? O

Fastethernet 10/100M Y 0

GigabitEthernet 1000M Y 0

loopback Loopback o

null 0

Yim o Loopback 0 o  IP 192.168.12.1/24 S

virtual-template 1

Router(config)#interface loopback 0O
Router(config-if)#ip address 192.168.12.1 255.255.255.0
Router(config)#interface virtual-template 1
Router(config-if)#ip unnumbered loopback O

10.1.15 keepalive

(1]

(@7

(@7

o
S

Qs

(@}

O

O

O

b) o keepalive 0 w
keepalivew A

keepalive Al no

keepalive { keep-period | keep-period { dns ip | ping ip } }

no keepalive

keep-period RGOSU  keepalive “yYBw A vu O
RGOS B O  keepalive A vu 10 A
GY o o Ty N ke S Y o -
ans ip D a dns F - @ keepalive
[ R @ ip 0 dns 3 b[
P W Y o A
ping ip D a @ ip ping @
keepalive [ R @ ip 0 ping 3
b[ T orw Y o A
"Ny 0 keepalivew A
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0:s” \ ) keepalive L~ 'y
\ b > R \ keepalive
T L  keepalive A
Y 03t D INY - 0 ping dns  ~
Y 0 @ ip A
D0 ping dns W a p L
1) 7 GY o A
2) Y 03t a IP A
3) U ping dns IP 0 b W @ R”
0 A
der O
'y o Fastethernet 1/G:: Y o ping : w
R26#config terminal
Enter configuration commands, one per line. End with CNTL/Z.
R26(config)#interface fastethernet 1/0
R26(config-if)#keepalive 15 ping 192.168.12.1
R26(config-if)#end
Ty o Fastethernet 1/G:: Y o dns -~ w
R26#config terminal
Enter configuration commands, one per line. End with CNTL/Z.
R26(config)#interface fastethernet 1/0
R26(config-if)#keepalive 10 dns 202.101.98.55
R26(config-if)#end
10.1.16 load-interval
0 Wa load-interval D Wa o -
a D no A
load-interval seconds
no load-interval
da 0
seconds 0 v 30 [ 600
d o 0
o]
o 0
300
da 10
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o T D Y T F W

5 No W T ~ % Aeeo - 0
fastethernet 1/0 T a 180 ~ show interface fastethernet 1/0
v

3 minutes input rate 15 bits/sec, 0 packets/sec
3 minutes output rate 14 bits/sec, 0 packets/sec

60er O
Yim o fastEthernet 1/0 T 180
Router(config)#interface fastethernet 1/0
Router (config-if)#load-interval 180
o 7 90
5 a
show interface @ o D H yi
10.1.17 mac-address
a  mac-address D 03t MAC  ~ a 9 no O  MAC

A

mac-address H.H.H

no mac-adderss

da o]
HHH MAC ~ 16 L = @H y -~ 2@ Y ea
6@ 48 A
n D o
o)
n o
FA \%
\\a. \40
@Y 0 Wan W MAC A Ty o MAC 7
yk “p G W MAC W AMAC Y
al g
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—C3

10.1.18 media-type

a media-type 5 Y 03t : a D

no A
media-type {baset | basex | auto basex-first | auto baset-first}

no media-type

(o]
Qs
(@}

baset = "H Y o a |

basex = "H
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size MTU O v [ 64-65535 Y wyB A 1500A

o) o}

0
o) o}

MTU w 1500
o) o}

MTU Ty T F MTU W 3 F

3k oa T TR 3¢k
f
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e? O

(]

Y native vlan Wa ©

NBR1200G(config)#int g 0/0.1
NBR1200G(config-subif)#encapsulation dotlQ 10
NBR1200G(config-subif)#vlan port 0 1
NBR1200G(config-subif)#exit
NBR1200G(config)#native lan O tag 10
NBR1200G(config)#native lan 1 tag 10

10.1.21 ratecontrol

Ma ratecontrol o~ y L LANo F - A
Ratecontrol lan port-number in rate-value out rate-value
no ratecontrol lan port-number
o a o]
port-number <0,35 o ~ LANO [ LAN3T @o A
Rate-value v’ 64 64K™ ~ 1024000 4 1000M~ A 64
[ 1792 -~ Y 64  ° 2048 [ 1024000 ~ ~
Y 1024 A
O o o)
0 6
LANo F - b o A
0a 10
D7 6 NBR80/300/1100/1200/2500/3000/12006/1100G, NPE10/20,
TR5200/5300 A LANo L 17 yaq oA
oer O
L LANO ~ W AM

Router(config)#ratecontrol lan O in 4096 out 102400

10.1.22 show convert info

ha  show convert info b [ LaNwAN®  H A

show convert info

(«7]
L)
(@}

e? O

(4]

7 o | LANJWAN® H ~ LAN3  ® Awu WAN2g
NBR1200G#sh convert info
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10.1.23

(o7
Qs

(@7
(L)

o
S
<

(@}

(@}

(@}

LANO LANO

LAN1 LAN1
LAN2 LAN2
LAN3 WAN2

show interface

M a show interface D 0

H A

show interface type interface-number

type 0
interface-number 0 o~
a show interface o~ Y H ~ o A a MTUA
Bandwidtha Loopback a o ! | a an a
03 AR T A"Y Fo Ve
0 YN a 'Y @ 9 W A
03t o FIFO ~ 3 ® OF 1~ “a show
interface D" y ¥ | g " ' Queueing strategy: fifo Outputqueue
0/40, 0 drops; input queue 0/75, O drops F 'fq 1) 40 x
0 " 1 kg O 75 0
Y o FastEtheret 0/0 H

Router#show interface fastEthernet 0/0
FastEthernet 0/0 is UP , line protocol is UP

Hardware is Nat-Semi DP83815DVNG FastEthernet, address is 0aOb.0c0d.0eOf (bia
0a0b.0c0d.0e0f)

Interface address is: no ip address
ARP type: ARPA,ARP Timeout: 3600 seconds
MTU 1500 bytes, BW 100000 Kbit
Encapsulation protocol is Ethernet-11, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
RXload is 1 ,Txload is 1
Queueing strategy: FIFO
Output queue 0/40, O drops;
Input queue 0/75, O drops
5 minutes input rate O bits/sec, 0 packets/sec
5 minutes output rate O bits/sec, 0 packets/sec
782 packets input, 88920 bytes, 0 no buffer
Received 782 broadcasts, O runts, O giants
O input errors, 0 CRC, O frame, O overrun, O abort
0 packets output, O bytes, O underruns
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10.1.24

[«7

[«7

o’

o’

10.1.25

Qs

€bP O

(@}

(@]}

(@)

0 output errors, O collisions, 1 interface resets

show vlans

WNa show vlans D VLAN

show vlans [ VLANID ]

~

VLANID ~ VLAN

VLAN 7 7 ¢ VLAN 0

v

! D D Wafl ¥
Router#show vlans

Virtual LAN ID: 3 (IEEE 802.1Q Encapsulation)
VLAN Interface FastEthernet 0/0.1
IP address: 1.1.1.1
Received:30 packets,
Transmitted: 30 packets

Virtual LAN ID: 4 (IEEE 802.1Q Encapsulation)
VLAN Interface FastEthernet 0/0.2
IP address: 1.1.2.1
Received:0 packets,
Transmitted: 0 packets

a
virtual LAN ID :VLAN ¥ g
VLAN Interface VLAN 0
Address 0
Received | @
Transmitted 0 @

shutdown
0 Na

T
>
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(«7]
S

<

(@}

03t Q DR a 0 A 0 3w A
Wa o - o show interface” Yy [ is administratively
down A
der O
Yim o " fastEthernet 1/1
Router(config)#interface fastethernet 1/1
Router (config-if)#shutdown
%LINK CHANGED: Interface fastethernet 1/1, changed state to administratively
down
= k4 =
0 50O
5 a
show interface @ o ) H yi
10.1.26 speed
0 VNa speed DO Y 0 " a D no
W A

speed {10 | 100 | 1000Jauto }

no speed
oa 0
10 Y o bu 10M A
100 Y o b 100M A
1000 Y o B v 1000M A
auto Y ) b N ) a’ a \
’ } 0 b 10M 100M 1000M
A
d o 6
JE: 10
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0er O

10.1.27

(7]

(@7

(@7

(@7

Qs

O

O

O

O

Full 100 b 100Mn ¥

Full 1000 b 1000Mp §

Half 10 b 1OMA T

Half 100 b 100MA {

Half 1000 b 1000M A\ §

Auto auto Y o b

Yy oo Y o 0/0 10/100M b

Router(config)#interface fastethernet 0/0
Router (config-if)#speed auto

vlan port

D7 G NBR80/300/1000/1100/1200/2500/3000/1200G/1100G,

TR5200/5300,NPE10/20 LANo A

0 Ma vlan port 9~ 3, encapsulation dotlQ
0 LANo Ag D no W A v
v LANo A

vlan port min_port num max_port_num [ tag]

no vlan port

min_port_num LANo ~ v’ w' 0 3A 01 723

max_port_num LANo ~ v’ w' 0 3A 01 723
max_port_numt G min_port_num

tag [ 0 lano © 0 0 VIDA

b ~ 7 tag [ 03 LANo O
0 o tagA
o
| Kv LANo A
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o o o)
) o)
da 10
oer O

o " 96
10.1.31

oa 6
o o o)
) 6
LY 10
oer O

value tunnel v> Ov 0-4294967295A

K v
W G -7 1 v DA
G Atunnel key 9~ GRE Ty A
tunnel 0 o T 1234

Router(config)#interface tunnel 0O
Router(config-if)#tunnel key 1234

5 a
show interface tunnel tunnel o " H

tunnel mode

tunnel o T 9 tunnel mode g 9 no

A

tunnel mode { gre [ ipip }

gre Y IP GRE Generic Route Encapsulation™
ipip ip over ip A

o)

P GRE
Tunnel Tunnel r V' ATunnel o GREA

- 37 vy a " _  Tunnel o Ny :
N~ yb AK v y Y IP GRE A

tunnel 0 o:: GRE IP

Router (config)#interface tunnel O
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[«7

(@]}

Router(config-if)#tunnel mode gre ip
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ip-address tunnel P - 3t i

o IP A

interface-type 0 "o ' 7 o Dialerady o Etherneta
Y o FastEtherneta M @Y o gigabitethernet a Loopback o a

Null o ayi i Tunnel o A

interface-number )

(]

(]

(1]

(]

e? O

(@}

(@}

(@}

a tunnel o~

(«7]
(@}

tunnel 0 o:': o tunnel source fastEthernetl/0 v 0

Router(config)#interface tunnel 0O
Router(config-if)#tunnel source fastEthernet 1/0

2 a

show interface tunnel tunnel o H
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11.1 PPP

11.1.1

(7]

Qs

O

O

O

O

4

debug ppp
dialer-group
dialer-list
encapsulation ppp
interface dialer
ppp authentication

®

®

®

®

®

®

® ppp chap hostname
® ppp chap password

® ppp pap sent-username
® ppp hegotiation-timeout
® show interface dialer

®

username

debug ppp

ppp Y 5 debug pppA

debug ppp [authentication]error|multilink]negotiation]|packet]

authentication ppp

error ppp
negotiation ppp
packet ppp

T PPP W A
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b A
den O
7 0 '
Router#debug ppp
PPP authentication debugging is on
11.1.2 dialer-group
i o+ 7 t” 0 o dialer-groupA D no
- ~ ¢ T A
dialer-group group-number
no dialer-group
da 0
group-number T T ”
d 0
i T A
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(]

(1]

(1]

(]

(]

Qs

(@}

(@}

(@}

(@}

(@}

dialer-list dialer-group protocol ip {permit | deny | list

access-list-number }

no dialer-list dialer-group [ protocol ip {permit | deny | list

access-list-number } 1]

dialer-group T t A
Permit "H e N
Deny e\
List a | b e HT 1 A
Access-list-number l A
b y T ” T A
N

D n N gw T+ 7t~ dialer-group

Gl r o A 6 * DHWA
7! ° HH T 1YW H [ R

! 120 T '
Router (config)# access-list 120 permit tcp 192.168.11.00.0.0.255192.168.12.0
0.0.0.255
Router(config)#dialer-list 1 protocol ip permit
Router(config)#dialer-list 2 protocol ip list 120
5

dialer-group o:T o+ 7T 1
Access-list H l
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no encapsulation ppp

da 0
é kd
o e
0 o 0
0 A
der O
M o dialero Q'* PPP
Router(config)#interface dialer 0
Router (config-if)#encapsulation ppp
11.1.5 interface dialer
- 0 PPPOE ~ ~ n D interface dialerA
no - 0 A
interface dialer group-number
no interface dialer group-number
da o]

group
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ppp authentication {chap|pap|chap pap|pap chap} [callin]

no ppp authentication

da 0
chap 03t CHAP A
PAP 03t PAP A
CHAP PAP CHAP  PAP PAP Y @ CHAP
PAP CHAP CHAP  PAP CHAP ¥ |~ & PAP
o * 0
ppp authentication H T PPP A
0 D 0
0 A
da 10
D y PPP - PPP A
der O
|71 o dialer o 't CHAP
Router(config)#int dialer 1
Router (config-if)#ppp authentication chap
n L4 D o
D D)
aaa authentication ppp y PPP !
aaa new-model a AMA n F
encapsulation ppp PPP
Username H
11.1.7 ppp chap hostname
CHAP a h 0 D ppp chap hostnameA
D no a h A
ppp chap hostname /hostname
no ppp chap hostname
da 0
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(1]

hostname chap TO h A

K v chap T a A
0 A
b I chap "% T ab 3t
v~ / - k A a_ ppp chap hostname
§ CHAP E"h # "t ° stg Wae E" / v
) / A
7! o dialer o 1

98 " 436 http://www.ruijie.com.cn



<l

b ppp chap hostname E” h b
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v

" o PAP M
pappasswordA

Router(config)#int dialer 1

Router(config-if)#ppp pap sent-username

TO

W papuser

papuser password O pappassword

2 D
aaa authentication ppp H AA  ppp M }
ppp authentication Dpp
ppp chap hostname chap E" h
ppp chap password chap e

11.1.10 ppp negotiation-timeout

(o7
Qs

11.1.11

(@}

PPP -

5 no v A
ppp negotiate-timeout seconds

no ppp negotiate-timeout

seconds Ty By
¥y 3
0 A
PPP “ LCP  IPCP @
- (Q ~ Y
WA A
! D PPP W 10

D ppp negotiation-timeoutA

T YBA

Router (config-if)#ppp negotiation-timeout 10

show interface dialer

o PPPH ~
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show interface type slot-number/interface-number

o a o)

type: o

slot-number: ) -

interface-number: 0 o~
o o o)
da 10

a D IAY PPP Ta H A
11.1.12 username

- n D usernameA

username name {nopassword|password password | password encryption-type
encrypted-password }

username name password secret

username name [access-class number]

O a o)
name h a Fr a S g D A0 namer 4 W
@ Ab'H “~ A
Nopassword b o DA T autocommand 3, A
Password o DA
Password - o D A

encryption-type
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12.1 o D

® ip address
® ip unnumbered

12.1.1 ip address

) 0 P "7 Y no - 0 IP A o

v

"

ip address ip-address network-mask
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RGOS " Yy Wa o @IP " TP TWeuyhIP “Ten u

IP A Ip 3t L "y Y P 7 R
h IP IP A IP T YbLhIP G Wa
b A T"v a [ 1P ~ Yuh @
1P '
® Va h A W Wa C -
Ne 254" h Ap h 254" T Wa C b Ne
- Ne s Wae C A H @ -
Y @ IP A
° G K - 7sNeA 1P
a ~Ya 1 [ e IP A 6 @ v
Wa IP A
® Wa H @ s Wa "R Y - Ve
- IP ' AW e b
He HaeY: o % A
der O
y o~ x o h IP v 10.10.10.T W 255.255.255.0A
ip address 10.10.10.1 255.255.255.0
o 7 o0
D}
show interface 0 H
12.1.2 ip unnumbered
D T 0T Wa o Y 0 T 03+ "H
IPV oY 0 IP “AT Y no 0 A
ip unnumbered interface-type interface-number
no ip unnumbered interface-type interface-number
oa 0
a
interface-type T 0
interface-number T o~
o) 0
! |7r - o A
0 D o
o]
da 10
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12.2 \

\ 5"~

® arp
® arp timeout

ip proxy-arp
12.2.1 arp
a "y ARP I T v § IP MAC A o
no Y- MAC A
arp ip-address MAC-address type [ alias ]
no arp ip-address MAC-address type [ alias ]
o a 0
a
Ip-address b MAC IP “ Now M
L V' H A
MAC-address T 48 B
type ARP A Gy o " "
arpaA
alias
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D]

clear arp-cache

ARP

12.2.2 arp timeout

~

Y
arp timeout seconds

no a

ARP I M'T ARP
A
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12.2.3 ip proxy-arp

03t n ARPW T Y ip proxy-arp 9 A 5 no
Y 9 ARPw A

ip proxy-arp

no ip proxy-arp

0 >0
0 ARPA
0 o 0
o]
da 10
n ARPwW "y T H h - i IP
MAC A [We ARP ~ ARP 1 P b
IP b 6 W - 1 IP -
ARP MAC Y Y MAC Ay
ARP w A
den O
Ym - Y FastEthernet 0 n  ARPwW A

interface fastEthernet 0
ip proxy-arp
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12.3 h D

b h ’ 5
® ip domain-lookup

ip host
® ip name-server

12.3.1 ip domain-lookup

A
ip domain-lookup

no ip domain-lookup

0 0O
A
0 D 0
n
dq 10
den O
YW T 7 DN w RGOS B b h b h H<A
no ip domain-lookup
o 7 oo
D}
ip name-server H DNS F
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12.3.2

(@7

(@7

[«]]

Qs

O

ip host

h P Y T DA o
no Y- T A
ip host host-name address
no ip host host-name
a
host-name T vy A
address gy IP
b b A
n
VW h IP “3s h [ 1P Ah
[ 1P o H @ * DNS™ 3 A ip host
@ A
Ym - T telnet router2 o ~ v *
192.168.12.6 h :: TCP 23 o~ Telnet + o ~ A

ip host router2 192.168.12.6

D]
clear host h I
show hosts h I
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12.3.3

(o]
Qs

O

ip hame-server

g DNS F ° n T DA D no Y- We
@ DNS F A

ip name-server ip-addressl [ ip-address?2... ip-addressé |

no Ip name-server [ ip-addressi...ip-addressé ]

a
ip-addressl y DNS F IP
ip-address?2... ip-address ~7 " yie DNS F
P Y Hy6eA
HKv DNS F A

n

HDNS F “ RGOS » b0 DNS A Hx @ DNS F

* RGOS B O DNS o Wa DNS v

W e DNS + O A
Y 4 T 2w DNSh F  w 192.168.12.T Fw 192.168.12.91A

ip name-server 192.168.12.1 192.168.12.91

Y:: o GY WH D"
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12.4"

12.4.1

(1]

Qs

(@}

b- F ’ D
ddns 88ip wsername
password password

bind interface-type interface-number
start

show ddns
ddns 88ip

kRGOS ® - F 88ip -
yn o °-° ‘

ddns 88ip username
a YW o- DDNS A

no ddns 88ip username

88ip ~ 88ip
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start

8 7 00
D
bind DDNS F 0
password DDNS a
show ddns DDNS
start DDNS F
12.4.2 bind
G RGOS b NAT @Fo "~ Yy~ F3 a @
Foir IF FoL YA a bind o A ~ RGOS
) 0 IP IP o T, T DDNS
DNS n9 A
da o]
- F 0
o) o)
o A
O D o}
; F
0a 10
~ + vy  bind Q@ I— @ ¥
0otA D9Db ] v start D DDNS + ~ai A
¢ DDNS F " Fo~ Y D no A
oenr O
Y 4 LI FastEthernet 1/0 o a  88ip ddns F A
ddns 88ip usernamel
passowrd password2
bind FastEthernet 1/0
start
o 7 90
D
ddns 88ip DDNS F b T
DDNS
password DDNS a
show ddns DDNS
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12.4.3

(@7

(@7

(@7

Qiz

1244

(o7

Qi

O

O

start DDNS +

password

DDNS -  password D DDNS

~ o Qi
2
<

password Y

password O DDNS A G
I A

Y 4 o~ DDNS usernamel W password2A

ddns 88ip usernamel
passowrd password2
bind FastEthernet 1/0
start

D]

ddns 88ip DDNS F b
DDNS

bind DDNS  F

show ddns DDNS

start DDNS  F

start

DDNS 4/~  start O * b DDNS F
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0 O]
* A
0 o o)
B F
da 10
a o 2 H 7y start O ‘b
DDNS * a DDNS F A
der O
Y N o~ DDNS v\ H a  starta DDNS A
ddns 88ip usernamel
passowrd password2
bind FastEthernet 1/0
start
8 " oo
)]
Ddns 88ip DDNS F b T
DDNS
bind DDNS F 0
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125 1P D

b IP ' DI
® ip route-cache
® ip routing

12.5.1 ip route-cache
o IP o 0 D iip route-cacheA D no

ip route-cache

no ip route-cache

da 0
o * 0
IP A
n D (")
n
n a. \4 o
RGOS ® | H IP ' A
[ W T [ e - [
Al 6 @ A
IP W Ty ¢ 0 A
Wa o 3 IP "~ 7y show ip interface O A
den O
Y 1 LI FastEthernet 0/2 o ~ = W o IP A
interface FastEthernet 0/2
no ip route-cache
o " 90
D
show ip interface 0 IP
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12.5.2 ip routing
RGOS o IP oo M 5A 9 no 7
TP w A
ip routing
no ip routing
o} 0
IP A
0 D 0
n
da 6
7 by v Y b
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12.6 D

b O R
® ip broadcast-addresss

® ip directed-broadcast
ip default-route

12.6.1 ip broadcast-addresss
HWae o - 0 D ip broadcast-addresssA D
no "~ yb A

ip broadcast-addresss ip-address

no ip broadcast-addresss ip-address

d & o)
a
Ip-address IP
o} o)
P W 255.255.255.255A
0 D 0
0
0a 10
[ 1P Wounl - W 255.255.255.255A RGOS B
v TR B 2 Ty nriyft
H “A
oer O
Y 4 b o IP w 0.0.0.0A

ip broadcast-address 0.0.0.0
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12.6.2

(]

Qs

(@}

ip directed-broadcast

1P ( v 0 o ip directed-broadcastA
D no 0 [ A

ip directed-broadcast [ access-list-number ]

no ip directed-broadcast

a
access-list-number |~~~ LT  1-199 1300 - 2699A
H [ A IP
A
A
o
IP y a IP IP - Y
172.16.16.255 " Ap % i b
A
b [ 1P 0 W
A [ -
Y Tw IP unl 1
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(]

Yn - oa v 0 Ap
ACLw 2 “né@ U FastEthernet 1/0%o0 A

ip default-route balance by-source

D
access-list ACLA
ip route ATy 0.0.0.0
A
bandwidth 03 A w
A
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12.7 IP

12.7.1

(«7]
D
<
(@}

(@}

@D

(1]

(@]
Q

9

o

12.7.2

(@7
Qnr
O

clear arp-cache
clear ip route
show ip arp

show ip interface
clear arp-cache

L ARP I T- " ARP R IP
clear arp-cacheA

clear arp-cache

y 1o - - ARP" IP I

clear arp-cache

arp ARP T ¥

)

clear host

} h m -y T

clear host host-name

a

host-name Y - @

*  h I AT *L
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(]
H
<
(@}

h T ©  Ha T ip host T
? 5 A D” - L DNS~ 5[ h A
den O
YW T w- h -1P [ c A
clear host *
o " 00
)
show hosts h I
12.7.3 clear ip route
@- |IP IP T @ STy
clear ip route ® A
clear ip route { * | network [ netmask ] }
o a 0
a
* - N
network -
netmask -t
5
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12.7.4 show hosts

DNS F 1 yih [ T
DA

show hosts [ /host-name
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e? O

(]

Y Wu show ip arp %

Red-Giant#show ip arp

Protocol Address Age(min)Hardware Type Interface
Internet 192.168.7.233 23 0007.e9d9.0488 ARPA FastEthernet 0/0
Internet 192.168.7.112 10 0050.eb08.6617 ARPA FastEthernet 0/0
Internet 192.168.7.79 12 00d0.¥808.3d5c ARPA FastEthernet 0/0
Internet 192.168.7.1 50 00d0.f84e.1c7f ARPA FastEthernet 0/0
Internet 192.168.7.215 36 00d0.f80d.1090 ARPA FastEthernet 0/0

Internet 192.168.7.127 O 0060.97bd.ebee ARPA FastEthernet 0/0
Internet 192.168.7.195 57 0060.97bd.ef2d ARPA FastEthernet 0/0
Internet 192.168.7.183 -- 00d0.f8fb.108b ARPA FastEthernet 0/0
ARP Il T\ H n
Protocol . W InternetA
Address L b IP A
Age (min) ARP I YN A
Ny v - A
Hardware L IP D A
Type ) Y W ARPAA
Interface L IP i o A
12.7.6 show ip interface
S IAY 0 IP H A o 7N

show ip interface [ interface-type interface-number ]

o a o)
a
Interface-type 0
Interface-number o
O D o)
da 10
e o G " RGOS w T W A~ 0
RGOS oY O A o [ Tub” -
RGOS » wt T- A
o G N B H Ny \ W [ UPL’
G~ Yo W [ UPL A
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(]

e? O

Y Wu show ip interface ¥ A

Red-Giant#show ip interface
FastEthernet 0/0
IP interface state is: UP
IP interface type is: BROADCAST
IP interface metric is: 0O
IP interface MTU is: 1500
IP address is:
192.168.5.133/24 (primary)
IP address negotiate is: OFF
Forward direct-boardcast is: ON
ICMP mask reply is: ON
Send ICMP redirect is: ON
Send ICMP unreachabled is: ON
DHCP relay is: OFF
Fast switch is: ON
Route horizontal-split is: ON
Help address is: 0.0.0.0
Proxy ARP is: ON
Outgoing access list is not set.
Inbound access list is not set.

\ 7

So

IP interface state is: 0

“ 1 So P
y [ UPL

IP interface type is: 0

IP interface MTU is: )

MTU v

IP address is: )

IP address negotiate is: 0

Forward direct-boardcast is:

ICMP mask reply is:

ICMP

Send ICMP redirect is:

ICMP

Send ICMP unreachabled is:

ICMPB "~

>
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12.7.7 show ddns

show ddns

(7]
Qs
O

O

@D

(@7

W a showddns™ vy [ WH

Red-Giant#show ddns
Dynamic dns service client information:

Service provider: 88ip
username: RGOS

password: *xx***x

bind with:FastEthernet 0/1
state: w

domain name:

RGOS.88ip.cn

D)

ddns 88ip DDNS +F b R
DDNS

bind DDNS  F 0

password DDNS a
start DDNS F
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13.1 IP NAT

1P NAT

IP NAT

23

an
i~
Ll N

D

Y o
address
clear ip nat statistics
clear ip nat translation
ip nat
ip nat inside destination
ip nat inside source
ip nat outside source
ip nat pool
ip nat translation
show ip nat statistics
show ip nat translations
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13.1.1 address

W @ NAT - NAT 9 addressA o)

no Y- We A
address start-ip end-ip [ match interface interface ]

no address start
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ip nat pool

)

IP NAT
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13.1.2 clear ip nat translation

L NAT T - T o A

clear ip nat translation { *
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13.1.3 ip nat

e o O NAT  ~ 7 y ipnat o D A

. ~

D no YaWae o bP NATA
ip nat { inside | outside }

no ip nat { inside | outside }

da 0
P
inside 0 ) A
outside 0 A
o * 0
o 0 - NATA
0 D 0
o
da 10
= outside o inside o H ToF W Ty
NAT A Wa inside o Wa outside o A
den O
Y 4 o 7y 192.168.12.0/24
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D
ip nat outside source NAT A
ip nat pool g IP NAT
show ip nat statistics IP NAT H A
show ip nat translations IP NAT A

13.1.4 ip nat application

Qs

O

NAT T Y o D ip nat applicationA D no

ip nat application source list /ist-nundestination dest-ip { dest-change
| src-change } ip-addr

ip nat application source list /ist-num destination { tcp |udp dest-ip
port-nur} { dest-change ip-addr port-num | src-change ip-addr }

no ip nat application source list /ist-num destination dest-ip
{ dest-change | src-change } ip-addr

no ip nat application source list /ist-num destination { tcp Judp dest-ip
port-nur} { dest-change ip-addr port-num | src-change ip-addr }

a

list-num o TR y

dest-ip
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o]

show ip nat statistics

IP NAT

>

H

show ip nat translations

IP NAT

>
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13.1.5 ip nat inside destination

NAT p oo D jp nat inside destinationA

D no T ONATH A
ip nat inside destination list access-list-number pool pool-name

no ip nat inside destination list access-list-number pool pool-nanme

o a o)
a
list ! H P N ) l
access-list-number T PN W poolT y§ p
A
pool pool-name T yp 7
“ wr TNe p A
o) o)
0 A
0 O )
n
w a. \4 o
0 Ty TCP A b “h
TCP 7 " h TCP3 F A Ry
NAT TCP CNAT = W h L TCP k-
h o B h ~ - [ No
Ap Gi IP " bAKy (i NATD =1 A
NAT TCP ) Ty n 37y
Ap h W n A
oen O
Y 1 LI L3, @ h 10.10.10.100
ww o FT P Lk SrH w 10.10.10.1a
10.10.10.2 h A NAT - A

1

interface FastEthernet 0/0

ip address 10.10.10.254 255.255.255.0

ip nat inside

1

interface FastEthernet 1/0

ip address 200.168.12.17 255.255.255.240
ip nat outside
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(]

(@}

ip nat pool netl0 10.10.10.1 10.10.10.2 prefix-length 24 type rotary
ip nat inside destination list 1 pool netl0
1

access-list 1 permit 10.10.10.100

)
clear ip nat translation NAT A
ip nat H 0 NAT A
ip nat inside source o NAT A
ip nat outside source NAT A
ip nat pool g IP NAT
show ip nat statistics IP NAT H A
show ip nat translations IP NAT A
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13.1.6 ip nat inside source

~

P NAT ¥ 0 D ip nat inside sourceA D no
Yy O N NATA

~

ip nat inside source list access-list-number { interface interface-type
interface-number | pool pool-name } [ overload ]

no ip nat inside source list access-list-number
ip nat inside source static focal-ip global-ip [permit-inside]
no ip nat inside source static focal-ip global-ip [permit-inside]

ip nat inside source static protocol local-ip local-port global-ip
global-port [permit-inside]

no ip nat inside source static protocol local-ip local-port global-ip
global-port [permit-inside]

da o]
3
list L A y ! }
access-list-number W~ NAT A
interface £ outside o A NAPT 0
interface-type v 3 NATA
interface-number
pool pool-name # T n A NATA
Overload - ~ pool T @n Ty -
A NAPTA | ed 3 A
H Y v @ W cisco 51 A
static Jocal-ip y NATA Zocal-ipw © global-ip
global-ip W A
static protocol H NATA protocol” y v TCP  UDPA
local-port F o™ ATCP UP o™~
F oW e F o A
global-port n F oo " A 0 P
h FA o~ " vyt local-portb A
permit-inside 7 ¥ ip nat inside source static 9T~ ¢
"H p Y global-ip local-ip h A
o) o)