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ѿ  ╠  

 

 

Ύ ֟ ҹ̔RGOS ™9.17 Ȃ 

 

ӥ Ҋ↓ֲ  

  

 ֲ  

  

ӥ  

  1ȁ  

ᵣ̔ 5 ᵣȂ 

 

ᵣ̔ ȁ ῤ ѿ ᵣ̆ ғ ῤ ╠ ⱴ ҍ Ȃ 

 

Ḥ ̔ Courier New ̆Ҭ ᵣ̆ 8.5 ̆ ₮Ḥ ȂḤ Ҭ

׆ ῀ Ḥ ̆ ⱴ ᵣ Ȃ 

 

2ȁ פ  

ӈ 

ᵣ̔ פ ῏ ̂ ҬḠפ Ҍ №̃ ⱴ ᵣ Ȃ 

ᵣ̔ פ ̂ Ҭפ ṿ ף №̃ ᵣ  

[ ] ̔ [ ] №̆ פ Ȃ 

{ x | y | ... }̔ ңҩ׆ ҩ Ҭ ѿҩȂ 

[ x | y | ... ]̔ ңҩ׆ ҩ Ҭ ѿҩ Ҍ Ȃ 

! ̔ ! ҹ Ȃ 

3ȁ  

ӥ ᵬ Ҭ ≢ ̆ ֓  

ӈ Ҋ̔ 
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̔ ȁ ȁ ᵬҬ Ԋ Ȃ 

̔ ȁ ȁ ᵬҬ Ԋ Ȃ 

̔ ȁ ȁ ȁ ᵬῤ ᾟ Ȃ 
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ԋ  פ 

2.1  ῏  פ

ҹ פ ̂CLĨ Ҋץ ῏  ̔פ

 configure terminal 

 disable 

 enable 

 end 

 exit 

 help 

 history 

 interface 

 line 

 router-map 

 setup 

 show histroy 

2.1.1 configure terminal 

׆ ῀ῃ ̆ פ configure terminalȂ 

configure terminal 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ΐᵣ Ҭ̆ Ҍᶏץ ̆פ conf ץ ῀ῃ

ԅȂ 

ȍҽᶛȎ 

Ҋ ᶛ ׆ ῀ῃ ̔ 

Router#conf 

Enter configuration commands, one per line.  End with CNTL/Z. 

Router(config)# 

  

ȍ ῏  Ȏפ

  פ

Exit ׆ ╠ ⌠҉ѿ  
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2.1.2 disable 

׆ ⌠ ᵞ⌠ ̆ פ

disableȂ 

disable [ privilege-level ] 

ȍ Ȏ 

privilege-level    

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ ׆פ ⌠ Ȃ ⱴ҉ ̆↕ ╠

ᵞ⌠ Ȃ 

 

  说明： 

disable 命令后面所跟权限等级必须小于当前权限等级。 

 

ȍҽᶛȎ 

Ҋ ᶛ ╠ ᵞ⌠ ̔ 

Router#disable 10 

 

ȍ ῏  Ȏפ

  פ

enable ׆ ῀⌠ ̆ ⌠ ≢

Ȃ 

 

2.1.3 enable 

῀ ̆ פ enableȂ 

פ Ḥ ȇ ῃ פ ȈȂ 

2.1.4 end 

׆ ╠ ₮̆ ⌠ ̆ ῃ פ endȂ 
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end 

ȍ פ Ȏ 

ῃ  פ

ȍᶏ Ȏ 

ᶏ פ ᶏ ⌠ ̆ ╠ Ҍ

Ȃ 

 

  说明： 

该全局配置命令可以在除了普通用户模式和特权用户模式外的任何模式下执行。 

快捷键 Ctrl+z 功能等效于该功能。 

 

ȍҽᶛȎ 

Ҋ ᶛᶏ ׆ ⌠ ̔ 
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  פ

end 
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  ip                       Interface Internet Protocol config commands 

  keepalive              Enable keepalive 

  load-interval          Specify interval for load calculation for an 

                          interface 

  loopback               Configure internal loopback on an interface 

  mac-address            Set mac-address 

  max-reserved-bandwidth  Maximum Reservable Bandwidth on an Interface 

  mtu                     Set the interface Maximum Transmission Unit (MTU) 

  no                      Negate a command or set its defaults 

  ppp                     Point-to-point protocol 

  priority-group        Assign a priority group to an interface 

  service-policy        Configure QoS Service Policy 

  shutdown               Shutdown the selected interface 

  speed                   Set fast ethernet speed mode 



 9  ῍ 436                    http://www.ruijie.com.cn 

setup ֜ԑ Ḃ ѿ֓ ̆ ץ Ҋ

Һ ȁ ȁ IP ȁ҉ ѿ ̆ ᾧ ѿҩ

ѿҩ №≢ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ setup ̆ NBR1000 ҉ WAN0 ᶏ IP ҉

̆WAN1 ҉ᶏ PPPoE ҉ Ȃ 

NBR1000#setup 

 

         ------------ ֜ ԑ  ---------------- 

 

 ῀ ctrl-cҬ ̕ '[]'ҬȂ 

 

 

 

ῃ : 

῀ ̂ ̃̆ ṿ:nbr 

῀ ̆ ↕ :aaa 

῀ telnet ̆ ↕ :bbb 

 

internet WAN : 

  0. WAN 0 

  1. WAN 1 

῀ (0 - 1):0 

 

҉ : 

  1. IP 

  2. PPPoE  

῀ (1 - 2):1 

῀ WAN IP:202.101.1.1   

῀ WAN :255.255.255.0 

῀ ῏ IP :202.101.1.254 

ISP № ԅ ҩ ῃ [no]:yes 

῀ ῃ :202.101.1.1 

῀ ῃ :202.101.1.3 

WAN [yes]: 

(1. DNS ;2. ping ):1 

῀ IP

ό
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ῒ WAN [no]: 

 

: ץ telnet ̆ ғḱ LAN IP ̆ 

    ↕ ̆ Ҭ Ȃ LAN Ȃ 

ḱ LAN [no]: 

‖₯ ⱳ [yes]: 

WAN ping [yes]: 

 

῀ Ҋ: 
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҈  פ 

3.1 ῏  פ

Ҋץ ῏  ̔פ

 calendar set 

 clock set 

 copy  

 hostname 

 show clock  

 show running-config 

 show startup-config 

 reload 

 write 

3.1.1 calendar set 

פ ץ ᶏ ҍ clock set פ ᵌȂң ≢ clock set

פ ̆ ̆ ԅȂ

calendar set Ҍ↕פ ҩ └̆ ׅ Ȃ 

3.1.2 clock set 

̆ ᶏץ פ clock set ң Ҭ ѿ ̔ 

clock set hh:mm:ss day month year 

clock set hh:mm:ss month day year 

ȍ Ȏ 

hh:mm:ss   ╠ ̆ ҹ ̂24 └̃: №  :  

day   ̂1-31̃̆ѿҩ Ҭ Ȃ 

month   ᴍ̆ ᶏ ̔ 

january    february     march        april        may          june  

ѿ        ԋ          ҈                   ԓ          Έ  

july       august       september    october      november     december 

҂        ῇ          Ӝ                   ѿ        ԋ        
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Ҋ ᶛ ᴆḠ ⌠ tftp Ⱶ ҉̔ 

Router#copy running-config tftp 

Address or name of remote host []? 192.168.12.219 

Destination filename  []? 

Building configuration... 

Accessing tftp:// 192.168.12.219/running-config... 

Calander battery is stop, clock is not updated. 

Writing router-confg !! [OK] 

Ҋ ᶛ׆ tftp Ⱶ ҉Ҋ ᴆ ᴆ̔ 

Router#copy tftp running-config 

Address or name of remote host []?192.168.12.219 

Source filename [ ]? 

Accessing tftp:// 192.168.12.219 

3.1.4 hostname 

ḱ Һ ̆ ῃ פ hostnameȂ 

hostname name 

ȍ Ȏ 

name   Һ ̆ ᶏ ұȁ ץ Ȃ ҹ 63ҩ

Ȃ 

ȍ Ȏ 

Һ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

Һ Һ ԍ ≢ ץ CHAP Ҭᵬҹ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Һ ҹ BeiJingAgenda̔ 

Router(config)#hostname BeiJingAgenda 

BeiJingAgenda(config)# 

 

3.1.5 show clock  

פ
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ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ פ ץ ╠ ̆detail Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ show clock פ ѿҩ ̔ 

Router#show clock detail 

clock: 2003-3-17 10:27:21 

Clock set by user config. 

ȍ ῏  Ȏפ

  פ

clock set  

3.1.6 show running-config 

╠ Ḥ ̆ פ show 

running-configȂ 

show running-config 
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ȍ Ȏ 

text  ̆1-255 ҩ Ȃ 

in [ hh: ] mm  ̆ ҹ 24  

at hh:mm   ┴  

month   ᴍ ̆ 3 ᴍ̆Mar 

day   ̆׆ 1⌠ 31 

cancel   ⅞  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ פ ץ ┴ ꜚ̆ Ḃ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ 10№ ץ ̔ 

Router#reload in 10 

Router will reload in 600 seconds. 

3.1.9 write  

̂ ꜚ ̃ Ώ ᵬ̆ פ

writeȂ 

write [ memory | network | terminal ] 

ȍ Ȏ 

memory   ̂running-config Ώ̃῀ NVRAM̆ ԍ copy running-config 

startup-configȂ 

network   Ḡ ⌠ TFTP Ⱶ ҉̆ ԍ copy running-config tftpȂ 

terminal   ̆ ԍ show running-configȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ף ᵖ̆פ ԍῒ ᶏ ̆ ᶭץ Ḡ Ҋ ̆

Ḃ ᶏ Ȃ 

Ҍⱴפ ԍⱴ memory Ȃ 

ȍҽᶛȎ 
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Directory of flash:/
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    4    dn  2749608 0xc2ad09de May 27 1994 19:23:34 a3
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ȍ פ Ȏ 

 

ȍᶏ Ȏ 

̆ squeeze flash: ԍ flash Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ flash ̆ ᴆ Ҭ ԍ− ᴆ

̔ 

Router#dir 

Directory of flash:/ 

    1    an       68 0xc5164fbb Apr  8 2004 00:00:00 tftp_config.bin 

    3    an  2749608 0xc2ad09de May 27 1994 19:31:28 newRGOS.bin 

Router#dir de 

Directory of flash:/delete 

    2    dn  2749608 0xc2ad09de Apr  8 2004 00:00:00 RGOS.bin 

Router#squeeze flash 

 

The wired nand flash checking!It may take several minutes. 

Sectors 

checking:  !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

Sectors checking finish. 

Router#dir del 

Directory of flash:/delete 

Router#dir 

Directory of flash:/ 

    1    an       68 0xc5164fbb Apr  8 2004 00:00:00 tftp_config.bin 

    2    an  2749608 0xc2ad09de May 27 1994 19:31:28 newRGOS.bin 

 

3.2.5 format 

פ ԍ flash Ȃ ᴆ Ҭ ᴆ Ȃ 

Format flash: 

ȍ Ȏ 

flash:  ҹ nand flashȂ 

ȍ Ȏ 

 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

̆ format flash: ԍ flashȂ 

ȍҽᶛȎ 
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Ҋץ ᶛ ᴆ Ҭ ᴆ ̔ 

Router#dir 

Directory of flash:/ 

    1    an       68 0xc5164fbb Apr  8 2004 00:00:00 tftp_config.bin 

    2    an  2749608 0xc2ad09de May 27 1994 19:31:28 newRGOS.bin 

Router#dir delete 

Directory of flash:/delete 

    3    dn  2749608 0xc2ad09de May 27 1994 19:34:17 a1 

Router#format flash 

WARNING: All data in NAND FLASH will be deleted! Are you sure?(y/n)y 

 

Erase 

flash:  !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

Erase flash successfully! 

 

Format flash successfully! 

Router#dir 

Directory of flash:/ 

Router#dir delete 

Directory of flash:/delete 
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 ҍ ῏  פ

4.1 HTTP ҍ ῏  פ

HTTP ҍ Ҋץ  :פ

 http cancel 

 http check-version 

 http update [upd|route-db|web]+ 

 http update mode 

 http update server 

 http update time daily   

 

4.1.1 http cancel 

ᴆ Ҭ, , Ӈ ץ Ҋᶏ  

http cancel 

ȍ Ȏ 

 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᴆ №ҹңҩ : Ҋ ҍΏ flash, פ Ҋ Ҭ  

ȍҽᶛȎ 

Router#http cancel 

http update has be cancelled! 

 

└ ҉ ҹ: 

Router#http update upd 

file [file_list.txt] will be downloaded from [192.168.197.227]! 

connect to server[192.168.197.227] ok! 

send http get request: 

GET /version/NBR2000/file_list.txt HTTP/1.1 

Accept: image/gif, image/x-xbitmap,     image/jpeg, image/pjpeg, 

application/x-shockwave-flash, application/vnd.ms-powerpoint, 

application/vnd.ms-excel, application/vnd.msword, */* 

Accept-Language: zh-cn 

Accept-Encoding: gzip, deflate 

User-Agent: Mozilla/4.0 (compatiable; MSIE 6.0; Windows NT 5.1) 

Host: 192.168.197.227 

Connection: Keep-Alive 

 

send http get ok! 
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get first line of response:HTTP/1.1 200 OK 

recv response head: 

HTTP/1.1 200 OK 

Server: Microsoft-IIS/5.1 

Date: Mon, 03 Mar 2008 02:38:10 GMT 

Content-Type: text/plain 

Accept-Ranges: bytes 

Last-Modified: Fri, 22 Feb 2008 02:14:26 GMT 

ETag: "0ada7a5f874c81:9c8" 

Content-Length: 374 

 

 

file length is 374 bytes 

!! 

============ begin remote file list ========= 

count=4 

 

[nbr2000.upd] 

date=20080221 

type=0 

description=2008 2 21
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  פ

http update [upd|route-db|web]+ ᴆ 

 

4.1.3 http update [upd|route-db|web]+
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count=4 

 

[nbr2000.upd] 

date=20080221 

type=0 

description=2008 2 21  

 

[web.upd] 

date=20080221 

type=1 

description=here is description, less than 200 bytes 

 

[cnc.txt] 

date=20080221 

type=2 

description=here is description, less than 200 bytes 

 

[cnii.txt] 

date=20080221 

type=2 

description=here is description, less than 200 bytes 

=================== end ===================== 

 

http syn model=5,auto_model=4 

http update model=4 

 

begin to download file [cnc.txt]: 

file [cnc.txt] will be downloaded from [192.168.197.227]! 

connect to server[192.168.197.227] ok! 

send http get request: 

GET /version/NBR2000/cnc.txt HTTP/1.1 

Accept: image/gif, image/x-xbitmap,     image/jpeg, image/pjpeg, 

application/x-
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connect to server[192.168.197.227] ok! 

send http get request: 

GET /version/NBR2000/cnii.txt HTTP/1.1 

Accept: image/gif, image/x-xbitmap,     image/jpeg, image/pjpeg, 

application/x-shockwave-flash, application/vnd.ms-powerpoint, 

application/vnd.ms-excel, application/vnd.msword, */* 

Accept-Language: zh-cn 

Accept-Encoding: gzip, deflate 

User-Agent: Mozilla/4.0 (compatiable; MSIE 6.0; Windows NT 5.1) 

Host: 192.168.197.227 

Connection: Keep-Alive 

 

send http get ok! 

get first line of response:HTTP/1.1 200 OK 

recv response head: 

HTTP/1.1 200 OK 

Server: Microsoft-IIS/5.1 

Date: Mon, 03 Mar 2008 02:30:51 GMT 

Content-Type: text/plain 

Accept-Ranges: bytes 

Last-Modified: Sat, 26 Jan 2008 06:21:54 GMT 

ETag: "06d99bee35fc81:9c8" 

Content-Length: 4415 

 

 

file length is 4415 bytes 

!!!!!!!!!! 

begin to write file [cnii.txt] to flash: 

!!!!!!!!! 

download file [cnii.txt] success [4415] 

http update files success! 

 

Router# 

ȍ ῏  Ȏפ

  פ

http check-version  

http cancel  

 

4.1.4 http update mode 

ᶏץ ,  פ

http update mode  [auto-detect|auto-update|manual] 

ȍ Ȏ 

auto-detect     ꜚ  

auto-update     ꜚ  

manual         ꜚ  

ȍ פ Ȏ 
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ῃ  

ȍᶏ Ȏ 

’Ҋ, ҹ ꜚ . 

ꜚ (atuto-detect), Ḃᴪ ѿ Ⱶ ҉

.  

ꜚ (auto-update), Ḃᴪ ѿ Ⱶ ҉

, ⌠ WEB Ḥ ,Ḃ ꜚҊ , 

ᵖ ⌠ RGOS ᴆ , Ҍ ꜚ ᴆ. 

ꜚ (manual), Ҍᴪ ꜚ Ⱶ ҉ ,ӞҌᴪ

ꜚҊ ᴋᵥ ᴆ. 

ȍҽᶛȎ
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http update mode  

 

4.1.6 http update time daily 

ꜚ ḱ ᶏץ ,  פ

http update time daily hh:mm 

ȍ Ȏ 

hh:mm     ꜚ.( 18:20) 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ҹ ᶫԅѿҩ 0-12 ӊ ᶏץ , פ , 

ԍ Ⱶ ץ , 12 ץ . 

ȍҽᶛȎ 

Router(config)#http update time daily 9:20 

http update time: 9:20 

Router(config)# 

ȍ ῏  Ȏפ

  פ

http update mode  

http update server Ⱶ  

, http18.30124r 0.3MC   ruijC BT

998 0.48001 re

f*

595m

[24r 0.3MC  Tf

1 0 0 1 429.19copy tftp614.6flashre

W* n

BT

/F56 Tf

1 0 0 1 208.61 552D02 

[(h24r 0.3MC  Tf

1 0 0 1 429.19CID 69>> BDC q
.86 394.73 196.6179 4/Lang (en-US)>> BDC BT

8a)18(i)13(l)-3(y)] T76.C 22.6113MC   0>ET
(6)] TJ

ET

BT



[(h)-3(t)11(tp)-5(18.30122.6113MC   ru)-5(i)-4(j)-4(C BT

998 0.48001 re

f*

595m

[22.6113MC  Tf

1 0 0 1 429.19copy tftp614.6 354t 19.68 re

W* n

BT

/6 Tf

1 0 0 1 208.61 552D02 24 Tm22.6113MC  Tf

1 0 0 1 429.19CID 69>> BDC q
.86 394.73 196.618
0 g

70.584 62.304 4C BT

8a)18(i)13(l)-3(y)] T76.C 2

1 43MC   0>ET
(6)] TJ

ET

BT



[(h)-3(t)11(tp)-5(18.3012

1 43MC   ru)-5(i)-4(j)-4(C BT

998 0.48001 re

f*

595m

[2

1 43MC  Tf

1 0 0 1 429.19ROMID 69>> BDC q
.86 394.73 196.61815(#)] TJ

ET

 EMC  /P <</MCID 55>> 213

 E2

1 43MC  Tf

1 0 0 1 429.1C  /P <</)] TJ43
BDC q

347.98>> BDC q

150.86 394.73 196.61825(#)] TJ

ET

 E

[<332B350F046A>11<2B5BDC 2

1 43MC  Tf

1 0 0 1 429.19CID 69>> BDC q
.86 394.73 196.618re

f*

541.06 394.73C BT

/F5 10.56 Tf

1 0 0 1 156.0173.158 Tm

0 g

[( )]2 g

[( )] TC  /P <</MCID 5/Lang (en-US)>173.158 Tm

 14.04 Tf

1 0 0 1 72.024 697.7173.158 Tm

c g

o

BT

] TJ
43 Tm

[( 42(f 42(.)13(6)] TJ

Ef

BTl)17(i)13(s)9(h14.04 Tf

1 0 0 1 72.0220

 EM173.158 Tm

 14.04 Tf

1.86 394.73 196.618 EMC  /P <</MCID 43>> BDC BT

/F5 541.06 179
1 0 0 1 3 )] 0D58 EMC  /P <</MCID 6>>2.481468 EMC  /P <</)] TJ43
BDC q

347.98>> BDC q

.86 394.73 196.618

1 0 0 1 381.91 490.99 Tm

[<26E928.381 179
1 0 0 1 (RGO 19.S14.04 Tf

1.86 394.73 196.618.78 Tm

[(d)13(a)18(i)13(l)-3(y)] 3 6945 179
1 0 0 1 3046
 EMC 583459/)] TJ5261C5 31>> 6FF02C EMC  /2TJ

ET897
/F128AET

 ED731.35 506.59 5 374.57 192 
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ȍҽᶛȎ 

Ҋ ᶛ ᶏ פ ᴆ ῃ ̔ 

Router#copy tftp update 

Address or name of remote host []?192.168.5.117 

Source filename []?RGOS.upd 
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Initialize DP83815(1) Devices OK! 

Read Mac Addr from eeprom =FF-FF-FF-FF-FF-FF 

 

mac address is not set, so use default mac address 

 

                  %Now Begin Download File debug.bin From 100.100.100.171 

 

 

send download 

request.!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

          %Mission Completion. FILELEN = 2720256 

 

῀ , ᶏ  

Router#copy tftp flash:RGOS.bin 

RGOSҺᵣ ᴆ, RGOS
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ԓ  SNTP  פ

5.1  SNTP ῏  פ

SNTP Ҋץ ῏  ̔פ

 sntp enable 

 sntp interval 

 sntp server 

 show sntp 

 

5.1.1 sntp enable 

SNTP ⱳ ̆ ῃ פ sntp enablĕ פ no ῏ SNTP

ⱳ Ȃ 

sntp enable 

no sntp enable 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ᾢ Ⱶ ̆Ῥ ⱳ ̆ ↕ SNTP Ҍᴪ ᵬ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ SNTP ⱳ ̔ 

Router̂config̃#sntp enable 

  

ȍ ῏  Ȏפ

  פ

show sntp 
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ȍ Ȏ 

  

seconds SNTP Ȃ 

ȍ ’Ȏ 

ҹ1800 . 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

⌠Ҋѿҩ ᵬ ̆ ᶏ

҉ ̆ Ῥ ѿ sntp enable  Ȃפ

ȍҽᶛȎ 

Ҋ ᶛ ҹ 60 ̔ 

Router̂config̃#sntp interval 60 

  

ȍ ῏  Ȏפ

  פ

sntp enable SNTP ⱳ  

show sntp SNTP Ḥ  

 

5.1.3 sntp server 

SNTP Ⱶ ̆ ῃ פ sntp server̆ פ no

− Ⱶ Ȃ 

sntp server hostname 

no sntp server 

ȍ Ȏ 

  

hostname Ⱶ IP  

ȍ ’Ȏ 

Ⱶ . 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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Ҋ ᶛ Ⱶ ҹ 192.168.6.78̔ 

Router̂config̃#sntp server 192.168.6.78 

  

ȍ ῏  Ȏפ

  פ

sntp enable SNTP ⱳ  

show sntp SNTP Ḥ  

 

5.1.4 show sntp 

SNTP Ḥ ̆ פ show sntpȂ 

show sntp 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ԍ RG ҹ+8 ̆ ץ ⌠ +8Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ⁪ SNTP ̔ 

Router#show sntp 

SNTP state            : ENABLE 

 SNTP server           : 192.168.6.78 

 SNTP sync interval   : 60 

 Time zone              : +8 

 

ȍ ῏  Ȏפ

  פ

sntp enable SNTP ⱳ  
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6.1.2 show snmp 

SNMP Ḥ ̆ פ show snmpȂ 

show snmp 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ SNMP ῏ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ SNMP ѿҩ Ḥ ̔ 

Router#show snmp 

Chassis: 60FF60 

0 SNMP packets input 

        0 Bad SNMP version errors 

        0 Unknown community name 

        0 Illegal operation for community name supplied 

        0 Encoding errors 

        0 Number of requested variables 

        0 Number of altered variables 

        0 Get-request PDUs 

        0 Get-next PDUs 

        0 Set-request PDUs 

0 SNMP packets output 

        0 Too big errors (Maximum packet size 1500) 

        0 No such name errors 

        0 Bad values errors 

        0 General errors 

        0 Response PDUs 

        0 Trap PDUs 

SNMP global trap: disabled 

SNMP logging: disabled 

SNMP agent: enabled 

 

ȍ ῏  Ȏפ

  פ

snmp-server chassis-id SNMP ↓  

 

6.1.3 snmp-server chassis-id 

SNMP ↓ ̆ ῃ פ snmp-server chassis-idȂ

פ no ҹ∆ ṿȂ 

snmp-server chassis-id text 
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no snmp-server chassis-id 

ȍ Ȏ 

text   ↓ ̆ ᶏץ Ȃ 

ȍ Ȏ 

↓ ṿ 60FF60 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

SNMP ↓ ѿ ᶏ ↓ Ḃץ̆ ≢Ȃ ↓ ץ

show snmp פ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ SNMP ↓ ҹ 123456: 

Router(config)#snmp-server chassis-id 123456
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6.1.6 snmp-server enable traps 

SNMP Һꜚ NMS Trap ̆ ԍ ѿ֓ Ԋᴆ ̆

ῃ פ snmp-server enable trapsȂ פ no SNMP

NMS Һꜚ Trap Ȃ 

snmp-server enable traps [snmp ] 

no snmp-server enable traps 

ȍ Ȏ 

snmp   SNMP Ԋᴆ Ȃ 

ȍ Ȏ 

Ҋ̆  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ ҍῃ פ snmp-server ѿ ᶏ ̆ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Һꜚ SNMP Ԋᴆ ̔ 

Router(config)#snmp-server enable traps snmp 

Router(config)#snmp-server host 192.168.12.219 public snmp 

ȍ ῏  Ȏפ

  פ

snmp-server host  SNMP Һ  

6.1.7 snmp-server host 

SNMP Һ ̂NMS̃̆ ῃ פ snmp-server hostȂ

פ no SNMP Һ Ȃ 

snmp-server host host-addr community-string [ notification-type ] 

no snmp-server host host-addr 

ȍ Ȏ 

host-addr   SNMP Һ  

community-string   ᵣ ұ̆ ԍ NMS SNMP ף ӊ Ḥ Ȃ 

notification-type   Һꜚ ̆

frame-relay/config/x25/tty/snmpȂ 
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ȍ Ȏ 

’Ҋ̆ SNMP Һ Ȃ 

̆↕ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ҍῃפ פ snmp-server enable traps ѿ ᶏ ̆Һꜚ NMS

Ȃ 

ץ ҩҌ SNMP Һ ԍ ѿ̆ҩҺ ᶏץ Ҍ

̆Ҍ Һ ѿ ╠ ̆ Һ Ҍ

̆ Ҍ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ѿҩ SNMP Һ ̆ SNMP Ԋᴆ ̔ 
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snmp-sever contact  SNMP  

6.1.9 snmp-server packetsize 

└ SNMP ̆ ῃ פ snmp-sever packetsizeȂ

פ no ṿȂ 

snmp-server packetsize byte-count 

no snmp-server packetsize 

ȍ Ȏ 

byte-count   ̆׆ 484 ⌠ 17876 Ȃ 

Ȏ

 

 �‡8²�Ä �Ð  �Ð
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ҹ 4ҩ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ↓ ҹ 4ҩ̔ 

Router(config)#snmp-server queue-length 4 

ȍ ῏  Ȏפ
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ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

’Ҋ̆SNMP ׆ ҩ ₮ ̆ ᶏ ҩ IP ᵬҹ ̆

ҹԅḂԍ ≢̆ ᶏץ פ ᶏ ѿҩ IP ᵬҹ SNMP

Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ץ 0 IP ᵬҹ SNMP ̔ 

Router(config)#snmp-server trap-source fastethernet 0 

ȍ ῏  Ȏפ

  פ

snmp-server enable traps Һꜚ  

snmp-server enable host NMS Һ  

6.1.13 snmp-server trap-timeout 

ӈ ̆ ῃ פ snmp-server trap-timeoutȂ

פ
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҂  ΐ  פ

7.1 ΐ ῏  פ

ΐ Ҋץ ῏  ̔פ

 debug 

 ping 

 show  

 service tcp-keepalives-in 

 service tcp-keepalives-out 

7.1.1 debug 

ᶏ RGOS ᶫ ⱳ ̆ Ҋ debug פȂ 

debug { item } 

ȍ Ȏ 

item  ῏ ̆ ץ ꜛľ?Ŀ ῏Ȃ 

Ҋ ѿ֓ ̔ 

ⱳ פ  

Router#debug ? debug פ  

Router#show debugging ╠ ҩ ῏  

Router#debug all ῏ 

Router#no debug all ῏ ῏ 

Router#
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῏ ῏ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

RGOS פ ҉̆ ↓₮ ֽ̆ ֽ № debug ѿ פ ̆

debug פ פ ̆ debug ip ̆פ

̔ 

Router#debug ip ? 

  cache   IP fast-switch 

  dhcp    Dynamic Host Configuration Protocol 

  dns     dns client debug 

  icmp    ICMP transactions 

  nat     nat debug on/off 

  packet  General IP debugging and IPSO security transactions 

  policy  Policy Base Routing 

  rip     RIP protocol transactions 

  rtp     rtp Protocol 

  tcp     TCP information 

  udp     UDP based transactions  

debug ip פ פ ̆ Ҭ̆ ⱴ

ץ ̆ debug ip ospf Ḃ Ҋ  ԅ̔פ

Router#debug ip rip ? 

  database  RIP database events 

  event     RIP protocol events 

  trigger   RIP trigger extension 

  <cr>  

  说明： 

打开调试开关，将会占用 CPU 资源，某些调试开关的打开，甚至会严重占用 CPU 资

源，影响路由器运行效率，所以如果没有必要，请不要轻易打开调试开关，尤其慎

用 debug all 命令，在调试结束后，应注意关闭全部调试开关。 

 

Telnet Ҋ̆ ’Ҋ̆ Ḥ Ҍᴪ ⌠ Telnet ̆

Telnet Ḥ ̆↕ ᴪ Ҋ̆

Ҋ  ̔פ

Router#terminal monitor 

ȍҽᶛȎ 

Ҋ ᶛ SNMP ̔ 

Router#debug snmp  

ȍ ῏  Ȏפ

  פ

undebug all ῏ ῏ 

show debug ῏ 
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service tcp-keepalives-in [1-65535] [garbage] 

ȍ Ȏ 

[1-65535] TCP Ḡ  

[garbage] TCP Ḡ ѿҩ  

ȍ Ȏ
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7.1.5 service tcp-keepalives-out 

ᶏ RGOS ᶫ TCP KEEP-ALIVES ⱳ ̆ ῃ Ҋ

service tcp-keepalives-out  Ȃפ

No ῏פ TCP KEEP-ALIVES ⱳ Ȃ 

service tcp-keepalives-out [1-65535] [garbage] 

ȍ Ȏ 

[1-65535] TCP Ḡ  

[garbage] TCP Ḡ ѿҩ  

ȍ Ȏ 

῏ TCP KEEP-ALIVES ⱳ  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

TCP Ḡ ₮ TCP ѿפ ̆

⌠ Ҍ ̆ ץ TCP ׆̆ Ҍᴪ

TCP Ȃ 

ꜚ TCP KEEP-ALIVES ⱳ ̆ Ҍ ̆↕ ҹ 60s̆

Ҍ Ȃ 

פ ץ
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Router(config)# service tcp-keepalives-out 100 garbage 

ȍ ῏  Ȏפ

  פ

service tcp-keepalives-in Ⱶ TCP KEEP-ALIVES ⱳ  
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ῇ  פ 

8.1 ῏  פ

Ҋץ ῏  ̔פ

 logging on 

 terminal monitor 

 logging buffered 

 logging 

 service sequence-numbers 

 service timestamps 

 logging console 

 logging monitor 

 logging trap 

 logging language 

 logging source-interface 

 logging flash 

 logging format 

 show logging 

 clear logging 

8.1.1 logging on 

ᾛ Ḥ Ҍ ҉ ̆ ᶏ ῃ Ȃפ Ḥ ̆

ᶏ פ no Ȃ 

logging on 

no logging on 

ȍ Ȏ 

 

ȍ Ȏ 

ᾛ Ḥ Ҍ ҉ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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RGOS Ҍֽ ץ Ḥ Console ȁVTY ҉̆Ӟ ץ Ḥ

Ҍ ҉̔ῤ ‖ ȁSyslog ServerȂ ҹפ ῏̆ ῏

῏̆ Ḥ Ҍ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ҉῏ ῏̆ Ḥ ̔ 

Router(config)# no logging on 

ȍ ῏  Ȏפ

  פ

logging buffered Ḥ ⌠ῤ ‖  

logging  Ḥ Syslog server 

logging console ᾛ └ ҉ Ḥ

≢ 

logging monitor ᾛ VTY ( telnet )҉

Ḥ ≢ 

logging trap ᾛ syslog server

Ḥ ≢ 

8.1.2 terminal monitor 

ᾛפ ╠ VTY ҉ Ḥ Ȃ ῏ ╠ VTY ҉ Ḥ

̆ ᶏ פ no Ȃ 

terminal monitor 

terminal  no  monitor 

ȍ Ȏ 

’Ҋ̆ VTY ҉Ҍᾛ VTY ҉ Ḥ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ╠ VTY ҳ Ȃᵬҹҳ ̆ Ҍᴪ ӄḠ Ȃ

VTY ᴪ ̆ ҳ Ȃ 

  说明： 

为了方便管理，RGOS 允许在控制台上使用该命令。在控制台上执行该命令的 no

形式,将只允许严重性级别为
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ᾛ Ḥ ץ≢ ̆ ԍ ᵞԍ ṿ ≢ Ḥ ᾛ

Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ᾛ ≢ҹ ץ6 ᵞԍ 6 Ḥ ҹ 10000 ῤ

‖ Ҭ̔ 

Router(config)#logging buffered 10000 6 

ȍ ῏  Ȏפ

  פ

logging on ῏ 

show logging ‖ Ҭ  

clear logging  ‖ Ҭ  

 

8.1.4 logging  

⌠ Syslog Sever̆ ῃ Ҋᶏ Ȃפ −

Syslog server ↓ Ҭ Syslog Server̆ ᶏ פ no Ȃ 

logging host 

no logging host 

ȍ Ȏ 

Host   syslog server  

ȍ Ȏ 

Syslog server 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ ѿҩ Syslog server Ḥ ȂRGOS ᾛ 5 ҩ

Syslog ServerȂ Ḥ Syslog ServerȂ 

ȍҽᶛȎ 

Ҋ ᶛ ѿҩ ҹ 202.101.11.1 syslog server̔ 

Router(config)#logging 202.101.11.1 

ȍ ῏  Ȏפ

  פ

logging on ῏  
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show logging ‖ Ҭ ץ̆ ῏

 

logging trap ᾛ syslog server

Ḥ ≢ 

 

8.1.5 service sequence-numbers 

Ḥ Ҭⱴ҉ ̆ ῃ Ҋ Ȃפ פ no

Ḥ Ҭ Ȃ 

service sequence-numbers 

no service sequence-numbers 

 

ȍ Ȏ 

 

ȍ Ȏ 

Ḥ ҬҌ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ԅ Ḥ Ҭⱴ҉ Ḥ ץ ̆ ץ Ḥ Ҭⱴ҉ ̆ ׆ 1
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8.1.6 service timestamps  

Ḥ Ҭⱴ҉ Ḥ ̆ ῃ Ҋ Ȃפ פ no

Ḥ Ҭ ҉ Ḥ Ȃ 

service timestamps message-type [uptime|datetime] 

no service timestamps message-type [uptime|datetime] 

ȍ





 58  ῍ 436                    http://www.ruijie.com.cn 

ȍ Ȏ 

level     Ҥ Ȃ ᶏץ ≢ ̆Ӟ ץ ᶏ Ȃ῏ԍ

Ḥ Ҥ ̆ 6-1Ȃ 

ȍ Ȏ 

Debugging (7) 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

VTY ҉ Ḥ ̆ ᾢ זּ
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Ḥ Syslog Server̆ ᾢ ᶏ ῃ  logging Syslogפ

ServerȂ ̆ᶏ logging trap Ḥ Ҥ ≢Ȃ 

show logging פ ץ ῏ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ≢ҹ 6 Ḥ ҹ 202.101.11.22 Syslog 

Server̔ 

Router(config)#logging 202.101.11.22 

Router(config)#logging trap informational 

ȍ ῏  Ȏפ

  פ

logging on ῏  

logging  Ḥ Syslog server 

show logging ‖ Ҭ ץ̆ ῏

 

8.1.10 logging language  

ᾛ syslog server Ḥ ̆ ῃ Ҋ

Ȃפ פ no ṿȂ 

logging language language-type 

no logging language  

ȍ Ȏ 

language-type     ȂNBR NAT ῏ȁ ₯ ῏ȁARP ȁ҈ᾝ

῏ № Ҭ Ḥ ̆ Ҭ Ȃ 

ȍ Ȏ 

Ҭ  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ᾛ syslog server Ḥ ̆ ῃ Ҋ

Ȃפ פ no ṿȂ 

show logging פ ץ ῏ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ḥ ҹ 202.101.11.22 Syslog Server  ̔
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Router(config)#logging 202.101.11.22 

Router(config)#logging language english 

ȍ ῏  Ȏפ

  פ

logging on ῏  

logging  Ḥ Syslog server 

show logging ‖ Ҭ ץ̆ ῏

 

8.1.11 logging source-interface  

̆ ῃ Ҋ Ȃפ פ no
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8.1.12 logging flash  

Ḡ Ȃ 

logging flash enable| interval 

no logging flash enable| interval 

ȍ Ȏ 

interval̔ Ḡ Ȃ 

ȍ Ȏ 

Ḡ ҹ 1 Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

’Ҋ̆ ҌḠ flash Ҭ̆ פ ̆ ᴪΏ῀ flashȂ 

ȍҽᶛȎ 

Ҋ ᶛ Ḡ ⱳ ̔ 

Router(config)#logging flash enable 

ȍ ῏  Ȏפ

 

8.1.13 logging format 

Ḡ Ȃ 

logging format cnii|normal 

no logging format 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

normal̆ ҹ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 



 62  ῍ 436                    http://www.ruijie.com.cn 

’Ҋ̆ ҹ Ḡ ̆ פ ̆ ᴪ

Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ḡ ⱳ ̔ 

Router(config)#logging format cnii 

ȍ ῏  Ȏפ

 

8.1.14 
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00001 2004-11-17 10:20:59  Router: %7:%LINK CHANGED: Interface FastEthernet 

0/0, changed state to up 

00002 2004-11-17 10:20:59  Router: %7:%LINE PROTOCOL CHANGE: Interface 

FastEthernet 0/0, changed state to UP 

00003 2004-11-17 10:57:18  Router: %7:%LINK CHANGED: Interface FastEthernet 

0/1, changed state to administratively down 

00004 2004-11-17 10:57:21  Router: %7:%LINK CHANGED: Interface FastEthernet 

0/1, changed state to down 

00005 2004-11-17 10:57:41  Router: %7:%LINK CHANGED: Interface FastEthernet 

0/1, changed state to administratively down 

00006 2004-11-17 10:57:43  Router: %7:%LINK CHANGED: Interface FastEthernet 

0/1, changed state to down 

Ḥ ̔ 

  

Syslog logging ῏̔ enabled,῏ disabled 

Console logging └ ҉ Ḥ ץ̆≢  

Monitor logging VTY ҉ Ḥ ץ̆≢  

Buffer logging ῤ ‖ Ҭ Ḥ ץ̆≢  

Timestamp debug 

messages 

Debug Ḥ  

Timestamp log messages Log Ḥ  

Sequence log messages ῏ 

Trap logging syslog server Ḥ ץ̆≢  

Log Buffer  ῤ ‖ Ҭ  

 

ȍ ῏  Ȏפ

  פ

logging on ῏ 

clear logging  ‖ Ҭ  
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8.1.15 clear logging 
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Ӝ  NAT  פ

9.1 NAT ῏  פ

Ҋץ ῏  ̔פ

 ip nat log enable 

 log-server 

 ip nat unconf irm-ct-log enable 

 

9.1.1 ip nat log enable 

NAT ⱳ ̆ ᶏ ῃ Ȃפ Ḥ ̆ ᶏ פ

no Ȃ 

ip nat log enable elog|syslog 

no ip nat log enable 

ȍ Ȏ 

elog̔ elog Ⱶ  

syslog̔ syslog  

ȍ Ȏ 

ҹ elog Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

RGOS ץ NAT Ҍ Ҍ Ⱶ ̆ Ⱶ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ NAT ⱳ ̆ғ elog ̔ 

Router(config)# ip nat log enable elog 

ȍ ῏  Ȏפ

  פ

log-server Ⱶ  

ip nat unconfirm-ct-log enable NAT Ḥ Ҍ  
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9.1.2 log-server 

Ⱶ ̆ ᶏ ῃ Ȃפ Ⱶ

̆ ᶏ פ no Ȃ 

log-server A.B.C.D port 

no ip nat log enable 

ȍ Ȏ 

A.B.C.D̔ Ⱶ
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῏ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

RGOS ץ NAT Ḥ Ҍ Ҍ ׆̆ ⁞ Ⱶ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛҹ Ҍ NAT Ḥ Ҍ ̔ 

Router(config)# no ip nat unconfirm-ct-log enable 

ȍ ῏  Ȏפ

  פ

log-server Ⱶ  

ip nat unconfirm-ct-log enable NAT Ḥ Ҍ  
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 פ 

פ ץ ῏ԍ פ №̆ ץ ץ̆פ

LAN ץ ȁ Tunnel Ȃ 

 פ 10.1
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ȍᶏ Ȏ 

Ḥ DCD ׆ Down ⌠ Up ̆

DCD ӊῤ ̆ Ӈ Ҍ ԍ҉

Ȃ  ̆ Ӈ₃Ӎ DCD

⌠̕ ̆ 0̆ Ӈ DCD Ḥ

⌠̆ Ӟ ⱴҌ Ȃ 

DCD Ҭ ̆ Ӈ ֓̆ ץ ⱴ ץ̆

Ḃ ץ Ȃ D̆CD Ҭ ԍ ̆

Ӈ ᾧץ̆֓ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ץ ҹ 5 ̔ 
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10.1.4 clear interface 

Ҋᶏ clear interface ̆פ ᵝѿҩ ᴆ Ȃ 

clear interface interface-type slot-number/interface-number 

ȍ Ȏ 

interface-type   ̆ᶛ ̔fastethernet ̆ ↓ҽ Ȃ 

Slot-number/interface-number   / Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ѿ ’Ҋ̆Ҍ ᵝѿҩ ᴆ Ȃ 

↓ҽ ̔ 

῏   

dialer  

Fastethernet 10/100M ץ  

GigabitEthernet ᾠץ  

loopback Loopback  

null  

ȍҽᶛȎ 

Ҋץ ᶛ ᵝ fastEthernet 1/0 ᴆ ̔ 

Router#clear interface fast9rlh(n)8(t)-5(e)8nac

 



 72  ῍ 436                    http://www.ruijie.com.cn 



 73  ῍ 436                    http://www.ruijie.com.cn 

some configure about wan2 maybe not work after setting and reloading! 

port is switched, must reload the system. 

NBR1200G(config)#end 

NBR1200G#show convert info  

LAN0    LAN0 

LAN1    LAN1 

LAN2    LAN2 

LAN3    LAN3 

ȍ ῏  Ȏפ

ᶏ פ  

show convert info ԍ ╠ lan Ҭ̆ ֓ lan

ҹ wan ̆ ֓ Ȃ 

 

10.1.7 debug vlan  

Ҋᶏ debug vlan פ VLAN ῏̆ᶏ פ no

῏ VLAN ῏Ȃ 

debug vlan  

no debug vlan 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ VLAN ῏̔ 

Router#debug vlan 

10.1.8 description 

Ҋᶏ description פ ̆ᶏ פ no

− Ȃ 

description string 

no description 

ȍ Ȏ 

string   ұ 

ȍ פ Ȏ 

 

ȍ Ȏ 
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encapsulation-type  

Ppp ⌠ ̇Point-to-Point Protocol 

 

ȍ פ Ȏ 

 

ȍ Ȏ 

ץ 802.3Ȃ 

ȍᶏ Ȏ 

dialer ץ Ȃ 
Ȏ dilealer
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vlan port
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Fastethernet 10/100M ץ  

GigabitEthernet 1000M ץ  

loopback Loopback  

null  

 

ȍҽᶛȎ 

Ҋץ ᶛ Loopback 0 IP 192.168.12.1/24 Ṣ

virtual-template 1̔ 

Router(config)#interface loopback 0 

Router(config-if)#ip address 192.168.12.1 255.255.255.0 

Router(config)#interface virtual-template 1 

Router(config-if)#ip unnumbered loopback 0 

10.1.15 keepalive 

פ keepalive ⱳ ̆Һ keepalive Ȃῒ no

keepalive ⱳ Ȃ 

keepalive { keep-period | keep-period { dns ip | ping ip } } 

no keepalive 

ȍ Ȏ 

keep-period  RGOS keepalive ̆ ᵝҹ Ȃ ṿҹ 0̆

RGOS Ҍ keepalive Ȃ ṿҹ 10 Ȃ 

ԍץ ̆ פ ץ Ҋ ҈ҩ ̂ ԍ ꜚ ץ ̃̔ 

dns ip  פ dns Ⱶ ̆ ҩ keepalive

⌠ Ṝ ҩ ip dns ̆ 3 Ҍ⌠ ̆

↕ᴪ ץ Ȃ 

ping ip פ ҩ ip ping ̆ ҩ

keepalive ⌠ Ṝ ҩ ip ping ̆ 3

Ҍ⌠ ̆↕ᴪ ץ Ȃ 

ȍ Ȏ 

’Ҋ̆ץ keepalive ⱳ Ȃ 

 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 
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҉̆ ҉ keepalive └̆ ץ

ᵬ̆ ̆פ ץ keepalive

׆̆ └ keepalive Ȃ 

ץ ҉̆ פ ץ ̆ ping dns ̆

ץ ҩ ip Ȃ 

פ ping dns ̆ ѿ ᶏ ᴆ └̔ 

1) ԍץ Ȃ 

ץ (2 ҉ᶏ IP Ȃ 

3) ping dns IP Ҍ ѿҩ Ṝ̆

҉ Ȃ 

ȍҽᶛȎ 

ץ ! Fastethernet 1/0 ҉ ץ ping ꜚ ⱳ  

R26#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

R26(config)#interface fastethernet 1/0 

R26(config-if)#keepalive 15 ping 192.168.12.1 

R26(config-if)#end 

ץ ! Fastethernet 1/0 ҉ ץ dns ꜚ ⱳ  

R26#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

R26(config)#interface fastethernet 1/0 

R26(config-if)#keepalive 10 dns 202.101.98.55 

R26(config-if)#end 

 

10.1.16 load-interval 

Ҋᶏ load-interval פ ѿҩ ̆

ᶏ פ no Ȃ 

load-interval seconds 

no load-interval 

ȍ Ȏ 

seconds   ̆ ṿ 30 ⌠ 600 

ȍ פ Ȏ 

 

ȍ Ȏ 

300  

ȍᶏ Ȏ 



 80  ῍ 436                    http://www.ruijie.com.cn 

Ҭ פ ץ ῀ ₮ ’̆ѿ

5№ ѿ Ҭ ῀ ₮ Ȃҽҩᶛ ̆

fastethernet 1/0 Ҭ 180 ̆ show interface fastethernet 1/0

ץ ⌠̔ 

  3 minutes input rate 15 bits/sec, 0 packets/sec 

  3 minutes output rate 14 bits/sec, 0 packets/sec 

ȍҽᶛȎ 

Ҋץ ᶛ fastEthernet 1/0 Ҭ 180  

Router(config)#interface fastethernet 1/0 

Router(config-if)#load-interval 180 

ȍ ῏  Ȏפ

ᶏ פ  

show interface  ҩ ᴆ Ḥ ץ

 

10.1.17 mac-address 

ᶏ mac-address פ ҉ MAC ᶏ̆ פ no MAC

Ȃ 

mac-address H.H.H 

no mac-adderss 

ȍ Ȏ 

H.H.H   MAC ̆ 16 └ ῀̆ ҩ H ץ ῀ 2ҩ ̆ ץ ҩ

6ҩ ̆48 Ȃ 

ȍ פ Ȏ 

 

ȍ Ȏ 

₮ ṿ 

ȍᶏ Ȏ 

ҩץ ѿҩῃ ѿ MAC Ȃ ץ̆ MAC

ḱץ ̆ᵖ Ḡ ѿ ҉ MAC ѿ ȂMAC ᴪ

я¹ӄ
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10.1.18 media-type 

ᶏ media-type פ ץ ҉ ׃ ̆ᶏ פ

no Ȃ 

media-type {baset | basex | auto basex-first | auto baset-first} 

no media-type 

ȍ Ȏ 

baset  ᾛ ץ ᶏ  

basex  ᾛ
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size   MTU ̆ ṿ ׆ ץ64-65535̆ ҹ ᵝȂ 1500Ȃ 

ȍ פ Ȏ 

 

ȍ Ȏ 

MTU ҹ 1500  

ȍᶏ Ȏ 

MTU ᴪ ̆ ғ MTU ѿ ҙⱵ

Ȃ ҙⱵ ᶏ ̆ῒҬѿ ҙⱵ

ғ
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ȍҽᶛȎ 

Ҋץ native vlan ѿҩ ᶛ 

NBR1200G(config)#int g 0/0.1 

NBR1200G(config-subif)#encapsulation dot1Q 10 

NBR1200G(config-subif)#vlan port 0 1 

NBR1200G(config-subif)#exit 

NBR1200G(config)#native lan 0 tag 10 

NBR1200G(config)#native lan 1 tag 10 

 

10.1.21 ratecontrol 

Ҋᶏ ratecontrol פ ץ └ LAN ₮ ῀ Ȃ 

Ratecontrol lan port-number in rate-value out rate-value 

no ratecontrol lan port-number 

ȍ Ȏ 

port-number   <0,3>̆ ̆ LAN0 ⌠ LAN3 Ҭ ҩ Ȃ 

Rate-value     ṿ̆ 64̂ 64K̃̆ 1024000̂ 1000M̃Ȃ 64

⌠ 1792 ̆ ץ 64 ̆ 2048 ⌠ 1024000 ̆

ץ 1024 Ȃ 

ȍ פ Ȏ 

 

ȍ Ȏ 

LAN ₮ ῀ ҍ Ȃ 

ȍᶏ Ȏ 

פ ԍ NBR80/300/1100/1200/2500/3000/1200G/1100G, NPE10/20, 

TR5200/5300 Ȃ LAN └̆↕ ᶏץ  Ȃפ

ȍҽᶛȎ 

└ LAN0 ῀ ҹ 4M̔ 

Router(config)#ratecontrol lan 0 in 4096 out 102400 

 

10.1.22 show convert info 

Ҋᶏ show convert info פ ╠ LAN/WAN ℗ Ḥ Ȃ 

show convert info 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ ╠ LAN/WAN ℗ Ḥ ̆LAN3 ℗ Ạҹ WAN2 ᶏ  
NBR1200G#sh convert info  



 84  ῍ 436                    http://www.ruijie.com.cn 

LAN0    LAN0 

LAN1    LAN1 

LAN2    LAN2 

LAN3    WAN2 

10.1.23 show interface  

Ҋᶏ show interface פ

Ḥ Ȃ 

show interface type interface-number 

ȍ Ȏ 

type    

interface-number    

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ show interface פ ץ Ḥ ̔ ȁMTUȁ

BandwidthȁLoopback ȁ ↓ ↓ᶏ ’ȁ ’ȁ

҉ ῀ ץ₮ ’̆ Ȃ ץ ₮∞ ѿҩ

Ҋץ ᶏ ’̆ ҩ פ ҹ Ȃ 

҉̆ FIFO ↓ ̂Ӟ ᾢ ᾢ₮ ↓̃ ᶏ̆ show 

interface פ ץ ₮ ↓ ᶏ ’ Q̔ueueing strategy: fifo  Output queue 

0/40, 0 drops; input queue 0/75, 0 drops̆ ₮ ↓ ╠ᶏ 0̆ 40̆ҡ

0̆ ῀ ↓ ╠ᶏ 0̆ 75̆ҡ 0 

ȍҽᶛȎ 

ץ FastEtheret 0/0 Ḥ  

Router#show interface fastEthernet 0/0 

FastEthernet 0/0 is UP  , line protocol is UP   

Hardware is Nat-Semi DP83815DVNG FastEthernet, address is 0a0b.0c0d.0e0f (bia 

0a0b.0c0d.0e0f) 

Interface address is: no ip address 

ARP type: ARPA,ARP Timeout: 3600 seconds 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  RXload is 1 ,Txload is 1 

  Queueing strategy: FIFO 

    Output queue 0/40, 0 drops; 

    Input queue 0/75, 0 drops 

  5 minutes input rate 0 bits/sec, 0 packets/sec 

  5 minutes output rate 0 bits/sec, 0 packets/sec 

    782 packets input, 88920 bytes, 0 no buffer 

    Received 782 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    0 packets output, 0 bytes, 0 underruns 
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    0 output errors, 0 collisions, 1 interface resets 

10.1.24 show vlans 

Ҋᶏ show vlans פ VLAN Ḥ Ȃ 

show vlans [ VLANID ] 

ȍ Ȏ 

VLANID   VLAN  

ȍ פ Ȏ 

 

ȍ Ȏ 

VLAN ̆↕ VLAN Ḥ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ פ ѿҩῖ ₮̔ 
Router#show vlans 

 

Virtual LAN ID:  3 (IEEE 802.1Q Encapsulation) 

   vLAN Interface FastEthernet 0/0.1 

   IP address: 1.1.1.1 

   Received:30 packets,  

   Transmitted: 30 packets 

 

Virtual LAN ID:  4 (IEEE 802.1Q Encapsulation) 

   vLAN Interface FastEthernet 0/0.2 

   IP address: 1.1.2.1 

   Received:0 packets,  

   Transmitted: 0 packets 

̔ 

virtual LAN ID :VLAN  

vLAN Interface̔ VLAN  

Address̔  

Received̔ ⌠ ҩ  

Transmitted̔ ҩ  

10.1.25 shutdown 

Ҋᶏ
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ȍᶏ Ȏ 

҉ᶏ ̆פ ᶏ Ȃ Ӟᴪ Ȃ 

ѿҩ ῏ ̆ פ show interface ץ ⌠ is administratively 

down Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ῏ fastEthernet 1/1  

Router(config)#interface fastethernet 1/1 

Router(config-if)#shutdown 

%LINK CHANGED: Interface fastethernet 1/1, changed state to administratively 

down 

ȍ ῏  Ȏפ

ᶏ פ  

show interface  ҩ ᴆ Ḥ ץ

 

10.1.26 speed 

Ҋᶏ speed פ ץ ̆ᶏ פ no

ҹ Ȃ 

speed {10 | 100 | 1000|auto } 

no speed 

ȍ Ȏ 

ץ   10 ᵬҹ 10M Ȃ 

ץ   100 ᵬҹ 100M Ȃ 

ץ  1000 ᵬҹ 1000M Ȃ 

auto   ץ ᵬ ̆ ȁ֜ ȁ

’ ꜚ ᵬ 10M̆100M 1000M

Ȃ 

ȍ פ Ȏ

   

ȍᶏ Ȏ 

ȍᶏₓ Ҋ speed
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Full 100 ᵬ 100M ῃ  

Full 1000 ᵬ 1000M ῃ  

Half 10 ᵬ 10M  

Half 100 ᵬ 100M  

Half 1000 ᵬ 1000M  

Auto auto ץ ᵬ  

ȍҽᶛȎ 

Ҋץ ᶛ ץ 0/0 10/100M ᵬ  

Router(config)#interface fastethernet 0/0 

Router(config-if)#speed auto 

 

10.1.27 vlan port 

פ ԍ NBR80/300/1000/1100/1200/2500/3000/1200G/1100G, 

TR5200/5300,NPE10/20 LAN Ȃ 

Ҋᶏ vlan port ̆פ ԅ encapsulation dot1Q

LAN Ȃᶏ פ no ҹ Ȃ ’Ҋ ᴋ

ᵥ LAN Ȃ 

vlan port  min_port_num max_port_num [tag] 

no vlan port 

ȍ Ȏ 

min_port_num LAN ṿ̆ ҹ̔0̇3Ȃ̂ ̔0̆1̆2̆3̃ 

max_port_num LAN ṿ̆ ҹ̔0̇3Ȃ̂ ̔0̆1̆2̆3̃ 

max_port_num Ҍ ԍ min_port_num 

tag ⌠ lan VIDȂ

Ҍ ̆ ῀ tag ⌠ ҉ LAN

tagȂ 

ȍ פ Ȏ 

 

ȍ Ȏ 

’Ҋ ᴋᵥ LAN Ȃ 

ȍᶏ Ȏ 





 89  ῍ 436                    http://www.ruijie.com.cn 



 90  ῍ 436                    http://www.ruijie.com.cn 

value   tunnel ṿ̆ ṿ 0-4294967295Ȃ 

ȍ פ Ȏ 

 

ȍ Ȏ 

ᴋᵥ  

ȍᶏ Ȏ 

ѿ֓ Ḡ ̆ ⌠ ῀᷅ ₯Ȃ

Ḡ Ȃtunnel key פ GRE ץ Ȃ 

ȍҽᶛȎ 

tunnel 0 Ҭ 1234̔ 

Router(config)#interface tunnel 0 

Router(config-if)#tunnel key 1234 

ȍ ῏  Ȏפ

ᶏ פ  

show interface tunnel tunnel ῏ Ḥ  

10.1.31 tunnel mode 

tunnel Ҭ פ tunnel modĕᶏ פ no

Ȃ 

tunnel mode { gre [ ipip } 

ȍ Ȏ 

gre   ץ IP GRÊGeneric Route Encapsulatioñ

Ȃ 

ipip   ip over ip Ȃ 

ȍ פ Ȏ 

 

ȍ Ȏ 

IP ҉ GRE  

ȍᶏ Ȏ 

Tunnel Tunnel ᵣ ȂTunnel GREȂ

̆ Ӟ ץ ᶏ ’ ‗ Tunnel ̆ ’

Ҋ̆ Ҍץ Ạᴋᵥ ӈ ץ IP GRE Ȃ 

ȍҽᶛȎ 

tunnel 0 ҉ GRE IP 

Router(config)#interface tunnel 0 
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Router(config-if)#tunnel mode gre ip  

ȍ ῏  Ȏפ
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ip-address   tunnel IP ̆ ҉ ῒ

IP Ȃ 

interface-type   ̆ɒ ̔ Dialerȁץ Ethernetȁ

ץ FastEthernetȁ ᾠץ gigabitethernet ȁLoopback ȁ

Null ȁץ ῒ Tunnel Ȃ 

interface-number    

ȍ פ Ȏ 

 

ȍ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ tunnel ̆ Ȃ 

ȍҽᶛȎ 

tunnel 0 ҉ פ tunnel source fastEthernet1/0 ҹ  

Router(config)#interface tunnel 0 

Router(config-if)#tunnel source fastEthernet 1/0  

ȍ ῏  Ȏפ

ᶏ פ  

show interface tunnel tunnel ῏ Ḥ  

 

 

 



 93  ῍ 436                    http://www.ruijie.com.cn 

ѿ  PPP  פ

11.1 PPP ῏  פ

PPP Ҋץ ῏  ̔פ

  debug ppp 

  dialer-group 

  dialer-list  

  encapsulation ppp 

  interface dialer 

  ppp authentication  

  ppp chap hostname 

  ppp chap password 

  ppp pap sent-username 

  ppp negotiation-timeout 

  show interface dialer  

  username 

 

11.1.1 debug ppp 

ppp ῏̆ ץ פ debug pppȂ 

debug ppp  [authentication|error|multilink|negotiation|packet] 

ȍ Ȏ 

authentication  ppp  

error    ppp  

negotiation   ppp  

packet    ppp  

ȍ Ȏ 

̆↕ PPP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 
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Һפ ԍ PPP ̆ ΐᵣ Ҭ̆ ץ ̆

Ҍ ῏Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ̔ 

Router#debug ppp 

PPP authentication debugging is on 

11.1.2 dialer-group 

῏ ┬ ↕̆ פ dialer-groupȂ פ no

− ↕ ῏ Ȃ 

dialer-group group-number 

no dialer-group 

ȍ Ȏ 

group-number  ┬ ↕  

ȍ Ȏ 

῏ ↕Ȃ
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dialer-list dialer-group protocol ip {permit | deny | list 

access-list-number } 

no dialer-list dialer-group [ protocol ip {permit | deny | list 

access-list-number } ] 

ȍ Ȏ 

dialer-group  ┬ ↕ Ȃ 

Permit   ᾛ ҩ  

Deny   ҩ  

List    ᶏ ↓ Ҍ ҩ ӈ┬ ↕Ȃ 

Access-list-number ↓ Ȃ 

ȍ Ȏ 

Ҍ ӈ┬ ↕Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ ῃ Ҋ ӈѿ ┬ ↕ d̆ialer-group ↕

ԍΐᵣ Ȃ ԍ ₮  ӊѿȂפ

ȍҽᶛȎ 

Ҋ ᶛ ӈң ┬ ↕ ѿ̆ ᾛ IP ┬ ѿ̆ ᾛ

↓ 120 ┬ ̔ 

Router(config)# access-list 120 permit tcp 192.168.11.0 0.0.0.255 192.168.12.0 

0.0.0.255 

Router(config)#dialer-list  1 protocol  ip permit 

Router(config)#dialer-list  2 protocol  ip list 120 

ȍ ῏  Ȏפ

  פ

dialer-group ҉῏ ┬ ↕ 

Access-list ӈ ↓  
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no encapsulation ppp 

ȍ Ȏ 

῏  

ȍ ’Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ dialer 0 ҉ PPP̔ 

Router(config)#interface dialer 0 

Router(config-if)#encapsulation ppp 

11.1.5 interface dialer 

⇔ PPPoE ̆ ῃ פ interface dialerȂ פ

no − Ȃ 

interface dialer group-number 

no interface dialer group-number 

ȍ Ȏ 

group

0
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ppp authentication {chap|pap|chap pap|pap chap}  [callin] 

no ppp authentication  

ȍ Ȏ 

chap  ҉ CHAP Ȃ 

PAP  ҉ PAP Ȃ 

CHAP PAP CHAP PAP ̆ PAP ╠ץ ᾢ̆ CHAP Ȃ 

PAP CHAP CHAP PAP ̆ CHAP ╠ץ ᾢ̆ PAP Ȃ 

 

ȍ ’Ȏ 

ppp authentication ӈ ↓ ̆ᶏ PPP Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ӈ PPP ̆ᶏ PPP Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ dialer 1 ҉ CHAP ̔  

Router(config)#int dialer  1 

Router(config-if)#ppp authentication chap  

 

ȍ ῏  Ȏפ

פ פ   

aaa authentication ppp ӈ PPP ↓  

aaa new-model ᶏ AAA ῃ Ⱶ 

encapsulation ppp PPP 

Username ӈ  

11.1.7 ppp chap hostname 

CHAP ᶏ Һ ̆ פ ppp chap hostnameȂ

פ no ᶏ Һ Ȃ 

ppp chap hostname hostname 

no ppp chap hostname 

ȍ Ȏ 
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hostname  chap Ҭ Һ Ȃ 

ȍ ’Ȏ 

ᴋᵥ chap Ҭ̆ ᶏ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

Ҍ ҹ̆ԅ chap ↕̆ ҍ ҉

ⱴ῀ / ̆ ḱ Ȃ ᶏ ppp chap hostname

ӈ CHAP Ὲ῍Һ ≢ ↕̆ ҉ ѿҩῈ῍ / ̆

ᾧ / Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ dialer 1
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ҍ ppp chap hostname Ὲ῍Һ ᵬ ѿ ̆
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Ҋ ᶛ PAP ᴍ Ҭ ҹ papuser

pappasswordȂ 

Router(config)#int dialer 1 

Router(config-if)#ppp pap sent-username  papuser password  0 pappassword 

ȍ ῏  Ȏפ

 

פ פ   

aaa authentication ppp ӈ AAA ppp ᴍ ↓  

ppp authentication ppp  

ppp chap hostname chap Ὲ῍Һ  

ppp chap password chap Ὲ῍  

 

11.1.10 ppp negotiation-timeout 

PPP ̆ פ ppp negotiation-timeoutȂ

פ no ṿȂ 

ppp negotiate-timeout seconds 

no ppp negotiate-timeout 

ȍ Ȏ 

seconds    ̆ ᵝҹ  

ȍ ’Ȏ 

ҹ 3  

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

PPP ̆LCP IPCP ҩ ̆ѿ ⌠ԅ ҩ ̆LCP

̆ ҩ ץ פ Ḃץ̆ ԑ ₮ Ҍ

ѿ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ PPP ҹ 10 ̔ 

Router(config-if)#ppp negotiation-timeout 10 

11.1.11 show interface dialer 

PPP Ḥ ̆ פ



 101  ῍ 436                    http://www.ruijie.com.cn 

show interface type slot-number/interface-number  

ȍ Ȏ 

type:  

slot-number:  

interface-number:  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ פ ץ PPP Ҭ Ḥ Ȃ 

11.1.12 username 

̆ ῃ פ usernameȂ 

username name {nopassword|password password | password encryption-type 

encrypted-password }     

username name password secret     

username name [access-class number]     

ȍ Ȏ 

name  Һ ȁ Ⱶ ȁ ̂ID̃ פ Ȃ name ҹѿ

ҩ ȂҌᾛ Ȃ 

Nopassword  Ҍ Ȃפ ῏ autocommand ᶏ Ȃ 

Password  פȂ 

Password פ Ȃ 

encryption-type 
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ԋ  IP  פ

 פ 12.1

Ҋץ  ̔פ

 ip address 

 ip unnumbered 

12.1.1 ip address 

פ IP ̆ ץ no − IP Ȃ פ

Ҋ̔ 

ip address ip-address network-mask

-  
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RGOS ᴆ ץ ѿҩ ҩ IP ̆ῒҬѿҩҹҺ IP ̆ῒᵩῃ ҹ

IP Ȃ IP ҉ └̆ ץ ̆ᵖ ԅ

Һ IP IP Ȃ IP ҍҺץ IP ԍ ѿҩ

Ҍ Ȃ Ҭ ᴪ̆ ᶏ ⌠ IP ̆ Ҋץ ’Ҋ

IP ̔ 

 ѿҩ Һ Ȃ ѿ ѿҩ C ̆

№ 254 Һ Ȃp Һ 254 ѿ̆ҩ C Ҍ №

̆ № ѿҩ C Ȃ ңҩ ̆

ץ ҩ IP Ȃ 

 ԍ ԋ ̆ ⅞№Ȃ IP

ᶏ ᶏץ ⌠ ԍ IP Ȃ ԍ ҩ ̆

ѿҩ IP Ȃ 

 ѿҩ ңҩ ѿҩ ̆ᵰ ⇔ץ ѿҩ

̆ IP ̆ Ȃѿҩ Ҍ

ңҩ ңҩ҉ץ ₮ Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆ ԅ Һ IP ҹ 10.10.10.1̆ ҹ 255.255.255.0Ȃ 

ip address 10.10.10.1 255.255.255.0 

ȍ ῏  Ȏפ

  פ

show interface Ḥ  

 

12.1.2 ip unnumbered 

פ ̆ѿҩ ҹ ̆ ҉ᾛ

IP ̆ ץ IP Ȃ ץ no Ȃ 

ip unnumbered interface-type interface-number 

no ip unnumbered interface-type interface-number 

ȍ Ȏ 

  

interface-type ῏  

interface-number ῏  

ȍ ’Ȏ 

’Ҋ̆ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 
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 פ 12.2

פ ̔ 

 arp 

 arp timeout 

 ip proxy-arp 

12.2.1 arp 

ᶏ ̆פ ץ ARP ‖ Ҭ ⱴ ӄ IP MAC Ȃ פ

no −ץ MAC Ȃ 

arp ip-address MAC-address type [ alias ] 

no arp ip-address MAC-address type [ alias ] 

ȍ Ȏ 

  

ip-address ҍ MAC IP ̆№ҹ

└ ṿ̆ ӊ Ȃ 

MAC-address ̆48 ҩ ᵝ  

type ARP Ȃ ԍץ ̆̓͂ ҹ

arpaȂ 

alias
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ȍ ῏  Ȏפ

  פ

clear arp-cache ARP ‖  

 

12.2.2 arp timeout 

ARP ‖ Ҭ ARP ̆ ץ Ȃפ פ no

ץ Ȃ 

arp timeout seconds 

no a
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12.2.3 ip proxy-arp 

҉ ף ARP ⱳ ̆ ץ ip proxy-arp Ȃפ פ no

῏ץ ף ARP ⱳ Ȃ 

ip proxy-arp 

no ip proxy-arp 

ȍ ’Ȏ 

ף ARPȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ף ARP ⱳ ץ ꜛ Ḥ Һ ̆ ῒ IP

MAC Ȃ ⌠ѿҩ ARP ĂRP IP ҍ

IP Ҍ ԍ ѿ ̆ IP ̆ ᴪ

ARP ̆ MAC ҹ ץ MAC Ȃ҉ץ ף

ARP ⱳ Ȃ 

ȍҽᶛȎ 

Ҋץ ̆ ץ FastEthernet 0 ף ARP ⱳ Ȃ 

interface fastEthernet 0 

ip proxy-arp 
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12.3 Һ  פ

ҍҺ ῏ פ ̔ 

 ip domain-lookup  

 ip host  

 ip name-server 

 

12.3.1 ip domain-lookup 

̆ ῃ Ҭ Ȃפ פ no ῏ץ

Ȃ 

ip domain-lookup 

no ip domain-lookup 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

 

ȍҽᶛȎ 

Ҋץ Ҭ̆῏ ԅ DNS ⱳ ̆RGOS ᴆ Ҍ Һ ҍҺ ḤԅȂ 

no ip domain-lookup 

ȍ ῏  Ȏפ

  פ

ip name-server ӈ DNS Ⱶ  
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12.3.2 ip host 

Һ IP ῏ ̆ ῃ Ҭ Ȃפ פ

no −ץ ῏ Ȃ 

ip host host-name address  

no ip host host-name 

ȍ Ȏ 

  

host-name ץץ Ȃ 

address ӈ῏ IP  

ȍ ’Ȏ 

Ҍפ ᵬ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ԅѿ Һ IP ̆Ӟ Һ ⌠ IP ȂҺ

⌠ IP ῤ ңҩ ̔ DNS ꜚ ӟȂip host

ҩ Ȃ 

ȍҽᶛȎ 

Ҋץ ̆ Ҭ telnet router2 פ ̆ᴪ ꜚ ⌠

192.168.12.6 Һ ҉ TCP 23 ̂Telnet Ⱶ ̃Ȃ 

ip host router2 192.168.12.6 

ȍ ῏  Ȏפ

  פ

clear host Һ ‖  

show hosts Һ ‖  
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12.3.3 ip name-server  

ӈ DNS Ⱶ ̆ ῃ Ҭ Ȃפ פ no −ץ ѿҩ

ҩ DNS Ⱶ Ȃ 

ip name-server ip-address1 [ ip-address2…ip-address6 ] 

no ip name-server [ ip-address1…ip-address6 ] 

ȍ Ȏ 

  

ip-address1 ӈ DNS Ⱶ IP  

ip-address2…ip-address ̂ ̃ ӈῒᵩ DNS Ⱶ

IP ̆ ץ ӈ 6ҩȂ 

ȍ ’Ȏ 

ӈᴋᵥ DNS Ⱶ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ӈ DNS Ⱶ R̆GOS ᴆ Ҍ DNS Ȃ ӈԅ ҩ DNS Ⱶ

R̆GOS ᴆ DNS ̆ ѿҩ DNS Ⱶ ̆

ᴪ ԋҩ DNS Ⱶ Ȃ 

ȍҽᶛȎ 

Ҋץ Ҭ̆ ԅ DNS Һ Ⱶ ҹ 192.168.12.1̆ Ⱶ ҹ 192.168.12.91Ȃ 

ip name-server 192.168.12.1 192.168.12.91 

҉ץ פ ԍץҊң  ̔פ



 112  ῍ 436                    http://www.ruijie.com.cn 

 

12.4 ꜚ Ⱶ  פ

ҍꜚ Ⱶ ῏ פ ̔ 

 ddns 88ip username 

 password password 

 bind interface-type interface-number 

 start 

 show ddns 

12.4.1 ddns 88ip 

╠ RGOS ᴆ ᶫꜚ Ⱶ 88ip ꜚ ⱵȂ ῃ Ҋ̆ᶏ

Ҋץ פ ῀ꜚ ̔ 

ddns 88ip username 

ᶏ Ҋץ −פ DDNS Ȃ 

no ddns  88ip  username 

ȍ Ȏ 

  

88ip ῀ 88ip
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 start 

  

ȍ ῏  Ȏפ

  פ

bind DDNS Ⱶ  

password DDNS ᶏ  

show ddns DDNS  

start DDNS Ⱶ  

12.4.2 bind  

ԍ RGOS ᴆ NAT ҩ₮ ̆ ꜚץ ⱵӞ ᶏ ҩ

₮ ҉ IP̆ Ⱶ ᶫ ΎȂ ᶏ bind פ Ȃ ̆RGOS

ᴆ IP̆ IP ̆↕ ꜚ DDNS Ⱶ

ᶫ №ᾟץ̆ ꜚ DNS ᴨלȂ 

ȍ Ȏ 

  interface-type interface-number ꜚ Ⱶ  

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ꜚ Ⱶ  

ȍᶏ Ȏ 

῀ꜚ Ⱶ ̆ ץ bind ҩꜚ Ⱶ ҩ₮

҉Ȃ Ҍפ ̆ start פ DDNS Ⱶ ᶏ̆ῒ Ȃ

ԍ DDNS Ⱶ ѿ ₮ ̆ ץ פ no ╠ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ FastEthernet 1/0 ᶏ 88ip ddns ⱵȂ 

ddns 88ip username1 

 passowrd password2 

 bind FastEthernet 1/0 

 start 

ȍ ῏  Ȏפ

  פ

ddns 88ip  DDNS Ⱶ ҍ ̆ ῀

DDNS  

password DDNS ᶏ  

show ddns DDNS  
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start DDNS Ⱶ  

 

12.4.3 password 

DDNS Ҋ̆ password פ DDNS Ȃ 

ȍ Ȏ 

  

0 ῀ ұ  

7 ῀ ұ  

password ұ 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ꜚ Ⱶ  

ȍᶏ Ȏ 

password פ DDNS Ȃ ԍ ̆ ץ ҩ פ no

╠ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ DDNS username1 ҹ password2Ȃ 

ddns 88ip username1 

 passowrd password2 

 bind FastEthernet 1/0 

 start 

ȍ ῏  Ȏפ

  פ

ddns 88ip DDNS Ⱶ ҍ ̆ ῀

DDNS  

bind DDNS Ⱶ  

show ddns DDNS  

start DDNS Ⱶ  

 

12.4.4 start 

DDNS Ҋ̆ start פ ꜚҍ DDNS Ⱶ Ȃ 

ȍ Ȏ 
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ȍ ’Ȏ 

ꜚȂ 

ȍ פ Ȏ 

ꜚ Ⱶ  

ȍᶏ Ȏ 

ȁ ȁ Ḥ ̆ ץ start פ ꜚҍ

DDNS Ⱶ ̆ᶏ DDNS Ⱶ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆DDNS ԅ Ḥ ̆ᶏ start ᶏ DDNS Ȃ 

ddns 88ip username1 

 passowrd password2 

 bind FastEthernet 1/0 

 start 

ȍ ῏  Ȏפ

  פ

Ddns 88ip  DDNS Ⱶ ҍ ̆ ῀

DDNS  

bind DDNS Ⱶ  
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12.5 IP  פ

ҍ IP ῏ פ ̔ 

 ip route-cache 

 ip routing 

12.5.1 ip route-cache  

ꜚ IP ֜ ̆ פ ip route-cacheȂ פ no

ץ IP ֜ ⱳ Ȃ 

ip route-cache  

no ip route-cache 

ȍ Ȏ 

 

ȍ ’Ȏ 

IP ֜ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

RGOS ᴆ ╠ ң IP ֜ ̔ ֜ ֜ Ȃ 

‖ ҹ ֜ ̆ ⌠ѿҩ ̆ ‖ ץ

Ạ⌠ ԍ ҩ Ȃ 

IP ֜ ѿ ץ ᶫ Ȃ 

ѿҩ ԅ IP ֜ ̆ ץ show ip interface פ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ FastEthernet 0/2 ῏ ԅ ѿ IP ֜ Ȃ 

interface FastEthernet 0/2 

 no ip route-cache 

ȍ ῏  Ȏפ

  פ

show ip interface IP  
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12.5.2 ip routing 

RGOS ᴆ IP ⱳ ̆ ῃ Ҋ Ȃפ פ no ץ

῏ IP ⱳ Ȃ 

ip routing 

no ip routing 

ȍ ’Ȏ 

IP Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ᵬҹ ̆ Ҍץ
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 פ 12.6

ҍ ῏ פ ̔ 

 ip broadcast-addresss 

 ip directed-broadcast 

 ip default-route 

12.6.1 ip broadcast-addresss 

ӈѿҩ ̆ פ ip broadcast-addresssȂ פ

no ץ Ȃ 

ip broadcast-addresss ip-address 

no ip broadcast-addresss ip-address 

ȍ Ȏ 

  

ip-address IP  

ȍ ’Ȏ 

IP ҹ 255.255.255.255Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

╠ IP ѿ ҹῃľ1Ŀ̆ ҹ 255.255.255.255ȂRGOS ᴆ

ץ ӈ֟ ῒ IP ̆ ғ ץ ῃľ1Ŀץ

ӈ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ֟ IP ҹ 0.0.0.0Ȃ 

ip broadcast-address  0.0.0.0 
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12.6.2 ip directed-broadcast 

IP ⌠ ̆ פ ip directed-broadcastȂ

פ no ⌠ Ȃ 

ip directed-broadcast [ access-list-number ] 

no ip directed-broadcast  

ȍ Ȏ 

  

access-list-number ̂ ̃ ↓ ̆ ׆ 1-199̆1300 - 2699Ȃ

ӈԅ ↓ ̆ IP

Ȃ 

ȍ ’Ȏ 

῏ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

IP ҹ ҩ IP IP ̆ ҹ

172.16.16.255 ҹ Ȃᵖ ֟ Ҍ

Ȃ 

ҍ ⌠ IP ̆ ѿ

Ȃ ⌠ ̆

ҹ ̂ѿ IP ҹῃľ1
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ȍҽᶛȎ 

Ҋץ ̆ᶏ ⱴ Ȃᵖ

ACL ҹ 2 ̆ᴨᾢ FastEthernet 1/0 ₮ Ȃ 

ip default-route balance by-source 

 

ȍ ῏  Ȏפ

  פ

access-list ACLȂ 

ip route Ȃ ץ 0.0.0.0

Ȃ 

bandwidth ҉ Ȃ ᴪ №

Ȃ 
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12.7 IP  פ

ҍ IP ῏ פ ̔ 

 clear arp-cache 

 clear ip route 

 show ip arp 

 show ip interface 

12.7.1 clear arp-cache 

׆ ARP ‖ Ҭ− ꜚ ARP ץ̆ IP ‖ ̆ ῃ פ

clear arp-cacheȂ 

clear arp-cache 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ץ ┘פ ARP ‖ IP ‖ Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆− ARP ꜚ IP ‖ Ȃ 

clear arp-cache 

ȍ ῏  Ȏפ

  פ

arp ARP Ҭ ⱴ Ȃ 

 

 

12.7.2 clear host 

ꜚ Һ ‖ ̆ ץ Ҭ  Ȃפ

clear host host-name 

ȍ Ȏ 

  

host-name ץ− ҩ ꜚ Һ ‖Ȃľ*Ŀ

ף ῃ ꜚ Һ ‖Ȃ 

ȍ פ Ȏ 
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ȍᶏ Ȏ 

Һ ‖ Ҭ ̆ ңҩ 1̔̃ ip host 2̃̕ DNS

ꜚ ӟȂ −ᴪ̆פ ╠ DNS ꜚ ӟ⌠ Һ Ȃ 

ȍҽᶛȎ 

Ҋץ Ҭ̆ᴪ− Һ -IP ‖ Ҭ ꜚ ӟ⌠ Ȃ 

clear host * 

ȍ ῏  Ȏפ

  פ

show hosts Һ ‖  

 

12.7.3 clear ip route 

ҩ− IP IP Ҭ ҩ ̆ ץ

clear ip route  Ȃפ

clear ip route { * | network [ netmask ] } 

ȍ Ȏ 

  

* − ῃ  

network −  

netmask ̂ ̃  

 

ȍ
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12.7.4 show hosts 

DNS Ⱶ ↓ ץ Һ ‖ ̆ Ҭ

 Ȃפ

show hosts [ host-name 
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ȍҽᶛȎ 

Ҋҹץ show ip arp ₮ ̔ 

Red-Giant#show ip arp  

Protocol Address       Age(min)Hardware        Type   Interface 

Internet 192.168.7.233  23     0007.e9d9.0488  ARPA FastEthernet 0/0 

Internet 192.168.7.112  10     0050.eb08.6617  ARPA FastEthernet 0/0 

Internet 192.168.7.79   12     00d0.f808.3d5c  ARPA FastEthernet 0/0 

Internet 192.168.7.1    50     00d0.f84e.1c7f  ARPA FastEthernet 0/0 

Internet 192.168.7.215  36     00d0.f80d.1090  ARPA FastEthernet 0/0 

Internet 192.168.7.127  0      0060.97bd.ebee  ARPA FastEthernet 0/0 

Internet 192.168.7.195  57     0060.97bd.ef2d  ARPA FastEthernet 0/0 

Internet 192.168.7.183  --     00d0.f8fb.108b  ARPA FastEthernet 0/0 

ARP ‖ Ҭ ӈ Ҋ̔ 

  

Protocol ̆ ҹ InternetȂ 

Address ҍ ᴆ IP Ȃ 

Age (min) ARP ‖ №ץ̆ Ȃ

̆ ṿ ľ-Ŀ Ȃ 

Hardware  ҍ IP ᴆ Ȃ 

Type ᴆ ץ̆ ҹ ARPAȂ 

Interface ҍ IP ῏ Ȃ 

 

12.7.6 show ip interface 

פ ץ IP Ḥ Ȃ פ Ҋ̔ 

show ip interface [ interface-type interface-number ] 

ȍ Ȏ 

  

Interface-type  

Interface-number  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ѿҩ ԍ R̆GOS ᴪ Ҭ⇔ ѿ Ȃ

RGOS ᴆ ץ Ȃ ׆ ҹҌ ̆

RGOS ᴆ ᴪ׆ Ҭ− Ȃ 

ԍ ̆ ᾛ Ḥ ̆ ᴪ ľUPĿ̕

ֽ ԍ ̆ ᴪ ľUPĿȂ 
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Ҍ ̆ Ҍѿ ̆ ҹ ֓ῤ ֓Ṣ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip interface ₮ Ȃ 

Red-Giant#show ip interface 

FastEthernet 0/0 

  IP interface state is: UP 

  IP interface type is: BROADCAST 

  IP interface metric is: 0 

  IP interface MTU is: 1500 

  IP address is: 

    192.168.5.133/24 (primary) 

  IP address negotiate is: OFF 

  Forward direct-boardcast is: ON 

  ICMP mask reply is: ON 

  Send ICMP redirect is: ON 

  Send ICMP unreachabled is: ON 

  DHCP relay is: OFF 

  Fast switch is: ON 

  Route horizontal-split is: ON 

  Help address is: 0.0.0.0 

  Proxy ARP is: ON 

Outgoing access list is not set. 

  Inbound access list is not set. 

Ҋ̔ 

  

IP interface state is:  ԍ ̆ῒṢ ᴆ

ҹľUPĿ 

IP interface type is:  ̆ ̆  

IP interface MTU is:  MTU ṿ 

IP address is:  IP Ḥ  

IP address negotiate is:  IP  

Forward direct-boardcast is:   

ICMP mask reply is:  ICMP  

Send ICMP redirect is:  ICMP  

Send ICMP unreachabled is:  ICMP Ҍ  
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12.7.7 show ddns  

ꜚ ̆ᶏ Ҋץ  ̔פ

show ddns 

ȍ Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍҽᶛȎ 

Ҋ̆ᶏ show ddns ץ ⌠ ҊḤ ̔ 

Red-Giant#show ddns  

Dynamic dns service client information: 

======================================= 

Service provider: 88ip 

username: RGOS 

password: ****** 

bind with:FastEthernet 0/1 

state: ⱳ 

domain name: 

RGOS.88ip.cn 

 

 

ȍ ῏  Ȏפ

  פ

ddns 88ip  DDNS Ⱶ ҍ ̆ ῀

DDNS  

bind DDNS Ⱶ  

password DDNS ᶏ  

start DDNS Ⱶ  
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҈  IP NAT  פ

13.1 IP NAT  פ

IP NAT Ҋץ  ̔פ

 address 

 clear ip nat statistics 

 clear ip nat translation 

 ip nat 

 ip nat inside destination 

 ip nat inside source 

 ip nat outside source 

 ip nat pool 

 ip nat translation 

 show ip nat statistics 

 show ip nat translations 
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13.1.1 address 

ѿҩ NAT ̆ NAT פ addressȂ פ

no −ץ ѿҩ Ȃ 

address start-ip end-ip [ match interface interface ] 

no address start
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ip nat pool ӈ IP NAT  
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13.1.2 clear ip nat translation 

׆ NAT Ҭ ̆ Ҭ  Ȃפ

clear ip nat translation { *

*{ ***
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13.1.3 ip nat 

ѿҩ NAT ̆ ץ ip nat Ȃפ

פ no ̆ ᶏѿҩץ ҌῬ NATȂ 

ip nat { inside | outside } 

no ip nat { inside | outside } 

ȍ Ȏ 

  

inside ῤ Ȃ 

outside Ȃ 

ȍ ’Ȏ 

̆ NATȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

outside inside ӊ ̆ ғ ѿ ↕ ̆ ᴪ

NAT Ȃ ѿҩ inside ѿҩ outside Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ץ 192.168.12.0/24
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  פ

ip nat outside source NAT Ȃ 

ip nat pool ӈ IP NAT  

show ip nat statistics IP NAT Ḥ Ȃ 

show ip nat translations IP NAT Ȃ 

 

13.1.4 ip nat application 

NAT ̆ ץ ῃ פ ip nat applicationȂ פ no

ץ Ȃ 

ip nat application source list list-num destination  dest-ip  { dest-change 

| src-change } ip-addr  

ip nat application source list list-num destination  { tcp |udp dest-ip 

port-num} { dest-change ip-addr port-num | src-change ip-addr } 

 

no ip nat application source list list-num destination  dest-ip  

{ dest-change | src-change } ip-addr  

no ip nat application source list list-num destination  { tcp |udp dest-ip 

port-num} { dest-change ip-addr port-num | src-change ip-addr } 

 

ȍ Ȏ 

  

list-num ῤ ↓ ,

ᴆ 

dest-ip 
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  פ

show ip nat statistics IP NAT Ḥ Ȃ 

show ip nat translations IP NAT Ȃ 
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13.1.5 ip nat inside destination 

NAT ῤ ̆ ῃ פ ip nat inside destinationȂ

פ no ῏ NAT ῤ Ȃ 

ip nat inside destination list access-list-number pool pool-name 

no ip nat inside destination list access-list-number pool pool-name 

ȍ Ȏ 

  

list 

access-list-number 
↓ ӈ ῤ ῃ ̆ ↓

Ҭ ῤ̆ ῃ ᴪ pool Ҭ ӈ ῤ

Ȃ 

pool pool-name Ҭ ӈԅῤ ̆

̆ ᴪ׆Ҭ№ ῤ Ȃ 

ȍ ’Ȏ 

ῤ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ῤ ̆ ץ TCP Ȃ ῤ Һ

TCP ̆ Һ TCP ҙⱵ Ȃ ̆ᵰ ץ

NAT TCP ̆NAT ⇔ ԅѿ Һ ᶫ TCP Ⱶ̆

Һ ῤ Һ ̆ ̆ ⌠ №

Ȃᵖ ԍῒ IP ̆ҌẠᴋᵥ ̆ NAT ᵬԅῒ Ȃ 

NAT TCP ̆ῤ ץ ῃ ̆Ӟ ץ

Ȃᵖ Һ ҹ ῃ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ῤ ᶫԅѿҩ Һ 10.10.10.100̆

WWW Ⱶ̆ῤ ᶫ Ⱶ ҉ ң ҹ 10.10.10.1ȁ

10.10.10.2 Һ ȂNAT ̆ Ȃ 

! 

interface FastEthernet 0/0 

 ip address 10.10.10.254 255.255.255.0 

 ip nat inside 

! 

interface FastEthernet 1/0 

 ip address 200.168.12.17 255.255.255.240 

 ip nat outside 
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! 

ip nat pool net10 10.10.10.1 10.10.10.2 prefix-length 24 type rotary 

ip nat inside destination list 1 pool net10 

! 

access-list 1 permit 10.10.10.100 

ȍ ῏  Ȏפ

  פ

clear ip nat translation  NAT Ȃ 

ip nat ӈ NAT Ȃ 

ip nat inside source ῤ NAT Ȃ 

ip nat outside source NAT Ȃ 

ip nat pool ӈ IP NAT  

show ip nat statistics IP NAT Ḥ Ȃ 

show ip nat translations IP NAT Ȃ 
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13.1.6 ip nat inside source 

ῤ NAT̆ ץ פ ip nat inside sourceȂ פ no

ץ ꜚ NATȂ 

ip nat inside source list access-list-number { interface interface-type 

interface-number | pool pool-name } [ overload ] 

no ip nat inside source list access-list-number 

ip nat inside source static local-ip global-ip [permit-inside] 

no ip nat inside source static local-ip global-ip [permit-inside] 

ip nat inside source static protocol local-ip local-port global-ip 

global-port [permit-inside] 

no ip nat inside source static protocol local-ip local-port global-ip 

global-port [permit-inside] 

ȍ Ȏ 

  

list 
access-list-number 

↓ Ȃ ↓ ̆

ᴪ⇔ NAT Ȃ 

interface 

interface-type 
interface-number 

≠ outside ῃ Ạ NAPT̂

̃̆Ӟ NATȂ 

pool pool-name ≠ Ҭ ῃ Ạ NATȂ 

Overload ̂ p̃ool Ҭ ҩῃ ץ ̆

Ạ NAPTȂ ╠ ҩ ̆ῃ Ӟ Ȃ

ӊ ץ ⱴ ҩ ҹԅ cisco Ὶפ Ȃ 

static local-ip 
global-ip 

ӈ NATȂlocal-ip ҹ ̆global-ip
ҹῃ Ȃ 

static protocol ӈ NATȂprotocol ҹץ TCP UDPȂ 

local-port Ⱶ ȂTCP UDP ̆

Ⱶ ѿ ѿҩ Ⱶ Ȃ 

global-port ῃ Ⱶ Ȃ ῤ

Һ ⱵȂ ҍץ local-port Ҍ Ȃ 

permit-inside ₮ ip nat inside source static Ҭ̆פ ԍ

ᾛ ῤ ץ global-ip local-ip Һ Ȃ 

 

ȍ ’Ȏ 
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ῤ NAT Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ῤ IP ҹ ̆ ҍ ̆ NAT̆ ῤ

IP ῃ ѿ IP Ȃ 

ԍѿ֓ ᴑҙ ᵝ̆ ֽֽҹԅ҉ ̆ ȁ

ᴆȁҊ ᴆ ̆ Ҍ ᶫ Ⱶ̆ ץ ≠ outside

IP Ạῃ ץ̆ NAPT Ȃ Ҍᵬ NAT̆№

ῤ ᶏ ҉ҍ ԅԑ ̆ᵖ ԑӊ ԑ Ҍԅ̆ ҹ

Ȃ 

ԍ ᶫ Ⱶ ῤ Һ ̆ NAT NAPTȂ ⌠ Ⱶ ᶫ ̆

Ҍ ≠ outside Ạ NAPT̆ ҹ ҹҍ ISP ԑ ̆

Ȃ ’Ҋ̆ῤ ֓ῤ Һ ᶫ Ⱶ̆ ῤ

IP ԅȂᵖץ ֓ Ⱶ̆ ῤ ῃץ IP ⱵȂ

ῤ NAT ῤ NAPT ̆ ⱴ῀ permit-inside

῏ Ȃ Ӟ inside ҉ ҉ no ip redirects̆ inside

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ץ 192.168.12.0/24 ῤ Һ ̆ꜚ ⌠ῃ

200.168.12.0/28 Ȃῤ ῒ Һ Ҍᾛ Ạ NATȂ 

! 

interface FastEthernet0 

 ip address 192.168.12.6 255.255.255.0 

 ip nat inside 

! 

interface FastEthernet1 

 ip address 200.168.12.17 255.255.255.240 

 ip nat outside 

 

! 

ip nat pool net200 200.168.12.1 200.168.12.15 prefix-length 28 

ip nat inside source list 1 pool net200 

! 

access-list 1 permit 192.168.12.0 0.0.0.255 

ȍ ῏  Ȏפ

  פ

clear ip nat translation  NAT Ȃ 

ip nat ӈ NAT Ȃ 

ip nat inside destination ῤ NAT Ȃ 

ip nat outside source NAT Ȃ 

ip nat pool ӈ IP NAT Ȃ 
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show ip nat statistics IP NAT Ḥ Ȃ 

show ip nat translations IP NAT Ȃ 
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13.1.7 ip nat outside source 

NAT̆ ץ ῃ פ ip nat outside sourceȂ פ

no ץ NATȂ 

ip nat outside source list access-list-number pool pool-name  

no ip nat outside source list access-list-number 

ip nat outside source static global-ip local-ip  

no ip nat outside source static global-ip local-ip 

ip nat outside source static protocol global-ip global-port local-ip 

local-port  

no ip nat outside source static protocol global-ip global-port local-ip 

local-port  

ȍ Ȏ 

  

list 
access-list-number 

ῃ ↓ Ȃ ↓ ̆

ᴪ⇔



 142  ῍ 436                    http://www.ruijie.com.cn 

Ḥ ̆ ԅ NAT̆ Һ ῤ ҹ ѿҩ

Һ ̆ ӊѿ Ȃ 

NAT ̆ῒ №ҹңҩ №ῤ ̔1̃ῤ NAT ̕2̃

NAT ̆ ҍῤ ̆

ץ NAT ꜚ NAT Ȃ 

ῤ № ԅ Ύ ῃ IP ̆ ҍԑ ̆ ᴪ

’Ȃῤ ѿ Һ ̆

DNS NATȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ῤ̆ 92.168.12.0/24 ҍ Ȃ ῤ̆

Һ ץ 192.168.12.0/24 92.168.12.0/24 Һ

Ȃ 

interface FastEthernet 0/0 

 ip address 92.168.12.55 255.255.255.0 

 ip nat inside 

! 

interface FastEthernet 1/0 

 ip address 92.168.100.1 255.255.255.0 

 ip nat outside 

! 

ip nat pool net200 200.168.12.1 200.168.12.15 prefix-length 28 

ip nat pool net192 192.168.12.1 192.168.12.254 prefix-length 24 

ip nat inside source list  1 pool net200 

ip nat outside source list 1 pool net192 

access-list 1 permit 92.168.12.0 0.0.0.255 

! 

ip route 192.168.12.0 255.255.255.0 92.168.100.2 

ԍ׆ inside ⌠ outside ̆ ᾢ∞ ‗ NAT̆

Ȃ 
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  פ

clear ip nat translation  NAT Ȃ 

ip nat ӈ NAT Ȃ 

ip nat inside destination ῤ NAT Ȃ 

ip nat inside source ῤ NAT Ȃ 

ip nat outside source NAT Ȃ 

show ip nat statistics IP NAT Ḥ Ȃ 

show ip nat translations IP NAT Ȃ 
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13.1.9 ip nat translation 

NAT פ ip nat 

translation
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ȍ ῏  Ȏפ

  פ

clear ip nat translation  NAT Ȃ 

ip nat ӈ NAT Ȃ 

ip nat inside destination ῤ NAT Ȃ 

ip nat inside source ῤ NAT Ȃ 

ip nat outside source NAT Ȃ 

ip nat pool ӈ IP NAT  

show ip nat translations IP NAT Ȃ 
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13.1.11 show ip nat translations 

NAT ̆ show ip nat translations  Ȃפ

show ip nat translations [icmp | tcp | udp | dst-ip | src-ip ] [ verbose ] 

ȍ Ȏ 

  

icmp icmp nat Ȃ 

tcp tcp nat Ȃ 

udp udp nat Ȃ 

verbose NAT Ḥ Ȃ 

dst-ip ҩ ip NAT Ḥ Ȃ 

src-ip ҩ ip NAT Ḥ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ץ IP NAT ’̆ ̆ῤ ῃ ȁῤ

ȁ ȁ ῃ Ȃ verbose

ץ Ḥ ̆ timeout ̆ ▼ᵩ ȁ

Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip nat translations verbose פ ₮ Ȃ 

Red-Giant#show ip nat translations verbose 

timeout for NAT TCP flows: 86400 

timeout for NAT TCP flows after a FIN or RST: 60 

timeout for NAT TCP flows after a SYN : 60 

timeout for NAT UDP flows: 300 

timeout for NAT DNS flows: 60 

timeout for NAT ICMP flows: 60 

 

Pro Inside global      Inside local       Outside local      Outside global 

tcp 192.168.5.103:1987 192.168.211.21:1987 211.67.71.7:80    211.67.71.7:80  

        timeout=85139 ESTABLISHED 

udp 192.168.5.103:1041 192.168.211.183:1041 202.101.98.55:53 202.101.98.55:53  

        timeout=38 

 

ӈ Ҋ̔ 

  

Pro Ȃ ľudpĿ ҹ UDP ̕ľtcpĿ

ҹ TCP ȂľicmpĿ ҹ ICMP
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 DHCP  פ

14.1 DHCP  פ

DHCP Ҋץ  ̔פ

 clear ip dhcp binding 

 clear ip dhcp conflict 

 clear ip dhcp server statistics 

 client-identifier 

 client-name 

 default-router 

 dns-server 

 domain-name 

 hardware-address 

 host 

 ip address dhcp 

 ip dhcp excluded-address 

 ip dhcp ping packet 

 ip dhcp ping timeout 

 ip dhcp pool 

 lease 

 netbios-name-server 

 netbios-node-type 

 network̂DHCP̃ 

 option 

 service dhcp 

 show dhcp lease 

 show ip dhcp binding 

 show ip dhcp conflict 

 show ip dhcp server statistics 

14.1.1 clear ip dhcp binding 

DHCP ̆ clear ip dhcp binding  Ȃפ

clear ip dhcp binding { * | ip-address } 

ȍ
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* − DCHP Ȃ 

ip-address − IP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ DHCP ꜚ ̆DHCP − ץ no ip dhcp pool

 Ȃפ

ȍҽᶛȎ 

Ҋᶛץ ̆ ԅ IP ҹ 192.168.12.100 DHCP Ȃ 

clear ip dhcp binding 192.168.12.100 

ȍ ῏  Ȏפ

  פ

show ip dhcp binding DHCP Ⱶ Ȃ 

 

 

14.1.2 clear ip dhcp conflict 

DHCP ‖ ̆ clear ip dhcp conflict  Ȃפ

clear ip dhcp conflict { * | ip-address } 

ȍ Ȏ 

  

* − DCHP ‖ Ȃ 

ip-address − IP ‖ Ȃ 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

DHCP Ⱶ ‖ ping ᴪ ̆DHCP ‖

̂ARP̃Ȃclear ip dhcp conflict −ץ ‖ Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆ ԅ ‖ Ȃ 

clear ip dhcp conflict * 

ȍ ῏  Ȏפ
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  פ

ip dhcp ping packets 
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default-router 192.168.12.1 

ȍ ῏  Ȏפ

  פ

ip dhcp pool ӈ DHCP ̆ ῀ DHCP

Ȃ 

 

 

14.1.7 dns-server 

ӈ DHCP DNS Ⱶ ̆ DHCP פ dns-serverȂ פ

no −ץ DNS Ⱶ ӈȂ 

dns-server { ip-address [ ip-address2…ip-address8 ] | use-dhcp-client 

interface-type interface-number } 

no dns-server  

ȍ Ȏ 

  

ip-address ӈ DNS Ⱶ IP Ȃ ѿҩȂ 

ip-address2…ip-address8 ̂ ̃ ץ 8ҩ DNS Ⱶ Ȃ 

use-dhcp-client 

interface-type 
interface-number 

RGOS ᴆ DHCP ⌠ DNS Ⱶ ̆

ᵬҹ DHCP DNS Ⱶ Ȃ 

�Ð

ȍȍ
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ip address dhcp DHCP IP Ḥ Ȃ 

ip dhcp pool ӈ DHCP ̆ ῀ DHCP Ȃ 

 

 

14.1.8 domain-name 

ӈ DHCP ̆ DHCP פ domain-nameȂ פ no

−ץ Ȃ 

domain-name domain-name 

no domain-name 

ȍ Ȏ 

  

domain-name ӈ DHCP ұȂ 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

DHCP  

ȍᶏ Ȏ 

DHCP ԅ ̆ ΐ Һ ̆

Һ  ԅȂץ

ȍҽᶛȎ 

Ҋץ ᶛ ̆ DHCP ӈԅ i-net.com.cnȂ 

domain-name i-net.com.cn  

ȍ ῏  Ȏפ

  פ

dns-server  ӈ DHCP DNS Ⱶ  

ip dhcp pool ӈ DHCP ̆ ῀ DHCP Ȃ 

 

 

14.1.9 hardware-address 

ӈ DHCP ᴆ ̆ DHCP פ hardware-addressȂ

פ no −ץ ᴆ ӈȂ 



 159  ῍ 436                    http://www.ruijie.com.cn 

hardware-address hardware-address type  

no hardware-address 

ȍ Ȏ 

  

hardware-address ӈ DHCP MAC Ȃ 

type DHCP ᴆ ̆ ץ ұ

ӈȂ ұ ̔ 

 ethernet  

 ieee802  

̔ 

 1̂10M ethernet̃ 
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host ip-address [ netmask ] 

no host 

ȍ Ȏ 

  

ip-address ӈ DHCP Һ IP Ȃ 

netmask ӈ DHCP Һ Ȃ 

ȍ ’Ȏ 

ӈҺ IP Ȃ 

ȍ פ Ȏ 

DHCP  

ȍᶏ Ȏ 

ӈ D̆HCP Ⱶ ≠ IP ȂA

ҹ 255.0.0.0̕B ҹ 255.255.0̕C ҹ

255.255.255.0Ȃ 

DHCP ӈ ̆ ᶏץ  Ȃפ

ȍҽᶛȎ 

Ҋץ ᶛ ̆ IP ҹ192.168.12.91̆ ҹ ᾧ255.255.255.240Ȃ 

host 192.168.12.91 255.255.255.240 

ȍ ῏  Ȏפ

  פ

client-identifier  ӈ DHCP ѿ ץ̂

Έ └ ̃Ȃ 

hardware-address ӈ DHCP ᴆ Ȃ 

ip dhcp pool ӈ DHCP ̆ ῀ DHCP

Ȃ 

 

 

14.1.11 ip address dhcp 

ᶏ ץ DHCP IP Ḥ ̆ פ ip address 

dhcpȂ פ no ץ Ȃ 

ip address dhcp 

no ip address dhcp 

ȍ ’Ȏ 
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Ҍ DHCP IP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

RGOS ᴆ DHCP ̆ IP ̆ DHCP Ⱶ ᶫԓҩ

Ḥ ̔1̃DHCP 1̆ ̕2̃DHCP 3̆ ѿ ҉ ῏Ḥ

̕3̃DHCP 6 D̆NS Ⱶ Ḥ ̕4̃DHCP 15̆Һ D̕HCP

44̆WINS Ⱶ Ḥ Ȃ 

RGOS ᴆ DHCP Ⱶ ̆ ץ DHCP DNS Ḥ ̆D ῒ DHCP

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ᶏ FastEthernet 0 ꜚ IP Ȃ 

interface fastEthernet 0 

ip address dhcp 

ȍ ῏  Ȏפ

  פ

dns-server  ӈ DHCP DNS Ⱶ  
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ip dhcp ping packets 3 

ȍ ῏  Ȏפ

  פ

clear ip dhcp conflict DHCP ‖ Ȃ 

ip dhcp ping timeout DHCP Ⱶ ping ᵬ Ȃ

ῤ ping ⌠ ̆

№ ̕ ↕ ‖ Ȃ 

show ip dhcp conflict DHCP Ⱶ № ̆ ⌠ ‖ Ȃ 

 

 

14.1.14 ip dhcp ping timeout 

DHCP Ⱶ ping ᵬ ‖ ̆ ̆ ῃ

פ ip dhcp ping timeoutȂ פ no ץ Ȃ 

ip dhcp ping timeout milli-seconds 

no ip dhcp ping timeout 

ȍ Ȏ 

  

milli-seconds DHCP Ⱶ ping ץ̂ ̃Ȃ ṿ ҹ 100

⌠ 1000Ȃ 

ȍ ’Ȏ 

ҹ 500 Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ӈ ѿҩ ping Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ping ҹ 600msȂ 

ip dhcp ping timeout 600 

ȍ ῏  Ȏפ

  פ

clear ip dhcp conflict DHCP ‖ Ȃ 

ip dhcp ping packets ӈ DHCP Ⱶ № ̆

‖ ping ᵬ ҩ Ȃ 
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14.1.15 ip dhcp pool 

ӈѿҩ DHCP ῀ DHCP ̆ ῃ פ ip dhcp 

poolȂ פ no −ץ DHCP Ȃ 

ip dhcp pool pool-name 

no ip dhcp pool pool-name 

ȍ Ȏ 
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14.1.16 lease 

ӈ DHCP Ⱶ № ̆ DHCP פ leaseȂ

פ no Ȃ 

lease { days [ hours ] [ minutes ] | infinite } 

no lease 

ȍ Ȏ 

  

days ӈ ץ̆ ҹ ᵝȂ 

hours ̂ ̃ ӈ ץ̆ ҹ ᵝȂ

ӈ ╠ ӈ Ȃ 

minutes ̂ ̃ ӈ №ץ̆ ҹ ᵝȂ

ӈ№ ╠ ӈ Ȃ 

infinite ӈ └ Ȃ 

ȍ ’Ȏ 

ҹѿ Ȃ 

ȍ פ Ȏ 

DHCP  

ȍᶏ Ȏ 

⌠ D̆HCP ᴪ ȂDHCP Ⱶ ѿ ᴪᾛ ̆

Ḡ Ҍ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ DHCP ҹ 1 Ȃ 

lease 0 1 

Ҋץ ᶛ ̆ DHCP ҹ 1 № Ȃ 

lease 0 0 1 

ȍ ῏  Ȏפ

  פ

ip dhcp pool ӈ DHCP ̆ ῀ DHCP Ȃ 
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14.1.17 netbios-name-
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14.1.19 network̂DHCP̃ 

ӈ DHCP ̆ DHCP פ networkȂ

פ no −ץ ӈȂ 

network net-number [ net-mask ] 

no network 

ȍ Ȏ 

  

net-number DHCP IP Ȃ 

net-mask ̂ D̃HCP IP Ȃ

ӈ ̆ ҹ

Ȃ 

ȍ ’Ȏ 

ӈ Ȃ 

ȍ פ Ȏ 

DHCP  

ȍᶏ Ȏ 

ӈ ῒ ҹ̆ DHCP Ⱶ ᶫԅѿҩ №

Ȃ ̆ ↕ Ҭ № ȂDHCP

№ Ҭ ̆ ̆ DHCP Ҭ

⌠ Ҭ ̆ Ҋѿҩ ̆ ⌠№ ѿҩ Ȃ 

№ ’ show ip dhcp binding פ ̆ ‖ ’ show 

ip dhcp conflict פ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ӈԅ DHCP ҹ 192.168.12.0̆ ҹ

255.255.255.240Ȃ 

network 192.168.12.0 255.255.255.240  

ȍ ῏  Ȏפ

  פ

ip dhcp excluded-address  ӈ DHCP Ⱶ Ҍ № IP

Ȃ 

ip dhcp pool ӈ DHCP ̆ ῀ DHCP

Ȃ 
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14.1.20 option 

DHCP Ⱶ ̆ DHCP פ optionȂ פ no

−ץ option ӈȂ 

option code { ascii string | hex string | ip ip-address } 

no option 

ȍ Ȏ 

  

code ӈ DHCP ף Ȃ 

ascii string ӈѿҩ ASCII ұȂ 

hex string ӈ Έ └ ұȂ 

ip ip-address ӈ IP ↓ Ȃ 

ȍ Ȏ 
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14.1.21 service dhcp 

҉ DHCP Ⱶ ̆ ῃ פ service dhcpȂ פ no

῏ץ DHCP Ⱶ Ȃ 

service dhcp 

no service dhcp 

ȍ ’Ȏ 

DHCP Ⱶ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

DHCP Ⱶ ץ ꜚ № IP ̆ ᶫ DNS Ⱶ ȁ ῏

Ḥ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ԅ DHCP Ⱶ Ҭ Ȃ 

service dhcp  

ȍ ῏  Ȏפ

  פ

show ip dhcp server statistics DHCP Ⱶ Ḥ Ȃ 
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Ҋҹץ show dhcp lease Ȃ 

Red-Giant#show dhcp lease  

Temp IP addr: 192.168.5.71  for peer on Interface: FastEthernet0/0 

Temp  sub net mask: 255.255.255.0 

   DHCP Lease server: 192.168.5.70, state: 3 Bound 

   DHCP transaction id: 168F 

   Lease: 600 secs,  Renewal: 300 secs,  Rebind: 525 secs 

Temp default-gateway addr: 192.168.5.1 

   Next timer fires after: 00:04:29 

   Retry count: 0   Client-ID: redgaint-00d0.f8fb.5740-Fa0/0 

14.1.23 
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ȍ ῏  Ȏפ

  פ

clear ip dhcp binding DHCP  

 

 

14.1.24 show ip dhcp conflict 

DHCP Ⱶ ‖ ̆ EXEC פ show ip dhcp conflictȂ 

show ip dhcp conflict  

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ץ DHCP Ⱶ ⌠ ‖ ↓ ↓ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip dhcp conflict פ ₮ Ȃ 

Red-Giant#show ip dhcp conflict 

IP address     Detection Method     

 192.168.12.1     Ping 

 

dhcpd excluded ipaddress  

 192.168.12.100     

ӈ ҊȂ 

  

IP address Ҍ № DHCP IP Ȃ 

Detection Method ‖ Ȃ 

dhcpd excluded ipaddress Ȃ 

 

ȍ ῏  Ȏפ

  פ

clear ip dhcp confict DHCP ‖  
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14.1.25 show ip dhcp server statistics 

DHCP Ⱶ ̆ EXEC  show ip dhcp server statisticsȂפ

show ip dhcp server statistics 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ץ DHCP Ⱶ ╠ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip dhcp server statistics פ ₮ Ȃ 

Red-Giant#show ip dhcp server statistics  

Address pools             4 

Automatic bindings        4 

Manual bindings           0 

Expired bindings          0 

Malformed messages 2 

 

Message                   Received 

BOOTREQUEST               216 

DHCPDISCOVER              33 

DHCPREQUEST               25 

DHCPDECLINE               0 

DHCPRELEASE               1 

DHCPINFORM                150 

 

Message                   Sent 

BOOTREPLY                 16 

DHCPOFFER                 9 

DHCPACK                   7 

DHCPNAK                   0 

 

ӈ ҊȂ 

  

Address pools ҩ  

Automatic bindings ꜚ Ȃ 

Manual bindings   Ȃ 

Expired bindings Ȃ 

Malformed messages DHCP ⌠Ҍ Ȃ 
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Message Received or Sent  DHCP Ⱶ Ȃ 

 

ȍ ῏  Ȏפ

  פ

clear ip dhcp server statistics − DHCP Ⱶ Ȃ 
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ԓ  IP Ⱶ  פ

15.1 IP Ⱶ  פ

IP Ⱶ פ Ҋץ  ̔פ

 ip mask-reply  

 ip mtu  

 ip redirects  

 ip source-route  

 ip unreachables  

 

15.1.1 ip mask-reply 

RGOS ᴆ ICMP Ạ₮ ̆ ICMP ̆

פ ip mask-replyȂ פ no ῏ ICMP Ȃ 

ip mask-reply 

no ip mask-reply 

ȍ ’Ȏ 

῏ ICMP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ԑ ҉ ҩ ̆ҹԅ Ḥ ̆  

ץ ICMP ̆ ⌠ ICMP ᴪ

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆
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15.1.2 ip mtu 

IP ᴰ ᾝ̂MTŨ̆ פ ip mtuȂ פ no

ץ Ȃ 

ip mtu bytes 

no ip mtu 

ȍ Ȏ 

  

bytes IP ᴰ ᾝ̆ץ ҹ ᵝ̆

68~1000000Ȃ 

ȍ ’Ȏ 

ҍ פ mtu ṿ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ѿҩ IP IP MTU ̆RGOS ᴆ ᴪ №Ȃ ѿ

҉ ̆ῒԑ IP MTU ѿ ѿ Ȃ 

פ mtu ᴰ ᾝṿ ̆IP MTU
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15.1.4 ip source-route 

ᾛ RGOS ᴆ Ḥ IP ̆ ῃ ip source-routeȂפ

פ no ῏ Ḥ ⱳ Ȃ 

ip source-route 

no ip source-route 

ȍ ’Ȏ
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15.1.5 ip unreachables 

RGOS ᴆ ֟ ICMP Ҍ ̆ פ ip unreachablesȂ

פ no ῏ץ ICMP Ҍ Ȃ 

ip unreachables 

no ip unreachables 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

RGOS ᴆ ⌠ѿҩ ҹ ̆ Ҍ ҉

̆ ᴪ ѿҩ ICMP Ҍ Ȃ 

RGOS ᴆ ԍ ̆ Ҍ ѿҩ ̆ ᴪ ICMP Һ

Ҍ Ȃ 

פ ICMP Ҍ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆῏ ԅ fastEthernet 0/0 ICMP Ҍ Ȃ 

interface fastEthernet 0/0 

no ip unreachables 
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NFC information: 

destination     fw_state        type    l2_len:l2_context 

20.0.0.0/24     FR             PR    14: 00d0f800000300d0f80000040800 

10.0.0.0/24     PR             PO 

30.0.0.0/24     PR             PO 

DFC           FR                    14: 00d0f800000500d0f80000060800 

 

ӈ Ҋ̔ 

  

Destination CACHE IP  

l2_len CACHE  

l2_contex CACHE ῤ  
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҂  RIP  פ

17.1 RIP ῏  פ

RIP Ҋץ  ̔פ

 auto-summarŷRIP̃ 

 default-metriĉRIP̃ 

 ip rip authentication key-chain 

 ip rip authentication mode 

 ip rip receive version 

 ip rip send version 

 ip split-horizon̂RIP̃ 

 neighbor̂RIP̃ 

 network̂RIP̃ 

 offset-list̂RIP̃ 

 router rip 

 timers basic 

 validate update source 

 version 
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17.1.1 auto-summarŷRIP̃ 

RIP ꜚ ⱳ ̆ פ auto-summaryȂ פ no

῏ ꜚ ⱳ Ȃ 

auto-summary 

no auto-summary 

ȍ Ȏ 

῏ Ȃ 

ȍ ’Ȏ 

ꜚ ⱳ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

RIP ꜚ ̆ ̆ ꜚ

ȂRIPv1 RIPv2 ’Ҋ ꜚ Ȃ 

RIP ꜚ ⱳ ̆ ԅ ᵈ Ȃ ̆

Ҭ Ҍ⌠ ῤ ̆ ץ Ȃ 

ᴪ ̆Һ Ҋץ ̔ 

 RIP ̆ ᴪ ⌠ᴨᾢ ̕ 

 RIP ̆ᴋᵥ ̆ ԅ Ȃ 

⌠ΐᵣ ̆ Ҍ ⌠ ̆

῏ ꜚ ⱳ Ȃp RIPv2 ̆ ῏ץ ꜚ ⱳ R̆IPv1

ꜚ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆῏ ԅ RIPv2 ꜚ Ȃ 

router rip 

version 2 

no auto-summary 

ȍ ῏  Ȏפ

  פ

Version ӈ RIP ᴆ Ȃ v1 v2 ңҩ ̆

v1&v2Ȃ 
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ip rip authentication key-chain name-of-keychain 

no ip rip authentication key-chain 

 

ȍ Ȏ 

  

name-of-keychain ұ ̆ RIP ᶏ ұȂ 

ȍ ’Ȏ 

Ҍ RIP Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ұ Ҭ ԅ̆ᵖ ≠ key chainῃ פ

ұ ӈ̆ Ҍᴪ RIP Ȃ 

RIPv1Ҍ RIP ̆ RIPv2 Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆FastEthernet 1/0 ԅ RIP ̆῏ ұҹ

ripchainȂ 

interface FastEthernet 1/0 

ip rip authentication key-chain ripchain 

ȍ ῏  Ȏפ

  פ

ip rip authentication mode ӈ RIP Ȃ 
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17.1.4 ip rip authentication mode 

ӈ RIP ̆ ᶏ פ ip rip authentication modeȂ

פ no RIP Ȃ 

ip rip authentication mode {text | md5} 

no ip rip authentication mode 

ȍ Ȏ 

  

text RIP ҹ Ȃ 

md5 RIP ҹ MD5 Ȃ 

ȍ ’Ȏ 

ҹ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

RIP ̆ ֜ RIP Ḥ ̆ RIP

ѿ ̆ ↕ RIP ֜ Ȃ 

RIPv1Ҍ RIP ̆ RIPv2 Ȃ
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ip rip receive version [1] [2] 

no ip rip receive version 

ȍ Ȏ 

  

1 ̂ ̃ RIPv1 Ȃ 

2 ̂ ̃ RIPv2  

ȍ ’Ȏ 

ҹ ‗ԍ version פ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ̆ ץ vesion פ Ȃ פ

RIP ҹ̆ ᾛץ RIPv1 RIPv2 Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ᶏ̆ fastethernet 0/0 ץ RIPv1 RIPv2 Ȃ 

interface fastethernet 0/0 

 ip rip receive version 1 2 

ȍ ῏  Ȏפ

  פ

version ӈ RIP

Ȃ
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ȍᶏ Ȏ 

פ ̆ ץ vesion פ Ȃ פ

RIP ҹ̆ ᾛץ RIPv1 RIPv2  

ȍҽᶛ  

Ҋץ ᶛ ᶏ̆ fastethernet 0/0 ץ RIPv1 RIPv2  

interface fastethernet 0/0 

 ip rip send version 1 2 

ȍ ῏ פ  

  פ

version ӈ RIP

Ȃ 

17.1.7 ip split-horizon̂RIP̃ 

RIP №◓ⱳ ̆ ᶏ פ ip split-horizonȂ פ no

῏ RIP №◓ⱳ Ȃ 

ip split-horizon 

no ip split-horizon 

ȍ Ȏ 
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interface fastethernet 0/0  

  no ip split-horizon 

ȍ ῏  Ȏפ

  פ

neighbor̂RIP̃ ӈ RIP IP Ȃ 

validate update source RIP Ȃ 

17.1.8 neighbor̂RIP̃ 

ӈ RIP IP ̆ ץ פ neighborȂ פ no

− ӈȂ 

neighbor ip-address 

no neighbor 

ȍ Ȏ 

  

ip-address IP Ȃ Ȃ 

ȍ ’Ȏ 

ӈ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

RIPv1 ᶏ IP ̂255.255.255.255̃ Ḥ ̆RIPv2 ᶏ

̂224.0.0.9̃ Ḥ Ȃ Ҍ ҉

ῃ ̆ ⌠ Ḥ ̆ ץ פ passive-interface

ҹ ꜚ ̆ ӈ ֓ ץ ⌠ Ḥ Ȃ Ҍפ

ᴪ RIPḤ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ᶏ 192.168.12.6 RIP Ȃ 

router rip 

network 192.168.12.0 

passive-interface fastethernet 0/0 

neighbor 192.168.12.6 

ȍ ῏  Ȏפ

  פ

ip split-horizon RIP №◓Ȃ 

passive-interface ῏ Ȃ 

validate update source RIP Ȃ 
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17.1.9 network̂RIP̃
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17.1.10 router rip 

⇔ RIP ῀ ̆ ᶏ ῃ פ router ripȂ

פ no − RIP Ȃ 

router rip  

no router rip 

ȍ Ȏ 

פ ῏ Ȃ 

ȍ ’Ȏ 

RIP Ȃ 

ȍᶏ Ȏ 

ѿҩ RIP ̆ ӈѿҩ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ԅ ᵥ⇔ RIP ̆ ῀ Ȃ 
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i̕nvalid ῤ ⌠ ̆ ᴪ ᵝȂInvalid

ҹ 180 Ȃ 

flush ̆ץ ׆̆ RIP ῀ invalid Ȃ

flush ⌠ ̆ ԍ invalid ₮ ȂFlush 

ҹ 120 Ȃ 

ȍ ’Ȏ 

’Ҋ̆ ҹ 30 ̆ ҹ 180 ̆ ҹ 120 Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

҉ץ ̆ ᴪⱴ ץ Ȃ

ѿ ҉ ̆RIP ṿѿ ѿ Ȃѿ Ҍ RIP ̆

Ȃ 

╠ RIP ̆ ץ show ip protocols פ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆RIP 10 ѿ Ȃ 30 ῤ ⌠

̆ ҹ ̆ ῀ invalid ̕ ῀ invalid

̆ 90 ̆ Ȃ 

router rip 

  timers basic 10 30 90 

17.1.12 validate-update-source 

⌠ RIP
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҉῏ №◓̆ RIP ̆Ҍ

ԅ פ validate-update-sourceȂ 

ԍ ip unnumbered ̆RIP Ҍ ̆Ҍ

ԅ פ validate-update-sourceȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆῏ ԅ Ȃ 

router rip 

no validate-update-source 

ȍ ῏  Ȏפ

  פ

ip split-horizon RIP №◓Ȃ 

ip unnumbered ӈ IP Ȃ 

neighbor̂RIP̃ ӈ RIP IP Ȃ 

17.1.13 version 

ӈ ҩ RIP ̆ ᶏ פ versionȂ פ no

Ȃ 

version {1 | 2} 

no version 

ȍ Ȏ 

  

1 ӈ RIP ҹ 1Ȃ 

2 ӈ RIP ҹ 2Ȃ 

ȍ ’Ȏ 

ץ RIPv1 RIPv2 ̆ᵖ RIPv1 Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ץ ip rip receive versionȁip rip send version
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  פ
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ῇ  IP ľ ῏Ŀ

 פ

18.1

IP
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 show ip route summary 

 show ip route supernets-only 

 show key chain 

 show route-map 

18.1.1 accept-lifetime 

ұҬ ̆ ᶏ ұ פ

accept-lifetimeȂ פ no Ȃ 

accept-lifetime start-time {infinite | end-time | duration seconds} 

no accept-lifetime 

ȍ Ȏ 

  

start-time ץ Ȃ ץ Ҋץ ↕Ώ  ̔

hh:mm:ss Month Day Year 

hh:mm:ss Day Month Year 

hh̔ ̕mm̔№ ̕ss̔ Ȃ 

Month̔ ╠ 3ҩ ̕Day̔ (1-31)̕Year̔ ̆4ᵝ Ȃ 

infinite ׆ start-time ̆ Ȃ 

end-time ׆ start-time ̆⌠ end-time ῤ ȂӥΏ

↕ҍ start-time ѿ Ȃ 

duration 

seconds 
׆ start-time ̆ ῤ Ȃ 

 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ұ Ȃ 
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 key 1 

  key-string morning 

  accept-lifetime 08:00:00 Jan 1 2003 12:00:00 Jan 1 2004 

  send-lifetime    08:00:00 Jan 1 2003 12:00:00 Jan 1 2004 

 key 2 

  key-string afternoon 

  accept-lifetime 11:00:00 Jan 1 2004 12:00:00 Jan 1 2005 

  send-lifetime    11:00:00 Jan 1 2004 12:00:00 Jan 1 2005 

 key 3 

  key-string othertime 

ȍ ῏  Ȏפ

  פ

key ұҬ ѿҩ Ȃ 

key chain ӈѿҩ ұ̆ ῀ ұ Ȃ 

key string ӈ ῤ Ȃ 

send-lifetime 
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 ṿ 

 0 

 1 

RIP  120 

ȍҽᶛȎ 

Ҋץ ᶛ R̆IP 192.168.12.2 ḱ 99Ȃ  

router rip 

 network 192.168.12.0 

 network 192.168.13.0 

distance 99 192.168.12.2 0.0.0.0 

18.1.3 distribute-list in 

└ ץ̆ ̆ ᶏ פ distribute-list 

inȂ פ no − ӈȂ 

distribute-list  {access-list-number | prefix prefix-list-name [gateway 

prefix-list-name]} in [interface-type interface-number] 

no distribute-list  {access-list-number | prefix prefix-list-name [gateway 

prefix-list-name]} in [interface-type interface-number] 

ȍ Ȏ 

  

access-list-number ↓ Ȃ ↓ ᾛ ̆

ץ Ȃ 

prefix prefix-list-name ᶏ ╠ ↓ Ȃ 

gateway prefix-list-name ᶏ ╠ ↓ Ȃ 

interface-type interface-number ( ) № ↓ ̆ Ȃ 

ȍ ’Ȏ 

ӈ№ ↓ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ҹԅ ֓ ̆ ץ № └↓ ̆ ⌠

Ȃ 

̆ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆RIP ׆ Fastethernet 0/0 ̆ ԅ └ ̆

ᾛ 172.16 Ȃ 

router rip 
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 network 200.168.23.0 

 distribute-list 10 in fastethernet 0/0 

 no auto-summary 

! 

access-list 10 permit 172.16.0.0 0.0.255.255 

ȍ ῏  Ȏפ

  פ

access-list ӈ ↓ ↕Ȃ 

prefix
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 version 2 

! 

access-list 10 permit 192.168.12.0 
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interface FastEthernet0/0 

 ip address 192.168.12.6 255.255.255.0 

 ip policy route-map pmap 

! 

access-list 100 permit tcp any eq telnet any gt 1024 

access-list 100 permit tcp any gt 1024 any eq telnet 

access-list 101 permit tcp any eq www any gt 1024 

access-list 101 permit tcp any gt 1024 any eq www 

! 

route-map pmap permit 10 

 match ip address 100 

 set ip next-hop 192.168.34.2 

! 

route-map pmap permit 20 

 match ip address 101 

 set default interface FastEthernet 1/0 

! 

route-map pmap permit 30 

 set default interface Null0 
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ῃ Ȃ 

ȍᶏ Ȏ 

ҹ 1̆

̆ ᾛץ ꜚ ⌠

̆ ꜚ Ҍ⌠ ̆ ᶏ

Ȃ

ץ ᴍ̆ ̆ѿ

ҹ ꜚ Ȃ 

ץ ̆ ᾧҊѿ ҹ ̂ ip route 

0.0.0.0 0.0.0.0 fastethernet 0/0̃Ȃ ᴪ ̆

fastethernet 0/0 ̆ ҩ Һ ѿҩ ARP ̆ᴪ

 CPU ῤ Ȃ ѿץ Ҍ ץ Ȃ 

ȍҽᶛȎ 

ץ Ҋ ᶛ ̆ ⱴ ԅ ѿ ⌠

172.16.100.0/24 ̆Ҋѿ

ҹ 192.168.12.1̆ ҹ 115Ȃ 

ip route 172.16.100.0 255.255.255.0 192.168.12.1 115 
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ѿ ԍ ⱴ └Ȃ ԅ

̆ ‗ ᵥ ̆ ‗

ԅѿҩ Ҋѿ Ȃ 

҉ ̆ ⌠ ̆

Ȃ 

’Ҋ̆IP ̆ ≠ԍ Ȃ

Ҍ IP ̆ ץ no פ ῒ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ Ҭ̆ ץ FE0/0 ῏ IP

Ȃ ҩ ⌠ ̆ᵖ ѿ Ȃ 

interface FastEthernet0/0 



ѿ №  
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18.1.9 key-chain 

̆ ⇔ ұ ῀ ұ ̆ ᶏ ῃ פ

key-chainȂ פ no − ұ ῏ Ȃ 

key-chain key-chain-name 

no key-chain key-chain-name 

ȍ Ȏ 

  

key-chain-name ұ Ȃѿҩ ұ ѿҩ Ȃ 

ȍ ’Ȏ 

ұȂ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ѿҩ ұ ץ ҩ ̆ᵖ Ҭ̆ ѿҩ Ȃ

ҩ ̆ ѿ ̆Ḡ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆RIPv2 MD5 Ȃ ripkey ӈԅ 3ҩ ̆ ѿҩ

2003 1 1 8:00 ⌠ 2004 1 1 12̔00 ԍ ̕ ԋ

ҩ 2004 1 1 11:00 ⌠ 2005 1 1 12̔00 ԍ ̕

҈ҩ ԍ Ȃ 

! 

key chain ripkey 

 key 1 

  key-string morning 

  accept-lifetime 08:00:00 Jan 1 2003 12:00:00 Jan 1 2004 

  send-lifetime    08:00:00 Jan 1 2003 12:00:00 Jan 1 2004 

 key 2 

  key-string afternoon 

  accept-lifetime 11:00:00 Jan 1 2004 12:00:00 Jan 1 2005 

  send-lifetime    11:00:00 Jan 1 2004 12:00:00 Jan 1 2005 

 key 3 

  key-string othertime 

ȍ ῏  Ȏפ

  פ

accept-lifetime ӈ Ȃ 

key ұҬ ѿҩ Ȃ 

key string ӈ ῤ Ȃ 

send-lifetime ӈ Ȃ 

show key chain ұ Ḥ Ȃ 
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18.1.10 key-string 

ӈѿҩ ῤ ̂ ұ̃̆ ᶏ ұ פ key-stringȂ

פ no − ῤ ӈȂ 

key-string string 

no key-string string 

ȍ Ȏ 

  

string ῤ Ȃ

1⌠ 80 ҩ Ȃ 

ȍ ’Ȏ 

ӈ ῤ Ȃ 

ȍ פ Ȏ 

ұ Ȃ 

ȍᶏ Ȏ 



ѿ פ  №    

 12  ῍ 436                    http://www.ruijie.com.cn 

18.1.11 match interface 

№ Ҋѿ ₮ ҹ ̆ ᶏ פ match interfaceȂ

פ no − ῤ Ȃ 

match interface interface-type interface-number […interface-type 

interface-number] 

no match interface interface-type interface-number […interface-type 

interface-number] 

ȍ Ȏ

 

  

interface-type Ȃ 

interface-number Ȃ 

ȍ

’

Ȏ 

Ȃ 

ȍ

פ

Ȏ 

Ȃ 

ȍᶏ Ȏ 

match interface פ ץ ҩ Ȃ 

ҹԅ ҩ

̆RGOS ᴆ ᶫԅ Ḥ ѿҩ׆

№ ⌠ ѿҩ ⱳ Ȃ

ᵰ ץ № ⌠ RIP

ҬȂ ԑ № ץ

IP ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ

ҩ match פ 1ҩ ҩ set Ȃפ

match

↕̆פ ̕

set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

№ ̆ ץ

№ ҉ȂҌ ᵥ

̆ῒ ѿ ̆

פ Ҍ Ȃ ᶏ №

҉̆Ҍ ̆ῒ ᶏ

ӞҌפ Ȃ 

Ҋץ ᶛ ̆ RIP №

̆ № Ҋѿ ҹ fastethernet 

0/0 Ȃ 

! 

 



ѿ פ  №    

 13  ῍ 436                    http://www.ruijie.com.cn 

ip route 172.16.1.0 255.255.255.0 fastethernet 0/0 172.16.2.1 

! 

router rip 

 version 2 

 redistribute static route-map redrip 

 network 192.168.34.0 

 no auto-summary 

 

route-map redrip permit 10 

 match interface fastethernet 0/0 

! 

ȍ ῏  Ȏפ

  פ

match ip address     ↓ Ҭ Ȃ 

match ip next-hop    ↓ Ҭ Ҋѿ Ȃ 

match ip route-source  ↓ Ҭ Ȃ 

match metric  ṿȂ 

match route-type  Ȃ



ѿ №  



ѿ פ  №   



ѿ №  
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no match length min-length max-length 

ȍ Ȏ 

  

min-length IP Ȃ 

max-length IP Ȃ 
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18.1.16 match metric 

№ ṿ ̆ ᶏ match metricȂפ פ no −

Ȃ 

match metric metric 

no match metric metric 

ȍ Ȏ 

  

metric
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match route-type  Ȃ 

set metric № ṿȂ 

set tag  № ṿȂ 

18.1.17 passive-interface 

ѿҩ ̆ ᶏ פ passive-interfaceȂ

פ no Ȃ 

passive-interface interface-type interface-number 

no passive-interface interface-type interface-number 

ȍ Ȏ 

  

interface-type  Ȃ 

interface-number



ѿ №
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no route-map route-map-name [permit | deny] [sequence-number] 

ȍ Ȏ 

  

route-map-name ӈѿҩḂԍ Ȃredistribute 

פ Ȃѿҩ

ץ ӈ ҩ ̆ѿҩ ѿҩ Ȃ 

permit ̂ ̃ ӈԅ permit ῏ ̆ match ӈ

↕Ȃ↕ set פ № └̕ ԍ

̆set פ └Ȃ ₮

ᵬȂ 

ӈԅ permit ῏ ̆ Ҍ match ӈ

↕Ȃ↕ ῀ ԋҩ ᵬȂ ⌠

ԅ set  Ȃפ

deny ̂ ̃ ӈԅ deny ῏ ̆ match ӈ

↕Ȃ↕Ҍᴪ ᴋᵥ ᵬ̆ Ҍᾛ

№ ̆ ғ ₮ ᵬȂ 

ӈԅ deny ῏ ̆ Ҍ match ӈ
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ȍҽᶛȎ 
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ȍ פ Ȏ 

ұ Ȃ 

ȍᶏ Ȏ 

RGOS ᴆ ╠ RIPv2 ᶏ ұȂ ԍ

̆ ӊ № Ȃ

ץ ̆ ѿ ҬҌ ᾛץ Ҍ ԍ Ȃ 

RGOS ᴆ ̆ ᵞ׆ ̆ ⌠ ѿҩ ᵬҹ

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆RIPv2 MD5 Ȃ ripkey ӈԅ 3ҩ ̆ ѿҩ

2003 1 1 8:00 ⌠ 2004 1 1 12̔00 ԍ ̕ ԋ

ҩ 2004 1 1 11:00 ⌠ 2005 1 1 12̔00 ԍ ̕

҈ҩ ԍ Ȃ 

interface FastEthernet 1/0 

 ip address 200.168.23.3 255.255.255.0 

 ip rip authentication mode md5 

 ip rip authentication key-chain ripkey 

! 

router rip 

 network 200.168.23.0 

 version 2 

! 

-
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set default interface interface-type interface-number […interface-type 

interface-number] 

no set default interface interface-type interface-number […interface-type 

interface-number] 

ȍ Ȏ 

  

interface-type Ȃ 

interface-number Ȃ 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

set default interface פ ץ ҩ Ȃ 

ѿ ԍ ⱴ └Ȃ ԅ

̆ ‗ ᵥ ̆ ‗

ԅѿҩ Ҋѿ Ȃ 

̆ ᶏ ̆ ғ ⇔ Ȃѿҩ

̆ ҩ ӈԅ 1 ҩ ҩ ↕ ᵬȂѿҩ

̆ ⌠ ̆Ҍ ᴋᵥ

̆ Ҭ ҩ

Ҭ ӈ ᵬ Ȃ 

ѿҩ ӈ ҹ down̆ ԋҩ set פ Ȃ 

ѿҩ Ҭ ץ ҩ set ᵬ̆₃ҩ set ᵬ Ҋ̔ 

 set ip next-hop 

 set interface 

 set ip default next-hop 

 set default interface 

ҹ null 0̆ ҡ Ȃ 

 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ FastEthernet 1/0 ̆ ⌠ ԍ 500

̆ ғ Ҭ ̆ ׆ fastethernet 1/0 Ȃ 

interface FastEthernet 1/0 

ip policy route-map smallpak 

 

route-map smallpak permit 10  

match length 0 500 

set default interface fastethernet 1/0 

 

ȍ ῏  Ȏפ

  פ
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route-map 
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Ȃ 

ȍᶏ Ȏ 

set default next-hop פ ץ ҩ IP Ȃ 

פ ᶏץ Ҍ match ↕ ̆ ғ Ҭ

ᶏ̆ set פ Ȃ ԅ ҩ IP ץ

ᶏ Ȃ 

ѿ ԍ ⱴ └Ȃ ԅ

̆ ‗ ᵥ ̆ ‗

ԅѿҩ Ҋѿ Ȃ 

̆ ᶏ ̆ ғ ⇔ Ȃѿҩ

̆ ҩ ӈԅ 1 ҩ ҩ ↕ ᵬȂѿҩ

̆ ⌠ ̆Ҍ ᴋᵥ

̆ Ҭ ҩ

Ҭ ӈ ᵬ Ȃ 

ѿҩ Ҭ ץ ҩ set ᵬ̆₃ҩ set ᵬ Ҋ̔ 

 set ip next-hop 

 set interface 

 set ip default next-hop 

 set default interface 

 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ FastEthernet 1/0 ҉ Ȃ ⌠ ҹ

10.0.0.0 ̆ ғ Ҭ ̆ ⌠ 192.168.100.1̕

ҹ 172.16.0.0 ̆ ғ Ҭ ̆ ⌠

172.16.100.1̕ῒᵩ ῃ ҡ Ȃ 

interface FastEthernet 1/0 

ip policy route-map load-balance 

 

access-list 10 permit 10.0.0.0 0.255.255.255 

access-list 20 permit 172.16.0.0 0.0.255.255 

 

route-map load-balance permit 10 

 match ip address 10 

 set ip default next-hop 192.168.100.1 

! 

route-map load-balance permit 20 

 match ip address 20 

 set ip default next-hop 172.16.100.1 

! 

route-map load-balance permit 30 

 set interface Null0 

 

ȍ ῏  Ȏפ

  פ

route-map ӈ  

match ip address     ↓ Ҭ  
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ȍҽᶛȎ 

Ҋץ ᶛ ̆ FastEthernet 1/0 ҉ Ȃ ⌠ ҹ

10.0.0.0 ̆ ⌠ 192.168.100.1̕ ҹ 172.16.0.0 ̆

⌠ 172.16.100.1̕ῒᵩ ῃ ҡ Ȃ 

interface FastEthernet 1/0 

ip policy route-map load-balance 

 

access-list 10 permit 10.0.0.0 0.255.255.255 

access-list 20 permit 172.16.0.0 0.0.255.255 

 

route-map load-balance permit 10 

 match ip address 10 

 set ip  next-hop 192.168.100.1 

! 

route-map load-balance permit 20 

 match ip address 20 

 set ip  next-hop 172.16.100.1 

! 

route-map load-balance permit 30 

 set interface Null0 

 

ȍ ῏  Ȏפ

  פ

route-map ӈ  

match ip address     ↓ Ҭ  

set default interface  ₮ ̆ Ҭ

 

set default interface  ₮ ̆ Ҭ

Ȃ 

set interface         ₮  

set ip default next-hop  Ҋѿ IP ̆ Ҭ

Ȃ 

set ip precedence  IP ᴨᾢṿ 

 

18.1.25 set ip precedence 

IP ᴨᾢṿ̆ ᶏ פ set ip precedenceȂ פ no

− Ȃ 

set ip precedence  precedence 

no set ip precedence  

ȍ Ȏ 

  

precedence IP ᴨᾢṿȂ ץ

Ȃᴨᾢṿ׆ᵞ⌠ ̆ Ȃ 
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  ̊ routine 

1  priority 

2  immediate       

3  flash           

4  flash-override 

5  critical 

6  internet 

7  network 

ȍ ’Ȏ 

IP ᴨᾢṿȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏץ ӈ IP ᴨᾢṿȂIP precedence ӈ ҹԅ ᶫ

QOS̆ פ ̆ PQȁWFQ ↓ └ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ match ↕ precedencĕ ҹ 4Ȃ 

interface FastEthernet 1/0 

ip policy route-map set-precedence 

 

access-list 10 permit 10.0.0.0 0.255.255.255 

 

route-map set-precedence permit 10 

 match ip address 10 

 set ip precedence 4 

 

ȍ ῏  Ȏפ

  פ

fair-queue WFQȂ 

ip policy route-map Ȃ 

route-map ӈ Ȃ 

 

 

18.1.26 set metric(rip) 

match ↕ № ̆ ᶏ פ set 

metricȂ פ no − Ȃ 
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set metric  metric  

no set metric 

ȍ Ȏ 

  

metric  № Ȃ 

ȍ ’Ȏ 

Ҍ № ṿӞҌѿ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ṿᴪ ̆

̆ Ȃ 

ҹԅ ҩ

̆RGOS ᴆ ᶫԅ Ḥ ѿҩ׆

№ ⌠ ѿҩ ⱳ Ȃ

ᵰ ץ № ⌠ RIP

ҬȂ ԑ № ץ

IP ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆RIP № ̆ № ∆ ṿ



ѿ №  
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route-map redrip permit 10 

 set tag 100 

  

ȍ ῏  Ȏפ

  פ

match interface      Ҋѿ Ȃ 

match ip address     ↓ Ҭ Ȃ 

match ip next-hop    ↓ Ҭ Ҋѿ Ȃ 

match ip route-source  ↓ Ҭ Ȃ 

match metric  ṿȂ 

match route-type  Ȃ 

set metric № ṿȂ 

18.1.28 show ip cache policy 

̆ ᶏ פ show ip cache 

policyȂ 

show ip cache policy 

ȍ Ȏ 

פ ῏ Ȃ 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ץ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip cache policy פ ̔ 

Red-
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Next Hop  

 

 

ȍ ῏  
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פ ῏ Ȃ 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ҩ ԅ ҩ ̆ ȂLocal

Ȃ Ḥ ̆ ץ show ip route-map  Ȃפ

ȍҽᶛȎ 

Ҋҹץ show ip policy פ ̔ 

Red-Giant#sh ip policy  

Interface      Route map 

local          localpolicy 

FastEthernet0  pmap 

 

Ҋҹץ show route-map פ ̔ 

Red-Giant#show route-map pmap 

route-map pmap, permit, sequence 10 

  Match clauses: 

    ip address (access-lists): 100  

  Set clauses: 

    ip next-hop 192.168.34.2 

  Policy routing matches: 0 packets, 0 bytes 

route-map pmap, permit, sequence 20 

  Match clauses: 

    ip address (access-lists): 101  

  Set clauses: 

    default interface FastEthernet 1/0 

  Policy routing matches: 0 packets, 0 bytes 

route-map pmap, permit, sequence 30 

  Match clauses: 

  Set clauses: 

    default interface Null0 

  Policy routing matches: 42 packets, 6221 bytes 

Red-Giant# 

 

show ip policy פ ҊȂ 

  

Interface       ȂLocal

Ȃ 

Route map Ȃ 

show route-map פ ҊȂ 

  

Local policy routing̈̈̈ ̆

Ȃ 
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Ҋҹץ show ip protocols פ ̔ 

Red-Giant#show ip protocols  

Routing Protocol is "rip" 

  Sending updates every 30 seconds, next due in 0 seconds 
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Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ץ ̆ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip route פ ̔ 

Red-Giant#show ip route 

Codes:  C - connected, S - static,  R - RIP 

        O - OSPF, IA - OSPF inter area 

        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

        E1 - OSPF external type 1, E2 - OSPF external type 2 

        * - candidate default 

 

Gateway of last resort is no set 

C    10.0.0.0/24 is directly connected, FastEthernet 0/0 

C    10.0.0.1/32 is local host.  

S    192.168.200.0/24 [1/0] via 10.0.0.2, FastEthernet 0/0 

 

show ip route פ ҊȂ 

  

O Ȃ ṿ

ҹ̔ 

C̔ ҹ ̕ 

S̔ ҹ ̕ 

R̔ ҹ RIP ̕ 

O̔ ҹ OSPF Ȃ 

E2 OSPF Ȃ ṿ

ҹ̔ 

E1̔ ̋̕ 

E2̔ ̌̕ 

N1̔NSSA 1̕ 

N2̔NSSA 2̕ 

IA̔OSPF ῤ Ȃ 

̔ ╠ RGOS Ҍ OSPF 

192.168.200.0/24 Ḥ Ȃ 

[1/0] ̉ ṿȂ 

Via 10.0.0.2 Ҋѿ ῏ IP Ȃ 

FastEthernet 0/0 Ҋѿ Ȃ 
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Ҋҹץ show ip route network פ ̔ 

Red-Giant#sh ip route 2.0.0.0 

  Distance 110, metric 20 

  Routing Descriptor Blocks: 

  *192.168.200.2, from 192.168.200.2, 00:02:49 ago, via FastEthernet 0/0, 

generated by OSPF, extern 1 

Routing entry for 223.2.2.0/24 

  Known via "ospf 100", distance 110, metric 2, type intra area 

  Redistributing via  ospf 100 

  Last update from 172.16.24.2 on FastEthernet 1/0, 01:00:13 ago 

  Routing Descriptor Blocks: 

  * 172.16.24.2, from 200.2.2.2, 01:00:13 ago, via FastEthernet 1/0 
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    key 1 -- 
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route-map AAA, permit, sequence 10 

  Match clauses: 

    ip address 2  

  Set clauses: 

metric 10 

 

  

route-map  Ȃ 

Permit permit ῏ Ȃ 

sequence 10 Ȃ 

Match clauses ӈ ↕Ȃ permit deny

῏ ‗ set ᵬȂ 

Set clauses ӈ match ↕ ᵬȂ 
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19.1.2 clear interface 

ᴆ Ḥ ̆ פ clear interfaceȂ 

clear  interface interface-
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ȍ Ȏ 

pkt   ┬  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Ҍפ ῏̆ ῏Ȃ 

19.1.5 debug ppp 

PPP ῏̆ ץ פ debug pppȂ 

debug ppp [ authentication | error | event | negotiation | packet ] 

ȍ Ȏ 

authentication   PPP  

error   PPP  

event   PPP Ԋᴆ 

negotiation   PPP  

packet   PPP  

ȍ Ȏ 

̆↕ PPP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Һפ ԍ PPP ̆ ΐᵣ Ҭ̆ ץ ̆

Ҍ ῏Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ̔ 

Router#debug ppp 

PPP authentication debugging is on 

 

19.1.6 dialer enable-timeout 

̆ פ dialer enable-timeoutȂ פ no

ṿȂ 

dialer enable-timeout seconds 
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no dialer enable-timeout 

ȍ Ȏ 

senconds   ̂ ̃Ȃ 

ȍ Ȏ 

15  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

℗ ץ ץ ╠ץ ̆ Ῥ

╠ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ҹ 10 ̔ 

Router(config)#interface dialer 1 

Router(config-if)#dialer enable-timeout  10 

19.1.7 dialer-group 

῏ ┬ ↕̆ פ dialer-groupȂ פ no

− ↕ ῏ Ȃ 

dialer-group group-number 

no dialer-group 

ȍ Ȏ 

group-number   ┬ ↕  

ȍ Ȏ 

῏ ↕Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ѿҩ ̆ ᾢ ָӇ ┬ץ ̆┬ ↕ ῃ

פ dialer-list ̆ ̆ ҉῏ ῒҬѿ ↕Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ῏ ┬ ↕ 1̂ IP ┬ ̃̔ 

Router(config)#dialer-list  1 protoc11<25F019180A252d2AmD7(52D).17 126.38 Tm

[(r)] TJ

ET
491<1B781C26>11<4C24>11<02C4300205g3>> BDC BT

1 0 0 1 268.37 1264 1 156.02 126.38 Tm

[(R)-5(o)-5(402
[(g )93( )107(1)0>> BDC BT

/F5 10.56 Tf

1 0 0.35 Tm

[(-)] TJ

ETu)8(t)-5
 E74r(config)#
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 פ
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120  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Ḥ ℗ ̆ ⌠ѿҩ⌠

̆ ᵝ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ dialer 1 ҹ 60 ̔ 

Router(config)#interface dialer 1 

Router(config-if)#dialer idle-timeout 60 

ȍ ῏  Ȏפ

  פ

dialer-group ῏ ↕ 

 

19.1.10 dialer-list  

ӈ┬ ↕̆ ᶏ ῃ פ dialer-listȂ פ no −

┬ ↕Ȃ 

dialer-list dialer-group protocol {ip } { permit | deny | list 

access-list-number } 

no dialer-list dialer-group [ protocol { ip } { permit | deny | list 

access-list-number } ] 

ȍ
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פ ῃ Ҋ ӈѿ ┬ ↕ d̆ialer-group ↕

ԍΐᵣ Ȃ ԍ ₮  ӊѿȂפ

ȍҽᶛȎ 

Ҋ ᶛ ӈң ┬ ↕ ѿ̆ ᾛ IP ┬ ѿ̆ ᾛ

↓ 120 ┬ ̔ 

Router(config)#access-list 120 permit tcp 192.168.11.0 0.0.0.255 192.168.12.0 

0.0.0.255 

Router(config)#dialer-list 1 protocol ip permit 

Router(config)#dialer-list 2 protocol ip list 120 

ȍ ῏  Ȏפ

  פ

dialer-group ҉῏ ┬ ↕ 

access-list ӈ ↓  

19.1.11 dialer pool 

PPPoE Ҭ̆ ῏ ΐᵣ ̆

῏ ̆ פ dialer poolȂ פ no ῏ Ȃ 

dialer pool number 

no dialer pool number 

ȍ Ȏ 

number   ̆ ṿҹ 1~255 ӊ Ȃ 

ȍ Ȏ 

Ҍ῏  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

PPPoE Ҭ̆ ῏ ΐᵣ Ȃҹԅ

῏ ̆ ᶏ ̆

̆ ҉῏
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pppoe-client dial-pool-number ⱴ῀  

 

19.1.12 ip address negotiated 

PPP ̆ ᶏ פ ip address negotiatedȂ

פ no ⱳ ⱳ Ȃ 

ip address negotiated 

no ip address negotiated 

ȍ Ȏ 

ṿ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Һפ ԍ ᶏ̆ IP Ⱶ ꜚ № ̆

Ḃ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ dialer1 IP ̔ 

Router(config)#interface dialer 1 

Router(config-if)#ip address  negotiate 

ȍ ῏  Ȏפ

  פ
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Ҍ ῃ №  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ҹפ ῀ № ̆ Ҋץ ’Ҋ̆ῃ №

̔ 

 ᶏ peer default ip address פ ҉ҹ ῀ ԅ

̆ 

ȍҽᶛȎ 

Ҋ ᶛ ῃ № ҹᶏ ̔ 

Router(config)#ip address-pool local 

ȍ ῏  Ȏפ

  פ

ip local pool ӈ  

peer default ip address ῀ IP  

19.1.14 ip route 

פ ῏Ḥ IP פ Ȃ 

19.1.15 line 

῀ └ line ̆ ῃ פ lineȂ 

line [console | vty ] line-number [ ending-line-number ] 

ȍ Ȏ 

console   └ line  

vty   ҹ ᶫ  

line-number   line ̆ Ҭ ѿҩ line Ȃ 

end-line-number   line ѿҩ line Ȃ 

ȍ Ȏ 

line  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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ᾛפ ҩ line ѿ line
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ȍ Ȏ 

ᶏ ῃ № Ҭ ҹ ῀ № IP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ PPP Ҭҹ IP
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ȍᶏ Ȏ 

ѿ ̆ ҹ 3̆ ѿ ץ ̆

2 Ȃ ѿ ץ ̆ ̂ ᵝ̃Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ dialer1 ҹ 4: 

Router(config)#interface dialer 1 

Router(config-
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19.1.19 pppoe-client 

ץ PPPOE ̂DDR ⱳ̃ ̆ ᶏ פ pppoe-clientȂ

פ no PPPoE ⱳ Ȃ 

pppoe-client dial-pool-number number dial-on-demand 

no pppoe-client dial-pool-number number dial-on-demand 

ȍ Ȏ 

number    

ȍ Ȏ 

῏  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ פ ץ ⌠ ѿҩ ̆ ᶏ ׆̆ ҹ

ץ ῏ ̆ PPPoE Ȃ 

┬ ↕ ⌠ ̆ ↕̆┬ ץ PPPoE

Ȃ Ḥ̆↕ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ץ 1 ⌠ 1̆ PPPOE ⱳ ̔ 

Router(config)#interface fastethernet 0/1 

Router(config-if)#pppoe-client dial-pool-number 1 dial-on-demand 

ȍ ῏  Ȏפ

  פ

pppoe ena0 0 1le PPPoE ⱳ  

19.1.20 show dialer  

DDR ῏Ḥ ̆ פ show dialerȂ 

show dialer [ interface type number ] [ pools ] 

ȍ Ȏ 

interface type number   Ȃ 

pools   Ḥ Ȃ 

ȍ פ Ȏ 

 

ȍҽᶛȎ 
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Ҋ ᶛ dialer1 Ḥ ѿҩ ₮̔ 

Router#show dialer interface dialer 1 

Interface dialer 1 , Dial-type = NONE 

Rotary group 1 

Rotor dialer style priority 

Idle-timer value(120 secs), Fast-Idle-timer value(20 secs) 

Enable-timer value(15 secs), Carrier-timer value(30 secs) 

 

DialStr SuccCalls       FailCalls       LastCall-time   LastStat 

 

19.1.21 show ip local pool 

Ḥ ̆ פ show ip local poolȂ 

show ip local pool 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ פ ѿҩ ₮̔ 

Router#show ip local pool 

 Pool     Begin           End             Free InUse 

 star     1.1.1.3         1.1.1.10        8    0 

҉ץ ̆ҌῬ Ȃ 

ȍ ῏  Ȏפ

  פ

ip address-pool ӈῃ №  

ip local pool ӈ  

 

19.1.22 show pppoe 

PPPoE Ḥ ̆ פ show pppoe Ȃ 

show pppoe { session | tunnel } 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ session tunnel Ḥ ѿ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ פ ѿҩ ̔ 
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Router#show pppoe tunnel 

  pppoe tunnel state 

state is TERMINATED ,my mac is 4E.54.38.00.00.01 , peer mac is 00.D0.F8.38.AA.20  

Next timer fires after: 00:00:14 

PPPOE Ḥ ҊΈץ ̔ 

SENT_IDLE               

SENT_PADI       PADI    

RECEIVED_PADO  ⌠ PADO    

SENT_PADR       PADR    

SESSION          ῀ session     

TERMINATED      session  

Next timer fires after: Ҋ ꜚᵬ ╠ Ȃ 
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ԋ  AAA  פ

20.1 ᴍ ῏  פ

ᴍ Ҋץ  ̔פ

 aaa authentication ppp  

 aaa authentication login  

 aaa debug 

 aaa new-model  

 login 

 login authentication 

 login local  

  ppp authentication   

  ppp chap hostname   

  ppp chap password 



ѿ №  
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local  ᶏ ᴍ  

none Ҍ ᴍ  

radius ᶏ RADIUS ᴍ  

 1-2               AAA ᴍ  

 

ȍ ’Ȏ 

default ↓ ̆↕

ᶏ VTY פ Ȃ 



ѿ פ  №    

 62  ῍ 436                    http://www.ruijie.com.cn 

פ ῏ Ȃ 

ȍ ’Ȏ 

῏ AAA ῃ Ⱶ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

פ AAA ᶏ ̆פ ᶏ AAA ῃ Ⱶ̆ ᶏ aaa new-model

ᶏ AAA ῃ ⱵȂ AAĂ↕ AAA פ Ҍ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛᶏ AAA ῃ ⱵȂ 

Red-Giant(config)#aaa new-model 

 

ȍ ῏  Ȏפ

  פ

aaa authentication ppp ӈ PPP ↓  

 

 

20.1.4 login 

AAA ῏ ’Ҋ̆ ҉ פ ̆

פ loginȂ פ no פ Ȃ 

login 

no login  

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

AAĂ ’Ҋ פ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

AAA ῃ Ⱶ̆↕ פ ԍ ᵬ פ Ȃ

פ VTY console Ҭ  Ȃפ

ȍҽᶛȎ 

Ҋ ᶛ VTY ҉ פ Ȃ 

Red-Giant(config)#no aaa new-model 

Red-Giant(config)#interface vty 0 
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Red-Giant(config-if)#password 0  normatest  

Red-Giant(config)#login 

 

ȍ ῏  Ȏפ

  פ

aaa new-model ᶏ AAA ῃ Ⱶ 

 

20.1.5 login authentication 

AAA ’Ҋ̆ AAA Ⱶ ̆ᶏ ῏פ

↓ Ȃ פ no − ↓ Ȃ 

login authentication {default|list-name} 

no login authentication {default|list-name} 

ȍ Ȏ 

default    ↓  

list-name  ↓  

ȍ ’Ȏ 

AAA ̆↕ ᶏ AAA ⱵȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

AAA ῃ Ⱶ̆↕ פ ԍ ᶏ └ ↓ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ VTY ҉῏ ↓ radius Ȃ 

Red-Giant(config)#aaa new-model 

Red-Giant(config)#aaa authentication login default radius 

Red-Giant(config)#interface vty 0 

Red-Giant(config)#login authentication default 

 

ȍ ῏  Ȏפ

  פ

aaa new-model ᶏ AAA ῃ Ⱶ 
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20.1.6 login local 

AAA ῏ ’Ҋ̆ ҉ ̆ פ

login localȂ פ no Ȃ 

login local 

no login local 

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

AAA
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ȍ Ȏ 

chap  ҉ CHAP Ȃ 

PAP  ҉ PAP Ȃ 

CHAP PAP CHAP PAP ̆ PAP ╠ץ ᾢ̆ CHAP Ȃ 

PAP CHAP CHAP PAP ̆ CHAP ╠ץ ᾢ̆ PAP Ȃ 

List-name AAA ѿ ᶏ Ȃ῏ ↓ Ȃ 

Default  ᶏ ↓ PPP Ȃ 

ȍ ’Ȏ 

AAĂ ’Ҍᶏ PPP Ȃ AAĂ↕ ’ᶏ ᶏ

↓ PPP ̆ ᶏ aaa authentication ppp ӈ

↓ ̆↕ᶏ PPP Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

AAA ῃ Ⱶ̆↕ פ ӈ PPP Ȃ AAA ῃ

Ⱶ̆↕ פ ԍ῏ ↓ PPP Ȃ 

῏פ ѿҩ ӈ ↓ ̆↕ᶏ PPP Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Virtual-Template 1 ҉ CHAP Ȃ 

Red-Giant(config)#interface Virtual-Template 1 

Red-Giant(config-if)#ppp authentication chap  

ȍ ῏  Ȏפ

  פ

aaa authentication ppp ӈ PPP ↓  

aaa new-model ᶏ AAA ῃ Ⱶ 

aaa authentication ppp ӈ PPP ↓  

aaa new-model
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PAP ᴍ ̆↕ ҉ ᶏ ppp 

pap sent-username פ ӈ PAP ᴍ Ҭ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ PAP ᴍ Ҭ ҹ papuser

pappasswordȂ 

Red-Giant(config)#int Virtual-Template 1 

Red-Giant(config-if)#ppp pap sent-username  papuser password  0 pappassword 

 

ȍ ῏  Ȏפ

 

  פ

aaa authentication ppp ӈ AAA ppp ᴍ ↓  

ppp authentication ppp  

ppp chap hostname chap Ὲ῍Һ  

ppp chap password chap Ὲ῍  

 

20.1.11 debug aaa  

AAA Ⱶ ῏Ȃ פ no ῏ ῏Ȃ 

debug aaa   

no debug aaa   

ȍ Ȏ 

῏ Ȃ 

ȍ פ Ȏ 

EXEC Ȃ 
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radius-server host ӈ RADIUS Ⱶ  

Ip address ip  

 

 

21.1.2 radius-server host 

RADIUS ῃ Ⱶ Һ ̆ ῃ פ radius
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aaa authentication  ӈ AAA ᴍ ↓  

ppp authentication ӈ PPP  

radius-server key ӈ RADIUS ῃ Ⱶ ῍֣  פ

radius-server 

retransmit 

ӈ RADIUS  

radius-server timeout ӈ RADIUS  

 

21.1.3 radius-server key 

ӈ Ⱶ ̂ ̃ҍ RADIUS ῃ Ⱶ Ḥ ῍֣ ̆פ

ῃ פ radius-server keyȂ פ no ῍֣  Ȃפ

radius-server key  text-string 

no radius-server key 

ȍ Ȏ 

text-string  ῍֣ פ  

ȍ ’Ȏ 

῍֣  Ȃפ

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

῍֣ פ RADIUS ῃ Ⱶ Ḥ Ȃҹԅᶏ

RADIUS ῃ Ⱶ Ḥ̆ RADIUS ῃ Ⱶ ҉ ӈ

῍֣  Ȃפ

ȍҽᶛȎ 

Ҋ ᶛ ӈ RADIUS ῃ Ⱶ ῍֣ ҹפ aaa̔ 

Red-Giant(config)#radius-server key aaa 

 

ȍ ῏  Ȏפ

  פ

radius-server host ӈ RADIUS ῃ Ⱶ Һ  

radius-server retransmit ӈ RADIUS  

radius-server timeout ӈ RADIUS  
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ԋ ԋ  └↓ ̂ ̃  פ

22.1 └↓ ῏  פ

└↓ Ҋץ  ̔פ

 access-list   

 clear access-list  

 ip access-group  

 show access-lists 

 show ip access-lists 

 

 

22.1.1 access-list 

⇔פ ѿҩ ↓ ↕̆ ԍ Ȃ פ no −

↓ Ȃ 

1̃IP ‰ ↓ ̂1 - 99̆1300 - 1999̃ 

access-list access-list-number { deny | permit } source [ source-wildcard ] 

2̃IP ↓ ̂100 - 199̆2000 - 2699̃ 

access-list access-list-number { deny | permit } protocol source 

source-wildcard destination destination-wildcard [ precedence precedence ] 

[ tos tos ] [time-range time-range-name] 

ѿ֓ └↓ ̔ 

Internet Control Message Protocol (ICMP) 

access-list access-list-number { deny | permit } icmp source source-wildcard 

destination destination-wildcard [ icmp-type ] [ [ icmp-type [ icmp-code ] ] 

| [ icmp-message ] ]  [ precedence precedence ] [ tos tos ] [time-range 

time-range-name] 



ѿ פ  №    

 75  ῍ 436                    http://www.ruijie.com.cn 

access-list access-list-number { deny | permit } udp source source-wildcard 

[ operator port [ port ] ] destination destination-wildcard [ operator port 

[ port ] ] [ precedence

 

] [
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ᴋᵥ ↓ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ҹԅᶏ ↓ ̆ ᾢ פ access-list ӈѿ ↓

↓ ↕ Ȃ ץ ΐᵣ ῃ ᶏ Ҍ ↓ ̔ 

‰ IP ↓  ̂ 1-99 1̆300-1999̃ ԍ IP ‰ ↓ ̂3000 - 

3099̃̆ └Ȃ 

IP ↓ ̂100-199̆2000-2699̃ ԍ IP ↓

̂3100-3199̃̆ ץ └Ȃ 

ᴨᾢ ≢ Ҋ̔ 

 critical  

 flash  

 flash-override  

 immediate  

 internet  

 network  

 priority  

 routine 

Ⱶ Ҋ̔ 

 max-reliability  

 max-throughput  

 min-delay  

 min-monetary-cost  

 normal 

ICMP Ҋ̔ 

 administratively-prohibited  

 dod-host-prohibited  

 dod-net-prohibited  

 echo  

 echo-reply  

 fragment-time-exceeded 

 general-parameter-problem  

 host-isolated  

 host-precedence-unreachable  

 host-redirect  

 host-tos-redirect  
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 host-tos-unreachable  

 host-unknown  

 host-unreachable  

 information-reply  

 information-request  

 mask-reply  

 mask-request  

 mobile-redirect  

 net-redirect  

 net-tos-redirect  

 net-tos-unreachable  

 net-unreachable  

 network-unknown  

 no-room-for-option  

 option-missing  

 packet-too-big  

 parameter-problem  

 

-ⴀ扩朠  

 

 

扩朠 牯潭

ⴀ

畮歮牥挀琠 

ⴀ
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 snmp  

 snmptrap  

 sunrpc  

 syslog  

 tacacs  

 talk  

 tftp  

 time  

 who  

 xdmcp 

 

ȍҽᶛȎ 

1̃IP ‰ ↓ ᶛ 

Ҋ IP ↓ ᾛ ҹ 192.168.1.64 - 192.168.1.127 ̆

ῒז ̔ 

Red-Giant(config)#access-list 1 permit 192.168.1.64 0.0.0.63 

2̃IP ↓ ᶛ 

Ҋ IP ↓ ᾛ DNS ICMP ̔ 

Red-Giant(config)#access-list 102 permit tcp any any eq domain 

Red-Giant(config)#access-list 102 permit udp any any eq domain 

Red-Giant(config)#access-list 102 permit icmp any any echo 

Red-Giant(config)#access-list 102 permit icmp any any echo-reply 

 

3̃ ԍ IP ‰ ↓ ᶛ 

Ҋ IP ↓ ᾛ ҹ 192.168.3.22 - 192.168.3.54  ̔

Red-Giant(config)#access-list 3003 permit 192.168.3.22 192.168.3.54 

 

 

ȍ ῏  Ȏפ

  פ

ip access-group ҉ ↓  

show access-lists ↓  

show ip access-list IP № ↓ ̂1-199̆

1300 – 2699̆3000-3199̃ 

 

22.1.2 clear access-list  

↓ Ḥ ̆ פ clear access-listȂ 
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clear access-list counters access-list-number 

ȍ Ȏ 

access-list-number ↓  

ȍ פ Ȏ 

 

ȍᶏ Ȏ
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ȍҽᶛȎ 

Ҋ ᶛ fastEthernet0/0 ҉ ↓ 120 ῀ ̔ 

Red-Giant(config)#interface fastEthernet 0/0 

Red-Giant(config-if)#ip access-group 120 in 

ȍ ῏  Ȏפ

  פ

access-list ӈ ↓ Ȃ 

show access-lists ↓  

show ip access-list IP № ↓ ̂1-199 1̆300 

– 2699̆3000̇3199̃ 

 

22.1.4 show access-lists 

↓ Ḥ ̆ פ show access-listsȂ 

show access-lists [ access-list-number ] 

ȍ Ȏ 

access-list-number  ↓ ̂1-4199̃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ פ ↓ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ╠ ↓ ’̔ 

Red-Giant#show access-lists 

Standard IP access list 1 includes 2 items:  

    permit 1.1.1.0, wildcard bits 0.0.0.255 

    permit 192.168.1.64, wildcard bits 0.0.0.63 

Standard IP access list 2 includes 1 item:  

    permit host 1.1.1.1 

Extended IP access list 100 includes 2 items:  

    permit icmp any any net-redirect   

    permit tcp any any range 10 100 

Extended IP access list 101 includes 4 items: 

    permit tcp any any eq domain 

    permit udp any any eq domain 

    permit ip host 130.108.0.0 host 255.255.255.0 

    deny   ip 130.108.0.0 0.0.255.255 255.255.0.0 0.0.255.255 

Extended IP access list 102 includes 4 items: 

    permit tcp any any eq domain 

    permit udp any any eq domain 

    permit icmp any any echo 

    permit icmp any any echo-reply 

Extended IP access list 130 includes 2 items (total 15 matches): 

    permit tcp host 192.168.12.219 any eq telnet  (10 matches) 
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access-list ӈ ↓  

show access-lists ↓  

 

22.1.6 absolute 

̆ᶏ time-range Ҋ ȂῒҬפ absolute

Ȃ 

absolute [start time-date] [end time date] 

no absolute 

ȍ Ȏ 

start time-date  ( )Absolute ↕ ┴(time and date) ῒ̆Ҭ time

ᶏ 24 ץ :№ Ȃ 8:00 ҉ 8:00 20:00 ↕

Ҋ 8:00̕date "ץ   " Ȃ ┴ҹ 1990 1 1

00:00Ȃ ┴, Absolute ↕ Ȃ 

end time-date  ( )Absolute ↕ ┴(time and date) ῒ̆Ҭ time

ҍ date ԍ start time date Ҭ Ȃ ┴ ┴ӊ Ȃ

┴ҹ 2050 12 31 23:59Ȃ ┴, Absolute

↕Ҍᴪ Ȃ 

ȍ פ Ȏ 

Time-range  

ȍᶏ Ȏ 

absolute פ ץ ᶏ ѿҩ Time-range , Ӟ ץ periodic

פ ѿҩ ᶏ Time-range Ȃ ԍ ѿҩ Time-range

ᾛ ѿ Absolute ↕Ȃ 

ѿҩ Time-range Absolute ↕ Ӟ Periodic ↕, Ӈ

Absolute ↕ Ṝ Periodic ↕ Ȃ 

̆ Absolute פ Periodic פ ↕̆ῒҬ ┴ ץ

┴ҹ‰ Ȃ ԍ ACL Ṝ̆ Ḡ

Ȃ 

ȍҽᶛȎ 

! Time-range trange ҉̆ Absolute ↕ 

Red-Giant#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Red-Giant(config)#time-range trange 

Red-Giant(config-time-range)#absolute start 8:30 1 jul 2003 

Red-Giant(config-time-range)#end 
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22.1.8 clock update-calendar 

ᶭפ ╠
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ṿ:daily:׆ Monday ⌠ Sunday; weekdays:׆ Monday ⌠ Friday; weekend:׆

Saturday ⌠ SundayȂ 

hh:mm  ѿ ₮ Periodic ↕ ┴; ԋ ₮

Periodic ↕ ┴Ȃhh:mm 24 Ȃ 8:00 ҉

8:00̕20:00 Ҋ 8:00Ȃ 

ȍ Ȏ 

’Ҋ̆Time-range Periodic ↕Ȃ 

ȍ פ Ȏ 

Time-range  

ȍᶏ Ȏ 

periodic פ ץ ᶏ ѿҩ Time-range ̆ Ӟ ץ absolute

פ ѿҩ ᶏ Time-range Ȃ ԍ ѿҩ Time-range

ᾛ ѿ Absolute ↕̆ᵖ ץ Periodic ↕Ȃ 

ѿҩ Time-range Absolute ↕ Ӟ Periodic ↕̆ Ӈ

Absolute ↕ Ṝ Periodic ↕ Ȃ 

̆ Absolute פ Periodic פ ↕̆ῒҬ ┴ ץ

┴ҹ‰ Ȃ ԍ ACL Ṝ̆ Ḡ

Ȃ 

ȍҽᶛȎ 

! Time-range trange ҉̆ Periodic ↕ 

Red-Giant#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Red-Giant(config)#time-range trange 

Red-Giant(config-time-range)#periodic daily 8:00 to 17:00 

Red-Giant(config-time-range)#end 

ȍ ῏  Ȏפ

  פ

absolute ӈ  

Show time-range time-range  

 

22.1.10 time-range 

⇔ҹפ / ῀ time-range ̆ῒ no Ȃ 

time-range time-range-name 

no time-range time-range-name 

ȍ Ȏ 
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time-range-name Time-range ( ұ)Ȃ 

ȍ Ȏ 

’Ҋ̆ ᴋᵥ Time-range Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

Time-range ῒץ ѿ ȂRGOS ᾛ ACL Ҭ῏

Time-range Ȃ⇔ time-range , ᶏ periodic )ҍפ )absolute

פ ᶏῒ Ȃ ԍ time-range , ᾛ ѿҩ Absolute ↕,ᵖ

ᾛ ҩ Periodic ↕Ȃ 

ȍҽᶛȎ 

! ⇔ ҹ”tr” time-range Periodic ↕ 

Red-Giant#config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Red-Giant(config)#time-range tr 

Red-Giant(config-time-range)#periodic daily 9:00 to 13:30
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  פ

periodic ӈ  

absolute ӈ  
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ԋ ҈ פ   פ

פ 23.1 ῏  פ

פ Ҋץ ῏  ̔פ

 enable password 

 password 

 username 

23.1.1 enable password 

Ҍ ≢ ̆פ ῃ פ enable passwordȂ פ no

− ≢  Ȃפ

enable password {password | [encryption-type] encrypted- password} 

no enable password 

ȍ Ȏ 

Password   ῀ EXEC  Ȃפ

encryption-type  פ ⱴ Ȃ 

encrypted-password פ Ȃ 

ȍ ’Ȏ 

Ҍ ӈ  Ȃפ

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

῀ⱴ Ȃѿ ’Ҋ̆ └ ⱴ

פ פ ̆ ῀ⱴ Ȃ 

  注意： 

如果指定了加密类型，然后输入一条明文口令，则不能重新进入特权 EXEC 模式。不

能恢复用任意方法加密的已丢失口令。只能重新配置路由器口令。 

 

פ ӈ Ҋ̔ 

 1 ⌠ 26 ҩ Ώ Ȃ 
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23.1.3 username 

username name {nopassword|password password | password encryption-type 

encrypted-password }     

username name [autocommand command]     

username name [callback-dialstring telephone-number]     

username name [callback-rotary rotary-group-number]     

username name [callback-line [vty|aux|vty] line-number 

[ending-line-number]]   

username name [nocallback-verify]     

username name [noescape] [nohangup]     

ȍ Ȏ 

name  Һ ȁ Ⱶ ȁ ̂ID̃ פ Ȃ name ҹѿ

ҩ ȂҌᾛ Ȃ 

nopassword  Ҍ Ȃפ ῏ autocommand ᶏ Ȃ 

password  פȂ 

password פ Ȃ 

encryption-type ⱴ ⱴ 0 ῒ ⱴ ̆ⱴ

7 ῒ ᶏ ⱴ ⱴ Ȃ 

encrypted-password ῀ ⱴ  Ȃפ

number   ↓ Ȃ 

autocommand  command  ץ ꜚ ұ̆פ פ

username פ ҉ ѿҩ Ȃ 

callback-dialstring  telephone-number Ȃ 

callback-rotary rotary-group-number ⱴ῀ ̂0-100 Ȃ̃

╠ line ₮ ̆ ҬҊѿ Ȃ 

callback-line  



ѿ פ  №    

 93  ῍ 436                    http://www.ruijie.com.cn 

nocallback-verify  ҉ EXEC Ҍ Ȃ 

noescape   Һ ҉ᶏ ӈ Ȃ 

nohangup   ῃ Ⱶ ѿ ꜚ ̂פ ῏ autocommand

̃ ҍ Ҭ Ȃ ̆ ѿ Ȃ 

ȍ ’Ȏ 

Ҍ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

פ ԍ ̆ʟ ᶏ Ȃ פ ԅ ץ ̆

ץ ῒז ̂ ̃ ѿ֓ ꜚᵬȂ 

Ҍ ̆ פ ѿ֓ ̆ ⱴ ᶏ ῃ

Ⱶ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛᶏ autocommand̆ ῀ ץ ̆ ꜚ ⌠ Һ

҉̔ 

Red-Giant(config)#username who autocommand telnet 192.168.12.54 

 

ȍ ῏  Ȏפ
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ԋ  Ἕ  

24.1 Ἕ ῏  פ

Ἕ Ҋץ ῏  ̔פ

 mirror 

24.1.1  mirror 

Ἕⱳ ̆ ῃ Ҋץ  ̔פ

mirror master lan port-num slave lan port-num capture-direct 

no mirror master lan port-num slave lan port-num capture-direct 

mirror master {lan | wan} port-num slave {lan | wan} port-num capture-direct 

no mirror master {lan | wan} 
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2、 只有 NBR2000、28-21 支持 wan 口、lan 口间的端口镜像。 

 

ȍҽᶛȎ 

Ҋ ᶛ lan0 lan1 ̔̂ ̔

NBR80/300/1100/1200/2500/3000/1200G/1100G, NPE10/20, TR5200/5300̃ 

Red-Giant (config)#mirror master lan 0 slave lan 1 rx 

Red-Giant (config)#exit 

 

Ҋ ᶛ lan0 lan1 ̔̂ ̔

NBR80/300/1100/1200/2500/3000/1200G/1100G, NPE10/20, TR5200/5300̃ 

Red-Giant (config)#mirror master lan 0 slave lan 1 all 

Red-Giant (config)#exit 

 

 

Ҋ ᶛ lan0 lan1 ̔̂ ̔

NBR80/300/1100/1200/2500/3000/1200G/1100G, NPE10/20, TR5200/5300̃ 

Red-Giant (config)#no mirror master lan 0 slave lan 1 all 

Red-Giant (config)#exit 

 

Ҋ ᶛ wan1 lan ̔̂ ̔

NBR2000/28-21̃: 
Red-Giant (config)#mirror master wan 1 slave lan 0 all 

Red-Giant (config)#exit 

 

Ҋ ᶛ wan1 lan ̔̂ ̔

NBR2000/28-21̃: 

Red-Giant (config)#no mirror master wan 1 slave lan 0 all  

Red-Giant (config)#exit 

 

ȍ ῏  Ȏפ

  פ

disable ׆ EXEC ⌠ EXEC

Ȃ 
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ԋ ԓ  ₯  

25.1 ₯ ῏  פ

₯ Ҋץ ῏  ̔פ

 security anti-wan-attack level 

 security anti-wan-attack parameter 

 show security 

25.1.1 security anti-wan-attack level 

Ҍ ῃ ץ ῃ Ҋ Ȃ 

security anti
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    TCP-in Keepalive ҹ 30  

    IP№ ҹ 30ҩȂ 

    ҹ 32Kbps̆ῒזҹ 128KbpsȂ 

ȍҽᶛȎ 

    Ҋ ᶛ ԍ ╠ ῃ ̔ 

Red-Giant(config)#sh security  

 

Security level: high 

Tcp retry number: 2 

Tcp keepalive: 30s 

Ip frag number: 30 

Ip frag current: 0 

Virtual-pppoe 1 

  Input 

    matches all traffic 

      params:  128000 bps, 5640 limit, 5640 extended limit 

      conformed 0 packets, 0 bytes; action: transmit 0 

      exceeded 0 packets, 0 bytes; action: drop 0 

      cbucket 5640, cbs 5640; ebucket 0 ebs 0 

GigabitEthernet 0/1 

  Input 

    matches all traffic 

      params:  128000 bps, 5640 limit, 5640 extended limit 

      conformed 0 packets, 0 bytes; action: transmit 0 

      exceeded 0 packets, 0 bytes; action: drop 0 

      cbucket 5640, cbs 5640; ebucket 0 ebs 0 

҉ ױ ץ ⌠̔TCP ᴰ 2 ̆keepalive 30s̆ IP№

30ҩ̆ңҩ ̆ 128KbpsȂ 

ȍ ῏  Ȏפ

     

  פ

security anti-wan-attack parameter Ҍ ῃ Ҋ Ȃ 

25.1.2 security anti-wan-attack parameter 

Ҍ ῃ ץ ῃ Ҋ Ȃ 

security anti-wan-attack parameter low|medium|high num 

no security anti-wan-attack level low|medium|high  

ȍ Ȏ 

    num   <8000-2000000000> 

ȍ ’Ȏ 

    Ȃ 

ȍ פ Ȏ 

    ῃ Ȃ 

ȍᶏ Ȏ 

Һפ     Ҍ ῃ Ҋ Ȃ 

ȍҽᶛȎ 

Red-Giant(config)#security anti-wan-attack parameter low  2000000 

҉ ̆ ῃ ҹᵞ ̆ ҹ 2MbpsȂ 
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ȍ ῏  Ȏפ

  פ    

security anti-wan-attack level Ҍ ῃ Ȃ 

25.1.3 show security 

Ҍ ῃ Ҋ Ȃ 

ȍ Ȏ 

    Ȃ 

ȍ ’Ȏ 

    Ȃ 

ȍ פ Ȏ 

    ῃ Ȃ 

ȍᶏ Ȏ 

 Ҍ ῃ Ҋ Ȃ 

ȍҽᶛȎ 

    Ҋ ᶛ ԍ ╠ ῃ ̔ 

Red-Giant(config)#sh security  

 

Security level: high 

Tcp retry number: 2 

Tcp keepalive: 30s 

Ip frag number: 30 

Ip frag current: 0 

Virtual-pppoe 1 

  Input 

    matches all traffic 

      params:  128000 bps, 5640 limit, 5640 extended limit 

      conformed 0 packets, 0 bytes; action: transmit 0 
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 arp gratuitous-learning enable 

 arp trust-monitor enable 

 arp trust-monitor timeout 

 arp attacker-detect enable 

 arp scan-detected enable 

 arp virus-host detect interface 

 show arp arp-attacker 

 clear arp-cache 

 

25.2.1 arp request-update enable 

פ ᶏ ARP ӟⱳ ̆ ץ no ῏ ARP ӟⱳ Ȃ

פ Ҋ̔ 

 

arp request-update enable 

 

no arp request-update enable 

 

ȍ Ȏ 

 

     

 

ȍ ’Ȏ 

 

    ῏ ARP ӟ 

 

ȍ פ Ȏ 

 

    ῃ  

 

ȍᶏ Ȏ 

 

῏ ARP ӟ ץ ᾧ ARP ̆ ғҌᴪ

ḤȂ ARP ӟ ̆Ҍ ḤᴋARP ⱳ Ȃ

̆Ҍ ARP ӟⱳ Ȃ 

 

ȍҽᶛȎ 

Ҋץ     ARP ӟⱳ  
Red-Giant(config)#arp request-update enable 

 

ȍ ῏  Ȏפ

  פ

arp trust-monitor enable ᶏ ꜚ ARP ҹ ARP 
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25.2.2 arp reply-update enable 

פ ᶏ ARP ӟⱳ ̆ ץ no ῏ ARP

ӟⱳ Ȃ ῏ Ҋ̆ ӟ ARP ̆ ⌠ ARP Ȃ

פ Ҋ̔ 

 

arp reply-update enable 

 

no arp reply-update enable 

 

ȍ Ȏ 

 

     

 

ȍ ’Ȏ 

 

    ῏ ARP ӟ 

 

ȍ פ Ȏ 

 

    ῃ  

 

ȍᶏ Ȏ 

 

῏ ARP ARP ӟ ץ ᾧ ARP ̆ ғҌᴪ

ḤȂ ARP ӟ ̆Ҍ ḤᴋARP

ⱳ Ȃ ̆Ҍ ARP ӟⱳ Ȃ 

 

ȍҽᶛȎ 

Ҋץ     ARP ӟⱳ  
Red-Giant(config)#arp reply-update enable 

 

ȍ ῏  Ȏפ

  פ

arp trust-monitor enable ᶏ ꜚ ARP ҹ ARP 

 

25.2.3 arp gratuitous-learning enable 

פ ᶏ ᾧ ARP ӟⱳ ̆ ץ no ῏ ᾧ ARP ӟⱳ

Ȃ פ Ҋ̔ 

 

arp gratuitous-learning enable 

 

no arp gratuitous-learning enable 
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ȍ Ȏ 

 

     

 

ȍ ’Ȏ 

 

    ῏ ᾧ ARP ӟ 

 

ȍ פ Ȏ 

 

    ῃ  

 

ȍᶏ Ȏ 

 

῏ ᾧ ARP ӟ ץ ᾧ ᾧ ARP ̆ ғҌᴪ

ḤȂ ̆Ҍ ᾧ ARP ӟⱳ Ȃ 

 

ȍҽᶛȎ 

Ҋץ     ᾧ ARP ӟⱳ  
Red-Giant(config)#arp gratuitous-learning enable 

 

ȍ ῏  Ȏפ

     

 

25.2.4 arp trust-monitor enable 

פ ᶏ ῤ └ ꜚ ARP ҹ Ḥᴋ ARPȂ פ Ҋ̔ 

 

arp trust-monitor enable 

 

no arp trust-monitor enable 

 

ȍ Ȏ 

 

     

 

ȍ ’Ȏ 

 

    ꜚ ARP ҹ ḤᴋARPⱳ  

 

ȍ פ Ȏ 
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ȍᶏ Ȏ 

 

ꜚ ARP ҹ ḤᴋARPⱳ ᵌԍARP ꜚ ̆ ԅ

Ȃ ⱳ Ḡ ῏ ARP ӟ ARP ӟ

ⱳ Ȃ 

 

ȍҽᶛȎ 

Ҋץ     ḤᴋARP ⱳ  
Red-Giant(config-if)#arp trust-monitor enable 

 

ȍ ῏  Ȏפ

  פ

arp request-update enable ARP ӟⱳ  

arp reply-update enable ARP ӟⱳ  

show arp   ARP  

clear arp-cache trust  − ꜚ ARP Ḥᴋ ARP  

 

25.2.5 arp trust-monitor timeout 

פ Ḥᴋ ARP Ȃ פ Ҋ̔ 

 

arp trust-monitor timeout 

 

ȍ Ȏ 

 

     

  

seconds  

 

 

ȍ ’Ȏ 

 

    ḤᴋARP ҹ3min 

 

ȍ פ Ȏ 

 

     

 

ȍᶏ Ȏ 

 

ḤᴋARP ⱳ ḤᴋARP ᵬ Ȃ ̆ѿ

Ҍ Ȃ 
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ȍҽᶛȎ 

Ҋץ     ḤᴋARP ҹ5min 
Red-Giant(config-if)#arp trust-monitor timeout 300 

 

ȍ ῏  Ȏפ

  פ

arp trust-monitor enable Ḥᴋ ARP ⱳ  

 

25.2.6  arp attacker-detect enable 

פ ᶏ ARP ᵝⱳ ̆ ץ no ῏ ARP ᵝⱳ Ȃ

פ Ҋ̔ 

 

arp attacker-detect enable 

 

no arp attacker-detect enable 

 

ȍ Ȏ 

 

     

 

ȍ ’Ȏ 

 

    ῏ ARP ᵝⱳ  

 

ȍ פ Ȏ 

 

    ῃ  

 

ȍᶏ Ȏ 

-
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show arp arp-attacker ARP  

 

25.2.7  arp scan-
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interface-type  

interface-number  

 

 

ȍ ’Ȏ 

 

    Ҍ Һ  

 

ȍ פ Ȏ 

 

    ῃ  

 

ȍᶏ Ȏ 

 

Һ ̆ Һ ARP

Ȃ ⱳ ץ ARP ᵝȂ ԅARP ᵝ̆ ⱳ

Ȃ 

 

ȍҽᶛȎ 

Ҋץ     fastethernet 0/0 Һ  
Red-Giant(config)#arp virus-host detect interface fastethernet 0/0 

 

ȍ ῏  Ȏפ

  פ
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low ҹ low ARP  

 

 

ȍ ’Ȏ 

 

    Ҍ ARP  

 

ȍ פ Ȏ 

 

     

 

ȍᶏ Ȏ 

 

№ץ ARP ₮  

 

ȍҽᶛȎ 

Ҋץ     ARP  
Red-Giant(config)#show arp arp-attacker all 
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secerity anti-igm-dog {alarm | block forever} 

 

25.2.12  security anti-igm-dog 

Ȃ 

security anti-igm-dog alarm|block forever 

no security anti-igm-dog alarm|block forever  

ȍ Ȏ 

    Ȃ 

ȍ ’Ȏ 

    Ȃ 

ȍ פ Ȏ 

    ῃ Ȃ 

ȍᶏ Ȏ 

פ ԍ
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ȍ ῏  Ȏפ

  פ

security anti-igm-dog  

clear security anti-igm-dog − ip ῤ

pc ip̆ −ץ ҩ ipӞ ץ

− ip 

 

25.2.14  clear security anti-igm-dog 

− ip ῤ pc ip̆ −ץ ҩ ipӞ ץ −

ipȂ 

clear security anti-igm-dog block-list {web-list {web-ip A.B.C.D| all} | 

pc-list {pc-ip A.B.C.D| all}} 

ȍ Ȏ 

    A.B.C.D̔ − ip 

ȍ ’Ȏ 

    Ȃ 

ȍ פ Ȏ 

    Ȃ 

ȍᶏ Ȏ 

פ ԍ− ip ῤ pc ip̆ −ץ ҩ ipӞ

ץ − ipȂ 

ȍҽᶛȎ 

Red
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ȍ פ Ȏ 

    ῃ Ȃ 

ȍᶏ Ȏ 

פ ԍ ip̆ Ҭ ip ԍ ῃ ip̆telnet/web

⌠Ḡ Ȃ 

ȍҽᶛȎ 

Red-Giant(config)#preserve-ip 192.168.100.10 

҉ ̆ ip192.168.100.10 ipȂ 

ȍ ῏  Ȏפ

  פ

show preserve-ip ꜚ Ҭ ip 

clear dynamic-preserve-ip − ꜚ ip 

 

25.2.16  show preserve-ip 

ꜚ Ҭ ipȂ 

show preserve-ip 

ȍ Ȏ 

    Ȃ 

ȍ ’Ȏ 

    Ȃ 

ȍ פ Ȏ 

    Ȃ 

ȍᶏ Ȏ 

פ ԍ ip̆ Ҭ ip ԍ ῃ ip̆telnet/web

⌠Ḡ Ȃ 

ȍҽᶛȎ 

Red-Giant#show preserve-ip 

҉ ̆ ꜚ Ҭ ipȂ 

ȍ ῏  Ȏפ

  פ

preserve-ip ip 

clear dynamic-preserve-ip − ꜚ ip 

 

25.2.17  clear dynamic-preserve-ip 

− ꜚ ipȂ 

clear dynamic-preserve-ip A.B.C.D 

ȍ Ȏ 

    A.B.C.D̔ − ipȂ 

ȍ ’Ȏ 
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    Ȃ 

ȍ פ Ȏ 

    Ȃ 

ȍᶏ Ȏ 
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ԋ Έ  URL῏  
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no url-filter log 

ȍ Ȏ 

    Ȃ 

ȍ ’Ȏ 

    ῏ Ȃ 

ȍ פ Ȏ 

    ῃ Ȃ 

ȍᶏ Ȏ 

Һפ     /῏ log ⱳ Ȃ 

ȍҽᶛȎ 

Red-Giant(config)#url-filter log 

҉ ̆ log ⱳ Ȃ 

ȍ ῏  Ȏפ

  פ    

url-filter enable /῏ URL ῏ ⱳ  

url-filter url ῏  

url-filter file-load url ᴆ ῏  

show url-filter-info ⱳ ῏Ḥ  

26.1.3 url-filter url 

῏ Ȃ 

url-filter url keyword 

no url-filter log keyword 

ȍ Ȏ 

    keyword̔ ῏  

ȍ ’Ȏ 

    Ȃ 

ȍ פ Ȏ 

    ῃ Ȃ 

ȍᶏ Ȏ 

Һפ     ῏ Ȃ 

ȍҽᶛȎ 

Red-Giant(config)#url-filter url google 

҉ ̆ google῏
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26.1.4 url-filter file-load 

URL ᴆҬ ῏ Ȃ 

url-filter file-load 

no url-filter file-load 

ȍ Ȏ 

    Ȃ 

ȍ ’Ȏ 

    Ȃ 

ȍ פ Ȏ 

    ῃ Ȃ 

ȍᶏ Ȏ 

Һפ     URL ᴆҬ ῏ Ȃ 

ȍҽᶛȎ 

Red-Giant(config)#url-filter file-load 

҉ ̆ URL ᴆ ῏ Ȃ 

ȍ ῏ Ȏפ
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Red-Giant #show url-filter-info file 

file url : 1 

news.163 

 

Red-Giant #show url-filter-info urls 

cli url : 1 

news.sina 

ȍ ῏  Ȏפ

  פ    

url-filter enable /῏ URL ῏ ⱳ  

url-filter log log ⱳ  

url-filter url ῏  

url-filter file-load url ᴆ ῏  
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 show policy-map 

 show queue 

 show traffic-shape 

 show traffic-shape queue 

 show traffic-shape statistics 

 traffic-shape group 

 traffic-shape rate 

 

27.1.1 bandwidth (policy-map class) 

פ ҹ ↕ Ҭ № Ȃῒ no № Ȃ 

bandwidth { bandwidth-kbps | percent percent} 

no bandwidth 

ȍ Ȏ 

bandwidth-kbps № ץ) Kbps ҹ ᵝ)̕ 

percent № № Ȃ 

ȍ Ȏ 

’Ҋ̆ № Ȃ 

ȍ פ Ȏ 

Policy-map class  

ȍᶏ Ȏ 

ᶏץ ҹפ ↕ Ҭ № ̆

ṿ(ᴨᾢ )Ȃ 

↕ Ҭ № Ȃ ҹ

№ ̆ Ӈ Ṝ ѿ ץ

1% Ȃ 

↕ Ҭ Ҍ ↕

№ CBWFQ
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27.1.2 
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no class-map class-map-name [

map m a p  m a p  
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ӈ ↓↓ №  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ҩ № ѿҩ ↓↓ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ӈ ↓↓ 6 ⌠ Fa 1/0 ҉̔ 

Red-Giant(config)#interface FastEthernet 1/0 

Red-Giant(config-if)#custom-queue-list 6 

ȍ ῏  Ȏפ

  פ

priority-list interface 
№ ↕̆ № ⌠

ᴨᾢ ↓ 

queue-list default 
֓ ӈ↓ ҬҌ ᴋᵥ ↕ №

ѿҩ ӈ ↓ 

queue
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ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋץ ᶛ ӈ ↓ ῏̔ 

Red-Giant#debug qos cq 

27.1.6 debug ip rtp 

 

27.1.7 drop 

פ ῀ ̆ Ҭ drop,
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27.1.8 fair-queue 

Ҋᶏ fair-queue ҹפ ⱴ Ὲ ↓Ȃᶏ

פ no ⱴ Ὲ ↓ Ȃ 

fair-queue [ congestive-discard-threshold [ dynamic-queues ] ] 

no fair-queue 

ȍ Ȏ 

congestive-discard-threshold   ҩ ↓Ҭ ᾛ ̂

ṿ Ȃ̃ ṿ 64̆ѿҩ ṿ 1⌠ 4096ӊ 2 Ȃ

⌠ ṿ ̆ ҡ ⌠ Ȃ̂ ̃ 

dynamic-queues   ꜚ ↓ ̆ ṿ 256̆ ṿ ҹ 1͘4096 ӊ

Ȃ̂ ̃ 

 

ȍ Ȏ 

Ȃ 

ᵖ Ҋץ Ҍ ᶏ Ὲ ↓̔ ȁ (Lookbacks)ȁ ȁ ȁ ̆

ӈ ↓ ᴨᾢ ↓ ̆ⱴ Ὲ ↓ ꜚ῏ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Ҋᶏ fair-queue ҹפ ⱴ Ὲ ↓Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ Fa 1/0҉ Ὲ ↓ ΐ̆ᵣ ҡ ̂ ṿ ҹ̃ 128

ҩ ȁ512ҩꜚ ↓̔ 

Red-Giant(config)#interface FastEthernet 1/0 

Red-Giant(config-if)#fair-queue 128 512  

ȍ ῏  Ȏפ

  פ

custom-queue-list ӈ ↓↓ ⌠ ҉ 

priority-group ᴨᾢ ↓ ⌠ ҉ 

priority-list default 
֓ ӈ↓ ҬҌ ᴋᵥ ↕ №

ѿҩ ᴨᾢ ↓ 

show interfaces  

show queue ↓  

 

27.1.9 ip rtp priority 

Ҋᶏ ip rtp priority פ ҉⇔ ԅѿҩ rtp ᴨᾢ

↓̆ᶏ פ no rtp ᴨᾢ ↓Ȃ 
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ip rtp priority starting-rtp-port-number port-number-range bandwidth 

no ip rtp priority 

ȍ Ȏ 

starting-rtp-port-number  udp ̕ 

port-number-range  udp ̕ 

bandwidth-kbps  № ץ) kbpsҹ ᵝ)̕ 

ȍ Ȏ 

rtp ᴨᾢ ↓ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Rtp ᴨᾢ ↓(rtpq)ῒⱳ llq ᵌ̆ ҩ ѿҩ rtp ᴨᾢ ↓̆

Ғ Ḡ rtp ᵞ ᴰ ̆ ѿ udp Ȃ 

Rtp ↓Ҭ Ҍ №≢ ̆ Ҍ ’Ҋᾛ ̆

’Ҋ̆Ҍ ῒ ̆ ῒ ̆ ԇץҡ Ȃ 

Rtp ᴨᾢ ↓ llq ↓ ҩ ѿҩ̆ᵖ Rtp ᴨᾢ ↓ ᴨᾢ

llq Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ FastEthernet 1/0
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27.1.12 match ip dscp 

פ class-map № ↕ҹ ip tos dscp ṿ

̆ῒ no № ↕ Ȃ 

match ip dscp dscp-value, dscp-value… 

no match ip dscp dscp-value, 
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ץ פ ip tos precedence ṿᵬҹ

Class-map № ↕̆ ṿ ҹ № ῀

CBWFQ ↓ҬȂ 

ץ Ҭפ ҩ ṿ̆ ׆ ⌠

↓̆ ꜚᴪ פ ̆ ṿ Ȃ 

ȍҽᶛȎ 

ҊᶛҬ̆ dscp ṿ 0 2̆ 5̆ ῒҬӊѿ ҹ Ӎ class-map a1

↕Ȃ 

class-map a1 

 match ip precedence 0 2 5 
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protocol-name ( )Ȃ 

ȍ Ȏ 

’Ҋ̆ ᴋᵥ№ ↕Ȃ 

ȍ פ Ȏ 

Class-map  

ȍᶏ Ȏ 

ץ פ ᵬҹClass-map №

↕̆ ҍ ѿ ҹ №

῀ CBWFQ ↓ҬȂ 

ץ ѿҩ class-map҉ № ↕(match-rule)̆p ѿ

№ ↕ ᵬ ̆Ӟ ╠ № ↕ᴪ ҉ №

↕Ȃ 

ȍҽᶛȎ 

ҊᶛҬ̆ ҹ IP ҹ Ӎclass-map class2 ↕Ȃ 
class-map class2 

 match protocol ip 

27.1.16 max-reserved-bandwidth 

פ ҉ҹ CBWFQ№ Ȃῒ no Ȃ 

max-reserved-bandwidth [ percent ] 

no max-reserved-bandwidth [ percent ] 

ȍ Ȏ 

percent CBWFQ № Ȃ 

ȍ Ȏ 

’Ҋ̆ № ῃ 75% CBWFQȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ פ № CBWFQ ̆ᵖ Ḡ №

CBWFQ ↕ ̆ ↕ CBWFQ ꜚ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆№ FastEthernet 1/0ῃ 80% CBWFQȂ 

interface FastEthernet 1/0 

  max-reserved-bandwidth 80 

27.1.17 policy-map 

פ ῀ ↕ ̆ Ҍ ↕

̆ ᴪ⇔ ѿҩץ ҹ ↕ Ȃῒ no ׆ Ҭ−

↕ Ȃ 

policy-map policy-map-name 
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no policy-map policy-map-name 

ȍ Ȏ 

policy-map-name  ↕ ̆ Ӟ ῒ Ҭ ԑ № Ȃ 
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№ 1% Ȃ 

Burst bytes ץ Ȃ 

ȍ Ȏ 

’Ҋ̆ ᴋᵥ priority ᴨᾢ ↓Ȃ 

ȍ פ Ȏ 

Policy-map class  

ȍᶏ Ȏ 

llq CBWFQ ⱳ Ȃ Ḡ ֓ Ҍᵖ ⌠ № ̆

ғ ⌠ᵞ Ḡ Ȃ 

ץ
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ȍᶏ Ȏ 

ҩ № ѿҩ ↓↓ Ȃᴨᾢ ↓ ᴨᾢ № Ȃ 

ᶏ show queue פ ╠ ₮ ↓ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ FastEthernet 1/0 ᴨᾢ ↓↓ 10̔ 

Red-Giant(config)#interface FastEthernet 1/0 

Red-Giant(config-if)#priority-group 10 

 

ȍ ῏  Ȏפ

  פ

priority-list interface 
№ ↕̆ № ⌠ ᴨ

ᾢ ↓ 

priority-list protocol 
№ ↕̆ № ⌠ ᴨ

ᾢ ↓ 

priority-list 

queue-limit 
ҩᴨᾢ ↓ ҩ  

show interfaces  

show queue ↓  

27.1.20 priority-list default 

ῃ Ҋᶏ priority-list default פ ֓ ӈ↓ ҬҌ ᴋᵥ

↕ № ѿҩ ᴨᾢ ↓ ᶏ̆ פ no ↓ ᴨᾢ

ҹ ṿȂ 

priority-list list-number default { high | medium | normal | low } 

no priority-list list-number default 

ȍ Ȏ 

list-number   ᴨᾢ ↓↓ ̆ ṿҹ 1͘16 ᴋ Ȃ 

high | medium | normal | low   ᴨᾢ ↓Ҭ ҩ Ȃ 

ȍ Ȏ 

↓ ᴨᾢ ṿҹ normal 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ҹᴨᾢ ↓↓ ҩ № ↕Ȃ № ̆ ↕

̆ ↕ ῀ ↕ ↓̆ Ҍҍᴋᵥ ↕

↕ ῀ ↓Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ᴨᾢ ↓↓ 1̆ ↓ ᴨᾢ ҹ low 

Red-Giant(config)#priority-list 1 default low 

ȍ ῏  Ȏפ

  פ
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priority-group ᴨᾢ ↓ ⌠ ҉ 

priority-list interface 
№ ↕̆ № ⌠

ᴨᾢ ↓ 

priority-list protocol 
№ ↕̆ № ⌠

ᴨᾢ ↓ 

priority-list queue-limit ҩᴨᾢ ↓ ҩ  

show queue ↓  

27.1.21 priority list interface 

ῃ Ҋᶏ priority-list interface פ № ↕̆ №

⌠ ᴨᾢ ↓̆ᶏ פ no − № ↕Ȃ 

priority-list list-number interface interface-type interface-number { high | medium | 

normal | low } 

no priority-list list-number interface interface-type interface-number { high | medium | 

normal | low } 

ȍ Ȏ 

list-number   ᴨᾢ ↓↓ ̆ ṿҹ 1͘16 ᴋ Ȃ 

interface-type   Ȃ 

interface-number   Ȃ 

high | medium | normal | low   ᴨᾢ ↓Ҭ ҩ Ȃ 

ȍ Ȏ 

↓ᴨᾢ ↕ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

↕ ̆RGOS ᴪ ↕ ̆ ⌠ ѿҩ

̆ḂẢ ̆ ῀ ↓Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ᴨᾢ ↓ 3̆ ׆ FastEthernet 1/0 ⌠ № ⌠

Ҭ ᴨᾢ ↓̔ 

Red-Giant(config)#priority
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priority-list default 
֓ ӈ↓ ҬҌ ᴋᵥ ↕ №

ѿҩ ᴨᾢ ↓ 

priority-list protocol 
№ ↕̆ № ⌠ ᴨ

ᾢ ↓ 

priority-list 

queue-limit 
ҩᴨᾢ ↓ ҩ  

show queue ↓  

27.1.22 priority-list protocol 

ῃ Ҋᶏ priority-list protocol פ № ↕̆ №

⌠ ᴨᾢ ↓̆ᶏ פ no − № ↕Ȃ 

priority-list list-number protocol protocol-name { high | medium | normal | low } 

queue-keyword keyword-value 

no priority-list list-number protocol [ protocol-name { high | medium | normal | 

low } queue-keyword keyword-value ] 

ȍ Ȏ 

list-number   ᴨᾢ ↓↓ ̆ ṿ 1͘16 ᴋ Ȃ 

protocol-name   ̔arpȁbridgeȁcompressedtcpȁipȁllc2 padȂ 

high | medium | normal | low   ᴨᾢ ↓Ҭ ҩ Ȃ 

queue-keyword keyword-value   ѿ֓ ̆ 

queue-keyword keyword-value ӈ 

  
ԍ ῀

↓ 

fragments  № IP ῀ ↓ 

list list-number 
↓ list-number

῀ ↓Ȃ 

lt byte-count 
ԍ byte-count

ṿ̆ ῀ ↓ 

gt byte-count 
byte-count

ṿ̆ ῀ ↓ 

tcp port 
IP TCP ҹport ῀

↓ 

udp port 
IP UDP ҹport ῀

↓ 

ȍ Ȏ 

↓ᴨᾢ ↕ 

ȍ פ Ȏ 

ῃ  
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ȍᶏ Ȏ 

↕ ̆RGOS ↕ ̆ ⌠ ѿҩ

̆Ả ̆ ῀ ↓Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ᴨᾢ ↓↓ 2̆ ҹ IP № ⌠

ᴨᾢ ↓̔ 

Red-Giant(config)#priority-list 2 protocol ip high 

 

Ҋץ ᶛ ᴨᾢ ↓↓ 7̆ ҍ IP ↓ 101 №

⌠ ᴨᾢ ↓̔ 

Red-Giant(config)#priority-list 7 protocol ip high list 101 

Ҋץ ᶛ ᴨᾢ ↓↓ 6̆ ԍ 250 IP № ⌠Ҭ

ᴨᾢ ↓̔ 

Red-Giant(config)#priority-list 6 protocol ip medium gt 250 

 

Ҋץ ᶛ ᴨᾢ ↓↓ 11̆ ԍ 250 IP № ⌠Ҭ

ᴨᾢ ↓̔ 

Red-Giant(config)#priority-list 11 protocol ip medium lt 250 

 

ȍ ῏  Ȏפ

  פ

priority-group ᴨᾢ ↓ ⌠ ҉ 

priority-list 

default 

֓ ӈ↓ ҬҌ ᴋᵥ ↕ № ѿ

ҩ ᴨᾢ ↓ 

priority-list 

interface 

№ ↕̆ № ⌠ ᴨᾢ

↓ 

priority-list 

queue-limit 
ҩᴨᾢ ↓ ҩ  

show queue ↓  

27.1.23 priority-list queue-limit 

ῃ Ҋᶏ priority-list queue-limit פ ҩᴨᾢ ↓

ҩ ̆ᶏ פ no ҩᴨᾢ ↓

ҩ ҹ ṿȂ 

priority-list list-number queue-limit [ high-limit [ medium-limit 

[ normal-limit [ low-limit ] ] ] ] 

no priority-list list-number queue-limit 

ȍ Ȏ 

list-number ᴨᾢ ↓↓ ̆ ṿҹ 1͘16 ᴋ Ȃ 
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ȍᶏ Ȏ 

RGOS Tail_Drop CBWFQ ↓ Ṝ ̆ CBWFQ ↓Ҭ
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queue-list queue 

byte-count 
↓  

queue-list queue 

limit 
ѿҩ ӈ ↓  

show queue ↓  

27.1.27 queue-list protocol 

ῃ Ҋᶏ queue-list protocol ⇔פ ԍ ↓№ ↕̆

№̆ ⌠ ӈ ↓ ᶏ̆ פ no −

↕Ȃ 

queue-list list-number protocol protocol-name queue-number queue-keyword 

keyword-value 

no queue-list list-number protocol protocol-name queue-number queue-keyword 

keyword-value 

ȍ Ȏ 

list-number   ↓↓ ̆ 1⌠ 16ӊ ᴋᵥ Ȃ 

protocol-name   ̆ ץ arpȁbridgeȁcompressedtcpȁipȁllc2ȁpad ̆

ҹ ipȂ 

queue-number   ↓ ̆ 1⌠ 16ӊ ᴋᵥ Ȃ 

queue-keyword keyword-value   ѿ֓ ̆ 

queue-keyword Keyword-value ӈ 

  
ԍ ῀

↓ 

fragments  № IP ῀ ↓ 

list list-number 
↓ list-number

῀ ↓Ȃ 

lt byte-count 
ԍ byte-count

ṿ̆ ῀ ↓



ѿ №  



ѿ פ  №    

 139  ῍ 436                    http://www.ruijie.com.cn 

custom-queue-list ӈ ↓↓ ⌠ ҉ 

queue-list default 
֓ ӈ↓ ҬҌ ᴋᵥ ↕ №

ѿҩ ӈ ↓ 

queue-list interface 
ԍ № ↕̆ ῀⌠

̆ № ⌠ ӈ ↓ 

queue-list protocol ⇔ ԍ ↓№ ↕ 

queue-list queue 

byte-count 
↓  

show queue ↓  

27.1.29 queue-list queue limit 

ῃ Ҋᶏ queue-list queue limit פ ѿҩ ӈ ↓

̆ᶏ פ no ̆ ץ ↓ ṿȂ 

queue-list list-number queue queue-number limit limit-number 

no queue-list list-number queue queue-number limit limit-number 

ȍ Ȏ 

list-number   ↓↓ ̆ 1⌠ 16 ӊ ᴋᵥ Ȃ 

queue-number   ↓ Ȃ 1⌠ 16 ӊ ᴋᵥ  

limit-number   ↓ᾛ ҩ Ȃ ṿ <0͘32767>̆ ҹ

20Ȃ 

ȍ Ȏ 

↓ᾛ ҩ ҹ 20 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

↓ ̆ ҡ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ӈ ↓ 5 ҹ 40 ҩ  

Red-Giant(config)#queue-list 2 queue 5 limit 40 

ȍ ῏  Ȏפ

  פ

custom-queue-list ӈ ↓↓ ⌠ ҉ 

queue-list default 
֓ ӈ↓ ҬҌ ᴋᵥ ↕ №

ѿҩ ӈ ↓ 
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queue-list interface 
ԍ № ↕̆ ῀⌠

̆ № ⌠ ӈ ↓ 

queue-list protocol ⇔ ԍ ↓№ ↕ 

queue-list queue 

byte-count 
↓  

show queue ↓  

 

27.1.30 rate-limit 

פ ҉ └carⱳ Ȃῒno Ȃ 

rate-limit {input | output} {bps | access-group acl-index | | 

dscp dscp-value } burst-normal burst-max conform-action 

conform-action exceed-action exceed-action 

no rate-limit {input | output} {bps | access-group acl-index | | 

dscp dscp-value } burst-normal burst-max conform-action 

conform-action exceed-action exceed-action 

 

ȍ Ȏ 

Input|output̔ └ ῀ ₮ Ȃ  

Bps̔ ҉ ̆ ᵝ bpsȂ  

Burst-normal burst-max̔ ҩ token bucket פ ṿ̆ ᵝ bytesȂ  

Conform-action̔ Ҋץ└ Ȃ  

Exceed-action̔ └ Ȃ  

Action̔ ̆ Ҋ₃ץ ̔ 

 Ҋѿ  

 drop  ҡ  

 set-dscp-continue   dscp ̆ Ҋѿ  

 set-dscp-transmit   dscp ̆  

 set-prec-continue   ip precedence ̆ Ҋ

ѿ  

 set-prec-transmit   ip precedence ̆  

 transmit          
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ȍ Ȏ 

’Ҋ̆ ҉ ᴋᵥ └Ȃ 

ȍ פ Ȏ 



ѿ פ  №    

 142  ῍ 436                    http://www.ruijie.com.cn 

ȍ Ȏ 

’Ҋ̆ ҉ ᴋᵥ ↕ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

҉ ↕ Ṝ̆ Ḡ № CBWFQ

↕ ̆ ↕ ⱳ ↕ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ FastEthernet 1/0 ҉ ҹ"policy9" ↕

CBWFQȂ 

interface FastEthernet 1/0 

  service-policy output policy9 

27.1.32 set ip dscp 

פ ҹ ↕ Ҭ ip tos dscp ṿ

ⱳ Ȃῒ no Ȃ 

Set ip dscp dscp-value 

no Set ip dscp dscp-value 

ȍ Ȏ 

dscp-value dscp value ṿ 

ȍ Ȏ 

’Ҋ̆ ↕  Ȃפ

ȍ פ Ȏ 

Policy-map class  

ȍᶏ Ȏ 

≢ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ↕ "policy1"҉ acl203 ̆

ip dscp ṿҹ 46Ȃ 

policy-map policy11 

  class acl203 

   set ip dscp 46 
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   Match protocol arp 

 Class Map class5 

   Match input-interface FastEthernet0/0 

 Class Map class4 

   Match none 
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show policy-map [ name policy-map-name [class] class-map-name ] [ interface 

interface-name ] 

ȍ Ȏ 

policy-map-name ↕ ; 

class-map-name ; 

interface-name  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ץ ᶏ פ ҉ policy-map ῏Ḥ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ԅ ҉ ↕ Ḥ Ȃ 

Red-Giant# show policy-map 

 Policy Map policy1 

  Weighted Fair Queueing 

    Class class2 

      Bandwidth 50 (%) Max Thresh 64 (packets) 

 Policy Map policy2 

  Weighted Fair Queueing 

    Class class5 

      Bandwidth 30 (%) Max Thresh 64 (packets) 

    Class class6 

      Bandwidth 10 (%) Max Thresh 64 (packets) 

 Policy Map policy3 

  Weighted Fair Queueing 

    Class class1 

      Bandwidth 700 (kbps) Max Thresh 64 (packets) 

    Class class2 

      Bandwidth 300 (kbps) Max Thresh 64 (packets) 

Red-Giant# 

פ ԅ ҉ ↕ ῏Ḥ : ȁ

№ ץ CBWFQ ↓ Ȃ 

Ҋ ᶛ Ҭ̆ ԅ FastEthernet 1/0 ҉ ↕ Ḥ Ȃ 

Red-Giant# show policy-map  interface FastEthernet 1/0 

 FastEthernet 1/0  output : policy1 

  Weighted Fair Queueing 

    Class class2 

      Output Queue: Conversation 265 

        Bandwidth 50 (%) Packets Matched 0 Max Thresh 64 (packets) 

        (discards/tail drops) 0/0 

Red-Giant# 

פ ԅ ҉ ↕ ῏Ḥ :

ȁ CBWFQ ᴪ ↓Ҭ ȁ № ץ

CBWFQ ↓ Ȃ 

Ҋ ᶛ Ҭ̆ ԅ ҹ"policy1" ↕ Ḥ Ȃ 
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Red-Giant# show policy-map name policy1 

 Policy Map policy1 

  Weighted Fair Queueing 

    Class class2 

      Bandwidth 50 (%) Max Thresh 64 (packets) 

Red-Giant# 

פ ԅ ↕ ῏Ḥ : ȁ

№ ץ CBWFQ ↓ Ȃ 

Ҋ ᶛ Ҭ̆ ԅ ҹ"policy1" ↕ "class2" Ḥ

Ȃ 

Red-Giant# show policy-map name policy1 class class2 

 Class class2 

   Bandwidth 50 (%) Max Thresh 64 (packets) 

Red-Giant# 

ԅ ↕ Ҭ ↕

Ҭ Ḥ : ȁ № ץ

CBWFQ ↓ Ȃ 

27.1.37 show queue 

Ҋᶏ show queue פ ↓ Ȃ 

show queue interface-name interface-number [ queue-number ] 

show queue {cq | pq | wfq} 

ȍ Ȏ 

interface-name    

interface-number    

queue-number  ↓  

cq ԅ cq cq ↓  

pq ԅ pq pq ↓  

wfq ԅ wfq wfq ↓  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ץ ᶏ פ ҉ QoS ↓ ῏Ḥ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ԅ Gi 0/1 ҉ QoS ↓ ῏Ḥ Ȃ 

Red-Giant# show queue interface Gi 0/1 
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  Queueing strategy: weighted fair 

  Output queue: 0/64/0 (size/threshold/drops) 

 

  Output queue num: 0/0 (now/max) 

Red-Giant# 
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ץ ᶏ פ ҉ traffic-shape ῏ ‖ ↓ Ḥ

Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ԅ ҉ ԅ traffic-shape ῏ ‖

↓ Ḥ Ȃ 

Red-Giant#show traffic-shape  queue           

Traffic queued in shaping queue on GigabitEthernet 0/1 

 Traffic shape group: 103 

  Queueing strategy: weighted fair 

  Output queue: 0/1000/64/0 (size/max total/threshold/drops)  

Output queue num: 0/0 (now/max) 

27.1.40 show traffic-shape statistics 

פ ҉ traffic-shape ῏ Ḥ

Ȃ 

show traffic-shape statistics [
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ȍ Ȏ 

access-list̔ ↓ Ȃ  

bit-rate̔ ҉ ̆ ᵝ bpsȂ  

burst-size̔ ҩ interval ץ Ȃ ᵝ bitȂ  

excess-burst-size̔ ѿҩ interval ץ ̆ ᵝ bitȂ  

buffer-limit̔gts ‖ ↓ ‖ ̆ 1000Ȃ  

 

ȍ Ȏ 

’Ҋ̆ ҉ ᴋᵥ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

(Generic Traffic ShapinğGTS) ץ Ҍ ↕ Ҍ

ԍ≠ץ̆ ҉Ҋ ӊ ȂGTS ᶏ ‖

פ ̆ ̆ ᾢ ‖ ̆ פ
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ȍ Ȏ 
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ԋ ῇ  VRRP  פ

28.1 VRRP  פ

VRRP פ ̔ 

 vrrp authentication 

 vrrp description 

 vrrp ip 

 vrrp preempt 

 vrrp priority 

 vrrp timers advertise 

 vrrp timers learn 

 vrrp track 

28.1.1 vrrp authentication 

פ VRRP ⱳ ̆ῒ no ῏ ѿⱳ Ȃ 

vrrp group authentication string 

no vrrp group authentication  

ȍ Ȏ 

group   VRRP  

string  ԍ VRRP ұ(Ҍ 8 ҩ ̆ ᾛ ҈

̆ᵖ Cisco פ ̆ ҹԅ Cisco Ὶ ̆

Ӟפ  (פ

ȍ Ȏ 

’Ҋ̆ ҉ VRRP ⱳ Ȃ Ḃ VRRP ⱳ ̆

ᴋᵥ  Ȃפ

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ѿҩ VRRP
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ȍ ῏  Ȏפ

  פ

Router(config-if)#vrrp group ip 
ipaddress [ secondary ] 

VRRPⱳ

IP  

28.1.2 vrrp description 

ҹפ VRRP ѿҩ ̆ῒ no Ȃ 

vrrp group description text 

no vrrp group description 

ȍ Ȏ 

group   VRRP  

text   VRRP  

ȍ Ȏ 

’Ҋ̆ ҉ VRRP ⱳ Ȃ Ḃ ԅ VRRP ⱳ ̆ Ӟ

ᴋᵥ VRRP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ҹ VRRP ̆ Ḃԍץ № VRRP Ȃ





ѿ פ  №   





ѿ פ  №



ѿ פ  №    

 157  ῍ 436                    http://www.ruijie.com.cn 

number   

interface-priority  ῒ VRRP ᴨᾢ Ȃ Ҍ

̆ ṿҹ 10 

ȍ Ȏ 

’Ҋ̆ ҉ VRRP ⱳ Ȃ Ḃ VRRP ⱳ ̆

Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏץ פ ̆ ץ ҍ

VRRP Ҭ Ȃ 

   

ȍ ῏  Ȏפ

  פ

Router(config-if)#vrrp group ip ipaddress 
[ secondary ] 

VRRP ⱳ

IP  

Router(config-if)#vrrp group priority level 
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ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ
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debug vrrp events 

no debug vrrp events 

ȍ Ȏ 

’Ҋ̆ VRRP Ԋᴆ ῏Ȃ 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ԅ VRRP Ԋᴆ ῏Ȃ 

Router#debug vrrp events 

Router# 

VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 

28.2.4 debug vrrp packets 

פ VRRP ῏̆ῒ no
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28.2.5 debug vrrp state 

פ VRRP ῏̆ῒ no ῏ ῏Ȃ 

debug vrrp state 

no debug vrrp state 

ȍ Ȏ 

’Ҋ̆ VRRP ῏Ȃ 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ԅ VRRP ῏Ȃ 

Router#
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  State is Backup 

  Virtual IP address is 192.168.201.1 configured 

  Virtual MAC address is 0000.5e00.0101 

  Advertisement interval is 3 sec 

  Preemption is enabled 

    min delay is 0 sec 

  Priority is 100 

  Master Router is 192.168.201.213 , pritority is 120 

  Master Advertisement interval is 3 sec 

  Master Down interval is 9 sec 

FastEthernet 0/0 - Group 2 

  State is Master 

  Virtual IP address is 192.168.201.2 configured 

  Virtual MAC address is 0000.5e00.0102 

  Advertisement interval is 3 sec 

  Preemption is enabled 

    min delay is 0 sec 

  Priority is 120 

  Master Router is 192.168.201.217 (local), priority is 120 

  Master Advertisement interval is 3 sec 

  Master Down interval is 9 sec 

Router# 

VRRP ’ 

Router#show vrrp brief 

Interface         Grp Pri Time  Own Pre State   Master addr     Group addr 

FastEthernet 0/0   1   100   -    -   P  Backup  192.168.201.213 192.168.201.1 

FastEthernet 0/0   2   120   -    -   P  Master  192.168.201.217 192.168.201.2 

Router# 

ȍ ῏  Ȏפ

  פ

Router(config-if)#vrrp group ip 
ipaddress [ secondary ] 

VRRP ⱳ

IP  

28.2.7 show vrrp interface 

פ ҉ VRRP ’Ȃ 

show vrrp interface type number [ brief ] 

ȍ Ȏ 

type    

number   

brief   Ȃ ᶏ ’ 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ ԅץ E1/0 ҉ VRRP ’ 

Router#show vrrp interface fastethernet 0/0 

FastEthernet 0/0 - Group 1 
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  State is Backup 

  Virtual IP address is 192.168.201.1 configured 

  Virtual MAC address is 0000.5e00.0101 

  Advertisement interval is 3 sec 

  Preemption is enabled 

    min delay is 0 sec 

  Priority is 100 

  Master Router is 192.168.201.213 , pritority is 120 

  Master Advertisement interval is 3 sec 

  Master Down interval is 9 sec 

FastEthernet 0/0 - Group 2 

  State is Master 

  Virtual IP address is 192.168.201.2 configured 

  Virtual MAC address is 0000.5e00.0102 

  Advertisement interval is 3 sec 

  Preemption is enabled 

    min delay is 0 sec 
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ԋ Ӝ  VPDN  פ

29.1  VPDN  פ

VPDN ῃ פ ̔ 

 vpdn enable 

 vpdn source-ip 

 vpdn session-limit 

29.1.1 vpdn enable 

פ VPDN ⱳ ̆ῒ no VPDN ⱳ Ȃ 

vpdn enable 

no vpdn enable 

ȍ Ȏ 

’Ҋ̆ VPDN ⱳ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ԅ (Client-Initiated Tunnel) L2TP Ҍ VPDNⱳ

̆RGOS ᶫ LAC LNS ⱳ ̆ ᶏ PPTP ᶏ L2TP

VPDN ⱳ Ȃ פ ᴪ ῏

Һꜚ └ Ȃ 

ȍҽᶛȎ 

! VPDN ⱳ  

Router(config)#vpdn enable 

Router(config)# 

29.1.2 vpdn source-ip 

פ ╠ ᶫ VPDN ⱳ ᶏ ( ) ̆ῒ no

Ȃ 

vpdn source-ip A.B.C.D 

no vpdn source-ip 

ȍ Ȏ 
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A.B.C.D  ᶫ VPDN ⱳ ᶏ  

ȍ Ȏ 

’Ҋ̆ ҹ ᶫ VPDN ⱳ ᶏ ( ) Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ᶫ LNS(L2TP) HGW(PPTP)ⱳ ̆ ᶏץ פ ╠

ҹ Ȃ פ ᴪ

῏ Һꜚ └ Ȃ 

ȍҽᶛȎ 

! ╠ ҹ 192.168.12.223 

Router(config)#vpdn source-ip 192.168.12.223 

Router(config)# 

29.1.3 vpdn session-limit 

פ ╠ ᶫ VPDN ⱳ ᾛ ᴪ ̆ῒ no

Ȃ 

vpdn session-limit sessions 

no vpdn session-limit 

ȍ Ȏ 

sessions  ᶫ VPDN ⱳ ᾛ ᴪ  

ȍ Ȏ 

’Ҋ̆ ṿ ҹ ᶫ ᴪ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

VPDN ῀ ⌠ ᵣ ̆ ᶏ פ ῀ └Ȃ 

ȍҽᶛȎ 

! ╠ ᴪ ҹ 100 

Router(config)#vpdn session-limit 100 

Router(config)# 

29.2  VPDN ҍ  פ

VPDN ҍ פ ̔ 

 clear vpdn tunnel 
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 show vpdn 

 debug vpdn 

29.2.1  clear vpdn tunnel 

פ └ Ȃ 

clear vpdn tunnel [{l2tp | pptp }[remote-host-name]] 

ȍ Ȏ 

l2tp  L2TP  

pptp  PPTP  

remote-host-name Һ  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ └ Ȃ Ҍᶏ ̆ Ӈ └

( PPTP ҍ L2TP )̕ ֽֽ ̆ Ӈ └

̕ ԅ Һ ̆ Ӈ └

῏ Ҭ Һ Ȃ 

ȍҽᶛȎ 

! L2TP  

Router#show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

1     1     BLIZZARD      est    192.168.12.213  1701  1        1 

 

LocID      RemID      TunID      Username, Intf/      State  Last Chg 

                                 Vcid, Circuit 

1          1          1          ms,Vi1               est    00:46:30 

%No active PPTP tunnels 

Router#clear vpdn tunnel l2tp 

Router# 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to down 

%CHANGED: Interface Virtual-Access1, changed state to administratively down 

Router#show vpdn 

%No active L2TP tunnels 

%No active PPTP tunnels 

Router# 

29.2.2 show vpdn 

פ ╠ ҉ VPDN Ḥ Ȃ 

show vpdn [ session | tunnel ] 
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ȍ Ȏ 

session ᴪ  

tunnel   

ȍ פ Ȏ 

ȁ  

ȍᶏ Ȏ 

ᶏץ פ ╠ ҉ VPDN Ḥ Ȃ Ҍ

╠ ҉ VPDN ҍᴪ Ȃ 

ȍҽᶛȎ 

! ╠ ҉ VPDN Ḥ  

Router#show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

4     77    BLIZZARD      est    192.168.12.213  1701  1        1 

 

LocID      RemID      TunID      Username, Intf/      State  Last Chg 

                                 Vcid, Circuit 

1          1          4          ms,Vi1               est    00:33:58
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ȍ Ȏ 

error        VPDN  

event        VPDN Ԋᴆ 

l2x-data      L2TP ’ 

l2x-errors     L2TP  

l2x-events    L2TP Ԋᴆ 

l2x-packets   L2TP └ ῤ  

packet       VPDN ῤ  

ȍ פ Ȏ 

ȁ  

ȍᶏ Ȏ 

ȁ ̆ ᶏץ פ VPDN ᴪ ⇔

Ҭ Ԋᴆȁ └ Ḥ Ȃ errorȁeventȁpacket

VPDN ̂L2TP PPTP̃Ὲ ̆ῒ L2TP Ȃ 

ȍҽᶛȎ 

! ⇔ pptp ᴪ Ҭ debug vpdn event ₮ Ҋᶛ̔  

VPDN: Pptp recv start-control-connection-request from host 192.168.200.114 

PPTP: New tunnel socket id =9 

VPDN: Pptp get tunnel info for 192.168.200.114 ok! 

VPDN: Pptp send start-control-connection-reply, ok 

VPDN: Pptp tunnel id 0 state change: idle --> estbed 

PPTP: Add send-echo-request timer, interval = 60 

VPDN: Pptp tunnel id 0 recv outgoing-call-request! 

Pptp: Tunnel to 192.168.200.114 get config para. from vpdn-group pptp! 

VPDN: Must process using ACCEPT_DIALIN parameters 

Pptp: Session va0 get config para. from vpdn-group pptp! 

VPDN: Pptp session va0 state change: idle --> connected 

PPTP: Receive outcall request,process ok!assign local call id = 1 

VPDN: Pptp tunnel id 0 send out-call reply 

%LINK CHANGED: Interface virtual-access 0, changed state to up 

VPDN: Pptp tunnel to 192.168.200.114 peer callid 1 recv set-linkinfo 

VPDN: Pptp tunnel to 192.168.200.114 peer callid 1 recv set-linkinfo 

%LINE PROTOCOL CHANGE: Interface virtual-access 0, changed state to UP 

 

 

! ⇔ pptp ᴪ Ҭ debug vpdn packet ₮ Ҋᶛ̔ 

PPTP: I Start-Control-Connection-Request len 156 Magic Cookie 0x1A2B3C4D 

             Protocol Version 0x100 

             Framing Type 0x1 

             Bearer Type 0x1 

             Maximum Channels 0x0 

             Firmware Revision 0x893 

             Host Name: 

             Vendor String: Microsoft Windows NT 





ѿ №
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Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 54 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 18 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

VPDN PROCESS From tunnel: Received 56 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 20 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 45 byte pak 

L2X: UDP socket write 45 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to up 

! LNS ῀ ( ҍᴪ ) Ҭ debug vpdn 

l2x-data ᶛ̔ 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

%UPDOWN: Interface Virtual-Access1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to up 

 

˻L2TP debug vpdn l2x-
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Tnl 20 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl 20 L2TP: Tunnel state change from idle to wait-ctl-conn 

Tnl 20 L2TP: I SCCCN-5( )8(f)-5(r)8(o)-0s9t/ 52.224 Tm

[Tm

[( )] 
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Tnl 22 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Parse SCCCN 

Tnl 22 L2TP: I SCCCN from C3640 tnl 18889 

Tnl 22 L2TP: Parse  AVP 13, len 22, flag 0x8000 (M) 

Tnl 22 L2TP: Chlng Resp 

         5C D5 A4 37 36 A6 7D 0F FE EF 22 48 B8 DF F5 12 

Tnl 22 L2TP: No missing AVPs in SCCCN 

Tnl 22 L2TP: I SCCCN, flg TLS, ver 2, len 42, tnl 22, ns 1, nr 1 contiguous 

pak, size 42 

         C8 02 00 2A 00 16 00 00 00 01 00 01 80 08 00 00 

         00 00 00 03 80 16 00 00 00 0D 5C D5 A4 37 36 A6 

         7D 0F FE EF 22 48 B8 DF F5 12 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 1, nr 2 

         C8 02 00 0C 49 C9 00 00 00 01 00 02 

Tnl 22 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Parse ICRQ 

Tnl 22 L2TP: I ICRQ from C3640 tnl 18889 

Tnl 22 L2TP: Parse  AVP 15, len 10, flag 0x8000 (M) 

Tnl 22 L2TP: Serial Number -1714567290 

Tnl 22 L2TP: Parse  AVP 14, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Assigned Call ID 1280TJ

ET

BT

1 0 0 1 158.06 547.28 Call ID 1280
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҈  VPDN-Group  פ

Vpdn-group ῏ פ ̔ 

 accept dialin 

 ip precedence 

 ip tos 

 local name 

 protocol 

 source-ip 

 terminate-from 

 virtual-template 

 vpdn-group 

30.1  accept dialin 

פ ᵬ ҹ ῀̆ῒ no Ȃ 

accept-dialin 

no accept-dialin 

ȍ Ȏ 

’Ҋ̆ ᵬ Ȃ 

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 

’Ҋ̆ ҹ VPDN-Group
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max-throughput TOS ṿҹ 4 

min-delay TOS ṿҹ 8 

min-monetary-cost TOS ṿҹ 1 

normal TOS ṿҹ 0 

reflect ᶏ IP TOS ᵬҹ IP TOS  

ȍ Ȏ 

’Ҋ̆ IP TOS ҹ Ȃ 

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 

TOS ᶏץ פ Ȃ פ ᴪ

ᴰ ̆ᵖҌᴪ ῏ Һꜚ └ Ȃ 

ȍҽᶛȎ 

! TOS ҹ min-delayȂ 

Router(config-vpdn)#ip tos min-delay 

Router(config-vpdn)# 

30.4  local name 

פ Һ ̆ῒ no Ȃ 

local name local-hostname-string 

no local name 

ȍ Ȏ 

local-hostname-string  Һ  

ȍ Ȏ 

’Ҋ̆ ᶏ ᵬҹ Һ ұȂ 

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 

ץ ҉ Һ Ḃץ Ȃ פ

ᴪ ῏ Һꜚ └ Ȃ 

ȍҽᶛȎ 

! Һ ҹ”LNS” 

Router(config-vpdn)#local name LNS 
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Router(config-vpdn)# 

30.5  protocol 

פ ᶏ Ȃ פ no Ȃ 

protocol {any | l2tp | pptp} 

no protocol 

ȍ Ȏ 

any   

l2tp  L2TP 

pptp  PPTP 

ȍ Ȏ 

’Ҋ̆ ҹ Ȃ 

ȍ פ Ȏ 

VPDN-Group ᵬ  

ȍᶏ Ȏ 

ᶏ ̆ᴋᵥ ᴪ

῏ Һꜚ Ȃ 

ȍҽᶛȎ 

! ҹ L2TPȂ 

Router(config-vpdn)#accept-dialin 

Router(config-vpdn-acc-in)#protocol l2tp 

Router(config-vpdn-acc-in)# 

30.6  
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VPDN-Group  

ȍᶏ Ȏ 

ԅῃ VPDN ⱳ ᶏ ( ) ̆ Ӈ VPDN-Group

ᶏ ( ) ҍӊѿ Ȃ פ ᴪ

῏ Һꜚ └ Ȃ 

ȍҽᶛȎ 

! ╠ VPDN-Group ᶏ ҹ 202.101.92.73 

Router(config-vpdn)#source-ip 202.101.92.73 

Router(config-vpdn)# 

30.7  terminate-from 

פ Һ ̆ῒ no Ȃ 

terminate-from hostname remote-hostname-string 

no terminate-from 

ȍ Ȏ 

remote-hostname-string  Һ  

ȍ Ȏ 

’Ҋ̆ Һ Ȃ 

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 

ᶏץ פ └ ῀ Һ ̆ Һ

̆ Ӈ VPDN-Group
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number   
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҈ ѿ  PPTP  פ

PPTP פ ̔ 

 Pptp flow-control receive-window 
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פ ӈpptpᴪ ҩ ACK

̆ῒ no Ȃ 

Pptp flow-control static-rtt timeout-interval 

No pptp flow-control static-rtt 

ȍ Ȏ 

packets  pptp ᴪ ҩ ACK

ץ̆ ҹ ᵝȂ ṿ 200---5000Ȃ 

ȍ Ȏ 

ṿҹ 1500 Ȃ 

ȍ פ Ȏ 

vpdn-group  

ȍᶏ Ȏ 

PPTP Ғ ̆פ ץ ᾢ protocol pptp protocol 

any
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ȍ פ Ȏ 

vpdn-group  

ȍᶏ Ȏ 

PPTP Ғ ̆פ ץ ᾢ protocol pptp protocol 

any פ ̆ ᾛ Ȃפ echo-packet-interval ҹ 0

̆ ҌҺꜚ echo Ȃ 

echo-packet-interval Ҍҹ 0 P̆PTP echo-packet-interval

⌠ ᴋᵥ ̆↕Һꜚ ѿҩ echo request

ץ ̆ echo reply Ȃ ∆

ҹ 1



ѿ פ  №    

 182  ῍ 436                    http://www.ruijie.com.cn 

҈ ԋ  L2TP  פ

L2TP פ ̔
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ץ ⱳ Ȃ ⱳ

ᴪ L2TP-Class ῏ Һꜚ └ Ȃ 

ȍҽᶛȎ 

! ⱳ  

Router(config-l2tp-class)#authentication 

Router(config-l2tp-class)# 

ȍ ῏  Ȏפ

  פ

Router(config-l2tp-class)#password password-string פ 

32.2  encapsulation (L2TP) 

פ Ȃ 

encapsulation l2tpv2 

ȍ Ȏ 

l2tpv2  ᶏ RFC 2661 L2TP ᴰ Ȃ 

ȍ Ȏ 

’Ҋ̆ Ȃ 

ȍ פ Ȏ 

Pseudowire-Class  

ȍᶏ Ȏ 

pseudowire-class ҉̆ ᾢ ѿ

ᴰ Ȃ 

ȍҽᶛȎ 

! ҹ l2tpv2 

Router(config-pw-class)#encapsulation l2tpv2 

Router(config-pw-class)# 

32.3  hello 

פ ҹ L2TP Keepalive Hello Ȃ פ

no Ȃ 

hello interval 

no hello 

ȍ Ȏ 

interval  Hello  

ȍ Ȏ 
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’Ҋ̆Hello ҹ 60 Ȃ 

ȍ פ Ȏ 

L2TP-Class  

ȍᶏ Ȏ 

ץ Hello ץ L2TP ᶭ Ȃ

̆ ץ Hello
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ȍ Ȏ 

’Ҋ̆ ᾛ № Ȃ 

ȍ פ Ȏ 

Pseudowire-Class  

ȍᶏ Ȏ 

ץ ᾛ № Ȃᴋᵥ № ⱳ

ꜚ ᴪ ⌠ ᴰ ҉̆p Ҍᴪ L2TP

└ Ȃ 

ȍҽᶛȎ 

! №  

Router(config-pw-class)#ip dfbit set 

Router(config-pw-class)# 

32.6  ip local interface 

פ ᶏ ( ) ̆ῒ no Ȃ 

ip local interface interface-name 

no ip local interface interface-name 

ȍ Ȏ 

interface-name   

ȍ Ȏ 

’Ҋ̆ ᶏ ( ) Ȃ 

ȍ פ Ȏ 

Pseudowire-Class  

ȍᶏ Ȏ 

ץ ҉ ᵬҹ ( ) Ȃᴋᵥ ( )

ᴪ L2TP Һꜚ └ Ȃ 

ȍҽᶛȎ 

! ( ) ҹ FastEthernet 0 

Router(config-pw-class)#ip local interface FastEthernet 0 

Router(config-pw-class)# 

32.7  ip ttl 

פ IP TTL ̆ῒ no
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פ ⱳ ̆ῒ no Ȃ 

l2tp tunnel authentication 

no l2tp tunnel authentication 

ȍ Ȏ 

’Ҋ̆ ⱳ Ȃ 

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 

ץ ⱳ Ȃᴋᵥ ⱳ

ꜚ ᴪ ῏ L2TP └Һꜚ Ȃ 

ȍҽᶛȎ 

! ⱳ  

Router(config-vpdn)#l2tp tunnel authentication 

Router(config-vpdn)# 

32.10 l2tp tunnel hello 

פ Keepalive Hello ῒ̆ no

Ȃ 

l2tp tunnel hello interval 

no l2tp tunnel hello 

ȍ Ȏ 

interval  Hello ץ̆ ҹ ᵝ 

ȍ Ȏ 

’Ҋ̆ Hello ҹ 60 Ȃ 

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 

ץ ץ Hello Ȃᴋᵥ Hello

ᴪ L2TP └Һꜚ Ȃ 

ȍҽᶛȎ 

! Hello ҹ 30  

Router(config-vpdn)#l2tp tunnel hello 30 

Router(config-vpdn)# 

32.11 l2tp tunnel password 
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פ ԍ ῒ̆פ no פ Ȃ 

l2tp tunnel password password-string 

no l2tp tunnel password 

ȍ Ȏ 

password-string  פ 

ȍ Ȏ 

’Ҋ̆  Ȃפ

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 



ѿ פ  №    

 189  ῍ 436                    http://www.ruijie.com.cn 

Router(config-vpdn)# 

32.13 l2tp tunnel retransmit 

פ L2TP └ ᴰ ̆ῒ no Ȃ 

l2tp tunnel retransmit {retries number | timeout {min|max} seconds} 

no l2tp tunnel retransmit {retries | timeout {min|max}} 

ȍ Ȏ 

number  └ ᴰ  

seconds └ ᴰ  

ȍ Ȏ 

’Ҋ̆ └ ᴰ ҹ 5̆ └ ᴰ ҹ 1 ̆

ҹ 8 Ȃ 

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 

ᴋᵥ └ ᴰ ḱ ᴪ L2TP └Һ

ꜚ Ȃ 

ȍҽᶛȎ 

! └ ᴰ ҹ 10 

Router(config-vpdn)#l2tp tunnel retransmit retries 10 

Router(config-vpdn)# 

32.14 l2tp tunnel timeout 

פ L2TP ᾛ ᴪ / └ ῒ̆ no

Ȃ 

l2tp tunnel timeout {no-session| setup} seconds 

no l2tp tunnel timeout {no-session | setup} 

ȍ Ȏ 

no-session ᵖ ᴪ  

setup └ ( )  

seconds  ̆ ᵝҹ  

ȍ Ȏ 
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’Ҋ̆ ᾛ ᴪ ҹ 600 ̆ ᾛ └

( ) ҹ 300 Ȃ 

ȍ פ Ȏ 

VPDN-Group  

ȍᶏ Ȏ 

ᴋᵥ ᾛ ᴪ / └

ᴪ ῏ L2TP └Һꜚ Ȃ 

ȍҽᶛȎ 

! ᾛ ᴪ ҹ 1200  

Router(config-vpdn)#l2tp tunnel timeout no-session 1200 

Router(config-vpdn)# 

32.15 l2tp-class 

פ l2tp-class ̆ Ҍ ⇔ ץ

ҹ l2tp-class ̆ῒ no − l2tp-class Ȃ 

l2tp-class l2tp-class-name 

no l2tp-class l2tp-class-name 

ȍ Ȏ 

l2tp-class-name  L2TP-Class  

ȍ Ȏ 

’Ҋ̆ ᴋᵥ L2TP-Class Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ץ L2TP-Class L2TP └ ᵬ Ȃ 

ȍҽᶛȎ 

! ⇔ ҹ”l2x” L2TP-Class  

Router(config)#l2tp-class l2x 

Router(config-l2tp-class)# 

32.16 password (L2TP) 

פ ԍ ῒ̆פ no Ȃ
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ȍ Ȏ 

password-string  ԍ  פ

ȍ Ȏ 

’Ҋ̆ ⱳ Ӟ ԍ  Ȃפ

ȍ פ Ȏ 

L2TP-Class  

ȍᶏ Ȏ 

̆ Ӈ ң ⱳ ᶏ

Ȃᴋᵥפ פ ᴪ L2TP └Һ

ꜚ Ȃ 

ȍҽᶛȎ 

 ”ҹ”shareפ !

Router(config-l2tp-class)#password share 

Router(config-l2tp-class)# 

32.17 protocol (L2TP) 

פ L2TP └ ̆ῒ no Ȃ 

protocol l2tpv2 [l2tp-class-name] 

no protocol 

ȍ Ȏ 

l2tpv2 ᶏ L2TP ᵬҹ  

l2tp-class-name L2TP-Class  

ȍ Ȏ 

’Ҋ̆ ᶏ L2TPv2 ᵬҹ L2TP Ȃ 

ȍ פ Ȏ 

Pseudowire-Class  

ȍᶏ Ȏ 

ᴋᵥ └ ᴪ L2TP └Һꜚ Ȃ 

ȍҽᶛȎ 

! ҹ l2tpv2 L2TP-Class l2x └  

Router(config-pw-class)#protocol l2tpv2 l2x 

Router(config-pw-class)# 

32.18 pseudowire 
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ῃ  

ȍᶏ Ȏ 

ץ pseudowire-class L2TP ᵬ Ȃ 

ȍҽᶛȎ 

! ⇔ ҹ”pw” pseudowire-class  

Router(config)#pseudowire-class pw 

Router(config-pw-class)# 

32.20 receive-window 

פ └ ̆ῒ no Ȃ 

receive-window size 

no receive-window 

ȍ Ȏ 

size  └  

ȍ Ȏ 

’Ҋ̆ └ ҹ 8Ȃ 

ȍ פ Ȏ 

L2TP-Class  

ȍᶏ Ȏ 

ᴋᵥ └ ᴪ L2TP └Һ

ꜚ Ȃ 

ȍҽᶛȎ 

! └ ҹ 12 

Router(config-l2tp-class)#receive-window 12 

Router(config-l2tp-class)# 

32.21 retransmit 

פ └ ᴰ ̆ῒ no Ȃ 

retransmit {initial {retries initial-retries | timeout {max | min} 

initial-timeout} | retries retries | timeout {max | min} timeout} 

no retransmit { initial {retries | timeout {max | min} }| retries | timeout 

{max | min} } 

ȍ Ȏ 

initial-retries  SCCRQ ᴰ  
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҈ ҈  − ԍῃ └  

33.1 ԍῃ └ ῏  פ

ԍ └ⱳ ҍ ԍῃ └ⱳ ԑ ̆

ץ ԍ └ⱳ ╠̆ ᾢ− ԍῃ

└ ̂ ȁ ȁ ̃̆Һ Ҋ₃ҩץ −פ

ԍῃ └ ̔ 

 no ip nat translation netflow 

 no ip [nat translation] rate-limit 

 no ip [nat translation] bandwidth-auto-adjust 

33.1.1 no ip nat translation netflow 

פ ԍ− ԍῃ ⱳ Ȃ 

 no ip nat translation netflow 

ȍ Ȏ 

 

ȍ ’Ȏ 

 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

Ҭ ľip nat translation netflowĿ ̆↕ ԅ ԍ

ῃ ⱳ ̆ ץ פ ῏ ⱳ Ȃ 

ȍҽᶛȎ 

 

ȍ ῏  Ȏפ

 

33.1.2 no ip [nat translation] rate-limit 

פ ԍ− ԍῃ ⱳ Ȃ 

 no ip [nat translation] rate-limit default 

 no ip [nat translation] rate-limit ip a.b.c.d 

 no ip [nat translation] rate-limit iprange e.f.g.h i.j.k.l 

ȍ Ȏ 
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a.b.c.d 
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35.1.3 ip rate-limit iprange 

פ ԍ Ҋ IP ̆ פ

no ԍ Ҋ IP Ȃ 

 ip rate-limit iprange a.b.c.d e.f.g.h inbound in_kbps outbound 

out_kbps interface intf_name [access-list acl_in acl_out]  

[time-range tr_name] 

 no ip rate-limit ip a.b.c.d e.f.g.h interface intf_name [access-list 

acl_in acl_out] [time-range tr_name] 

ȍ Ȏ 

a.b.c.d IP Ҋ Ȃ 

e.f.g.h IP ҉ Ȃ 

in-kbps ҉ ṿ̆ 10-1000000̆ ᵝ KbpsȂ  

out-kbps Ҋ ṿ̆ 10-1000000̆ ᵝ KbpsȂ 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 

tr_name ̆ ԍ ҩ  

ȍ ’Ȏ 

 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 

ѿҩ Ҋ̆ ҍפ Ḡ ԑ ̆ң Ҍ

ȂҌ Ҍ └Ȃ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range ↕̆ ῏

ץ Ȃ 

ȍҽᶛȎ 
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FastEthernet 1/1 Ҋ̆ IP ̔192.168.1.22~192.168.1.32

̆ ҹ҉Ҋ ҹ 500KbpsȂ 

Router(config)#ip rate-limit iprange 192.168.1.22 192.168.1.32 inbound 500 

outbound 500 interface FastEthernet 1/1 

 

῏ FastEthernet 1/1 IP ̔192.168.1.22~192.168.1.32

 
 

Router(config)#no ip rate-limit iprange 192.168.1.22 192.168.1.32 interface 

FastEthernet 1/1 

 

FastEthernet 1/1Ҋ̆ IP ̔192.168.1.22~192.168.1.32

̆ ғ ľ ҉Ŀ Ȃ 
Router(config)# ip rate-limit iprange 192.168.1.22 192.168.1.32 inbound 500 

outbound 500 interface FastEthernet 1/1 time-range ҉ 

 

− FastEthernet 1/1 ľ ҉Ŀ IP ̔

192.168.1.22~192.168.1.32 Ȃ 
Router(config) no ip rate-limit iprange 192.168.1.22 192.168.1.32 interface 

FastEthernet 1/1 time-range ҉ 

 

ȍ ῏  Ȏפ
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҈ Έ  פ 

36.1 ῏  פ

Ҋץ  ̔פ

 ip bandwidth-auto-adjust total-bandwidth 

 ip bandwidth-auto-adjust auto-config 

 ip bandwidth-auto-adjust default 

 ip bandwidth-auto-adjust ip  

 ip bandwidth-auto-adjust iprange 

 ip bandwidth-auto-adjust uptight-percent 

36.1.1 total-bandwidth 

total-bandwidth פ ԍ Ȃ פ no

ԍ Ȃ 

 ip bandwidth-auto-adjust total-bandwidth inbound inbound-kbps 

outbound outbound-kbps interface intf_name [access-list acl_in 

acl_out ] [time-range tr_name] 

 no ip bandwidth-auto-adjust total-bandwidth interface intf_name 

[access-list acl_in acl_out ] [time-range tr_name] 

 

ȍ Ȏ 

inbound-kbps    ҉ ṿ̆ ᵝ Kbps̆ ҹ 

10 - 1000000Ȃ 

outbound-kbps   Ҋ ṿ̆ ᵝ Kbps̆ ҹ 

10 - 1000000Ȃ 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 

tr_name ̆ ԍ ҩ  

ȍ ’Ȏ 

̕ 

ȍ פ Ȏ 
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ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 

ṿ ’ ̆ Ȃ ⱳ ̆

ᾢ Ȃ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range ↕̆ ῏

ץ Ȃ 

ȍҽᶛȎ 

GigabitEthernet 0/1 ҉Ҋ ҹ 10Mbps 
Router(config)#ip bandwidth-auto-adjust total-bandwidth inbound 10000 

outbound 10000 interface GigabitEthernet 0/1 

 

GigabitEthernet 0/1 Ȃ 

Router(config)#no ip bandwidth-auto-adjust total-bandwidth interface 

GigabitEthernet 0/1 

 

̂GigabitEthernet 0/1̆access-list 170 171̃ ҉Ҋ ҹ
90Mbps 

Router(config)#ip bandwidth-auto-adjust total-bandwidth inbound 90000 

outbound 90000 interface GigabitEthernet 0/1 access-list 170 171 

GigabitEthernet 0/1̆ ľ ҉Ŀ ҹ 20Mbps 
Router(config)#ip bandwidth-auto-adjust total-bandwidth inbound 20000 outbound 

20000 time-range ҉ 

 

ȍ ῏  Ȏפ

Ȃ 

36.1.2 auto-config 

פ Ḡ ꜚ ῏Ȃ 

 ip bandwidth-auto-adjust auto-config interface intf_name [access-list 

acl_in acl_out ] [time-range tr_name] 

 no ip bandwidth-auto-adjust auto-config interface intf_name 

[access-list acl_in acl_out ] [time-range tr_name] 

ȍ Ȏ 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 
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in-pre-kbps    IP ҉ Ḡ Ȃ ṿ 1–1000000̆ ᵝ kbpsȂ 

in-max-kbps   IP ҉ Ȃ ṿ 1–1000000̆ ᵝ kbpsȂ 

out-pre-kbps   IP Ҋ Ḡ Ȃ ṿ 1–1000000̆ ᵝ kbpsȂ 

out-max-kbps  IP Ҋ Ȃ ṿ 1–1000000̆ ᵝ kbpsȂ 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 

    tr_name ̆ ԍ ҩ  

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 

ԍ ԍḠ ̆ ↕ ⱳȂḠ

̆ᴋᵥ ’Ҋ̆ № Ҍᵞԍ ṿ̂

’῍ ‗ ̃Ȃ ҉ ̆ᴋᵥ ’Ҋ̆

№ Ҍ ԍ ṿ̆ ץ Ȃ 

ⱳ ̆ ԅ auto-configȁdefault ip/iprangĕ

ⱳ ᴪ Ȃ 

ѿҩ Ҋ̆ ҍפ Ḡ ԑ ̆ң Ҍ

ȂҌ Ҍ └Ȃ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range ↕̆ ῏

ץ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ GigabitEthernet 0/1 ҉Ҋ Ḡ

ҹ 1000Kbps̆ ҹ 3000Kbps  

Router(config)#ip  bandwidth-auto-adjust default inbound minimum 1000 maximum 

3000 outbound minimum 1000 maximum 3000 interface GigabitEthernet 0/1 
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GigabitEthernet 0/1 Ȃ  

Router(config)#no ip bandwidth-auto-adjust default interface GigabitEthernet 

0/1 

Ҋ ᶛ ̂GigabitEthernet 0/1̆access-list 170 171̃

҉Ҋ Ḡ ҹ 2000Kbps̆ ҹ 8000KbpȂ 

Router(config)# ip bandwidth-auto-adjust default inbound minimum 2000 maximum 

8000 outbound minimum 2000 maximum 8000 interface GigabitEthernet 0/1 

access-list 170 171 

̂GigabitEthernet 0/1̆access-list 170 171̃

Ҋ̔ 

Router(config)# no ip bandwidth-auto-adjust default inbound interface 

GigabitEthernet 0/1 access-list 170 171 

Ҋ ᶛ GigabitEthernet 0/1 ľ ҉Ŀ

Ȃ 

Router(config)#ip  bandwidth-auto-adjust default inbound minimum 1000 maximum 

3000 outbound minimum 1000 maximum 3000 interface GigabitEthernet 0/1 

time-range ҉ 

GigabitEthernet 0/1 ľ ҉Ŀ

Ȃ 

Router(config)#no 
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out-pre-kbps   IP Ҋ Ḡ Ȃ ṿ 1–100000̆ ᵝ kbpsȂ 

out-max-kbps   IP Ҋ Ȃ ṿ 1–100000̆ ᵝ kbpsȂ 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 

tr_name ̆ ԍ ҩ  

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 

ԍ ԍḠ ̆ ↕ ⱳȂ 

ⱳ ̆ ԅ auto-configȁdefault ip/iprangĕ

ⱳ ᴪ Ȃ 

ѿҩ Ҋ̆ ҍפ Ḡ ԑ ̆ң Ҍ

ȂҌ Ҍ └Ȃ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range
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default Ḡ Ȃ 

iprange IP Ḡ Ȃ 

36.1.5 iprange 

ҹ IP Ḡ Ȃ פ no IP Ȃ 

 ip bandwidth-auto-adjust iprange A.B.C.D E.F.G.H inbound minimum 

in-pre-kbps maximum in-max-kbps outbound minimum out-pre-kbps 

maximum out-max-kbps interface intf_name [access-list acl_in 

acl_out ]   [time-range tr_name] 

 no ip bandwidth-auto-adjust iprange A.B.C.D E.F.G.H interface 

intf_name [access-list acl_in acl_out ]  [time-range tr_name] 

ȍ Ȏ 

A.B.C.D        IP ᵞᵝ IP Ȃ 

E.F.G.H        IP ᵝ IP Ȃ 

in-pre-kbps    IP ҉ Ḡ Ȃ ṿ 1–100000̆ ᵝ kbpsȂ 

in-max-kbps    IP ҉ Ȃ ṿ 1–100000̆ ᵝ kbpsȂ 

out-pre-kbps   IP Ҋ Ḡ Ȃ ṿ 1–100000̆ ᵝ kbpsȂ 

out-max-kbps   IP Ҋ Ȃ ṿ 1–100000̆ ᵝ kbpsȂ 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 

tr_name ̆ ԍ ҩ  

 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 
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ԍ ԍḠ ̆ ↕ ⱳȂ 

ⱳ ̆ ԅ auto-configȁdefault ip/iprangĕ

ⱳ ᴪ Ȃ 

ѿҩ Ҋ̆ ҍפ Ḡ ԑ ̆ң Ҍ

ȂҌ Ҍ └Ȃ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range ↕̆ ῏

ץ Ȃ 

ȍҽᶛȎ 

פ ᶏ ҍ ip bandwidth-auto-adjust ip ᶏ ᵌȂ 

ȍ ῏  Ȏפ

  פ
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ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 

ꜚ ₮ ᶏ ’̆ ᶏ ⌠

ῒ percent% ̆ ᴪ ҹ ̆ ᴪ ѿ ↓ ̆

Ḡ № Ὲ ̆ ᾧ ꜚȂ 

ṿ ҹ 70%̆ѿ Ҍ ḱ ṿȂ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range ↕̆ ῏

ץ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ GigabitEthernet 0/1 ṿҹ 85%Ȃ 

Router(config)#ip bandwidth-auto-adjust uptight-percent 85 interface 

GigabitEthernet 0/1 

 

GigabitEthernet 0/1 ṿ ̆

ṿȂ 

Router(config)#no ip bandwidth-auto-adjust uptight-percent interface 

GigabitEthernet 0/1 

 

ȍ ῏  Ȏפ

 Ȃ 

 



ѿ פ  №    

 2



ѿ №  
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 ip bandwidth-auto-adjust ip a.b.c.d inbound minimum in-pre-kbps 

outbound minimum out-pre-kbps interface intf_name [access-list 

acl_in acl_out ] application [time-range tr_name] 

 no ip bandwidth-auto-adjust ip a.b.c.d interface intf_name 

[access-list acl_in acl_out ] application [time-range tr_name] 

ȍ Ȏ 

a.b.c.d        IPȂ 

in-pre-kbps    IP Ḡ ҉ Ḡ Ȃ ṿ 1–100000̆ ᵝ

kbpsȂ 

out-pre-kbps   IP Ḡ Ҋ Ḡ Ȃ ṿ 1–100000̆ ᵝ

kbpsȂ 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 

    application Ḡ ⱳ Ȃ 

tr_name ̆ ԍ ҩ  

 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 

Ḡ № ѿҩ ̆

ץ ᶏ ’ ῍ ‗ Ȃ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range ↕̆ ῏

ץ Ȃ 

ȍҽᶛȎ 

GigabitEthernet 0/1 Ҋ ĬP 1̔92.168.0.10 Ḡ Ȃ 
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Router(config)#ip bandwidth-auto-adjust ip 192.168.0.10 inbound minimum 500 

outbound minimum 500 interface GigabitEthernet 0/1 application 

G
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Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 

Ḡ № ѿҩ ̆

ץ ᶏ ’ ῍ ‗ Ȃ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range ↕̆ ῏

ץ Ȃ 

ȍҽᶛȎ 

פ ᶏ ҍ ip bandwidth-auto-adjust ip ᶏ ᵌȂ 

ȍ ῏  Ȏפ

  פ

default Ḡ Ȃ 

ip IP Ḡ Ȃ 

37.1.5 uptight-percent 

פ Ḡ ṿȂ פ no ṿ

̂ ṿ 70%̃Ȃ 

 ip bandwidth-auto-adjust uptight-percent percent-num interface 

intf_name [access-list acl_in acl_out ] application [time-range tr_name] 

 no ip bandwidth-auto-adjust uptight-percent interface intf_name 

[access-list acl_in acl_out ] application [time-range tr_name] 

ȍ Ȏ 

percent-num ≠ ṿ̆ ṿ ҹ 1 - 100Ȃ 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 

    application Ḡ ⱳ Ȃ 

tr_name ̆ ԍ ҩ  



ѿ פ  №
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 ip bandwidth-auto-adjust max-bandwidth inbound in_kbps outbound 

out_kbps interface intf_name [access-list acl_in acl_out ] application 

low-priority [time-range tr_name] 

 no ip bandwidth-auto-adjust max-bandwidth interface intf_name 

[access-list acl_in acl_out ] application low-priority  [time-range 

tr_name] 

ȍ Ȏ 

in_kbps ᵞᴨᾢ ҉ ҉ ṿ̆ ᵝ Kbps̆ 10~1000000 

out_kbps ᵞᴨᾢ Ҋ ҉ ṿ̆ ᵝ Kbps̆ 10~1000000 

intf_name ῏  

acl_in ҉ ACL̂ ԍ ҊҌ ̃ 

acl_out Ҋ ACL̂ ԍ ҊҌ ̃ 

tr_name ̆ ԍ ҩ  

ȍ ’Ȏ 

῏ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ̆╠פ ᾢ− ԍῃ ȁ ȁ ̆ΐᵣ

ᵬ ѿ Ȃ 

̆╠פ ᾢ ῏ ᵬ ľip nat outsideĿ ľip 

area outsideĿ̆ ↕ פ ⱳȂ 

̆╠פ ᾢ Ȃ 

time-range ץ ԍ ҩ ׆̆ ‗ ָӇ

Ṝ Ȃ Ҍ time-range ↕̆ ῏

ץ Ȃ 

ȍҽᶛȎ 

GigabitEthernet 0/1 ᵞᴨᾢ № ҉ ҹ 5000KbpsȂ 

Router(config)#ip bandwidth-auto-adjust  max-bandwidth inbound 5000 outbound 

5000 interface GigabitEthernet 0/1 application low-priority 

GigabitEthernet 0/1 ᵞᴨᾢ № ҉ Ȃ 

Router(config)#no ip bandwidth-auto-adjust  max-bandwidth interface 

GigabitEthernet 0/1 application low-priority 

ȍ ῏  Ȏפ

 Ȃ 
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37.1.9 
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 Ȃ 
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҈ ῇ  Ḥ  פ

38.1 Ḥ ῏  פ

Ḥ ⱳ Ҋץ  ̔פ

 default-cnc| default-cnii 

 cnc|cnii  

 route-update local 

38.1.1 default-cnc| default-cnii 

default-cnc| default-cnii פ ԍ Ȃ פ no

Ȃ 

 route-auto-choose default-cnc|default-cnii 

{ip-address |interface-type interface-number } 

[distance] [tag tag] [permanent] 

 no route-auto-choose default-cnc|default-cnii 

{ip-address | interface-type interface-number } 

ȍ Ȏ 

ip-address    Ҋѿ IP Ȃ 

interface-type   Ȃ 

interface-number  Ȃ 

distance    ̆ ṿ 1-255Ȃ 

tag      ̆ ṿ 1-4294967295Ȃ 

ȍ ’Ȏ 

distance ṿҹ 1Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ѿ ῀ internet ̆ ץ ῒҬѿ ҹ

Ȃ ̆ ׆ Ȃ 

ҩ Ḥ ̆ᵖҌ Ḥ ҹ

Ȃ 
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פ no ̆ ̆− Ḥ ̆ ↕−

Ḥ Ȃ 

פ פ cnc|cnii ᶏ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ҹ Ḥ Ȃ 

Red-Giant(config)# route-auto-choose default-cnii  

fastEthernet 1/0 192.168.1.1 

      Ḥҹ ̆↕ Ῥ ҹ Ȃ 

Red-Giant(config)# route-auto-choose default-cnc  

fastEthernet 1/0 192.168.1.1 

You have set CNII as default,please config no route-auto-choose default-cnii 

first! 

ȍ ῏  Ȏפ

  פ

cnc | cnii Ḥ Ȃ 

38.1.2 cnc| cnii 

cnc | cnii פ Ḥ Ȃ ҹ Ḥ №≢

Ȃ פ no Ȃ 

 route-auto-choose cnc|cnii 

{ip-address |interface-type interface-number } 

[distance] [tag tag] [permanent] 

 no route-auto-choose cnc|cnii 

{ip-address | interface-type interface-number } 

ȍ Ȏ 

ip-address    Ҋѿ IP Ȃ 

interface-type   Ȃ 

interface-number  Ȃ 

distance    ̆ ṿ 1-255Ȃ 

tag      ̆ ṿ 1-4294967295Ȃ 

ȍ ’Ȏ 

distance ṿҹ 1Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ѿ ῀ internet
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ҹ Ḥ ԅ ↕̆ ֓ ꜚ Ȃ 

פ no ̆ ̆− Ḥ ̆ ↕−

Ḥ Ȃ 

פ פ default-cnc|default-cnii ᶏ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ҹ Ȃ 

Red-Giant(config)# route-auto-choose cnc fastEthernet 1/0 192.168.1.1 
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҈ Ӝ  NBR&֜ ꜚ

 פ

1.1 ꜚ  פ

   ꜚ Ҋץ  ̔פ

 co-operate enable {security | sw-config}  

 co-oper { branch | cen-bra | center } { ip-address } 

 show co-oper agent 

 show co-oper mac-table { all | ip-address } 

              

             ̔ NBR80 ҬҌ ꜚ  

 

1.1.1 co-operate enable {security | sw-config} 

פ ᶏ NBRҍ֜ ῃ ꜚ ꜚ ⱳ ̆ ץ no ῏

ⱳ Ȃ פ Ҋ̔ 

 

co-operate enable {security | sw-config} 

 

no co-operate enable {security | sw-
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ȍ ῏  Ȏפ

     

 

1.1.3 show co-oper agent 

פ ҍ ꜚ֜ Ḥ Ȃ פ Ҋ̔ 

 

show co-oper agent 

 

ȍ Ȏ 

 

     

 

ȍ ’Ȏ 

 

     

 

ȍ פ Ȏ 

 

     

 

ȍᶏ Ȏ 

 

פ ꜚ ֜ ╠ ҍNBR ꜚȁ ꜚ IPȁ ̆

ץ ȁ ꜚ ץ ꜚDown Ḥ Ȃ 

 

ȍҽᶛȎ 

Ҋץ     פ ꜚ֜ Ḥ  

Red-Giant#show co-oper agent 
 

ȍ ῏  Ȏפ

     

 

 

1.1.4 show co-oper mac-table { all | ip-address } 

פ NBRҊ ҍ ꜚ ֜ ҉ᴰ MAC Ȃ פ Ҋ̔ 

 

show co-oper mac-table { all | ip-address } 

 

ȍ Ȏ 
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 NBR&֜ ꜚ V2

 פ

2.1 ꜚ V2  פ

   ꜚ V2 Ҋץ  ̔פ

 co-oper entity { branch | center }  { ip-address }   {0|7} line 

 co-oper anti-gateway-spoof {enable|disable} 

 show co-operv2  entity 

 show co-operv2 topo 

 show co-operv2 entity  switchport  ip 

              

             ̔ NBR80 ҬҌ ꜚ  

 

2.1.1 co-oper entity { branch | center }  { ip-address }   {0|7} line 

פ ҍ ꜚ ֜ Ḥ ̆ ֜ IP ̆ ᵝ̆ Ḥ

̔ 

 

co-oper entity { branch | center }  { ip-address }   {0|7} line 

 

no co-oper entity { branch | center }  { ip-address }   

 

ȍ Ȏ 

        

  

branch ῀֜ ̆ ԅҍ ֜ ̆

ῒז PC ֜ Ȃ 

center Ҋ ῀֜ ҉̆ ҉

֜ ̆Ҋ ῒ֜ז ֜

Ȃ 

 

               Ip-addrress ̔֜ IP ̕ 

               0|7 ̔0 ῀ ̆ ץ ̆7 ῀ ⱴ

̆ ᾢ ᶏ Ȃ 

              line̔֜ ̆ ҩ ֜ web ̆ ѿ Ȃ 

ȍ ’Ȏ 
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ȍ פ Ȏ 

 

    ῃ  

 

ȍᶏ Ȏ 

 

ꜚ╠ ᾢ ҍ ꜚ ֜ IP ̆ ֜ Ҍᴪ

ҍ ꜚȂ 

 

ȍҽᶛȎ 

Ҋץ     NBRҍ֜ ꜚ ῃ ꜚⱳ  

Router(config)# co-oper entity center 192.168.1.2 0 admin 

Router (config)#no co-oper entity center 192.168.1.2 

 

ȍ ῏  Ȏפ

     

 

2.1.2 co-oper anti-gateway-spoof {enable|disable} 

פ ꜚ ꜚ ῏ ꜚȂ ꜚ V2 ꜚ ꜚ ꜚ̆ ֜

IP ̆Ҍᴪ ꜚ ꜚ Ȃ 

 

co-oper anti-gateway-spoof {enable|disable} 

 

ȍ Ȏ 

 

  

enable ꜚ ꜚ V2 ⱳ  

disable ῏ ꜚ v2 ⱳ  

 

   

ȍ ’Ȏ 

 

     

 

ȍ פ Ȏ 

 

     

 

ȍᶏ Ȏ 

 

῀enable ̆פ ̆ ֜ ҉

ARP  Ȃפ
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῀disable ̆פ Ȃ 

 

ȍҽᶛȎ 

    Router# co-oper anti-gateway-spoof enable  

    Router# co-oper anti-gateway-spoof disable  

 

ȍ ῏  Ȏפ

     

 

2.1.3 show co-operv2  entity 

פ ҍ ꜚ֜ Ḥ Ȃ פ Ҋ̔ 

 

show co-operv2  entity 

 

ȍ Ȏ 

 

     

 

ȍ ’Ȏ 
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̆ ԍ҈ ֜ ̆ ῏ Ҍ ҩ ̔ 

 

show co-operv2 topo 

 

ȍ Ȏ 

 

    

ȍ ’Ȏ 

 

    

 

ȍ פ Ȏ 

 

    

 

ȍᶏ Ȏ 

 

פ ֜ ҉ ῏ Ȃ 

 

ȍҽᶛȎ 

Router#show co-operv2 topo 
 

ȍ ῏  Ȏפ
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ѿ  ≢  פ

41.1 ≢ ῏  פ

≢ Ҋץ  :פ

 application-filter deny p2p 

 identify-application exclude 

 identify-application port-add 

 ip conntrack per-ip-port 

 payload-update local 

 permit-server-ip 

 

41.1.1 application-filter deny p2p 

P2P ⱳ ̆ ῃ Ȃפ ῏ P2P ⱳ ̆ ᶏ

פ no Ȃ 

application-filter deny p2p {num} 

no application
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num: ӈ  

ȍ Ȏ 

῏  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ ӈ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ӈ 27931̔ 

Router(config)#identify-application port-add 27931 27931 tcp commont  

 

ȍ ῏  Ȏפ

  פ

identify-application exclude Ҍ ≢  

application-filter deny p2p p2p ⱳ  

payload-update local ׆ ῀  

 

41.1.4 payload-update local 

῀ ̆ Ҋ Ҋ  Ȃפ

payload-update local 

ȍ Ȏ 

 

ȍ Ȏ 

῏  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ ῀ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ῀ ̔ 

Router# payload-update local 

ȍ ῏  Ȏפ



ѿ №  
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ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ Ҍ └ Ⱶ ipȂ 

ȍҽᶛȎ 

Ҋ ᶛ Ҍ └ Ⱶ ip 200.101.100.10̔ 

Router(config)#permit-server-ip 200.101.100.10 

ȍ ῏  Ȏפ

  פ

ip conntrack per-ip-port ҩ ip port Ҋ

└ 
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ԋ  Ғ  פ

42.1 Ғ ῏  פ

ᴍ Ҋץ  ̔פ

 nbr-comm enable 

 nbr-comm server-ip  

42.1.1 nbr-comm enable 

ᶏ Ғ ⱳ ̆ ῃ פ nbr-comm enable ⱳ Ȃ

פ no ῏ ⱳ Ȃ 

nbr-comm enable  

no nbr-comm enable 

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

῏ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

̂NBR̃҉ Ғ ⱳ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ғ ⱳ Ȃ 

Red-Giant(config)#nbr-comm enable 

 

ȍ ῏  Ȏפ

  פ

nbr-comm server-ip Ғ Ҭ  

 

42.1.2 nbr-comm server-ip 

Ғ Ҭ Ȃ פ no − ip Ȃ 
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nbr-comm server-ip A.B.C.D 

no nbr-comm server-ip A.B.C.D 

ȍ Ȏ 

A.B.C.D̔Ҭ ip  

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

Ғ Ҭ Ȃ


