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ᾊ ֒ ѝ̔RGOS®10.2(4) Ȃ 

 

҉ Ю‟ӝ  

¸  

¸ ӝ  

¸  

҉  

1.  

ᴇ̔ 5 ᴇȂ 

 

注意、说明 ᾃ ₥ ╗ б Ȃ 

 

ᶕ ̔ Courier New ̆ѐ ᴇ̆ 5 ̆

 ᶕ Ȃᶕ ѐ ӱ ὡ ᶕ ̆ ╗ ᴇ Ȃ 

2. ԇ  

ԇ ᴇ Arial̆έᴇ Ὧ Ѭ Ю̔ 

ᴇ̔ ԇ Ὧ ̂ ԇѐᶑ а ‍̃ ╗ ᴇ Ȃ 

ᴇ̔ ԇ ̂ ԇѐ ḣ Ԇ ‍̃ ᴇ  



 

[ ] ̔ [ ] ‍̆ ԇ Ȃ 

{ x | y | ... }̔ ӱчэ э ѐ УэȂ 

[ x | y | ... ]̔ ӱчэ э ѐ Уэ а Ȃ 

//̔ ѝ Ȃ 

3.  

҉ ᴐ ѐ ⁞ ̆ Ҿ

Ѭ Ю̔ 

~ 注意： ȁ ȁ ᴐѐ Ү Ȃ 

& 说明： ȁ ȁ ȁ ᴐᾃ Ἱ 

 

& 说明： 

1) ᾊѡᴿ ‍ а ̆ ᴐѐ ӊ

 

2) ᾊ ‍ѡᴿ ᶕ ѐ ὲ ӊ ‟ ᾃ ̂ ӊ ȁ

̃̆έᴇ ᶕ Ԉ ᴳ ᶕ ѝῆȂ 
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ԇ    ЮУ

 Ὧұ

User EXEC 
̂ ̃ Ἴ ὡ

Ȃ 
Ruijie> 

ὡ exit ԇ

Ȃ 
ὡ ̆

ὡ enable ԇȂ 

ᴳ

ȁ

ᶕ
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╠ 

Ԉ ԇ Ю ὡ ̂?̃‟  э ԇ ԇȂ ҂

Ԉ‟  ԇὯ э ԇ ᶕ Ȃ Ю ̔ 

ԇ  

Help ֗ᴉ ԇ Ю ╠

ᶕ Ȃ 

abbreviated-command-entry? 

ԇὯ ѕȂ 
ᴿ ̔ 
Ruijie# di? 
dir disable 

abbreviated-command-entry<Tab>

ᴳ ԇ Ὧ Ȃ 
ᴿ ̔ 
Ruijie# show conf<Tab> 
Ruijie# show configuration 

? 
‟  ԇ ЮУэὯ Ὧ Ȃ 
ᴿ ̔ 
Ruijie# show ? 

command keyword ? 

‟  Ὧ Ὧ ЮУэ Ȃ 
ᴿ ̔ 
Ruijie(config)# snmp-server 
community ? 
WORD  SNMP community string 

 

 

~ 注意： 

ұ ԇ̆ ⁮ word/string Ὧ ἵ ᾳЮִ̆Ἴּר

Ὧ ̆ έᴇ ╖ ὯȂ ̔ 

Ruijie(config)#aaa domain ? 
  WORD     Specific domain configure 
  default  Default domain configure 
  enable   Domain enable configure 

̆ aaa domain d ԇ̆ ִἼּר Ὧ default̆ ԇ

aaa domain default Ȃ 

 

ᾗ ԇ 

ᾗ ԇ̆ ὡ ԇὯ У ‍ ̆ ‍ ⁞

У ԇὯ Ȃ 
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ᴿ show configuration ԇ Ԉᾗ ̔ 

Ruijie# show conf 

ᴳ ԇ no default  

ΰѱ ԇ no Ȃ ̆ᴳ no э ╖ ̆

б ԇ ᴐȂᴿ ԇ no shutdown Ὧ ԇ

shutdown ᴐ̆ Ȃᴳ а no Ὧ Ὧ

Ὧ Ȃ 

ԇ default ̆ ԇ default ԇ ѝ ḣȂ

ԇ ḣ ╖ ̆ ᾳЮ default ᴐ no
Ȃ ‍ ԇ ḣ ἵ ╖ ̆ ᾳЮ̆default

no ᴐ Ȃ default ԇ ╖ ̆

ѝ ἵ Ȃ  

CLI ᶕ  

Ю ‟ ҩ ᴳ CLI ⁮ ᶕ Ȃ 

CLI ᶕ ̔ 

ᶕ  Ѭ ᴉ ╠ 

% Ambiguous command: 
"show c" 

ὡ

̆

⁞ У

ԇȂ 

ὡ ԇ̆

Ѭ

ὡУэ Ȃ

ὡ Ὧ

  Ȃ 

% Incomplete command. 
ὡ

ԇ Ὧ

Ȃ 

ὡ ԇ̆ ὡ

ᾋ ὡ У э

Ȃ ὡ Ὧ

  Ȃ 

% Invalid input detected at ‘^’ 
marker. 

ὡ ԇ

̆ ̂^̃
ҩӊ

ᴁ Ȃ 

ԇ

Ю ὡ У э

̆ ἵ

ԇ Ὧ

  Ȃ 

 

ᴳ ԇ 

ᵏҩ ὡ ԇ Ȃ ὡ з ԇ ︠
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‍ Ȃ 

ӱ ԇ ὡ ԇ̆ Ю ѐ ᴐ̔ 

ᴐ  

Ctrl-P Э

 
ԇ ѐ ₥У ԇȂӱ У ̆

ᴳ ᴐ Ԉ Ȃ 

Ctrl-N Ю

 
ᴳ ҩ Ctrl-P Э ᴐѮ ̆ᴳ ᴐ ԇ

ѐ ⁮ У ԇȂ ᴳ ᴐ Ԉ Ȃ

 

ᴳ  

ԇ ᴳ ⁮ ╖ Ȃꜛ ̔ 

¸  

¸ ԇ ╟  

 

Ю ‟  ̔ 

╖    

Ctrl-B Ἵ ⁮ Уэ Ȃ 

Ctrl-F Ἵ ⁮ Уэ Ȃ 

Ctrl-A Ἵ ⁮ ԇ Ȃ 

ᾃ

╟Ἵ Ȃ 

Ctrl-E Ἵ ⁮ ԇ Ȃ 

Backspace ‮ Ἵ Уэ Ȃ ‮ ὡ

Ȃ 
Delete  ‮ Ἵ Ȃ 

Return  
ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ  

╟ У У

Ȃ 
Space  

ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ 
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ԇ ╟  

Ԉᴳ ╖ ѐ ╟ ̆ ԇ̆ᴳ ԇ

Ԉ Ȃל Ἵ ̆ э ԇ ֶ ᴇ ╟ 20
э ת̆ Ӱ ԈᴳἽ ⁮₥ ⁮ ԇ Ȃ 

ԇ Ἵ ╟ ᴐ Ю ̔ 

╖   

Ἵ Уэ  Ctrl-B 

Ἵ ⁮  Ctrl-A 

Ἵ ₥ Уэ  Ctrl-F 

Ἵ ╟⁮  Ctrl-E 

ᴿ ԇ mac-address-table static ὡ Уэ

Ȃ Ἵ У ̆ э ԇ ᴇ ╟ 20 э Ȃ ԇ ₥

‍ ̂$ Ԇ̃ Ȃ ֶ ╟ 20 э Ȃ 

mac-address-table  static  00d0.f800.0c0c  vlan  1   

interface 
$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet 

$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet  0/1 

Ԉᴳ Ctrl-A ⁮ ԇ Ȃ ԇ ‍

̂$̃Ԇ ̔ 

-address-table  static  00d0.f800.0c0c  vlan  1 interface  $ 

 

~ 注意： 

80э Ȃ 
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ԇ  

Ruijie# show any-command | 
begin regular-expression 

show ԇ  ᾃ ѐ

ᾃ ̆ Уэꜛ ᾃ Ԉ

Ԉ ὤ ᶕ  Ȃ 
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⁞ Ԇ ԇ ԇ ₥ ѐ ԇ ̆ ὤ

Ю̆ ὡ alias ? Ԉ‟  ₥ Ԉ ⁞ ὤ ԇ ̔ 

Ruijie(config)#alias ? 
aaa-gs                 AAA server group mode 

acl                     acl configure mode 
bgp                     Configure bgp Protocol 

config                 globle configure mode 
...... 

ԇ⁞ ╠ᶕ ̆ ⁞ ₥ ֶ Уэ ̂*̃̆ зֶ ԈЮ

̔ 

*command-alias=original-command 

ᴿ ̆ EXEC Ю̆ ԇ⁞ ”s” ”show”Ὧ Ȃ‡ ὡ”s?” Ԉ

’s’ Ὧ ⁞ ╠ᶕ ̔ 

Ruijie#s? 

*s=show  show  start-chat  start-terminal-service 

⁞ Ԇ ԇа Уэ ̆‡ֶᴳ ԇꜛ Ȃᴿ ̆

EXEC Ю ⁞ ”sv”Ԇ ԇ”show version”̆‡̔ 

Ruijie#s? 

*s=show  *sv=”show version” show  start-chat 

start-terminal-service 

⁞ ӱ ὡ ԇ Уэ ̆₥ а Ȃ Э ᴿ ̆

”s”



ԇ  

http://www.ruijie.com.cn 

CLI 

ᴳ CLIѮ₥̆ ᴳ Уэ PC Ȃ ╟ ̆

֒ ֒‫ ע Ԉᴳ CLIȂ ᴳ

ᴳ ѕ ̂Consolẽ ̆ ѝ ̂Outband̃ Ȃ

ҩ Ὧ ̆ Ԉ Telnet Ȃ ч

Ԉ ԇ Ȃ
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Ӈ  

 

ӊ УҾ ᴐ̔ 

¸ ԇ ⁸  

¸ ⁸ 

¸  

¸  

¸ ԇ  

¸  

¸ ᶕ  

¸ ⁸  

¸ Эᴳ telnet 

¸  

¸ ֒ѐ ԇ 

¸ ╘ Ὧ  

 

& 说明： 

Ὧ CLI ԇ ᴳ ᶕ ̆ ȇ Ӈ

ԇȈȂ 

 

ԇ ⁸  

 

⁸ Э Уэ ╕ ̆ ᴳ ԇᶑ ‚‍

⁞Ȃ ԇ Ԉ ⁸ ̆ ⁞ Ԉ ╖ ̆ ⁸

ὲ Ԉᴳ ԇȂ 
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ӱ ὤ ̆ ԇ ᶑ ֒ѐ ̆ Эּ Ҿ ֒ ̂ ᴳ

TFTP



Ӈ  

http://www.ruijie.com.cn 

ԇ  

⁞ᴳ У ԇ̆‡ Ԉ ԇ ᴳ ҫ ᴂ

⁞̕ ԇ ᴳ УҾ̆‡ Ԉ ԇ ᴳ ҫ

⁞Ȃ 

ᴔ Ԉᴳ Ю ԇ ԇ ̔ 

ԇ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# privilege mode [all] {level 
level | reset} command-string 

ԇ ⁞‚‍Ȃ 
mode ̇ ԇ CLI

ԇ ̆ᴿ ̔config ὤ

̕exec ԇ

̆interface
Ȃ 

all ̇ ԇ ԇ

̆ ѝ ⁞Ȃ 
coTd
566F514E302C8>T561D70f
-0.0008 Tc 3 0 Td
[11
[<3E3Tj
/TT2 1 1 Tf
-0.001 Tc 0.00d 0 T86.703 2-15
( | )223r 2.006 15
0 Tc 2.663 0 Td.328d
(co0
( | )177DA18DB111C03B8>]TJ
-7F01B82C5735E00F561D70C514 -1.fig-1.303 d
(j
/e )Tj
/C2_116C04B9D7FF01C4>TB82Cj
/T>818161D4B11DA04B936421FF5C3421FF603DF0A5104>0.0004 Tc 0.0303 Tw3D
<50AC2CE302CD0 1nable/disable
0 Tc 2.663 0 Td
[<37)Tj
/C2_0 814>-6<1C Tf
13 0 Td
( )Tj
TT2 1 Tf
-0.00034Tc 3 0 Td
[(inter-LI)Tj
/e 
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<cr>  

Ю reload ԇ ὲ ԇ ѝ ḣ ̔ 

Ruijie# configure terminal 
Ruijie(config)# privilege exec all reset reload 
Ruijie(config)# end 

ὡ 1 ̆ ԇ ̔ 

Ruijie# disable 1 
Ruijie> reload ? 
% Unrecognized command. 

̂linẽ ԇᶑ  

ӊ ̂ TELNET̃ ԇ ̆ line ԇᶑ ̆

line Ю ԈЮ ԇ̔ 

ԇ  

Ruijie(config-line)# password password line ԇ 

Ruijie(config-line)# login line ԇᶑ  

 

& 说明： 

̆ ᴳ ҩ line ԇ̆ ̆line ԇ ֶ

Ȃ ЮУ Ӯ Ȃ 

 

ֶ  

ӊ lock ԇ ֶ ї ᴃ̆Ԉ Ȃ ᴳ ᴃֶ

╖ ̆ line Ю ╖ ̆

EXEC Ю̆ ᴳ lock ԇ ᴃ ̔ 

ԇ  

Ruijie(config-line)# lockable ᴃ line ╖  

Ruijie# lock ᴃ ₥ line  
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⁸ 

 

₥ У ԏ ҩ ᴉ ᶑ ԇ ⁸ Ȃ

ҩ ԇᶑ ̆ ҩ AAA ̆‡

̆ ԏ Ԉ УҾ ╘

̆ ₥ ԏ ‾ RADIUS ╘

⁸ Ȃ 

‾ RADIUS ╘ ⁸̆ аᾋ

ᶑ ᶕ ̆ ╗ ᶕ ⁮ RADIUS ╘

Э ̆ ╘ У ȁ ȁὭӎ

ᶕ ̆ᵳұ ⁸ ̆ ᶕ ὤ Ȃ 

 

ӊ ұ ֙ ̆ў ұ AAA Ю̆

‟ ѐ ̕Ԉ AAA Ю̆ ѐ Ȃ 

֙ ̆ ὤ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# username name 
[password password | password 
encryption-type encrypted password]  

ᴳ ╗ ԇ ֙  

Ruijie(config)# username name 
[privilege level] ѝ ⁞̂ ̃ 

 

 

֙ ̆ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-line)# login local AAA Ю̆

 

Ruijie(config-line)# login 
authentication {default | list-name} 

AAA Ю̆ AAA
Ȃ ᴳ AAA ‟ ѐ

̆ꜛ Radius ȁ

ȁ Ȃ 
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Ю̔ 

ᴔ Ԉ Юᴳ show clock ԇ ᶕ ̆

Ю̔ 

Ruijie# sh clock                             // ₥  
05:54:43 CHN-BJ Wed 2008-01-30 

֒  

УҾ ᴳ ֒ ̂calendar̃ Ἱ ֒ ̆ ֒ а

̆ ѝ ֒ ̆ ᴳ Ὧ Ю҂ Ȃ 
֒ ֒ а ̆ ֒ ̆ ԇ ֒

⁸ ֒ Ȃ 

֒ ֒ ̆ Ю clock update-calendar э

ԇ̆ ֒ ֶ ֒ ḣȂ 

ԇ ᴐ  

Ruijie# clock update-calendar ֒ ֒  

ᴳ Ю ԇ Ԉ ₥ ֒ ⁸⁮ ֒ ̔ 

Ruijie# clock update-calendar 

 

 

ᴉᴳ reload [modifiers] ԇ⁸ ‚̂schemẽ̆Ԉ

Ȃ ╖ ̆ Ҿ Ю(  ұ ὲ ) Ԉ

ѝ ᵏ ᴐЭ ᵳ‾Ȃmodifers reload ᵏ У ԇ ̆ Ԉᴳ

ԇ ᴳ ╗ Ȃ modifiers inȁatȁcancelȂέᴇᴳ Ю̔ 

1. reload  in   mmm | hhh:mm  [string] 

У Ȃ mmm  hhh:mm ᾱ

̆Ԉ‍ ѝ ᴁ̆ Ԉ֗ У ὡȂ string Уэ ╠ ̆

Ԉ ѝ э ‚ Уэ╠ ̆Ԉᵳ ̆

 ұ ̆ 10 ‍ ̆ ԏ Ԉ ὡ reload  in  10  
testȂ 

2. reload  at  hh:mm month day year [string] 

э Ȃ ὡ ḣ э Ȃ
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ԇ  

 

ѝҩ ᵳ̆ᴔ ԈѝУ (System Name)
Ȃ ᴔ ѝ CLI ԇ ̆‡ ̂

32 э ̆‡ ὲ₥ 32 э ̃ ᴐѝ ԇ ̆

ע Ȃע ᾳЮ̆Ԉέᴇ ᴐѝ ̆ᴿ

”S2924G”ȁ”R2692” Ȃ 

 

ӊ ᵏὤ Ю ԇ ̔ 

ԇ ᴐ  

Ruijie(Config)# hostname name 
̆

̆ а

255 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no hostname ᴁ ḣȂЮ

ᴿ RGNOS̔ 

Ruijie# configure terminal                     // ὡὤ  
Ruijie(config)# 
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̆ᴔ УҾ ᶕ Ȃᴔ Ԉ

⁮ э Ȃᴔ Ԉ… ч ̂banner̃̔

Ȃ ⁮ ̆ ̆

Ἴ ЭȂ‾ ̆ᴔ Ԉ УҾ ѝ ̂

Ὧ ̃ Ȃ Ѯ ̆ ў ᴐ

ᵏУҾ ᶕ Ȃ ᾳЮ̆ Ȃ 

 

ᴔ Ԉ… ꜛ У ᶕ ᶕ ̆ ̆ Ҿᶕ

ֶ Ȃ Ԉ ԈЮὤ ԇ ᶕ ̔ 

ԇ ᴐ  

Ruijie(config)# 
banner motd c 
message c 

(message of the day) Ȃc ‍ ̆

э‍ Ԉ ֗ᴉ ( ’&’ )Ȃ ὡ‍ ̆

̆ ᴔ Ԉ ὡ ̆ᴔ ὡ‍

ὡ̆ ̆ ὡ

‍ Ӱ ὡ ̆‡ Ҿ х Ȃ

̆ ᶕ ѐа   ᴐѝ‍ ̆

а 255 э

A’5B!£�IEî-¹�e da4.83
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Ruijie(config)# banner 
login c message c 

Ȃc ‍ ̆ э‍

Ԉ ֗ᴉ ( ’&’ )Ȃ ὡ‍ ̆ 
̆ ᴔ Ԉ ὡ ̆ᴔ

ὡ‍ ὡ̆

̆ ὡ ‍ Ӱ ὡ

̆‡ Ҿ х Ȃ ̆

ѐа   ᴐѝ‍ ̆

а 255 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no banner login ‮ Ȃ 

Ю ᴿ ҩ ᴉ Уэ ̆ ԏᴳ (#)ᴐѝ‍ ̆

ѝ“Access for authorized users only. Please enter your password.”̆
ᴿ Ю̔ 

Ruijie(config)# banner login #                     // ‍  
Enter TEXT message.  End with the character '#'. 

Access for authorized users only. Please enter your password. 

#                                                         // ‍  
Ruijie(config)# 

 

ᶕ ᴔ ̆Ю Уэ ᴿ  
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ȁ ᶕ  

ᶕ ў ꜛ ̆ Э ̆ ֒ ̆ ֒

̆ Ctrl ֒ ̆ Boot ֒ ̆ӊ ‟ ̂Ө ұ

ᾗ ‟ Ȃ̃ᴔ Ԉ Ҿᶕ ҩ э ᾳȂᴔ

Ԉ Юᴳ Ю ‟ ԇ Ҿ ᶕ ̔ 

ԇ ᴐ  

Ruijie# show version ȁ ᶕ  

֒ ᴇᶕ  

֒ᶕ ў ꜛ ᶕ Э ᶕ Ȃ ᶕ ꜛ

̔ ̆ ̕ ᶕ ̔ Э ̆

Э ̂ ̆‡ ѝ ̃̆ ꜛ

̆ ꜛ э ̂ ꜛ ᴔ̃ Ԉ

Юᴳ Ю ‟ ԇ ᶕ ̔ 

ԇ ᴐ  

Ruijie# show version devices ₥ ᶕ  

Ruijie# show version slots ₥

ᶕ  

╟ ў  

ᴔ Ԉ ԇ ᴳ show mainfile ԇ ╟ ў ̆

Ю̔ 

Ruijie# show mainfile                              
MainFile name: rgos.bin. 

⁸  

 

Уэ ⁸ ̂Consolẽ̆ э ⁸ ̆ Ԉ

Ȃ У ᴳ Ḁ̆ ⁸ ὲ

Ȃ Ԉ ѕ Ȃ ̆

⁸ У Ȃ 



Ӈ  

http://www.ruijie.com.cn 

⁸  

Ю̆ Ԉᴳ ԈЮ ԇ ⁸ ̔ 

ԇ ᴐ  

Ruijie(config-line)# speed speed 

⁸ ּ ̆ ᴁ

bpsȂ ұѕ ̆ᴔ

ּ ѝ 9600 ȁ

19200 ȁ 38400 ȁ 57600 ȁ

115200
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1 

ᴳ Telnet Client 

Ԉ Э telnet ԇ ⁮ Э ̔ 

 

 

ԇ ᴐ  

Ruijie# telnet host-ip-address  telnet ⁮ ̆

Ԉ ў IP Ȃ 

Ю ᴿ ᴉ Telnet ֶ ̆ ip
192.168.65.119̔ 

Ruijie# telnet 192.168.65.119      // ⁮ telnetֶ  
Trying 192.168.65.119 ... Open 

User Access Verification                  // ὡ  
Password: 

 

 

Ԉ ̆ ⁸ ̂ꜛ

̆Ԉ ⁮ ֶ ̃̆ ḣ̆ ֗ᴉ ὡ  

ᶕ ̆ѐ Ȃ 

 

₥ ̆ ᾃ̆ ֗ᴉ ὡᶕ ̆ ╘ ѐ

Ȃ 
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ӊ ᵏ LINE Ю ԇ ̔ 

ԇ ᴐ  

Ruijie(config-line)# exec-timeout 20 

LINE



Ӈ  

http://www.ruijie.com.cn 

Ruijie# execute {[flash:] filename} Уэ ֒Ȃ 

ᴿ ̔ ֒ line_rcms_script.text ұ Э Telnet ╖

̆ ֒ᾃ Ю̔ 

configure terminal 
line tty 1 16 

transport input all 
no exec 

end 

̔ 

Ruijie# execute flash:line_rcms_script.text  
executing script file line_rcms_script.text ...... 
executing done 

Ruijie# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# line vty 1 16 
Ruijie(config-line)# transport input all 
Ruijie(config-line)# no exec 
Ruijie(config-line)# end 
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Ruijie(Config)# 



LINE  

http://www.ruijie.com.cn 

LINE



LINE  
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Ȃ 

ԇ  

configure terminal ὡ  

Line vty line number ὡ Line  

transport input {all | ssh | telnet | none} Line Ю Ԉ

 

no transport input  LINE Юаἵ ֗ᴉ

 

default transport input LINE Ю

ѝ  

 

Line Ю ⁸‟  

LINE Ю ⁸̆ Ԉ ԇ Ȃ ᾳЮ̆

Line Ю ֗ᴉ ⁸‟ Ȃ ̆ ἵ   Ȃ 

ԇ  

configure terminal ὡ  

Line vty line number ὡ Line  

access-class  access-list-number  {in | out} Line Ю

⁸‟  

no access-class  access-list-number  {in |out} Line Ю

⁸‟  
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ԇ Ю ў CTRL ֒

Эּ Ю ̆ ч ̔У ᴳ TFTP ̆ У

ᴳ Xmodem ѕ Ȃ 

 

ԏ ӱԈЮΰэ ᴉ ֒ 

¸ TFTP ּ ֒ 

¸ XMODEM ּ ֒ 

TFTP ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ ў TFTP Server ֒̕ Ю ֒

̕ ⁮ ̆ Юᴳ ԈЮ ԇЮ ֒̆

Location ‡ ὡ TFTP Server IP Ȃ 

ԇ ᴐ  

Ruijie# copy tftp: //location/ 
filename flash: filename 

Ю ў URL ֒

filename ⁮ Ȃ  

�ü CLI ԇ Ю̆ Ю ֒ Ю ̔ TFTP Server ֒̕ ἰ ўԇ ᴐ  Ruijie# 
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XMODEM ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ Windows ⁮ ̕

Юᴳ ԈЮ ԇЮ ֒̕ ў Windows ѐ̆ “ּ
” ѐ “ ֒”╖ ̆ 1 ̔ 

 

1 

  ֒ ў Ю ֒̆ “Xmodem”̆
 “ ”̆‡ Windows Ԉ ꜛȂ 2 ̔ 

 

2 

ԇ ᴐ  

Ruijie# copy xmodem flash:filename ӱў Ю ֒⁮

ѝ filenameȂ 

CLI ԇ Ю̆ Ю ֒ Эּ̔ 

Эּ₥̆ Ἴ Windows ⁮ ̕
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̆ э а ӝ ӮὡȂ 

֒ Э ╟ᴐ а ̔ 

1̃ ᴐ̆ ̆ ╟ ᴁ̆

ᾋ ╟ Ȃ 

2̃ ꜛ ̆ Ԉ н╘ ̆ Уэ ֒

ᴐȂ Ἴ ̆ ᴁȂ ᾋ ╟ ̆

╟ ╖ ֶ ╟ ̆ н╘ Ȃ 

╟ ╖ ̔ ұў Уэ╖ ֶ̆ ѐ ӱ ̆

н╘ У ̆ ӹԏ ў ѐ

аУ ̆ ӹԏ ּ֒ ̆ ӹԏ ̆Ԉᴳ

э ᶑ У Ȃ 

 

~ 注意： 

֗ᴉ Ḁ ў ̆ ֶ ӱ ̆ӱ ᶑ У

Ȃ ᴐֶᴳ э ѐ ὡ ⁮ Ȃ

₥а ̆ ‡ х Ȃ 
₥̆ show version ֒

б У ̆а ў ‎ ̂ᴿ

̔redundancy force-switchover̃̆ ‡ֶ Ȃ 
 

¸ ֒ ̔ 

1̃ ὡ ֒ ֒ ѝ rgnos.bin 

2̃ ᴳ Э copy ԇ̆ ֒Ю ⁮ Э 

3̃ Э ӱ ̆ ўӱ ў ╖̆ ╖

Ю ̔ 

Upgrade Slave CM MAIN successful!! 
Upgrade CM MAIN successful!! 

1̃ У ᴁ ᴐ 

2̃ ᾋ ╟ ̆ ֶ֒ ̆ ֶ ⁮ נ Ю ̔ 

Installing is in process ...... 

Do not restart your machine before finish !!!!!! 
...... 

3̃ ᴐ ̆ ֶ ⁮ נ Ю ̔ 

Installing process finished ...... 
Restart machine operation is permited now !!!!!! 
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4̃ ֒ ֶ ╟ ᴁ̆  Ю ̔ 

System restarting, for reason 'Upgrade product !'. 

5̃ ᾋ ╟ ̆ э ֶ ̆ ╗

֒ ̆ ֶ 5 6 ᶕ аֶת̆ 7 ᶕ ̆

ԆѮ ̔ 

System load main program from install package ...... 

ӱ ֒ѐ╗ ў  

6̃ ў ̆ ╟ ╖ ֶ ╟̆ ѐ ӱ ὲ

ӹ ֶ ⁮ Ю ̔ 

A new card is found in slot [1].  

System is doing version synchronization checking ...... 
Current software version in slot [1] is synchronous. 

System needn't to do version synchronization for this card ...... 

Ю ̔ 

System is doing version synchronization checking ...... 
Card in slot [3] need to do version synchronization ...... 

ὲӹ ᶕ  

Version synchronization begain ...... 
Keep power on, don't draw out the card and don't restart your 

machine before finished !!!!!! 

ὲӹ ᶕ  

Transmission is OK, now, card in slot [3] need restart ... 

Software installation of card in slot [3] is in process ...... 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!! 

Software installation of card in slot [3] has finished 
successfully ...... 

The version synchronization of card in slot [3] get finished 
successfully. 

Э ч ᾳУ ̆ а ᾋ ╟ ̆ У

̆ ╟ ̆ ṁ ᴐȂ 

ֶᵑ ӱ Уэ Э ᴐȂ 

У ᴐ̆ ᵳ ᴐ

ҩȂ 
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~ 注意： 

╟ ѐֶ̆ аἵ ̆У   נ ̆ ╘

а ᴁ ̆҂а ᵳ ὲӹ Ȃ 

 

 

& 说明： 

ұ ὡ ֶ ╟ ᴐȂ 

 

¸ ֒ ̔ 

Э 1̇7̆ ᴁ ֶ

ҩȂ 
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ᶕ έ 

Ping  

ѝҩ ̆ Echo ̆ ꜛ У

э ꜛ ̆ ꜛ̆

Echo ̆ Ԉ ה ȁ ̆‾ RGOS ᵏ

Ping έ̆ Ԉ ╠ ȁ ᴁ ѐ Ȃ 

Ping ԇ Ю̆ Ю̆

Ping ╖ ̆ Ю̆ Ԉ Ping ╖ Ȃ 

ԇ ᴐ  

Ruijie# ping [ip] [address [length 
length] [ntimes times] [data 
data][ source source] [timeout 
seconds] ] 

Ping̔ έ 

Ping ╖ ̆ Ԉ Ю ̆ 5 э

ѝ 100Byte ꜛ ⁮ IP ̆ ̂ ѝ 2 ̃ᾃ̆

ꜛб ꜛ רּ ̂ ‍ а ̆ ὨὭ ‍ רּ

̃̆ ‡ ļ!Ľ ̕ ꜛб ꜛаּר ‡̆ ļCĽ ̕

̆‡ ļ.Ľ Ȃ  Уэ ᶕ ȂԈЮѝ ping
ᴿ̔ 

Ruijie# ping 192.168.5.1 
Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 

seconds: 
< press Ctrl+C to break > 

!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 

ms 

Ping ╖ ̆ Ю Ȃ Ping ѐ̆ Ԉ

ꜛ э ȁ ȁ Ȃ Ping ╖ У ̆ ҂  Уэ

ᶕ ̆ ԈЮѝУэ Ping ᴿ̔ 

Ruijie# ping 192.168.5.197 length 1500 ntimes 100 data ffff source 
192.168.4.190 timeout 3 
Sending 100, 1000-byte ICMP Echoes to 192.168.5.197, timeout 
is 3 seconds: 

  < press Ctrl+C to break > 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 



ᶕ έ 

http://www.ruijie.com.cn 

Success rate is 100 percent (100/100), round-trip min/avg/max 
= 2/2/3 ms 

Ruijie# 

Traceroute   

Traceroute ԇ̆ Ԉ ꜛӱ ⁮ ̆

ὯȂTraceroute ԇў ұ ̆ ̆ῆ

ᴁ ᴁ Ȃ 

ּ ‡ ̆Уэ ꜛ Уэ Ὧ̆ ꜛѐ TTL
῏ 1 ᴐȂ TTL ѝ 0 ̆ Ὧᵳх э ꜛ̆ Уэ

а ꜛ Ȃ э ‡̆Traceroute ԇ ̔

Ἴ Уэ TTL ѝ 1 ꜛ̆ Уэ Ὧᵳ Уэ ICMP
̆Ԉ ꜛа ̆ ѝ TTL ̆Ѯ ꜛ TTL ╗ 1

̆ үэ Ὧ TTL ̆ э У Ю ̆ ⁮

⁮ ̆ Уэ ICMP TTL ᶕ ̆ᵳ Юҩ

ӱ ⁮ ̆IP ꜛ э Ȃ 

Traceroute ԇ Ԉ Ю ̆έᴇ ԇ

Ю̔ 

ԇ ╖  

Ruijie# traceroute [protocol] [destination [probe 
probe] [ttl minimum  maximum]  [ source 
source] [timeout seconds]] 

ꜛ  

ԈЮѝ Traceroute чэᴿ ̆Уэѝ ̆Уэѝ

Ҿ Ὧа ᾳȂ 

1̈ Traceroute ᴿ ̔ 

Ruijie# traceroute 61.154.22.36 
  < press Ctrl+C to break > 
Tracing the route to 61.154.22.36 

 
1      192.168.12.1        0 msec  0 msec  0 msec 

2      192.168.9.2         4 msec  4 msec 4 msec 
3      192.168.9.1         8 msec  8 msec  4 msec 

4      192.168.0.10        4 msec  28 msec  12 msec 
5      202.101.143.130    4 msec  16 msec  8 msec 

6      202.101.143.154   12 msec  8 msec  24 msec 
7      61.154.22.36       12 msec  8 msec  22 msec 

ӱЭ Ԉ ⁮̆ӱ IP ѝ 61.154.22.36 ў ̆

ꜛ ҩ Ҿ Ὧ̂1̇6̃̆  ҩ⁮ Ὧ ̆

ұ ‍ ̆ Ȃ 
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2̈ ѐ Ҿ Ὧа Traceroute ᴿ ̔ 

Ruijie# traceroute 202.108.37.42 
< press Ctrl+C to break > 
Tracing the route to 202.108.37.42 

1      192.168.12.1       0 msec  0 msec  0 msec 
2      192.168.9.2        0 msec  4 msec 4 msec 

3      192.168.110.1     16 msec  12 msec  16 msec 
4      *  *  * 

5      61.154.8.129       12 msec  28 msec  12 msec 
6      61.154.8.17         8 msec  12 msec  16 msec 

7      61.154.8.250       12 msec  12 msec  12 msec 
8      218.85.157.222     12 msec  12 msec  12 msec 

9      218.85.157.130     16 msec  16 msec  16 msec 
10     218.85.157.77      16 msec  48 msec  16 msec 

11     202.97.40.65       76 msec  24 msec  24 msec 
12     202.97.37.65       32 msec  24 msec  24 msec 

13     202.97.38.162      52 msec  52 msec  224 msec 
14     202.96.12.38       84 msec  52 msec  52 msec 

15     202.106.192.226    88 msec  52 msec  52 msec 
16     202.106.192.174    52 msec  52 msec  88 msec 

17     210.74.176.158    100 msec  52 msec  84 msec 
18     202.108.37.42       48 msec  48 msec  52 msec 

ӱЭ Ԉ ⁮̆ӱ IP ѝ 202.108.37.42 ў

̆ ꜛ ҩ Ҿ Ὧ̂1̇17̃̆ з Ὧ 4   ҩ Ȃ 
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¸ VID ѝ 0 Tagged  

Untagged  

Access Port а TAG ̆ ѝ TAG ╗ VLAN TAGȂ

₥̆ ╗ TAĞᾋ Ȃ 

Tagged  

Access ⁮ TAG ̆ ԈЮ ֒ ̔ 

¸ TAG VID̂VLAN ID̃б VLAN ID ̆ ̆

TAG Ȃ 

¸ TAG VID̂VLAN ID̃ѝ 0 ̆ Ȃ TAG ѐ̆VID̗0 
ұ ⁞ ִἼ Ȃ 

¸ TAG VID̂VLAN ID̃б VLAN ID а заѝ 0 ̆х Ȃ 

Trunk Port 

эTrunk port Ԉ ұ эVLAN̆ ұ эVLAN ̆У

ұ Ѯ ̆҂ Ԉ ұ Ȃ 

VLAN 

ѝ Trunk Port Ԉ ұ э VLAN̆ Ԉ Уэ Native vlan ᴐѝ

VLANȂ ᾳЮ Trunk port ּ VLAN ̆ѝҩ῏ ̆῏

̆ VLAN ‟ ⁸ Trunk port ּ Ҿ VLAN
Ȃ 

 

~ 注意： 

Trunk native vlan Trunk native 
vlan ѝУ ̆ ‡ Ȃ 

 

б  

Trunk port Untagged ἵ VLAN ᾃ tagged ȂTrunk Port
Native vlan TAG ̆ Native vlan а

TAGȂ 

Untagged  

Trunk port ⁮ а IEEE802.1Q TAG, ѫ э Native 
VLAN ѐּ Ȃ 

Tagged  
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Trunk port ⁮ TAG ̆ ԈЮ ֒ ̔ 

¸ Trunk Port ⁮ TAG VID ұ Trunk port Native vlan
̆ἵ ̕ ̆ TAG ᾋ Ȃ 

¸ Trunk Port ⁮ TAG VID а ұ Trunk port Native 
vlan̆ת VID ἵ VLAN ID ̆ ̕ ̆ ᶑ

TAGȂ 

¸ Trunk Port ⁮ TAG VID а ұ Trunk port Native 
vlan̆з VID аἵ VLAN ID ̆х Ȃ 

 

& 说明： 

Untagged Ethernet ̆ PC Ԉ ⁞

̕TAG ע MAC MAC Ѯ ̆╗Э

ҩ 4bytes VLAN ᶕ ̆҂ VLAN TAG Ȃ 

 

Hybrid  

Hybrid Ԉ ұ э VLAN̆ Ԉ э VLAN ̆

Ԉ ұ Ѯ ̆҂ Ԉ ұ ȂHybrid Trunk 
а Ѯ ұ Hybrid Ԉἵ э VLAN а ̆

Trunk ἵ VLAN а , ̔Hybrid 
╗ὡ VLAN Ȃ 

L2 Aggregate Port 

Aggregate port э Ȃ ԏ Ԉ э

У Уэ ̆ э ԏ ѮѝУэ Aggregate 
Port̂ԈЮ AP ̃Ȃ 

ұү Ӈ AP ẹУэ Switch port̆ Ԉ э

╗ ᴳ ̆ ҩ Ȃ ̆ L2 Aggregate port
L2 Aggregate port Э ̆ AP ѐ У

̆L2 Aggregate port ֶ ╟ э Э ⁮ὲӹ

Э̆ ҩ Ȃ 

 

~ 注意： 

L2 Aggregate Port Ԉѝ Access port Trunk Port̆ת Уэ

AP ѝ У ̆ ѫὤ Access Port̆ ѫὤ Trunk portȂ 

 



 

http://www.ruijie.com.cn 

 

Ь (L3 interface) 

ў Ь Ὧ Ѭ̆ ‍ѝԈЮΰ  

¸ SVI (Switch virtual interface) 
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ԇ Уэү Switch port ѝ Routed port, Routed port ‍ IP
Ȃ ̆ ᴳ no switchport ԇ ̆ Ὧ

̆ ‮ ү Ȃ 

 

~ 注意： 

Уэ L2 Aggregate Port ̆ а switchport/ no 
switchport ԇ ‎ Ȃ 

 

L3 Aggregate Port 

L3 Aggregate port L2 Aggregate PortУ ̆҂ э

Уэ Э Ȃ ѝ Ь Ȃ ұЬ Ӈ

̆AP ᴐѝЬ Ӈ Ὧ ̆ ұ У ᾃ

ѝУ ̆ Уэ Ȃ ̆ L3 Aggregate 
port L3 Aggregate port Э ̆ AP ѐ

У ̆L3 Aggregate port ֶ ╟ э Э ⁮ὲ

ӹ Э̆ ҩ Ȃ 

L3 Aggregate port аέ ү Ӈ ╖ Ȃ no switchport Уэ

ү L2 Aggregate port ѝ L3 Aggregate Port̆ э Routed 

Port╗ὡ L3 Aggregate port̆ L3 Aggregate Port‍ IP

Ȃ 

 

̆ ̆ ̆ ᴿ 

‡ 

ұ Switch Port̆ὲ чэ ‍ ̔ ̆ Э Ȃᴿ

ѝ 2̆ Э ѝ 3̆‡ ѝ

2/3Ȃ ӱ 0̇ э Ȃ ‡ ̔ ̆

ӱ₥ ̆ӱ ̆ӱЭ Ю У ‟̆ ӱ 1
ᵑ ╗Ȃ Э ӱ 1̇ Э ̆ ӱ ⁮ Ȃ

ұ Ԉ Ӯ ̆ ꜛ ч Ӯ ̂Ἵ ̃̆ ᴳ

Ӯ ̆ ᴳ Ȃ ҂ Ԉ ԇ ѐ show ԇ

Ԉ Э ᶕ Ȃ 
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ұ Aggregate Port̆ὲ ѝ 1̇ Aggregate Port э Ȃ 

ұ SVĬὲ э SVI VLAN VIDȂ 

~ 注意： 

Э ѝ 0̆ ╟ ( ) ӱ 1
Ȃ 

 

ԇ ᴳ  

ὤ Юᴳ interface ԇ ὡ Ȃ 

ԇ ᴐ  

Ruijie(config)# interface ID 

ὤ Ю ὡ interface
ԇ̆ ὡ Ȃ ҂ Ԉ

ὤ Юᴳ interface 
range interface range macro
ԇ У Ȃת Ѭ

Уэ ᾃ

έ  

Юᴿ  ҩ ὡ Gigabitethernet 2/1 ᴿ̔ 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# 

Ю Ὧ Ȃ 

ᴳ interface range ԇ 

У  

Ԉᴳ ὤ Ю interface range ԇ э Ȃ ὡ

interface range ̆ ұ ᾃ Ȃ 
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ԇ ᴐ  
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Ruijie# configure terminal 
Ruijie(config)# no define interface-range ports1to2N5to7 
Ruijie# end 

Ӯ  

Ҿ ̆ Ԉ Ӯ ᵏ Ȃ Ԉ ὲѐУ Ӯ ᴳ ȂУ

Ӯ ̆ ȁ ȁ ȁ Ӯ

̆ Ӯ ̆ Ӯ Ҿ ᴳ ḣ̆

Ԉ Ҿ Ȃ 

ԇ ȂAggregate Port SVI а Ӯ

Ȃ 

ԇ Ӯ Ȃ 

ѝAggregate Port ̆ὲӮ У ̆ ‡ ╗ὡ⁮AP
ѐȂAggregate Port а Ȃ 

ԇ ᴐ  

Ruijie(config-if)# medium-type { fiber | copper } Ӯ  

Ю ᴿ ҩ ᴉ Gigabitethernet 1/1 Ӯ ̔ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# medium-type fiber 
Ruijie(config-if)# end 

 

ѝҩ ╠ұ ᴃУэ ╖ ̆ ԈѝУэ Уэж

э ̆҂ (Description)Ȃ Ԉ Ѭ

έᴇ ̆ ̆ Gigabitethernet 1/1 ‍ A ж ᴳ ̆

Ԉ э ѝľPort for User AĿȂ 

ԇ ᴐ  

Ruijie(config-if)# description string ̆ 32э Ȃ

Ю ᴿ ҩ ᴉ Gigabitethernet 1/1 ̔ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
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Ruijie(config-if)# description PortForUser A 
Ruijie(config-if)# end 

Ҿ ᾳЮ̆ э Ȃ Ԉ

Ὧ Уэ Ȃ Ὧ Уэ ̆‡ э Э аֶ ֗ᴉ ̆

э ъ э ╖ Ȃ ҂ Ԉ

Уэ Ὧ Ȃ ч ̔Up Down̆ Ὧ

̆ ѝ down̆ ‡ѝ upȂ 

ԇ ᴐ  

Ruijie(config-if)# shutdown Ὧ Уэ  

Ю ᴿ ᴉὯ Gigabitethernet 1/2̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitethernet 1/2 
Ruijie(config-if)# shutdown 
Ruijie(config-if)# end 

̆ ̆ ԇ ᴐ  
Ruijie(config-if)# 
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ү  

Ю ҩү ̆ Ὧ VLAN ľ

VLANĿ ľ ұ ⁸ĿȂ 

ү Ю ̔ 

  

ᴐ  ү Ӈ  

Switch port  access port 

ἵ VLAN  VLAN 1͘4094 

VLAN̂ ұ access port
̃ VLAN 1 

Native VLAN̂ ұ trunk port
̃ VLAN 1 

Ӯ  copper 

 Up 

  

  

  

  

Aggregate port  

⁸ Ὧ  

ᶑ  Ὧ  

ὤ Ὧ  

 

Switch Port 

access/trunk port 

ў Switchport ᴐ (access/trunk port) Ю Ὧ

Ȃ 

Ю switchport ὲӹ ԇ Switch Port Ὧ

̔ 

ԇ ᴐ  
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Ruijie(config-if)# switchport mode 
{access | trunk } ᴐ Ȃ 

 Юᴿ ᴉ gigabitethernet 1/2 ᴐ ѝ access portȂ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/2 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# end 

ԇ ᴐ  

Ruijie(config-if)# switchport  
access vlan vlan-id access port VLANȂ 

Юᴿ ᴉ access port gigabitethernet 2/1 vlan ѝ 100Ȃ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport access vlan 100 
Ruijie(config-if)# end 

trunk port native VLAN 

ԇ ᴐ  

Ruijie(config-if)# switchport 
trunk native vlan vlan-id trunk port NATIVE VLANȂ 

Юᴿ ᴉ Trunk Port Gigabitethernet 2/1 Natgure
f
503.58 359.48 0.t4nf
0 Tc 0 Tw 13.669 0 Td
<25.19j
/TT1 1 Tf
-0.0019 Tc 1.251 0 Td
(100)Tj
/C2_0 1 T
0 Tc 1.663 0 Td
<01C410j
/TT1 1 Tf
1 0 Td
( )Tj
ET
132.18 387.001 Tc -30.417 -2.097 T1
296ijie# 1Tj
/TT4 1 Tf
4.8 0 Td
(configure terminal )Tj
/TT3 1 Tf
-0.0514 Tw -4.8 -1.434 Td
[(Enter onfiguration commands, one per line. End with CNTL/Z.)6( )]TJ
0 Tw 0 -1.451 TD
(Ruijie(config)# )Tj
/TT4 1 Tf
9.6 0 Td
(interface gigabitethernet)Tj
/TT3 1 Tf
0 Tc 15 0 Td
( )Tj
/TT5 1 Tf
-0.0001 Tc 0.6 0 Td
(2/1)Tj
/TT3 1 Tf
0 Tc 1.8 0 Td
( )Tj
-0.0001 Tc -27 -1.44 Td
(Ruijie(cconfig-if)# )Tj
/TT4 1 Tf
11.4 0 Td
(end )Tj
/C2_0 ess vlan vlan 100  
R30jie(config-if)# 
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Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# end  

̆ ̆ ľ ̆ ̆ ĿȂ 

Юᴿ ᴉ Gigabitethernet 2/1 ѝ access port̆ VLAN ѝ 100̆
̆ ̆ ѝ ̆ ὤ ̔ 

Ruijie# 
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L2 Aggregate Port 

ў ᴉ… L2 Aggregate Port L2 Aggregate Port Ὧ УҾ

Ȃ 

Ԉ Юᴳ aggregateport … L2 Aggregate Port̆έᴇ

ľ Aggregate PortĿȂ 

ḣ ᴁ  

Ю clear ԇ ḣ ᴁ Ȃ ԇ

Switch Port,L2 Aggregrate port ,Routed port,L3 Aggregate port
̆ԈЮѝ clear ԇ̔ 

ԇ ᴐ  

Ruijie# clear counters [interface-id] ḣȂ 

Ruijie# clear interrface interface-id  ֒ ᴁ 

ḣ Ԉ ԇ show interfaces ̆ Юᴳ

clear counters ԇ̆ Ԉ ḣ Ȃ а ̆‡

L2 Ȃ 

Ю ᴿ ᴉ Gigabitethernet 1/1 ̔ 

Ruijie# clear counters gigabitethernet 1/1 

Ь  

Ь ̔ 

ԇ ᴐ  

Ruijie(config-if)# no switchport 

Shut Down з

Ь Ȃ ԇ

ұ Switch Port L2 
Aggregrate portȂ 

Ruijie(config-if)# ip address ip_address 
subnet_mask 
{[secondary|tertiary|quartus][broadcast]} 

IP Ȃ 

‮ УэЬ IP Ԉᴳ no ip address ԇȂ 

Уэ L2 Aggregate Port ̆а no switchport ᴐȂ 
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Ю ᴿ ᴉ Уэү Routed Port̆ з ‍ IP
̔ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 192.20.135.21 255.255.255.0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 

SVI 

ў ᴉ… SVI SVI
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~ 注意： 

Уэ L2 Aggregate Port ̆ а switchport/ no 
switchport ԇ ‎ Ȃ 

 

Ю ᴿ ᴉ Уэү Routed Port̆ з ‍ IP
̔ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface fastethernet 1/6 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 192.168.1.1 255.255.255.0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 

L3 Aggregate Port 

ᴉ… L3 Aggregate Port L3 Aggregate Port УҾ Ὧ Ȃ 

Юᴳ no switchport э L2 Aggregate Port ѝע L3 
Aggregate Port: 

ԇ ᴐ  

Ruijie(config-if)# no switchport Shut Down
Ь Ȃ 

Ruijie(config-if)# ip address ip_address 
subnet_mask IP Ȃ 

Ю ᴿ ᴉ… L3 Aggregate Port̆ з ‍ IP ̔ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface aggregateport 2 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 192.168.1.1 255.255.255.0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 
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ע Ὧע  

╖    2̆3 ὡ̆╗ ע   ap 

  а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

  а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

dot1x 
а 3 ̕ 3
̆ Ὧ ̕ 2
̆ ѝ ḣὯ Ȃ 

а ap̕╗ὡ ap ̆ Э

dot1x Ὧ ̕   ̆

Ὧ ̕ 

ὤ 

а 3 ̕ 3
̆ Ὧ ̕

2 ̆ ѝ ḣὯ

Ȃ 

а ap̕╗ὡ Ὧ ̆   ap
̕ ╗ὡ ap ₥

Ȃ 

ὤ  а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

arp check а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

 а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

Ip  

а 2 ̕ 2
̆ip х ̕

3 ̆ ѝ

ip ̕ 

╗ὡAP̆ AP ̕  AP̆
Ȃ 

shutdown а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

2 а ╗ὡ 3 ap̆3 а ╗ὡ 2 ap̕2 ̆3 ̆2 ap̆3
ap SVI а ҵ  ̕ע

 

ᾃ ̆ ᴿȂ Ю show ԇ

Ȃ Ю ᴳ ԈЮ ԇ ̔ 

ԇ ᴐ  

Ruijie# show interfaces 
[interface-id] ὤ ᶕ Ȃ 

Ruijie# show interfaces 
interface-id status  Ȃ 

Ruijie# show interfaces 
[interface-id] switchport 

Ӈ ̂ ̃

administrative operational ᶕ Ȃ

Ruijie# show interfaces 
[interface-id] description Ȃ 
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FlowControlAdminStatus : Autonego 
FlowControlOperStatus  : Disabled 

Priority    : 0  

ԈЮᴿ GigabitEthernet 1/1 ᶕ ̔ 

Ruijie# show interfaces gigabitEthernet 1/1 switchport 
Interface  Switchport Mode      Access    Native    Protected 

VLAN lists 
---------- ---------- --------- --------- --------- --------- 

------------ 
gigabitethernet 1/1      Enabled  Access      1         1         

Enabled   All 

 ԈЮᴿ ѝ Gigabitethernet 2/1 ̔ 

Ruijie# show interfaces gigabitethernet 1/2 description 
Interface           Status     Administrative    Description 
------------  ---------       -----------    ---------------- 

gigabitethernet 2/1      down        down         Gi 2/1 

 ԈЮᴿ ѝ ḣ 

Ruijie# show interfaces gigabitethernet 1/2 counters 
Interface : gigabitethernet 1/2 

5 minute input rate  ̔ 9144 bits/sec, 9 packets/sec 

5 minute output rate ̔ 1280 bits/sec, 1 packets/sec 
InOctets             : 17310045 

InUcastPkts          : 37488 
InMulticastPkts      : 28139 

InBroadcastPkts      : 32472 
OutOctets            : 1282535 

OutUcastPkts         : 17284 
OutMulticastPkts     : 249 

OutBroadcastPkts     : 336 
Undersize packets    : 0 

Oversize packets     : 0 
collisions           : 0 

Fragments            : 0 
Jabbers              : 0 

CRC alignment errors : 0 
AlignmentErrors      : 0 

FCSErrors            : 0 
dropped packet events (due to lack of resources): 0 

packets received of length (in octets): 
64:46264, 65-127: 47427, 128-255: 3478, 

256-511: 658, 512-1023: 18016, 1024-1518: 125 
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LinkTrap  

ѐ Ԉ ұ LinkTrap̆ ╖ ̆

Link SNMP̆ע   LinkTrap, Ѯ‡а Ȃ ᾳЮ̆ ╖

Ȃ 

ԇ 

ԇ ᴐ  

Ruijie(config-if)# [no] snmp trap link-status Ὧ link 
trap ╖ . 

 

ѡᴿ 

Ю ѝа Link trap: 

Ruijie(config)# interface gigabitEthernet 1/1 
Ruijie(config-if)# no snmp trap link-status 
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Aggregate Port  

ᴉ Э Aggregate PortȂ 

 

Aggregate Port 

ԏ Ԉ э У Уэ ̆ э ԏ Ѯ

ѝ Aggregate Port̂ ԈЮ AP Ȃ̃ ᵏ AP ╖ IEEE802.3ad
ῆ̆ Ԉ ұ ̆ ᵏ Ȃ 

AP ѐ У ̆ ֶ ╟ ‍ ⁮ AP ѐ

ὲ Э ȂAP ѐУ ⁮ ̆ аֶ

⁮ὲ ЭȂ  

 

1 ὴ AP  

 

AP Ԉ MAC ȁ MAC ̆ MAC + MAC
ȁ IP ̆ IP Ԉ IP + IP ḣ

‍ ⁮ AP ѐȂ Ԉ aggregateport load-balance ‍
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Ȃ 

MAC MAC ‍ ⁮ AP э

ѐȂа MAC ̆ а ̆ MAC ̆ӱ У

э Ȃ 

MAC MAC ‍ ⁮ AP э

ѐȂ MAC ̆ӱ Уэ ̆а MAC
̆ӱа Ȃ 

MAC+ MAC MAC MAC
‍ ⁮ AP э ѐȂέ а MAC+ MAC
‍ ⁮ Уэ AP ѐȂ 

IP IP IP IP ‍ Ȃа

IP IP а ̆ IP IP ‡

Ȃ ұЬ ̆

Ю ⁮ү ̆‡ ╟ ү MAC MAC
Ȃ 

IP + IP IP IP ‍ Ȃ

ұЬ ̆ Ю ⁮ү ̆‡ ╟

ү MAC Ȃέ а IP+ IP ‍

⁮ Уэ AP ѐȂ 

ԏ а ‍ ̆Ԉᵳ ⸗ ‍

⁮ э Э̆Ἱ‍‾ Ȃ 

Ю ѐ̆УэӇ AP б ̆ ᾃ ѐ ̂ ѐ

Э 4 PC ̃Ԉ ѝ Ὧ̆ ̂ ѐ Ю 2 PC ̃

  MAC Ὧ MAC ̆ѝҩ бὲӹў Ѯ

ὲӹ ‍ ̆ ѝ MAC ̕

Ӈ ̆‡ ѝ MAC Ȃ 
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2  AP  

Aggregate Port 

Aggregate Port  

AP Ю ̔ 

 ḣ 

ү AP   

Ь AP   

 ὡ MAC ‍ ȂȂ 

 

Aggregate Port  

AP У Ȃ 
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ү ╗ὡү AP̆Ь ╗ὡЬ APȂ 

AP а ὤ╖ Ȃ 

╗ὡУэа AP ̆AP ֶ ╟… Ȃ 

Уэ ╗ὡ AP̆ AP ԆȂ 

Уэ ӱ AP ѐ‮ ̆‡ ѝὲ╗ὡ AP ₥ Ȃ 

 

~ 注意： 

Уэ ╗ὡ AP ,а Э ֗ᴉ , ⁮   AP. 

 

Aggregate Port 

Ю̆ Ю ╗ὡ AP̔ 

ԇ ᴐ  

Ruijie(config-if-range)# 
port-group port-group-number

╗ὡУэAP( эAPа ̆

‡ … э AP)g a t e  P o r t  A Pg a t e  T T 7 p   � ç < 1 � ü � y 	 · G ! 5 B � õ
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Ruijie(config-if)# end  

Aggregate Port  

Ю̆ Ю AP ̔ 

ԇ ᴐ  

Ruijie(config)# 
aggregateport 
load-balance {dst-mac | 
src-mac | src-dst-mac | 
dst-ip | src-ip | ip } 

AP ̆ ᴳ ̔ 
dst-mac ̔ ὡ MAC

‍ Ȃ AP ѐ̆ MAC
⁮ ̆ MAC а

‍ ⁮а  
src-mac ̔ ὡ MAC
‍ Ȃ AP ѐ̆ а MAC

‍ ⁮а ̆ MAC
ᴳ  

ip̔ IPбΟAP 
�
�,X�y�[�
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Ruijie# show aggregateport load-balance 
Load-balance : Source MAC address 

Ruijie#show aggregateport 1 summary 

AggregatePort MaxPorts SwitchPort Mode   Ports            

------------- -------- ---------- ------  
Ag1           8        Enabled    ACCESS 
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VLAN  

ᴉ IEEE802.1q VLAN 

 

VLAN ̂Virtual Local Area Network̃ ̆ Уэ

Э‚‍  Ȃ э ұ ISO ү ȂVLAN ‚‍

а ᴁ ⁸ȂVLAN ̆

ҩ ᴁ ⁸̆ У Ȃ ү ȁ

Уэ VLAN ᾃ ȁ ̆ аֶ ὡὲӹ VLAN ѮѐȂ Ԉ̆ У

э ў ὲ а Уэ VLAN ў ̆‡ Уэ

Ь ̆ Ю Ȃ 

Ԉ Уэ ѬѝУэ VLAN ̆ ⁮ э

У ‍̆ з э Ԉ э VLANȂ ╗ȁ‮ ᶢ

Ḁ̆а ӱ Э Ȃ 

 

1 

Уэ У ̆VLAN Уэ IP У ȂУэὴ ᴿ

̆ Уэ IP ѐ ў ұ Уэ VLAN̆VLAN Ѯ

Ь ̂Ь ̃Ȃ Ь Ԉ SVI ̂Switch Virtual 
Interfaces̃ VLAN Ѯ IP ȂὯұ SVI ̆

IP Ȃ



VLAN
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VLAN State Active ActivĕInactive 

 

… ȁᶢ Уэ VLAN 

Ю̆ Ԉ… ᶢ Уэ VLAN̔ 

ԇ ᴐ  

Ruijie(config)# vlan vlan-id 

ὡУэ VLAN IDȂ ὡ У

э VLAN ID̆‡ ֶ… Уэ

VLAN̆ ὡ

VLAN ID̆‡ᶢ VLANȂ 

Ruijie(config)# name vlan-name 

̂ ѝ̃ VLAN Уэ Ȃ

У ̆‡ ֶ ╟ѝ

Уэ  VLAN xxxx̆ὲѐxxxx
0 ᴁ VLAN ID Ȃ ̆

VLAN 0004 VLAN 4
Ȃ 

VLAN ̆ ὡ no name ԇ Ȃ 

Ю Уэ… VLAN 888̆ ѝ Test888̆ зᶑ ֒ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# vlan 888 
Ruijie(config-vlan)# name test888 
Ruijie(config-vlan)# end 

‮ Уэ VLAN 

а ‮ VLAN̂VLAN 1 Ȃ̃ 

Ю‮ Уэ VLAN̔ 

ԇ ᴐ  

Ruijie(config)# no vlan vlan-id ὡУэ VLAN ID̆‮ Ȃ 

VLAN ‍ Access  

Уэ ‍ Уэа VLAN̆ ѫ э VLAN ╟ … Ȃ 

Ю̆ Уэ ‍ Уэ VLAN̔ 
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ԇ ᴐ  

Ruijie(config-if)# switchport 
mode access 

Ѭ VLAN ̂ү

ACCESS ̃ 

Ruijie(config-if)# switchport 
access vlan vlan-id э ‍ Уэ VLAN 

Ю эᴿ Ethernet 1/10 ᴐѝ Access ╗ὡҩ VLAN20̔ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 1/10 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# switchport access vlan 20 
Ruijie(config-if)# end 

Ю эᴿ ҩ ᴉ ̔ 

Ruijie(config)# show interfaces gigabitEthernet 3/1 switchport  
Switchport is enabled 
Mode is access port 

Acsess vlan is 1,Native vlan is 1 
Protected is disabled 

Vlan lists is ALL 

VLAN Trunks 

Trunking  

Уэ Trunk Уэ эԈ Ӈ ὲӹ ̂ Ӈ

̃ ̆У Trunk Ԉּ ұ э VLAN Ȃ 

Trunk 802.1Q ῆ ȂЮ ҩУэ Trunk
Ȃ 
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ԇ ᴐ  

Ruijie(config-if)# switchport 
mode trunk Ѭ ѝү Trunk  

Ruijie(config-if)# switchport 
trunk native vlan vlan-id ѝ э Уэ Native VLAN 

Уэ Trunk Trunk Ὧ ᴁ ḣ̆ ᴳ no 
switchport  trunk ԇȂ 

Ѭ Trunk VLAN ‟  

Уэ Trunk Ԉּ VLAN̂1̇4094̃ Ȃת ̆

҂ Ԉ Trunk VLAN ‟ ⁸ Ҿ VLAN а

э Trunk Ȃ 

Ю̆ Ԉᶢ Уэ Trunk VLAN ‟ Ȃ 

ԇ ᴐ  

Ruijie(config-if)# switchport 
trunk allowed vlan {all | [add | 
remove | except] } vlan-list 

̂ ̃ э Trunk
VLAN ‟ Ȃ vlan-list Ԉ Уэ

VLAN̆҂ Ԉ У ‟ VLAN̆Ԉ

VLAN ID ̆Ԉ VLAN ID
̆ѐ - Ȃ ̔10–20Ȃ 

all Ѭ VLAN ‟ ꜛ

VLAN̕ 
add VLAN ‟ ╗ὡ

VLAN ‟ ̕ 
remove VLAN‟ ӱ

VLAN ‟ ѐ‮ ̕ 
except ‟  VLAN ‟

VLAN ╗ὡ VLAN ‟ ̕  

Trunk VLAN ‟ ѝ VLAN ̆ ᴳ no 
switchport trunk allowed vlan ԇȂ 

Ю Уэ VLAN 2 ӱ  1/15 ѐ   ᴿ ̔ 

Ruijie(config)# interface fastethernet 1/15 
Ruijie(config-if)# switchport trunk allowed vlan remove 2 
Ruijie(config-if)# end 
Ruijie# show interfaces fastethernet 1/15 switchport    
Switchport is enabled 

Mode is trunk port 
Acsess vlan is 1,Native vlan is 1 

Protected is disabled 
Vlan lists is 
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1,3-4094 

Native VLAN 

Уэ Trunk TAG UNTAG 802.1Q Ȃὲѐ UNTAG ּ

Native VLAN Ȃ Native VLAN VLAN 1Ȃ 

Ю̆ ԈѝУэ Trunk Native VLANȂ 

ԇ ᴐ  

Ruijie(config-if)# switchport 
trunk native vlan vlan-id Native VLAN 

Trunk Native VLAN ‟ VLAN 1̆ ᴳ no switchport 
trunk native vlan ԇȂ 

Уэ Native VLAN VLAN ID̆ э Trunk ֶ̆ ╟

Ω TAGȂ 

Уэ Native VLAN ѝУэа VLAN ̆ аֶ ╟… 
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GigabitEthernet 3/11 
GigabitEthernet 3/12 

VLAN[6] "VLAN0006" 
GigabitEthernet 3/1 

Ruijie# show vlan  id 1 
VLAN[1] "VLAN0001" 

GigabitEthernet 3/1 
GigabitEthernet 3/2 

GigabitEthernet 3/3 
GigabitEthernet 3/4 

GigabitEthernet 3/5 
GigabitEthernet 3/6 

GigabitEthernet 3/7 
GigabitEthernet 3/8 

GigabitEthernet 3/9 
GigabitEthernet 3/10 

GigabitEthernet 3/11 
GigabitEthernet 3/12 

VLAN ᴿ 

 

 



VLAN  
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Э ̆ ᾃ ‚‍ѝ VLAN 10ȁVLAN 20ȁVLAN 30̆Ԉ ҵ

2 ̕3 э VLAN IP
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# ╗ vlan ѝ 10ȁ20 
Ruijie(config-if)#switchport trunk allowed vlan add 10,20 

# ὡ Gi 0/3 
Ruijie(config-if)#interface GigabitEthernet 0/3 

# vlan ӱ vlan ѐ‮  
Ruijie(config-if)#switchport trunk allowed vlan remove 1-4094 

# ╗ vlan ѝ 10ȁ20ȁ30 
Ruijie(config-if)#switchport trunk allowed vlan add 10,20,30 

# ὡ Gi 0/4 
Ruijie(config-if)#interface GigabitEthernet 0/4 

# vlan ӱ vlan ѐ‮  
Ruijie(config-if)#switchport trunk allowed vlan remove 1-4094 

# ╗ vlan ѝ 20ȁ30 
Ruijie(config-if)#switchport trunk allowed vlan add 20,30 

# ⁮ὤ  
Ruijie(config-if)#exit 

Â Ӈ Э vlan  

# vlan ᶕ ̆ꜛ vlan idȁ ȁ ȁꜛ  

Ruijie#show vlan 
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Gi0/3      enabled   TRUNK    1       1      Disabled  10,20,30 

# Gi 0/4 vlan  

Ruijie#show interface GigabitEthernet 0/4 switchport 
Interface Switchport Mode  Access Native Protected VLAN lists 

-------- ---------- -----  ------ ------ --------- ----------  
Gi0/4      enabled   TRUNK    1       1      Disabled  20,30 

Â … SVI ̆ IP  

# ὡὤ  
Ruijie#configure terminal 

# … SVI 10 
Ruijie(config)#interface vlan 10 

# SVI 10 IP  
Ruijie(config-if)#ip address 192.168.10.1 255.255.255.0 

# … SVI 20 
Ruijie(config-if)#interface vlan 20 

# SVI 20 IP  
Ruijie(config-if)#ip address 192.168.20.1 255.255.255.0 

# … SVI 30 
Ruijie(config-if)#interface vlan 30 

# SVI 30 IP  
Ruijie(config-if)#ip address 192.168.30.1 255.255.255.0 

# ⁮ὤ  
Ruijie(config-if)#exit 

2. ὡӇ Switch A Э  

a) … VLAN 

# ὡὤ  
Ruijie#configure terminal 

# … VLAN 10 
Ruijie(config)#vlan 10 

# … VLAN 20 
Ruijie(config-vlan)#vlan 20 

# ⁮ὤ  
Ruijie(config-vlan)#exit 

b) ѝ VLAN ‍ Access  

# ὡ Gi 0/2-12 
Ruijie(config)#interface range GigabitEthernet 0/2-12 

# Gi 0/2-12 ѝ Access  
Ruijie(config-if)#switchport mode access 

# Gi 0/2-12 ‍ VLAN 10 
Ruijie(config-if)#switchport access vlan 10 

# ὡ Gi 0/13-24 
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Ruijie(config-if)#interface range GigabitEthernet 0/13-24 

# Gi 0/13-24 ѝ Access  
Ruijie(config-if)#switchport mode access 

# Gi 0/13-24‍ VLAN 20 
Ruijie(config-if)#switchport access vlan 20 

# ⁮ὤ  
Ruijie(config-if)#exit 

c) Э Ӈ trunk  

# ὡ Gi 0/1 
Ruijie(config)#interface GigabitEthernet 0/1 

# Gi 0/1 ѝ trunk  
Ruijie(config-if)#switchport mode trunk 

# ⁮ὤ  
Ruijie(config-if)#exit 
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Super VLAN  

Super VLAN  

 

Super VLAN VLAN ‚‍ У ȂSuper VLAN ѝ VLAN ̆ У

ж עִ IP Ȃὲ Уэ IP ‍ а VLAN(Sub 
VLAN)̆ Ҿ Sub VLAN ұУэ Super VLANȂ Уэ Sub VLAN

̆а Sub VLAN Ѯ ү ҵ Ȃ Sub VLAN ᾃ
Ь ᶕ ̆ ᴳ Super VLAN IP ᴐѝ Ὧ ̆

э VLAN ὭӎУэ IP ̆ӱ ҩ IP Ȃ ̆ѝҩ а Sub 
VLAN Ь ҵ Sub VLAN бὲӹ ҵ ̆ ‾ ARP Ԇ ╖

Ȃ ARP Ԇ Ԉ ARP б ̆ӱ ҩү

Ь ҵ Ȃ Ю̆Super VLAN Sub VLAN ARP Ԇ
╖ Ȃ 

Super VLAN Ԉ IP ̆ ꜛ э Sub VLAN
Super VLAN ‍ Уэ IP ̆ ᵳ Ȃ 

 

1 

Ю УЮ VLAN ᾳЮ̆чэ Sub-VLAN Ѯ ᶕ ̆ Э

̔ 

Sub VLAN2 Sub VLAN4 Super VLAN3̆ѝ Super VLAN3 ‍ Уэ IP
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Super VLAN  

Sub VLAN ᾃ Ь ᶕ , Ἴ … SuperVLAN
Ь Ȃ 

ᴳ SuperVLAN SVI ᴐѝ  

ὤ Ю Ю‟ Ȃ 

ԇ ᴐ  

Ruijie# configure ὡ  

Ruijie(config)# interface vlan vlan-id ὡ SVI  

Ruijie(config-vlan)# ip address ip mask IP  

Ruijie(config-vlan)# end ⁮  

Ruijie# show run ₥  

 

VLAN Ԇ ARP ╖  

Ԉᴳ Ю ԇ VLAN Ԇ ARP ╖ ̆ӱ ἵ SubVLAN Ѯ ҵ

ᶕȂ ᾳЮ ╖ Ȃ 

ὤ Ю Ю‟ Ȃ 

ԇ ᴐ  

Ruijie# configure ὡ  

Ruijie(config)# vlan vlan-id ὡ VLAN  

Ruijie(config-vlan)# proxy-arp VLAN ARP Ԇ ╖   

Ruijie(config-vlan)# end ⁮  

Ruijie# show run ₥  

ᴳ no proxy-arp Ὧ Vlan Ԇ ARP ╖ Ȃ 

supervlan  

Ԉᴳ Ю ԇ SuperVLAN  

ԇ ᴐ  

Ruijie# show supervlan supervlan  
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ѡᴿ 

 

2 

Э SuperVLAN ᴿ ̆ SubVLAN2 SubVLAN4 ў Ԉ

ᶕ̆ὲ Ю̔̂ ‟  Ὧ ‍̃ 

vlan 1 

˻ 
vlan 2 

˽ SubVLAN 2 Ю IP  

subvlan-address-range 192.168.1.1 192.168.1.100 
! 

vlan 3 
supervlan 

subvlan 2,4 
! 

vlan 4 

˽ SubVLAN 4 Ю IP  

subvlan-address-range 192.168.1.101 192.168.1.254 
!    

interface FastEthernet 0/23 

˽ ѝ SubVLAN2 ╗ὡ  

switchport access vlan 2 

! 
interface GigabitEthernet 0/25 

˽ ѝ SubVLAN4 ╗ὡ  
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Protocol VLAN  

Protocol VLAN  

⁮ ̆ VLAN ‍ ̆ᴳ ұ У Уэ

VLAN̆ ԈЮЬ ̔ 

1. VLAN ID ̂UNTAG Priority ̃̆ Ө ұ

VLAN ‍ ̆ ╗ TAG 0Ä VLAN ID ̂UNTAG Priority ̃̆ Ө ұ
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Protocol VLAN  

Protocol VLAN 

ᾳЮ̆ Protocol VLAN  

Ԉ profile 

Ю Ԉ  

ԇ  

configure terminal ὡ  
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2. э Profile ̆ Ἴ‮ Profilĕᾋ Profile 

3. а ӊ Profile э а ̆S3750 7 э profileȂ 
 

profile 

Ԉ Ю : 

ԇ  

configure terminal ὡ  

interface [ ID] ὡ  

protocol-vlan profile id vlan vid profile ⁮  

no protocol-vlan profile Э profile 

no protocol-vlan profile id Э э profile 

end    

Ю ᴿ profile 1 profile 2 ⁮ 3 GE 1,VLAN ‍ ѝ VLAN 101
102: 

Ruijie# configure terminal 
Ruijie(config)# interface gi 3/1 
Ruijie(config-if)# protocol-vlan profile 1 vlan 101 
Ruijie(config-if)# protocol-vlan profile 2 vlan 102 
Ruijie(config-if)# end 
Ruijie# show protocol-vlan profile 
profile           frame-type  ether-type      Interfaces|vid 

-------      ---------   ----------      -------------- 
1             ETHERII      EHTER_AARP      gi3/1|101 

2             SNAP          ETHER_APPLETALK  gi3/1|102 

 

& 说明： 

э Э Ԉ profile 

profile а Э Ԉ а vid 

а ‟ӊ Ԉ VID а ̆S3750 ‟ Ԉ 4094 э

VLANȂ 
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Protocol VLAN  

Ԉ ԈЮ Protocol VLAN ᾃ  

ԇ  

show protocol-vlan Protocol VLAN ᾃ  

Ruijie# show protocol-vlan 
ip                mask              vlan 
-------------   -------------   ---- 

192.168.100.3   255.255.255.0   100 
profile           frame-type  ether-type      Interfaces|vid 

-------      ---------   ----------      -------------- 
1             ETHERII      EHTER_AARP      gi3/1|101 

2             SNAP          ETHER_APPLETALK  gi3/1|1 
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Private VLAN  

Private VLAN  

ᾳЮ̆ Private VLAN  

VLAN ᴐѝ VLAN 

Ю ԇ 

ԇ  

configure terminal ὡ  

vlan vid ὡ VLAN  

private-vlan{community | isolated| primary} VLAN  

no private-vlan{community | isolated | primary} VLAN  

end   VLAN  

show vlan private-vlan [type] VLAN 

 

&  说明： 

802.1Q Vlan ѐέ ᾳа ѝ VLAN̆VLAN 1а ѝ

VLAN̆ ұέ Trunk Uplink 802.1Q VLAN ѐ̆Ἴ VLAN ӱ

VLAN ‟ ѐ‮ ̆У Private VLAN ұ ACTIVE ԈЮ ֒̔ 

1) έ Priamry VLAN 

2) έ Secondary VLAN 

3) Secondary VLAN б Primary VLAN Ὧ  
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Ruijie# configure terminal 
Ruijie(config)# vlan 404 
Ruijie(config-vlan)# private-vlan isolated 
Ruijie(config-vlan)# end 
Ruijie# show vlan private-vlan 
VLAN Type  Status    Routed   Interface   Associated VLANs 

--- ----   --------  ------   ---------   ------------------ 
303 comm  inactive  Disabled               no association  

404 isol  inactive  Disabled               no association  

Ὧ Secondary VLAN Primary VLAN 

Ю Ὧ Secondary VLAN Primary VLAN̔ 
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&  说明： 

ᴐ ѝ Primary VLAN VLAN Ȃ 

 

Secondary VLAN Primary VLAN Ь  

Ԉ Ю ̔ 

ԇ  

configure terminal ὡ  

interface vlan p_vid ὡ Primary  
VLAN  

private-vlan mapping 
{svlist | add svlist | remove svlist} 

Secondary VLAN ⁮

Primary VLAN SVI Ь Ӈ

Ȃ 

end    

Ю ᴿ Secondary VLAN ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface vlan 202 
Ruijie(config-if)# private-vlan mapping add 303-307,309,440 
Ruijie(config-if)# end 
Ruijie# 

 

&  说明： 

ᴐѐ Primary VLAN Secondary VLAN Ὧ Ȃ 

 

ү ᴐѝ VLAN ў  

ԈЮ ү ᴐѝ VLAN ў (Host Port)̔ 
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switchport mode private-vlan host ѝү Ӈ  

no switchport mode VLAN  
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Ю ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode private-vlan promiscuous 
Ruijie(config-if)# switchport private-vlan mapping 202 add 203 
Ruijie(config-if)# end 
Ruijie# 

 

&  说明： 

ᴐѐ Primary VLAN Secondary VLAN Ὧ  

 

Private VLAN  

private VLAN 

Ԉ ԈЮ Private VLAN ᾃ ̔ 
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Ruijie(config-vlan)#private-vlan primary  
Ruijie(config-vlan)#exit 

Ruijie(config)#vlan 100 
Ruijie(config-vlan)#private-vlan community  

Ruijie(config-vlan)#exit 
Ruijie(config)#vlan 101 

Ruijie(config-vlan)#private-vlan isolated  
Ruijie(config-vlan)#exit 

Ruijie(config)#vlan 99 
Ruijie(config-vlan)#private-vlan association 100,101 

Ruijie(config-vlan)#exit    

˽ 0̉1 0̉2 ұCommunity VLAN 100, 0/3 ұ Isolated VLAN 
101, 0/4 ѝ Promiscuous PortȂ 

Ruijie(config)#interface gigabitEthernet 0/1 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

100 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/2 
Ruijie(config-if)#switchport mode private-vlan host  

Ruijie(config-if)#switchport private-vlan host-association 99 
100 

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/3 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

101 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/4 
Ruijie(config-if)#switchport mode trunk  

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/5 

Ruijie(config-if)#switchport mode private-vlan promiscuous  
Ruijie(config-if)#switchport private-vlan mapping 99 add 

100-101 
Ruijie(config-if)#show vlan private-vlan  

VLAN  Type       Status   Routed   Ports                  
Associated VLANs 

----- ---------- -------- -------- -------------------------- 
99    primary    active   Disabled Gi0/4, Gi0/5               

100-101            
100   community  active   Disabled Gi0/1, Gi0/2, Gi0/4        99  

101   isolated   active   Disabled Gi0/3, Gi0/4               99  
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Ь Ӈ Э Private VLAN  

 

Private VLAN Ь Ӈ Э̆ Ԉѝ Private VLAN Уэ
Private VLANPrivate VLAN
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Ruijie(config-vlan)#exit 
Ruijie(config)#vlan 99 

Ruijie(config-vlan)#private-vlan primary  
Ruijie(config-vlan)#private-vlan association 100,101 

Ruijie(config-vlan)#exit 

˽ 0̉1 0̉2 ұ Community VLAN 100̆ 0/3 ұ Isolated 
VLAN 101̆ 0/4 ѝ Promiscuous PortȂ 

Ruijie(config)#interface gigabitEthernet 0/1 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

100 
Ruijie(config-if)#exit        

Ruijie(config)#interface gigabitEthernet 0/2 
Ruijie(config-if)#switchport mode private-vlan host  

Ruijie(config-if)#switchport private-vlan host-association 99 
100 

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/3 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

101 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/4 
Ruijie(config-if)#switchport mode private-vlan promiscuous  

Ruijie(config-if)#switchport private-vlan mapping 99 add 
100-101 

Ruijie(config-if)#exit 
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802.1Q tunneling 

802.1Q tunneling 

╘ ᵏ н VLAN VLAN ID ֶ

Ȃ Уэ ╘ VLAN ̆ за ╘

Ӈ У Ȃ э Уэ VLAN ֶ

⁸ ̆ з VLAN ֶ   802.1Q Ѭ 4096Ȃ 

‾ IEEE 802.1Q Tunneling( )╖ ̆ ╘ Ԉ Уэ VLAN( ╘  VLAN)
э VLAN Ȃ VLAN ᶑ ̆ ᴳ ὡ

╘ а VLAN ̆҂ֶ ╘ ᾃ ѐ ‍ ּ Ȃ

Tag VLAN ̆Уэ IEEE 802.1Q Tunneling( )
ѝ (Tunnel Port)Ȃ Ḁ̆ Ԉ УэVLAN

ᴐѝ ж VLANȂ ̆ э Ө Уэ ╘ VLAN̆

╘ ѐּ ╘ VLAN ꜛ Tag ̆Ԉ ╘ VLAN ѐ

ּ Ȃ 

Ӈ ӱὲУэTRUNK ̆ 802.1Q TAG ὡ⁮ ╘

Уэ Ȃ ╘ ѝ (Asymmetric 
Link)̆ ѝ У Уэ Trunk  Port̆ У Уэ Tunnel PortȂа

Tunnel Port ҫа VLAN Ȃ Ю ̔ 

 

1 

ӱ Trunk Port ὡ⁮ ╘ Уэ

Vlan ID IEEE 802.1Q TagȂ ὡ⁮ ֶ̆ ╗У

802.1Q Tag ( ѝ ╘ Tag)̆ꜛ Уэ VLAN ID̆ э VLAN ID э
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а Ȃ TAG ֶ

Э Tağ Tag VID̆ᾃ Tag ‡

VIDȂЮ ҩ Tag ╗ ̔ 

 

2 

Tag ӱ Tunnel Port   ̆ ╘ Tag ̆

ὡ 802.1Q ̆ VLAN Ȃ 

ὡ ᴐ Untagged Untagged
Tag

VLAN ( Access VLAN)Ȃ ╘ Tag ִ Tunnel port
Э ִἼ ( ̆ ѝ 0)Ȃ 

ѐ̆ A ҫ VLAN 30̆ B ҫ VLAN 40Ȃ ὡ

Tağ ѝ Tağ ╘ Tag ꜛ
VLAN 30 40̆ ᾃ Tag ꜛ ҩ VLAN ᶕ ̆ VLAN 100Ȃ ᴳ

A B ὡ ╘ VID 100̆ Tag VIDа

ԏ ╘ ѐ ּ ‍ Ȃ э Ԉ‍ ὲ VLAN ̆

ұὲӹ ̆҂ ұ ╘ Ȃ 

802.1Q tunneling 

ꜛ ԈЮᾃ ̔ 

¸ 802.1Q Tunneling  

¸ 802.1Q Tunneling  

¸ 802.1Q Tunneling ⁸ 

¸ Уэ 802.1Q Tunneling  

¸ Уэ Uplink  

¸ ╘ Tag ѐ TPID ḣ 
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¸ Tag ִἼ ⁸ 

802.1Q tunneling  

Ю̆802.1Q ╖ ̕ 

802.1Q tunneling  

802.1Q ̆ 802.1Q Уэ (Asymmetric 
Link)̆ э ж Уэ VLANȂ Native VLAN

Ȃ 

Native Vlan ̔ Уэ 802.1Q ̆ 802.1Q 
Trunk Уэ Ȃ ╘ ᵏ ᾃ Ӈ

̆ 802.1Q Trunk, Trunk Ȃ TRUNK
̆ Э TRUNK Native VLAN б Tunnel port ACCESS VLAN
а ̆ ѝVidѝNative VLAN ӱ Trunk   Ḁ̆Tagֶ Ω

Ȃ 

̔ ѝ 802.1Q Tunneling ֶ ╗ 4 э ╘ VLAN Tağ
ֶӱ 1518 ╗⁮ 1522Ȃ 

Uplink ̔Up-link ұ ὲӹ ╘ Э

Ȃ Э 1 ѐ ╘ Trunk Ports̆Uplink ὲ У

Trunk ̆а ̆ӱ Uplink   Tag Ȃ ӱ Trunk Port
  ̆ Native VLAN ̆‡ а tag Ȃ 

Tag ִἼ ⁸̔ TAG ᾳЮ̆ ᾃ Tag( Tag) ִἼ ⁸

⁮ Tag( ╘ Tag)Ȃ 

802.1Q tunneling ⁸ 

802.1Q tunneling Ю ⁸̔ 

¸ а ѝ Tunnel Port 

¸ Ap Ԉ Tunnel Port 

¸ ѝ Tunnel а ᾋ 802.1x ╖ Ȃ 

¸ ѝ Tunnel Эа Ȃ 

¸ ѝ Tunnel Эа╗ὡ STP Ȃ 

¸ ѝ Tunnel Эа GVRPȂ 

¸ ѝ Tunnel ᴳ System-guardȂ 
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Уэ 802.1Q tunneling  

ὤ Юᴳ Interface ԇ ὡ Ȃ Ю

Tunnel Port ̔ 

ԇ  

configure terminal ὡὤ  

interface <interface> ὡ  

switchport access vlan <vid> Access VLANȂ э

Access VLAN а  

switchport mode dot1q-tunnel  802.1Q Tunnel 

end    

show running-config ὤ  

 

&  说明： 

а ѝ Tunnel Port̆ ѝ Tunnel ᴳ System-guard̆
а GVRP̆а╗ὡ STP ̆а ̆а 802.1xȂ 

 

Юᴿ  ҩ ᴉ Уэ 802.1q Tunneling ᴿ̔ 

Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# switchport access vlan 22 
Ruijie(config-if)# switchport mode dot1q-tunnel 
Ruijie(config)# end 

Уэuplink  

ὤ Юᴳ Interface ԇ ὡ Ȃ Ю

Tunnel Port ̔ 

ԇ  

configure terminal ὡὤ  

interface <interface> ὡ  

switchport mode uplink ѝ uplink  

end    

Юᴿ  ҩ ᴉ Уэ ᴿ̔ 

Ruijie(config)# interface gigabitEthernet 0/1 
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Ruijie(config-if)# switchport mode up-link 
Ruijie(config)# end 

╘ Tagѐ TPIDḣ 

ὤ Юᴳ Interface ԇ ὡ Ȃ Ю

̔ 

ԇ  

configure terminal ὡ  

interface <interface> ὡ  

frame-tag tpid <tpid> 
tagѐ TPIDȂ ѝ

0x9100Ȃ ѫ ὡ frame-tag 
tpid 9100Ȃ 16 ⁸Ȃ 

end    

show frame-tag tpid tpid ḣ‟ Ȃ 

Юᴿ  ҩ ᴉ TPID ᴿ̔ 

Ruijie(config)# interface gigabitethernet 0/1 
Ruijie(config-if)# frame-tag tpid 9100 
Ruijie(config)# end 
Ruijie# show frame-tag tpid interface gigabitethernet 0/1 
Port  tpid 
------- ------------- 

Gi0/1  0x9100 

Tag ִἼ ⁸ 

ὤ Юᴳ Interface ԇ ὡ Ȃ Ю

̔ 

ԇ  

configure terminal ὡ  

interface <interface> ὡ  

inner-priority-trust enable 
⁸ᾃ tag( tag) priority

ḣ⁮ tag priority ḣ( ╘

tag)Ȃ 

end    

show inner-priority-trust Tag ִἼ ⁸ Ȃ 
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Юᴿ  ҩ ᴉ Tag ִἼ ⁸ ᴿ̔ 

Ruijie(config)# interface gigabitethernet 0/1 
Ruijie(config-if)# inner-priority-trust enable 
Ruijie(config)# end 
Ruijie# show inner-priority-trust interface gigabitethernet 0/1 
Port  inner-priority-trust 

------   ------------------- 
Gi0/1  enable 
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MAC
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, Ҿ ᾳЮ, ֶ  , з ѐ Ҿ ֶ ע

а Ȃѡᴿ Ю: 

Ḯ A B , A ѝў . A B .
Ḯ , A B , ұ а . 

  B Э Уэ mac1+vid1+Bport , A Э ת .
э ҂ֶ ⁮ ѐ.   ҩ.  

mac1 ( pc)ӱ B Bport ⁮ A Aport , 
mac1+vid1 ҃ , ұ A , з Ἴа

mac1+vid1 , Ԉ ⁮ , ⁮ B, B
mac1+vid1 , ұ B mac1+vid1+Aport

mac1+vid1+Bport . ұ ⁸ ѐ mac1+vid1+Bport
‮ ת , B ⁮ mac1+vid1+Aport . , 

ᴳ ҩ ע , ѐ mac1+vid1+Bport ҂аֶ ע . 
╟ , ԇ clear mac-address-table dynamic. 

 

 

╗ MAC Ȃ ╟ ╖ ̆а ╟

̆ ‮ (а ҃ ̆(ע Ԉ

ᶑ ֒ѐ̆ ᴳ ᴁ̆ ҂аֶх Ȃ  

 

╗ MAC Ȃ ⁮Ԉ ѝ ꜛ ֶ

х Ȃ аֶ ̆ע ‮ ̆ Ԉ

ᶑ ⁮ ֒ѐ̆ ᴳ ᴁ̆ ҂аֶх Ȃ  

УҾ ̆ Ԉ Ҿ MAC ѝ

̆ Ҿ б Ȃ 

MAC VLAN Ὧ  

MAC VLAN Ὧ ̆ MAC Ԉ э VLAN ѐ

̆а VLAN ѐ ԈὯ а Ȃ э VLAN
Э У֙ ȂУэVLAN ҃ MAC ̆ ұὲӹVLAN

̆Ӱ ҃Ȃ  
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MAC  

MAC  

Ю ̔ 

ᾃ   

ע  300  

╟  ╟ ҃ 

 ֗ᴉ  

 ֗ᴉ  

 

~ 注意： 

ע ֶб ḣ У Ḷ аֶת̆ ḣ 2 ᷁Ȃ 

 

ע  

Ю ѝ ע ̔  

ԇ ᴐ  

Ruijie(config)#  
mac-address-table aging-time [0 
|10-1000000]  

Уэ ҃ ᶑ ╟

ѐ ̆ ᴁ ̆

10̇1000000 ̆ ѝ 300 Ȃ ᴔ

эḣѝ 0 ̆ ╖ע

Ὧ ̆ ҃⁮ аֶ  Ȃע

Ԉ ὤ Ю ԇ no mac-address-table aging-time
ע ѝ ḣȂ 

‮ ╟  

Ю̆ Ԉᴳ ԇ clear mac-address-table dynamic ‮ Э

╟ ̕ Ԉᴳ ԇ clear mac-address-table dynamic address 
mac-address ‮ У э MAC ̕ Ԉ ᴳ ԇ clear 
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Ԉ ὤ Ю ԇ no mac-address-table filtering mac-addr 
vlan vlan-id ‮ Уэ Ȃ  

Ю ᴿ ҩ ᴉ VLAN 1 ᾃ MAC ѝ 00d0.f800.073c
ꜛ̔  

Ruijie(config)# mac-address-table filtering 00d0.f800.073c 
vlan 1  

MAC ᶕ  

MAC ᶕ ̔ 
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MAC ע ╖  

ᾳЮ̆MAC ὤ Ὧ Ὧ ̆ MAC ╖ ҂

Ὧ Ȃ 

MAC ╖ ̔  

ԇ ᴐ  

Ruijie(config)# snmp-server 
host  host-addr  traps 
[version {1|2c |3 [auth | noauth | 
priv]}] community-string 

MAC NMSȂ 
host-addr ̔ IP. 
Version̔ Trap. 
community-string̔ TrapЭ

 
Ruijie (config)#snmp-server 
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MAC ע ᶕ  

Ю̆ᴔ Ԉᴳ Ю ‟ ԇ MAC ᶕ ̔ 

ԇ ᴐ  

Ruijie# show mac-address-table 
notification 

MAC ע ╖ ὤ

ᶕ  

Ruijie# show mac-address-table 
notification interface 

MAC ע ᴳ

ᾳ 

Ruijie# show mac-address-table 
notification history 

MAC ע ᶕ

  

Ю MAC ע ᶕ УҾᴿ Ȃ 

MAC ╖ ὤ ᶕ ̔ 

Ruijie# show mac-address-table notification 
MAC Notification Feature : Enabled 
Interval(Sec): 2 

Maximum History Size : 154 
Current History Size : 2 

Ruijie# show mac-address-table notification interface 
Interface            MAC Added Trap MAC Removed Trap 

-------------------- -------------- ---------------- 
Gi1/1                Disabled       Enabled 

Gi1/2                Disabled       Disabled 
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IP MAC  

  

╟ IP MAC ╖ ̆ Ԉ ὡ ⁸Ȃ

Уэ IP Уэ MAC ̆‡Ӈ IP
MAC רּ э IP ̕ ‡ х Ȃ 

‾ э ̆ Ԉш ⁸ ὡ Ȃ

̆ ⁸Ӈ ὡ̆ ִἼұ802.1Xȁ ὤԈ ACL
Ȃ 

  

ὤ Ю̆ Ԉ ԈЮ ̔ 

ԇ ᴐ  

Ruijie(config)# address-bind 
ip-address mac-address  IP MAC   

Ruijie(config)# address-bind 
install ╖  

Ԉ ὤ Юᴳ no address-bind ip-address mac-address
IP MAC Ȃ  

no address-bind install ԇ Ὧ ╖ Ȃ 

  

ᴔ Ԉ Юᴳ show address-bind ԇ ѐ ҩ IP
MAC ̔  

Ruijie# show address-bind  
Total Bind Addresses in System : 2 
IP Address      Binding MAC Addr 
----------     ----------------------- 

3.3.3.3         00d0.f811.1112 
3.3.3.4         00d0.f811.1117 



MAC  

http://www.ry3c 9 9e.com.cn 



MAC  

http://www.ruijie.com.cn 

IPV6 IPV6 Ȃ 

ӱ ̆ Ԉ ԈЮ IP ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  
Ruijie(config)# address-bind ipv6-mode 
compatible ipv6 ѝὸ  

Ruijie(config)# address-bind ipv6-mode 
loose ipv6 ѝ  

Ruijie(config)# address-bind ipv6-mode 
strict ipv6 ѝш  

Ruijie(config)#  no adress-bind 
ipv6-mode 

ipv6 ѝ ̂ш

̃Ȃ 

ᴿ ̆ IP ѝ 192.168.5.2 ѝ 00d0.f822.33aă ἵ

IPV6 Ȃ 

Ruijie# configure t 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# address-bind 00d0.f822.33aa ip 192.168.5.2 
Ruijie(config)# address-bind ipv6-mode compatible 

 

~ 注意： 

IPV6 DHCP Snooping ̆ ὤ MAC+IP
MAC+IP ╖ Ȃ ұ Ҿӊ ὤ ╖ IPV6 ὤ

̆IPV6 Ю ‡̆ Ю ̔ 

 Ipv4 ‡ IPV6 ‡ 

ш

  
ἵ IPV4+MAC ֒

Ȃ 
ἵ IPV6 ὤ

IPV6 Ȃ 

 
 

ἵ IPV4+MAC ֒

Ȃ ἵ IPV6�
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ԇ ᴐ  

Ruijie# configure terminal ὡὤ  
Ruijie(config)# address-bind uplink 
intf-id ᴿ  

Ruijie(config)# address-bind install ᴿ  

ᴔ Ԉ ὤ Юᴳ no address-bind uplink interface-id ᴿ

ᴳ no address-bind install ᴿ Ȃ 

ᴿ   

Ԉ Юᴳ show address-bind uplink ԇ Ӈ ѐ

ҩ ᴿ ̔  

Ruijie# show address-bind uplink 
Ports        State    

------------ ------   
Fa0/1        Enabled  

Fa0/2        Disabled 
Fa0/3        Disabled 

Fa0/4        Disabled 
Fa0/5        Disabled 

Fa0/6        Disabled 
Fa0/7        Disabled 

Fa0/8        Disabled 
Fa0/9        Disabled 

Fa0/10       Disabled 
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DHCP Snooping  

DHCP Snooping Ӯ 

DHCP 

DHCP ╟ ‍ ̆ IP ȂУ ὴ

DHCP IP Ю ̔ 

 

1 

DHCP Client  DHCP DISCOVER DHCP Server̆ Client У

ᾃ ⁮ ╘ ̆‡ DHCP DISCOVER Ȃ 

DHCP Server ⁮ DHCP DISCOVER ̆ У Client ‍
( IP )̆   DHCP OFFER Ȃ 

DHCP Client ⁮ DHCP OFFER ̆   DHCP REQUEST ̆

╘ ̆ ὲӹ ╘ ╘ ‍ Ȃ 

╘ ⁮ DHCP REQUEST ̆ Ԉ‍ ̆ Ԉ‍ ̆‡

DHCP ACK ̕ а ‍ ̆‡ DHCP NAK ȂDHCP Client
⁮ DHCP ACK ̆ ᴳ ╘ ‍ Ȃ ⁮ DHCP NAK̆

‡ DHCP DISCOVER Ȃ 

DHCP Snooping 

DHCP Snoopinĝ DHCP ̃ Ԉ ╘ Ѯ DHCP Ӈҵ

̆ Ԉ DHCP ̆ DHCP ╘ ȂԈЮ ҩ
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2 

Agent Remote ID 

 

3 

DHCP Snooping ╖  

DHCP snooping ╖ DHCP Ӈҵ ̆

ᶕ (IP ȁMACȁVLANȁPORTȁ )̆ DHCP snooping
Ȃ DHCP snooping ѐ ᶕ ╗⁮ IP ֒ ѐ̆ӱ

⁸ DHCP snooping ѐ IP ̆

IP Ȃ 

DHCP Snooping Bootp  

DHCP Snooping ұDHCP ὤ ⁸╖ ̆ ұBootp ὸ

а Ȃў ѝ Bootp ѐа DHCP Ὧ Option̆ ̔ ȁ

Ȃ DHCP Snooping Bootp ѐ

⁸Ȃ 

ᴐ ̆ ԏ DHCP Snooping╖ ҩ ̆

╗ҩ Bootp ȂDHCP Snooping DHCP Ӈҵ

̆ ╗ҩ Bootp ̆ Bootp ̆ ֶ IP
ȁMAC ȁ VLAN ᶕ ̆ ╗Уэ ⁮ DHCP 

Snooping ѐȂ 

Bootp DHCP Snooping ѐ ұУэ ̆

Ȃ Bootp Ӈҵ ѐ╟ ת̆ ‮

ᴐ ̆ ╟ ԇ ‮ Ȃ 

DHCP snooping Ὧ ὤ╖  

DHCP Snooping IP ̆а ARP Ȃ
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ѝҩ ╗ ὤ ̆ ARP ̆ ARP Ȃ̂ ARP
̆ Ԉ ARP-CHECKȁDAI Ὧ ̃ 

DHCP Snooping ὲӹ Ү   

1̈DHCP Snooping╖ бDHCP Relay Option 82̂DHCP Snooping
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Ruijie(config)# [no] ip dhcp snooping 
bootp-bind 

Ὧ DHCP snooping
Bootp  

Ю DHCP Snooping ╖ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping bootp-bind 
Ruijie(config)# end 

MAC ╖  

ᾳЮ̆ MAC ╖ ѝὯ Ȃ ╖ ̆DHCP Snooping
ֶ UNTRUST Э DHCP У Ȃ

MAC DHCP CLIENT  MAC ̆ ̆‡

̕ ‡ ̆‡х Ȃ 

ԇ  

Ruijie# configure terminal ὡ  
Ruijie(config)# [no]ip dhcp snooping 
verify mac-address Ὧ MAC ╖  

Ю MAC ╖  

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping verify mac-address 
Ruijie(config)# end 

 

ᾳЮ̆ ѐа Ȃ Ҿ ᾳЮ̆

IP ̆ Ԉ ╖ Ȃ 

ԇ  

Ruijie# configure terminal ὡ  

Ruijie(config)# [no] ip dhcp snooping 
 binding mac-addrees vlan vlan_id ip  
ip-address interface interface-id 

DHCP Snooping
 

Ю ╗Уэ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping binding 00d0.f801.0101 vlan 
1 ip 192.168.1.1 interface fastethernet 0/9 
Ruijie(config)# end 
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~ 注意： 

1
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Ю DHCP snooping ╖ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip dhcp snooping address-bind 
Ruijie(config)# end 

DHCP Snooping ᾗὡ Flash ֒ 

ᾳЮ̆ ╖ Ὧ Ȃѝҩ ╟ ̆DHCP Snooping ѐ

╟ ᶕ х ̆DHCP Snooping ᵏ ѐ ╟ ᶕ ᾗ

ὡ Flash ֒ ╖ Ȃ  

ԇ  
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Ruijie# show ip dhcp snooping dhcp snooping Ὧ

ᶕ  

ᴿ ̔ 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 
Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0(not write) 
DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 
Interface                    Trusted      

------------------------     -------      
FastEthernet0/11             yes          

DHCP snooping ᶕ  

ԇ ұ DHCP Snooping ѐ ᶕ ̔ 

ԇ  

Ruijie# show ip dhcp snooping binding DHCP Snooping
ѐ ᶕ  

ᴿ ̔ 

Ruijie# show ip dhcp snooping binding 

Total number of bindings: 1 

MacAddress      IpAddress  Lease  Type  VLAN  Interface 
-------------  --------------- ---------- -------------  

00d0.f801.0101 192.168.1.1   -   static 1  fastethernet 0/1 

DHCP snooping Ὧ 

ԇ ұ DHCP Snooping ᶕ ὯȂ 

ԇ  

Ruijie# debug ip dhcp snooping {event | 
packet} 

/Ὧ DHCP Snooping
ᶕ Ὧ 

ᴿ ̔ 

Ruijie# debug ip dhcp snooping event 

Ruijie# debug ip dhcp snooping packet 
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IGMP Snooping  

 

IGMP 

IGMP Ѯ₥̆ ἼӮ IP ᴐ Ȃ 

Internet Э̆ ֶ ᴇн╘

ѝᶕ ּ ‍Ȃ ּ а У н╘ּ

̆ ѝ ╘ ѝ Уэ ᵏУэ ᾃ IP ̆

Э҂ ּ ᾃ ̆ ҩ ̆IP а

̆ IP ἵ Уэў Уэ IP Уэ ў ת̆

ұа ў Ҿ ̆ ҩ Ȃ ᾳЮ

̂Multicast̃ ̆   ᾱҩУэў э

Ȃ Ю Ȃ 
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1 

IP Уэ IP Уэ“ў ” ּ ̆ эꜛ 0 э эў ў

Уэ IP Ȃ 

ў ҂ ѝ “ ” ̆ ѝ D ̆ ӱ 224.0.0.0 ~ 
239.255.255.255Ȃ224.0.0.0~224.0.0.255 ұᶑ ̆ὲѐ̔ 

¸ 224.0.0.1 ̇ ѐ ў  
¸ 224.0.0.2 ̇ ѐ  

2 ̂ MAC ̃ ӱ IP Ȃ IP
23ᴁ 01-00-5e-00-00-00 ⁮ ᵳ MAC Ȃ ̔

IP ѝ 224.255.1.1̆ὲ︠Ὡ ⁸ ѝ e0-ff-01-01̆ 23 ᴁѝ 7f-01-01̆б

01-00-5e-00-00-00 ᴐ ѝ̔01-00-5e-7f-01-01Ȃ01-00-5e-7f-01-01
ѝ 224.255.1.1 MAC Ȃ 

IGMP(Internet Group Management Protocol) ұў бў

Ѯ ̆ў ╗ὡ э

ᶕ ̆ ᾃ э

ұ ╟ ̂ Ӱ ұ э ̃̆

Ὧ б Ȃ Ȃ ₥ Ьэ IGMP̔IGMPv1 RFC1112ѐ

̆IGMPv2 RFC 2236 ѐ ̆IGMPv3 RFC3376 ѐ Ȃ 

Ю ̆ ԏ ‍⁞ Ӯ IGMPv1ȁIGMPv2ў ᴉ╗ὡ У

 ̂Ḯ ╗ὡ 224.1.1.1̃Ȃ 

IGMPv1ѐ̆ў Э э 224.1.1.1 IGMP Report ̆

╗ὡ ѐȂ ⁮ ̆‡ ѝ ⁮ Ю

̆ ȂЬ 224.0.0.1
̂ ў ̃ IGMP Query ̆ ў ̆‡ IGMP 
Report ̆ э а⁮֗ᴉў IGMP Report ̆‡ ѝ

Юа ֗ᴉ ̆ а Ȃ 

IGMPv2 Юὸ v1̆ —— ╗ҩ IGMP Leave ̆Ԉᴳў

Ԉў╟ Ȃ IGMPv2 ѐ̆ў ╗ὡ ѐ v1 У ̆ў

Уэ IGMP Report ╗ὡ⁮ У ѐȂ 224.0.0.1
IGMP Query ̆ ў ̆‡ IGMP Report ̆

а⁮֗ᴉў IGMP Report ̆ Ȃ IGMPv2 ѐ̆

ў Ԉў╟ У Ȃ ў аᾋ У ̆ ў╟

IGMP Leave ӱ ѐ Ȃ ⁮ IGMP Leave ̆  

IGMP Query ᾃ ὲӹ ў

Ȃ ὲ ў ̆‡ IGMP Report Ȃ

а⁮֗ᴉў ̆ Ȃ 

IGMP v1/ v2 Э̆IGMP v3 ᵏҩ ╖ ȂIGMPv3
Ӈҵ IGMPv2 Ȃת IGMP v1/ v2 ѐ̆ў

ᾱ ╗ὡ э ӱ֗ᴉУэ Ȃ ᴳ IGMP v3
ў аӨ ў ╗ὡ ̆ ў

Ȃў Ԉ Уэꜛ ‟ Уэ ‟ ӱ Ҿ
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Ȃ IGMP v3 Уэ ̆ ὁа ȁ

̆ ὲ э Ὥ Уэ

ѐ Ȃ 

IGMPv2 ̆IGMPv3 ҩԈЮч ̔Membership Query ȁ
Version 3 Membership ReportȂὲѐ Membership Query ‍ѝЬ ̔ 

¸ General Query̔ ұ Ю ᶕ ̕ 

¸ Group-Specific Query̔ ұ Ю ᶕ ̕ 

¸ Group-and-Source-Specific Query̔ ѝ IGMPv3 ѐ ╗ ̆ ұ

Ю ‟ ѐ   Ȃ 

IGMP Version3 Юὸ IGMP Version1 IGMP Version2Ȃ 
ҩ IP Ὧ ̆ RFC 1112 ȁRFC 2236Ԉ RFC 3376Ȃ 

IGMP Snooping 

ү (Layer2) Ю̆ ᴐѝ ̆ ̆

Ȃ Эὴ ̆ э VLAN ѐ̆ э

ᾊҩ ̆ ѫ VLAN ѐ ⁮ э ̆ ӹԏ

Ȃ 

IGMP Snooping ᴐ ᵳ ᾱ э ̆ ᴳ ᾊ

̆ӱ аֶ ⁮ὲ Ȃ 

IGMP Snooping Ԉ ү Э ⁸̆

Ѯ IGMP ̆ ұ ⁸ ȂIGMP Snooping ѐ

Ѭ ľ Ŀ̆ӱ э Ѭ ԏ ᴐ ̔ү

ľ Ŀ ў б Ѯ Ӈҵ ̆ ᶕ

Ȃ Ӈ ľ Ŀ⁮ў   IGMP report( ) ̆ү

ᵳ ╗ὡ ѐ̕ ү ľ Ŀ⁮ IGMP 
Leavê ̃ ̆ү ᵳ ӱ ѐ‮ Ȃ ֶ

IGMP Query ̆ ⁮ IGMP Query ̆ У ᾃ

⁮ў IGMP Report ̆ᵳ ӱ ѐ‮ Ȃ 

 

Ь ̆ Ю Ȃ 
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2 

ў   IGMP ReportȁIGMP Leave ӱ

Ȃ ӱ ⁮ IGMP Query ѝ ў

̆ӱ ⁮ IGMP Query х Ȃ ᴉ

Ȃ 

̆ Ҿ ѐ̆ ѐа ̆

̆IGMP snooping ᵑ Ȃ Ю ̔ 

 

3 

э ѐ̆ ̆ PC
̆҂ ̆ ̆ѐ ү ὲ IGMP 

snooping ̆а ֗ᴉУэ ѝ Ȃ 

̆ ѝ VLAN ᾃ ̆ Ю ̔ 
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 4 

IGMP Snooping ү аת ̆

҂ ̆Ԉᵳ ὲ

ӹ Ȃת а У Э ̆

Ԉ ү Э Ҿ ȁ Ҿ

̆Ԉ Ȃ 

 

~ 注意： 

Э ѐ̆ ľ Ŀ̆ ү ҂ֶ ╟… У

⁮ ת̆ ľ Ŀӊ

а ̆ ╟ ֶ‮ ӊ ̕

У ⁮ ̂ IGMP 
snooping ̃̆Ԉᶑ Ȃ 

 

IGMP Snooping ᴐ  

DISABLE ̔ Ю̆IGMP Snoopingа ᴐ ̆ ү аľ

Ŀў б Ѯ IGMP ̆ VLAN ᾃ Ȃ 

IVGL ᴐ ̔ Ю̆ VLAN ҵ Ȃў б

ұ Уэ VLAN Ȃ 

SVGL ᴐ ̔ Ю̆ VLAN ў ὭӎУ Ȃў Ԉ VLAN
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Ȃ Уэ Multicast VLAN̆ VLAN ⁮ Ԉ

VLAN ὲӹў Ȃ Ю ̔ 

 

5 

VID Multicast VLAN ̂ UNTAG ̆

native vlan ѝ Multicast VLAN
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fast-leave 

IGMP Leave “а Э ̆

IGMP Query ̆ў ̆ ת̆” ѐ̂

Уэ Уэ ѐ̃̆ IGMP Snooping Ԉ ⁮ LEAVE
̆ ╖ ѝ Fast LeaveȂ 

IGMP snooping suppression 

ұ IGMP Snooping ̆ э э IGMP ̆ э

╗ὡ ⁮ Query ֶ Уэ Report ̆ ү

ұ Уэ Report ֶ ⁮ ̆ Уэ

Query ⁮ Snooping ֶ̆ ⁮ э Report Ȃѝҩ῏ ╘

Report ╒̆ ў ╗ὡ Уэ ̆ү

⁮ УэReport ⁮ ̆ὲ Report ⁸Ȃ

╖ IGMP Snooping Suppression. 

ұ IGMP v3 Report ̆IGMP Snooping Suppression
v1̆v2 Report ⁸Ȃ 

ὴ  

̆ ў ұ б שּ ѐȂ Ԉ

ұ ȁ ּ ȁ ╘̆ ₥ Ȃ

Ю Ȃ 

 

6 

̔ү IGMP Snooping 

̔ 

1. IGMP Snooping ╖  
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~ 注意： 

VLANȁ AccessȁTrunkȁAP ᾋ IGMP 
Snooping ̆ ‡ а⁮ Ȃ ѝԈЭ Ҿ ү

̆ ᶢ Ҿ ̆Ѯ

ӊ Ȃ 
̆ ү ᴐ private vlan Ю̆‡а igmp snoopingȂ 

Igmp snooping Hash ᾰ ̆ У ₂

э ת⁸ ╗ ̆ ѫ Hash ᾰ ҩȂ 
 

IGMP Profiles 

ἼӮ Уэ IGMP Profile ̆ Ԉ ѬУ ‟ ̆ Ѭ

permit/deny ╟ᴐ̆Ԉ ᵏ ľSVGL Ŀȁľ

ĿȁľIGMP Filtering Ŀ ╖ ᴳ Ȃ

Уэ IGMP Profile Ὧ ⁮Уэ╖ Э̆ᾋ ᶢ ֶ̆ ⁮ ╖

Ȃ 

Ю̆ Ю Уэ Profile̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp profile 
profile-number 

ὡ IGMP Profile ̆‍ Уэ

Ԉᵏ ̆ ѝ 1̇65535Ȃ

Ruijie (config-profile)# permit | 
deny 

( ̃ permit deny У

̆ ḣ denyȂ
э ѝ ̔ἵ / ԈЮ range ᾃ

Ҿ ̆ /ἵ ὲӹ

Ȃ 

Ruijie(config-profile)# range ip 
multicast-address ╗ ̆ ╗ эȂ 

Ruijie# end ⁮ Ȃ 

‮ ὲѐУэ IGMP profilĕ Ԉ no ip igmp profile profile number
Ȃ 

‮ profile Уэ rangĕ Ԉ no range ip multicast address
Ȃ 

ԈЮ эᴿ Profile ̔ 

Ruijie(config)# ip igmp profile 1 
Ruijie(config-profile)# permit 
Ruijie(config-profile)# range 224.1.1.1 225.1.1.1 
Ruijie(config-profile)# range 226.1.1.1 
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Ruijie(config-profile)# end 
Ruijie# show ip igmp profile 1 
IGMP Profile 1 
permit 

range 224.1.1.1 225.1.1.1 
range 226.1.1.1  

ԈЭ ̆ э IGMP Profile ‡ permit 224.1.1.1 ⁮ 225.1.1.1
̆Ԉ 226.1.1.1 э ̆ὲӹ denyȂ 

 

ү ̂ а ╘

Ȃ̃ Ю̆ ӱ ὡ

̆ὲ х Ȃ Ԉ ̆҂ ү

╟ ᵚ IGMP query/dvmrp PIM ̆Ԉ ╟ ⁞ Ȃ 

Ю̆ Ю Уэ ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp 
Snooping vlan vlan-id  
mrouter  
{interface interface-id | learnpim-dvmrp}  

ѝ ̆ᴳ

ԇ no

Ȃ ҂ Ԉ ү
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ұ ṁѝ VLAN ᾃ ̆

Ȃת Ҿ а ̆ Ԉ IGMP 
Profile Ȃ 

Ю̆ Ю ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping vlan 
vlan-id mrouter interface interface-id profile 
profile name 

ѝ э

ȁ Ὧ profileȂ
profile ֶ

⁮ э ЭȂ 

Ruijie(config)# end Ȃ 

Ԉ no ip igmp Snooping vlan vlan-id mrouter interface interface-id 
profile ‮ б profile Ὧ Ȃ 

ԈЮ ᴿ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip igmp Snooping vlan 1 mrouter interface 
gigabitEthernet 0/7 profile 1 
Ruijie(config)# end 
Ruijie# show ip igmp Snooping mrouter 
Vlan    Interface      State     IGMP profile 

----    ---------      ------   ------------- 
1   GigabitEthernet 0/7    static         1 

1   GigabitEthernet 0/12   dynamic        0 
 

╟ ҃ ע  

╟ ҃ ̆╟ ҃ ֶᴳ 300s ᴐѝ ע ̆

ע ᾃ ⁮ ҃ Mrtoue ̆‡ֶ‮ ╟ ⁮

̆ Ю ԇ‡ Ԉ ע ̆ 1-3600sȂ 

Ю̆ Ю ̔ 

 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping  ╟ זּ Ḩ 300sȂ 
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Ruijie(config)# end Ȃ 

Ԉ no ip igmp snooping dyn-mr-aging-time ע ѝ

ḣȂ 

ԈЮ ╟ ע ѝ 100 ᴿ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip igmp snooping dyn-mr-aging-time 100 
Ruijie(config)# end 

IVGL  

Ю̆ Ю IGMP Snooping ѝ IVGL ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp Snooping ivgl  IGMP Snoopingѝ

IVGL Ȃ 

Ruijie(config)# end Ȃ 

ԈЮᴿ IGMP Snooping ѝ IVGL ̔ 

Ruijie# configure Terminal 
Ruijie(config)# IP igmp Snooping ivgl 
Ruijie(config)# end 

DISABLE  

Ю̆ Ю IGMP Snooping ѝ DISABLE ̔ 

ԇ ᴐ  

Ruijie(config)# no ip igmp snooping Ὧ IGMP Snooping  

Ruijie(config)# end Ȃ 

 

Query  

ֶ IGMP Query а ̆

  Query У ᾃ ⁮ў IGMP Report ̆‡ֶ ѝ

аᾋ ̆ү ֶ ӱ ѐ‮ Ȃ ѝ 10
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ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
suppression enable 

ү

suppression ╖ Ȃ 

Ruijie(config)# end Ȃ 

ᴳ no ip igmp snooping suppression enalbe ԇὯ Suppression ╖ Ȃ 

ԈЮᴿ Suppression ╖ ̔ 

Ruijie# configure Terminal 
Ruijie(config)# ip igmp snooping suppression enalbe 
Ruijie(config)# end 

IGMP Snooping  

Ԉ IGMP Snooping ᾳЮ̆ Уэ э ̆а

IGMP Ȃ 

Ю̆ Ю IGMP Snooping ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
ivgl  

IGMP Snooping ѝ

IVGL Ȃ 

Ruijie(config)# ip igmp snooping 
vlan vlan-id static ip-addr interface 
interface-id 

Уэ э

Ȃ 
• vlan-id̔ vid 
• ip-addr̔  
• interface-id̔  

Ruijie(config)# end Ȃ 

Ԉ no ip igmp snooping vlan vlan-id static ip-addr interface interface-id
‮ Ȃ 

ԈЮѝ IGMP snooping ᴿ̔ 

Ruijie# configure Terminal 
Ruijie(config)# ip igmp snooping vlan 1 static 224.1.1.1 
interface GigabitEthernet 0/7 
Ruijie(config)# end 
Ruijie(config)# show ip igmp snooping gda 
Abbr: M - mrouter 
       D - dynamic 

       S - static 
VLAN  Address                 Member ports 

---- --------------   ----------------------------- 
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ԇ ᴐ  

Ruijie# show ip igmp snooping  IGMP Snooping ₥ ᴐ
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Ruijie# show ip igmp snooping mrouter 
Vlan    Interface        State      IGMP profile number 

----      --------          -------      ------------------- 
1   GigabitEthernet 0/7    static         1 

1   GigabitEthernet 0/12   dynamic        0 

╟  

Юᴳ Ю ԇ ѐ ‡̆ GDA ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping gda-table ѐ

‡ Ȃ 

ԈЮᴿ GDA ᶕ Ԉ Уэ ᶕ ̔ 

Ruijie# show ip igmp snooping gda-table 
Abbr: M - mrouter 
      D - dynamic 

      S - static 
VLAN  Address              Member ports 

----------------------------------------------------------- 
1       224.1.1.1           GigabitEthernet 0/7(S) 

 

Юᴳ Ю ԇ IGMP Snooping ₥ ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping  IGMP Snooping ₥ ᴐ

ὤ Ȃ 

 

IGMP Profile 

Юᴳ Ю ԇ IGMP Profile ᶕ ̔ 

ԇ ᴐ  

Ruijie# show ip igmp profile profile-number  IGMP Profileᶕ Ȃ
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IGMP Filtering 

Юᴳ Ю ԇ IGMP Filtering ᶕ ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping interface 
interface-id  

IGMP Filtering
ᶕ Ȃ 

ԈЮѝ IGMP Filtering ᶕ  

Ruijie# show ip igmp snooping interface GigabitEthernet 0/7 
Interface          Filter Profile number      max-groups 

----------        ----------------------     -----------        
GigabitEthernet 0/7            1                 4294967294 

IGMP Snooping ὲ ⁸ 

IGMP Snooping ᴳ (Masks)̆ Ѭ

ȇ ⁸‟ Ȉ Ȃ ȁ ACL Ь Ὥ

ӎ ̆ а ӊ Ȃ ұ ̆

Ԉ Ь ╖ ֶ ҵ Ȃ ╖ чэ ̆

чэ ̆ACL ᾱұ ч ╖ ╟ȂḮ ACL
ᾳ ᴳ 8 э ̆ ὲѐ֗ᴉУэ╖ ̆‡

ACL ᴳ ῏ чэȂ ╟ ̆‡ ACL ᴳ

῏ 4 э̆ ⅓Ю 4 эȂ ̆ ACL ᴳ ҩ э ᴳ⅓ᴍ

а⁮ ч ̆‡ ȁ ╖ ̆

ֶ ᶕ Ȃ Ь ╖ э╖ ѝ ⁸

̆ Ԉ ῏ ὲ ч ╖ ╖ Ȃ Ь

╖ ̆ ̆‡ ԈὯ ╖ ̂‮

̃ ‮ э ACL ACĔ ‡ Ԉ

Ȃ 

IGMP Snooping ̆ ̆‡

ұ а ╖ ̆ ̔Source port 
check applying failed for hardware out of resourcesȂ Ḁ ὲ

̆ Ὧ ̆ Ȃ 

 

& 注意： 

ұS3750 ‟ ̆ igmp snooping
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MSTP  

MSTP  

STPȁRSTP 

STPȁRSTP  

STP ̆҂ RSTP ̆ IEEE 802.1D IEEE 802.1w
ῆȂ 

STP ὁ ӊ ȁ ᵏ ᾕᴍ ֙ Ȃ 

ү Ԉ ̆чэ LAN У ╟ ̆ ‡ ֶӊ

Ȃת ѝҩ╗ Уэ ̆ ᾕᴍ ̆ὲѐ УҾ

ұ ֙ ̆ ̆ У ̆ᾕᴍ

ѝ ╟ Ȃ ⁸ У ᴐ̆STP
╟ ᴐȂ ᴳУэ ѐ ԈЮᴐ ̔ 

¸ ╟ Уэ ᴧ Ȃ 

¸ Ѯ ̆ ╟ ̆ᴳ ֗ᴉ Ḁ ҩ

ᴧ Ȃ 

У ╟ Ȃᴳ

Ҿ У Ȃ ̆ ⁮ ᴧ Ȃ 

RSTP ὤ Юὸ 802.1D STP ̆ ҩ ּ STP У έ

ὁ ȁ ᵏᾕᴍ ╖ ̆ ў “ ”Ȃ Уэ ᾃ

RSTP з ̆У

а 1 ּ̂ STP 50 ̃Ȃ 

Bridge Protocol Data Units( ᾗѝ BPDU)
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¸ э ID̂Port ID̃̆ ִἼ Ȃ 

Ѯ Ӈ BPDÛBridge Protocol Data Units̆ ἷ̃

ᴧ ᶕ Ȃ Ҿ Ԉ

01-80-C2-00-00-00̂︠Ὡ ⁸̃ѝ Ȃ 

э BPDU ԈЮ Ҿ ̔ 

¸ Root Bridge ID̂ ѝ ID̃Ȃ 

¸ Root Path Cost̂ ̃Ȃ 

¸ Bridge ID̂ ID̃Ȃ 

¸ Message Agê ̃ 

¸ Port ID̂ ID̃Ȃ 

Forward-Delay TimeȁHello TimeȁMax-Age Time Ьэ Ȃ 

ὲӹУҾ ȁע ᴁȂ 

Уэ ⁮ ִἼ BPDÛ Bridge ID̆ Root Path 
Cost ̃̆ ᶑ Ҿᶕ ̆ ּ Ҿᶕ Ȃ

⁮ ᴂִἼ BPDŬ х ᶕ Ȃ  

⁸ ᴳ ִἼ ᶕ э ѐּ ̆BPDU Ӈ ҩЮ

̔ 

¸ ѐ ҩУэ ѝ ̂Root BridgẽȂ 

¸ э Уэ ̂Root Port̃̆ ᵏ ⁮ Root 
Bridge Ȃ 

¸ э  ҩ⁮ ̂Root Bridgẽ Ȃ 

¸ э LAN ҩ ̂Designated Bridgẽ̆ᴁұ LAN б Ѯ

ѐȂ LAN ѝ ̂Designated Port̃Ȃ 

¸ ̂Root port̃ ̂Designated Port̃ ὡ Forwarding Ȃ 

¸ ὲӹа ѐ ұ Discarding  

Bridge ID 

IEEE 802.1W ῆ ̆ э У ̂Bridge ID̃̆

ѐ Ԉ ѝ ῆ   ̂Root Bridgẽ ȂBridge ID 8 э

̆ 6 э ѝ mac ̆₥ 2 э Ю ̆₥ 4 bit ִ

Ἴ ̂Prioritỹ̆ 8 bit System ID̆ѝԈ ̆ RSTP ѐ

ḣѝ 0̆ ִἼ 4096 ᷁ Ȃ 

 Priority value System ID 

Bitᴁ 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1
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ḣ 
32
76
8 

16
38
4 

81
92 

40
96

20
48

10
24

51
2 

25
6 

12
8 64 3

2
1
6 8 4 2 1

Spanning-Tree Timerŝ ̃ 

ԈЮ ⁮ э Ьэ Ȃ 

¸ Hello timer̔ BPDU Ȃ 

¸ Forward-Delay timer̔ Ȃ RSTP Ԉὸ STP
̆ ӱ Listening Learninğ ӱ Learning

Forwarding Ȃ 

¸ Max-Age timer̔BPDU Ȃ   э ̆

х Ȃ 

Port Roles and Port States 

э ѐ Уэ ̂Port Rolẽ̆ ᴇ ѐ а

ᴐ Ȃ 

¸ Root port̔ ᵏ ⁮ ̂Root Bridgẽ Ȃ 

¸ Designated port̔ э LAN ⁮ Ȃ 

¸ Alternate port̔ ̆У ̆ ѝ Ȃ 

¸ Backup port̔Designated Port ֙ ̆ Уэ чэ У

э LAN Э̆ ѫ ִἼ ѝ Designated Port̆ᴂִἼ ѝ Backup 
PortȂ 

¸ Disable port̔ ₥а ұ ╟ ̆ Operation State ѝ Down
‍ ҩ э Ȃ 

ԈЮѝ э 1ȁ2ȁ3̔ 

R = Root Port   D = Designated Port   A = Alternate Port   B = Backup Port 

⁞ ᾳЮ̆ ִἼ ӱ ⁮ ῏ 

 

1                          2 
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3 

э Ьэ ̂Port Statẽ ꜛ̆ӱ ⁸ э

Ȃ 

¸ Discarding̔ а ⁮ ̆҂а Mac ҃Ȃ 

¸ Learning̔а ⁮ ת̆ Mac ҃̆ э

Ȃ 

¸ Forwarding̔ ⁮ ̆҂ Mac ҃Ȃ 

Уэ ̆ Root Port Designated Port ֶ ὡ

Forwarding ̆ὲ ұ Discarding Ȃ 

̂ὴ ̃ 

Ԉ STPȁRSTP ᴉ Ҕ Уэ

ҩȂ Ю 4 ̆Ḯ Switch AȁBȁC bridge ID ̆ Switch A
ִἼ ȂAбB ︢Ἲ ̆A C ѝ Ἲ ̆B C ѝ︠Ἲ Ȃ

Switch A ṁѝ ̆ Switch B Switch C ṁҩ ᾕᴍ̆

̆ Ҿ ֶӊ Ȃ 
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7 

RSTP  

Ӯ RSTP ╖ ̆ “ ” ForwardingȂ 

STP ̂Port Rolẽ 30 (ѝ Forward-Delay Time 2
᷁̆Forward-Delay Time ̆ ѝ 15 ) ᾋ Forwarding ̆ з

ע ̆ э Root Port Designated Port 30 ᾋ

Forwardinğ э ѝУэ 50 Ȃ 

RSTP Forwarding аУ ҩ̆ 8 ̆Switch A
RSTP “Proposal” ̆Switch B Switch A ִἼ ̆

Switch A ѝ ̆ ⁮ ѝ Root Port̆ Forwardinğ ӱ Root 
Port Switch A “Agree” ȂSwitch A Designated Port ⁮“ ”̆҂

Forwarding ҩȂ Switch B Designated Port “Proposal” ᵑ

Ȃ Э̆RSTP ע У

̆ ⁮ Ȃ 
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8 

 

~ 注意： 

ԈЭ “ ” ֒ ̆ “Point-to-point Connect̂
̃”Ȃѝҩ ╖ ̆ а ᴳ ѝ Ȃ 

 

ѐ 9 ̆ὲ ѝ“ ”̆ԈЮ‟ ҩ“ ”
ᴿ Ȃ 

ᴿ̔ 
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9 

 

10 

ȁЮ ѝ“ ” ̆  ‍שּ

 

11 

RSTP б STP ὸ  

RSTP Ԉб STP ὤὸ ̆RSTP ֶ ⁮ BPDU
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14 

ӱ A ᵑ CȁD ⁮ B ӱ A ⁮ B
ᾳЮֶ̆ A B DISCARDINĜ 15

̃Ȃ ұ CȁD аꜛ Vlan1̆ Vlan1 ꜛ̆ A
Vlan1 б B Vlan1 Ȃ 

 

15 

ѝҩ ᾱ э ̆MSTP
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16 

̆ ὁҩ ӊ ̆҂ Vlan а Ȃ 

ᴉ‚‍ MSTP Region 

ԈЭ ̆ ̆ MSTP ӊ ᴐ ̆ Ἴ ‚‍

MSTP Region̆ MSTP Region ᾃ “MST ᶕ ”У Ȃ 

MST ᶕ ꜛ ̔ 

¸ MST ̂Namẽ̔ 32 э ѕ MSTP 
RegionȂ 

¸ MST Revision Number̔ Уэ 16bit ᶢ ḣ MSTP RegionȂ 

¸ MST Instance—vlan ̔ Ԉ… 64 э Instancê id
ӱ 1 ⁮ 64̃̆ Instance 0 ⁸ ̆ Ԉ Ὥ 65 э InstanceȂ

Ԉ ‍ 1-4094 э Vlan ұа Instancê 0̇64̃̆ ‍ Vlan
ұ Instance 0Ȃ ̆ э MSTÎMST Instancẽ Уэ“Vlan ”̆

BPDU MSTIᶕ MSTIᾃ ̆а CIST ὲӹMSTI
Ȃ 

spanning-tree mst configuration ὤ ԇ ὡ“MST ”
ԈЭᶕ Ȃ 

MSTP BPDU ԈЭᶕ ̆ У ⁮ BPDU MST ᶕ

У ̆ ֶ ѝ Э ұ Уэ MST Region̆
‡ ѝ ӱ Уэ Region Ȃ 
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& 建议： 

ԏ Ὧ STP Ю Instance—vlan ̆ ᾋ

MSTP̆Ԉᶑ Ȃ 
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18 

MSTI 2̂ Instance 2̃ ̆ 19̆C ִἼ ̆ ѝ Region Root̆
ᾋ ὲӹ ̆ A B DISCARDINGȂ ̆ Instance 2
“Vlan ” ̆ B ⁮ CȁA ⁮ C ̆ ҩ э“Vlan ” Ȃ 

 

19 

MSTP аὯ Уэ ұ э Vlan̆ Ԉ

Vlan ᾳ ѝ Ὧ Path Cost Priority̆Ԉ

MSTP ҩа Ȃ 

MSTP region ̂CST̃ 

э MSTP region CST Ԉ ұУэ ᴇ̆а MSTP 
Region ҂ Уэ ̆ ѝ CST(Common Spanning Tree) Ȃ
20 ̆ CST ̆Bridge ID A ѝ э CST (CST 
Root)̆ ҂ э Region ᾃ CIST Regional RootȂ Region 2 ѐ̆ ұ

B ⁮ CST Root Root Path Cost ̆ Ԉ ѝ э Region ᾃ CIST 
Regional RootȂ ̆Region 3 C ѝ CIST Regional RootȂ 
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20 

CIST Regional Root аУ Region ᾃ Bridge ID ̆

Region ᾃ⁮ CST Root Root Path Cost Ȃ 

̆CIST Regional Root Root Port MSTI ҩэ Port Rolĕѝ

“Master port”̆ᴐѝ Instance “  ”̆ Instance
FORWARDING Ȃѝҩᴳ ̆ ԏ эRegion CST Root “ 

” Region У Э! 

Hop Count 

IST MSTI а Message Age Max Age BPDU ᶕ ̆

ұנ IP TTL ⁸ ̆ Hop CountȂ 

Ԉ spanning-tree max-hops ὤ ԇ Ȃ Region ᾃ̆ӱ ɷ



MSTP  

http://www.ruijie.com.cn 

STP RSTP УэRegion̆аб֗ᴉУэ

Уэ RegionȂ 

MSTP  

Port Fast 

̆ ѫ Ԉ ѝ Port Fast̆
Forwardinğ ὁ Forwarding ̂ а Port Fast
̆ 30 Forwarding̃ȂЮ ҩУэ Ҿ Ԉ ѝ

Port Fast enableȂ 

 

21 

ҩPort Fast ѐ ⁮BPDŬ‡ Port Fast Operational State
ѝ DisabledȂ ֶ STP ForwardingȂ 

╟ ⁞(AutoEdge ╖ ) 

AutoEdge ╖ У ᾃ(ѝ 3 )̆ а⁮Ю

BPDŬ‡ ѝ а У ̆ӱ ѝ

̆ ὡ Forwarding Ȃ ╟ ѝ ⁮ BPDU ╟

⁞ѝ Ȃ 

Ԉ spanning-tree autoedge disabled ԇ ╟ ⁞╖

Ȃ 

╖ Ȃ 
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~ 注意：  

1) ╟ ╖ б Port Fast ᾰ ̆Ԉ ѝῆȂ 

2) ╖ ᴐ ұ бЮ ѐ̆ Ԉ STP
а ╖ Ȃ ұ ̆ Autoedge
аֶ ̆ ѐ ̆ Ȃ 

3) Ἴ ҩ BPDU Filter ‡̆ Forwardinğаֶ ╟ ⁞ѝ

Ȃ 

4) ╖ б Ȃ 

5)  AutoEdge╖ IEEE 802.1D 2004 ῆ Ѭ̆ ѐ B̆ridge 
Hello Time ᶢ ѝ 1.0-2.0Ȃ Ԉ ᴳ AutoEdge ╖

Hello Time ᾃ̆  ҩ ֶ ї Ȃ

Hello Time ḣ   ̆ Ἴ AutoEdge ╖ Ὧ Ȃ 

 

BPDU Guard 

BPDU Guard ὤ enablĕ҂ э Interface enableȂ ч

Ҿ ⁞Ȃ 

Ԉ ѐ spanning-tree portfast bpduguard default ԇ ὤ

BPDU Guard enabled ̆ Ю̆ э Interface ҩ Port 
Fast ╟ ѝ ̆ Interface ⁮ҩ BPDŬ ֶ

ὡ Error-disabled ̆Ԉ ̕ э Ὧ ̆ ѐ

╗ҩУ ̆ᴳ Ȃ 

҂ Ԉ Interface Ю spanning-tree bpduguard enable ԇ

э Interface BPDU Guard̂б Ὧ̃Ȃ э ᾳ

Ю Interface ⁮ҩ BPDŬ ὡ Error-disabled Ȃ 

BPDU Guard ╖ ὡ Error-disabled ̆ Ԉ ὤ

Юᴳ errdisable recover ԇ ӱ ѐ Ȃ 

BPDU Filter 

BPDU Filter ὤ enablĕ҂ э Interface enableȂ ч

Ҿ ⁞Ȃ 

Ԉ ѐ spanning-tree portfast bpdufilter default ԇ ὤ

BPDU Filter enabled ̆ Ю̆ э Interface ҩ Port Fast
╟ ѝ ̆‡ а BPDŬ҂а BPDŬ

̆ ў а⁮ BPDUȂ ⁮ BPDU ᴳ Port 
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Fast Operational disabled̆BPDU Filter ҂ ╟ Ȃ 

҂ Ԉ Interface Ю spanning-tree bpdufilter enable ԇ э

Interface BPDU Filter enablê б Ὧ Ȃ̃ э ᾳЮ

Interface а BPDŬ҂а BPDŬ з Forwarding Ȃ 

TC Guard 

Tc-Protection ╖ Ԉᶑ ӊ tc ῏ ╟ MAC ARP
‮ ת̆ ⁮ TC   Ḁ ֶӊ ‮ ᴐ̆ з TC

̆ э Ȃᴳ TC Guard ╖ ̆ ԏἵ ὤ

Э TC Ȃ Уэ ⁮ TC Ḁ̆ ὤ ҩ TC 
Guard Э ҩ TC Guard̆‡

ӊ TC ̆ᴳ TC аֶ ⁮ὲ ̆ ⁸ ѐ

TC  ̆ᶑ ̆ ὲ Ь Э̆ ╖ ὁ

ὡ ѐ Ȃ 

 

~ 注意： 

1) ᴳ tc-guard ╖ ֶᴳ Ѯ ѐ Ȃ 

2) ѐ tc   ᾳЮᾋ ╖ Ȃ 

3) ὤ tc-guard,‡ аֶ tc Ȃ ұ ὡ

Э Ȃ 

4) tc-guard,‡ ұ ӊ Ԉע ⁮ tc ̆ а

ὲ Ȃ Э ̆ ὲ ╖ Ȃ 

 

BPDU MAC  

BPDU MAC ѝҩ ӝѝ BPDU  Ӈ ᴳ

MSTP ᴐа Ȃ ҩ Ӈ ̆

BPDU MAC ⁮ Ӈ BPDU ̆х ὲӹ

BPDU ̆ӱ ⁮  Ȃᴔ Ԉ interface Ю ѝ

BPDU MAC MAC ̆Уэ ἵ Уэ MAC
̆ no bpdu src-mac-check BPDU MAC ̆ ֗ᴉ

BPDU Ȃ 

BPDU  

BPDU Ԉ 1500 ̆ BPDU х ̆Ԉ ⁮
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BPDU Ȃ 

Root Guard ╖  

ѐ ֙ ‚‍ Уэ ᾃ̆ ұ ӝ

ѐ  ̆ ⁮ִἼ ᶕ ̆ӱ ₥

ᴁ ̆ ╟ȂRoot Guard ╖ ѝҩ

ᾳ   Ȃ 

Root Guard ╖ ̆ ⁸ὲ ᴿЭ ѝ Ȃ

⁮ִἼ BPDU ᶕ ̆ Root Guard╖

ѝ root-inconsistent (blocked)Ȃ 

Root Guard ѝ blocked ̆ Ὧ Root Guard
╖ Ὧ ᶑ ╖ ̂ Юᴳ spanning-tree guard 
none ԇ̃̆ ᴳѮ ѝ Ȃ 

 

~ 注意： 

1) ᴳ Root Guard ֶ ү ᴳἠRoot Guard



MSTP  

http://www.ruijie.com.cn 

1) ұὤ Loop Guard Ȃ 

2) Уэ а Root Guard Loop Guard Ȃ 

3) Loop Guard ̆ ╟ ⁞╖ Ȃ 

 

 

MSTP 

Spanning Tree  

Ю ‟  Spanning Tree  

 ḣ 

Enable State Disablĕа STP 

STP MODE MSTP 

STP Priority 32768 

STP port Priority 128 

STP port cost ╟″  

Hello Time 2  

Forward-delay Time 15  

Max-age Time 20  

Path Cost   

Tx-Hold-Count 3 

Link-type ╟″  

Maximum hop count 20 

vlan б ᴿ Ὧ  vlan ұ ᴿ 0 
ᴿ 0 

spanning-tree reset ԇ Spanning Tree ⁮ (аꜛ

Ὧ Span) 

ȁὯ Spanning Tree  

Spanning-tree ̆ ̆

MSTP Ȃ 

Ὧ Spanning-tree Ȃ 
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ִἼ ̂Switch Prioritỹ 

ִἼ Ὧ ⁮ э ѝ э ̆ ҂Ὧ ⁮ э

Ȃ ִἼ Ҿ̂ ḣ ̃̆ ‾ұ

э Ȃ Ԉ а Instance ‍ а ִἼ ̆ э Instance
Ҿḣ Ȃ ұа Region ̆ ԏ Ὧ

CIST̂Instance 0̃ ִἼ Ȃ 

Bridge ID ִ̆Ἴ ḣ 16 э̆ ѝ 4096 ᷁ ̆‍⁞ 0̆
4096̆8192̆12288̆16384̆20480̆24576̆28672̆32768̆36864̆

40960̆45056̆49152̆53248̆57344̆61440Ȃ ḣѝ 32768Ȃ 

ὡ ̆ ԈЮ ִἼ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
[mst instance-id] priority priority 

а instance ִἼ

̆ а╗ instance ̆

instance 0 Ȃ 
instance-id̆ ѝ 0̇64 
priority̆ ḣ ѝ 0 ⁮ 61440̆
4096 ᷁ ̆ ḣѝ 32768Ȃ 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree mst instance-id priority ὤ

ԇ Ȃ 

ִἼ ̂Port Prioritỹ 

чэ УэὭӎӮ Э̆ ֶ Уэ ִἼ ̂ ḣ ̃

ὡ Forwarding ̆ᴂִἼ ̂ ḣ ̃ ὡ Discarding Ȃ ч

э ִἼ У ̆ э ὡ Forwarding Ȃ Ԉ Уэ

Э а Instance ‍ а ִἼ ̆ э Instance Ҿḣ

Ȃ 

ִἼ У ̆ ִἼ ḣ҂ 16э̆ ѝ16 ᷁ ̆‍⁞ 0̆
16̆32̆48̆64̆80̆96̆112̆128̆144̆160̆176̆192̆208̆224̆
240Ȃ ḣѝ 128Ȃ 

ὡ ̆ ԈЮ ִἼ ̔ 

ԇ ᴐ  
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Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)# spanning-tree 
[mst instance-id] port-priority 
priority 

а instance ִἼ ̆

а╗ instance ̆ instance 
0 Ȃ 
instance-id̆ ѝ 0̇64 
priority̆ interface ִἼ ̆ ḣ

ѝ 0 ⁮ 240̆ 16 ᷁ ̆

ḣѝ 128 
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Ruijie# show spanning-tree 
[mst instance-id] interface 
interface-id 

Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree mst cost ԇ

Ȃ 

Path Cost ̂path cost method̃ 

Path Cost ѝ ḣ ̆ ֶ ╟   Path 
CostȂת IEEE 802.1d IEEE 802.1t ҩа Path Cost
ḣ̆802.1d ḣ
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Max-Age Time 

BPDU Ȃ ḣѝ 20 Ȃ 

ὡ ̆ ԈЮ Max-Age Time̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
max-age seconds 

max age timĕ ḣ ѝ 6 ⁮ 40
̆ ḣѝ 20 Ȃ 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# cotg-c.72 -188.1 -13.68 re
6lnfiu.0007 co Tf
0 T0001 Tw 3.34d
( )Tj
/-c.72 - rutartup Tf
0 Tc 0 Tw 9.897 0 Td
( 
/T0 1 Tf
3.2 0.006 Td
<1E0C -12 -1.58/TT0 105B1CA4BC4>Tj
/T7 0 Td
( )Tj
ET
135.42 572 0.48 3.36 re
f
45.962.9 574.88 172.02 0.48 48
13204.92 572 0.48 3.36 re
f
45.962.9 574.88 172.02 0.48 48
13203.82 572 0.48 3.36 re
f
45.962.9 574.88 172.02 0.e
f
1.82 572 0.27.54 172.02 0.e
f
1.82 504.95572 0.48 3.36 re
f
1.82 572 0.27.54 172.02 0.48 1.82 503.82 572 0.48 3.36 re
f
1.82 572 0.27.54 172.036 re
f
1.82 572 0.72 0.48 3. 10.5 0 0 10.506 536.1203 Tm
[.82 6491.96
/TT1 1167C0F5610 13F5516360EE1E301j
/TT0 1 Tf
-0CC80C30 Tr 2.006 0 Td
( -w 3.331 0 Td22_0 j
/13>Tj
/TT0 [(no s6ln]TJ8-0.0007 Tc -6Tf
0 Tc  0 Tww 6.251 0 Td
[<02C8013>2230 1 Tf
-514E301C4>Tj
/T Tf
0 Tr21353E204190007 -26.583-)Tj4435421Dj
/T7 0 Td
( )Tj
ET
132.42 631.52 033.40 1-.82 6f
3.2 0.006S0 cs36.120  scn006S0 CS36.120  SCNTw 24 w Tww 610 10.5 394.0236.1202m
[.82 64 1 e# )]TJ
<2131>0.006 T20021 Tw 3.31 0 10 1 Tf
-.5 115F0FC90E30-.5 >0.00 g Tc 10.5 0 0 10.5 138.w 23Tf
C80)Tj
E06 536.1203 Tm
[.82 6408 Tf 
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Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree tx-hold-count ὤ ԇ

Ȃ 

link-type 

а “ ”̆ У Ὧ ⁮
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MSTP Region 

ұ Уэ MSTP Region̆ ΰ

̂Namẽȁ Revision Numberȁ Instance—Vlan Ȃ 

ᴔ Ԉ 0̇64 Instanceꜛ ҾVlan̆⅓Ю Vlan ╟‍ Instance 
0ȂУэ Vlan ұУэ InstanceȂ 

ԏ Ὧ STP Ю Instance—Vlan ̆ ᾋ

MSTP̆Ԉᶑ Ȃ 

ὡ ̆ ԈЮ MSTP Region̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
mst configuration ὡ MST Ȃ 

Ruijie(config-mst)# instance 
instance-id vlan vlan-range 

vlan ╗⁮Уэ MST instance ѐ 
instance-id̆ ѝ 0̇64 
vlan-rangĕ ѝ 1̇4094 
ѡᴿ ̔ 
instance 1 vlan 2-200 vlan 2⁮
vlan 200 ╗⁮ instance 1 ѐȂ 
instance 1 vlan 2,20,200 vlan 
2ȁvlan 20̆vlan 200 ╗⁮ instance 1
ѐȂ 

̆ Ԉ no ԇ vlan ӱ

instance ѐ‮ ̆‮ vlan ╟ ὡ

instance 0Ȃ 

Ruijie(config-mst)# name 
name 

MST ̆ ѕ Ԉ

32 э Ȃ 

Ruijie(config-mst)# revision 
version 

MST revision number̆ ѝ 0̇
65535Ȃ ḣѝ 0 

Ruijie(config-mst)# show MST Ȃ 

Ruijie(config-mst)# end ⁮ Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

MST Region Configuration ̆ Ԉ no spanning-tree mst 
configuration ὤ ԇȂ ҂ Ԉ no instance instance-id ‮

instanceȂ ̆no nameȁno revision Ԉ‍⁞ MST nameȁMST revision 
number ⁮ ḣȂ 

ԈЮѝ ᴿ̔  

Ruijie(config)# spanning-tree mst configuration 
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Ruijie(config-mst)# instance 1 vlan 10-20 
Ruijie(config-mst)# name region1 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# show  
Multi spanning tree protocol : Enable Name [region1] 
Revision 1 

Instance Vlans Mapped 
-------- --------------------- 

0 1-9,21-4094 
1 10-20 

------------------------------- 
Ruijie(config-mst)# exit 

Ruijie(config)# 

 

~ 注意： 

vlan instance Ὧ ₥ ╘ ᶑ vlan … ̆ ‡

‍ӊ Э ֶ  vlan instance Ὧ Ȃ 

 

Maximum-Hop Count 

Maximum-Hop Count̆ ҩ BPDU Уэ Region
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ὸ  

ὸ ̆ Ԉᴳ BPDU ₥

а MSTI ᶕ ̆Ԉ бὲ ӊ Ѯ ҵ Ȃ 

ὡ ̆ ԈЮ ὸ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)#interface interface-id ὡ  

Ruijie(config-if)# spanning-tree 
compatible enable ὸ  

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

̆ no spanning-tree compatible enable ԇ

Ȃ 

MSTP  

 

╟ ⁞╖ (AutoEdge ╖ ) Ȃ 
ὲ ḣ Ὧ Ȃ 

Port Fast 

Port Fast ֶ ForwardingȂֶת ѝ ⁮ BPDU ᴳ Port Fast 
Operational State ѝ disabled̆ӱ б STP ForwardingȂ 

ὡ ̆ ԈЮ Port Fast̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 
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Ruijie(config-if)# spanning-tree 
portfast interface portfastȂ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show spanning-tree 
interface interface-id portfast Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ Port Fast̆ �Ä�
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ὡ ̆ ԈЮ BPDU Guard̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree portfast 
Bpduguard default ὤ BPDU guard 

Ruijie(config)# interface interface-id 
ὡ interface
̆ interface ꜛ

Aggregate LinkȂ 

Ruijie(config-if)# spanning-tree portfast 
interface portfast̆

ὤ bpduguard
Ȃ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config 
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Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ BPDU Filter̆ Ԉ ὤ ԇ no spanning-tree portfast 
bpdufilter default Ȃ 

э Interface BPDU Filter̆ Ԉ Interface ԇ

spanning-tree bpdufilter enable ̆ spanning-tree bpdufilter 
disable Ὧ BPDU GuardȂ 

 

TC Guard 

ὡ ̆ ԈЮ ὤ TC Guard 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
tc-protection tc-guard ὤ TC Guard 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

ὡ ̆ ԈЮ Ю TC Guard 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)# spanning-tree 
tc-guard interface TC GuardȂ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 
Ruijie# copy running-config 
startup-config ᶑ Ȃ 

BPDU MAC  

BPDU MAC ̆ MAC ѝ MAC BPDU ̆
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ὲ BPDU Ȃ 

ὡ ̆ Ԉ ԈЮ BPDU MAC ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)#bpdu 
src-mac-check  H.H.H bpdu mac Ȃ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ bpdu mac ̆ Ԉ Ю ԇ no bpdu 
src-mac-check Ȃ 

Root Guard  

ὡ ̆ ԈЮ Root Guard  

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ ̆ ꜛ

Aggregate LinkȂ 

Ruijie(config-if)# spanning-tree 
guard root Root Guard  
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Ruijie(config)# spanning-tree 
Loopguard default ὤ Loop Guard Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

ὡ ̆ ԈЮ ұ Loop Guard  

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ Ȃ ꜛ

Aggregate LinkȂ 
Ruijie(config-if)# spanning-tree 
guard loop Loop Guard Ȃ 

Ruijie# show running-config Ȃ 
Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ ᶑ ╖  

ὡ ̆ ԈЮ Ὧ ᶑ ╖ Ȃ 

ԇ 
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Ruijie# show spanning-tree  
inconsistentports 

ᶑ ᶑ block
 

Ruijie# show spanning-tree mst 
configuration MST ᶕ  

Ruijie# show spanning-tree mst 
instance-id instance MSTP ᶕ  

Ruijie# show spanning-tree mst 
instance-id interface interface-id 

interface instance
MSTP ᶕ  

Ruijie# show spanning-tree interface 
interface-id 

interface instance
MSTP ᶕ  

Ruijie# show spanning-tree 
forward-time forward-time 

Ruijie# show spanning-tree Hello 
time Hello time 

Ruijie# show spanning-tree 
max-hops max-hops 

Ruijie# show spanning-tree 
tx-hold-count tx-hold-count 

Ruijie# show spanning-tree pathcost 
method pathcost method 

MSTP ὴ ᴿ 

 

1) Ь Ь ̆ MSTP Ȃ 

2) Э Vlan-Instance ̆Ԉ MST ȁMST 
Revision Number̆ ᴿִἼ  

3) MSTP ᶕ  

4) ὤ BPDU Guard ╖ ̆ PC Э Port Fast ╖ Ȃ
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1) Switch A 

# Gi 0/1 Gi 0/2 ұ Trunk ̆… VLAN 2 VLAN 3Ȃ 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# vlan 2 
Ruijie(config-vlan)# exit 
Ruijie(config)# vlan 3 
Ruijie(config-vlan)# exit 

# ѝMSTP ̆ VLAN 2 ⁮ Instance 1̆ VLAN 3 ⁮

Instance 2̆ MST ѝ ruijiĕMST Revision Numberѝ 1̆ MST
ᶕ ̆ Ȃ 

Ruijie(config)# spanning-tree mode mstp  
Ruijie(config)# spanning-tree mst configuration  
Ruijie(config-mst)# instance 1 vlan 2 
%Warning:you must create vlans before configuring instance-vlan 
relationship 

Ruijie(config-mst)# instance 2 vlan 3 
%Warning:you must create vlans before configuring instance-vlan 
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Ruijie(config)# spanning-tree  
Enable spanning-tree. 

# Э Instance1 ִἼ ѝ 4096 
Ruijie(config)# spanning-tree mst 1 priority 4096 

3) Switch C 

# Fa 0/1  Fa 0/2 ұ Trunk ̆… VLAN 2 VLAN 3Ȃ 
Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# interface fastEthernet 0/2 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# vlan 2 
Ruijie(config-vlan)# exit 
Ruijie(config)# vlan 3 
Ruijie(config-vlan)# exit 

# ѝMSTP ̆ VLAN 2 ⁮ Instance 1̆ VLAN 3 ⁮

Instance 2̆ MST ѝ ruijiĕMST Revision Number ѝ 1̆
Ȃ 

Ruijie(config)# spanning-tree mode mstp  
Ruijie(config)# spanning-tree mst configuration  
Ruijie(config-mst)# instance 1 vlan 2 
%Warning:you must create vlans before configuring instance-vlan 

relationship 

Ruijie(config-mst)# instance 2 vlan 3 
%Warning:you must create vlans before configuring instance-vlan 
relationship 

Ruijie(config-mst)# name ruijie 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# exit 
Ruijie(config)# spanning-tree  
Enable spanning-tree. 

# Э Instance 2 ִἼ  
Ruijie(config)# spanning-tree mst 2 priority 4096 

# ὤ BPDU Guard ╖ ̆ Fa 0/3 ѝ Port FastȂ 
Ruijie(config)# spanning-tree portfast bpduguard default  
Ruijie(config)# interface fastEthernet 0/3 
Ruijie(config-if)#spanning-tree portfast  
%Warning: portfast should only be enabled on ports connected 

to a single host. Connecting hubs, Ruijiees, bridges to this 
interface when portfast is enabled,can cause temporary loops. 

Ruijie(config-if)# end 

# ᶕ  
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Ruijie# show spanning-tree  
StpVersion : MSTP 

SysStpStatus : ENABLED 
MaxAge : 20 

HelloTime : 2 
ForwardDelay : 15 

BridgeMaxAge : 20 
BridgeHelloTime : 2 

BridgeForwardDelay : 15 
MaxHops: 20 

TxHoldCount : 3 
PathCostMethod : Long 

BPDUGuard : enabled 
BPDUFilter : Disabled 

LoopGuardDef  : Disabled 
###### mst 0 vlans map : 1, 4-4094 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 32768 

TimeSinceTopologyChange : 0d:0h:19m:44s 
TopologyChanges : 1 

DesignatedRoot : 1000.00d0.f822.33aa 
RootCost : 0 

RootPort : 1 
CistRegionRoot : 1000.00d0.f822.33aa 

CistPathCost : 200000 
###### mst 1 vlans map : 2 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 32768 

TimeSinceTopologyChange : 0d:0h:1m:46s 
TopologyChanges : 7 

DesignatedRoot : 1001.00d0.f834.56f0 
RootCost : 200000 

RootPort : 2 
###### mst 2 vlans map : 3 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 4096 

TimeSinceTopologyChange : 0d:0h:1m:44s 
TopologyChanges : 5 

DesignatedRoot : 1002.00d0.f82a.aa8e 
RootCost : 0 

RootPort : 0 

# Fa 0/1 ᶕ  
Ruijie# show spanning-tree interface fastEthernet 0/1 
PortAdminPortFast : Disabled 

PortOperPortFast : Disabled 
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PortAdminAutoEdge : Enabled 
PortOperAutoEdge : Disabled 

PortAdminLinkType : auto 
PortOperLinkType : point-to-point 

PortBPDUGuard : Disabled 
PortBPDUFilter : Disabled 

PortGuardmode  : None 
###### MST 0 vlans mapped :1, 4-4094 

PortState : forwarding 
PortPriority : 128 

PortDesignatedRoot : 1000.00d0.f822.33aa 
PortDesignatedCost : 0 

PortDesignatedBridge :1000.00d0.f822.33aa 
PortDesignatedPort : 8002 

PortForwardTransitions : 1 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : rootPort 
###### MST 1 vlans mapped :2 

PortState : discarding 
PortPriority : 128 

PortDesignatedRoot : 1001.00d0.f834.56f0 
PortDesignatedCost : 0 

PortDesignatedBridge :8001.00d0.f822.33aa 
PortDesignatedPort : 8002 

PortForwardTransitions : 5 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : alternatePort 
###### MST 2 vlans mapped :3 

PortState : forwarding 
PortPriority : 128 

PortDesignatedRoot : 1002.00d0.f82a.aa8e 
PortDesignatedCost : 0 

PortDesignatedBridge :1002.00d0.f82a.aa8e 
PortDesignatedPort : 8001 

PortForwardTransitions : 1 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : designatedPort 
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SPAN  

 

SPAN 

Ԉ ᴳ SPAN Уэ Э ⁮Ӈ Э Уэ ‍

RMON ‍ ԍ Э ‍ Э ȂSPAN э Э

MIRROR ⁮ э Э ‍ Ȃ 

ᴿ ̆ 1 ѐ̆︢Ἲ 5 Э ⁮ҩ︢Ἲ 10̆ 10
Э ‍ ԍ 5 ̆ 5 Э Ȃ 

 

1  SPAN ᴿ 

SPAN Ԉ ὡ ӱ   ̆ꜛ ὡ Ȃ 

SPAN а Ӈ ̆ ὡ ӱ  

ҩУ֙⁮ Ȃ Уэ ̆ᴿ Уэ 100Mbps
Уэ 1000Mbps х Ȃ 

ӊ  

¸ S3750 ‟ӊ Э̆ ẹ Ḁ̆ ẹ ѝ untag ̆ ẹ

⁮ ẹ   ֶ tag Ȃ 

¸ ұ S3750 ‟̆SPAN ẹ ἵ Ӈ ╖  

¸ ұ S3750 ‟̆SPAN ẹ ╖  

¸ ұ S3750 ‟̆ ẹ ѝ ̆ ẹ ѝ tag Ȃ 
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SPAN  

‍ ҩ SPAN Ὧ УҾ  

SPAN ֶ  

Уэ SPAN ֶ Уэ Ȃ Ԉ э э

ὡ̆   Ȃ 

Уэ SPAN ֶ ̆Switched port routed port Ԉ ѝ

ȂSPAN ֶ а Ӈ ᴐȂ 

Ԉ SPAN ֶ Уэ disabled port Э̆ ̆SPAN а Э ᴐ

⁮ ᴳ ȂShow monitor session session number ԇ

ҩ SPAN ֶ ᴐ ȂУэ SPAN ֶ Э а Э ⁮

ұ ᴐ Ȃ 

 

SPAN ֶ ꜛ ԈЮ ̔ 

̔ Э ⁮ У֙⁮ Ȃ Уэ SPAN ֶ

ѐ̆ Уэ ΰэ ὡ Ȃ ұ Ҿ ̆ӱ ὡ

х ̆ ὤ̆ת а SPAN ╖ ̆ Ӱ ֶ ⁮

Ȃ 

̔ ӱ У֙⁮ Ȃ Уэ SPAN ֶ

ѐ̆ Уэ ΰэ   Ȃ ұ Ҿ ̆ӱ⁞ ⁮

х ̆ ̆ ҂аֶ ⁮ Ȃ ұ Ҿ

⁮ ̆ᴿ   Ѯ ̆

MACȁ MACȁVLAN ID Ԉ TTL Ȃע ̆ ⁮ ᴿ
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1. Ԉ switched port̆routed port APȂ 

2. а Ԉ ѝ Ȃ 

3. Ԉ ὡ   Ȃ 

4. Ԉ ұУэ VLAN а ұУэ VLAN ѐȂ 

 

SPAN ֶ Уэ (҂ )̆ ұ Ȃ 

ԈЮ ̔ 

¸ Ԉ switched portȁrouted port APȂ 

SPAN 

‍ ҩ ᴉ Ӈ Э SPAN̆ ꜛ ԈЮ :  

SPAN  
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— ╗ὡ⁮УэAPѐ̆ ᴳSPAN
Ȃ 

… Уэ SPAN ֶ  

… Уэ SPAN ֶ ( ) ( )Ȃ 

ԇ ᴐ  

Ruijie(config)# monitor 
session session_number 
source interface interface-id
[̆| -] {both | rx | tx} 

Ȃ ұ interface-id̆
Ȃ 

Ruijie(config)# monitor  
session session_number 
destination interface 
interface-id {encapsulation | 
switch} 

Ȃ ұ interface-id̆
 

╗ encapsulation ẹ ╖

, ╗ switch ẹ Ӈ ╖

Ȃ 

‮ SPAN ֶ ̆ ᴳ no monitor session session_number ὤ
ԇȂ ‮ SPAN ֶ ̆ ᴳ no monitor session all ὤ ԇȂ

ᴳ no monitor session session_number source interface interface-id ὤ

ԇ no monitor session session_number destination interface 
interface-id ‮  

Ю эᴿ ҩ ᴉ… УэSPANֶ ֶ̔ 1Ȃ Ἴ̆ ₥ֶ 1
̆ 1 MIRROR ⁮ 8ȂShow monitor session 

ԇ ұ Ȃ 

Ruijie(config)# no monitor session 1 
Ruijie(config)# monitor session 1 source interface  
gigabitEthernet 3/1 both 
Ruijie(config)# monitor session 1 destination interface  
gigabitEthernet 3/8 
Ruijie(config)# end 
Ruijie# show monitor session 1 
sess-num: 1 
src-intf: 

GigabitEthernet 3/1 frame-type Both 
dest-intf: 

GigabitEthernet 3/8 

ӱ SPAN ֶ ѐ‮ Уэ  

ӱУэ SPAN ֶ ѐ‮ Ȃ 
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ԇ ᴐ  

Ruijie(config)# no monitor 
session session_number source 
interface interface-id  [̆| -] 
[both | rx | tx] 

‮ Ȃ ұ

interface-id̆ Ȃ 

ᴳ no monitor session session_number source interface interface-id ὤ

ԇ ӱУэ SPAN ֶ ѐ‮ ȂЮ эᴿ ҩ ᴉ 1 ӱ

ֶ 1 ѐ‮  

Ruijie(config)# no monitor session 1 source interface  
gigabitethernet 1/1 both 
Ruijie(config)# end 
Ruijie# show monitor session 1 
sess-num: 1 
dest-intf: 

GigabitEthernet 3/8 

SPAN  

ᴳ show monitor ԇ ₥ SPAN ,Ю эᴿ ҩ

ᴉ show monitor ԇ SPAN ֶ 1 ₥  

Ruijie# show monitor session 1 
sess-num: 1 

src-intf: 
GigabitEthernet 3/1 frame-type Both 

dest-intf: 
GigabitEthernet 3/8 

 



IP б ╘  

http://www.ruijie.com.cn 

IP б ╘  

IP  

IP Ӯ 

IP 32ᴁү ⁸ ̆ѝҩ҉ᾗ ᵳ̆У ︠ ⁸ Ȃ︠ ⁸

̆‍ѝ ̆ 8 ᴁ̆ ӱ 0~255̆ Ѯ ľ.Ŀ ̆

ľ192.168.1.1Ŀ ︠ ⁸ IP Ȃ 

IP Ѭ̆ IP ҵ Ȃ32 ᴁ IP чэ ‍

̔1̃ ‍̕2̃ ‍Ȃ ‍ ΰэ ᴁ ḣ̆ ₥

ᴳ ѐ IP Ԉ‚‍ Ȃ 

A ̆ ᴁѝľ0Ŀ̆ 7э ᴁ ̆24э ᴁ

Ȃ ἠ 24 э
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& 说明： 

₥ э ᴁѝľ1111Ŀ аἵ ‍ ̆ Ҿ ѝ E ̆

ұᶑ Ȃ 

 

ѐ̆ IP ‚ ̆У IP
‍ Ȃ бҵ ̆‡ ⁮ ‍ IP
Ȃѐ שּ Ԉ ѐ ҵ ᶕ ѐ ̂CNNIC̃ ̆ IP ‍

ѝ ҵ б ‍ Ὠ ̂ ICANN,Internet Corporation for 
Assigned Names and Numbers Ȃ̃ ѝᾃ ̆ а

IP ת̆ ҂а ᵳ‍ ̆ ‍ ж Ȃ 

Ю ѝᶑ б ‟ ̔ 

⁞   

0.0.0.0 ᶑ  

1.0.0.0~126.0.0.0  A  

127.0.0.0 ᶑ  

128.0.0.0~191.254.0.0  
B  

191.255.0.0 ᶑ  

192.0.0.0 ᶑ  

192.0.1.0~223.255.254.0  C  

223.255.255.0 ᶑ  

D  224.0.0.0~239.255.255.255  

240.0.0.0~255.255.255.254 ᶑ  
E  

255.255.255.255  

ὲѐж Ьэ ᵏ ̆ Ҿ аֶ ҵ ѐᴳ ̆

‍ ҩ Ҿ ҵ ̆‡ Ҿ IP ҵ

ȂЮ ѝ ̆ RFC 1918 Ѭ̔ 

⁞ IP   

A 10.0.0.0~10.255.255.255 1 э A  

B 172.16.0.0~172.31.255.255 16 э B  
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C 192.168.0.0~192.168.255.255 256 э C  

Ὧұ IP ȁTCP/UDP ὲ ‍ ᾰͅ RFC 1166 Ȃ 

IP ֗╘‟  

IP ֗╘ꜛ ԈЮ ת̆ У ṁ̆ὲ ֗╘ Ԉ

έᴇ ᾱ Ȃ 

¸ IP ̂ ̃ 

¸ ̂ARP̃ ̂ ̃ 

¸ IP ⁮ ̂ ̃ 

¸ Ὧ IP ̂ ̃ 

¸ ꜛ ̂ ̃ 

IP  

Уэ ҩ IP ̆ Ԉ IP ̆ ҩ IP
̆ ἵ IP Ȃ 

‍ Уэ IP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address ip-address mask Уэ IP  

Ruijie(config-if)# no ip address Уэ IP

҂ Уэ32 ḣ̆ IP ΰэ ѝ ‍Ȃ

ѐ̆ḣѝ“1” IP ᴁ ѝ ‍̆ḣѝ“0”
IP ᴁ ѝў ‍Ȃ A ѝ

“255.0.0.0”Ȃ Ԉ‾ Уэ ‚‍̆ ‚‍ У

э ў ‍ УҾ ᴁ҂ᴐѝ ‍̆ ў ̆ ╗

̆ ѝ Ȃ 

 

& 说明： 

Э̆ ᴁ Ԉ ў ‍ѐ ֗ᴉУ ᴁȂ ӊ

ӱ ‍ ӱ ⁮ Ȃ 
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б IP Ὧ Ю‟֗╘‟ ̆ԈЮ֗╘ᴐѝ ̆ Ԉ

ᾳᾱ ̔ 

¸ э IP  

э IP  

ӊ Ԉ Уэ э IP ̆ὲѐУэѝў IP ̆ὲᴍὤ

ѝ IP Ȃ IP Э ת⁸̆ IP бў IP Ԉ

IPѮ ұа Ȃ ѐֶ̆ ᴳ ⁮ IP ̆

ԈЮ ᾳЮ IP ̔ 

¸ Уэ ў Ȃᴿ ̆ У Уэ C
̆ ‍ 254 ў Ȃת ў 254 ̆Уэ C а

‍ ̆ ‍ Уэ C Ȃ чэ ̆ Ԉ

э IP Ȃ 

¸ ұ ү ̆ ‚‍Ȃ IP
ᴳ Ԉᴳ ⁮ ұ IP Ȃ ұ э ̆

Уэ IP Ȃ 

¸ Уэ чэ Уэ ̆ Ԉ… Уэ

̆ IP ̆ ȂУэ а

чэ чэԈЭ   Ȃ 

 

& 说明： 

IP Ѯ₥̆ ҩў IP Ȃ Э У

ҩ IP ̆‡ὲ ҂ У IP Ȃ ὲ

Ἴ ‍ IP ̆ Ԉ ѝў Ȃ 

 

IP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address ip-address mask 
secondary IP  

Ruijie(config-if)# no ip address ip-address 
mask secondary IP  
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ѐ̆ ῆ ת̆ Э

ѐ MAC ̆ ҃ Э ѝMAC ̆MAC
ЭԆ IP ̕2̃ ̆ ҵ ЭԆ IP ̆

҂ ҩ Ȃ 

Эч IP Ѯ ᶕ̆ 48 MAC Ȃ

IP MAC ѝ ̂ARP Ȃ̃ MAC
IP ѝ ̂RARP̃Ȃ ч ̔1̃

̂ARP̃̕ 2 Ԇ̃ ̂Proxy ARP Ȃ̃Ὧұ ARP ȁProxy ARPȁ
RARP̆‍⁞ RFC 826̆RFC 1027̆RFC 903 ѐ Ȃ 

ARP MAC
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ARP  

₥ ARP Ethernet II ̆ ӊ ѐ҂ ѝ ARPA Ὧ Ȃ 

ARP  

ARP ╟ ҃⁮ IP MAC ᴐ Ȃ

̆ARP ᾰѐᶑ ת̆ ARP ҂ ̆

Ԉ ‾ Ȃ ⁞ ̆ ‡У а ARP Ȃ 

ARP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# arp timeout seconds 
ARP ̆

0-2147483̆ὲѐ 0
а  ע

Ruijie(config-if)# no arp timeout  

ᾳЮ̆ ѝ 3600 ̆ 1 э Ȃ 

Ὧ IP  

IP ╖ ᾳЮ ╟ ̆ а IP ╖ ̆ ‡а

ᴐȂὯ IP ᴳ х ̆ з ╖ Ȃ 

Ὧ IP ╖ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no ip routing Ὧ IP ╖  

Ruijie(config)# ip routing ╟ IP ╖  

 

ꜛ  

1
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IP ̆ ֶ ̆ш

̆ ᾳ ѝ Ȃ ᵏҩУҾ╕ ⁸

̆ ὲ Ȃת ұ Ӈ ұү ̆ ּ

Ȃ 

ᾱ ╕ э Уэ ̆ ̆

ᴳ ꜛ IP а ּ Ȃ 

Ὧұ ̆ RFC 919 RFC 922Ȃ 

ᴉ ꜛ ̆ ԈЮ֗╘֗╘ ̆ Ȃ 

¸ ⁮  

¸ … IP  

⁮  

IP ѝ э IP IP ̆ ѝ

172.16.16.255 ѝ Ȃת ӊ а

Ȃ 

б ⁮ IP ̆ У

Ȃ ⁮ ̆

ѝ ̂У IP ѝὤľ1Ŀ ̃̆ Ԉ

Э ў Ȃ 

Ԉ Э̆ ╟ ⁮ ╖ ̆

Ԉ ⁮ ҩȂ ԇ ⁮

ּ ̆ а ὲ Ȃ 

Э̆ Ԉ Ѭ ⁸‟ ⁸ Ҿ Ȃ Ѭҩ

‟ ̆ ‟ ѐ Ѭ ꜛ ⁮

Ȃ 

⁮ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip directed-broadcast 
[access-list-number] 

Э̆ ╟ ⁮

 

Ruijie(config-if)# no ip directed-broadcast  

 

… IP  

₥ᴳ ꜛ̆ὲ ѝὤľ1Ŀ̆ ѝ 255.255.255.255Ȃ
ӊ Ԉ ֒ Ѭӊ ὲ ꜛ̆ з Ԉ
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ꜛȂ 

⁞ұ 255.255.255.255 ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip broadcast-address ip-address …  

Ruijie(config-if)# no ip broadcast-address  

 

IP  

̆ ԈЮ֗╘ ̆ ᴐȂ 

¸ ᾰ ᾃ  

¸  

ᾰ ᾃ  

Ԉ‮ УҾ ᾰȁ ȁ ὤ ᾃ ̆ў ꜛ Ьэ ̔ 

1) ARP ᾰ̕ 

2) ў ⁮ IP ̕ 

3) Ȃ 

ԇ ᴐ  

Ruijie# clear arp-cache ARP ᾰ 

Ruijie# clear ip route {network [mask] | *} IP  

 

 

Ԉ IP ȁ ᾰȁ ᾃ ̆ Ҿᶕ

︠‍ ╠Ȃ ⁮ ̆ Ԉ ꜛ

Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show arp ARP ᾰ  
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Ruijie# show ip arp IP ARP ᾰ  

Ruijie# show ip interface [interface-type 
interface-number] IP ᶕ  

Ruijie# show ip route [network [mask] ]   

Ruijie#show ip route   

Ruijie# ping ip-address [length bytes] [ntimes 
times] [timeout seconds]  

 

IP ᴿ 

ᵏҩԈЮ IP ᴿ̔ 

¸ IP ᴿ 

IP ᴿ 

¸  

IP ‍ 1Ȃ 

 

1  IP ᴿ 

RIP ת̆ ἵ ѝ RIPv1̆ C Э Ԉ ⁮

172.16.2.0/24 ̆ D Э Ԉ ⁮ 172.16.1.0/24 Ȃ 

¸ έᴇ  

RIPv1 а ̆ ѐа ᶕ ̆

172.16.1.0/24 172.16.2.0/24 чэ C 192.168.12.0/24
‍→ ̆ ̆ C D Э а ⁮

Ȃת RIP э ̆ б Уэ ̆

б ѝУ Ȃ э ̆ Ԉ
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A B̆ 192.168.12.0/24 Э Уэ 172.16.3.0/24̆
чэ ‍→ ҩȂԈЮ ᾗ  A B Ȃ 

A ̔ 

interface FastEthernet 0/0 

ip address 172.16.3.1 255.255.255.0 secondary 
ip address 192.168.12.1 255.255.255.0 

! 
interface FastEthernet 0/1 

ip address 172.16.1.1 255.255.255.0  
! 

router rip 
network 172.16.0.0 

network 192.168.12.0 

 
B : 

interface FastEthernet 0/0 

ip address 172.16.3.2 255.255.255.0 secondary 
ip address 192.168.12.2 255.255.255.0 

! 
interface FastEthernet 0/1 

ip address 172.16.2.1 255.255.255.0  
! 

router rip 
network 172.16.0.0 

network 192.168.12.0 

IP ╘  

IP ╘ ֗╘‟  

IP ╘ ̆ꜛ ԈЮ ֗╘̆ԈЮ֗╘ ֗╘̆ Ԉ

̔ 

¸ IP  

IP  

IP



IP б ╘  

http://www.ruijie.com.cn 

IP ̆ ԈЮ ֗╘̔ 

¸ ICMP а  

¸ ICMP  

¸ ICMP  

¸ IP MTU 

¸ IP  

ICMP а  

⁮ ѝ ꜛ̆ ꜛѐ ҩ а IP
̆ ICMP а Ȃ ̆ ұа

а ꜛ ̆҂ֶ ICMP ў а Ȃ

Ȃ 

ICMP а ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip unreachables ICMP а ў а

 

Ruijie(config-if)# no ip unreachables Ὧ ICMP а ў а

 

 

ICMP  

ֶа ᴳ̆עִ ӱУэ ⁮ ꜛ̆ ӱ

  Ȃ ꜛӱ   ̆ ֶ Уэ

ICMP ̆ ⁮ Ὧѝ У Э У

Ȃ ֶ ꜛ ᴧ Ȃ

Ȃ 

ICMP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip redirects ICMP ̆  

Ruijie(config-if)# no ip redirects Ὧ ICMP  
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ICMP  

ҵ Э э ̆ѝҩ ᶕ ̆

 Ԉ ICMP ̆ ⁮ ICMP ֶ

Ȃ ӊ Ԉ ICMP ̆ ᾳЮ

Ȃ 

ICMP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip mask-reply  
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ԇ ᴐ  

Ruijie(config)# ip source-route IP  

Ruijie(config)# no ip source-route Ὧ IP  
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DHCP  

DHCP Ӯ  

DHCP(Dynamic Host Configuration Protocol̆╟ ў ) RFC 2131
ѐ ̆DHCP ѝҵ Эў ᵏ ȂDHCP ұ

Client/Server ᴐ ̆DHCP ╘ ѝ ╟ ў ‍ IP ᵏ

ў Ȃ 

DHCP Ь ⁸‍ IP ̔ 

1) ╟‍ ̆DHCP ‍ Ѩ IP ̕ 

2) ╟ ‍ ̆DHCP ‍ У ֶ IP ̂

Ԉў╟ ̃̕ 

3) ̆ IP � | � Ñ �
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1) ў DHCPDISCOVER ꜛ Э DHCP ╘ ̕ 

2) DHCP ╘ ў DHCPOFFER ꜛ̆ꜛ IP ȁMAC
ȁ ᶕ Ԉ ̕ 

3) ў DHCPREQUEST ꜛ̆ ╘ ‍ ᵏ IP
̕ 

4) DHCP ╘ ў DHCPACK ꜛ̆ ў Ȃ 

 

& 说明： 

DHCP Ԉ ⁮ э DHCP ╘ DHCPOFFER ꜛ̆

֗ᴉУэ DHCPOFFER ת̆ꜛ ⁮ Уэ

DHCPOFFER ꜛȂ ̆DHCP ╘ DHCPOFFER ѐ аУ

ѝ ‍ ̆ ᾳЮ̆DHCP ╘ ֶᶑ ⁮  

Ȃ 

 

DHCP ╘ ‍ DHCPREQUEST ꜛ̆ ѝҩ ὲ

DHCPOFFER ꜛ DHCP ╘ ҂ ⁮ ꜛ̆

OFFER̂ ‍ ̃ IP Ȃ 

DHCP DHCPOFFERᶕ ꜛѐꜛ ̆

ֶ ╘ DHCPDECLINE ᶕ ꜛ ‍ ᶕ Ȃ 

ѐ̆ DHCP DHCPOFFER ᶕ ꜛ̆DHCP
╘ ֶ DHCPNAK DHCP ̆

Ȃ 

ѐ̆ ӊ DHCP ╘ ̆ Ԉ ԈЮ ̔ 

¸ ᴂ ὡ ȂУ ‍ ὡ ̆ ╟

‍ ὡ ᴂȂ 

ע ¸ ֗╘̆ ᴂ Ȃ ╟ ‍ ̆ ҩע

̆ ұ жн ӝ ̆ ᴂҩ Ȃ 

¸ ѐע Ȃ ΰэ ̆ ֗ᴉ ╟̆

ᶢ DHCP ╘ Ȃ 

DHCP Ӯ 

DHCP Ԉ ╟ ӱDHCP ╘ IP Ԉ ὲ Ȃ

DHCP Ԉ Ю ̔ 

¸ ᴂҩ Ȃ 

¸ ᴂҩ Ȃ 
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¸ Ԉ ѐע IP ‍ Ȃ 

 

~ 注意： 

ӊ ₥ Ԉ Ԉ FRȁPPPȁHDLC Э DHCP Ȃ 

 

DHCP ѐ Ԇ Ӯ 

DHCP ѐ Ԇ ̆ DHCP ╘ Ѯ DHCP ꜛȂ

DHCP б ╘ а Уэ Э̆ DHCP ѐ Ԇ

DHCP ȂDHCP ѐ Ԇ ̆б а

̆ ּ ̆ У аֶᶢ IP ꜛᾃ Ȃ

DHCP ѐ Ԇ ⁮ DHCP ̆ Уэ DHCP ̆  

Ȃ 

DHCP ̆DHCP ѐ Ԇ ẹ DHCP ╘ ̕ DHCP ╘

̆DHCP ѐ Ԇ ẹ DHCP Ȃ 

DHCP  

DHCP̆ Ю ֗╘‟ ̆ὲѐ₥Ьэ ֗╘ Ȃ 

¸ DHCP ╘ бѐ Ԇ ̂ ̃ 

¸ DHCP ̂ ̃ 

¸ DHCP ̂ ̃ 

¸ ̂ ̃ 

¸ Ping ꜛ ̂ ̃ 

¸ Ping ꜛ ̂ ̃  

¸ Ԉ DHCP ̂ ̃ 

¸ PPP Э DHCP ̂ ̃ 

¸ FR Э DHCP ̂ ̃ 

¸ HDLC Э DHCP ̂ ̃ 

DHCP ╘ бѐ Ԇ  

DHCP ╘ ȁѐ Ԇ ̆ὤ ѐ ԈЮ ԇ̔ 
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ԇ 
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¸ ὡὲ ̂ ̃ 

¸ ὲ ̂ ̃ 

¸ Ὧ̂ ̃ 

¸ ̂ ̃ 

¸ ̂ ̃ 

¸ ╘ ̂ ̃ 

¸ NetBIOS WINS ╘ ̂ ̃ 

¸ NetBIOS ̂ ̃ 

ὡὲ  

ὡ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp pool dhcp-pool ὡ

 

ѝ“Ruijie(dhcp-config)#”Ȃ 

╟ ֒ 

╟ ֒ ╟ ⁮ ╟ ẹ ֒Ȃ ╟ ẹ ֒

DHCP Ю ᴐ Ȃ 

╟ ֒̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie (dhcp-config)# bootfile filename ᴐ
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DHCP
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ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# netbios-name-server address 
[address2…address8] DNS ╘  

 

NetBIOS  

DHCP NetBIOS ̔1 B̃roadcast̆ ̆

NetBIOS ̕2̃Peer-to-peer̆ ̆

WINS ╘ NetBIOS ̕3̃Mixed̆ ̆Ἴ

̆ б WINS ╘ ̕4̃Hybrid̆
̆ Ἴ WINS ╘ NetBIOS ̆ ⁮ ̆

NetBIOS Ȃ 

ᾳЮ̆ ᴐ ѝ Ȃ

WINS ╘ ̆ ѝ ̕ ҩ WINS ╘ ̆ ѝ Ȃ 

DHCP NetBIOS ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# netbios-node-type type NetBIOS  

 

DHCP  

╟ ̆ ὲ ̆ѝ DHCP ╘

ᵏҩУэ ‍ Ȃ ̆ ‡

ѐ ‍ ȂDHCP ‍ ѐ ̆

̆ DHCP ѐ ⁮ ѐ

̆ ЮУэ ̆ ⁮‍ Уэ Ȃ 

̆ ѐ ԈЮ ԇ: 

ԇ ᴐ  

Ruijie(dhcp-config)# network 
network-number mask DHCP

 
 

& 注意： 

ӊ DHCP ╟ ѐ̆ ‍ Ԉ ID
ѝ ̆ DHCP ╟ ѐа ч֙ ̕

╘ Ѯ Э ᾕᴍ[ Ԉ
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̆ ҂ Ԉ ѐ ⁮ ╘ ]̆ ֶ ╘ ‍   ̆

‍ ̕ 

̆ѝҩ ὁЭ ̆ Ḁ̆ ὲ ̆

̆ ὁ ⁮ ╘ ᾕᴍȂ 

 

 

IP MAC Ὧ Ȃ ч ̔1̃
̆ DHCP ╘ ѐ̆ Ѭ IP MAC

̆ ὲ Уэ ̕2 ╟̃ ̆DHCP ╘ ⁮

DHCP ̆╟ ӱ ѐ‍ IP ̆ IP
MAC Ȃ 

Ѭ ̆ Ἴ ѝ Уэ ╟ ѬУэў ̆

Ѭ DHCP IP ֒ Ȃ ֒ MAC Ȃ

̆ У Ѭ ̆ а ѬMAC ̆

ꜛ ҩ Ӯ MAC ȂὯұ Ӯ ̆ RFC 1700 ѐὯ

ұ“Address Resolution Protocol Parameters” ‍ᾃ ȂԈ ѝ“01”Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp pool name Ѭ ̆ ὡ DHCP
 

Ruijie(dhcp-config)# host address Ѭ IP  

Ruijie(dhcp-config)# hardware-address 
 hardware-address type 
Ruijie(dhcp-config)# client-identifier 
unique-identifier 

Ѭ ֒ ̆
aabb.bbbb.bb88 

Ѭ ̆
01aa.bbbb.bbbb.88  

Ruijie(dhcp-config)# client-name name 

̂ ̃ ῆ ASCII
Ѭ ̆ а ꜛ

Ȃ Ѭ mary ў ̆

а Ѭ mary.rg.com 

Ping ꜛ  

ᾰͅ DHCP ╘ ӱ ѐ‍ Уэ IP ֶ̆

ч Ping ԇ(У Уэ ꜛ)Ȃ Ping ̆DHCP ╘ ѝ

ѝ ̆ ‍ DHCP ̕ Ping ̆DHCP ╘

ѝ ᴳ ̆ ‍ Уэ DHCP ̆ ⁮‍

╖Ȃ 

Ping ꜛ ̆ ὤ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie(config)# ip dhcp ping 
packets number 

DHCP ╘ ‍ Ѯ₥

Ping ꜛ ̆ ѝ 0 ‡а

Ping ᴐ̆ ѝ 2Ȃ 
 

Ping ꜛ  

ᾳЮ̆DHCP ╘ Ping ᴐ 500 ̆ ѝ IP
ў Ȃᴔ Ԉ Pingꜛ ̆ ╘ Ping

Ȃ 

Ping ꜛ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  
Ruijie(config)# ip dhcp ping 
timeout milliseconds 

DHCP ╘ Ping ꜛ ̆

ѝ 500msȂ 
 

Ԉ DHCP  

ӊ Ԉ DHCP ╟ ‍ IP Ȃ Ԉ

DHCP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP  

 

PPP Э DHCP  

ӊ ppp DHCP ╟ ‍ IP Ȃ DHCP
̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP  

 

FR Э DHCP  

ӊ FR DHCP ╟ ‍ IP Ȃ DHCP
̆ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP  

 

HDLC Э DHCP  

ӊ HDLC DHCP ╟ ‍ IP Ȃ

DHCP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP  

 

& 说明： 

10.1 ‍ӊ Э̆ PPPȁHDLCȁFR
ЭԈ dhcp IPȂ 

 

ᶕ  

DHCP ╘  

DHCP ╘ Ь ԇ̔ 

1̃ ԇ̆ Ԉ DHCP ȁ ᾰ ȁ ╘ ᶕ ̕ 

2̃ ̂debug̃ ԇ̆   ᶕ ̆ў ұ ̕ 

3̃ ԇ̆ DHCP Ὧᶕ Ȃ 

ӊ ᵏҩЬ ԇ̆ Ὧ ᶕ ᴐ̆ ԇ ѐ

ԈЮ ԇ̔ 

ԇ ᴐ  
Ruijie# clear ip dhcp binding { address | *} DHCP ᶕ  
Ruijie# clear ip dhcp conflict { address | *} DHCP ᾰ ᶕ  

Ruijie# clear ip dhcp server statistics  DHCP ╘

 

DHCP ╘ ̆ ԇ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie# debug ip dhcp server [events |  
packet] DHCP ╘  

DHCP ╘ ᴐ ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show ip dhcp binding 
[address] DHCP ᶕ  

Ruijie# show ip dhcp conflict   DHCP ᾰ ᶕ  

Ruijie# show ip dhcp server statistics DHCP ╘ ᶕ  

 

DHCP  

DHCP ч ԇ̆ Ԉ Э ԈЮ ᴐ̔ 

1̃ ̂debug̃ ԇ̆   ᶕ ̆ў ұ . 

2̃ ԇ̆ DHCP Ὧᶕ Ȃ 

DHCP ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# debug ip dhcp client  DHCP  

DHCP ᶕ ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show dhcp lease DHCP ᶕ  

 

ᴿ 

ᵏҩ 3 э ᴿ ̔ 

¸ ᴿ  

¸ ᴿ  

¸ DHCP ᴿ  
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ᴿ  

ԈЮ ѐ̆ ѬҩУэ net172̆ ѝ 172.16.1.0/24̆
Ὧѝ 172.16.16.254
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DHCP Relay  

 

DHCP 

DHCP ╟ ‍ ̆ IP Ȃ 

DHCP Client   DHCP DISCOVER DHCP ServerȂDHCP Server
⁮ DHCP DISCOVER ̆ У Client ‍ , IP
̆  DHCP OFFER ȂDHCP Client ⁮DHCP OFFER ̆

Ȃ DHCP REQUEST ̕ а ̆

DHCP DISCOVER Ȃ ╘ ⁮ DHCP REQUEST ̆ IP
̂ ὲӹ ̃ Ԉ‍ ̆ Ԉ‍ ̆‡ DHCP ACK ̕

а ‍ ̆‡ DHCP NAK ȂDHCP Client ⁮ DHCP ACK ̆

ᴳ ╘ ‍ ̕ ⁮ DHCP NAK̆‡ DHCP 
DISCOVER ᾋ Уэ IP Ȃ 

DHCP ѐ Ԇ ̂DHCP Relay Agent̃ 

DHCP IP ѝ 255.255.255.255̆ ұ

ᾃ̆аֶ Ȃѝҩ ╟ IP ‍ ̆DHCP Relay Agent
ӊ ҩȂ ⁮ DHCP IP DHCP 

Server̆ ̆ ⁮ DHCP DHCP ClientȂ DHCP Relay 
Agent ұУэ ̆ ᴁұа DHCP Client DHCP 
ServerȂ ҩ Уэ DHCP Server ╟ IP

̆ Client—Relay Agent—Server DHCP ╟ IP Ȃ  
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1 

VLAN 10 VLAN 20 ‍⁞ 10.0.0.1/16 20.0.0.1/16 ̆ DHCP 
Server 30.0.0.1/16 Э̆30.0.0.2 DHCP Server 10.0.0.1/16
20.0.0.1/16 ╟ IP ̆ ᴐѝ Ὧ Э DHCP Relay 
Agent̆ DHCP Server IP ѝ 30.0.0.2 Ԉҩ 

DHCP Relay Agent Information(option 82) 

RFC3046 Ѭ̆ѐ DHCP relay ̆ Ԉ ╗Уэ option
DHCP client УҾ ᶕ ̆ӱ ᴳ ╘ Ԉ

ᶕ ‍ а IP̆ RFC3046 Ѭ̆ ᴳ option
ѝ 82̆ ҂ ᴐ option82̆ option Ԉ ‍ э ̆

ᴳ Circuit ID Remote IDȂ Ὠ  relay agent 
information ч ̆У б 802.1x/SAM relay agent 
information option dot1x̆ У vid̆slot̆port̆Ԉ

mac ᶕ relay agent information option82̆Ю ч option
ᾃ Ԉ УҾὴ УҾ ̔ 

1. relay agent information option dot1x̔ 802.1x Ԉ

ӊ RG-SAMȂ RG-SAM 802.1x
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DHCP relay Check Server-id ╖   

DHCP ̆ ֶѝ Уэ э DHCP ╘ ̆ӱ ֙̆

ѝУ ╘ ᴐа ᴳ Ȃ DHCP эӇ

ҵ ѐ̆ DHCP client DHCP REQUEST ҩ ╘ ̆

ֶ ѐ Уэ server-id option ̆ Ҿ ѐѝ

ҩ῏ ╘ ╒̆ ԏ relay ᴳ ̆

server̆ а Уэ DHCP server̆Э DHCP 
check server-id ╖  

DHCP 

DHCP ѐ Ԇ  

ὤ Ю̆ Ю DHCP ѐ Ԇ ̔ 

ԇ ᴐ  

Ruijie (config)# service dhcp DHCP Ԇ   

Ruijie(config)# no service dhcp Ὧ DHCP Ԇ Ȃ 

 

DHCP Server IP  

DHCP Server IP ̆ ⁮ DHCP ̆

̆ ⁮ Server DHCP ҂ֶ ClientȂ 

DHCP server Ԉὤ ̆҂ Ԉ Ь Э ̆

Ԉ э ╘ Ԉ 20
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Ruijie(config-ext-nacl)# permit ip any host 192.168.5.1  
Ruijie(config-ext-nacl)# permit ip host 192.168.3.1 any   

//ἵ IP ѝ Ὧ  
Ruijie(config-ext-nacl)# permit ip host 192.168.4.1 any 
Ruijie(config-ext-nacl)# permit ip host 192.168.5.1 any 
Ruijie(config-ext-nacl)# deny ip 192.168.3.0 0.0.0.255 192.1
68.3.0 0.0.0.255      

// ҵ   
Ruijie(config-ext-nacl)# deny ip 192.168.3.0  0.0.0.255  192.
168.4.0  0.0.0.255 

Ruijie(config-ext-nacl)# deny ip 192.168.3.0  0.0.0.255  192.
168.5.0  0.0.0.255 

Ruijie(config-ext-nacl)# deny ip 192.168.4.0  0.0.0.255  192.
168.4.0  0.0.0.255  

Ruijie(config-ext-nacl)# deny ip 192.168.4.0  0.0.0.255  192.
168.5.0  0.0.0.255  

Ruijie(config-ext-nacl)# deny ip 192.168.5.0  0.0.0.255  192.
168.5.0  0.0.0.255   

Ruijie(config-ext-nacl)# deny ip 192.168.5.0  0.0.0.255  192.
168.3.0  0.0.0.255   

Ruijie(config-ext-nacl)# deny ip 192.168.5.0  0.0.0.255  192.
168.4.0  0.0.0.255   

Ruijie(config-ext-nacl)# exit 

ᾋᴳ ԇ ip dhcp relay information option dot1x access-group  
DenyAccessEachOtherOfUnauthrize ԇ ὤ Э 

ὤ Ю̆ Ю DHCP option dot1x access-group̔ 
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ԇ ᴐ  

Ruijie(config)# ip dhcp relay 
information option82 DHCP option82 ╖   

Ruijie(config)# no ip dhcp relay 
information option82 Ὧ DHCP option82 ╖ Ȃ 

 

DHCP relay check server-id 

ԇ ip dhcp relay check server-id ̆ ⁮ DHCP relay ֶ

DHCP SERVER-ID option̆ аѝ ̆‡ server
̆ а ὲӹ ╘ Ȃ 

ὤ Ю̆ Ю DHCP relay check server-id ╖ ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay check 
server-id 

DHCP relay check server-di
╖   

Ruijie(config)# no ip dhcp relay 
check server-id 

Ὧ DHCP relay check server-id
╖ Ȃ 

 

DHCP relay suppression 

ԇ ip dhcp relay suppression ̆ ҩ DHCP realy suppression
а ⁮ DHCP ѝ relay   ̆ ұ ⁮

аṁ ⁸Ȃ 

Ю̆ Ю ╖ ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip dhcp relay 
suppresson 

DHCP relay suppresson ╖

  

Ruijie(config-if)# no ip dhcp relay 
suppresson 

Ὧ DHCP relay suppresson ╖

Ȃ 

 

DHCP ᴿ 

Ю ԇ ҩ dhcp relay ╖ ȁ ╗ҩч ╘ ᴿ ̔ 
Ruijie# configure  terminal  

Ruijie(config)# service dhcp                  // dhcp relay ╖  
Ruijie(config)# ip helper-address 192.18.100.1  // ╗ὤ ╘



DHCP Relay  

http://www.ruijie.com.cn 

 
Ruijie(config)# ip helper-address192.18.100.2      // ╗ὤ

╘  
Ruijie(config)# interface GigabitEthernet 0/3  

Ruijie(config-if)# ip helper-address 192.18.200.1  // ╗

╘  
Ruijie(config-if)# ip helper-address 192.18.200.2  // ╗

╘  
Ruijie(config-if)# end 

DHCP relay ὲӹ Ү  

ұү ̆ vlan relay ╖ option 
dot1xȁ╟ option82 Уэ╖ ̆ ‡ ү Э

vlan relay ╖ Ȃ 

DHCP option dot1x Ү  

1. ԇ AAA/802.1x Ὧ ᾳЮȂ 

2. 802.1x DHCP IP Ȃre192AF31B1C402 Tc -30.789 -2.16 Td
(2. )Tj
/32_0 1 Tf
0 Tc 2.006 0 Td
<21380A5104B82C58117203E5 1 Tf
0.0006 Tc 0.0105 Tw 0 219 0 Td
(IP)Tj
/Cdhcp 
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ip dhcp relay information option dot1x 
interface GigabitEthernet 0/1 

interface GigabitEthernet 0/2 
interface GigabitEthernet 0/3 

no switchport 

ip helper-address 192.168.200.1 
ip helper-address 192.168.200.2 
interface VLAN 1 

ip address 192.168.193.91 255.255.255.0 
line con 0 

exec-timeout 0 0 
line vty 0 

exec-timeout 0 0 
login 

password 7 0137 
line vty 1 2 

login 
password 7 0137 

line vty 3 4 
login 

end 

ὴ ᴿ 

IP Э  

 

1ȁ Ԉ IP Э ̕ 

2ȁ IP Э Ȃ 
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‍  

DHCP Snooping Ӈ б DHCP Relay Ӈ access ̆

Client Ԉ ╟ IP Э ̆ DHCP Relay
Ȃ IP Э ч ṁ ̔У ὤ Ю

DAÎ╟ ARP ╖ ̃̆ У Ю ̆

arp-check ╖ Э Ȃ ᴿ У ṁ Ȃ 

 

Э ̆ Ю ̔ 

¸ DHCP Snooping ̔ 

# DHCP Snooping ╖  
Ruijie(config)# ip dhcp snooping 

# б ╘ Gi0/2 ѝ ᶕ֗  
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# ip dhcp snooping trust 

# Gi0/2 ѝ ARP ᶕ֗  
Ruijie(config-if)# ip arp inspection trust 
Ruijie(config-if)# exit 

# VLAN DAI ╖  
Ruijie(config)# ip arp inspection vlan 1 

# IP ̂SVI1̃ 
Ruijie(config)# interface vlan 1 
Ruijie(config-if)# ip address 10.2.0.1 255.255.0.0 

# ⁮ Уэ ̂10.1.0.0/16̃  
Ruijie(config)# ip route 10.1.0.0 255.255.0.0 10.2.1.1  
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¸ DHCP Relay  

# DHCP ѐ Ԇ  
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DNS  

DNS  

э IP Ԉ Уэў ̆ў Уэ э ѕ ̆ ѕѮ

Ȃ ҩў ̆ а IP IP ̆ ᴃ

Ѭ ў ҩȂ DNS ╖ Ȃ 

ў ⁮ IP ч ̔1̃ ̆ Э ў ⁮ IP
̆ ̆ з ᵏ ᴳ ̕2̃╟

̆ У ̂DNS̃̆ ж DNS ╘ Э ў ⁮ IP
̆ Э ᴳ ў ᶕ ̆ Ἴ ⁮ DNS ╘ ў

IP Ȃ 

ў ̆ ⁮ ў IP ṁ ̂ ў

̃Ȃ ў ̆҂ DNS Ȃ

̆ Ԉ Ἴ ̆ а ╖̆ᾋ

╟ Ȃ Ԉ УҾ ὡ ѐ̆

Ԉ Ȃ  

 

DNS  

DNS Ю ̔ 

 ḣ 

DNS ╖ Ὧ  

DNS ╘ IP   

ў ‟   

DNS ╘ э  6 

 

DNS ╘ 

ᴉ DNS ╖ ὯȂ 
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ԇ ᴐ  
Ruijie(config)# ip  
Domain-lookup DNS ╖ Ὧ 

ᴳ no ip domain-lookup ԇὯ DNS ╖  

Ruijie(config)# ip domain-lookup 

DNS Server 

ᴉ DNS ╘ Ȃ ҩ DNS ╘ ̆ ╟

Ȃ 

‮ DNS ╘ ̆ Ԉᴳ no ip name-server [ip-address] ԇȂὲ

ѐ ip-address ‮ ╘ ̆ ‡‮ ╘ Ȃ 

ԇ ᴐ  

Ruijie(config)# ip 
name-server ip-address 

╗ DNS Server IP Ȃ

ԇ̆ ֶ ╗Уэ DNS ServerȂ ӱ

Уэ Server ⁮ ̆ ֶ

ΰэ Server DNS ̆ ⁮ ⁮

ѝ Ȃ 6 э ╘ Ȃ 

 

ў IP  

ᴉ ў IP Ȃ ҩУ ў IP
̆҂ ў ⁮ IP Ȃў ⁮ IP ᾃ чэ

̔ ╟ ҃Ȃ а ╟ ҃ ᾳЮ̆ ҩȂ 

ԇ ᴐ  
Ruijie(config)# ip host 
host-name ip-address ў IP  

ᴳ ԇ no Ԉ‮ ў IP Ȃ 

╟ ў  

ᴉ ╟ ў Ȃ ὡclear host clear host * ԇ

╟ Ȃ ‡ ‮ Ȃ 

ԇ ᴐ  

Ruijie# clear host 
[word] 

╟ ў Ȃ 
ԇа ‮ ў Ȃ 
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ᶕ  

ᴉ DNS Ὧ ᶕ ̔ 

ԇ ᴐ  

Ruijie# show hosts DNS Ὧ  

Ruijie# show hosts 
DNS name server    :     

192.168.5.134    static  
     host                 type          address              

www.163.com              static       192.168.5.243          
www.ruijie.com          dynamic      192.168.5.123          

ѡᴿ 

Ping ў ̔ 

Ruijie# ping www.ietf.org 

Resolving host[www.ietf.org]ȂȂȂȂȂȂ 

Sending 5,100-byte ICMP Echos to 192.168.5.123, 

timeout is 2000 milliseconds. 

!!!!! 

Success rate is 100 percent(5/5) 

Minimum = 1ms Maximum = 1ms, Average = 1ms 
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̆ ұ ╘ ╗ ᶕ̆ ╗ ᶕ ╘ ᶕ֗

Ȃ 

Ὧ NTP  

ԇ ╖ Ὧ Э NTP Ȃ 

ᾳЮ̆֗ Э NTP Ԉ ᵏ ̆

э╖ ̆ Ԉ Э ⁮ NTP Ȃ 

 

~ 注意： 

╖ ԇ IP ̆ ὲӹ

Э ԇȂ 

 

Ю ԈЮ ԇ̆ Ὧ NTP ̔ 

ԇ ᴐ  

interface interface-type number ὡ  

ntp disable Ὧ NTP ╖ Ȃ

NTP ╖ ̆ Юᴳ no ntp disable ԇ 

NTP ╖ Ὧ 

no ntp ԇ ╖ Ὧ NTP ╘̆ṃ ̆ Ὧ NTP
ᶕ Ȃ 

ᾳЮ̆NTP ╖ Ὧ ת̆ ҩ NTP ╘ NTP ὤ ⁞

⁸̆NTP ╖ ֶ Ȃ 

Ὧ NTP̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

no ntp Ὧ NTP ╖ Ȃ 

ntp authenticate  
ntp server ip-addr [version 
version][ source if-name number][key 
keyid][prefer] 

NTP ╖  
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NTP  

ѝҩ ̆ У ѐ ֶ ╘ 8 э

Ӈҵ̆ Ю ѐ̆NTP ѝ 1 ‍ ̆

⁮ ╟ ЮУ ̆ ╟ Ḁ Ԉᴳ

ԇȂ 

NTP ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ntp synchronize  

no ntp synchronize Ὧ  

ѝ Ѯ 30 ‍ ЮУ ̆ ╗

╘ ҂ֶ ̆ NTP ṃ Ḁᴳ ԇ҂ֶ

̆ ѐᴳ ԇаֶ ֗ᴉ Ȃ 

Ὧ ԇ Ὧ NTP ԇ Ԉṃ ̂ ѐ̃

Ὧ ╖ ̂ ̃̆ а ̆Ὧ NTP ԇаӨӨֶὯ NTP
╖ ̆ зֶ Ὧ NTP ᶕ Ȃ 

NTP ᶕ  

NTP 

NTP ╖ ̆ Ԉ ԇ   ᶕ ̆

Ȃ 

NTP ╖ ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

debug ntp ╖ Ȃ 

no debug ntp Ὧ ╖ Ȃ 

 

NTP ᶕ  

Ю̆ Ԉᴳ show ntp status ԇ ₥ NTP ᶕ Ȃ 

NTP ᶕ ̆ Ю ԈЮ ԇ̔ 
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ԇ ᴐ  

show ntp status ₥ NTP ᶕ  

ҩ Ὧ ᶕ ╘ Ѯ ԇ   ᶕ Ȃ 

Ruijie# show ntp status 
Clock is synchronized, stratum 9, reference is 192.168.217.100 
nominal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision 

is 2**18 
reference time is AF3CF6AE.3BF8CB56 (20:55:10.000 UTC Mon Mar 

1 1993) 
clock offset is 32.97540 sec, root delay is 0.00000 sec 

root dispersion is 0.00003 msec, peer dispersion is 0.00003 msec 

̔starumԆ ₥ ̆reference ѝ ╘ ̆frep ₥

̆precision ѝ ₥ ̆reference  time ѝ ╘

UTC ḣ̆clock offset ѝ ₥ Ḷ ̆ root delay ѝ ₥ ̆

root dispersion ѝ ╘ ̆peer dispersion ѝ ╘ Ȃ 

ᴿ 

ԈЮ ѐ̆ ѐ Уэ ѝmaster NTP ╘ ̆ ҩ

⁸̆ ҩУэ key-id ѝ 6ȁkey-string ѝ wooooop ̆ ѝ

╘ ᶕ֗ ̕ѝҩ Ԉ Э NTP ╘

̆ ԏ Ю ̆ ╟ ὤ ̆ Уэ NTP ╘ У

̆ ԏ ╘ ѝ Э э NTP ╘ ̆

Ȃ 

Ruijie(config)# no ntp 
Ruijie(config)# ntp authentication-key 6 md5 wooooop  
Ruijie(config)# ntp authenticate 
Ruijie(config)# ntp trusted-key 6 
Ruijie(config)# ntp server 192.168.210.222 key 6 
Ruijie(config)# ntp synchronize 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ntp disable 
Ruijie(config-if)# no ntp disable 
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╟ UDP-Helper ѐ ╖  

 ԇ ╖   

Ruijie(config)# udp-helper 
enable 

udp-helper enable ԇ ╟

UDP ѐ ╖ Ȃ

UDP ѐ ұὯ

 

ᴳ no udp-helper enable ԇ Ὧ UDP ѐ ╖ Ȃ 

 

&　说明: 

1) ᾳЮѐ ╖ ұὯ Ȃ 

2) ╟ UDP ѐ ╖ ̆‡ 69ȁ53ȁ37ȁ137ȁ138ȁ49
UDP ѐ Ȃ 

3) Ὧ DUP ѐ ╖ ̆ UDP
̆ꜛ Ȃ 

 

ѐ ╘  

 ԇ ╖   

Ruijie(config-if)# ip helper-address 
IP-address 

UDP ѐ

╘ Ȃ ᾳЮ ѐ

╘ Ȃ 
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 ԇ ╖   
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SNMP  

SNMP Ὧ  

 

SNMP Simple Network Manger Protocol
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ѐꜛ ҩ ᶕ ̆ѝҩ SNMP ѐ У э

ἷ̆MIB ѐ ἷȂ

э ἷȂ Ю MIB ̆ѝҩ У ѐ э

ἷ System̆ Ԉ Уѕ ̆ {1.3.6.1.2.1.1} Уѕ ѝ

ἷ Object Identifier̂ ἷ ̃̆MIB ‡ ἷ

Ȃ 

 

2  MIB  

SNMP  

₥ SNMP ԈЮ ̔ 

¸ SNMPv1 ̔ Уэ ̆ RFC1157 ѐ ѬȂ 

¸ SNMPv2C̔ ұὭ ᴇ̂Community-Based̃ SNMPv2 , 
RFC1901 ѐ Ѭ Уэ Ȃ  

¸ SNMPv3 ̔ ⁞ ╗ ̆ ᵏҩԈЮ ὤ ̔ 

1. ᶑ ּ ѐа ̕ 

2. ᶑ ӱ  ̕ 

3. ╗ ̆ ᶑ ̕ 

SNMPv1 SNMPv2C ұὭ ᴇ̂Community-based̃ ὤ Ȃ

Ѭў Ԉ (Commumity String) Ԇ MIB
ᴐ Ȃ 

SNMPv2C ╗ҩ Get-bulk ᴐ ⁸ з ᴐ ╗

ᶕ ȂGet-bulk ᴐ У ѐ ᶕ  



SNMP  

http://www.ruijie.com.cn 

̆ӱ ῏ - ȂSNMPv2C ╒ ꜛ Ἱ

Ԇ Ԉּש‍а ̆ SNMPv1 ѐ Ҿ Ө У Ԇ Ȃ

Ԇ Ԉּש‍ Ȃ ұ Э SNMPv1
SNMPv2C ᴐ ̆ SNMP Ԇ ⁞ SNMPv1 SNMPv2C

̆ з Ȃ 

SNMP ᴐ 

SNMP ѐ NMS Agent Ѯ Ӈҵᶕ ̆ Ѭҩ 6 ᴐ ̔ 

1. Get-request ᴐ̔NMS ӱ Agent Уэ э ḣȂ 

2. Get-next-request ᴐ̔NMS ӱ Agent Уэ э ЮУэ

ḣȂ 

3. Get-bulk ᴐ̔NMS ӱ Agent ḣ̕ 

4. Set-request ᴐ̔NMS Agent Уэ э ḣȂ 

5. Get-response ᴐ̔Agent Уэ э ḣ̆ Agent NMS₥

3 э ᴐ ᴐȂ 

6. Trap ᴐ̔Agent ў╟   ̆ NMS ҾҮ Ȃ 

₥ 4 э NMS Agent   ̆ чэ Agent NMS ̂

̔SNMPv1 а Get-bulk ᴐ̃ȂЮ ҩ ΰ ᴐȂ 

 

3  SNMP  

NMS Agent



SNMP  

http://www.ruijie.com.cn 

SNMP ὤ 

SNMPv1 SNMPv2 ᴳ ⁞ ᴳ MIB Ȃѝҩ

̆  (NMS) ѐ Ѭ э У Ȃ 

Уэ Ԉ ԈЮ : 

¸ (Read-only)̔ѝ ᴐ ᵏ MIB Ȃ 

¸ ᾗ(Read-write)̔ѝ ᴐ ᵏ MIB ᾗ Ȃ 

SNMPv2 Э̆ SNMPv̍ ὤ Ԉ ὤ ⁞

ὤ ⁸ ̕ ₥ ὤ Ь ⁞̔SNMPv1ȁ

SNMPv2CȁSNMPv3Ȃ 

Ю ѝ ₥ ὤ Ԉ ὤ ⁞ 

ὤ ὤ ⁞ ⁞ ╗  

SNMPv1 noAuthNoPriv    

SNMPv2c noAuthNoPriv    

SNMPv3 noAuthNoPriv    

SNMPv3 authNoPriv MD5
SHA  ᵏ ұ HMAC-MD5

HMAC-SHA ⁞ ⁸ 

SNMPv3 authPriv MD5
SHA DES

ᵏ ұ HMAC-MD5
HMAC-SHA ⁞ ⁸ 
ᵏ ұ CBC-DES ╗
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5̔16 ⁸ḣ̆ 27 э ̆ ѬȂ 

6-127̔ᶑ Ȃ 

128-255̔ Ȃ 

SNMP  

SNMP ᴐ ὤ Ю ̆ SNMP ₥̆

Ἴ ὡὤ Ȃ 

 

SNMPv1/SNMPv2C ұὭ ᴇ̂Community-based̃ ὤ ̆SNMP
Ԇ ̂Community-String̃ ᴐ̆б

а SNMP а ̆ х Ȃ ұ NMS Agent Ѯ
Ȃ 

¸ Ԉ ‟ Ὧ ̆ IP NMS Ԉ ̕ 

¸ Ԉ Ὥ ᴇ ᴐ ̆ ReadOnlŷ ̃ ReadWritê ᾗ̃̕  

¸ ̆ ұ ұ Ȃ ̆ ἵ   
MIB ̕ 

¸ Ԉ ᴳ IPȂ а ̆‡ а ⁸ᴳ

IP Ȃ ѝа ⁸ᴳ IP ̕ 

SNMP ̆ ὤ Ю Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server community 
string [view view-name] [ro | rw] [host 
host-ip] [num] 

Ȃ 

Ԉ У ̆ эа Ὥ ᴇ ̆ᴳ Ԉ

ᵏа NMS ̆ ‮ Ὥ ᴇ ̆ ὤ Ю̆

no snmp-server community ԇȂ 

MIB  

Ԉᴳ ұ ⁸ ″ Уэ ᴐὯ ἵ

Ѯᾃ ̆ ἵ Ѯᾃ ἵ Ȃ

⁸ ̆У Ҿ Уэ Ὧ ̆ᾋ э б э Ὧ ȂУэ ᾃ

έ Ȃ 

¸ Ԉ ꜛ ̕ 
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¸ ԈѝУ ᾗ ̕ 

¸ SNMPv3 ̆ Ԉѝὲ ᴳ ὤ ⁞̆

ȁ ╗ ̕ 

MIB ̆ ὤ Ю Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server view  
view-name oid-tree {include | exclude} 

… Уэ MIB ̆ꜛ Ὧ

MIB Ȃ 

Ruijie(config)# snmp-server group  
groupname {v1 | v2c |v3 {auth | noauth 
| priv}}  [read  readview] [write   
writeview] [access {num | name}] 

… Уэ ̆ Ὧ Ȃ 

ᴳ no snmp-server view view-name ԇ ‮ Уэ ̆ ᴳ no 
snmp-server view view-name oid-tree ԇ Уэ ѐ‮ У Ȃ҂ Ԉ

ᴳ no snmp-server group groupname ԇ ‮ Уэ Ȃ 

SNMP  

Ԉᴳ ұ ὤ ὤ ̆ ұ ҮἼ

ᶕ ̆NMS ᴳ Ԇ ᶕȂ 

ұ SNMPv3 ̆ Ԉ ὤ ⁞ȁ ̂MD5 SHA ȁ̃ ԇȁ

╗ ̂ ₥ DES̃ ╗ ԇ̕ 

SNMP ̆ ὤ Ю Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server user username 
roupname  {v1 | v2 | v3 [encrypted]  
[auth { md5|sha } auth-password ]  
[priv des56 priv-password] } [access {num | name}] 

ᶕ Ȃ 

no snmp-server user username groupname ‮ Ȃ 

SNMP ў  

Agent ᾳЮ̆҂ֶў╟ NMS ̆ Agent ў╟

NMS ў ̆ ὤ Ю̆ Ю ԇ̔ 
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ԇ ᴐ  

Ruijie(config)# snmp-server host host-addr 
traps [version {1|2c |3 [auth | noauth | 
priv]}] community-string [udp-port port-num] 
[type] 

SNMP ў ̆ў

̆ ̆ ̂

SNMPv3 Ю ȁ̃ ὤ

⁞̂Ө SNMPv3 ̃  

 

SNMP Ԇ  

Ԉ SNMP Agent ̆ ȁ ᴁ ȁ

‟ ᶕ ̆NMS Ҿ ̆ᵳ Ԉ ӝ̆

ᴁ ᶕ Ȃ 

SNMP Ԇ ̆ ὤ Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server contact text  

Ruijie(config)# snmp-server location text ᴁ  

Ruijie(config)# snmp-server chassis-id 
number ‟  

 

Ѭ SNMP Ԇ  

ѝҩ῏ ̆ Ԉ Ѭ SNMP Ԇ ꜛ Ȃ ὤ

Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server packetsize 
byte-count Ԇ ꜛ  

 

SNMP Ԇ  

SNMP Ԇ ╘ ӊ ᵏ Уэ ╘̆ ╟ ̆ а Ԇ ╘

Ḁ̆ Ԉ Ю snmp Ԇ ╖ Ԉ Ὧ ᶕ ̕ snmp Ԇ

╖ ̆ ὤ Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no snmp-server  SNMP Ԇ ╘ 
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Ὧ SNMP Ԇ  

а ұ ԇ̆ ӊ ᵏҩὯ snmp Ԇ ԇ̆ ԇֶ snmp
ת̆╘ аֶ Ԇ ᶕ ̕ Ὧ SNMP Ԇ ╘̆ ὤ

Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no enable service 
snmp-agent  Ὧ SNMP Ԇ ╘ 

 

Agent ў╟ NMS Trap  

Trap Agent а ў╟ NMS ̆ ұ УҾ Ү

֒ Ȃ аἵ Agent ў╟ Trap ̆ ἵ ̆ ὤ

Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server enable 
traps [type] [option]  Trap Trap #\

ᴐ
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ᴐ  

Ԉ Agent Trap УҾ ̆ Ю ԇ ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server 
trap-source interface Trap  

Ruijie(config)# snmp-server  
queue-length length э Trap ‟  

Ruijie(config)# snmp-server  
trap-timeout seconds Trap  

 

SNMP б  

₥ SNMP  

ѝҩ SNMP SNMP ѐ УҾ ̆ ӊ ᵏҩ SNMP
ԇ̆ Ԉ ᵳ ₥ SNMP ̆

Ю̆ show snmp ₥ SNMP Ȃ 

Ruijie# show snmp 
Chassis: 1234567890 0987654321 

Contact: wugb@i-net.com.cn 
Location: fuzhou 

2381 SNMP packets input 
5 Bad SNMP version errors 

6 Unknown community name 
0 Illegal operation for community name supplied 

0 Encoding errors 
9325 Number of requested variables 

0 Number of altered variables 
31 Get-request PDUs 

2339 Get-next PDUs 
0 Set-request PDUs 

2406 SNMP packets output 
0 Too big errors (Maximum packet size 1500) 

4 No such name errors 
0 Bad values errors 

0 General errors 
2370 Get-response PDUs 

36 SNMP trap PDUs 
SNMP global trap: disabled 
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SNMP logging: enabled 
SNMP agent: enabled 

. 

ұЭ ᶕ Ю ̔ 

ᶕ   

Bad SNMP version errors SNMP а  

Unknown community name а ⁞  

Illegal operation for community name 
supplied ᴐ 

Encoding errors  

Get-request PDUs Get-request  

Get-next PDUs Get-next  
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snmpOutPkts  
snmpInBadVersions  

snmpInBadCommunityNames  
snmpInBadCommunityUses  

snmpInASNParseErrs  
snmpInTooBigs  

snmpInNoSuchNames  
snmpInBadValues  

snmpInReadOnlys  
snmpInGenErrs  

snmpInTotalReqVars  
snmpInTotalSetVars  

snmpInGetRequests  
snmpInGetNexts  

snmpInSetRequests  
snmpInGetResponses  

snmpInTraps  
snmpOutTooBigs  

snmpOutNoSuchNames  
snmpOutBadValues  

snmpOutGenErrs  
snmpOutGetRequests  

snmpOutGetNexts  
snmpOutSetRequests  

snmpOutGetResponses  
snmpOutTraps  

snmpEnableAuthenTraps  
snmpSilentDrops  

snmpProxyDrops  
entPhysicalEntry  

entPhysicalEntry.entPhysicalIndex 
entPhysicalEntry.entPhysicalDescr 

entPhysicalEntry.entPhysicalVendorType 
entPhysicalEntry.entPhysicalContainedIn 

entPhysicalEntry.entPhysicalClass 
entPhysicalEntry.entPhysicalParentRelPos 

entPhysicalEntry.entPhysicalName 
entPhysicalEntry.entPhysicalHardwareRev 

entPhysicalEntry.entPhysicalFirmwareRev 
entPhysicalEntry.entPhysicalSoftwareRev 

entPhysicalEntry.entPhysicalSerialNum 
entPhysicalEntry.entPhysicalMfgName 

entPhysicalEntry.entPhysicalModelName 
entPhysicalEntry.entPhysicalAlias 

entPhysicalEntry.entPhysicalAssetID 
entPhysicalEntry.entPhysicalIsFRU 
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entPhysicalContainsEntry  
entPhysicalContainsEntry.entPhysicalChildIndex 

entLastChangeTime 

SNMP  

Ю̆ show snmp user ₥Ԇ Э SNMP
Ȃ 

Ruijie# show snmp user  

User name: test 

Engine ID: 8000131103000000000000 
storage-type: permanent     active 

Security level: auth priv 
Auth protocol: SHA 

Priv protocol: DES 
Group-name: g1 

SNMP  

Ю̆ show snmp group ₥Ԇ Э Ȃ 

Ruijie# show snmp group  
groupname: g1 
securityModel: v3 

securityLevel:authPriv 
readview: default 

writeview: default 
notifyview:  

groupname: public 
securityModel: v1 

securityLevel:noAuthNoPriv 
readview: default 

writeview: default 
notifyview:  

groupname: public 
securityModel: v2c 

securityLevel:noAuthNoPriv 
readview: default 

writeview: default 
notifyview: 

Ю̆ show snmp view ₥Ԇ Э Ȃ 

Ruijie# show snmp view  



SNMP  
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ԈЮ ̆ ἵ ў╟ NMS УҾ Trap ̆ ѝ

̔  

Ruijie(config)# snmp-server enable traps  
Ruijie(config)# snmp-server host 192.168.12.181 public 

Э ̆ SNMPԆ ̆NMSᵳ Ԉ

ҩ̆Ԉ HP OpenView ѝᴿ̆ Ԉӊ ̆ Ю ̔ 

 

6   

Ԉ ѐ ἷ ̆   HP OpenView
TOOL->SNMP MIB Brower ̆  Ю ̆ Name ѐ ὡ IP
192.168.12.1̆ Community Name ѐ ὡ Public̆ MIB έᴇ

ἷ̆ Ю SystemȂ   Start Query̆ᵳ MIB
ҩ̆έᴇ MIB Values ̔ 
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7  MIB  

HP OpenView ╖ ̆ ̆ Ԉ  

̆ὲӹ έᴇ SNMP ╖ ̆ ֒ ̆ а

̔ 

 

8   

SNMP ‟ Ὧ ⁸ ᴿ 

ӊ Ԉ ‟ Ὧ ̆ ‟ ѐἵ NMS Ԉ‾

SNMP Agent ̆ ⁸ NMS ̆ SNMP  
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ὤ Ȃ 

ὤ Ю̔ 

Ruijie(config)# access-list 1 permit 192.168.12.181 
Ruijie(config)# snmp-server community public RO 1 

Э ̆ IP ѝ 192.168.12.181 ў ‾ SNMP
ҩȂ   

SNMPv3 Ὧ ᴿ 

ԈЮ ἵ SNMPv3 ̅╗ v3user
MIB-2(1.3.6.1.2.1) Ю Ȃ ѝ MD5̆
ᴳ ѝ MD5-Auth̆ DES ╗ ̆╗ ѝ DES-PrivȂ ἵ

192.168.65.199 Ԉ SNMPv3 TrapȂ Trap ᴳ ѝ v3user,
̅╗ ̆ ѝ MD5̆ᴳ ѝ

MD5-Auth̆ DES ╗ ̆╗ ѝ DES-PrivȂ 

Ruijie(config)# snmp-server view v3userview 1.3.6.1.2.1 include 
Ruijie (config)# snmp-server group v3usergroup v3 priv read 
v3userview write v3userview 
Ruijie (config)# snmp-server user v3user v3usergroup v3 auth 
md5 md5-auth priv des56 des-priv 
Ruijie (config)# snmp-server host 192.168.65.199 traps version 
3 priv v3user 
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RMON  

 

RMON̂Remote Monitorinğ ̃ IETF(Internet Engineering Task 
ForcĕInternet ж ) ῆ ̆ э Ԉ

⁸ Ѯ Ӈ ȂRMON Э ̆

ᾱ Ҿ Ҿᶕ ̆ ᶕ ̆ ᶕ ᴳ

Ȃᴿ Ӈ ̆ Э Уэ ̆

RMON ╖ ̆ Ԉ ₥ ᴁ ᶕ Ȃ 

RMON ҩЬэ ̆ У Ԉ ̕ ү ╗ҩԇ

╖ ̆ ѝԇ ̕ Ь ѝ RMON2̆ӱ ᴳ

RMON ╖ ⁮ Ȃ 

У RMON̂Ю RMON1̃ꜛ Ҁэ ̆ ̂

⁸ ̃ ת̆ Ҿ ᴳ ὲӹ Ȃ 

Ӈ ὲѐ 1̆2̆3̆9 ᾃ ̔ ȁ ȁ ȁҮ֒ Ȃ 

 

RMON ѐ 1 ̆ э ᶕ Ȃ

₥ Ԉ ȁ Ȃ ꜛ УэԈ ̆

ᾃ ꜛ х ꜛȁ ꜛȁCRC ȁ ȁᾰ Ȃ 

 

(History) RMON ѐ 2 ̆ ᶕ ̆

Ю Ԉᵳ Ȃ ꜛ чэ ̔ 

1. HistoryControl ȁ ⁸ᶕ Ȃ 

2. EthernetHistory ѝ ᵏ Ὧ ȁ ꜛȁ ꜛȁ‾ Ԉ

ὲӹ ᶕ Ȃ 

 

(Alarm) RMON ѐ 3 ̆Ԉ Уэ

MIB(Management Information Basĕ ᶕ ) ̆ э MIB ḣ
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Уэ Э ḣ ᴂұУэ Ю ḣ ֶ̆ Ȃ ᴐҮ֒

̆ Ү֒ Ԉ SNMP Trap Ȃ 

Ү֒  

Ү֒ (Event) RMON ѐ 9 ̆ᾱ ұ ӊ Ү֒ ̆ ѝ

ӊ Уэ Уэ SNMP TrapȂ 

RMON ֗╘‟  

 

Ԉᴳ Ю ԇ ╗Уэ Ȃ 

ԇ ᴐ  

Ruijie(config-if)# rmon collection stats index 
[owner ownername] ╗Уэ  

Ruijie(config-if)# no rmon collection stats index ‮ Уэ  

 

~ 注意： 

ӊ ₥ Ԉ Ȃ ḣ Уэ 1-65535 Ѯ

̆ ₥ 100 Ȃ 

 

⁸  

ᴔ Ԉᴳ Ю ԇ ╗У ⁸ ̔ 

ԇ ᴐ  

Ruijie(config-if)# rmon collection history index 
[owner ownername] [buckets bucket-number] 
[interval seconds] 

╗Уэ ⁸  

Ruijie(config-if)# no rmon collection history 
index ‮ Уэ ⁸   
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~ 注意： 

ӊ ₥ Ԉ Ȃ ḣ 1-65535 Ѯ ̆ Ԉ

10 ⁸ Ȃ 

 

Bucket-number̔ ⁸ ҩ ȁ Ȃ э שּ ̆

У Ȃ ᶑ Ю ̆Bucket-number ҩᶑ

̆ ⁮ ḣ ̆‡ ȂBucket-number ḣ

1-65535̆ ḣ 10Ȃ 

Interval̔ Ȃ ḣ 1800 ̆ ḣ 1-3600 Ѯ Ȃ 

Ү֒  

ᴔ Ԉᴳ Ю ԇ ̔ 

ԇ 



RMON  

http://www.ruijie.com.cn 

RMON  

ԇ ᴐ  

Ruijie(config)# show rmon alarm  

Ruijie(config)# show rmon event Ү֒  

Ruijie(config)# show rmon history   

Ruijie(config)# show rmon statistics   

 

RMON ᴿ 

ᴿ 

Ԉ 3̆ᴳ Ю ԇ̔ 

Ruijie(config)# interface gigabitEthernet 0/3 
Ruijie(config-if)# rmon collection stats 1 owner zhangsan 

ᴿ 

10 ‍ ᶕ
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Ruijie(config)# rmon event 1 log trap rmon description "ifIn
NUcastPkts is too much " owner zhangsan 

rmon ᴿ 

show rmon alarm 

Ruijie# show rmon alarm 
Alarm : 1 

Interval : 1 
Variable : 1.3.6.1.2.1.4.2.0 

Sample type : absolute 
Last value : 64 

Startup alarm : 3 
Rising threshold : 10 

Falling threshold : 22 
Rising event : 0 

Falling event : 0 
Owner : zhangsan 

show rmon event 

Ruijie# show rmon event  
Event : 1 
Description : firstevent 

Event type : log-and-trap 
Community : public 

Last time sent : 0d:0h:0m:0s 
Owner : zhangsan 

Log : 1 
Log time : 0d:0h:37m:47s 

Log description : ipttl 
Log : 2 

Log time : 0d:0h:38m:56s 
Log description : ipttl 

show rmon history 

Ruijie# show rmon history  
Entry : 1 

Data source : Gi1/1 
Buckets requested : 65535 



RMON
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RIP  

RIP Ӯ 

RIP (Routing Information Protocol) У ̆ Ԉ Ӯ

ѐ ⁮ҩ У ȂRIP ̆ У

ȂRIP RFC 1058 ѐ ѬȂ 

RIPᴳ UDP Ӈ ᶕ ̆UDP ѝ 520Ȃ ᾳЮRIPv1 ѝ

̕ RIPv2 ѝ ̆ ѝ 224.0.0.9ȂRIP 30 
У Ȃ 180 ⁮ ‡

ᶕ ѝа ̆ ὡа ̆120 ᾃ

Ӱ ⁮ Ҿ ӱ ѐ‮ Ȃ 

RIP ᴳ ⁮ ̆ ѝ Ȃ RIP ѐ̆ ⁮б

ѝ 0̕ Уэ ѝ 1 ̆ὲᴍᵑ

̕а ѝ 16Ȃ 
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¸ ‍→ ̂ ̃ 

¸ RIP Ѭ̂ ̃ 

¸ Ὧ ╟ ̂ ̃ 

¸ RIP ̂ ̃ 

¸ RIP ̂ ̃ 

¸ RIP ⁸̂ ̃ 

¸ ὯұԈЮў ̆ ȇIP “ Ὧ” Ȉ Ȃ 

¸ RIP ᶕ  

¸ VLSMs ̂ RIPv2̃ 

… RIP  

RIP ̆ Ἴ … RIP ̆ Ѭб RIP
Ὧ Ȃ 

… RIP ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# router rip … RIP  

Ruijie(config-router)# network network-number ѬὯ  

 

& 说明： 

Network ԇ Ѭ Ὧ ч ̔ 

1̃RIP Ὧ ᶕ ̕ 

2̃RIP Ὧ ᶕ Ȃ 

 

RIP  

RIP ѝ ̆ RIP ᶕ ּ ̆‡

̆Ԉᵳ RIP ‾ ᶕ Ȃ 

RIP ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(conf-router)# neighbor ip-address RIP  
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ԇ ᴳ ̆ Ԉ ⁸ ἵ RIP ̆ ⁸У

э ̆ ѐ

passive-interface ԇȂὯұ ᶕ ⁸ Ὧ ̆ ȇIP “
Ὧ” Ȉѐ “ ” Ȃ 

 

& 说明： 

FRȁX.25 ̆ ҩ Broadcast Ὧ ̆‡

neighborȂNeighbor ԇ ᴐ ᴇ ῏ ЭȂ 

 

‍→  

IP Э̆ ̆

‍→ ⁸Ԉ ὁ Ȃ ‍→ Ԉ Ҿ ᶕ

ӱ ҃⁮ Ҿ ᶕ   ̆ ѝִעҩ э Ѯ ᶕ

Ӈ Ȃ 

ұ ̂ ѐ ȁX.25 ̃̆ ‍→ ‍

҃а⁮ὤ ᶕ Ȃ ᾳЮ̆ Ὧ ‍→Ȃ У

э ҩ IP ̆҂ ‍→ Ȃ 

Ὧ ‍→̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# no ip split-horizon Ὧ ‍→ 

Ruijie(config-if)# ip split-horizon ‍→ 

ѝ ѝ ‍→Ȃ 

Ѭ RIP  

ӊ RIP 1 2̆RIPv2 Ԉ ȁ ȁ ȁ

CIDR VLSMsȂὲѐ ȁVLSMs ȇIP “ Ὧ”
ȈȂ 

ᾳЮ̆ ӊ Ԉ RIPv1 RIPv2 ת̆ꜛ RIPv1
ꜛȂ Ԉ ̆ RIPv1 ꜛ̆҂ Ԉ

RIPv2 ꜛȂ 

֒ ꜛ̆ ѐ ԈЮ

ԇ̔ 

 



RIP  
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ἵ RIP ̆ ѐ ԈЮ ԇ 

ԇ ᴐ  

Ruijie(config-if)# no ip rip receive enable RIP

Ruijie(config-if)# ip rip receive enable ἵ RIP

ἵ RIP ̆ ѐ ԈЮ ԇ 

ԇ ᴐ  

Ruijie(config-if)# no ip rip send enable RIP

Ruijie(config-if)# ip rip send enable ἵ RIP

 

RIP ᴿ 

ᵏҩ 2 э RIP ᴿ̔ 

¸ RIP ‍→ ᴿ  

¸ RIP ᴿ  

RIP ‍→ ᴿ  

¸  

ҷ ̆ὲѐ RouterAȁRouterDȁRouterE Ь Ԉ ̆

RouterAȁRouterBȁRouterC Ь ѐ ȂIP ‍

1̆ὲѐ RouterD ҩ Ȃ 
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1  RIP ‍→ ᴿ  

⁮ԈЮ ̔ 

1̃ RIP ̕ 

2̃ RouterBȁRouterC ҵ ⁮ ̕3̃RouterE
⁮ 192.168.12.0/24 Ȃ 

¸ έᴇ  

ᴿ ѐ̆ѝҩ ⁮ ̆RouterA RouterD У Ὧ ‍→

╖ Ȃ ‡ RouterA аֶ RouterB RouterC̆RouterD ҂

аֶ 192.168.12.0 RouterEȂԈЮѝ έᴇ Ȃ 

A ̔ 

# Ԉ  
interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

#  
interface Serial1/0 

ip address 192.168.123.1 255.255.255.0 
encapsulation frame-relay 

no ip split-horizon 

# RIP  
router rip 
version 2 

network 192.168.12.0 
network 192.168.123.0 

B ̔ 

# Ԉ  
interface FastEthernet0/0 

ip address 172.16.20.1 255.255.255.0 

#  
interface Serial1/0 
ip address 192.168.123.2 255.255.255.0 

encapsulation frame-relay 

# RIP  
router rip 
version 2 

network 172.16.0.0 
network 192.168.123.0 

no auto-summary 

C  
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# Ԉ  
interface FastEthernet0/0 

ip address 172.16.30.1 255.255.255.0 

#  
interface Serial1/0 
ip address 192.168.123.3 255.255.255.0 

encapsulation frame-relay 

# RIP  
router rip 
version 2 

network 172.16.0.0 
network 192.168.123.0 

no auto-summary 

D  

# Ԉ  
interface FastEthernet0/0 
ip address 192.168.12.4 255.255.255.0 

ip address 192.168.13.4 255.255.255.0 secondary 
no ip split-horizon 

# RIP  
router rip 

version 2 
network 192.168.12.0 

network 192.168.13.0 

E  

# Ԉ  
interface FastEthernet0/0 
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2  RIP ᴿ  

Router A RIP ꜛ ѝ Keyă ѝ KeyaȁKeyb
RIP ꜛ̕Router B RIP ꜛ ѝ Keyb̆ ѝ Keyaȁ

Keyb RIP ꜛȂ 

¸ έᴇ  

A ̔ 

# ѕ  
key chain ripkey 

key 1 
key-string keya 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

key 2 
key-string keyb 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

# Ԉ  
interface FastEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

ip rip authentication mode md5 
ip rip authentication key-chain ripkey 

# RIP  
router rip 

version 2 
network 192.168.12.0 

B : 

# ѕ  
key chain ripkey 

key 1 
key-string keyb 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 00:00:00 Dec 5 2000  
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key 2 
key-string keya 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

# Ԉ  
interface FastEthernet0/0 

ip address 192.168.12.2 255.255.255.0 
ip rip authentication mode md5 

ip rip authentication key-chain ripkey 

# RIP  
router rip 
version 2 

network 192.168.12.0 

RIP ᴿ  

¸  

Ь ὤ Э̆ зὤ RIP Ȃ IP ‍

3Ȃ 

 

3  RIP ᴿ  

RIP ̆ ԈЮ ̔ 

1̃ Router A Ԉ ⁮ Router C ̕ 

2̃ Router C а⁮ Router A Ȃ 

¸ έᴇ  

ѝҩ ԈЭ ̆ A RIP Ȃ 

A ̔ 
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# Ԉ  
interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

#  
interface Loopback0 
ip address 192.168.10.1 255.255.255.0 

# RIP  
router rip 

version 2 
network 192.168.12.0 

network 192.168.10.0 
passive-interface FastEthernet0/0 

neighbor 192.168.12.2 

B ̔ 

# Ԉ  
interface FastEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

#  
interface Loopback0 

ip address 192.168.20.1 255.255.255.0 

# RIP  
router rip 

version 2 
network 192.168.12.0 

network 192.168.20.0 

C
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OSPF  

OSPF Ӯ  

OSPF̂Open Shortest Path First̃ѝ IETF OSPF ᴐ У ұ

ᾃ Ὧ ȂOSPF жѝ IP ̆ IP Э

̆ ѝ 89̆ OSPF ꜛӇ ̆ ѝ 224.0.0.5̂ ὤ

OSPF ̃ 224.0.0.6̂ ̃Ȃ  

У б ̂ ̃ ὤа ̆

ּ ѝ RIP̆ OSPF ὴ

Ȃб RIP ̆OSPF ҩ Э а ̆ ὡҩ

ȁVLSMs( )ȁ Ȃ ᴳ RIPv2 ṁҩ

̆ Ԉ ȁ ת̆ RIP ч

э ̔1̃ ̕2̃ ⁸̆ а 16 ȂOSP
F   Ἷ ҩ RIP ̆ᴳ IGP ҂ Ԉ ֗ѐ ȁ

Ȃ 

OSPF ‾ ⁮ э ̆

̆ԈЮ ȁ ҩ ᴐ ᴇ ̔  

¸ ‫ ע ̆ ӊ ̆ ꜛ ҩ ὤ

̕  

¸ Ӈ ᶕ ̆ ⁮

̆ У֙⁮ ̆ ᾋּ ὲ ̕  

¸ У֙ ̆ Dijkstra
̆ ᾃ ꜛ ̔ ȁЮУ ȁ ̆

IP Ὧ ‍Ȃ  

ȁ ‮ OSPF̆ע ֶ︠‍ ̆ ҩ֗ᴉ

OSPF̆ע ת̆ ע ̆ ע ⁮

Dijkstra ̆ Ȃ  

У OSPF ̆ ҩ OSPF ȂУэ

Уэ ⁸ ̆ ᾃ У

IGP ̆ Ѯ BGP ᶕ Ӈ Ȃа

Ԉ IGP ̆ ⁮ҵ ̆ э

Ὧ Ȃ  

OSPF ̆У ‍ ̆ OSPF ‍→ ΰэ

שּ ̂AREÃּ̆ש Ѯ Уэ שּ ҵ ̆ э שּ б

שּ Ȃ  

OSPF ѐ̆ ᴁ ̆ Ь ̔ 
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שּ (1 ᾃ ̆ ұУэּש ̕ 

שּ (2 ̆҂ ѝ ABR̂Area Border Routers ,̃
ұчэּש ̆ὲѐУэ ѝ  ̕ שּ

3) ̆҂ ѝ ASBR̂ Autonomous System Boundary Routers ,̃
OSPF б Ӈ Ѯ Ȃ  

ӊ OSPF ὤ ҩ RFC 2328 ѐ Ѭ OSPF v2̆ԈЮ‟ ҩ

ӊ OSPF ў ̔  

1) OSPF ̆ Ԉ 64 э OSPF ̕ 

2) VRF̕ Ԉ ұа VRF OSPF̕ 

3) —— ὤ Ѭ̕  

4) ‍ —— ҩб RIPȁBGP Ѯ ‍ б ‍ ̕  

5) —— Ѯ MD5 ̕  

6) —— ̕  

7) VLSMs ̕ 

שּ (8 ‚‍̕ 

9) NSSÂNot So Stubby Areã̆RFC 1587 Ѭ̕ 
 

~ 注意： 

ӊ ₥ а ԈЮ╖ ת̆ ֶ ̔ 

1) OSPF ̆RFC 1793 Ѭ̕ 

2) OSPF Graceful Restart ╖ ̕ RFC 3623 б RFC 4167 ѐ Ѭ̕ 

3) BGP/MPLS VPN ѐPE-CE OSPF routing ̕RFC 4576бRFC4577
ѐ Ѭ̕ 

4) OSPF ̕ 
 

OSPF ֗╘‟   

OSPF ̂ꜛ ᾃ ȁּש

Ѯ̃ ҵ ᴐȂ ᴐ֗ᴉ ᾳЮ̆ ᴳ ḣ̆ ̆

ѐ̆ ╘ ᶑ Ѯ ҵУ Ȃ  

ѝҩ OSPF̆ ᴐ Ю ‟Ȃὲѐ̆ OSPF ̆ὲӹ

҂ת̆ ѝ ȂԈЮѝ OSPF ̔  

¸ … OSPF ( ̃  

¸ OSPF ̂ ̃  

¸ OSPF Ԉ а ̂ ̃  
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¸ OSPF שּ ̂ ̃  

¸ OSPF NSSA שּ ̂ ̃ 

¸ OSPF שּ Ѯ ̂ ̃  

¸ ὡ OSPF ̂ ̃  

¸ … ̂ ̃  

¸ ӊ ̂ ̃  

¸ Loopback ṁ ̂ ̃  

¸ OSPF ̂ ̃  

¸ ̂ ̃  

¸ ᶕ  ̂ ̃ 

¸  ̂ ̃ 

¸ MTU ḣ̂ ̃ 

¸ OSPF ̂ ̃ 

ԈЮѝ OSPF ̔ 

 

Ԇ֓:а Ԇ֓ 
LSA ּ :5  
LSA :1  
hello :10 ( ұ ѝ 30 ) 

: hello ᷁ 
ִἼ ̔1 

̔0 ( ) 
̔  

שּ  

̔0( ) 
ὡ Stub NSSA שּ Ԇ֓: 1 

שּ ̔ Ѭ 
שּ (STUB): Ѭ 

а ὤ שּ (NSSA): Ѭ 

 

Ѭ Ȃ 
Ὧ ḣ: 

LSA ּ :5  
LSA :1  
hello :10  

: hello ᷁ 
̔  
̔  

╟Ԇ֓  ̕ 
╟Ԇ֓ 100 Mbps̕ 

ӊ  Ὧ ̕ 
‡ ᴳ metric 1̆ type-2 

metric 
(Default metric) ‍ ὲӹ ᴳ metric̕ 

 
שּ ᾃ ᶕ ̔110 
שּ ᶕ ̔110 

ᶕ ̔110 
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 Ὧ ̆ Ԉ ᶕ LSAȂ 

ע   

 (neighbor)  

 Ὧ ̆   LSA ⁮ ̕ 

שּ  
(network area)  

ID Ѭ, ospf  

 
(summary-address) Ѭ 

ᶕ

 240  

ִἼ

 

⁮ ᶕ ⁮ЮУ SPF
: 5 . 

ч : 10 . 

ִ ‡ RFC1583 ѐ ‡ 

… OSPF   

… OSPF ̆ Ѭб OSPF Ὧ IP ̆Ԉ

IP OSPF שּ ȂOSPF ұ IP
ȁ OSPF ̆ з Ȃ ₥ ԏ 64 э

OSPF Ȃ 

… OSPF ̆ Ԉ Ю  ̔  

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ Ȃ 

Ruijie(config)# ip routing ╖ ( ѝὯ ) 

Ruijie(config)# router ospf 
process-id  OSPF̆ ὡ OSPF  

Ruijie (config-router)# network 
address wildcard-mask area 
area-id 

Ѭ ұУэּש ̕ 

Ruijie(config-router)# end ⁮ Ȃ 

Ruijie # show ip protocols ₥ Ȃ 

Ruijie # write ᶑ Ȃ 

 

ᴳ ԇ no router ospf process-id Ὧ OSPF ȂԈЮѝ OSPF
ᴿ̔ 







OSPF
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OSPF ̆ ѡ ̂DR,Designated Router̃ ֙

̂BDR̆Backup Designated Router̃̆

Ȃ Ѯ ᶑ Ὧ ת̆ б ֙

Ѯ ᶑ Ὧ ̆҂ б ֙ Ӈ

ꜛ̆ ̆ӱ ᶑ У

Ȃ  

ᴔ Ԉ OSPF ִἼ ⁸ ѡ Ȃת

а Эӊ ᴐ ̆ ₥ ̆ У ѡѐ̆

ֶ ᴐ Ȃ У ѡ У ֒ ̔OSPF У ᾃ

⁮ HELLO ̆ ѝ ҩȂ  

̆ ѐ ԈЮ ԇ:  

ԇ ᴐ  

Ruijie(config-if)# ip ospf network broadcast  ѝ

 

Ruijie(config-if)# ip ospf priority priority  ̆ ִἼ

 

OSPF שּ   

ᴔ שּ ȁ ȁ ̆ שּ ԇ

Ȃ  

שּ ѝҩ ⁮ ȁ ̆Ԉ ὁ ⁮

̆ ѐּ̆ש Ԉ ὁ ѝ

̆ᶑ ҩ ὡᵩ Ȃ  

Уэּש ѝ OSPF שּ ̆ שּ аᴐѝ שּ ̆҂аֶ

OSPF ὡ ̆ Ԉ שּ ѝ ̂Stub AreãȂ

⁮Ь ̔1̃ ᾃ ̕2̃ὲ שּ ̕3̃
Ȃ ұ ̆ Ԉ ̆

Ԉ ̆ Ԉѝѐᴂ Ȃѝҩ У ῏

⁮ Stub שּ ѐ ̂LSÃ Ԉ שּ ѝὤ (
no-sμmmary )



OSPF  

http://www.ruijie.com.cn 

Ȃ 

¸ Уэּש STUB שּ ̆‡ שּ ѐ

Ȃ 

¸ Stub שּ ᾃа ASBR̆ а שּ ᾃּ Ȃ 

OSPF שּ ̆ Ю ԈЮ ԇ̔  
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שּ ѝУэ NSSA
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& 说明： 

ҩ ̆ аᾋ שּ ⁮ὲ שּ

Ȃ 

 

ὡ OSPF   

ӱὲ ‍ ̆ ὡ OSPF ̆ ‍⁞

ԈУэ OSPF Ȃ ὡ Уэ

̆ ҂ Ԉ Уэ ̆ӱ ῏

Ȃ  

̆ ѐ ԈЮ ԇ̔  

ԇ ᴐ  
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Ȃ  

OSPF ̆ Ю ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie(config-router)# timers spf 
spf-delay spf-holdtime   

ᶕ  

Ԉ ᶕ ̂LSÃ ̆ ̆ ע ̆Ԉ

‾ Ȃ ѝ 4 ‍ Ȃ а Ȃ ᴧ б

LSA Ȃ ̆ ѐ 10000 LSĂ ᴂ

ᴳᴔ Ȃ 40~100 ̆‡ ⁮ 10~20 ‍ ֶ Ȃ 

Ю ԈЮ ԇ: 

ԇ Ѭ 
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ҩ Ԇ֓̆‡ ḣᴐѝ Ԇ֓̆ ╟Ԇ֓╖

‡ ╟Ԇ֓   ḣᴐѝ Ԇ֓̆ ╟Ԇ֓╖ ҂

Ὧ ҩ‡ ᴳ ḣ 10 ᴐѝ Ԇ֓Ȃ 

Ю̔ 

ԇ Ѭ 

Ruijie# configure terminal  ὡὤ Ȃ 

Ruijie (config)# router ospf 1 OSPF̆ ὡ OSPF
 

Ruijie(config-router)# auto-cost  
reference-bandwidth ref-bw 

̂ ̃
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Ruijie(config)# router ospf 1 ὡ ̂ ₥ RIP
OSPF̃ 

Ruijie (config-router)# 
passive-interface 
interface-name 

( ) ѝ ╟Ȃ 

Ruijie (config-router)# 
passive-interface default ( ) ѝ ╟ 

Ruijie(config-router)# end ⁮ Ȃ 

Ruijie# write ᶑ  

ᾳЮ̆ἵ OSPF Ȃ ᶕ

̆‡ Ԉᴳ no passive-interface interface-id ԇ Ȃ ᴳ

default ‡ Ȃ 

OSPF TRAP  

Ѭҩ OSPF TRAP̆ Ҿ TRAP ᶕ ў ̆

‍ Ԉ̆ע УҾ ospf Ү֒ӊ ̆ snmp-server TRAP ᶕ

̕ ὤ Ю̆ Ԉ Ю OSPF TRAP Ὧ̔ 

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ Ȃ 

Ruijie (config)# snmp-server 
host host-ip version 
version-no string [ospf] 

ұ TRAP snmp-server̕
host-ip server ̕version-no

server snmp ̕strinğ
snmp ᶕ ̆ ѝ public̕

ospf̆ snmp-server OSPF 
TRAP̂ ᾳ server
TRAP̃ 

Ruijie (config)# 
snmp-server enable traps ospf OSPF TRAP Ὧ 

Ruijie (config)# end ⁮ Ȃ 

Ruijie# write ᶑ  

ᾳЮ̆ а ֗ᴉ snmp-server TRAP ᶕ ̕ ₥ ӊ

Ὧ ⁸ OSPF TRAP ᾳ̕ ⁸

OSPF TRAP̕ 
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OSPF  

Ԉ OSPF ̆ ̆ ȂЮ ‟ ҩ ‍έᴇ Ԉ
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Ruijie# show ip ospf [process-id] [area-id] 
database [external] [link-state-id] 
Ruijie# show ip ospf [process-id] [area-id] 
database [external] [link-state-id] [adv-router 
ip-address] 
Ruijie# show ip ospf [process-id] [area-id] 
database [external] [link-state-id] 
[self-originate] 
Ruijie# show ip ospf [process-id] [area-id]  
database [nssa-external] [link-state-id] 
Ruijie# show ip ospf  [process-id] 
[area-id] database [nssa-external] [link-state-id] 
[adv-router ip-address] 
Ruijie# show ip ospf  [process-id [area-id] 
database[nssa-external] 
[link-state-id][self-originate] 
Ruijie# show ip ospf [process-id] 
border-routers 

⁮ ABR б

ASBR ᶕ  

Ruijie# show ip ospf interface 
[interface-name] 

б
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Ruijie # show ip ospf 100 neighbor 
OSPF process 100: 

Neighbor ID  Pri State   Dead Time  Address   Interface 
10.10.11.50 1 Full/Backup  00:00:31   10.10.11.50  eth1 

2̃ OSPF   

ԈЮ F0/1 ұ OSPF שּ 0̆ ѝ 172.16.120.1̆
ѝ“BROADCAST”— Ȃ ⁞ Area ȁNetwrok Type ȁHelloȁ

Dead ̆ Ҿ б аУ ̆ аֶ Ὧ Ȃ  

Ruijie#sh ip ospf interface fastEthernet 1/0 
FastEthernet 1/0 is up, line protocol is up 

Internet Address 192.168.1.1/24, Ifindex: 2 Area 0.0.0.0, MTU 
1500 

Matching network config: 192.168.1.0/24 
Process ID 1, Router ID 192.168.1.1, Network Type BROADCAST, 

Cost: 1 
Transmit Delay is 1 sec, State DR, Priority 1 

Designated Router (ID) 192.168.1.1, Interface Address 
192.168.1.1 

Backup Designated Router (ID) 192.168.1.2, Interface Address 
192.168.1.2 

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 
5 

Hello due in 00:00:04 
Neighbor Count is 1, Adjacent neighbor count is 1 

Crypt Sequence Number is 30 
Hello received 972 sent 990, DD received 3 sent 4 

LS-Req received 1 sent 1, LS-Upd received 10 sent 26 
LS-Ack received 25 sent 7, Discarded 0 

3̃ OSPF ᶕ   
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Number of opaque AS LSA 0. Checksum 0x000000 
Number of non-default external LSA 4 

External LSA database is unlimited. 
Number of LSA originated 6 

Number of LSA received 2 
Log Neighbor Adjency Changes : Enabled  

Number of areas attached to this router: 1 
Area 0 (BACKBONE) 

Number of interfaces in this area is 1(1) 
Number of fully adjacent neighbors in this area is 1 

Area has no authentication 
SPF algorithm last executed 00:01:26.640 ago 

SPF algorithm executed 4 times 
Number of LSA 3. Checksum 0x0204bf 

 
Routing Process "ospf 20" with ID 2.2.2.2 

Process uptime is 4 minutes 
Process bound to VRF default 

Conforms to RFC2328, and RFC1583Compatibility flag is enabled 
Supports only single TOS(TOS0) routes 

Supports opaque LSA 
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs 

LsaGroupPacing: 240 secs 
Number of incomming current DD exchange neighbors 0/5 

Number of outgoing current DD exchange neighbors 0/5 
Number of external LSA 0. Checksum 0x000000 

Number of opaque AS LSA 0. Checksum 0x000000 
Number of non-default external LSA 0 

External LSA database is unlimited. 
Number of LSA originated 0 

Number of LSA received 0 
Log Neighbor Adjency Changes : Enabled  

Number of areas attached to this router: 0 

OSPF ᴿ 

ᵏҩ 7 э OSPF ᴿ̔ 

¸ OSPF NBMA ᴿ  

¸ OSPF ⁮ ᴿ  

¸ OSPF ᴿ  

¸ OSPF ᴿ  

¸ OSPF ABRȁASBR ᴿ  

¸ OSPF ᴿ  
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¸ OSPF ᴿ  

OSPF NBMA ᴿ  

¸  

Ь ѐ ὤ ̆ У ѐ ̆

PVC ὤ У ȂIP ‍ 1Ȃ 

 

1  OSPF NBMA ᴿ  

̔1̃  AȁBȁC Ѯ NBMA ̕2̃ A ѝ ̆

B ѝ ֙ ̕3̃ὤ Уэּש ᾃȂ 

¸ έᴇ  

ұ OSPF ̆ ╟ ̆ ҩ

NBMA ̆ аֶ OSPF ̆ IP
Ȃ 

A ̔ 

˽  

interface Serial 1/0 
ip address 192.168.123.1 255.255.255.0 

encapsulation frame-relay 
ip ospf network non-broadcast 

ip ospf priority 10 

˽ OSPF ̆⁮ B  
router ospf 1 

network 192.168.123.0 0.0.0.255 area 0 
neighbor 192.168.123.2  priority 5 
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neighbor 192.168.123.3   

B ̔ 

˽  
interface Serial 1/0 

ip address 192.168.123.2 255.255.255.0 
encapsulation frame-relay 

ip ospf network non-broadcast 
ip ospf priority 5 

˽ OSPF  
router ospf 1 

network 192.168.123.0 0.0.0.255 area 0 
neighbor 192.168.123.1 priority 10 

neighbor 192.168.123.3 

C ̔ 

˽  
interface Serial 1/0 
ip address 192.168.123.3 255.255.255.0 

encapsulation frame-relay 
ip ospf network non-broadcast 

˽ OSPF  
router ospf 1 

network 192.168.123.0 0.0.0.255 area 0 
neighbor 192.168.123.1 10 

neighbor 192.168.123.2 5 

OSPF ⁮ ᴿ  

¸                                

Ь ѐ ҵ ̆ У ѐ ̆

PVC ὤ У ȂIP ‍ 2Ȃ 
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2  OSPF ⁮ ᴿ  

̔1̃  A б BȁC Ѯ ⁮ Ȃ 

¸ έᴇ  

ҩ ⁮ ̆ ⁮

̆OSPF ᴐб ⁮ ѝ  Ȃנ

A ̔ 

˽ Ԉ  
interface FastEthernet 0/0 

ip address 192.168.12.1 255.255.255.0 

˽  

interface Serial 1/0 
ip address 192.168.123.1 255.255.255.0 

encapsulation frame-relay 
ip ospf network point-to-multipoint 

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 

network 192.168.123.0 0.0.0.255 area 0 

B ̔ 

˽ Ԉ  

interface FastEthernet 0/0 

ip address 192.168.23.2 255.255.255.0 

˽  

interface Serial 1/0 

ip address 192.168.123.2 255.255.255.0 
encapsulation frame-relay 

ip ospf network point-to-multipoint 

˽ OSPF  
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router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 

network 192.168.123.0 0.0.0.255 area 0 

C ̔ 

˽ Ԉ  

interface Fas>2CB70003>Tj
/T75BT
/TT0 1 Tf
0.0001Ck 192.168.123.0 0.0ip addressrea 0 A’�Û
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¸ έᴇ  

OSPF чэ ̔ 

1̃ ѐ̆ שּ  ̕ 

2̃ ѐ Ȃ 

שּ ҩ‡Ԉ ѝῆ 

A ̔ 

˽ Ԉ  

interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 
ip ospf message-digest-key 1 md5 hello 

˽ OSPF  
router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 
area 0 authentication message-digest 

B ̔ 

˽ Ԉ  

interface FastEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

ip ospf message-digest-key 1 md5 hello 

˽ OSPF  
router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 
area 0 authentication message-digest 

OSPF ᴿ  

¸  

ч Ԉ ̆ IP ‍ 4Ȃ 

 

4  OSPF ᴿ  
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̔1̃ч OSPF ̆ 192.168.12.0/24 ұּש 0̆
172.16.1.0/24 172.16.2.0/24 ұּש 10̕2̃ Router Ăᴳ

A 172.16.0.0/22 ̆ а 172.16.1.0/24ȁ172.16.2.0/24
Ȃ 

¸ έᴇ  

Router A Э OSPF שּ ̆ שּ שּ

Э Ȃ 

A ̔ 

˽ Ԉ  

interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

˽ Ԉ Э 2 э   
interface FastEthernet1/0 
ip address 172.16.1.1 255.255.255.0 
interface FastEthernet1/1 
ip address 172.16.2.1 255.255.255.0 

˽ OSPF  
router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 
network 172.16.1.0 0.0.0.255 area 10 

network 172.16.2.0 0.0.0.255 area 10 
area 10 range 172.16.0.0 255.255.252.0 

B ̔ 

˽ Ԉ  

interface FastEthernet0/0 

ip address 192.168.12.2 255.255.255.0 

˽ OSPF  
router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 

OSPF ABRȁASBR ᴿ  

¸  

ҩУэ OSPF ̆ 192.168.12.0/24ȁ192.168.23.0/24
ұּש 0̆ 192.168.34.0/24 ұּש 34Ȃέᴇ IP ‍

5Ȃ
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5 OSPF ABRȁASBR ᴿ  

̆ AȁB ѝּש ᾃ ̆ C ѝּש ̆ D ѝ

Ȃ200.200.1.0/24ȁ172.200.1.0/24ѝOSPF Ȃ

̆ᴳ OSPF ⁮ , “34” Ԉ

ѝ I Ȃ 

¸ έᴇ  

OSPF ‍ ὲ ̆ ѝ II ̆ за ֗ᴉ Ȃ 

A ̔ 

˽ Ԉ  

interface FastEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

˽ OSPF  
router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

B ̔ 

˽ Ԉ  

interface FastEthernet0/0 

ip address 192.168.12.2 255.255.255.0 

˽  

interface Serial 1/0 

ip address 192.168.23.2 255.255.255.0 

˽ OSPF  
router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 

network 192.168.23.0 0.0.0.255 area 0 
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C ̔ 

˽ Ԉ  
interface FastEthernet 0/0 
ip address 192.168.34.3 255.255.255.0 

˽  

interface Serial 1/0 

ip address 192.168.23.3 255.255.255.0 

OSPF  
router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 

network 192.168.34.0 0.0.0.255 area 34 

 

D ̔ 

˽ Ԉ  

interface FastEthernet 0/0 

ip address 192.168.34.4 255.255.255.0 

˽ Ԉ Э    

interface FastEthernet 1/0 
ip address 200.200.1.1 255.255.255.0 

interface FastEthernet 1/1 
ip address 172.200.1.1 255.255.255.0 

˽ OSPF ̆ ‍ RIP  
router ospf 1 

network 192.168.34.0 0.0.0.255 area 34 
redistribute rip metric-type 1 subnets tag 34 

˽ RIP  
router rip 
network 200.200.1.0 

network 172.200.1.0  

B Э ⁮ ospf Ю̆ ѝ“E1”ҩȂ 

O E1 200.200.1.0/24 [110/85] via 192.168.23.3, 00:00:33, 
Serial1/0 

O IA 192.168.34.0/24 [110/65] via 192.168.23.3, 00:00:33, 
Serial1/0      

O E1    172.200.1.0 [110/85] via 192.168.23.3, 00:00:33, 
Serial1/0 
 

B Э ⁮ ᾳ Ю̆ ѝ“34”Ȃ 

Ruijie# show ip ospf 1 database  
OSPF Router with ID (1.1.1.1) (Process ID 1) 

Router Link States (Area 0.0.0.0) 
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Link ID         ADV Router      Age  Seq#       CkSum  Link count 
1.1.1.1         1.1.1.1         2    0x80000011 0x6f39 2 

3.3.3.3         3.3.3.3         120  0x80000002 0x26ac 1 
Network Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum 
192.88.88.27    1.1.1.1         120  0x80000001 0x5366 

Summary Link States (Area 0.0.0.0) 
Link ID         ADV Router      Age  Seq#       CkSum  Route 

10.0.0.0        1.1.1.1         2    0x80000003 0x350d 
10.0.0.0/24 

100.0.0.0       1.1.1.1         2    0x8000000c 0x1ecb 
100.0.0.0/16 

Router Link States (Area 0.0.0.1 [NSSA]) 
Link ID         ADV Router      Age  Seq#       CkSum  Link count 

1.1.1.1         1.1.1.1         2    0x80000001 0x91a2 1 
Summary Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  Route 
100.0.0.0       1.1.1.1         2    0x80000001 0x52a4 

100.0.0.0/16 
192.88.88.0     1.1.1.1         2    0x80000001 0xbb2d 

192.88.88.0/24 
NSSA-external Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  Route              
Tag 

20.0.0.0        1.1.1.1         1    0x80000001 0x033c E2 
20.0.0.0/24     0 

100.0.0.0       1.1.1.1         1    0x80000001 0x9469 E2 
100.0.0.0/28    0 

AS External Link States  
Link ID         ADV Router      Age  Seq#       CkSum  Route              

Tag 
20.0.0.0        1.1.1.1         380  0x8000000a 0x7627 E2 

20.0.0.0/24     0 
100.0.0.0       1.1.1.1         620  0x8000000a 0x0854 E2 

100.0.0.0/28    0 

OSPF
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C ̔ 

˽ Ԉ  
interface FastEthernet0/0 
ip address 192.168.34.3 255.255.255.0 

˽  

interface Serial1/0 

ip address 192.168.23.3 255.255.255.0 

˽ ╗Уэ  

interface Dialer10 
ip address 192.168.30.1 255.255.255.0 

OSPF  
router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 

network 192.168.34.0 0.0.0.255 area 34 
network 192.168.30.0 0.0.0.255 area 34 

area 34 stub no-summary 

D ̔ 

˽ Ԉ  

interface FastEthernet0/0 

ip address 192.168.34.4 255.255.255.0 

˽ OSPF  
router ospf 1 
network 192.168.34.0 0.0.0.255 area 34 

area 34 stub 

D Э ⁮ ospf Ю̔ 

O 192.168.30.0/24 [110/1786] via 192.168.34.3, 00:00:03, 

FastEthernet0/0 
O*IA 0.0.0.0/0 [110/2] via 192.168.34.3, 00:00:03, 

FastEthernet0/0 

OSPF ᴿ  

¸  

ҩУэ OSPF ̆ 192.168.12.0/24 ұּש 0̆
192.168.23.0/24 ұּש 23̆ 192.168.34.0/24 ұּש 34Ȃέᴇ IP 
‍ 7Ȃ 
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area 23 virtual-link 3.3.3.3 

C ̔ 

˽ Ԉ  
interface FastEthernet0/0 

ip address 192.168.34.3 255.255.255.0 

˽  

interface Serial1/0 
ip address 192.168.23.3 255.255.255.0 

˽ ╗ IP ᴐѝ OSPF  
interface Loopback2 
ip address 3.3.3.3 255.255.255.0 

˽ OSPF  
router ospf 1 

network 192.168.23.0 0.0.0.255 area 23 
network 192.168.34.0 0.0.0.255 area 34 

area 23 virtual-link 2.2.2.2 

D ̔ 

˽ Ԉ  
interface FastEthernet0/0 

ip address 192.168.34.4 255.255.255.0 

˽ OSPF  
router ospf 1 

network 192.168.34.0 0.0.0.255 area 34 

D Э ⁮ ospf Ю̔ 

O IA 192.168.12.0/24 [110/66] via 192.168.34.3, 00:00:10, 
FastEthernet0/0 

O IA 192.168.23.0/24 [110/65] via 192.168.34.3, 00:00:25, 
FastEthernet0/0 
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Ὧ  

IP  

 

̆ᴳ ꜛ ּ ⁮

Ȃ а ⁮УҾ ̆ ֶ ︠‍ Ȃ

Ԉ ‎ ꜛ Ȃ 

̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip route [vrf vrf_name] network  
mask {ip-address | interface-type interface-number 
[ip-address]} [distance]  [tag tag]  [permanent] 
[weight weight] 

 

Ruijie(config)# no ip route network mask ‮  

Ruijie(config)# ip static route-limit number ḣ 

Ruijie(config)# no ip static route-limit 
ḣ 

ᴿ ̆ ľ╟ ᴿ Ŀ Ȃ 

‮ ╟ᴐ̆ ӊ Ѩᶑ Ȃת ᴔ Ԉ ╟

⁮ Ԇ ̆ ̆ꜛ

ᾃ ȂԈЮѝ ӊ

̔ 

 ḣ 

 0 

 1 

OSPF  110 

RIP  120 

а  255 

̆ Ԉ RIPȁOSPF ╟ ̆а
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ѐ ҩ ‍ Ȃ Ҿ Ѯ Ԉ Ԉ ╟

̆ ұ ѐ ѝ ̆ӱ ҩᴐѝ

Ȃ Ѭҩ ת̆ ѐ

Network ԇ Ѭ ̆╟ аֶ ̆ ‍

ԇȂ 

Уэ ұľdownĿ ̆ ὤ ӱ ѐ

Ȃ ̆ ӊ а⁮ ЮУ ̆ ҂

ֶӱ ѐ Ȃ 

VRF ╗⁮ VRFѐ̆ ҩ  ת̆  

VRF VRF а ̆ аֶ ╗ ╖̆ VRF̆‡ ╗

⁮ὤ ѐȂ 

ѝ 1̆ Ԉᴳ show ip route weight ԇ

Ȃ weight ұ WCMP╖ ̆ ⁮

̆Ӈ ֶ ḣ‍ ̆weight ֶ

‍ ̆ ֶ‍ Ȃ 

ḣ 1000̆ ҩ Э ̆‡а

ֶ ╟‮ ת̆ ╗а Ȃ 

IP ᾰͅ Ԉᴳ show ip route ԇ IP ̆

RPI ԇ ᾊȂ 

 

а У ὤ ̆ѝҩᴳ ꜛ

̆ ṁ ╖ έ  

̔ ̆ ᾊ Ⱦ
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& 说明： 

default-network ӊ ԈЮ ֒ а

ת̆ ѐ ⁮ Ȃ 

֒Ю̆RIP ҂ Ԉּ ת̆ RIP ּ Уэ

╕ ̆ ̆ ὲ ⁮ҩ 0.0.0.0/0
Ȃ 

 

̆а ╟ ҃⁮ ӊ ̆

show ip route ԇ ̆ ѐ ľgateway of last resortĿֶ Ὧ

ᶕ ȂУэ ֶ ѝḀ ת̆

ѝľgateway of last resortĿȂ 

֓  

╖ ̆ Ԉ ֓ ⁸̆ ֓

а ⁮ У Ȃ У ֓ ̆ У

У ̆‡ ҩ ╖ Ȃ 

֓ ̆ ὤ ѐ ԈЮ ԇ̆ ԇ no ѝ

֓  

ԇ ᴐ  

maximum-paths [number] ֓ (1-32) 

 

‍  

‍  

ѝҩ э ̆ ӊ ᵏҩ ᶕ ӱУэ

‍ ⁮ Уэ ╖ Ȃ ᴔ Ԉ OSPF
‍ ⁮ RIP ѐ̆҂ Ԉ RIP ‍ ⁮

OSPF ѐȂ ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

ԈЮ ‟ ҩ ‍ ֗╘‟ ̆ ֗╘‍ѝ э ‍̔ 

1. Ѭ ‍ ̆Уэ Ԉ ̆

‟̆ ҩ₥ ̆   ̕ 
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2. Ѭ э רּ ‡ ֒̕ 

3. Ѭ רּ ‡ ̆ ᴐ̕ 

4. ѐ Ȃ б“ Ὧ” ת̆ а

̆ὲ match б set ԇ а Ȃ 

Ѭ ‍ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# route-map route-map-name  
[permit | deny] sequence 

Ѭ  
sequence ̔0-65535 

Ruijie(config)# no route-map  
route-map-name {[permit | deny] sequence} ‮  

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set
ԇȂ match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ

ᴐȂ 

Ѭ ‡ רּ ֒̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-route-map)# match interface     
interface-type interface-number 

רּ ЮУ  
interface-type̔ 
AggregateportȁDialerȁ 
GigabitEthernet ȁ

Loopbackȁ 
MultilinkȁNullȁTunnelȁ 
Virtual-pppȁ 
Virtual-templateȁVlan 

Ruijie(config-route-map)# match ip address  
Access-list-number […access-list-number] 

רּ ‟ ѐ  
Access-list-number ̔
1-199ȁ1300-2699 

Ruijie(config-route-map)# match ip next-hop   
access-list-number […access-list-number] 

רּ ‟ ѐ ЮУ

 
access-list-number ̔ 
1-199ȁ1300-2699 

Ruijie(config-route-map)# match ip 
route-source access-list-number 
[…access-list-number] 

רּ ‟ ѐ

 

Ruijie(config-route-map)# match metric 
Metric 

רּ ḣ 
Metric ̔0ĺ4294967295 

Ruijie(config-route-map)# match route-type 
{local | internal | external [level-1 | level-2]} ּר  

Ruijie(config-route-map)# match tag tag ּר ḣ 
tag ̔0ĺ4294967295 



Ὧ  

http://www.ruijie.com.cn 

Ѭּר ᴐ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-route-map)# set level 
{stub-area | backbone | level-1 | level-1-2 | 
level-2} 

ὡ שּ  

Ruijie(config-route-map)# set metric metric ‍ ḣ 

Ruijie(config-route-map)# set metric [+ 
metric-value | - metric-value | metric-value] ‍  

Ruijie(config-route-map)# set metric-type  
{type-1 | type-2 | external | internal} ‍  

Ruijie(config-route-map)# set tag tag ‍ ḣ 

Ruijie(config-route-map)# set next-hop 
next-hop 

‍ ЮУ  
next-hop̔ЮУ IP

ӱУэ ‍ ⁮ Уэ ̆ з ⁸ ‍ ̆

ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# redistribute
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⁸ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# distribute-list   
{[access-list-number | access-list-name] | prefix  
prefix-list-name [gateway prefix-list-name] 
| gateway prefix-list-name} in [interface-type  
interface-number] 

‟ ‡̆ἵ

‍

Ȃ 
prefix̔ Ὧ

₥ ‟ ̕

₥ ‟ ip 
prefix-list Ȃ 
gateway̔ᴳ ₥ ‟

‍

Ȃ 
Ruijie(config-router)# no distribute-list 
{[access-list-number | name] | prefix  
prefix-list-name [gateway prefix-list-name] |  
gateway prefix-list-name } in [interface-type  
interface-number] 

⁸  

ᴿ 

‍ ᴿ  

¸  

У ̆ RIP бὲ Ӈ ᶕ ̆ 3 ̆

ἵ RIP ‍ 172.16.1.0/24ȁ192.168.1.0/24 ч Ȃ 

¸ έᴇ  

҂ ѐ ᴿ ̆ ‍ ‟ Ȃ

ԈЮ ѐ ‍ ḣ̆ ѝ ‍ ѝ

̆RIP ֶ ╟‍ ḣȂRIP ѐ бὯ ╟

̆ ѝ ‟ ѐἵ 172.16.1.0/24 ̆RIP
̆ Ἴ ̆ з а  172.16.0.0/16
Ȃ 

Ruijie(config)# ip route 172.16.1.0 255.255.255.0 172.200.1.2 
Ruijie(config)# ip route 192.168.1.0 255.255.255.0 172.200.1.2 
Ruijie(config)# ip route 192.168.2.0 255.255.255.0 172.200.1.4 
! 

Ruijie(config)# router rip 
Ruijie(config-router)# version 2 
Ruijie(config-router)# redistribute static 
Ruijie(config-router)# network 192.168.34.0 
Ruijie(config-router)# distribute-list 10 out static 
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Ruijie(config-router)# no auto-summary 
! 

Ruijie(config)# access-list 10 permit 192.168.1.0 
Ruijie(config)# access-list 10 permit 172.16.1.0 

RIP&OSPF ‍ ᴿ  

¸  

Ь ̆ 1Ȃ A ұOSPF ̆ C ұRIP
̆ B чэ Ȃ A 192.168.10.0/24ȁ

192.168.100.1/32 ч ̆ C 200.168.3.0/24ȁ200.168.30.0/24
Ȃ 

 

1  RIP&OSPF ‍ ᴿ  

OSPF ‍ RIP ѐ ̆ ѝ Type-1̕RIP ‍ OSPF
ѐ 192.168.10.0/24 У ̆ з ḣ ѝ 3Ȃ 

¸ έᴇ  

Ѯ ‍ ̆ Ԉ ‍ ‟ ת⁸̆

а а ̆‍ ‟ ṁа⁮ ̆

⁸Ȃ ‍ ‟ ᵏҩ ⁸╖ ת̆ ҂ ̆У ᾳ

Ю Ԉа а ̆ᴳ Ȃע ᴿ

Ȃ 

A ̔ 

Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.10.1 255.255.255.0 
Ruijie(config)# interface loopback 1 
Ruijie(config-if)# ip address 192.168.100.1 255.255.255.0 
Ruijie(config-if)# no ip directed-broadcast 
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! 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.12.55 255.255.255.0 
! 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 192.168.10.0 0.0.0.255 area 0 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 
Ruijie(config-router)# network 192.168.100.0 0.0.0.255 area 0 

B ̔ 

Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.5 255.255.255.0 
! 

Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address 200.168.23.2 255.255.255.0 

# OSPF̆ ‍  

Ruijie(config)# router ospf  
Ruijie(config-router)# redistribute rip metric 100 metric-type 
1 subnets 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

# RIP̆‍ ‟ ‍  

Ruijie(config)# router rip 
Ruijie(config-router)# redistribute ospf metric 2 
Ruijie(config-router)# network 200.168.23.0 
Ruijie(config-router)# distribute-list 10 out ospf  
Ruijie(config-router)# no auto-summary 

# Ѭ ‟  

Ruijie(config)# access-list 10 permit 192.168.10.0 

C ̔ 

Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 200.168.30.1 255.255.255.0 
! 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 200.168.3.1 255.255.255.0 
! 

Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address 200.168.23.3 255.255.255.0 
Ruijie(config)# router rip 
Ruijie(config-router)# network 200.168.23.0 
Ruijie(config-router)# network 200.168.3.0 
Ruijie(config-router)# network 200.168.30.0 
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A ⁮ OSPF : 

O E1 200.168.30.0/24 [110/101] via 192.168.12.5, 00:04:07, 

FastEthernet0/1 
O E1 200.168.3.0/24 [110/101] via 192.168.12.5, 00:04:07, 

FastEthernet0/1 

C ⁮ RIP ̔ 

R    192.168.10.0/24 [120/2] via 200.168.23.2, 00:00:00, 

Serial1/0 

ᴿ  

︠‍ ̆ Ԉ ‍ ЭȂа ᴉ

̆ὲ У ̆ ԇ а Ȃ ᴳ

‍ Э̆а ̆ὲ ᴳ ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍ ѝ 4
RIP ̆ OSPF ѐ̆ ѝ type-1̆‫ ḣѝ

40̆ ḣ ѝ 40Ȃ 

! 

Ruijie(config)# router ospf  
Ruijie(config-router)# redistribute rip subnets route-map 
redrip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 
! 

Ruijie(config)# access-list 20 permit 200.168.23.0 
! 

Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match metric 4 
Ruijie(config-route-map)# set metric 40 
Ruijie(config-route-map)# set metric-type type-1 
Ruijie(config-route-map)# set tag 40 
! 

ԈЮ ᴿ ̆ RIP ‍ OSPF
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! 
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Ruijie(config)# ip ref ecmp load-balance 
{[crc32_lower | crc32_upper] [dip] [port] 
[udf number]} 

DIP̆Port̆UDF ֗

б Key Ȃ

з CRC32_Lower 
CRC32_UpperὲѐУ ᴐѝ

Hash Ȃ 

Ruijie(config)# no ip ref ecmp load-balance 
{[crc32_lower | crc32 upper] [dip] [port] [udf
number]} 

no ԇ ᶑ

Э no ԇѐ

Ὧ ᴐѝ Key
‍Ȃ 

ᶑ ѝ SIP + 
DIP + Port Ȃ  no ip ref 
ecmp route dip port ԇ

̆ б Key
SIP УэҩȂ no

ԇ а

ᶑ ѐ̆ ԇа

ֶ  Ȃ 

ѡᴿ 

Ю hash ѝ CRC32_Lower̆ Ὧ ѝ SIP + 
DIP+TCP/UDP +UDF: 

Ruijie(config)# ip ref ecmp load-balance crc32_lower dip port 
udf 50 
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1  IP ѐ ⁮  

IGMP  

IP У ἵ Уэ э ̂ ̃̆ У ꜛ⁮ э

̂У ̆ ̃ Ȃ ꜛ ⁮ ̆

ұ ў ⁮ ꜛȂ Ԉ ̆ ѝ

э ў ̆ э ֗ᴉУ Э ּ У ꜛȂ 

ᴳ IANA D ȂD ᴁѝ 1110Ȃ ̆

ѝ 224.0.0.0 ⁮ 239.255.255.255Ȃа ὲѐ а Ԉ

ᴳ ̆ УҾ ᶑ ѝ ᴳ ὲӹ Ȃ 224.0.0.1 ў

̆224.0.0.2 Ȃ 

֗ᴉў ̆а ѝ ̆ Ԉᴐѝ Ȃ ̆ ұ

Ȃ ╟ ̆ў Ԉ╟ ╗ὡ

Уэ Ȃ ѐ ̆

Ȃ 

╗ IP ̆ ў ȁ IGMP ᴐȂ ў

бӹԏ Ὧ ̆Ԉᾱ Ȃ‾ ӱ IGMP
ᶕ ̆ У ̆ ұ э Ȃ Уэ

Уэў ̆ Ȃ 

₥ IGMP э ̆ὲѐ IGMPv2 IGMPv1 Э̆ ╗

Ԉᴳў Ԉў╟ ȂIGMP ѝ Ԉ‍ чэ

‍̔ў ѝ ѝȂ 
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IGMP а Ӯ  

IGMP Version 1 

1 ѐ̆ ч ̔ 

¸
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2 

̌ ̆ 3 ҩԈЮч ̔ 

¸ Membership Query 

¸ Version 3 Membership Report 

ὲѐ Membership Query ‍ѝЬ ̔ 

¸ General Query̔ ұ Ю ᶕ ̕ 

¸ Group-Specific Query̔ ұ Ю ᶕ ̕ 

¸ Group-and-Source-Specific Query̔    ѝ IGMPv3 ѐ ╗ ̆

ұ Ю ‟ ѐ   Ȃ 

IGMP Version2 ѐ Membership Report а ̆IGMP Version3 ѐ  

Membership Report ѝ 224.0.0.22. з IGMP Version3 ѐ  

Membership Report ѐ Ԉꜛ э ᶕ Ȃ 

IGMP Version3 ҂ ⁞ 1 2 Membership Report Ԉ

2 Leave Group Ȃ 

IGMP Version3 IGMP Version2 ȂIGMP Version3נ Юὸ

IGMP Version1 IGMP Version2Ȃ 

PIM-DM  

PIM-DM̂Protocol Independent Multicast-Dense Modẽ У

̆ ұ ȁ ѐ ᾳȂ ѝ PIM-DM а

ᵑ ұ֗ᴉ ̆ Ԉ ᴐ Ὧ ̂Protocol 
Independent̃ ȂPIM-DM RFC 3973 ѐ ѬȂ 

PIM-DM Ѯ Hello ȂУ PIM-DM ╟̆

э ҩ PIM-DM Э Hello ȂHello Уэᶑ

̂Hello Hold Timẽ ̆ э Ѭҩ ЮУэ Hello
Ȃ э ᾃ ⁮ УэHello ̆ ֶ э ӱ

Ὧ ѐ‮ Ȃ 

PIM-DM ᴳ б⅔ ̂flood and prunẽ ȂPIM-DM Ḯ
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̆ ѐ ̆

Уэ Ȃӱ Э ⁮ RPF̂Reverse Path 
Forwardinğ ̃ ̆ RPF х Ȃ ұ

ҩ RPF ̆ ̂S, G̃ ̆

  Ȃ     аѝ ̆‡ ̂S, G̃

Уэ   ̆ з   ̕    

ѝ ̆‡ RPF Уэ⅔ ̆ Э а ᾋ

̂S, G̃ ȂЭ ⁮⅔ Ԉ ̆ ⅔

ѝ⅔ ̂Pruned̃̆ Уэ⅔ Ȃ ҩУ Ԉ

ѝ Ȃ 

PIM-DM ᴳ Assert ⁸ ᾕᴍ Ȃ 

 

1 PIM-DM Assert ⁸ 

1 ̆ ⁮ A B ̆ A B
C ̆ C ֶ ⁮ У֙ чэ ̆ аἵ Ȃ

ᴳ ⁸̆ A B ѐ Уэ C ̆

Уэ‡а C ̆ PIM-DM ѐ Assert ⁸Ȃ 

PIM-DM ᴳ ̂State Refresh Messagẽ ᶕ Ȃ

б Ю ̆Ԉ

ע ᾳȂ ⁮ ᶢ ѐ Ҿ

ᶕ ҂╗ὡ⁮ ѐ̆ Ю Ȃ⁮ ̆ э

ᶕ ӱЭ⁮Ю ⁮ҩ Ȃ 

PIM-DM ᴳ ̂Graft̃ ⁸ бЭ Ȃ ұ⅔

Ю ҩ ̆ע э̂ S, G̃

̆ Ԉ Э ȂЭ ⁮ Ԉ ̆

У ̂Graft-Ack̃ ̆ Ȃ 
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1) DR ⁮Уэ ў IGMP (*,G) Report ̕ 

2) DR а э G RP̆ DR ֶ RP У

э(*.G)Join ̆ ⁮ э(*,G)Join Э ̆ ֶ RP
(*,G)Join ̆ (*,G)Join ̆ ⁮ G RP ⁮ҩ(*,G)Join

̆ ╗ὡὭӎ ̕ 

3) ў ̆ ᾊ ᾃ̆

DR RP̆RP ᾋ ᾊ ̆  ὲѐ ̆ Ὥ

ӎ ⁮ э ̕ 

4) RP DR ̂S̆G̃Join ̆ Ԉ╗ὡ

̕ 

5) RP ⁮ DR SPT ̆ ꜛ ὲ

а╗ ⁮ RP̕ 

6) Уэ SPT ⁮ ̆RP DR ᾊ-ṃ ̆Ԉᴳ

DR ṃ ᾊ Ȃ DR ⁮ ᾊ-ṃ ̆аᾋ ᾊ

̆ ⁮ RP̆ᾋ RP ὲ Ὥӎ

э Ȃ 

7) э аᾋ ̆ IGMP leave  

8) DR G RP ⅔ Ԉ⅔ Ὥӎ ̆ э⅔

ֶ⁮ RP ⁮ RP Э э з э Э ὲӹ

(*,G) Ȃ ̆ аֶᾋ э Ȃ 

9) RP Э Ю ̆ ѫ RP ֶ (S,G)⅔
̆(S,G)⅔ ⁮ DR̆ұ DR ֶ⅔ ⁮

э(S,G)⅔ ̕ұ ̆ DR Ȃ 

PIM-SM ѐ ⁮ RP ⁸ȂPIM-SM ᾃ ҩУэ эᵣ

ѡ (Candidate-BSR)̆ У ‡ӱѐ   ѡ (BSR)ȂPIM-SM
ѐ ҩḀ RP (Candidate-RP)̆ ҾḀ RP ꜛ ҩ ԏ

Ԉ ╘ ᶕ BSR ȂBSR ꜛ У ‟

Ḁ RP Ԉ ” ѡ” Ȃ” ѡ” э ѐ Ȃ

ᶑ Ҿ“ ѡ” Ȃ DR ӱ ў ⁮ҩ Ὧ

̆ э ̆ DR ᴳ Уэ hash
Уэ Ԉѝ ╘ Ḁ RPȂ DR RP ”╗ὡ/

⅔ ” Ȃ DR ӱ ў ⁮ ꜛ̆ э

̆ DR ᴳ hash Уэ Ԉѝ ╘ Ḁ

RPȂ DR ᾊ ѐ ⁮ RPȂ 

PIM-SM б ұ“ /⅔ ” PIM-DM ⁞ ұ PIM-SM ұ ╗

ὡ ̆ RP ╗ὡ ̆ ╗ὡ э  

Э э ꜛȂPIM-SM Ὥӎ ꜛ Ȃ Уэ

Уэ ̂Rendezvous Point: RP̃̆ RP ̆

ᾋ RP ⁮ э Ȃ У ұנ CBT̆ת PIM-SM
аᴳ ȂPIM-SM ў ִ□ѮУ а ұ Ὥӎ ᶕ
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̆ ᵏӱὭӎ SPT ⁸Ȃ ӱὭӎ SPT ῏ ҩ

Ԉ RP Э   ת̆ ҩ ̆ Ԉ

ұ Ȃ 

PIM-SM ᴳ Ὥӎ SPT ‍ Ȃ ̆Ḯ ὲӹ а ⁮ Ҿ

̆ ╗ὡ Ȃ Уэў ╗ὡҩУэ ̆б ў

PIM╗ὡ ̆ RPȂ У╗ὡ ᵑ ּ ̆ ҩУ

эὭӎ Ȃұ ̆RP Уּ ̆ ҂ ӱ У

̂DR̃ ᾊ ̆ чэᶕ ̆ Ὥӎ Ȃ ᶕ

ᶕ Ȃ ᴳ Ὥӎ ̆ Ἴ ⁮RP̆
ᶑ ⁮Ȃ *.G У Ȃ* ̆G

⅔ ᶕ Ὥӎ ѐ҂ ᴳ ̆ аᾋ ⁮

Ȃ 

PIMv2 BSR У ‍ group-to-RP ⁮ Ȃ ҩѝ э

RP ȂBSRᴳ hop-by-hop BSR ‍ ᶕ Ȃ Ἴ̆

BSR ӱ ѐ ѡ  Ȃ ѡ ұүנ ѐ ѡ root-bridge
̆ᴳ УэִἼ ḣ̆ э BSR BSR ̆ ִἼ

̂IP ̃ BSR Ȃ ѐ BSR BSR ⁮

all-PIM-routers multicast group (224.0.0.13) ̆TTL ѝ 1Ȃ PIMv2
⁮ ̆ᾋ   ̆ ᾋ TTL ѝ 1Ȃ ̆BSR У У

⁮Ȃ ұ ѐꜛ BSR IP ̆ Ԉᵣ BSR
э ѝ ₥ BSRȂᵣ RP Ḁ RP Ὠ Ԉ Ҿ ᾃ

ӹԏ Ԉ ѝ RP
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╟  

₥ PIM-DM̆PIM-SM̆DVMRP Ȃ 

╖ ̆ ԈЮ ̔ 

ԇ  

Ruijie(config-if)# ip pim  
dense-mode 

ὡ PIM ̆

Ю PIM Ȃ

ԇ Ь Ю  

Ruijie(config-if)# ip pim  
sparse-mode 

ὡ PIM ̆

Ю PIM Ȃ

ԇ Ь Ю  

Ruijie(config-if)# ip dvmrp  
enable 

ὡ dvmrp ̆

Ю dvmrp Ȃ 
ԇ Ь Ю  

ԈЮ ᴿ ҩ GabitEthernet 0/3 Э PIM  

Ruijie(config)# ip multicast-routing 
Ruijie(config)# interface  gabitEthernet 0/3 
Ruijie(config-if)# ip address 192.168.194.2 255.255.255.0 
Ruijie(config-if)# ip pim dense-mode 

 
 

 

&  说明： 

Э ֶ IGMP ╖ Ȃ 

У Э У Ȃ 

 

╟ IGMP 

╟ ̆҂ ╟ IGMP Ȃ 

  

ꜛ ̔ 

¸  ̂ ̃ 

¸ IGMP 
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¸ IGMP ᶕ  

¸ PIM-DM 

¸ PIM-DM 

¸ PIM-SM 

¸ PIM-SM 

 

IPv6 ╖ ꜛ ̔ 

¸ TTL ḣ 

¸ ⁸ ╗ὡ⁮ IP ѐ ̂ ̃ 

¸ IP IP ̂ ̃ 

¸ IP ̂ ̃ 

¸ IP ̂ ̃ 

TTL ḣ 

Ю̆ᴳ  ip multicast ttl-threshold Эἵ

TTL ḣ̆ᴳ  no ip multicast ttl-threshold ḣȂ ḣѝ 
1Ȃ 

ԇ  

ip multicast ttl-threshold ttl-value  TTL ḣȂ 
ttl-value̔<0-255> 

⁸ ╗ὡ⁮ IP ѐ  

ὤ Ю̆ᴳ  ip multicast route-limit limit [threshold] ⁸ ╗

ὡ⁮ ѐ ̆ᴳ  no ԇ ḣȂ ḣѝ 1024Ȃ 

ԇ  

ip multicast  
route-limit 
limit 
[threshold] 

⁸ ╗ὡ⁮ ѐ Ȃ 
limit̔ ╗ὡ⁮ ѐ 1~2147483647Ȃ ḣ

ѝ 1024Ȃ 
threshold̔̂ ̃ ӊ Ȃ

ḣѝ 2147483647. 
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IP IP  

Ю̆ᴳ  ip multicast boundary access-list ѝ

IP IP ̆ᴳ  no ԇ ḣȂ ḣѝ Ȃ 

ԇ  

ip multicast  
boundary 
access-list { | in | 
out |} 

IP IP Ȃ IP ῆ acl
IP  

ԇ Ԉ IP Ὧ IGMP ȁPIM-SMȁPIM DENSE-MODE
̆ аֶӱ ὡ  Ȃ 

IP  

ἵ а ұ Ȃ ֶ RPF
̔ ̂ ⁮

ЮУ Ȃ̃ У ̆ Ȃת ̆

Ҿ ᾳЮ̆ а Ȃ 

ᴿ ᴳ Ȃ У Э а ̆ ᾱ

╕ чэ Ѯ GRE Ȃ Ю ѐ̆ э

̂router2/router3̃Ө ̕ э ̂router1/router4̃
Ȃ router1 router4 ⁮ ȂRouter4 Ө

ӱ ̆ ֶ Ȃ ̆ӱ ҂ֶ

Ȃ ԏ ̆ Ȃ 

 

6   

̆RPF ̆ а
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ip mroute source-address mask {interface-type 
interface-number} [distance] 

Ȃ 
Distance̔<1-255> 
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IGMP 

IGMP ֗╘‟  

IGMP ֗╘ꜛ ԈЮ ת̆ УҾ ṁ̆ὲ ֗╘ Ԉ

έᴇ ᾱ Ȃ ̔ԈЮ ԇ Ь Ю Ȃ 

¸ IGMP ֗╘‟ ̂ ̃ 

¸ IGMP  

¸ IGMP  

¸ ̂ ̃ 

¸ ̂ ̃ 

¸ ̂ ̃ 

¸ ̂ ̃ 

¸ ὲ ̂ ̃ 

¸ ⁸ ̂ ̃ 

¸  ̂ ̃ 

¸ ў join-group( ) 

¸ static-group( ) 

¸ IGMP ⁸ ̂ ̃ 

¸ IGMP PROXY-SERVICÊ ̃  

¸ IGMP MROUTE - PROXŶ ̃ 

¸ ╟ IGMP SSM-MAP̂ ̃ 

¸ IGMP SSM-MAP STATIĈ ̃ 

IGMP  

IGMP   2 

 10  

 125  

⁸ ἵ  

ὲ  255  
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Ṍ  2 

 1s 

 2 

IGMP  Ὧ  

 

IGMP  

IGMP ̆ ԈЮ ԇ̔ 

ԇ ╖  

Ruijie(cc(|68 Tw 10.5 0 0 10D4f) #)5.994 02 0.0018 Tw 70.5 j
ET
19.5 17..48(Š�
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ԇ ╖  

Ruijie(config-if) # ip igmp 
last-member-query-count count 

 
ѝ ѝ 2-7̆ ḣѝ 2 

Ruijie(config-if) # no ip igmp 
last-member-query-count  ѝ ḣ 

 

 

Уэ ̆

̆Ԉ ₥ Ὧ Ȃ all-hosts
̔224.0.0.1̆ TTL ѝ 1Ȃ ḣѝ 125 Ȃ 

ԈЮ ԇ̔ 

ԇ ╖  

Ruijie(config-if) # ip igmp 
query-interval seconds 

̆ ḣѝ
125s 

ѝ̔1~18000 
Ruijie(config-if) # no ip igmp 
query-interval ѝ ḣ 

 

 

Ὧ ѐ Ȃ῏ ̆

Ԉᴳ ̆ע ѐ

╗Ȃ Ԉ чэ ѐ ̆ ḣȂ ̆

ѝ 10 Ȃ ̆ Уэ ̆

Ȃ 

Ю̆ ԈЮ ԇ ̔ 

ԇ ╖  

Ruijie(config-if)# ip igmp  
query-max-response-time seconds 

̆ ḣѝ 10s
<1-25>̆ ᴁ̔s 

Ruijie(config-if)# no ip igmp 
query-max-response-time ѝ ḣ 

 

ὲ  

̆ ѝ Э а ὲ ҩȂ ὲ

̆ Ԉ Ѯ ѡ Ȃ
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Ю Ԉ ὲḣԈ Ȃ 

ᴳ ԈЮ ԇ̔ 

ԇ ╖  

Ruijie(config-if)# ip igmp query-timeout 
seconds 

ὲ

̆ ѝ̔60͘300̆
ḣѝ 255s 

Ruijie(config-if)# no ip igmp  
query-timeout 

ὲ

ѝ ḣ 
 

⁸ 

ᾳЮ̆Уэ Э ў Ԉ╗ὡ֗ᴉ Ȃ ⁸ў ἵ

╗ὡ ̆ Ԉᴳ Ȃ Уэ ῆ IP ‟ ̆

ἵ ̆ ⁮ ЭȂ 

ᴳ ԈЮ ԇ̔ 

ԇ ╖  

Ruijie # config terminal ὡὤ   

Ruijie (config) # access-list access-list-num 
permit A.B.C.D A.B.C.D ѬУэ ⁸‟   
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Ruijie (config)# interface interface-id ὡ  

Ruijie(config-if)# ip igmp immediate-leave 
group-list access-list-name 

‟ ѝ

access-list-name  

Ruijie (config-if) # exit ὡ  

 

ў join-group 

ԇ Ӈ Ὧ έ ў ѝ ╗ὡ ̆ Ӈ

ў╟ Ԉ ҃⁮ ᶕ ̆ ╗Уэ ᴳ

Ȃᴳ ԇ no Ӈ ╗ὡ Ȃ 
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аֶ IGMP ̆а Ȃ 

ᴳ ԇ Ԉ э ̆ ὤ Ԉ ̆  

ҩ ὤ ⁸ ̆ Ȃ ᴳ ԈЮ ԇ̔ 

 ԇ ╖  
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╟ IGMP SSM-MAP 

э ԇ ̆╟ ҃⁮ ᶕ ⁸ ╗ Ὧ ᶕ Ȃ

ԇУ б ԇ ip igmp ssm-map static ᴳ Ȃ 

ὤ ᴳ ԈЮ ԇ̔ 

 ԇ ╖  

Ruijie(config #̃ ip igmp ssm-map enable ╟ ssm-map ╖  

 

IGMP SSM-MAP STATIC 

ԇб ip igmp ssm-map enable ᴳ ̆ ԇ ̆ ⁮ v3Ԉ

Ю Э ѐȂ 

ὤ ԈЮ ԇ̔ 

 ԇ ╖  

Ruijie(config̃# ip igmp ssm-map static 
11 192.168.2.2 

acl 11 Э

192.168.2.2 
 
 

IGMP ᶕ  

IGMP ѐ ╟ ᶕ  

IGMP ѐ ╟ ᶕ ̆ ԈЮ

ԇ̔ 

ԇ ╖  

Ruijie# clear ip igmp group  
IGMP ѐ

╟ ᶕ ̆а Ԇ

igmp group ᶕ  
 

IGMP ѐ Э ᶕ  

IGMP ѐ Э ᶕ ̆ ԈЮ ԇ̔ 



    clear ip igmp interface  
interface-type IGMP ѐ ᶕ       show ip igmp groups ѐ ᾳ  show ip igmp groups detail ѐ ᶕ   show ip igmp groups A.B.C.D ѐ ᾳ 
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ԇ Ḁ̆   “Failed to enable PIM-DM on < >, resource 
temporarily unavailable, please try again”̆ ᾋ ԇȂ 

ԇ Ḁ̆   “PIM-DM Configure failed! VIF limit exceeded in 
NSM!!! ”̆ ₥ ⁮ Э Ȃ

Ӱ Ю PIM-DM ̆ ‮ УҾа PIM-DM
PIM-SM DVMRP Ȃ 

а У Э а а v4 Ȃ 

 

Hello  

╟ҩPIM-DMԈ ֶ̆ Hello Ȃ

Hello Ԉ ᾳ╗Ԉᶢ Ȃ 

Hello ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ip pim query-interval  
interval-seconds 

Hello ѝ i
nterval-seconds̆ ᴁѝ ̆ ѝ
<1-65535> 

no ip pim query-interval Hello ѝ

ḣ 

ᾳЮ̆ Э Hello 30 Ȃ  

& 说明： 

Hello ̆Hello ᶑ ̂
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ip pim neighbor-filter access-list  ₥ Э ╟ PIM ╖

Ȃ 

no ip pim neighbor-filter access-list ₥ ЭὯ PIM ╖

Ȃ 

ᾳЮ̆ Э PIM ╖ Ὧ Ȃ 

& 说明： 

ip pim neighbor-filter ԇ ̔ 

ACL ֒ ᴐѝ ₥ PIM ̆ ACL
ᴐѝ ₥ PIM Ȃ 

 

PIM ╖  

╟ҩ PIM-DM Ԉ ̆ RPF б ̆҂

̆ PIM б Уэ ̆ ֶ Ю

̆Ԉ э ᶕ Ȃ Ԉ ὤ Ю

PIM-DM Ȃ 

PIM-DM ╖ ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  
ip pim state-refresh 
disable PIM-DM  

no ip pim state-refresh 
disable ἵ PIM-DM  

ᾳЮ̆ ╖ Ȃ 

 

~ 注意： 

Ὧ ⁹ ╖ ֶ PIM-DM ̆ а

̆ ԈУ ᾳЮ а Ὧ ⁹ ╖

Ȃ 

 

PIM  

╟ҩ PIM-DM Ԉ ̆ б ̆ ֶ

Ю ̆Ԉ э ᶕ Ȃ Ԉ

ᾰͅ PIM ╗Ԉᶢ Ȃ 
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Э PIM ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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Over-ride interval 2500 milli-seconds 
Propagation-delay 500 milli-seconds 

Neighbors: 
10.10.10.1 

VLAN 4 (vif-id: 2): 
Address 50.50.50.50 

Hello period 30 seconds, Next Hello in 2 seconds 
Over-ride interval 2500 milli-seconds 

Propagation-delay 500 milli-seconds 
Neighbors: 

50.50.50.1 

Э ᴿ FastEthernet 0/45 IP 10.10.10.10̆Hello
30 ̆ЮУэ Hello ұ 15 ̆ 10.10.10.1Ȃ 

VLAN 4 ᶕ б FastEthernet 0/45  Ȃנ

2. show ip pim dense-mode neighbor ԇ̔ 

Ruijie# show ip pim dense-mode neighbor 
Neighbor-Address Interface              Uptime/Expires     Ver 

10.10.10.1       FastEthernet 0/45      00:19:29/00:01:21  v2 
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Assert State: Loser, AT:170 

Э ᴿ ‟ ҩ(1.1.1.111, 229.1.1.1) ᾰͅὲѐ MRT ע ѝ 205
ȂRPF ѝ 50.50.50.1̆ЮУ ѝ 50.50.50.1̆⁮ ЮУ   ѝ

VLAN4Ȃ Э ѝ VLAN4̆ ұ Pruned ̆ Ю

  ȂЮ FastEthernet 0/45̆ ұ NoInfo ̆ з Assert
ұ Loser̆FastEthernet 0/45 а   ѐȂ 

PIM-SM 

PIM-SM ₥ ᴐ 

╟У ̆ OSPF ̆ Ԉ ╟ Ȃ 

PIM-SM ֗╘‟  

PIM-SM ֗╘ꜛ ԈЮ ὲѐת̆ У ү ̆ὲӹ

έᴇ ᾳᾱ Ȃ  ⁪   ⱩPIMM45  ̂   PIMM45

я   я  я
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¸
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PIM-DM DVMRP Ȃ 

а У Э а а v4 Ȃ 

 

Hello  

╟ҩPIM-SMԈ ֶ̆ Hello Ȃ

Hello Ԉ ᾳ╗Ԉᶢ Ȃ 

Hello ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ip pim query-interval 
interval-seconds 

Hello ѝ

interval-seconds ̆ ѝ

<1-65535>̆ ᴁѝ  

no ip pim query-interval Hello ѝ

ḣ 

ᾳЮ̆ Э Hello 30 Ȃ  

 

& 说明： 

H e l l oH e l l o3 0H e l l o
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& 说明： 

ip pim neighbor-filter ԇ ̔ 

ACL ֒ ᴐѝ ₥ PIM ̆ ACL
ᴐѝ ₥ PIM Ȃ 

 

DR ִἼ ḣ 

ᴳ ԇ ִἼ ḣȂ ḣ ִ̆Ἴ Ȃ 

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ip pim dr-priority priority-value ִἼ ḣ̆priority-value 
ѝ<0-4294967294> 

no ip pim dr-priority 
priority-value ִἼ ḣѝ ḣ̆ ḣѝ 1Ȃ 

RP 

ᾳЮ̆ Ԉᴳ RP ᴳ PIM-SM̆

PIM-SM ᾃ RP У ̆ᶑ PIM-SM
Ѭ Ȃ 

ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  
ip pim rp-address rp-address�!�

8×
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ѝ 224/4Ȃ 

¸ ̆ RP ὡ⁮ ұ RP ѐ̆

э Уэ RP ̆ IP ῏

Ȃ ѝУэ Уэ RP̆ Уэἷ ̆҂ IP э

Ἴ ЭȂ 

¸ ‮ Уэ RP ѐ‮ э ̆ ӱ

ѐ Уэᴐѝ RP Ȃ 

 

Ḁ BSR  

Ḁ BSR Ԉӊ PIM-SM ᾃὤ У BSR̆ ὲ ᾃ RP
‍ ̆ᶑ ᾃ RP У Ȃ 

ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ip pim bsr-candidate interface
-type interface-number [hash-m
ask-length][priority-value] 

ѝḀ BSRȂ BSM
҃ Ҭὤ BSR Ȃ 
hash-mask-length 10̆ ѝ<0-3
2> 
priority-value 64̆ ѝ<0-255
>Ȃ 

no ip pim bsr-candidate 
interface-type interface-number ₥Ḁ BSR Ȃ 

RP-SET ѐ RP ִἼ  

Уэ Уэ RP ̆ э RP Ԉ ╘ э ̆

чэ RP RP ִἼ ̆ Ԉᴳ ԇȂ а

ԇ̆ ѫ чэ RP ̆RP ִἼ ֶ Ȃ 

ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  

ip pim ignore-rp-set-priority RP-SET ѐ RP ִἼ  
no ip pim 
ignore-rp-set-priority RP-SET ѐ RP ִἼ  

Ḁ RP 

Ḁ RP Ԉ BSR Ḁ RP ̆ ҾḀ RP
ᶕ ֶ ⁮ ᾃ PIM-SM ̆ᶑ RP УȂ 
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ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  

ip pim rp-candidate  
interface-type interface-number 
[ priority priority-value ] 
[ interval interval-seconds ] 
[ group-list access-list ]  

Эᴳ Ḁ RP̆ 
priority ̆priority-value 19
2̆priority-value ѝ<0-255> 
interval ̆interval-seconds 6
0s̆interval-seconds ѝ<1-16383> 
group-list ̆access-list ἵ

224/4Ȃ 
no ip pim rp-candidate  
interface-type interface-number Ḁ RP Ȃ 

 

& 说明： 

ѝ Ḁ RP̆ ѫ ԇ Ԉ Э acl Ȃ

ұ permit acĕаֶ deny ace
Ȃ 

 

 

~ 注意： 

ὲѐ ace ᴐѝ רּ  

 

RP ᾊ  

ӱ DR Э RP ᾊ ̆ RP ̆ Ԉ ԇȂ

ԇѮ ̆DR ᾊ Ѯ₥ RP ̆

⁮ RP ̆ а ⁮ RP ‡а

ᾊ Ȃ 

ὤ Юᴳ Ю ԇ̔ 
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RP ᾊ  

RP Э̆ ⁮ ᾊ ѐ ̆ Ԉ

ԇȂ а ԇ̆ ѫ RP Эἵ Уэ⁮ ᾊ Ȃ ҩ

ԇ̆ ѫ ᾊ ѐ ACL ἵ ̆ ‡

ᾊ Ȃ 

ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  
ip pim accept-register list 
access-list ᾊ  

no ip pim accept-register ᾊ  

ᾊ ⁸ 

DR ᾊ ̆ ᾳЮа ⁸ Ȃ э̂ S̆G̃

ᾊ ̆ а э ᾊ

Ȃ 

ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  
ip pim register-rate-limit 
rate 

Ѭ ᾊ ꜛ  
̆rate ḣѝ <1-65535> 

no ip pim 
register-rate-limit ̆а Ȃ 

ᾊ ѝ cisco  

ᾊ ѐ ѝ cisco ̆ ԇȂ 

а ԇ̆ ѫ ᾊ ѐ ѝ Ȃ 

ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  

ip pim 
cisco-register-checksum 
[group-list access-list] 

ᾊ ѐ ѝ

cisco Ȃ 
group-list access-list ̆

̆ Ȃ 

no ip pim 
cisco-register-checksum 
[group-list access-list] 

ᾊ ѐ

ѝ cisco Ȃ 
group-list access-list ̆

̆ Ȃ 
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ᾊ  

DR   ᾊ ̆ Ԉᴳ ԇȂа ԇ

ᴳ ԇ no ̆ ᾊ ֶᴳ б DR
Ȃ ᴳ ԇ ̆ Ȃ ᴳ

ԇ ̆У ҂ת̆ Ԉ ὲ ̆ э

Ὠ Ȃ 

ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  
ip pim register-source 
{ local_address |Interface-type 
interface-number} 

ᾊ ѐᴳ  

no ip pim register-source RPF ᴐѝ ᾊ ѐ

 

ᾊ ⁸  

ᴳ ԇ ᾊ ⁸ ̆ DRЭ ḣ ᶢ Ѭ DRЭ ᾊ

⁸ Ȃ ip pim rp-register-kat ԇ ̆ RP Э Ѭ ḣ

ᶢ RPkeepalive Ȃ 

ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  

ip pim register-suppression seconds 
ᾊ ⁸ ̆

seconds ḣ ѝ [11 ̆

21843]̆ ᴁ  
no ip pim register-suppression ⁸ ѝ 60  

RP KAT ḣ 

RP Э ᾊ … (S,G) ̆ Ԉᴳ ԇȂ 

ὤ Юᴳ Ю ԇ̔ 

ԇ ᴐ  

ip pim rp-register-kat seconds KAT ḣ̆seconds
ḣ ѝ[1̆65535]̆ ᴁѝ  

no ip pim rp-register-kat ᴳ KAT
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ḣ ұ DR Э ᾊ ⁸  * 3 + ᾊ ̆ ‡

RP DR ᾋ ᾊ Ѯ₥ (S,G) ̆ӱ

Ȃ 

 

Join/Prune  

Join/Prune 60s̆ ᶢ э ̆ Ԉ

ԇȂа ԇ̆‡ Join/Prune Ю
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ip pim mib dense-mode ᴳ dense-mode mibȂ 

no ip pim mib dense-mode ᴳ sparse-mode mib 

 

Ԉ ӱ ̆ а RP ̆

ὤ Юᴳ Ю ԇȂ 

ԇ ᴐ  
ip pim ssm {default | range 
access-list}  

no ip pim ssm  

PIM-SM 

PIM-SM ᵏ show ԇ PIM-SMȂᴳ show ԇ Ԉ PIM-SM
ȁ ᶕ Ȃ  

PIM-SM ᶕ  

ᵏԈЮ ԇ Э PIM-SM ᶕ ̔ 

ԇ ᴐ  

show debugging  Ὧ ᾳ 

show ip pim sparse-mode bsr-router ᴳ ԇ BSR ᶕ Ȃ

show ip pim sparse-mode interface 
[ interface-type interface-number 
[detail] ] 

PIM-SM ᶕ Ȃ 

show ip pim sparse-mode  
local-members[interface-type  
interface-number] 

PIM-SM IGMPᶕ

 

show ip pim sparse-mode mroute 
{group_address | source_address | } PIM-SM ᶕ  

show ip pim sparse-mode neighbor 
[ detail ] PIM-SM ᶕ Ȃ 

show ip pim sparse-mode nexthop NSM PIM-SM ЮУ ᶕ

Ȃ 
show ip pim sparse-mode rp-hash 
group-address 

ᴳ ԇ   э  
group-address RP ᶕ Ȃ

show ip pim sparse-mode rp 
mapping 

ᴳ ԇ ₥ RP Ԉ

ԏ ╘ ᶕ Ȃ 
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‮ PIM-SM ᾃ ᶕ  

ᵏԈЮ ԇ ‮ Э PIM-SM ᾃ ᶕ ̔ 

ԇ ᴐ  

clear ip mroute  ‮  

clear ip mroute statistics ‮ ᶕ  

clear ip pim sparse-mode bsr rp-set ‮ RP-SET 

ԈЭ ԇ ̆ ȇ PIM-SM ԇȈȂ 

ѡᴿ 

PIM-DM ᴿ 

 

7 Ȃ ̋б Уэ ̆ 2 б A
Уэ ̆ 3 б B Уэ ȂḮ бў

̆ з IP Ȃ 

 

9
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̋̔ ╟  

ԈЮ R1 Э ╟ IP ̆ R2ȁR3ȁR4 Э ̆נ Ȃ 

Ruijie# configure terminal 
Ruijie(config)# ip multicast-routing 

2̔ Э ╟ PIM-SM 

ԈЮ R1 eth0 Э ╟ PIM-SM̆ R1ȁR2ȁR3ȁR4 Э

̆נ Ȃ 

Ruijie(config)# interface eth 0  
Ruijie(config-if)# ip pim sparse-mode 
Ruijie(config-if)# end 

3̔ Ḁ BSR Ḁ RP 

R2 loopback1 ѝ C-BSR C-RP 

Ruijie(config)# interface loopback 1 
Ruijie(config-if)# ip address 100.1.1.1 255.255.255.0 
Ruijie(config-if)# ip pim sparse-mode 
Ruijie(config-if)# exit 
Ruijie(config)# ip pim bsr-candidate loopback 1 
Ruijie(config)# ip pim rp-candidate loopback 1 
Ruijie(config-if)# end 

╗ὡ ̆ Ѯ ̆ Ԉᴳ
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ұ ⁸  

⁸ 

 

LAN ѐ ȁ ꜛ ̆ ֶ ּ

ΰ ╗Ȃ ᾳ ԏ Ѯѝ LAN Ȃ

ӊ Ȃ 

ԏ Ԉ‍⁞ ȁ ⁸Ȃ ⁮

ȁ ꜛ ḣ ̆ ἵ

ḣ ̆   ḣ ‍ х ̆ ⁮ ̆ӱ

ὁ ὡ LAN ѐ Ȃ 

⁸ 

Ю̆ ᴳ Ю ԇ ⁸̔   

ԇ ᴐ  

Ruijie(config-if)# storm-control 
{broadcast | multicast | unicast} 
[{ level percent | pps packets |  
rate-bps] 

broadcast ⁸╖

 
multicast 
⁸╖  

unicast 
⁸╖  
level percent̔ Ԉ ‍

 20 ⁸ѝ 20%
Ȃ 

pps packet̔Ԉ ѝ ᴁ

packets per second̆ ἵ

Ȃ 
Rate-bps̔Ԉ bit ѝ ᴁ ̆

Kbits per second, ἵ ︢

Ȃ 

Ԉ Ю ԇ no storm-control broadcast ,no 
storm-control multicast , no storm-control unicast Ὧ

⁸╖ Ȃ 



ұ ⁸  

http://www.ruijie.com.cn 

Ю ᴿ GigabitEthernet 0/1 Э ⁸╖ ̆ з ἵ  
ѝ 4MȂ 

Ruijie# configure terminal 
Ruijie(config)# interface GigabitEthernet 0/1 
Ruijie(config-if)# storm-control multicast 4096 
Ruijie(config-if)# end 

 

~ 注意： 

ᾳЮ S̆37 ⁸╖ Ὧ ̆

⁸╖ ̆ ⁸ ḣѝ ‍ѮУȂ 

ұ level ⁸̆ ῆḣ ⁸

ḣ̆а ᴐ ḣ Ȃ 

Өᴳ ⁸╖ ̆ storm-control broadcast̆ ⁸

̆ ḣѝ ‍ѮУȂ 

 

⁸ᴳ  

⁸ᴳ ̔  

ԇ ᴐ  

Ruijie# show storm-control 
[interface-id]  ⁸ᶕ Ȃ 

Ю ᴿ ѝ Gi0/3 ⁸╖ ᴳ ̔ 

Ruijie# show storm-control gigabitEthernet 0/3 
Interface  Broadcast Control  Multicast Control  Unicast 
Control action 

GigabitEthernet 0/3 Disabled  Disabled   Disabled    none 

҂ ԈУ ⁸╖ ᴳ ̔ 
Ruijie# show storm-control  
Interface  Broadcast Control  Multicast Control  Unicast 
Control Action 

--------- ------------------ ------------------ ------- 
------- ------ 

GigabitEthernet 0/1   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/2   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/3   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/4   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/5   Disabled   Disabled   Disabled   none 
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GigabitEthernet 0/6   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/7   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/8   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/9   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/10  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/11  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/12  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/13  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/14  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/15  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/16  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/17  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/18  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/19  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/20  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/21  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/22  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/23  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/24  Disabled   Disabled   Disabled   none 

Protected Port 

 

Ҿ Ю̆ У Э Ҿ Ѯ а ҵ Ȃ

Ю̆ Ҿ Ѯ ̆а ̆ ̆Ԉ ̆ а

ᶑ Ѯ Ȃ Ԉ Ҿ ѝᶑ (Protected Port)
⁮ Ȃ 

Ҿ ѝᶑ Ѯ ̆ᶑ Ѯ ҵ ̆ᶑ б ᶑ

Ѯ Ԉ Ȃ 

ᶑ ч ̆У ᶑ Ѯ ү ἵת̆ ᶑ Ѯ

3 ̆ ү ᶑ Ѯ ү 3 ̕ ч

ᾳЮ̆ У ᴐѝ Ȃ 

чэᶑ ѝУэ SPAN ̆SPAN
SPAN ⁮ SPAN Ȃ а SPAN ѝ

ᶑ ( Ԉ )Ȃ 

Aggregated Port ѝᶑ ̆ Уэ Aggregated Port ѝ

ᶑ ̆Aggregated Port ѝᶑ Ȃ 
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ѐ IP+MAC ̆ Ө IP ̆ ҃⁮

MAC
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ὤ  

ὤ ЮУҾ ⁸̔ 

¸ Уэ ὤ а Уэ Aggregate Port 

¸ Уэ ὤ а SPAN  

¸ Уэ ὤ Уэ Access Port 

802.1x ╖ ὤ╖ ҵ ᴳ Ȃ802.1x ╖ ὤ╖

Ԉᶑ ᴳ ̆ᴳ ὲУ Ԉ ⁮ ⁸ ὡ Ȃ 

IP+MAC Ө IP ὤ б ACLs Ὥӎ ֒ ̆

Уэ ὤ Э ҩ ACLs̆‡ Э IP+MAC Ө

IP ὤ э ֶ῏ Ȃ 

Уэ ὤ Э ὤ ᶑ У ̆ Уэ Э ὤ ѫ

ὤ ҩ IP ὤ ̆ ѫ а IP ὤ Ȃ Уэ

ὤ ꜛ ч ὤ ̆‡а IP ὤ (
IP ὤ ִἼ )Ȃ 

ὤ ᴿ  

Ю̆ ᴳ Ю ԇ ὤ ᴿ ̔  

ԇ ᴐ  

Ruijie(config-if)# switchport  
port-security ὤ╖  

Ruijie(config-if)# switchport  
port-security maximum value 

Э ὤ э ̆

1̇1000̆ ḣѝ 128Ȃ 

Ruijie(config-if)# switchport 
 port-security violation{protect 
| restrict | shutdown} 

ᴿ ̔ 
protect̔ᶑ ̆ ὤ э

̆ ὤ х (а
ὤ ѐ ֗ᴉУэ) ꜛ 

restrict̔ ᴿӊ ̆ Уэ

Trap  
shutdown̔ ᴿӊ ̆ Ὧ

Уэ Trap Ȃ ѝ ᴿ

Ὧ ̆ Ԉ ὤ Юᴳ

ԇ errdisable recovery ӱ

ѐ Ȃ 

Ю̆ Ԉᴳ ԇ no switchport port-security Ὧ Уэ

ὤ╖ Ȃᴳ ԇ no switchport port-security maximum ѝ

э Ȃᴳ ԇ no switchport port-security violation ᴿ ѝ
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Ȃ 

Ю ᴿ ҩ ᴉᴳ gigabitethernet 0/3Э ὤ╖ ̆

э ѝ 8̆ ᴿ ѝ protect  

Ruijie# configure terminal 
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Ю ᴿ ҩ ᴉѝ gigabitethernet 0/3 Уэ ὤ ̔

00d0.f800.073c̆ ѝὲ Уэ IP ̔192.168.12.202Ȃ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 0/3 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security mac-address 
00d0.f800.073c  ip-address 192.168.12.202 
Ruijie(config-if)# end 

ὤ ע  

ԈѝУэ Э ὤ ע Ȃ э╖ ̆

ὤ э ̆ ̆ Ԉ ╟ ╗ ‮ Э ὤ

Ȃ 

Ю̆ ᴳ Ю ԇ ὤ ע ̔ 

 

 

ԇ ᴐ  

Ruijie(config-if)#switchport 
port-security aging{static | time 
time } 

static̔╗Э эὯ ̆ ע

ұ ὤ ╟

҃ ̆ ‡ ұ ╟ ҃

Ȃ 
Time ̔ э Э ὤ ע

̆ 0̇1440̆ ᴁ ‍ Ȃ

ѝ 0
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Ruijie(config-if)# switchport port-security aging static 
Ruijie(config-if)# end 

ὤᶕ  

Ю̆ Ԉ Ю ԇ ὤ ᶕ ̔  

ԇ ᴐ  

Ruijie#show port-security 
interface [interface-id]  ὤ ᶕ Ȃ 

Ruijie#show port-security 
address ὤ ᶕ Ȃ 

Ruijie# show port-security 
address [interface-id]  э Э ὤ ᶕ  

Ruijie# show port-security  
ὤ ᶕ ̆ꜛ

ὤ ̆ ₥ ὤ Ԉ ᴿ

Ȃ 

Ю ᴿ ҩ Gigabitethernet 0/3 Э ὤ ̔ 

Ruijie# show port-security interface gigabitethernet 0/3 
Interface : Gi0/3 

Port Security: Enabled  
Port status : down 

Violation mode:Shutdown 
Maximum MAC Addresses:8 

Total MAC Addresses:0 
Configured MAC Addresses:0 

Aging time : 8 mins 
SecureStatic address aging : Enabled 

Ю ᴿ ҩ ѐ ὤ  

Ruijie# show port-security address 
Vlan Mac Address IP Address Type Port Remaining Age(mins) 

----------------------------------------- ------------------ 
1  00d0.f800.073c   192.168.12.202    Configured   Gi0/3     8 

1  00d0.f800.3cc9   192.168.12.5      Configured   Gi0/1     7 

҂ Ԉ Уэ Э ὤ ̆Ю ᴿ ҩ gigabitstethernet 
0/3 Э ὤ   

Ruijie# show port-security address interface gigabitethernet 
0/3 
Vlan Mac Address IP Address Type Port Remaining Age(mins) 

---- --------------- ---------- ------ ------------------ 
1    00d0.f800.073c  192.168.12.202 Configured Gi0/3     8 
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Ю ᴿ ὤ ᶕ  

Ruijie# show port-security 
Secure Port MaxSecureAddr(count) CurrentAddr(count) Security 
Action 

----------  ------------------  -----------------  ------- 
Gi0/1        128                     1                  Restrict 

Gi0/2        128                     0                  Restrict 
Gi0/3        8                        1                  Protect 

 

ARP-CHECK 

 

ARP ̂ARP-CHECK̃ ұὤ Э MAC+IP ὤ╖ ̆

ᴿ DHCP Snoopinğ ὤ ὤ Ȃ х

ARP ARP̆ ᶕ ᾐἹ Ὧ IP̂ ╘

̃̆ ҔȂ 

ARP-CHECK Ь ̔ ̆Ὧ ╟ ̆ ѝ ╟ Ȃ 

Ю̆ Э ὤ ARP Ȃ Э

̆‡ э arp х Ȃ 

Ὧ Ю̆а Э ARP Ȃ 

╟ Ю̆ Э ᾳЮ̆а ARP ̕

ᾳЮ̆ ARP Ȃ 

ARP ⁸̔ 

1. ὤ ARP ֶᴳ IP ὤ

῏ У Ȃ 

2. ὤ ARP ὤ а Ȃ

ᴳԈ₥ ὤ ̆ Ԉ Ὧ ̆ᾋ ὤ Ȃ

ARP ᴳ ҩ ̆ ὲ Ὥӎ ֒ Ȃ

֒ а ̆   ‍ ὤ ARP а Ȃ 

3. MAC+IP ὤ ̆ ARP  Check  Cpŭ CPU
,ֶ ᴂ CPU Ȃ 

ARP-CHECK 

ӱ Ю ARP-CHECK 
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ԇ ᴐ  

Ruijie# configure t ὡ  

Ruijie(config)#interface interface-id ὡ  

Ruijie(config-if)# arp-check arp  

Ruijie(config-if)# no arp-check Ὧ arp  

Ruijie(config-if)# arp-check auto  

ᴿ Э ╗ mac 00d0.f822.33ab̆IP ѝ 192.168.2.5
̆ Э ARP ֶ ╟ Ȃ 

Ruijie#configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface fastEthernet 0/5 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security mac-address  
00d0.f822.33ab ip-address 192.168.2.5  

ARP ╟ ҩ̆ ᴔ Ὧ ARP Ȃ 

Ruijie(config-if)# no arp-check 

 

& 说明： 

ұ S3750 ‟ӊ ̆ARP-CHECK ╖ ARP ᾃ Sender Mac
Sender Ip Ȃ 
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802.1X  
 

ұAAA ╘ Ὧᾃ Ȃ802.1x ұ ⁸

̆ ὲ ᵏ б ╖ Ȃ 

ꜛ Юᾃ ̔ 

¸  

¸ 802.1x 

¸ 802.1x ₥ ḣ 

¸ 802.1x ὲ Ү  

 

& 说明： 

Ὧ CLI ԇ ᴳ ᶕ ̆ ȇ 802.1X ԇȈ 

 

 

IEEE 802 LAN ѐ̆ ⁮ Э̆а

ᴳ Ȃ ̆Уэ ̆ӹ Ԉ ֗ᴉ ⁮

ὡ Ȃ ̆ ⁞   ̆

ὤ ⁮ҩ Ү ЭȂ ᴉ Ԉ ȁ ֓

Э̆ ᵏ ̆ ѝн Ὧ ȂIEEE 
802.1x Ю   Ȃ 

IEEE802.1x̂Port-Based Network Access Control̃ Уэ ұ

⁸ ῆ̆ѝ LAN ᵏ ὤ ὡȂ IEEE ῆ ֶ Ԉ

ὤ ж ⁸ ῆ̆ ‾ IEEE 802 LAN ִ□ Э̆ ᵏ

У ⁮ Ȃ 

IEEE 802.1x ῆ ѬҩУ ұľ ĺĺ ╘ Ŀ̂Client-Server̃
ҩ ⁸ Ȃ Ἴ ╘

Ȃ 

Ѯ₥̆ EAPOL ̂Extensible Authentication Protocol 
over LAÑ Ԉ Э Ȃ ╖Ѯ ̆ ᵳ Э

Ȃ 

802.1x ᵏҩ Authentication̆Authorization̆and Accounting
Ь ὤ╖ ̆ AAAȂ 
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¸ Authentication̔ ̆ ұ″ Ԉ ̆ ⁸  

¸ Authorization̔ ̆ Ԉᴳ Ҿ ╘̆ ⁸  

¸ Accounting̔ ̆ ᴳ ᾰͅѝ ᵏᵑ  

ԏ ӱԈЮΰэ 802.1x 

¸  

¸ ѐ Ӈҵ 

¸  

¸ ὴ  

 

IEEE802.1x ῆ ᴇ ȁ ȁ ╘ Ьэ ̆

ѐ̆Ь ‍⁞ ѝ̔ ᴐ ̂Client̃ȁ (network access server̆
NAS)ȁRadius-ServerȂ 

 

 1 

¸   

̆У эӝPCȂ ╘ ̆

Ȃ IEEE 802.1x ῆ

֒̆ ₥ ὴ WindowsXP ᴐ IEEE802.1x 
̆ ̆ ҂   ῆ
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╟   ̆ б У ̆ ҩ ў╟   У ̃Ȃ 

 

802.1x ѐ ᾱ Э ἵ ̆ ұ

ԏ 802.1X ̆ ұ ̆ Ԉ̆ ԏ Уэ Ю

ᾱ ἵ ȂУэ Ю

ᴳ ̆ Уэ Ю ұ ̂Authorized̃
Ȃ У э • ̆ ұ

̂unauthorized̃̆ а ̆ ̆ ֶ ѝ

̂authorized̃̆ ᵳ Ԉᴳ Ȃ 

ᴐ а 802.1x̆ Ю̆

̆ ұ ᴐ а ṁ  Ȃ Ӱ

ұ ̂unauthorized̃̆а Ȃ 

̆ ᴐ 802.1x̆ а 802.1xȂ  

EAPOL-START ӝ ̆ У EAPOL-START Ӱ

⁮ Ю̆ ѝ ̆ ᴳ Ȃ 

802.1x 
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 3 

̔ 

¸ ̔ 

1. 802.1x̆ 802.1x ֒̂windowXp ̆

Star-supplicant ὲӹ IEEE802.1x ῆ ֒̃Ȃ 

2. ὡ IEEE 802.1x 

3. У ̂ ̃ ῆ RADIUS ╘ ᴐѝ ╘  

¸ ̔ 

1. б Radius Server Э ̆ ̆Ԉᵳ

б ╘ ̆Ԉ ᴳ Э  

2. б ѝ ̆Ԉ ὡ ⁸̆

Ȃ 

¸ ̔ 

1. 802.1x ̆ Ȃ Ѯ

ҵ ̆ ᴐаֶ ⁮ὲ Ȃ 

2. ѐұ Radius Server Э̆ а

Э̆ᵳұ  

3. Ԉ ὡ  

Bȁ 802.1x ᴐѝ  
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 4 

̔ 

¸ ̔ 

1. 802.1x̆ 802.1x ֒̂windowXp ̆

Star-supplicant ὲӹ IEEE802.1x ῆ ֒̃Ȃ 

2. ὡ ּ IEEE 802.1x (EAPOL) 

3. 802.1x̂ ̃ 

4. У ̂ ̃ ῆ RADIUS ╘ ᴐѝ ╘  

¸ ̔ 

1. б Radius Server Э ̆ ̆Ԉᵳ

б ╘ ̆Ԉ ᴳ Э  

2. б ὡ ѝ ̆Ԉ ὡ ⁸̆

Ȃ 

¸ ̔ 

1. ұ ̆ ̆Ю ̆ ̆

̆ а Ȃ 

2. ѐұ Radius Server Э̆

Э̆ᵳұ  

3. ὡ Ԉᴳ ֓ ̂ EAPOL ּ̃ 

4. а ὡ  
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802.1X 

ԏ ԈЮ ᴉ 802.1x 

¸ 802.1x  

¸ 802.1x Ү  

¸ б RADIUS SERVER Ѯ  

¸ 802.1X Ὧ 

¸ /Ὧ Уэ  

¸  

¸ /Ὧ  supplicant ╖ Ὧ 

¸ QUIET  

¸ ּ  

¸  

¸  

¸ Server-timeout 

¸ ў╟ 802.1x  

¸ 802.1x  

¸ IP  

¸ ᶕ  

¸ Ю ў ‟  

¸  

¸  

¸ ֙ ╘  

¸  

¸ б IP  

¸ ұ  

¸ VLAN ╟ ⁸ Ὧ 

¸ Ԇ ╘  

¸  

¸ EAPOL TAG Ὧ 
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802.1x  

Ю ‟  802.1x УҾ ḣ 

ᾃ  ḣ 

Authentication Ὧ  DISABLE 

Accounting Ὧ  DISABLE 

╘
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¸ б Radius Server  

802.1X Ὧ 

802.1x ̆ ֶў╟ Э ў ̆

ў аἵ Ȃ 

Ю̆ Ю 1x ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 
radius-server host ip-address [auth-port port ] 
[acct-port port] RADIUS ╘  

Radius-server key string RADIUS Key 

aaa authentication dot1x auth group radius dot1x ‟

dot1x authentication auth dot1x ‟

end  ⁮  

write ᶑ  

show running-config  

 

~ 注意： 

ұ AAA ╘ Ὧ ᾳЮ̆҂ ԇaaa domain enable ̆

dot1x authentication ԇ ‟ аֶ ᴳ ̆ ᴳ
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! 
username ruijie password 0 starnet 

! 
radius-server host 192.168.217.64   

radius-server key 7 072d172e071c2211 
! 

! 
! 

dot1x authentication authen 
! 

interface VLAN 1 
 ip address 192.168.217.222 255.255.255.0 

 no shutdown 
! 

! 
line con 0 

line vty 0 4 
!          

end 

802.1x RADIUS ̆Ἴ Radius Server IP ̆ ᶑ

б Radius Server Ѯ Ȃ Radius Server ̆

╖ Ȃ ᴉ Radius Server б Ѯ ЭУ Ȃ 

/Ὧ Уэ  

802.1x Ю̆ Уэ ̆‡ ѝ ̆

Ю ̆ ̆ Ю Ԉ

Ȃ 

Ю̆ Ю Уэ Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

interface interface ὡ ,  

dot1x port-control auto 
ѝ ̂

╖ ̃Ȃᴳ ԇ no Ὧ

╖  

end  ⁮  

write ᶑ  

show dot1x port-control 802.1x  
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ᴳ ԇ no dot1x port-control ԇὯ ╖ ȂԈЮᴿ

Ԉ 1/1 ѝ Ḍ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface f 1/1 
Ruijie(config-if)# dot1x port-control auto 
Ruijie(config)# end 
 

ѝ Ḁ̆ ἵ EAP ̆ CPU ҂

ᾃȂ 

 

802.1x ў╟ ̆ Ԉ аֶ ὲ

ӹ ᾐ ̆ Ԉ ̆ᴳ ῆ Ȃ ҩ Ԉ

Ὧ̆ ԏ Ԉ Ѭ Ȃ 3600 Ȃ

Ю̆ έᴇ ̆ᴳѮ

У Ȃ 

Ю̆ Ю /Ὧ ̆ з Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x re-authentication ╖  

dot1x timeout re-authperiod seconds  

End  ⁮  

Write ᶑ  

show dot1x 
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Re-authen Enabled:    enable 
Re-authen Period:   5 . sec 

Quiet Timer Period:   10 sec 
Tx Timer Period:    5 3 sec 

Supplicant Timeout: 5 3 sec 
Server Timeout: 5   5 5 sec 

Re-authen Max:    5 5 3 times 
Maximum Request:    5 3 times 

Private supplicant only:   enable 
Client Online Probe:  disable 

Eapol Tag Enable:   5 disable 
Authorization Mode:   disable 

ᴳ no dot1x private-supplicant-only ԇὯ ╖ Ȃ 

QUIET  

̆ У ̆ ἵ ᾋ ȂQuiet Period 
ᵳ ἵ ᾋ Ȃ ḣ ᴐ ὁ  Ȃ

Quiet Period ѝ 10 ̆ 

ԏ Ԉ Quiet Period ᴳ Ԉ ᾋ Ȃ 

Ю̆ Ю Quiet Period ḣ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x timeout quiet-period seconds Quiet Period ḣ 

end  ⁮  

write ᶑ  

show dot1x dot1x  

ᴳ no dot1x timeout quiet-period ԇ Quiet Period ѝ ḣȂԈЮ

ᴿ QuietPeriod ḣ 500 ̔ 

Ruijie# configure terminal 
Ruijie (config)# dot1x timeout quiet-period 500 
Ruijie(config)# end 

ּ  

EAP-request/identity Ѯ ̆ У ᾃ ⁮ ̆

ּ э Ȃ ḣ ḣѝ 3 ̆ έᴇ Ȃ 
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Ю̆ Ю ּ  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x timeout tx-period seconds ּ  

end  ⁮  

write ᶑ  

show dot1x dot1x  

ᴳ no dot1x timeout tx-period ԇ ּ ѝ ḣȂԈЮᴿ

ּ ѝ 100 ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x timeout tx-period 100

100  �0*ü  ��/�  ��A’5B�y =�D

100 
100 
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̆ ֶ ᾋ б Ȃ

Ѯ ̆ ѝ э ̆ Ȃ

3 ̆ ԏ Ԉ эḣȂ 

Ю̆ Ю ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x reauth-max count  
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~ 注意： 

ѐ radiusᴐѝ 802.1X ̆ ҩὲ

ᴐѝ ̆ ҩ aaa authentication dot1x default group radius none
radius ╘ а ᾳЮ Ԉ none ὁ ̆‡

radius 802.1X Ὧ Ȃ 

802.1X 5 ̆ radius ұ ּ̆ 3*5̆҂ 15
Ȃ ᾳЮ 802.1X ֶἼ  ̆ӱ ⁮

Ȃ ᴳ ѐ ̆ᶑ ̔ 

radius  * ּ  <  802.1X server-timeoutȂ 

 

ў╟ 802.1x  

802.1x ұ ὤ ̆ ̆ Ἴ ̆

ᾳЮ̆   EAPOL-START ȂὯұ

ѐ Ӈҵ̆ ľ ѐ ӇҵĿȂ 

ת Ҿ ᾳЮ̆ Ȃ ᴁȁ

linkdown ѝ linkup̆ Ḁѝҩᶑ ᴳ ̆

ў╟ Ȃ ̆ ᴳ ҩУҾаֶў╟

802.1x ֒ ̂ ᴳ WindowsXP 802.1x 
֒̃̆ Ḁ ў╟ ̆   EAP-request/identity 

⁸ Ю Ȃ 

ԈЮ Ӯ ᴉ ў╟ 802.1x ̆Ԉ а Ю

ᴉ Ȃ 

/Ὧ ў╟ Ὧ 

╖ Ὧ ̆ ᴁ Ḁ У ̆

ѝҩᶑ ᴳ ̆ὲ ֗ᴉ Ḁ аֶў╟

Ȃ ╖ ̆ Ԉ ў╟ ȁ

ȁ ṃ ╖ Ȃ 

ὡ ̆ ԈЮ ў╟ ╖ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auto-req ў╟ ╖ Ȃ ╖

ᾳЮ Ὧ  

end  ⁮  

write ᶑ  

show dot1x dot1x  
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ᴳ ԇ no ԈὯ ╖ ̆ ╖ ᾳЮ̆

ᴐ ̆ ў╟ ̆ Ԉ ў╟

̆ эḣ Ȃ 

ὡ ̆ ԈЮ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auto-req packet-num num 

ў╟ num э 802.1x 
, num ѝ 0̆‡

Ȃ ḣ 0̂
э̃ 

end  ⁮  

write ᶑ  

show dot1x auto-req  

ᴳ ԇ no ѝ ḣ̆Ю  

ὡ ̆ ԈЮ ў╟ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auto-req req-interval interval  

end  ⁮  

write ᶑ  

show dot1x auto-req  

ᴳ ԇ no ѝ ḣ̆ ұ   ֶ

Ю ̆ Ԉ а ̆ ‡ֶ Ȃ 

ṃ ̆ Ҿ Ю( Уэ

Ю Уэ )̆ ԏ Ԉ ̆ṃ

̆ Ю ̆‡ Ȃ 

ὡ ̆ ԈЮ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auto-req user-detect ṃ

Ȃ ╖  
end  ⁮  

write ᶑ  
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1. Radius Server ᾊ ѝ Radius Client̆ ᴐ 

2. ╘ IP  

3. UDP  

4. 802.1x ₥ Ю̆ ╘ 

Ю̆ Ю ╘ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA ╖  

aaa group server radius gs ╘  

server 192.168.4.12 acct-port 11 ╘ ╗ ╘  

exit ὤ  

aaa accounting network acct start-stop 
group gs ‟  

dot1x accounting acct ѝ 802.1X ‟

 

end  ⁮  

write ᶑ  

show running-config  

ᴳ no aaa accounting network ԇ ‮ ‟ Ȃᴳ no dot1x 
accounting ԇᴳ dot1x ȂԈЮᴿ ╘ IP 

ѝ 192.168.4.12ȁ ֙ ╘ IP ѝ 192.168.4.13ȁ
╘ UDP ѝ 1200ȁ 802.1x ╖ ̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# aaa group server radius acct-use 
Ruijie(config-gs-radius)# server 192.168.4.12 acct-port 1200  
Ruijie(config-gs-radius)# server 192.168.4.13 acct-port 1200  
Ruijie(config-gs-radius)# exit 
Ruijie(config)# aaa accounting network acct-list start-stop 
group acct-use 
Ruijie(config)# dot1x accounting acct-list 
Ruijie(config)# end 
Ruijie# write memory 
Ruijie# show running-config 
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~ 注意： 

1) б Radius Server б  

2) AAA ₥ Ю  

3) 802.1X  

4) 802.1x ╖ Ю Ὧ  

5) Ὧ Radius Server  

6) ұ AAA ╘ Ὧ ᾳЮ̆҂ ԇ aaa domain enable    
̆dot1x accounting ԇ ‟ аֶ ᴳ ̆ ᴳ

‟ Ȃέᴇ ľ ұ AAA ╘ĿȂ 

 

ԏ ╖  ̆ NAS Э ҩ ꜛ ̆NAS 
Radius Server ꜛ̆Radius Server Э Ԉ

Ѭ̆ ̂ΰэ ̃ ⁮ NAS ꜛ

̆ ѝ NAS а ̆Radius Server ṃ Ὧ ̆

ӱ ѐ ὲ‮ ᴐȂ 

Ю̆ Ю ╖ ╘ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA ╖  

aaa accounting update ╖  

end  ⁮  

write ᶑ  

show running-config  

 no aaa accounting update ԈὯ ╖ ╘ 

Ruijie# configure terminal 
Ruijie(config)# aaa accounting update 
Ruijie(config)# end 
Ruijie# 
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IP  

802.1x̆ Ԉ ⁸ ᴳ IPȂ
IP IP Ȃ IP ̔

DISABLE ȁ DHCP SERVER ȁ RADIUS SERVER  ȁ

SUPPLICANT ȂЮ ‍⁞Ӯ ᴐ ̔ 

DISABLE ̂ ̃̔ Ю̆ а IP ṁ ⁸̆

ᵳ Ԉᴳ Ȃ 

DHCP SERVER ̔ IP DHCP SERVER ̆

DHCP SERVER ‍ IP IP̆ ұ DHCP Ԉᴳ DHCP 
relay option82 802.1X ѝ IP ‍ Ȃὴ Ю̔ 

 

5 

DHCP Client IP ̆έ dhcp relay option82
SAM ╘ Э ̆ option82 ұ DHCP ̆

option82 ľvid + Ŀ ȂDHCP Server option82 а

‍ Ȃ 

Ю DHCP Relay option82 ̆ DHCP relay
╖ ̆ option82 ̆ DHCP Relay ԇ Ȃ 

RADIUS SERVER ̔ IP RADIUS SERVER Ȃ

RADIUS SERVER IP Ȃ 

SUPPLICANT  ̔ IP ѝ SUPPLICANT PC IPȂ
̆ IP ̆а IPȂ 

Ю ̔ 
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¸ DISABLE ̔ а IP Ȃ ᵳ Ԉ

Ȃ 

¸ DHCP SERVER ̔ PC DHCP IP ̆

DHCP RELAY DHCP SERVER̆ ̆

DHCP SERVER ‍ IP Ȃ 

¸ RADIUS SERVER ̔ PC ᴳ IP̆RADIUS SERVER 
ҩ< ĺIP> Ὧ ̆ RADIUS Framed-IP-Address 
̆ IP Ȃ 

¸ SUPPLICANT ̔ PC ᴳ IP̆SUPPLICANT ᶕ

̆ IP Ȃ 

 

 

 

~ 注意： 

‎ ֶ ὤ Ю ̆ Ԉ ᴳ ₥

Ȃ 

 

Ю̆ Ю IP ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA ╖  

aaa authorization ip-auth-mode {disabled |  
dhcp-server | radius-server | supplicant } IP  

end  ⁮  

write ᶑ  

show running-config  

ԈЮᴿ IP ѝ RADIUS-SERVER ̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa authorization ip-auth-mode radius-serve
r 
Ruijie(config)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
aaa authorization ip-auth-mode radius-server 
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! 

Ruijie# write memory 

ᶕ  

802.1x̆ Ԉ Radius Server Reply-Message ̆

╖ ̆ ᶕ Ԉ   802.1x 
Star-Supplicant Э   ̆ᵳұ УҾᶕ Ȃ 

У ̆ аֶ ̆ ὁҩ

Ȃ 

ᶕ HTMLֶ̆ ╟ ѐ http://XXX.XXX.XX 
̆ᵳұ ᶕ Ȃ 

ᶕ ̔ 

1) Radius Server ̆ Reply Message ᾃ  

2) r-supplicant ̂ Ὠ ὁ ̃̆ὲ

а⁮ᶕ аת ᴳ  

3)  

Ю ў ‟  

ѝҩ 802.1x ὤ ̆ ԏ а IEEE 802.1x Э ҩ ̆

Ԉ э ў ‟ Ȃ Уэ Ю ў ‟ ѝ

̆‡֗ᴉ ̕ ў ‟ аѝ ̆ ѫ ‟ ѐ ў ἵ

Ȃἵ ў MAC Ȃ 

╗ У Ю ў ȁ‮ У Ю ў  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auth-address-table address mac-addr 
interface interface ў ‟  

end  ⁮  

write ᶑ  

show running-config  

 

~ 注意： 

ў ‟ ѝ ̆ ἵ ֗ᴉў Ȃ 
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ѝҩ ᵳ ̆ ӊ Ԉ а ᵏа ╘̆ ̔

ᵏ а Ȃ Ҿᶕ ѐұ Radius Server Э̆ а

Ȃ 

ұ Radius ῆ Ȃ ԏ Ѭ

ּ ᶕ Ȃ 

Ѭ Ю̔ 

 

 6 

ұ ḣ Ю̔ 

 

 7 

ᴁ̔kbps 

ұ ѝ 10M Ю̔ 
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 8 

Ѭ ԈЭ ̆ ѝ 10M̆ 10000kbsp̆ 16 
⁸‡ 0x00002710̆ Э Ȃ 

╖ Ȃ ᵳ Ȃ 

 

ῆѐ̆802.1x EAP-MD5 Ȃ Ὠ

802.1X̆аת Ԉ EAP-MD5 ̂ ̃̆ Ԉ CHAP PAP 
Ȃ CHAP Ԉ῏ У б RADIUS SERVER 

̆῏ RADIUS SERVER ╒Ȃ CHAP У ̆PAP RADIUS 
SERVER ҂ У ̆ PAP ұὲ ὤ

̆ Ԉа ᴳ ת̆ Ҿ ᾳЮ Ԉ ̆

ᴳ ὤ ╘ PAP ̆ PAP Ἱ

‍ ‾ ̆ᶑ Ȃ 

Ю̆ Ю 802.1x ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auth-mode mode  

end  ⁮  

write ᶑ  

show dot1x  

ԈЮᴿ CHAP ᴿ ̔ 

Ruijie# configure terminal 
Ruijie (config)# dot1x auth-mode CHAP 
Ruijie(config)# end 
Ruijie# show dot1x 
802.1X Status:        Disabled 
Authentication Mode:  CHAP 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 
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Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Group Server 

֙ ╘  

ұ 802.1x ̆ Ԉ ֙ ╘ Ȃ ў ╘

Ѯ ̆ ╟ ‟ ╘ ЮУэ ╘ Ӈ Ȃ 

Ю̆ Ю ֙ ╘ Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model aaa Ὧ 

aaa group server radius gs-name ╘  

server sever ╘  

server server-backup ֙ ╘  

end  ⁮  

write ᶑ  

show dot1x  

ԈЮᴿ 192.168.4.12 ѝ ֙ ╘ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie# aaa new-model 
Ruijie(config)# aaa group server radius auth-ll 
Ruijie(config-gs-radius)# server 192.168.4.1 
Ruijie(config-gs-radius)# server 192.168.4.12 
Ruijie(config-gs-radius)# end 
Ruijie# 

 

ᵏҩ SNMP ╖ Ȃ Ԉ

SNMP ᶕ ̆ Ԉ ⁸ᴳУэ Ю Ȃ ⁸Ю

ᾋ ᴳ Ȃ 

╖ Ȃ 
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б IP  

Ὠ ᵏ ̆Ԉ Radius Server ̆ Ԉ

б IP У Ȃ э Ԉ ‍ IP ̆ ‡ а

╖Ȃ 

╖ ̆ Ὠ ᵏ ֒̆

Radius ServerȂ 

ұ  

ҩ ᵏ ̆ э ὡУэ

Ю̆ Ԉ ᵏ ╖ Ȃ Ȃ  
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Tunnel-Medium-Type=802̂6̃ 

Tunnel-Private-Group-ID=VLANID( ѝ ѕ) 

ὡ ⁮Юּ
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Ὧ AAA έᴇ ľ AAAĿ Ȃ 

3̆ ‟  

ԇ ᴐ  

configure terminal  ὡὤ  

aaa authentication dot1x list1 group 
radius 

AAA dot1x ‟
list1 

aaa accounting network list2 start-stop 
group radius AAA ‟ list2 

Ὧ AAA έᴇ ľ AAAĿ Ȃ 

4̆ 802.1X AAA ╘ ‟  

ԇ ᴐ  

configure terminal  ὡὤ  
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Ԉ Ю‟ ԇ ╟ VLAN ╟ Ὧᶕ  

ԇ ᴐ  

show dot1x user id  
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 10 

 

ѝҩᶑ ῆ ̆ У ⁸ ᾃ

Ȃ ῆ ѐ ⁸ ת̆ ῆ ѐ

RADIUS ╘ б̆ ῆ ֶ

RADIUS ╘ Ȃѝҩ Э ῆ

̆ ԏ ҩУ ⁸Ȃ ⁸

Ѯ Ӈҵ̆ з ̆ ‍
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write ᶑ  

show dot1x  

 

EAPOL TAG Ὧ 

IEEE 802.1x EAPOL а ╗ VLAN TAĞת ұ ̆

ԏ ᵏҩ Ὧ̆ Ὧ ̆ Trunk Port  

‡   TAGȂ 

ὴ 802.1x ̆ ľὴ

ĿȂ 

Ю̆ ԏ Ԉ ԈЮ EAPOL TAG ὯȂ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x eapol-tag EAPOL TAG ╖

Ȃ ╖ Ὧ  

end  ⁮  

write ᶑ  

show dot1x  

Ԉ no dot1x eapol-tag ԇ Ὧ ╖ Ȃ 

ұ  

802.1x ⁸ ᾳЮ ұ MAC ⁸ ̆

ᴳ ̆ ұὲӹ У ᴳ ̆ ұ

⁸ У Уэ ̆

̆ Ю ᴳ Ȃ 

⁸ ѝ ұ ⁸ ̆ӱ ̆ Ԉ

Ю Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

interface <interface-id> ὡ  

dot1x port-control auto ╖  
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dot1x port-control-mode 
 {mac-based|port-based} 

 

End  ⁮  

Write ᶑ  

show dot1x port-control 802.1X  

Ԉ no dot1x port-control-mode ԇ Ȃ 

Ю ᴿ ҩ ᴉ  

Ruijie#configure terminal  
Ruijie(config)# dot1x port-control-mode port-base 

 

~ 注意： 

ұ Ю̆ э Уэ  

 

ұ ұ Ю̆ Ԉἵ ╟ э Ѯ

̆ ᾳ ἵ ╟ а Ѯ ̆ ╟ ̆

ӱ ̆ ԈЮ Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  
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interface <interface-id> ὡ  

dot1x port-control auto ╖  

dot1x default-user-limit <1-4000> ἵ

 

End  ⁮  

Write ᶑ  

show dot1x port-control 802.1X  

Ԉ no dot1x default-user-limit ԇ ⁸ Ȃ 

Ю ᴿ ҩ ᴉ ⁸  

Ruijie#configure terminal
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Server IP:        192.168.5.11 
Accounting Port:  1813 

Authen  Port:     1812 
Server State:     Ready 

₥  

Ὠ 802.1X Ԉ ч ₥ ̆У ₥ ̆ү

Ȃ ₥ ₥ ̂ ╖̃̕

̆ Ȃ 

Ю̆ ₥ ̆ 1x ̆ꜛ ₥

ᴳ show dot1xȂ 

ԈЮᴿ 802.1x ̔ 

Ruijie# show dot1x 
802.1X Status:        Disabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Disabled 

‟  

Ὠ 802.1x̆ ╖ ҩ ̆ Ԉ Ҿ Э Ҿў

Ԉ Ȃ ў ‟ ╖ ̆ Ԉ ₥ Ȃ 

Ю̆ Ю ᴐ ў ‟  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auth-address-table address mac-addr 
interface interface ў ‟  

end  ⁮  
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802.1x ὲ Ү  

1. ⁸ ֗ᴉ IP ̆ 10000 э Ȃ 

2. 1X ACL  

IP Ю̆ Уэ 802.1x ╖ ̆ Уэ

ACL Ὧ ⁮ Уэ Ȃ‡ ACL MAC Э Ȃ҂ ̆

MAC ѝ MAC ֶ ACL ̆ὲ MAC
х ̆ACL MAC Э ⁸Ȃ 

̆ MAC ѝ 00d0.f800.0001 ̆ ‡ MAC ѝ

00d0.f800.0001 ԈӇ Ȃ ᾋὯ ACL̆‡ ACL Ҿ

Ӈ Э У Ȃ MAC ѝ ICMP Ȃ 

IP Ю̆ а Э ACL̆ ѝ ACL ִἼ

̆ IP+MAC аֶ Ȃ э чэ ̔ 

1̔ mac: 00d0.f800.0001 ip: 192.168.65.100 

2̔ mac: 00d0.f800.0002 ip: 192.168.65.101 

Э Уэ ACL̆ Ю̔ 

ip access-list extended ip_acl: 

deny icmp any any 

ѝҩἵ ̆з ICMP Ȃת ACL ִἼ

IP + MAC ̆ ACL У ACE deny any any̆
Ԉ ҂ Ȃ 

IP_acl ╗У permit any any̆‡ ֗ ᶢ IP 
Ӱ Ԉ ת̆ а⁮ IP + MAC УУ Ȃ Ԉ а ᴳ IP 

 ̅ ACL  

3. ұ IP Ю ᴳ ֒ ὲ ̂ ACLȁ IP 
ὤ Ὥ̃ӎ ̆ ὲ ֒ ̆‡  

IP Ю а ╖̆ ת╖ Ȃ ⁞

̆IP Ю ᶑ Уэ Ԉᴳ Ȃ 

 

~ 注意： 

S37 ‟Ӈ Э̆ ҩ ὤ ȁDHCP SNP D1X Ь

э╖ ̆ ұ 1X ̆DHCP SNP ╖ Ȃ 

 

4. Э ╖ ᾳЮ ⁸  

Â а ᶢ ̆ᴿ ᴳ ԇ switchport mode trunk 
Â ACCESS Юа ᶢ Access VLAN 
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Â TRUNK Юа ᶢ Allowed VLAN Native VLAN 

5. VLAN ѐ ╖ ᾳЮ ⁸  

Â VLAN а ‮  
Â VLAN а ᶢ ̆ᴿ ᴳ ԇ private-vlan primaryȂ 

6. У Ю э ᾳ ⁸  

Â Уэ Ю VLAN̆ᴳ VLAN ᴐѝ Уэ Ю

VLAN̕ 
Â Ю VLAN̆ᴳ Уэ Ю VLAN̕ 
Â Ю VLAN Уэ У ̆ ‡

̕  
Â  Уэ Ю VLAN б Э Ю

VLAN ̆ ‡ Ȃ 
        7. ὤ ₥ Ю̆ IPV6 ѝ IP ѝ

DISABLE ̆ GSN̆ Ю ֒

Ȃ Э ᾳЮ̆Ὧ ╖ ̆Ӈ ֶ  

ľ TCAM Ŀ log ̆ а ╖ Ὧ ὲӹ Ὧ

ᴐȂ 
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AAA  

⁸ ⁸ Ҿӝ Ԉ ╘ Ԉ Э Ԉ Ҿ

╘ Ȃ ֙ ȁ ̂AAÃ ⁸ У ў ὤ ⁸Ȃ 

AAA  

AAA Authentication Authorization and Accountinĝ ȁ ̃ ̆

ᵏҩ ȁ ╖ У ̆ ӊ

ᴳ AAAȂ 

AAA Ԉ ᵏԈЮ ╘̔ 

¸ ̔ ̆ ᴳ RADIUS ȁTACACS+
Local̂ ̃ Ȃ ֙ ἵ ╘Ѯ₥ ὲ ֙

⁞ У Ȃ 

¸ ̔ ᴳ Ҿ ╘ȂAAA ѬУ ‟

̆ Ҿ ҩ ᴐȂ Ҿ Ԉ

Э̆҂ Ԉ ὤ ╘ ЭȂ 

¸ ̔ ᴳ ᾳȂ AAA ̆ ᵳ

Ԉ ὤ ╘ ᴳ ᾳȂ э

Ԉ ̆ ὤ ╘ Э̆ Ҿ Ԉ ж ֒

‍ ̆ӱ ᴳ ᾳ ȁ ȁ Ȃ 

  

& 说明： 

‍ӊ AAA Ө ᵏ ╖ Ȃ ӊ ̆ Ԉ

Ὠ ӝ ӝ ⁮Ȃ 

 

AAA
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AAA  

AAA Ԉ э ̂ ̃ э ╘ ╟ ֙ ȁ Ԉ

Ȃ … ‟ Ѭ ֙ ȁ ȁ ̆ Ҿ ‟

ұ ╘ Ȃ 

‟  

ұ ȁ Ԉᴳ а ὤ ̆ ᴳ ‟

ѬУэᴳ а ȁ ₥ Ȃ ‟ Ԉ

ѬУэ э ὤ ̆ Ԉ ᶑ Уэ ̆ Ȃ

ӊ ᴳ ‟ ѐ‟  Уэ ̆ ̆‡

‟ ѐ ЮУэ Ȃ э У Ю ̆ ⁮б‟  ὤ ╖

ᶕ ‟ Ȃ ‟ ╖ ᶕ̆‡

ὤ╖ Ȃ 

 

~ 注意： 

₥У ᾳЮ̆ ӊ ֶ ЮУ Ȃᴿ

֙ ѐ̆ ҩ ̆‡ ֙ ̆аᾋ ὲӹ

֙ Ȃ 

 

 

1 ὴ AAA  

Э ҩУэὴ AAA ̆ ꜛ ч ὤ ╘ ̔R1 R2
RADIUS ╘ Ȃ 

Ḯ ѬҩУэ ‟ ̆ э‟ ѐ̆R1 Ἴ ֙

ᶕ ̆ R2̆ ╘ Э Ȃ Уэ PC
ὡ ̆ ╘ Ἴ R1 ֙ ᶕ ̆Ḯ

ҩR1 ֙ ̆R1 ╘  УэACCEPT ̆

ῆ Ȃ R1 REJECT ̆‡ ̆
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Ȃ R1 ̆ ╘ ᴐ TIMEOUT̆ R2
֙ ᶕ Ȃ э ֶУ ᴍЮ ѐ Ю ̆ ⁮

֙ ȁ ѐ Ȃ TIMEOUT̆‡ ̆

Ȃ 

 

~ 注意： 

REJECT а ұ TIMEOUT ȂREJECT а ֙

ѐꜛ ῆ̆ӱ ֙ ̆ ȂTIMEOUT ‡

ὤ ╘ ֙ ᴐ ̆ ⁮Уэ TIMEOUT ̆AAA
֙ ‟ ѐ Ѭ ЮУэ ֙ ֙ Ȃ 

 

  

& 说明： 

ѐ б̆ AAA ὤ ╘ Ὧ ȁ ̆ Ԉ RADIUS ѝᴿ̆

б TACACS+ Ὧ ᾃ ľ TACACS+ĿȂ 

 

AAA  

Ἴ ᾱ ὤ ᾱ ̆ з ה ѐ ὤ

̆ Ȃ ԏ ̆ ᾳЮ̆

ᴳ AAA ᶑ ὤȂ 

AAA  

ҩAAA ᴐ ̆ AAA ҩȂ Э

AAA Ю̔ 

1) AAĂᴳ ὤ ԇ aaa new-modelȂ 

2) ᾱ ᴳ ὤ ╘ ̆ ὤ ̆ RADIUSȂ 

3) Ѭ ֙ ‟ ̆ᴳ aaa authentication ԇȂ 

4) ̆ ‟ ұ Ȃ 

 

~ 注意： 

‟ ̆ ᴳ ‟ ̆‡ᴳ

֙ ‟ ֙ Ȃ 
̆ аῆ ᴳ ֙ ‟ ̆‡ ‟ Ȃ  
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ұ ѐᴳ ԇ ̆ ὤ ԇ ѐ Ὧ Ȃ 

AAA 

ᴳ AAA ὤ ̆ Ἴ AAAȂ 

AAĂ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

aaa new-model AAA 

 

ṃ AAA 

ṃ AAĂ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

no aaa new-model ṃ AAA 

 

 

AAA Ԉ ̆ᵳ Ԉ б ὤ Ὧ ὲӹ ‍̆Ю ҩ

֗╘Ԉ Ὧᾃ Ȃ  

AAA ⁸ ὤ ᾱ  

֗╘   

RADIUS ὤ  2 RADIUS 

(Login) ֙  3  

Ѭ ‟  4  

‟ ұ  5  

RADIUS  6  

RADIUS  7  

ᴳ AAA ֙ ̆ ľ Ŀѐ Ὧ ‍Ȃ 

 

֙ ἵ ᴳ Ԉ₥ ὲ ⁞̆ ᾳЮ̆ ֙

AAA ὤ Ȃ ԏ ̆ ᾳЮ̆ ᴳ AAA
֙ Ȃ 
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Ѭ AAA ‟  AAA ֙

ᴳ ѡ  Q¸Ò*•~³ã�™ �J*ó�b

Ò*•~³ã�S�|6Ñ�ó�ÛAxA•í°M�,óK0�E~Pœ0G°¡•U2¯3
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configure terminal ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication login test group radius 
local 

ὤ Ю̆ ѬҩУ

э ѝľtestĿ ‟ Ȃ 

line vty 2 ὡ 2  

login authentication test line Ю̆ ѝ

ľtestĿ ‟ ұ Ȃ

PC Telnet (NAS)̆NAS Ἴ R1 ֙ ᶕ

̆Ḯ ҩ R1 ֙ ̆R1 NAS  Уэ ACCEPT ̆

ῆ Ȃ R1 REJECT ̆‡

̆ Ȃ R1 ̆NAS ᴐ TIMEOUT̆ R2 ֙

ᶕ Ȃ э ֶУ ᴍЮ ѐ Ю ̆ ⁮ ֙

ȁ ѐ Ȃ ╘ (R1ȁR2) TIMEOUT̆‡

NAS Ȃ 
 

~ 注意： 

REJECT а ұ TIMEOUT ȂREJECT а ֙

ѐꜛ ῆ̆ӱ ֙ ̆ ȂTIMEOUT
‡ ὤ ╘ ֙ ᴐ ̆ TIMEOUT ̆AAA

‟ ѐ Ѭ ЮУэ Ȃ 
 

 

ӊ ₥ ԈЮ ̔ 

¸ Login̂ ̃  
¸ Enable  
¸ PPP  
¸ DOT1X̂IEEE802.1x̃  
 

ὲѐ Login ⁮ NAS Э ԇ ̂CLĨ̆
֙ E̕nable ⁮ NAS Э CLI Ԉ ̆

CLI P̕PP PPP ֙ D̕OT1X
IEEE802.1x ὡ ֙ Ȃ 
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AAA ֙  

AAA ֙ ̆ ԈЮ֗╘̔ 

¸ ᴳ aaa new-model ὤ ԇ AAAȂ 

¸ ᴳ ὤ ╘ ̆ ὤ ̆ RADIUS
TACACS+Ȃέᴇ ľ RADIUSĿ ľ TACACS+ĿȂ 

¸ ᴳ aaa authentication ԇ Ѭ ֙ ‟ Ȃ 

¸ ̆ ‟ ұ э Ȃ 
 

~ 注意： 

ӊ DOT1X ₥а TACACS+Ȃ  
 

 

AAA Login  

έᴇӮ ᴉ ӊ AAA Login̂ ̃ ֙ ̔ 

 

~ 注意： 

ὤ Ю aaa new-model ԇ AAĂAAA ὤ

ᴳ ̂Ю ̃ȂὯұ ᾃ ̆ ľAAA ĿȂ  
 

ᾳЮ̆ Telnet ╘ (NAS)̆У ҩ

̆ Ԉ NAS̆ѝҩ ̆

֙ Ȃ 

AAA ὤ ╘ᴳ ұ Login̂ ̃ ֙ Ȃа

ᾱ ᴳ Login ̆ ᴳ aaa authentication login ԇ

ѬУэ э ֙ ‟ ̆ ұ Login
ԈҩȂ 

AAA Login ̆ ὤ Ю ԈЮ ԇ̔ 

	S
ü  
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line vty line-num ὡ AAA ֙

Ȃ 

login authentication {default | list-name}  ‟ Ȃ 

Ὧ list-name … ֙ ‟ ̆ Ԉ ֗ᴉ ѕ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ̕ ₥ FAIL( )̆‡аᴳ ὲӹ

Ȃѝҩᴳ ╖ ̆ ᴳ ̆ Ԉ ԇ

ѐ none ѝ Уэ Ȃ 

ᴿ ̆ Юᴿѐ̆ ᴳ RADIUS ╘ (TIMEOUT)̆Ӱ ֙

̔aaa authentication login default group radius none 

 

~ 注意： 

ұὯ none ᴳ ֗ᴉ ὤ ╘ ᾳЮ

֙ ̆ ԈӨ ᴐѝ ֙ Ȃ ԏ ̔У ᾳЮ̆а ᴳ

none ֙ ̆ ᾳЮ̆ ᶕ֗ ̆ з

ᴐаἵ ұ ̆ Ԉ ὤ ╘ ᾳ

Ю̆ none ᴐѝ У ֙ ̆ none ₥╗Э

֙ Ȃ 

 

Ὧ   

local  ᴳ ֙  

none а ֙  

group radius ᴳ RADIUS ╘ ֙

group tacacs+ ᴳ TACACS+ ╘ ֙

 
Э ‟ ҩ ӊ AAA Login Ȃ 

ᴳ Login  

ᴳ Login ̆ Ἴ ̆ ӊ

ұ ֙ ̆ ֙ ̆ ὤ Ю̆

έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

username name [password  password] ̆ ԇ 
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end  ⁮  

show running-config  

Ѭ Login ‟ ‟ ̆ ᴳ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication login {default | 
list-name} local Ѭᴳ  

end  ⁮  

show aaa method-list  ‟  

configure terminal  ὡὤ  

line vty line-num ὡ  

login authentication {default | list-name} ‟  

end  ⁮  

show running-config  

 

ᴳ RADIUS Login  

RADIUS ╘ Login ̆ Ἴ RADIUS ╘ Ȃ

RADIUS ╘ ̆ ὤ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

radius-server host ip-address [auth-port 
port] [acct-port port] RADIUS ╘  

end  ⁮  

show radius server RADIUS ╘  

RADIUS ╘ ̆ RADIUS ֙ Ԉ₥̆ ᶑб

RADIUS ὤ ╘ Ѯ ╖ ҩ ᶕ̆ Ὧ RADIUS ╘ ᶕ

̆ ľ RADIUSĿȂ 

Ԉ ұ RADIUS ╘ ‟ ҩ̆ ὤ Ю ԈЮ

ԇ̔ 

ԇ ᴐ  
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configure terminal  ὡὤ  
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Ḁ̆ ‎ ⁞ ₥ ⁞ ̆‡ֶ Ȃ ‎ ⁞

ұ ұ ₥ ⁞̆‡ ‎ ̆а Ȃ 

 

~ 注意： 

ὡ CLI Ḁ ҩ Login ֙ ̂none ̃̆ ₥

ᴳ Ȃ ̆ Enable Ḁ̆ аᾋ ὡ ̆ ᴳ

б Login ̆ ὡ ԇ бѮּר Ȃ 

ὡCLI Ḁ Login ̆ Login Ḁᴳ ҩnone
̆ аֶ ᶕ Ȃ ̆ Enable ̆ ֶ ὡ

Ȃ э ᶕ аֶ ̆ Enable ὡȂ 

 

УҾ ̆ Ԉ ὤ ⁞Ȃ ̆ ѐ̆ ҩ ὤ

╖ ̆ ὤ ⁞Ȃ ╘

ὤ ⁞ ‡̆ ⁞Ȃ ⁞ ұ ұ ‎

⁞̆‡ Enable ╖̆ ‎ ⁮ ⁞̕ ⁞ ұ

‎ ⁞̆‡ Enable ̆ ᶕ ̆ ₥ ⁞а Ȃ

╘ а ὤ ⁞̆‡а ⁞̆ Ԉ‎ ⁮ ⁞Ȃ 

 

~ 注意： 

₥ ὤ ⁞ RADIUS ̆ ч

̆ ὲӹ ‡а Ȃ 

 

ᴳ Enable  

ᴳ Enable ̆ Ԉ ̆ѝ

⁞Ȃ ‡̆ ⁞ѝ 1 Ȃ ᴳ Enable
֙ ̆ Ἴ ̆ ѝ ⁞̆ ὤ

Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

username name [password  password] ̆ ԇ 

username name [privilege level] ѝ ⁞̂ ̃

end  ⁮  
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show running-config  

Ѭ Enable ‟ ̆ ᴳ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication enable default local Ѭᴳ  

end  ⁮  

show aaa method-list  ‟  

show running-config  

 

ᴳ RADIUS Enable  

ῆ RADIUS ╘ Ԉ Service-Type ̂ ῆ ѝ 6̃ ̆

Ԉ 1 15 ̕ RADIUS ╘ ̂ᴿ SAM̃ Ԉ

⁞̂ ѝ 42̃̆ Ԉ 0~15 Ȃ Ὧ RADIUS
╘ ᶕ ̆ ľ RADIUSĿѐ ľ RADIUS Ŀ

Ȃ 

RADIUS ╘ Enable ̆ Ἴ RADIUS ╘ ̆

ᾋ ұ RADIUS ╘ Enable ‟ Ȃ ὤ Ю ԈЮ

ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication enable default group 
radius Ѭᴳ RADIUS  

end  ⁮  

show aaa method-list  ‟  

show running-config  

 



AAA  
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Ԉ̆ ᴳ

Ȃ 

dot1x authentication list-name 802.1x ‟ Ȃ 

IEEE802.1x έᴇ ľ802.1x Ŀѐ Ὧ Ȃ 

 

ᴿ 

Ю ᴿ ᴉ ̆ᴳ ľRADIUS+ ֙Ŀ Ȃ 

Ruijie(config)# aaa new-model 
Ruijie(config)# username Ruijie password starnet 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authentication login test group radius local 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
! 

aaa authentication login test group radius local   
username Ruijie password 0 starnet 

! 
radius-server host 192.168.217.64   

radius-server key 7 093b100133 
! 

line con 0 
line vty 0 

login authentication test 
line vty 1 4 

! 
! 

Э ᴿ ѐ̆ ╘ ᴳ RADIUS ╘ ̂IP ѝ 192.168.217.64̃
̆ RADIUS ╘ ̆‡ᴳ ֙

Ȃ 
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line vty 0 4 
login authentication test 

! 
! 

Э ᴿ ѐ̆ ╘ ᴳ RADIUS ╘ ̂IP ѝ 192.168.217.64̃
̆ RADIUS ╘ ̆‡ᴳ ֙

Ȃ ԏᴳ tty 1-4 ᴐѝ ╘ᴳ ̆а ̆ ὲӹ tty
vty Ȃ 

 

 

AAA ᴳ ᴳ ╘ ⁸Ȃ AAA ╘
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¸ ̂ ̃ AAA Ȃ У Ѯ ת̆ Ҿ

ᾳЮ̆ ҂ Ԉ ȂὯұ AAA ᶕ ̆ ľ

ĿȂ 

¸ ̂ ̃ ὤ Ȃ ᴳ ὤ ̆ ὤ

Ȃ ӊ Network Ө RADIUS Ĕxec RADIUS
TACACS+ ̆Ὧұ RADIUS ᶕ ̆ ľ RADIUSĿ̆ Ὧұ

TACACS+ ᶕ ̆ ľ TACACS+ĿȂ 

¸ ̂ ̃ ᴳ ̆‡ ᴳ username ԇ Ѭ

Ȃ 

‟  

AAA ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  list-ernam m e t e - 5 2 h o d 1 m  
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username name [privilege level] ѝ ⁞̂ ̃ 

end  ⁮  

show running-config  

Ѭ Exec ‟ ‟ ̆ ᴳ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authorization exec {default | 
list-name} local Ѭᴳ  

end  ⁮  

show aaa method-list  ‟  

configure terminal  ὡὤ  

line vty line-num ὡ  

authorization exec {default | list-name} ‟  

end  ⁮  

show running-config  

 

ᴳ RADIUS Exec  

RADIUS ╘ Exec ̆ Ἴ RADIUS ╘ ̆ Ὧ

RADIUS ╘ ᶕ ̆ ľ RADIUSĿȂ 

RADIUS ╘ ̆ Ԉ ұ RADIUS ╘ ‟ ҩ̆ ὤ
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authorization exec {default | list-name} ‟  

end  ⁮  

show running-config  

 

Exec ᴿ 

Юᴿ ᴉ Exec Ȃ ԏ VTY  0~4 Э Login
̆ з Exec Ȃὲѐ Login ̆Exec Ἴ

RADIUSȁ Ԉ Ȃ RADIUS ╘ ѝ

192.168.217.64̆Ὥӎ ѝ test̕ ѝ ruijiĕ ԇѝ ruijiĕ ⁞

6 Ȃ Ю̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# username ruijie password ruijie 
Ruijie(config)# username ruijie privilege 6 
Ruijie(config)# aaa authentication login mlist1 local 
Ruijie(config)# aaa authorization exec mlist2 group radius local 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication mlist1 
Ruijie(config-line)# authorization exec mlist2 
Ruijie(config)# end 
Ruijie# show running-config 
aaa new-model 
! 

aaa authorization exec mlist2 group radius local 
aaa authentication login mlist1 local 

! 
username ruijie password ruijie 
username ruijie privilege 6 
! 

radius-server host 192.168.217.64 
radius-server key 7 093b100133 

! 
line con 0 

line vty 0 4 
 authorization exec mlist2 

 login authentication mlist1 
! 

end 
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AAA Network  

ӊ ꜛ PPPȁSLIP Network̂ ̃ ̆ Ҿ

Network ̆ Ԉ ȁ ȁ ╘ ȂNetwork
Ө RADIUS ̆ ╘ Ю ᶕ RADIUS

̆ а ̆ ╘ Ю ᶕ а Ȃ 

 

~ 注意： 

₥ а 802.1X AAA ̆802.1X ԇ έ̆ᴇ

ľ802.1X ĿȂ 

 

AAA Network ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa authorization network {default | 
list-name} method1 [method2...] 

ѬУэ ‟ ̆

Ѭ э ‟ ̆

ԇȂ 
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aaa authorization network {default | 
list-name} group radius Ѭᴳ RADIUS Ȃ

 

Network ᴿ 

Юᴿ ᴉ Ȃ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authorization network test group radius none 
Ruijie(config)# end 
Ruijie# show running-config 
aaa new-model 

! 
aaa authorization network test group radius none   

! 
radius-server host 192.168.217.64 

radius-server key 7 093b100133 
! 

 

 

AAA ╖ ᴳ ╘ Ȃ ╖ Ԉ ̆

╘ Ԉ ᾳ ὤ ╘ Ȃ

Ԉᴳ УҾ‍ ֒ Ҿ ‍ ̆ ╟ ȁ

Ԉ ╖ Ȃ 

 

ӊ ₥ ԈЮ ̔ 

¸ Exec  
¸ Command̂ ԇ̃  
¸ Network̂ ̃  
 

ὲѐ Exec ⁮ NAS Э ԇ ̂CLĨ̆ ὡ

  ‍⁞ ̕ ԇ ⁮ NAS Э CLI Ԉ ̆

ὲέᴇ ԇ̕ б Э ֶ Ὧ ᶕ Ȃ 

  
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& 说明： 

ԇ ╖ ₥Ө TACACS+ ̆έᴇᾃ ľ TACACS+ĿȂ 

 

ῆ ᴐ 

AAA Ԉ₥̆ ԈЮ֗╘̔ 

¸ AAA ὤ ╘ȂὯұ ᴉ AAA ᶕ ̆ ľAAA ĿȂ 

¸ Ѭ ὤ Ȃ ̆ ὤ Ȃ ӊ Network
Ө RADIUS ὤ ̕Exec RADIUS TACACS+ ̕

Command Ө TACACS+ ȂὯұ RADIUS ᶕ ̆ ľ

RADIUSĿ̆  Ὧұ TACACS+ ᶕ ̆ ľ TACACS+ĿȂ 

¸ ̂ ̃ AAA Ȃ Ҿ Ѯ ̂ᴿ

Exec ̃̆ὲӹ ᾳЮ̆ ҂ Ԉ ȂὯұ AAA ᶕ

̆ ľ ĿȂ 

 

AAA Exec  

Exec ұ ⁮ NAS ̆ Ԉ ὲ ὡ   CLI ᶕ

Ȃ ὡ⁮ NAS CLI ֶ̆ ὤ ╘ Уэ

̂Start̃ᶕ ̆   CLI ֶ̆ ╘ Уэ ̂Stop̃
ᶕ Ȃ 

 

~ 注意： 

⁮ NAS ҩ Login ̆ ֶ Exec Ȃ

Login ̆ Ḁ ҩ none ̆‡аֶ Exec Ȃ

Уэ ̆ ὡ Start ̆   ҂ аֶ

Stop Ȃ 

 

 

AAA Exec ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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aaa accounting exec {
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show running-config  

 

Exec ᴿ 

Юᴿ ᴉ Exec Ȃ ԏ VTY  0~4 Э Login
̆ з Exec Ȃὲѐ Login ̆Exec

RADIUSȂ RADIUS ╘ ѝ 192.168.217.64̆Ὥӎ ѝ testȂ
ѝ ruijiĕ ԇѝ ruijieȂ Ю̔ 

Ruijie# config 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 

Ruijie(config)# radius-servekey
( )Tj
/TT6 1 Tc 10.8 0 Td
(test)Tj
/TT3 1 T013 T2 f
4 0 Td
( )Tf
-0.0001 Tc22-4.8 -1.446 Td
(Ruijie(config)# )Tj
/TT4 1 Tf
9.6 0 Tdus-snamest  

Ruijie(config)# aaauthentication l(Login)Tj
/TT3 1 T013 T14 f
4 0 Td
( )Tj
/TT6 1 Tf
-0.0001 Tc 0/TT4 1 authst 
Ruijie(config)# Exec   
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AAA Network  

Network̂ ̃ ᵏҩὯұ ֶ ᶕ ̆ꜛ э

ȁIP ȁ ȂNetwork ₥ RADIUS Ȃ 

 

& 说明: 

RADIUS ᶕ а RADIUS ὤ ╘ Ȃע ѐ ᾃ

ֶ ұ ӊ а Ҿ  Ȃע
 

AAA Network ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa accounting network {default | 
list-name} start-stop method1 [method2...] 

ѬУэ ‟ ̆

Ѭ э ‟ ̆

ԇȂ 

Ὧ list-name … ‟ ̆ Ԉ ֗ᴉ ѕ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ̕ ₥ FAIL( )̆‡аᴳ ὲӹ

Ȃѝҩᴳ ╖ ̆ ᴳ ̆ Ԉ ԇ

ѐ none ѝ Уэ Ȃ 

ᴳ RADIUS Network  

RADIUS ╘ Network ̆ Ἴ RADIUS ╘ ̆ Ὧ

RADIUS ╘ ᶕ ̆ ľ RADIUSĿȂ 

RADIUS ╘ ̆ Ԉ ұ RADIUS ╘ ‟ ҩ̆ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 
aaa accounting network {default | 
list-name} start-stop group radius Ѭᴳ RADIUS Ȃ
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configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa group server radius gs_name RADIUS ╘  
ὡ ╘  

ip vrf forwarding vrf_name ѝ vrf 

 

& 说明: 

ӊ vrf ╖  

 

 

Login  

Login Ӈ ̆ѝҩ Login ̆ ᵏ ԇ ұ ⁸

̕ ̆ а Ȃ 

Login ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa local authentication attempts num login ̆

 

aaa local authentication lockout-time num 
login ̆

̆

̂ ̃ 
end  ⁮  
show aaa user lockout {all | user-name 
name-string} ₥ ‟

clear aaa local user lockout {all | user-name 
name-string } ‟  



AAA  

http://www.ruijie.com.cn 

ұ AAA ╘ 

z 

ұ AAA ╘ Ὧᾃ ̆ ꜛ Юᾃ ̔ 

¸  
¸ ұ AAA ╘ ֗╘ 
¸ ұ AAA ╘ Ү  

 

~ 注意： 

₥ ұ AAA ╘̆Ө ұ IEEE802.1x ╘ ĬEEE802.1x
έᴇ ľ802.1x



AAA  
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configure terminal  ὡὤ  

aaa new-model AAA ╘ 

έᴇ ԇ ľ AAA ╘Ŀ Ȃ 

Ѭ AAA ╘ ‟  

ԇ ᴐ  

configure terminal  ὡὤ  

aaa authentication dot1x {default | 
list-name} method1 [method2...] 

ѬУэ IEEE802.1x
‟ Ȃ 
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ԇ ᴐ  

configure terminal  ὡὤ  

aaa domain domain-name … ѝ domain-name
̆ ὡ  

 

& 说明: 

 ұ AAA ╘ 64 э ̆аּש‍ ᾗȂ
 

 

Ю̆ѝ ̆ Ὧ AAA ╘ ‟ ̔ 

ԇ ᴐ  

authentication dot1x {default | list-name} Ю̆

‟  

accounting network {default | list-name} Ю̆

‟  

authorization network {default | list-name} Ю̆

‟  

̔ 

ԇ ᴐ  

state {block | active} Ю̆

ѐ ᶕ ̔ 

ԇ ᴐ  

username-format {without-domain | 
with-domain} 

Ю̆ NAS б

╘ Ӈҵ ѐ

ᶕ  

̔ 

ԇ ᴐ  

access-limit num 

Ю̆

̆

ᾳа ⁸ ̂

802.1x ̃ 
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& 说明: 

1. Ю̆ AAA ╘ ‟ ̆ Ҿ ‟ ὡ

₥ Ѭ̕ ‡ Ю̆ἵ AAA ‟ ת̆

а ̕ 
2. ̂default̃̔ ұ AAA ╘ Ὧ ᾳЮ̆

ᶕ ̆‡ᴳ Ȃ ѐ ̆‡″ ѝ

̆а ᵏ AAA ╘̕ 
3. Ю̆ ‟ ᾳЮ̆ ‍ ‟ ̕ 

 

 

ұ AAA ╘ ̆ ԈЮ ԇ Ԉ ̔ 

ԇ ᴐ  

show aaa domain [domain-name] ₥ ұ AAA ╘

ᶕ  

ұ AAA ╘ Ү  

ұ AAA ╘ ԈЮΰэ ̔ 

1. ұ AAA ╘ Ὧ ᾳЮ̆ᴳ ѐ ‟ Ȃ ὯὯ

ᾳЮ̆ ὡ ̂ᴿ 802.1x ̃ ‟ AAA ╘Ȃ

ᴿ Ὧ Ὧ ᾳ Ю ̆ 802.1X ѐ Ԉ ԇ dot1x authentication 
authen-list-namĕdot1x accounting acct-list-nameѐ authen-list-name
acct-list-name ѝ ‟ ᵏ AAA ╘Ȃ 

2. ұ AAA ╘ Ὧ ̆ ᾳЮ ̆ ╟

Ȃ ѝľdefaultĿ̆ ̆ а ᶕ ̆

ᴳ ᵏ AAA ╘Ȃ ̆‡а ᶕ

а ᴳ AAA ╘Ȃ 

3. ᶕ ̆ Э ̆а ѝ ᵏAAA
╘Ȃ 

4. AAA ╘ ‟ AAA ╘ Ѭ ‟

У Ȃ аУ ̆а ѝ ѐ ᵏ AAA ╘Ȃ 

5. б Э רּ ῆ רּ Ȃᴿ ̔

Э ҩ domain.com domain.com.cn чэ ̆Уэ ᶕ

ѝ aaa@domain.comȂ‡ ѝֶ″ ұ ѝ domain.com
а domain.com.cnȂ 
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ұ AAA ╘ ᴿ 

ұ AAA ╘ ᴿ̔ 

Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.197.154  
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authentication dot1x default group radius 
Ruijie(config)# aaa domain domain.com 
Ruijie(config-aaa-domain)# authentication dot1x default 
Ruijie(config-aaa-domain)# username-format without-domain 

Э ̆ radius ╘ Э a1̆ ᴳ 802.1x
̆ᴳ ѝa1@domain.com̆ᾋ ὡ ╖Ȃ

Ὧ ᶕ Ю̔ 

Ruijie#show aaa domain domain.com 
 

=============Domain domain.com============= 
State: Active 

Username format: Without-domain 
Access limit: No limit 

802.1X Access statistic: 0 
 

Selected method list: 
 authentication dot1x default 

 
 

mailto:��ʱֻҪ����a1@ruij
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RADIUS  

RADIUS  

RADIUS ╘(Remote Authentication Dial-In User Service) 
̆ У ‍ / ╘ ̆бAAA

֙ ̆ Ȃ RGNOS ѐ̆RADIUS 
╘ ̂NAS̃Э̆ ѐ RADIUS ╘   ֙

̆ѐ ╘ ꜛ ҩ ֙ ╘ᶕ Ȃ 

ұ RADIUS У ὤ ̆ UNIXȁWINDOWS 2000
RADIUS ╘ ᴐѝУэ ֒ ̆ RADIUS ₥ ὤ

╘ Ȃ 

RADIUS Ю̔ 

¸ ὡ Ȃ 

¸ ╗

¸  
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RADIUS ֗╘ 

Э RADIUS̆ Ἴ ԈЮ֗╘̔ 

¸ AAAȂὯұ ᴉ AAA ᶕ ̆ “AAA ”Ȃ 

¸ ᴳ aaa authentication ԇ Ѭ RADIUS ֙ ‟ ȂὯұᴳ

aaa authentication ԇ Ѭ ֙ ‟ ᶕ ̆ “ ”Ȃ 

¸ Э Ѭ ‟ ̆ ‡ᴳ ֙ ‟ Ȃ

Ὧұ ᶕ ̆ “ ”Ȃ 

ԈЭ֗╘ ̆ RADIUSȂ RADIUS ꜛ ԈЮΰэ ‍̔ 

¸ RADIUS  

¸ RADIUS  

RADIUS  

Э RADIUS Ѯ₥̆ ᶑ RADIUS ╘ Ȃ

RADIUS ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

radius-server host ip-address [auth-port
port] [acct-port port] 

RADIUS ὤ ╘

IP ў ̆

Ȃ 

radius-server key string RADIUS ╘

Ὥӎ Ȃ 

radius-server retransmit retries 
RADIUS Ԉ

₥ ̂ ḣѝ

3̃Ȃ 

radius-server timeout seconds ּ Ԉ₥

̂ ḣѝ 2 ̃Ȃ 

radius-server deadtime minutes 
  ᴐ

ѝ ╘ ӄ

̂ ḣѝ 5minutes̃ 

 

~ 注意： 

RADIUS̆ RADIUS KeyȂ Э Ὥӎ RADIUS
╘ Э Ὥӎ У Ȃ 
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RADIUS ֙  

RADIUS ╘ Ѭҩ RADIUS ֙ Ὥӎ ̆ ѝ RADIUS
Ѭ ֙ ‟ Ȃ ұ RADIUS ֙ AAA ̆ Ԉ

aaa authentication ԇ Ѭ ֙ ‟ ̆ ֙ ѝ

RADIUSȂὯұ ᶕ ̆ Ԉ AAA Ȃ 

RADIUS  

Ԉ Ȃ Ю̔ 

ӊ ⁞ ̔ 

ID ╖  TYPE 

1 max down-rate 1 

2 qos 2 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 16 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 
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23 login privilige 42 

24 limit to user number 50 

ID ̔ 

ID ╖  TYPE 

1 max down-rate 76 

2 qos 77 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 75 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 

  
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13    file-name-2          13         
14    file-name-3          14         

15    file-name-4          15         
16    max up-rate          75         

17    version to server    17         
18    flux-max-high32      18         

19    flux-max-low32       19         
20    proxy-avoid          20         

21    dailup-avoid         21         
22    ip privilige         22         

23    login privilige      42         
24    limit to user number 50         

Ruijie(config)#  
Ruijie(config)# 

RADIUS 

RADIUS̆ ԈЮ ԇ̔ 

ԇ ᴐ  

debug radius event RADIUS Ὧ̆  
RADIUS ᶕ Ȃ 

 

RADIUS ᴿ 

ὴ RADIUS ѐ̆RADIUS ╘ ֙ ̆ ѝ

╖ ̆ ᴳ ╘ ᾳȂ 

 

& 说明： 

RADIUS ╘ Ԉ Windows 2000/2003 Server̂ IAS ȁ̃UNIX ֒,
҂ Ԉ УҾ ж ╘ ֒Ȃ 

 

ԈЮ RADIUS έᴇ ᴿ̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.12.219  
auth-port 1645 acct-port 1646 

Ruijie(config)# radius-server key aaa 
Ruijie(config)# aaa authentication login test group radius 
Ruijie(config)# end 
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Ruijie# show radius server 
Server IP:        192.168.12.219 

Accounting Port: 1646 
Authen  Port:     1645 

Server State:     Ready 

Ruijie# configure terminal 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
! 

aaa authentication login test group radius 
! 

username ruijie password 0 starnet 
! 

radius-server host 192.168.12.219 auth-port 1645 acct-port 1646 
! 

line con 0 
line vty 0 

login authentication test 
line vty 1 4 

! 



TACACS+ 

http://www.ruijie.com.cn 

TACACS+ 

TACACS+  

TACACS+̂ TACACŜ RFC 1492 Terminal Access Controller Access Control 
System̃̃ Э ҩ╖ ὤ Ȃў Client-Server б

TACACS ╘ ᶕ AAA ╖ ̆ ұ ȁ

̆ ᴳ TACACS+ ╘ ₥̆ Ἴ TACACS+ ╘ Ὧ

ᾃ Ȃ 

TACACS+ ȁ ‍ ̆ ԏ Ԉᴳ У ╘ ̆

ᴳ У ╘ ̆ Ԉᴳ Ь ╘ ̆

╘ Ԉ ᶕ ̆ Ԉ ȁ Ȃ 

TACACS+ Ю̔ 

 

 1 

¸ Major Version ― ў  TACACS+ Ȃ  

¸ Minor Version ―  TACACS+ Ȃ 

¸ Packet Type ― ḣꜛ ̔ 

TAC_PLUS_AUTHEN̔ = 0x01 ̂ ̃ 
TAC_PLUS_AUTHOR̔= 0x02 ̂ ̃ 
TAC_PLUS_ACCT̔= 0x03 ̂ ̃ 

¸ Sequence Number ― ₥ֶ ѐ ꜛ ‟ Ȃֶ ѐ Уэ 
TACACS+ ꜛ ‟ ѝ 1̆ὲ э ꜛ ‟ ╗ 1Ȃ

‟ ꜛ̆  TACACS+ Daemon ṝ ‟ ꜛȂ  

¸ Flags ― ꜛ ᴁ ̂flag̃ȂFlag ḣ ꜛ

╗ Ȃ  

¸ Session ID ―  TACACS+ ֶ  IDȂ  

¸ Length ― TACACS+ ꜛўᴇ ̂аꜛ ̃̆ ὤ Ԉ╗

Эּ Ȃ  





TACACS+ 
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3̃ TACACS+ ╘ ̆ Ȃ 

4̃ TACACS+ ⁮ ̆ Ȃ 

5̃ ὡ ᶕ Ȃ 

6̃ TACACS+ ⁮ ̆ TACACS+ ╘ ̆ὲ

ѐꜛ ҩ Ȃ 

7̃ TACACS+ ╘ ̆ Ȃ 

8̃ TACACS+ ⁮ ̆ Ȃ 

9̃ ὡ ᶕ Ȃ 

10̃ TACACS+ ⁮ ̆ TACACS+ ╘

̆ὲѐꜛ ҩ Ȃ 

11̃ TACACS+ ╘ ̆ Ȃ 

2. ̔ 

1̃ TACACS+ TACACS+ ╘ Ȃ 

2̃ TACACS+ ╘ ̆ Ȃ 

3̃ TACACS+ ⁮ ╖ ̆   Ȃ 

3. ̆ ̆ ̔ 

1̃ TACACS+ TACACS+ ╘ Ȃ 

2̃ TACACS+ ╘ ̆ ⁮Ȃ 

3̃  Ȃ 

4̃ TACACS+ TACACS+ ╘ Ȃ 

5̃ TACACS+ ╘ ̆ ⁮Ȃ 

TACACS+ ֗╘ 

Э TACACS+̆ Ἴ ԈЮ֗╘̔ 

¸ ᴳ aaa new-mode ԇ AAAȂ ᴳ TACACS+₥ Ἴ AAĂ
Ὧұ ᴉ aaa new-mode ᶕ ̆ ľAAA ĿȂ 

¸ ᴳ tacacs-server host ԇ Уэ э TACACS+ ╘ Ȃ 

¸ ᴳ tacacs-server key ԇ ╘ Ὥӎ keyȂ 

¸ ᴳ tacacs-server timeout ԇ ╘ Ȃ 

¸ ̆ᴳ aaa authentication ԇ Ѭᴳ TACACS+ ֙

‟ ȂὯұᴳ aaa authentication ԇ Ѭ ֙ ‟ ᶕ ̆

ľ ĿȂ 

¸ ̆ᴳ aaa authorization ԇ Ѭᴳ TACACS+
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‟ ȂὯұᴳ aaa authorization ԇ Ѭ ‟ ᶕ ̆ ľ

ĿȂ 

¸ ̆ᴳ aaa accounting ԇ Ѭᴳ TACACS+ ‟

ȂὯұᴳ aaa accounting ԇ Ѭ ‟ ᶕ ̆ ľ

ĿȂ 

¸ Э Ѭ ‟ ̆ ‡ᴳ ‟ Ȃ 
 
έᴇ TACACS+ ̆ ԈЮ ̔ 

TACACS+ ╘ ў  
ὤ TACACS+Ὥӎ  
AAA ╘  

TACACS+  
TACACS+  
TACACS+  

TACACS+  
 

TACACS+ ѡᴿ̆ ԈЮ ̔ 
ᴳ TACACS+ ȁ ȁ ᴿ 

TACACS+ ╘ ў  

ᴳ tacacs-server host ԇ̆ Ԉ Ѭ Э TACACS+ ╘ ў IP
Ȃ TACACS+ ╘ ў ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

tacacs-server host ip-address  [port 
integer] [timeout integer] [key string]  

TACACS+ ╘ ў ̆

а ֙

╘ а ̔ 
¸ ip-address ̔ ╘

Ȃ 
¸ port integer [ ] ̔

╘ ᴳ ̆ ᴳ

49̆ 1 ⁮ 65535Ȃ
¸ timeout integer [ ] ̔

ұ ╘

̆ 5s̆
1 ⁮ 1000sȂ 

¸ key string [ ]̔ ұ

IP ╘ Ὥӎ

Ȃ 

 

~ 注意： 
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ѝ TACACS+ ╘ ҩὭӎ ̆‡ ╘ ̆ὤ

TACACS+Ὥӎ Ȃ 

 

ὤ TACACS+Ὥӎ  

ὤ TACACS+Ὥӎ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

tacacs-server key string 

TACACS+ ╘

Ὥӎ ̆ ў

Ὥӎ ̆‡

ᴳ ὤ Ȃ 

 

~ 注意： 

TACACS+̆ Ὥӎ Ȃ з Э Ὥӎ TACACS+
╘ Э Ὥӎ У Ȃ 

 

AAA ╘  

Э
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aaa group server {radius | tacacs+} 
group-name 

Ѭ AAA ╘ ̆ ѝѮ

Уэ ȂУэ ╘ ѐ

̂RADIUS TACACS+ Ȃ̃ 
ԇ ὡ AAA ╘

Ȃ 
̔ TACACS+ ╘

tacacs+ Ȃ 

server ip-address 

╘ ѐ ╗ TACACS+
╘ ў ̆ э Ԉ

╗ э ╘ ў Ȃ 
̔ ╗ὡ⁮ ╘

э ╘ ў ̆ ҮἼ

tacacs-server host ԇ ѬȂ 

ip vrf forwarding vrf-name 
̂ ̃ TACACS+ ╘

ᴳ vrf ( VRF
ԇ) 

 

TACACS+  

ҩ TACACS+ ╘ Ὥӎ Ѯ ̆ ѝ TACACS+ Ѭ ұ

‟ ̆ TACACS+ Ȃ ѝ TACACS+ AAA ᴐ ̆

aaa authentication ԇ TACACS+ Ѭѝ ᴳ Ȃ

TACACS+ Login Enable Ȃ 

Login̂ ̃ ⁮ NAS ֙ Ȃ Login
ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

aaa authentication login {default | 
list-name} group  {tacacs+ | 
group-name} 
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configure terminal  ὡὤ Ȃ 

aaa authentication enable default 
group  {tacacs+ | group-name}  

Enable TACACS+
Ȃ 

 

TACACS+  

ҩ TACACS+ ╘ Ὥӎ Ѯ ̆ ѝ TACACS+ Ѭ ұ

‟ ̆ TACACS+ Ȃ ѝ TACACS+ AAA ᴐ ̆

aaa authorization ԇ TACACS+ Ѭѝ ᴳ Ȃ

TACACS+ Exec Command Ȃ 

ұ ⁮ ̆ ὡ ԇ ̂CLĨ Ḁ̆ Уэ

ԇ ⁞ȂCLI ⁞ӱᴂ⁮ ‍ѝ 0~15 ̆ ⁞

Ȃ Exec ѝа а ̆ ‍

̆ э ѝ Exec Ȃ Exec ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

aaa authorization exec {default | 
list-name} group  {tacacs+ | 
group-name} 

Exec TACACS+
Ȃ 

aaa authorization console 

̂ ̃ ⁸ а

Exec ̆

Exec ̆ э

ὯȂ 

line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Exec Ȃ 

authorization exec {default | list-name} Exec ‟

ЭȂ 

 
ұ ⁮ CLI ̆ Уэ‫ ⁞̂ ₥

Exec ̃̆ Ԉ ⁞ CLI ԇ ת̆ а

э Ҿ ԇ̆ ԇѮ₥ ⁮ ̆ э ѝ

Command̂ ԇ̃ Ȃ Command ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

aaa authorization commands level 
{default | list-name} group  {tacacs+ | 
group-name} 

Exec TACACS+
Ȃ 
¸ level̔ ԇ

⁞Ȃ 0 ⁮ 15Ȃ
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no aaa authorization config-commands

̂ ̃ ᾳЮ̆

Ю ԇ

Command ̆

ԇ̆‡ὤ

Ю ԇ а Ȃ 

line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Command Ȃ 

authorization commands level {default | 
list-name} 

Command ‟

ЭȂ 
¸ level̔ ԇ

⁞Ȃ 0 ⁮ 15Ȃ

 

TACACS+  

ҩ TACACS+ ╘ Ὥӎ Ѯ ̆ ѝ TACACS+ Ѭ ұ

‟ ̆ TACACS+ Ȃ ѝ TACACS+ AAA ᴐ ̆

aaa accounting ԇ TACACS+ Ѭѝ ᴳ Ȃ

TACACS+ Exec Command Ȃ 

ұ ⁮ ̆ Ԉ ὲ ὡ   ԇ ̂CLĨ
ᶕ Ȃ Exec ╖ ̆‡ ὡ⁮ CLI
ֶ̆ ╘ Уэ ̂Start̃ᶕ ̆   CLI ֶ̆ ╘

Уэ ̂Stop̃ᶕ Ȃ Exec ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

aaa accounting exec {default | 
list-name} start-stop group {tacacs+ | 
group-name} 

Exec TACACS+
Ȃ 

line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Exec Ȃ 

accounting exec {default | list-name} Exec ‟

ЭȂ 

 
ұ ⁮ ὡ⁮CLI ̆ Command̂ ԇ̃

╖ ̆ Ԉ ὲ ԇ ᶕ ̆ ԇ ╖ Ḁ̆ ԇᶕ

⁮ ╘ Э Ȃ Command ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 
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aaa accounting commands level 
{default | list-name} start-stop group 
{tacacs+ | group-name} 

Exec TACACS+
Ȃ 
¸ level̔ ԇ

⁞Ȃ 0 ⁮ 15Ȃ

line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Exec Ȃ 

accounting commands level {default | 
list-name} 

Exec ‟

ЭȂ 
¸ level̔ ԇ

⁞Ȃ 0 ⁮ 15Ȃ

 

TACACS+  

Э TACACS+ ̆ѝ ᶑ TACACS+ ╘ Ȃ

TACACS+ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

tacacs-server timeout seconds 

ּ Ԉ₥

̂ ḣѝ 5 ̃̆ ў

̆‡

ᴳ ὤ Ȃ 

Ip tacacs source-interface interface tacacs+ ⁮ ╘

ᴳ
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Ruijie(config)# tacacs-server key aaa 

3. ᴳ tacacs+ ̔ 

Ruijie(config)# aaa authentication login test group tacacs+ 

4. Э :  

Ruijie(config)# line vty 
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ԈЭ ҩ enable ‍ tacacs+ ╘ ̆ ЮȂ 

Ruijie#show running-config 
! 
aaa new-model 

! 
! 

aaa group server tacacs+ tacgroup1 
server 192.168.12.219 

server 192.168.12.218 
!  

aaa authentication enable default group tacgroup1 
! 

! 
tacacs-server host 192.168.12.219 

tacacs-server host 192.168.12.218 
tacacs-server host 192.168.12.217 

tacacs-server key aaa 
! 

line con 0 
line vty 0 4 

! 

Exec ᴳ TACACS+ ᴿ̔  

1. Ἴ aaa̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. tacacs+ server ᶕ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  
Ruijie(config)# tacacs-server key aaa 

3. ᴳ tacacs+ ̔ 

Ruijie(config)# aaa authorization exec test group tacacs+ 

4. Э :  

Ruijie(config)# line vty 0 4  
Ruijie(config-line)#authorization exec test 

ԈЭ ҩ ᴳ tacacs+̆ ЮȂ 

Ruijie#show running-config 
! 

aaa new-model 
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! 
! 

aaa authorization exec test group tacacs+ 
! 

tacacs-server host 192.168.12.219 
tacacs-server key aaa 

! 
line con 0 

line vty 0 
authorization exec test 

! 

15 Commans ᴳ TACACS+ ᴿ̔  

1. Ἴ aaa̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. tacacs+ server ᶕ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  
Ruijie(config)# tacacs-server key aaa 

3. ᴳ tacacs+ ԇ ̔ 

Ruijie(config)# aaa accounting commands 15 default start-stop 
group tacacs+ 

4. Э :  

Ruijie(config)# line vty 0 4  
Ruijie(config-line)# accounting commands 15 default 

ԈЭ ҩ enable ‍ tacacs+ ╘ ̆ ЮȂ 

Ruijie#show running-config 
! 
aaa new-model 

! 
! 

aaa accounting commands 15 default group tacacs+ 
! 

! 
tacacs-server host 192.168.12.219 

tacacs-server key aaa 
! 

line con 0 
line vty 0 4 
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!
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SSH ╘ 

SSH Ӯ 

SSH Secure Shell ᾗ ȂSSH ᵏ ╖ ұУэנ Telnet
̆б Telnet а ұ ּ ╗ Ȃ Уэа

ᶑ ὤ ⁮ ̆SSH Ԉ ᵏ ὤ ᶕ ᶑ

╖ ̆Ԉᶑ а  IP ȁ  Ȃ 

SSH  

 SSH1 SSH2 

 RSA RSAȁDSA 

Ӈ  ұ RSA Ὠ ╗

Ӈ Ȃ 

KEX_DH_GEX_SHA1 
KEX_DH_GRP1_SHA1 
KEX_DH_GRP14_SHA1 

╗  DESȁ3DESȁBlowfish DES ȁ 3DES ȁ AES-128 ȁ

AES-192ȁAES-256 

 ұ ԇұ ԇD S A  
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SSH  

SSH  

 ḣ 

SSH ╘  Ὧ  

SSH  ὸ ̂ 1 2̃ 

SSH  120s 

SSH  3  

 

 

1. ұ SSH ὤ ̆ ᴳ Ȃ

̆ ᴳ ̂̕Telnet Ԉ ̃ 

2. ὡ (Username)б (Password) ұ Ȃ ₥

а ̆ Ԉ֗ ὡ̆ת ὡ ұ Ȃ 

SSH Server 

ᾳЮ̆SSH Server ұὯ Ȃ SSH Server̆ ὤ

Ю̆ enable service ssh-server ԇ̆ SSH ̆ᴳ SSH 
Server ѝ ENABLEȂ 

ԇ  

configure terminal ὡ  

enable service ssh-server SSH Server 

crypto key generate {rsa|dsa}  

 

~ 注意： 

‮ ̆а ԇ[no] crypto key generate̕ ԇ crypto  key 
zeroize ԇ‮ Ȃ 
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Ὧ SSH Server 

Ὧ SSH Server̆ ὤ Ю̆ no enable service ssh-server
ԇ̆ᴳ SSH Server ѝ DISABLEȂ 

ԇ  

configure terminal ὡ  

no enable service ssh-server Ὧ SSH Server 

 

SSH server  

ᾳЮ̆SSH Server ὸ 1 2Ȃᴳ ԈЮ ԇ SSH ᴳ Ȃ 

ԇ  

configure terminal ὡ  

ip ssh version {1 | 2} SSH  

no ip ssh version SSH ѝ ̆

SSHv1 б SSHv2̕ 

 

SSH  

ᾳЮ̆SSH Server ѝ 120 ̆Ȃᴳ ԈЮ ԇ

SSH Ȃ 

ԇ  

configure terminal ὡ  

ip ssh time-out time SSH ̂

1-120sec̃ 

no ip ssh time-out SSH
ѝ 120 ̕ 

 

SSH  

ԇ  SSH ̆

ѝȂ ᾳЮ̆SSH Server ѝ 3 ̆ Ԉἵ Ь

ὡ б Ȃᴳ ԈЮ ԇ SSH Ȃ 
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ԇ  

configure terminal ὡ  

ip ssh authentication-retries retry times SSH 
̂ 0-5̃ 

no ip ssh authentication-retries SSH
ѝ 3 ̕ 

̔Э ԇέᴇ [SSH ԇ ᾊ]Ȃ 

ᴳ SSH  

Ԉᴳ SSH ̆₥ SSH Server ╖ ̆ ᾳ

Ю Ὧ ╖ Ȃ ұ Windows Telnet ֒а SSH̆ ᴳ

Ь ֒̆ ₥ὸ ꜛ ̔Putty̆ Linux̆
SecureCRTȂЮ Ԉ ֒ SecureCRT ѝᴿӮ SSH ̆

Ю ̔ 

 

 1 

1 ᴳ 2 ̆ Protocol SSH2̆Hostname 
ў IP ̆ ѝ 192.168.5.245
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4 

ὡ Telnet Ԉ ὡ Telnet У ҩȂ Ю ̔ 

 

5 
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GSN  

GSN ὤ Ӯ 

ὤ ᾱ ԈЮ эἷ ̔ 

1) ὤ ̂RG Security policy Management Platform̃ 

2) ὤ ̂RG Security Agent̃ 

3) ὤᶢ ̂RG Restore System̃ 

4) ὤ ̂RG Security Switch̃ 

ὤ ̂RG SMP̃ 

ὤ ̆ ᾱ ἵ ֒ ᾃ

ὤ ּ Ȃ ⁮ Э̆

ὤ

ὤ ὤ̃ᶢ
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̆ᴳ ╘ ╟ᴐ ╘

̆ ╟ Ҿ Ф Ȃ 

ҩ ╘ У‎ ╟ᴐѮ ̆ ὤ ֶᾋ

ᴐ ὤ ̆ ὤ ̆ ὤ

ֶ ὤ ‟ ⁸̆

Ȃ 

ὤ  

ṁѝ ὤ ᾱ У ‍̆ ὤ ӱ ὤ Э

̆ з ̆ ⁸Ȃ 

GSN ὤ  

ὤ Ὧ 

ᾳЮ̆ GSN ὤ Ὧ Ὧ  

ԇ  

configure terminal ὡ  

[no] security gsn enable GSN ὤ Ὧ 

Ю GSN ╖ ̔ 

Ruijie# configure terminal 
Ruijie(config)# security gsn enable 

SMP server Ѯ  

SMP Server IP Ԉ ὤ SMP Server
Ȃ 

ԇ  

Configure terminal ὡ  
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[no] security { [v1 | v2] community  
community | v3 user username } 

smp ╘ ᶕ ὤ .
ԇ snmp v1ȁv2ȁv3.
ᴳ

communityȂ 
security v1 community security 
community У ,
v1̆ ѝҩ ᵳ .

ҩ v3,‡ snmp-server
ԇЮ v3 , Ὧ

ԇ ȇSNMP Ȉ

 

[no] smp-server host ip-address SMP ╘  

 

~ 说明： 

security v3 user , SNMP ‍ v3 userȂ 

 

ὤҮּ֒  

ѝҩ ὁ ׆ ὤҮ֒̆ ὤҮ֒ᶕ ὤ

SMP  ̆ Ԉ ὤҮּ֒ ⁸

ὤҮ֒ Ȃ 

ᾰͅ Ԉ ԈЮ ԇ ὤҮּ֒ ̔ 

ԇ  

Configure terminal ὡ  

[no] security event interval interval 

ὤҮּ֒

̆interval̔1-65535s 
ᾳЮ ѝ 5

̆ 
 

Ὧ 

Ԉ ԇ ⁸ ӊ ̆

э ̔ 

ԇ  

Configure terminal ὡ  





GSN  

http://www.ruijie.com.cn 

GSN ᴳ Ὧ Ү  

GSN  

ұ GSN ⁮ ֒̆ ֒ ̆ Ԉ GSN
ұ ӊ а а ̆ ұ GSN ᴳ

֒ ὲӹ ̆ Ԉ Ὧ╖ ̂ ARP
╖ ̃ ҂ֶ῏ ̆GSN ҂ ῏ Ȃѝҩ

╟ ̆ GSN ⁸ ╒̆ Ԉ GSN а

ὲӹ ֒ ╖ Ȃ 

б GSN ᴳ ᾰ УҾ╖  

ұ GSN ̆GSN бЮ УҾ╖ ᴳ Э ᾰ ̆

╗Ԉ ̆ ὁ   ╖ Ȃ 

1) GSN а б 1x ip Ὥ Ȃ 

2) GSN а ὤὭ Ȃ 

3) GSN а AP Э ̆ ҩ а ╗ὡ AP ̆

ҩ GSN ╗ὡ AP ֶ ╖  

̆ Уэ ҩ ╗ὡAP Ἴ‮ Э

Ȃ 

GSN ᴳ ὲӹ Ү  

ұ GSN ֒ ̆ Ԉ ұЮ УҾ

ֶ GSN ᴳ ̔ 

ὤ IP+MAC ̔ ҩ эὤ IP+MAC ̆ ҩ э MAC
̆ GSN MAC ̆ Ḁ ұὤ IP+MAC

̆ӱ GSN Ȃ 

ACL̔ ACL ᾃ б GSN Ю   ᾰ ҂ֶ GSN ╖

̆ GSN а ACLȂ 
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╟ ARP  

ҩ DAI 

DAI ὤ Dynamic ARP Inspection, ѐ ѝ╟ ARP Ȃ ⁮

ARP Ȃа arp ֶ х  

ҩ ARP    

ұ ARP ̆ARP а ⁮ ARP
Ȃ ҩ   ‾ ARP  Ȃ ὲѐ̆ ὴ

ѐ ӝ  Ȃѐ ӝ   Ю̔ 

 

1 

̔ A,B,C Э̆ з ԏᴁұ Уэ ̆ ԏ

IP MAC ‍⁞ ѝ̂IPA, MACÃ(IPB, MACB) (IPC, MACC), A
B ᶕ ̆ A ֶ ᾃ Уэ ARP ̆

B MAC ḣȂ B ⁮ ARP ֶ̆ ARP ̆ᴳ

IPA MACA,  ARP Ȃ A ⁮ ֶ̆ ARP
̆ᴳ IPB MACBȂ 

Ю̆ C Ԉᴳ A B ѐ ARP Ὧ а

Ȃᴳ ̆а ѐ ARP ̆ ᴳ IP
IPA/IPB, MAC MACC̆ ̆ A ѐ ֶ ARP (IPBȁ
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MACC), B ѐ ֶ ARP (IPA, MACC). ̆ A B Ѯ ᶕ

ҩ C Ѯ ᶕ̆ AȁB У Ȃ C Ἱ ҩѐ

ӝ ̆ ṁ ᶢ ̆ У Ȃ

ѐ ӝ  Ȃ 

ҩ DAI ARP   

DAI ᶑҩ ARP ֶ Ȃ ў ԈЮΰэ ̔ 

¸ DAI ╖ VLAN ᶕ֗ Э ᴃ ARP  �z 
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DAI 

DAI Уэ ұ ARP ὤ ̆ Ѯ У ‟

ᴳ ARP ⁮ ּ ╗ Ȃ 

ᴳ DAI Ὧ╖ ̆ ԈЮ ֗╘̔ 

¸ VLAN DAI ╖ ̂ ̃ 

¸ ᶕ֗ ̂ ̃ 

¸ ARP ̂ ̃ 

¸ DHCP snooping database Ὧ ̂ ̃ 

 

VLAN DAI ╖  

ᾳЮ̆ VLAN DAI ╖ Ὧ Ȃ 

ҩVLAN vid DAI ╖ ̆vlan-id = vid ARP ֶ

DAI Ὧ ὤ ̂аֶ ARP ̃Ȃ 

Ԉ show ip arp inspection vlan VLAN ҩ DAI
╖  

VLAN DAI
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ԇ ᴐ  

Ruijie(config-if)# ip arp inspection trust ᶕ֗  

Ruijie(config-if)# no ip arp inspection trust а ᶕ֗  

 

ARP  

NFPP ѐ̆ NFPP ╟ ╖ ̆а ԇȂ 

ԇ ү ̆з ү ѝУэ SVI Ȃ 

ᾳЮ̆ Уэ ᶕ֗Ӈ ARP ѝ 15 э ARP
Ȃᶕ֗Ӈ аṁ ⁸Ȃ 

1 ᾃ ⁮ ARP ⁸ḣ̆ ⁮ ֶ х ̆а

ֶṁ У Ȃ 

Ԉ show ip arp inspection interface ԇ ү ⁸Ȃ 

ARP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip arp inspection 
limit-rate 
{ <1-2048> | none} 

ARP ̆

ᴁ̔ /  
none̔ а ⁸ 

Ruijie(config-if)# no ip arp 
inspection limit-rate  ḣ 

NFPP( ᶑ ) ӊ ̆ ⁸ NFPP ̆аᾋ DAI
Ȃ 

DHCP snooping database Ὧ  

ȇDHCP Snooping ȈȂ 

DHCP Snooping databasĕ‡ ARP  

DAI  

VLAN DAI ╖  

VLAN ̆ ὤ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie(config)# show ip arp inspection vlan VLAN  

 

ү DAI  

ү DAI ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# show ip arp inspection interface 
ү DAI
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⁸‟  

 

ᴐѝ ӊ ὤ ᾱ У ‍̆ᴳ ⁸‟ ᵏ

╖ Ȃ ӊ ₥ ԈЮ ‟ ̔ 

¸ ῆ IP ⁸‟  

¸ IP ⁸‟  

¸ MAC ⁸‟  

¸ MAC ⁸‟  

¸ Expert ⁸‟  

Ԉ έᴇ ᾳ а ⁸‟ ⁸Ȃ 

⁸‟ Ӯ 

ACLs ὤ ѝ ὡ ⁸‟ (Access Control Lists)̆҂ ѝ ‟ ̂Access 
Lists̃̆ ᶋ ѝ ̆ ѐ Ѯѝꜛ ȂACLs ѬУҾ ‡

Э ⁸̔ἵ х Ȃ ὲᴳ ̆

Ԉ‍ѝ ὤ ACLs QoS ACLsȂ 

Ԉ ⁸ ѐ ̆ ⁸ ᴳ ᴳ

Ȃ ὤ ACLs ὲ ‍ ̆ ӱ

ὡ   ̆ רּ ֒(Conditions)ᾱ ἵ ὲ

(Permit) х (Deny)Ȃ 

̆ ὤ ACLs ұ ⁸ Ҿ ἵ ӱ ̆Qos
Ҿ ִἼ ‍ Ȃ 

ACLs У ‟ ̆ ԏ Ѯѝ ὡ ⁸‟ (Access Control 
Entry̔ACE)Ȃ э ὡ ⁸‟ ҩ רּ ֒ ѝȂ 

‟ ‡ Ԉ ȁ ȁЭ ̆ שּ ᶕ

Ȃ 

ѝӣѫ ‟  

‟ ̆ў ԈЮУҾ̔ 

¸ ⁸ ̔ ⁸ ᶕ ӣѫ ̆ ӣѫ ⁮

ᶕ Ȃ 
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¸ ⁸ ̔ѝҩ ᶑ ὤ̆ Ѭ ‡̆ Ԉ ⁸ УҾ

╘̂  WWW ֒ ╘̆ὲӹ ╘ TELNET ‡ ̃̆

Өἵ ᾃ ̆ ἵ УҾў Ȃ 

1 Уэ ᴿ̆ ᴿѐ̆ ἵ ў A ╘ ̆ ў B
Ȃ Ю 1 Ȃ 

 

1  ᴳ ‟ ⁸  
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2  ACE̔permit tcp host 192.168.12.2 any eq telnet ‍  

 

& 说明： 

Ԉ Ь (Layer 3 Field) (Layer 4 Field)
̆҂ Ԉ эү (Layer 2 Field) ת̆ ῆб ACL

а ү Ь ȁү ȁү Ь ȁ Ȃ ᴳ

ү ȁЬ ȁ ̆ Ԉ Expert ⁸‟ ̂Expert 
ACLs̃Ȃ 

 

IP ‟  

Э ‟ ̆ ѝ ‟ Уэ У ̆

Ԉᵳ ᾃ У э ‟ ȂЮ ‟ ҩ Ԉᴳ

‟ Ԉ Ԉᴳ ‟ Ȃ 

  

ῆ IP 1-99̆1300 - 1999 

IP 100-199̆2000 - 2699 

 



⁸‟  
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ὡ ‡  

╗ὡ ‡ ╗⁮ ‟ ̆ … Ԉ ̆ ‮

̆ ‮ э ‟ Ȃ Ԉ ‟ Ȃ ᾱ

‍ ̆ … ‍ б ̆ רּ⁮

̆ᵳаᾋ ὲӹ ‡ Ȃ 

Ḯ … ҩУ ̆ ἵ ̆‡ а Ȃ 

Юᴿ̔ 

access-list 101 deny ip any any 

access-list 101 permit tcp 192.168.12.0 0.0.0.255  eq  telnet any 

ұ У ‡ ҩ IP ̆ Ԉ 192.168.12.0/24 ў

Telnet ̆ ѝ ⁮ У ‡ רּ ̆ᵳаᾋ

‡ Ȃ 

IP ‟  

‟ ꜛ ԈЮч ̔ 

1. Ѭ ‟  

2. ‟ ұ  

‟ ̆ ԈЮч ̔ 

У  ὤ Ю ԈЮ ԇ̔ 

ԇ ╖  

Ruijie(config)# access-list id {deny | permit} 
{src src-wildcard | host src | any } [time-range 
tm-rng-name] 

Ѭ ‟  

Ruijie(config)# interface interface 
‟  

Ruijie(config-if)# ip access-group id { in | out } ‟

 

ү  ACL Ю ԈЮ ԇ̔ 

ԇ ╖  

Ruijie(config)# ip access-list 
{ standard | extended } { id | name } ὡ ‟  

Ruijie (config-xxx-nacl)# [sn] { permit | 
deny } {src src-wildcard | host src | any } 
[time-range tm-rng-name]  

ѝ ACL ╗ ,έᴇᾃ

ԇ  
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Ruijie(config-xxx-nacl)# exit 
Ruijie(config)# interface interface 

  ⁸‟ ̆

‟  

Ruijie(config-if)# ip access-group 
id { in | out } ‟  

 

& 说明： 

У ḣACL ̆ ү Ԉ ḣACL ̆ Ԉ

ִἼ ( ACE ִἼ ѐ)Ȃ 
 

IP ‟  

‟ ̆ ԈЮ ԇ̔ 

Ruijie# show access-lists [ id | name ] 

8  w  
 / C 2 _ 0  - 6 . 0 1  T . 7 3 7  0 . 4 4 6  C D D 0 3 F (  0 4 4 B 2 C 5 8 4 1 9 > n a m e ) T j 
 / T T 1  1  f 
 - 0 . 0 0 2 1  T f 5 5 6  T c  5  T c  3 . 2 5 1  0 S w i t c h  A 
 (  ]  ) T j 
 / C 2 _ 0  1  T f 
 2  T c  4 . 0 w  0 . 8 9 1  < 1 0 9 E > n a m e 8  w  
 / C 2 _ 0  - 2  T c 5 7  T f 
 2  T c  
 f 
 9 7 2 . 3 0 9  0  T 3 E 3 0 F 5 6 1 3 5 4 2 C D 2 4 0 6 1 0 > ] T J 
 / T T 1  1  T f 
 1 8 . 0 0 0 3  T 4 6 3 . 2 5 1  0 1 - 3 d 
 ( }  ) T j 
 / C 2 _ 0  1  T f 
 0 7 7  - . 8 9 1  < 1 0 4 B 8 0 2 D 6 > T j 
 / T T 1   T f 
 1 1  0  T d 
 (  ) T q 
 2 6 5 . 4 3 9 9 7 1 9 
 1 0 . 5 2 4 D 4 8 5 9 9 8  T c 1 8 8 8  3 9 9 8  2 1 1 . 8 8 8  5 2 4 
 1 3 c m 
 / I m 0  D o 
 Q  r e 
 f 
 B 3 / C 2 _ 1  1  T f 
 1 0 . 5  0  0  9  - . 3 8 1 1 . 8 8 8  5 2 . 1 0 0 3  T m 
 ( 8 2  G 
 0 . 2 8  w  
 / C 2 _ 0  3  T c  9 
 1 0 . 5 9  2 . 8 2 f 
 6 1 0 T c  6 5 2 . 8 8 0 3  C D 2 4 
 ( |  ) T j 
 / T T 2  1  T f 
 2 8 . 0 0 1 2  2 2 5 . 0 0 3 7  T c  2  T 6 3 . 2 5 1  0 3  d 
 (  ]  ) T j 
 / C 2 _ 0  1  T f 
 2  T c  0  T c  2  5 4 7 2 . 3 0 9  0  T D C E > - 7 < 1 D 3 B 3 1 9 7 B 4 1 9 3 4 B C 2 0 7 E < 1 C 1 2 - 7 < 0 5 5 F 1 ) #  ) ] T J 
 / T T 2  1  T c  . 5   7 . 0 2 2  0  T d 
 (  ) T j 
 / C 2 _ 0  1  T f 
 1 0 . 5  0  0  1 0 . 5  1 3 8 3 4 8  5 2 . 8 8 0 3  T m 
 < 2 1 6 4 5 E E 4 5 9 C 8 4 1 C > n a m e
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¸ 192.168.12.0/24 ў Э UNIX ў

TELNET ╘̆ PING ╘Ȃ 

¸ Switch B ⁸ Эа 192.168.202.0/24 ў ╘Ȃ 

&  说明： 

ԈЭ ᴿ ̆ע ἵ ‍ ẏ Э ў ѐ

ў ̆аἵ Э ѐ ў Ȃ 

 

¸  

Switch B ̔ 

Ruijie(config)# interface GigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 
Ruijie(config-if)# exit 
Ruijie(config)# interface GigabitEthernet 0/2 
Ruijie(config-if)# ip address 2.2.2.2 255.255.255.0 
Ruijie(config-if)# ip access-group 101 in 
Ruijie(config-if)# ip access-group 101 out 
 

̆ Уэ ѝ 101 ‟  

Ruijie(config)# access-list 101 permit tcp 192.168.12.0 
0.0.0.255 any eq telnet time-range check 
Ruijie(config)# access-list 101 deny icmp 192.168.12.0 
0.0.0.255 any 
Ruijie(config)# access-list 101 deny ip 2.2.2.0 0.0.0.255 any 
Ruijie(config)# access-list 101 deny ip any any 

 

Time-Range  שּ

Ruijie(config)# time-range check 
Ruijie(config-time-range)# periodic weekdays 8:30 to 17:30 

 

&  说明： 

‟ 101 У ‡ access-list 101 deny ip any any Ԉа ̆ ѝ

‟ У ‡ Ȃ 

S3750 ‟ӊ Э̆ У ‡ access-list 101 deny ip any any
Ȃ 

s3750 ӊ Ip acl Ԉ“eq” tcp,udp 4 רּ  

 

Switch A ̔ 
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¸ ὲӹ Ԉ  

Ԉ ̆ Ԉ Э ‟ 101, Ԉ Э    

Ruijie> enable 
Ruijie# configure terminal 
Ruijie(config)# mac access-list extended mac-list 
Ruijie(config-mac-nacl)# deny host 0013.2049.8272 any ipx 
Ruijie(config-mac-nacl)# permit any any  
Ruijie(config-mac-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# mac access-group mac-list in 
Ruijie(config-if)# end 
Ruijie# show access-lists  
mac access-list extended mac-list 
deny host 0013.2049.8272 any ipx 

permit any any 
Ruijie# 

&  说明： 

‟ permit any any а а ̆ ѝ ‟ У

‡ Ȃ 

S3750 ‟ӊ Э̆permit any any Ԉа Ȃ 

 

Expert ‟  

Э ‟ ѝ ⱷ М ‟
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Expert ‟ ̂ 2700 -2899̃ѝ ‟ MAC ‟

ᴇ̆ з VLAN ID Ȃ 

ұ У Expert ‟ ̆ Ԉᴳ ‟ Ѭ

‡̆ὲѐ Уэ ̆Ԉᵳ Ҿ ⁮ Уэ

‟ Ȃ 

Expert ‟  

Expert ‟ ꜛ ԈЮч ̔ 

1. Ѭ Expert ‟  

2. ‟ ұ ( ᴿ) 

Expert ‟ ̆ ԈЮч  

У ὤ Ю ԈЮ ԇ̔ 

ԇ ╖  

Ruijie (config)# access-list id {deny | permit} 
[prot | {[ethernet-type] [cos cos]}] [VID vid] {src 
src-wildcard | host src } {host src-mac-addr | 
any} {dstT1 1 Tf
0 Tc  Tf
0 Tc000.4 13.61 T2 0.48 0 Td
dst-w2(ildcard )Tj
/TT1 1 Tf
-0.0026 Tc 225.71 T6 7.309 0 Td
( | )Tj
/TT2 1 Tf
-0.0002 Tc 0 Tw 2 264 0 Td
(host)Tj
/TT1 1 Tf
0 Tc 2.109 0 Td
( )Tj
/TT0 1 Tf
0.0005 Tc 47264 0 Tddhost |  {list

 

 | any
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&  说明：  

У ḣACL ̕ ү Ԉ ḣACL ̆

ִἼ ѐ̆ Ԉ ִἼ ( ԇѐ[sn] )Ȃ 

s3750 ӊ Ip acl Ԉ“eq” tcp,udp 4 רּ
 

Expert ‟  

‟ ̆ ԈЮ ԇ̔ 

Ruijie # show access-lists [id | name] 

Ԉ Expert ‟  

Expert ‟ ᴿ 

Expert ‟ ̆ ԈЮ ὤ╖ ̔ 

¸ VLAN20 0013.2049.8272 ў Giga 0/1 Ȃ 

¸ ὲӹ а  

Ruijie> enable 
Ruijie# config terminal 
Ruijie(config)# expert access-list extended expert-list 
Ruijie(config-exp-nacl)# permit ip vid 20 any host 
0013.2049.8272 any any 
Ruijie(config-exp-nacl)# deny any any any any 
Ruijie(config-exp-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# expert access-group expert-list in 
Ruijie(config-if)# end 
Ruijie# show access-lists  
expert access-list extended expert-list 
petmit ip vid 20 any host 0013.2049.8272 any any 

deny any any 
Ruijie# 
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‟ ACL80 

ACL80 ҂ Ѭ ‟ ̆ Ѭ רּ ₥ 80 э ̆

Ȃ У ‟ ̆ACL80 Ԉ ₥ 80 э ѐ

16 э ̂bit̃ᴁ רּ Ȃ 

 

& 说明： 

֗ 16 э аꜛ ԈЮ ̔ 



⁸‟  



⁸‟  

http://www.ruijie.com.cn 

ֶ ̆ 16 э У ace ̆ ү ace
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Ruijie# configure terminal 
Ruijie(config)# 

3)  ὡ ACL  

Ruijie(config)# ip access-list extended test-tcp-flag 
Ruijie(config-ext-nacl)# 

4) ╗ ACL  

Ruijie(config-ext-nacl)# permit tcp any any match-allvACL57 Td
[(4))-6(6)]TJ
/C2_0 1 Tf
0 Tc 2.006 0 Td
<23CF08747A10EE14>Tj
/TT07F44C38D>Tj
/TT02C81 1 Tf
2 0 Td
9 

Ruijie(config-ext-nacl)#  
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ip access-list resequence tst_acl 100 3, ACE Ю 

Ruijie(config)# ip access-list resequence tst_acl 100 3 
ace1: 100 
ace2: 103 

ace3: 106 

а ὡ sn-num ╗ ace4 ̆ Ю 

Ruijie(config-std-nacl)# permit ȂȂȂ 
ace1: 100 

ace2: 103 
ace3: 106 

ace4: 109 

ὡ seq-num = 105 ╗ ace5 ̆ Ю 

Ruijie(config-std-nacl)# 105 permit ȂȂȂ 
ace1: 100 
ace2: 103 

ace5: 105 
ace3: 106 

ace4: 109 

ѝҩ 4 ѐ ִἼ ╗ ace Ȃ 

‮ ACE 

Ruijie(config-std-nacl)# no 106 
ace1: 100 
ace2: 103 

ace5: 105 
ace4: 109 

Э ҂ Ԉ ᵳ ACE ‮ Ȃ 

ұ שּ ACL  

Ԉᴳ ACL ұ ̆ ACL Уэ Ҿ ᾃ Ȃ

ѝҩ ⁮ э ̆ Ἴ Уэ Time-RangeȂ 

Time-Range ᵑ ұ ̆ ᴳ э╖ ̆ ᶑ

Уэ Ȃ 

ӱ ̆ Ԉ ԈЮ Уэ Time-Range̔ 

ԇ ╖  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# time-range time-range-n
ame 

Уэ Ѭ ѕᴐ

ѝ Уэ 
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Ruijie(config-time-range)# absolute [sta
rt time date] end time date 

שּ ( )̆ 
έᴇ time range
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ὤ  

ὤ ACL ⁮ὤ ̆ ACL У ὤ ̆ ὤ ҂ Уэ

⁸ ̆У ACL ұ ұ portmap ̆ ὤ Ԉ ұὤ

̆ бУ ACL а ᴇ ִἼ Э̆ ὤ ִἼ

ὤ( ὤЮ IP/IP+MAC ) 8̆02.1X ὤ ACL ̆ ὡӇ

רּ Эҩ ὤ ACL ἵ ҩ̆ а ᾋ 802.1X̆
ὤ ACL ὤ ֒̕ аּר ὤ ACL ̆ ѫᾋ

רּ ὤȁ802.1X ὤ ACL ֒̆ ὤ ὤ ұ

̆ э ѝᴿ Ȃ 

      

& 说明： 

1. ὤ ꜛ permit deny Ȃ 

2. ὤ ὤ ᴿ а  

3. ὤ ִἼ ұὤ ὤ  

4. IP ᾳЮ̆ 802.1x ѐᴳ ὤ ֶ̆ ἵ

э ѝ῏ ̆э IP ᾳЮУ Ȃ 

5. Ѯ₥Ἴ ὤ Ԉ̆ ὁ

ұѐ ҩ ὤ а Э Ȃ 

 

Ԉᴳ ACL̆ѝ ὤ Ȃ 

ӱ ̆ Ԉ ԈЮ Уэὤ ὤ  

ԇ ╖  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# security global access-group 1 ὤ ὤ  

ӱ ̆ Ԉ ԈЮ ѝ ὤ ᴿ  

ԇ ╖  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)#interface idx ὡ  

Ruijie(config-if)#security uplink enable ѝᴿ  

ұ Ю ҩ ὤ ̆ Ἴ ὤ ̆ᾋ ѝᴿ Ȃ 

ӱ ̆ Ԉ ԈЮ Ю ὤ  
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ԇ ╖  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)#interface idx ὡ  

Ruijie(config-if)#security access-group 1 Ю ὤ  

 

ұ Ю ҩᴿ ̆ Ἴ ᴿ ᾋ̆ ұ ὤ  

Ю ᴿ Ԉ ὤ ѝᴿ̔ 

4 ѝ ὤ ̆ IP+MAC 

Ruijie(config)#interface FastEthernet 0/4 
Ruijie(config-if)#switchport port-security 
Ruijie(config-if)#switchport port-security mac-address 
0000.0000.0011 ip-address 192.168.6.3 

IP ѝ 192.168.6.3 з MAC ѝ 0000.0000.0011 ӱ

4 Э ὡӇ ̆ ѫ IPX ̙ ԏ Ԉ

Уэ ὤ ̆ἵ IPX ̆ Ю 

Ruijie #configure 
Ruijie (config)#expert access-list extended safe_channel 
Ruijie (config-exp-nacl)#permit ipx any any 
Ruijie (config-exp-nacl)#exit 
Ruijie (config)#security global access-group safe_channel 

҂ Ԉ У ұ  

Ruijie #configure 
Ruijie (config-if)#expert access-list extended safe_channel 
Ruijie (config-exp-nacl)#permit ipx any any 
Ruijie (config-exp-nacl)#exit 
Ruijie(config)#interface FastEthernet 0/4 
Ruijie (config-if)#security access-group safe_channel 

ὤ Ю Ю̆ ὤ “safe_channel”̆ 4
IPX ҩȂ 

ѡᴿ 

TCP  

TCP Flag ACL ╖ Ȃ 
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ѝҩ У Эᶑ A ὤ̆ ἵ  A ў Bў

TCP ᶕ ת̆ аἵ B ў ⁮  A TCP ᶕ

Ȃ 

 

 

4 

Э ̆ Ь Ӈ чэ ̆ AбӇ G3/1 ̆

B бӇ G3/2 Ȃ 

‍  

B ў ⁮  A TCP ᶕ ̆ ӱ B
Ӈ G3/2 TCP Ȃ‍ TCP

̆TCP ‫ TCP SYN ᴁз ACK ᴁѝ 0Ȃ
̆ ԏ Ԉ ⁸‟ Match-all ̆ G3/2 ὡ

̆ TCP SYN ᴁ 1 з ACK ᴁѝ 0 ̆

A B Ȃ 

 

1) Ѭ ⁸‟  

# ὡӇ  

Ruijie# configure terminal 

# Ю… ‟ ACL101 

Ruijie(config)# ip access-list extended 101 

# TCP Flag SYN=1̆зὲ ̂ꜛ ACK ᴁ̃ ᴁѝ0  

Ruijie(config-ext-nacl)# deny tcp any any match-all syn 
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# ἵ ὲ IP  

Ruijie(config-ext-nacl)# permit ip any any 

2) ⁸‟ Э 

#   ⁸‟  

Ruijie(config-ext-nacl)# exit 

# ὡ ‟ G3/2 

Ruijie(config)# interface gigabitEthernet 3/2 

# ACL 101 ұ G3/2 ὡ ꜛ  

Ruijie(config-if)# ip access-group 101 in 

3) ‟  

# Ю̆ᴳ show ԇ ACL Ὧ  

Ruijie# show access-lists 101 

ip access-list extended 101 
10 deny tcp any any match-all syn  

20 permit ip any any 
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QOS  

QOS  

Internet ̆ӝԏ ұ Internet Эּ ᴇ ̆

У ̆ а ᴇ а ╘ ̆

‍ ̆ ּ̆ “ ╒ ѝ” ⁸̆

а ȂQOS Ȃ 

QOŜ Quality of Servicĕ ╘ ̃ ה ╘ ╒Ȃ

ѐ̆ѝҩ ╘ ̆ ὡ QOS ⁸̆ QOS ה ‍

╒Ȃ ԏ QOS̆ ‍ ѐѝ ȁ ╟ȁхꜛ

ᵏ ╘ ╒  Ȃה

QoS  

а QoS ╖ аέ ᵏּ ╘ ╒̆ Ӈ

̆ аᶑ У ֶ ⁮ Ȃ Ἱ

Ḁ̆ ⁮ҩ ̆ Ḁ̆

х Ȃ ṁ ᵏ ᴧ ╘̆ ѝ

╒ ̆ Ӈ ⁮ҩἹ‍ ‾ Ȃ 

QoS ╖ ̆ ᵏּ ╘Ȃ ⁞ ̆ Ԉ

ѝ ҫ э ⁞ ּ ִἼ ̆ ̆ ᴳ ᵏ

ִἼ ȁ ὁ ⁸ѝ Ҿ ᵏ ּ ╘Ȃ ҩ

QoS ̆ ╗ҩ ̆ ‍ ̆

╗ ‾ Ȃ 

QoS Ԉ IETF̂Internet Engineering Task Forcẽ DiffServ
̂Differentiated Servece Modẽ̆ ‍ ╘ ̃ ᴇ ѝ ȂDiffServ ᴇ

ѐ Уэּ ‚‍ а ⁞̆‍ ᶕ ꜛ ҩ IP 
ѐ̆ DiffServ ᴇ ᴳ ҩ IPv4 ѐ TOŜ Type Of Servicẽ Ipv6 
ѐ Traffic Class ₥ 6 э ‍ ᶕ Ȃ ‍ ᶕ

҂ Ԉ ЭȂУ ̆ ѐ ‍ ᶕ ̔ 

¸ 802.1Q Tag Control Information ѐ ₥ 3 э ̆ ꜛ ҩ

8 э ⁞ ִἼ ᶕ ̆ Ьэ ѝ User Priority bitsȂ 

¸ IPv4 ѐ TOS IPv6 ѐ Traffic Class ₥

3 э ̆ ᴐ IPprecedence value̕ IPv4 ѐ TOS 
IPv6 ѐ Traffic Class ₥ 6 э ̆ ᴐ Differentiated Services 
Code Point (DSCP) valueȂ 
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DiffServ ᴇ ѐ̆ ꜛ ‍ ᶕ ּ

╘ ̆ ꜛ а ‍ ᶕ а ּ ╘ Ȃ ‍

ᶕ Ԉ Э ў ȁ ὲ ҫȂ Ԉ ұа

ұ ᾃ а ѝ ҫ ⁞ᶕ Ȃ ⁞ ᾃ Ԉᵳѝ

ҫ ⁞ᶕ ṁ ̆ѝҩ῏

̆У ҫ ⁞ᶕ ᴳ Ȃ

⁞ᶕ ̆ѝ Ӈ ᵏа ּ ִἼ ̆ ѝ Ӈ

̆ х УҾִἼ ᴂ ȁ ὲӹУҾ ᴐ Ȃ Ҿ

ѝ DiffServ ᴇ ѐ ᴐ ѝ̂Per-hop Behavior̃Ȃ 

Э ᵏҩУ ѝ̆ ѫ ұ DiffServ ᴇ ̆

э Ԉ End-to-end QoSsolutionȂ 

QOS  

Classifying 

Classifying ‍ ̆ὲ ᶕ֗ ‍ э ᾃ

Ҿ ⁮Ԉ CoS ḣ э ѐ̆ ‍ ╟ᴐ ֗╘

ὡ CoS ḣȂ‍ ὡ ̆ э Ὧ ҩ

Уэ QoS Policy-map ̆‍ Э ̆ ӱ

ὡ ᴐ Ȃ 

ұУ IP ̆ ԈЮῆ‡ ̔ 

¸ аꜛ QoS ᶕ ̆ ү ѐаꜛ User 
Priority bits̆ ѫ Ԉ ὡ CoSḣ QoSᶕ Ȃ

CoS ḣ User Priority bits У ̆ ḣ ѝ 0͘7Ȃ 

¸ ꜛ QoS ᶕ ̆ ү ѐꜛ User Priority 
bits̆ ѫ Ԉ ӱ ѐ CoS ḣȂ 

&  说明： 

ԈЭч ῆ‡ QoS ᶕ֗ Ḁ ᴐ Ȃ

QoS ᶕ֗ а ‍ ᾃ ̆ ӱ ѐ ὡ

Э QoS ᶕ Ȃ 

 

¸ Ὧ Policy-mapѐᴳ ҩ ұMac access-list extended ACLs
̆ ѫ Э̆ MAC ȁ MAC Ԉ

Ethertype רּ Ὧ ACLs̆Ԉ DSCP ḣȂ ̆

Ὧ ҩ э Policy-map̆ת ѝὲ DSCP ḣ̆‡

ѝѝ ‍ ִἼ ̔ ү ѐꜛ ִ
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Ἴ ᶕ ִἼ Ȃ 

&  说明： 

Э Ь ῆ‡ ֶ ᴐ ұУэ ЭȂ ᾳЮ̆Э Ь

ῆ‡ 3ȁ2ȁ1 ִἼ ᴐ Ȃ Ἴ ACLs ̆ ᾳЮ̆

ῆ‡2ȁ1̆ э Ḁ̆ QoSᶕ֗ ̆‡

ῆ‡ 2 1 ӱ ѐ ӱ Э QoS ᶕ ̕ QoS ᶕ֗

Ὧ ̆ ѫ Ҿ ҫ DSCP ḣ 0Ȃ 

 ұ IP ̆ Ԉ ԈЮῆ‡ ̔ 

¸ ᶕ֗ ѝ Trust ip-precedencĕ‡ ӱ IP Ip 
precedence ̂3 э ̃   ̆ Ἱ⁮   CoS ̂3 э Ȃ̃ 

¸ ᶕ֗ ѝ Trust cos̆‡ CoS ̂3 э ̃

  Ip Precedence ̂3 э ̃Ȃ ч ᾰͅУ ү

ѐаꜛ User Priority bits̆ ѫ Ԉ ὡ CoS ḣ

CoS ḣȂ У ү ѐꜛ User Priority bits̆‡ ӱ

ѐ CoS ḣȂ 

¸ Ὧ Policy-map ѐᴳ ҩ ұ Ip access-list (Extended) ACLs
̆ ѫ Э̆ IP ȁ IP ȁProtocol
ȁԈ TCP/UDP



QOS  

http://www.ruijie.com.cn 

Marking 

Marking ̆ Classifying Policing ╟ᴐ Ѯ ̆ѝҩ ᶑ ‍

DSCP ḣ ּ Э ЮУ ̆ Marking ╟ᴐ ѝ

ᾗὡ QoS ᶕ ̆ Ԉᴳ QoS ACLs QoS ᶕ ̆҂ Ԉᴳ

Trust ᶑ ѐ QoS ᶕ ̆ᴿ ̆ Trust DSCP ӱ ᶑ IP 
DSCP ᶕ Ȃ 
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╖ Ȃ Ὧ QoS ╖ ̆ Ԉ Policy 
Map ̆ ᶕ֗ ѝ Off ȂԈЮѝ QOS ̔ 

CoS ḣ 0 



QOS  



QOS  

http://www.ruijie.com.cn 

ip access-list extended {id | name} 
… 
ip access-list standard {id | name} 
… 
mac access-list extended {id | name} 
… 
expert access-list extended {id | name} 
… 
ipv6 access-list extended name 
… 
access-list id […] 

… ACL 
ACL  

[no] class-map class-map-name 

… ὡ class map
,class-map-name

… class map  
no  ‮ Уэ

class map 

[no] match access-group {acl-num | 
acl-name } 

רּ ACL, acl-name 
ѝ … ACL ̆

acl-num ѝ … ACL 
id̆no ‮ רּ  

ᴿ ̆ԈЮ … ҩУэ ѝ Class1 Class-map̆ Ὧ Уэ

ACL:acl_1Ȃ э Class-map ‍ ѝ 80 TCP  

Ruijie(config)# ip access-list extended acl_1 
Ruijie(config-ext-nacl)# permit tcp any any eq 80 
Ruijie(config-ext-nacl)# exit 
Ruijie(config)# class-map class1 
Ruijie(config-cmap)# match access-group acl_1 
Ruijie(config-cmap)# end 

Policy Maps 

Ԉ Ю … Policy Maps 

ԇ  

configure terminal ὡ  

[no] policy-map policy-map-name 

… ὡ policymap ̆

policy-map-name …

policymap  
no  ‮ Уэ policy 
map 

[no] class class-map-name 

… ὡ ‍ ̆

class-map-name … class 
map  
no  ‮ ‍  
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[no]set ip dscp new-dscp 

ѝ ѐ IP  ip 
dscp ḣ̕ ұ IP ̆ а

ᴐ ̕ 
new-dscp DSCP ḣ̆

ḣ ᵑӊ а а  

police rate-bps burst-byte 
[exceed-action {drop | dscp 
dscp-value}] 
no police 

⁸ ѝ

‍ ╟ᴐ̆rate-bps
⁸ (kbps)̆burst-byte

⁸ḣ(Kbyte)̆drop х

‍ ̆dscp dscp-value ᾗ

‍ DSCP ḣ̆

dscp-value ḣ ᵑӊ а а

 

 

&  说明： 

УэPolicy Maps ⁮ э Э̆‡ὲѐ police
э Ὥӎ Ȃ ⁮Уэ Policy Mapsѐ police ̆

Уэ УὯ Policy Mapŝ Policy Maps бὲ

аУ ̆ὲὯ Class Ԉ ὲ У ̃Ȃ 

 

ᴿ ̆ԈЮ … ҩУэ ѝ Policy1 Policy-map̆

Policy-map Ὧ Gigabitethernet 1/1 

Ruijie(config)# policy-map policy1 
Ruijie(config-pmap)# class class1 
Ruijie(config-pmap-c)# set ip dscp 48 
Ruijie(config-pmap-c)# exit 
Ruijie(config-pmap)# exit 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport mode trunk 
Ruijie(config-if)# mls qos trust cos 
Ruijie(config-if)# service-policy input policy1 

Policy Maps 

Ԉ Ю Policy Maps ⁮ Э 

ԇ  

configure terminal ὡ  

interface interface ὡ  
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[no] service-policy input  
policy-map-name 

… Policy Map ⁮

Э̕policy-map-name …

policy map ̆input ѝ
ὡ , 

 

  ‟  

Ԉѝ   ‟ ̔WRR̆SP̆RR̆ ᾳЮ̆   ‟

ѝ WRR
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Ԉ ԈЮ    

ԇ  

configure terminal ὡ  

{wrr-queue | drr-queue} bandwidth 
 weight1...weightn 

weight1...weightn ѝ
  ‟ ḣ̆э

ḣ QOS  

no {wrr-queue | drr-queue} bandwidth no ḣ 

Ю ᴿ wrr ѝ 1:2:3:4:5:6:7:8 

Ruijie# configure terminal  
Ruijie(config)# wrr-queue bandwidth 1 2 3 4 5 6 7 8  
Ruijie(config)# end 
Ruijie# show mls qos queueing  
Cos-queue map: 

cos qid 
--- --- 

0   1 
1   2 

2   3 
3   4 

4   5 
5   6 

6   7 
7   8 

wrr bandwidth weights: 
qid weights 

--- ------- 
0   1 

1   2 
2   3 

3   4 
4   5 

5   6 
6   7 

7   8 
Ruijie(config)# 
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CoS-to-DSCP Map 

CoS-to-DSCP Map ұ CoS ḣ ⁮ᾃ DSCP ḣ, Ԉ ԈЮ

CoS-to-DSCP Map  ,CoS-to-DSCP Map
QOS  

ԇ  

configure terminal ὡ  

mls qos map cos-dscp dscp1...dscp8 
no mls qos map cos-dscp 

ᶢ CoS-to-DSCP Map 
,dscp1...dscp8 ұ CoS 

ḣ 0͘7 DSCP ḣ,DSCP 
ḣ ᵑӊ а а  

ᴿ Ю ̔ 

Ruijie# configure terminal 
Ruijie(config)# mls qos map cos-dscp 56 48 46 40 34 32 26 24 
Ruijie(config)# end 
Ruijie# show mls qos maps cos-dscp 
cos dscp 
--- ---- 

0   56 
1   48 

2   46 
3   40 

4   34 
5   32 

6   26 
7   24 

DSCP-to-CoS Map 

DSCP-to-CoS ұ ᾃ DSCP ḣ ⁮ CoS ḣ̆Ԉᵳѝ

  ‟ 

DSCP-to-CoS Map QOS , Ԉ ԈЮ

DSCP-to-CoS Map : 
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mls qos map dscp-cos dscp-list to cos

DSCP to COS Map̆ 
dscp-list: DSCP ḣ ‟

̆DSCP ḣѮ ‍ ̆

ḣ ᵑӊ а а ;cos:
DSCP ḣ CoS ḣ̆ ḣ

ѝ̔0͘7̕ 
no mls qos map dscp-cos ѝ ḣ 

ᴿ ̆ԈЮ DSCP ḣ 0ȁ32ȁ56 6̔ 

Ruijie# configure terminal 
Ruijie(config)# mls qos map dscp-cos 0 32 56 to 6 
Ruijie(config)# show mls qos maps dscp-cos  
dscp cos     dscp cos     dscp cos     dscp cos 

---- ---     ---- ---     ---- ---     ---- --- 
 0   6        1   0        2   0        3   0        

 4   0        5   0        6   0        7   0        
 8   1        9   1       10   1       11   1        

12   1       13   1       14   1       15   1        
16   2       17   2       18   2       19   2        

20   2       21   2       22   2       23   2        
24   3       25   3       26   3       27   3        

28   3       29   3       30   3       31   3        
32   6       33   4       34   4       35   4        

36   4       37   4       38   4       39   4        
40   5       41   5       42   5       43   5        

44   5       45   5       46   5       47   5        
48   6       49   6       50   6       51   6        

52   6       53   6       54   6       55   6        
56   6       57   7       58   7       59   7        

60   7       61   7       62   7       63   7        

⁸ 

Ԉ ԈЮ ⁸  

ԇ  

configure terminal ὡ  

interface interface ὡ  

rate-limit { input | output }  
bps burst-size 

⁸̆input ѝ ὡ

̆output ѝ   ̆

bps ⁸

(kbps)̆ 
burst-size ⁸ḣ
(Kbyte) 
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QOS  

class-map 

Ԉ ԈЮ class-map ᾃ  

ԇ  

show class-map [class-name] class map ᴇ ᾃ  

ᴿ ̔  
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ᴿ ̔ 

Ruijie# show mls qos interface gigabitEthernet 0/4 
Interface: GigabitEthernet 0/4 
Attached input  policy-map: pp 

Default COS: trust dscp 
Default COS: 6 

Ruijie#show mls qos interface policers  
Interface: GigabitEthernet 0/4 

Attached input  policy-map: pp 
Ruijie# 

mls qos queueing 

Ԉ ԈЮ qos ‟ᶕ  

ԇ  

show mls qos queueing 
QoS ‟ᶕ ,  

CoS-to-queue map̆ 
wrr weight drr weight;  

ѡᴿ Ю̔ 

Ruijie# show mls qos queueing  
Cos-queue map: 

cos qid 
--- --- 

0   1 
1   2 

2   1 
3   4 

4   1 
5   1 

6   1 
7   1 

wrr bandwidth weights: 
qid weights 

--- ------- 
0   1 

1   2 
2   3 

3   4 
4   5 

5   6 
6   7 
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7   8 
 

mls qos scheduler 

Ԉ ԈЮ QOS  

ԇ  

show mls qos scheduler ִἼ ‟  

ѡᴿ Ю̔ 

Ruijie# show mls qos scheduler  
Global Multi-Layer Switching scheduling 

Strict Priority 
Ruijie# 

mls qos maps 

Ԉ ԈЮ mls qos maps  

ԇ  

show mls qos maps  
[cos-dscp |dscp-cos|ip-prec-dscp] 

dscp-cos maps 
dscp-cos maps 
ip-prec-dscp maps 

ѡᴿ Ю̔ 

Ruijie# show mls qos maps cos-dscp  
cos dscp 
--- ---- 

0   0 
1   8 

2   16 
3   24 

4   32 
5   40 

6   48 
7   56 

Ruijie# show mls qos maps dscp-cos  
dscp cos     dscp cos     dscp cos     dscp cos 

---- ---     ---- ---     ---- ---     ---- --- 
0   6        1   0        2   0        3   0        

4   0        5   0        6   0        7   0        
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8   1        9   1       10   1       11   1        
12   1       13   1       14   1       15   1        

16   2       17   2       18   2       19   2        
20   2       21   2       22   2       23   2        

24   3       25   3       26   3       27   3        
28   3       29   3       30   3       31   3        

32   6       33   4       34   4       35   4        
36   4       37   4       38   4       39   4        

40   5       41   5       42   5       43   5        
44   5       45   5       46   5       47   5        

48   6       49   6       50   6       51   6        
52   6       53   6       54   6       55   6        

56   6       57   7       58   7       59   7        
60   7       61   7       62   7       63   7        

Ruijie# show mls qos maps ip-prec-dscp  
ip-precedence dscp 

------------- ---- 
0      56 

1      48 
2      46 

3      40 
4      34 

5      32 
6      26 

7      24 
 

mls qos rate-limit 

Ԉ ԈЮ ⁸ᶕ  

ԇ  
show mls qos rate-limit [interface 
interface] [ ] ⁸ 

Ruijie# show mls qos rate-limit 
Interface: GigabitEthernet 0/4 
rate limit input bps = 100 burst = 100 

show policy-map interface 

Ԉ ԈЮ policymap  
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ԇ  

show policy-map interface interface [ ] policymap  

Ruijie# show policy-map interface f0/1 
FastEthernet 0/1  input (tc policy): pp 

Class cc 

set ip dscp 22 
mark count 0 

&  说明： 

Ӈ ₥а mark count  
 

QOS ᴿ 

ұ‍  

 

Ὠ ᾃ Ԉ Ӈ Ѯ ҵ ̆ὲѐ ╘ Ӈ

G0/2
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& 说明： 

ԈЮ ‟ ҩб QOS ACL Ὧ ԇ 

 

# ὡὤ  

Ruijie#configure  
Enter configuration commands, one per line.  End with CNTL/Z. 

# Ѭ ѝ salary_acl ῆ ACL 

Ruijie(config)#ip access-list standard salary_acl 

# Ѭ ‡̆ἵ ╘  

Ruijie(config-std-nacl)#permit host 192.168.217.225
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VRRP  

 

VRRP (Virtual Router Redundancy Protocol̆ ᾕᴍ ) ў

̆Ԉᶑ ў ̆ ֙ Ԉ а ᾃ

ᶕ ₥ Ю ╖ ‎ ̆за ᾋᶢ ᾃ ȂVRRP ᾃ э

ѝУэ ȂVRRP ᶑ з Уэ

Ԇ ꜛ ̆ ў ‡ ꜛ ̆

э ꜛ ѝў Ȃ эў э

Ḁ ұ ᴐ ̆‡ ұ ֙ Ԇ

ў ȂVRRP ᴳ ᾃ ў Э ᴳ ҩУэ ̆

з ᴳ ₥ ᴳ ᾳЮӰ ᶑ Ȃ 

RFC 2338 ѐ Ѭҩ VRRP IP ὲ ᴐ ⁸̆VRRP У

̆ ў   ὲ

҂ ұ ѡў ȂVRRP ἵ ѝ IP ╖

̆ ѐ Уэ ╟ ̆ӱ

IP ֙б ̆ ҂ᶑ ҩ ᾃў ȂУ

э VRRP ᾕᴍ̆ת ֗ᴉ Ḁ У

ᴐѝў ╖ ̆ὲӹ ѝ ֙ ̆VRRP ѐ

а ‎ ᾃ ў ‡ ὤ ȂRFC 2338 ҩ

‎ ‡̔ 

¸ VRRP ў Ȃ Ἴ Уэ VRRP
ᾃ Э VRRP ִἼ ִ̆Ἴ ѝў

̆ ѝ MasterȂ ִἼ ̆‡

ў IP ̆ў IP ѝў ̆ ᵏ ╘Ȃ 

¸ ў   ̆ὲ ᴐѝ ֙ ( ѝ Backup)̆
ў   VRRP ў Ȃ ᴐ ̆

ў ֶ У Уэ VRRP ̆ ѝ ̆Ԉ

֙ ̔ў ұ ᴐ Ȃ ᾃ ֙

⁮ ў ̆‡ ѝ MasterȂ ᾃ

ѝ Master ̆
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1  VRRP ᴐ  

У Уэ VRRP ֙ ѡ  ў ̆ ᾃ ў ў

Ȃ Ԉ 1 Ȃ 1 ѐ̆ R1 R2
Ԉ Fa0/0 б 192.168.12.0/24 ̆ R1 б R2

Fa0/0 Э ҩ VRRP̆ ᾃ ў Ԉ VRRP IP
ᴐѝ ὯȂ ұ ᾃ ў ̆ ԏ ⁮ VRRP

̆ ╖ VRRP ў ԏ ‡

Ȃ ̆ ᾃ ў PC 1 бὲ ᾃ ў PC 2 ̆PC 
1 ֶԈ ѝ Ὧ PC 2 ꜛ̆VRRP ѐ ў

⁮ ꜛ ֶ ꜛ PC 2Ȃ э ѐ̆

PC 1 ⁮ а ў

R1 R2̆ эVRRP ѐ ў R1бR2Ѯ ѡӊ ̆

У ў ̆ ѫ У ╟ ѝў Ȃ 

VRRP  

VRRP ч ̔ б Ȃὲѐ ᴳ ֙

ᾕᴍ̆ ᴳ ֙ ᾕᴍб Ȃ 

ᾕᴍ 

VRRP Ԉ 2 ᴿ Ȃ 
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2  VRRP  

2̆ AȁB Ԉ C ᴳ Ԉ б ̆ ὲ

Ԉ Э ҩ VRRP̆ ԏ ұ Уэ VRRP з VRRP
IP ѝ 192.168.12.1̆ὲѐ A ѡѝ VRRP ў ̆

B б C ᴐѝ ֙ Ȃ ᾃ ў 1ȁ2 Ԉ 3 Ԉ IP
192.168.12.1 ᴐѝ ὯȂ ᾃў ὲ ꜛ ў

( 2-2 ѐ A) ȂУ A ̆

B б C Ѯ ѡ ў ╖ ̆ ҩ

ᾕᴍȂ 

 

VRRP Ԉ 3 ᴿ Ȃ 

 

3  VRRP  

3̆ ҩчэ Ȃ ұ 1̆ A ᴳ Ԉ

Fa0/0 IP 192.168.12.1 ᴐѝ IP ̆ A
ѝў ̆ B ѝ ֙ Ȃ ұ 2̆

B ᴳ Ԉ Fa0/0 IP 192.168.12.2 ᴐѝ IP
̆ B ѝў ̆ A ѝ ֙ Ȃ

ᾃ̆ў 1 ў 2 ᴳ 1 IP 192.168.12.1 ᴐѝ

Ὧ̆ў 3 ў 4 ᴳ 2 IP 192.168.12.2 ᴐѝ ὯȂ

VRRP э ѐ̆ A B ҩ ᾕᴍ̆ ‍ ҩ

ҩ Ȃ 
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VRRP  

VRRP ֗╘‟  

VRRP ұ Ԉ ȂVRRP ѐ

Ԉ ЭȂὲ ֗╘ ̔ 

¸ ╟ VRRP ֙╖ ( )̕ 

¸ VRRP ֙ ѕ( )̕ 

¸ VRRP ֙ ( )̕ 

¸ VRRP ֙ ѐ ( )̕  

¸ VRRP ֙ ѐ ִἼ ( )̕ 

¸ VRRP ֙ ( )̕ 

¸ VRRP ҃╖ ( )̕ 

¸ VRRP ֙ ѕ( )Ȃ 

̆ а У Ȃ Уэ VRRP ֙ Ҿ ᾱұ

ᴳ Ȃ 

╟ VRRP ֙╖  

֙ IP Ԉ Э ╗Уэ ֙ ӱ

╟ Ԉ VRRP ֙╖ Ȃ 

ԇ  

Ruijie(config-if)# vrrp group ip ipaddress [secondary] VRRP 

Ruijie(config-if)# no vrrp group ip ipaddress [secondary] Ὧ VRRP 

֙ Group ḣ ѝ 1~255Ȃ а IP Ipaddress̆
аֶ бVRRP ֙ Ȃ аᴳ Secondary ̆ ѫ IP

ѝ ў IP Ȃ 
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&  说明： 

VRRP ҃╖ Ḁ̆ Уэ VRRP ֙

VRRP ̆ ‡ ұ ֙ ֶх ⁮ VRRP
Ȃ 

 

VRRP ֙ ѐ  

VRRP ᴐ Ю̆У ִἼ ұ ₥Master ִ

Ἴ ̆ ѝ VRRP ў Ȃ VRRP ᴐ

Ю̆ ᵳ ִἼ ұ ₥ Master ִἼ ̆ ҂аֶ ѝ

VRRP ў ȂVRRP ᴳ Ԉ IP ᾳЮ̆

Ѭа ̆ ѝ VRRP έ ִἼ ̆ ╟ ѝ VRRP ѐ

ў Ȃ 

ԇ  

Ruijie(config-if)# vrrp group preempt [delay 
seconds] 

VRRP ֙ ұ

 

Ruijie(config-if)# no vrrp group preempt  
[delay] 

VRRP ֙ ұ

 

Delay Seconds Ѭҩ ұ ֙ VRRP ῆ

Master ֙Ѯ₥ ̆ ḣѝ 0 ȂУ VRRP ╖ ̆VRRP
ᴐ ЮȂ 

VRRP ֙ ѐ ִἼ  

VRRP ִἼ ֙ ѐ

ᴁȂ ᴐ Юέ ִἼ з IP ѝ

֙ ╟ ( ў) ̆ Уэ ֙ ѐᴂұ ִἼ ὲ

ѝ ֙ ( ) ȂУ VRRP ╖ ̆VRRP
ὲִἼ ѝ 100Ȃ 

ԇ  

Ruijie(config-if)# vrrp group priority level VRRP ֙ ִἼ  

Ruijie(config-if)# no vrrp group priority VRRP ִἼ ḣ 

ִἼ Level ḣ ѝ 1~254Ȃ VRRP IP б Ԉ Э

IP У ̆ VRRP ִἼ ѝ 255̆ VRRP
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ұ ̆ VRRP ֶ ╟ ұ Master ( Ԉ

)Ȃ 

VRRP ֙  

ҩ VRRP ֙ ̆ ╟

ִἼ ȂУ ѝа ḣ῏

VRRP ֙ ѐ ִἼ ̆ Уэ ֙ ѐ

зִἼ ὲ Ԉ ѝ VRRP ֙ ╟ ( ў)
Ȃ 

ԇ  

Ruijie(config-if)# vrrp group track 
interface-type number 
[interface –priority] 

VRRP ֙  



VRRP  





VRRP  
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Ruijie# debug vrrp packets VRRP Ὧ 

Ruijie# no debug vrrp packets Ὧ VRRP Ὧ 

Ruijie# debug vrrp state VRRP Ὧ 

Ruijie# no debug vrrp state Ὧ VRRP Ὧ 

Ruijie# debug vrrp  VRRP Ὧ 

Ruijie# no debug vrrp  Ὧ VRRP Ὧ 

Ю  ᴳ Ҿ ԇ ᴿ̔ 

1. debug vrrp ԇ 

Ruijie# debug vrrp  
Ruijie# 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 
VRRP: Grp 1 Event - Advert higher or equal priority 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 1 state Master -> 
Backup 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid 
virtual address 192.168.1.1 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 1 state Backup -> 
Master 

Ruijie# 

debug vrrp 
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VRRP: Grp 1 Event - Advert higher or equal priority 
Ruijie# 

Э ᶕ VRRP ⁮ VRRP (Advertisement)ѐ ִἼ

аᴂұ ִἼ Ȃ 

4. debug vrrp packets ԇ 

Ruijie# debug vrrp packets 
Ruijie# 

VRRP: Grp 2 sending Advertisement checksum DD4D 
VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

Э ᶕ VRRP 2 VRRP ̆ὲ VRRP ѝ

0XDD4DȂ 

Ruijie# debug vrrp packets 
Ruijie# 
VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 
VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

Э ᶕ ⁮ 192.168.201.213 VRRP 1 VRRP
̆ὲִἼ ѝ 120Ȃ 

5. debug vrrp state ԇ 

Ruijie# debug vrrp state 
VRRP State debugging is on 

Ruijie# 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master -> 

Backup 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Backup -> 

Master 

Ruijie# config terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 
Ruijie# 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master -> Init 

Ruijie# 

Э ᶕ Fastethernet 0/0Э VRRP Master̆BackupԈ

Init Ѯ Ȃ 
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VRRP ὴ ᴿ 

4 ѐ̆ R1 б R2 Э ҩ VRRP ֙ ѝᾃ

192.168.201.0 /24 ᵏ VRRP ╘̆ R3 Э VRRP
ҩ ╖ ȂЮ ѐ   R1 б R2 VRRP Ὧ

Ȃ 

 

4  VRRP  

Ю ᴿѐ̆ R3 а ȂЮ   R3
̔ 

! 
! 

hostname "R3" 
! 

! 
! 

interface FastEthernet 0/0 
no switchport 

ip address 192.168.12.217 255.255.255.0 
! 

interface GigabitEthernet 1/1 
no switchport 

ip address 60.154.101.5 255.255.255.0 
! 

interface GigabitEthernet 2/1 
no switchport 

ip address 202.101.90.61 255.255.255.0 
! 

router ospf  
network 202.101.90.0 0.0.0.255 area 10 
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network 192.168.12.0 0.0.0.255 area 10 
network 60.154.101.0 0.0.0.255 area 10 

! 
! 

! 
end 

VRRP ֙ ᴿ 

4
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interface FastEthernet 0/0 
no switchport 

ip address 192.168.201.213 255.255.255.0 
vrrp 1 ip 192.168.201.1 

vrrp 1 timers advertise 3 
! 

interface GigabitEthernet 1/1 
no switchport 

ip address 60.154.101.3 255.255.255.0 
! 

! 
router ospf  

network 60.154.101.0 0.0.0.255 area 10 
network 192.168.201.0 0.0.0.255 area 10 

! 
! 

end 

̆ R1 б R2 ұ VRRP ֙ 1 ѐ̆

IP (192.168.201.1) з ұ VRRP ЮȂ ұ R1
VRRP ֙ ִἼ ѝ 120̆ R2 VRRP ֙ ִἼ ḣ

100̆ Ԉ R1 ᾳЮἹ VRRP Master Ȃ 

ᴳ VRRP ᴿ 

4 Ȃ э ᴿѐ̆ ᴐ (192.168.201.0/24)ᴳ
R1 б R2 ֙ ̆ ὲ Ὧ ֙

IP 192.168.201.1̆ 192.168.201.1 ᴐ

(ὲ ᴐ ѝ 192.168.12.0/24)Ȃ R1 VRRP Master
Ȃб ֙ ᴿа ̆ э ᴿѐ̆ R1 ѐ ҩ

VRRP GigabitEthernet 2/1Ȃ ᾳЮ̆ R1 ᴐѝ ╟

ᵏ Ὧ(192.168.201.1) ╖ ̆ R1 ұὯ  

а ⁮ ̆ R2 Ԇ ᵏ Ὧ(҂
192.168.201.1) ╖ Ȃ ⁞ R1 б

GigabitEthernet 2/1 а Ḁ̆ R1 ֶ ᴂ VRRP
֙ ִἼ ̆ӱ ᴳ R2 ֶ ѝў╟ ᵏ Ὧ

(192.168.201.1) ╖ ̕ R1 б GigabitEthernet 
2/1 ̆ ѫ R1 VRRP ֙ ִἼ ᾋ ѝў╟

ᵏ Ὧ ╖ ȂЮ ‍⁞   R1 б R2 Ὧ Ȃ 

R1 ̔ 

! 
! 

hostname "R1" 
! 
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! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.217 255.255.255.0 

vrrp 1 priority 120 
vrrp 1 timers advertise 3 

vrrp 1 ip 192.168.201.1 
vrrp 1 track GigabitEthernet 2/1 30 

! 
 

interface GigabitEthernet 2/1 
no switchport 

ip address 202.101.90.63 255.255.255.0 
! 

router ospf  
network 202.101.90.0 0.0.0.255 area 10 

network 192.168.201.0 0.0.0.255 area 10 
! 

! 
end 

R2 ̔ 

! 

! 
hostname "R2" 

! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.213 255.255.255.0 

vrrp 1 ip 192.168.201.1 
vrrp 1 timers advertise 3 

! 
interface GigabitEthernet 1/1 

no switchport 
ip address 60.154.101.3 255.255.255.0 

! 
router ospf  

network 60.154.101.0 0.0.0.255 area 10 
network 192.168.201.0 0.0.0.255 area 10 

! 
! 

end 

̆ R1 б R2 ұ VRRP ֙ 1 ѐ̆ᴳ VRRP ֙

( )ȁ IP (192.168.201.1) з ұ

VRRP ЮȂ R2 б R2 VRRP
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(Advertisement) ѝ 3 Ȃ ᾳЮ̆ ұ R1 VRRP ֙

ִἼ ѝ 120̆ R2 VRRP ֙ ִἼ ḣ 100̆ Ԉ

R1 ᾳЮἹ Master Ȃ R1 ᴐѝ Master
Ю б GigabitEthernet 2/1а ̆ R1 ᴂ

VRRP ֙ ִἼ 30 ѝ 90̆ R2 ֶ ѝ Master
Ȃ ̆ R1 б GigabitEthernet 

2/1 ̆ ╗ VRRP ֙ ִἼ 30 ⁮ 120̆
R1 ᾋ ѝў Ȃ 

VRRP ֙ ᴿ 

ҩ ֙ ̆ ӊ ἵ УэԈ Э э VRRP ֙ Ȃ

ᴳ ֙ ̆ ̔ Ԉ ҵ ֙

ᵏ ╘Ȃ 

4 Ȃ э ᴿѐ̆ ᴐ (192.168.201.0/24)ᴳ
R1бR2 ֙ ̆ὲѐ ‍ ᴐ ( A) ὲ Ὧ ֙ 1
IP 192.168.201.1̆ ‍ ᴐ ( C)‡ ὲ Ὧ ֙ 2

IP 192.168.201.2Ȃ R1 ֙ 2 ѐᴐѝў ̆ ֙

1 ѐᴐѝ ֙ ̕ R2 ֙ 2 ѐᴐѝ ֙ ̆

֙ 1 ѐᴐѝў ȂЮ   R1 б R2 Ὧ Ȃ 

R1 ̔ 

! 
! 

hostname "R1" 
! 

interface FastEthernet 0/0 
no switchport 

ip address 192.168.201.217 255.255.255.0 
vrrp 1 timers advertise 3 

vrrp 1 ip 192.168.201.1 
vrrp 2 priority 120 

vrrp 2 timers advertise 3 
vrrp 2 ip 192.168.201.2 

vrrp 2 track GigabitEthernet 2/1 30 
! 

interface GigabitEthernet 2/1 
no switchport 

ip address 202.101.90.63 255.255.255.0 
! 

router ospf  
network 202.101.90.0 0.0.0.255 area 10 

network 192.168.201.0 0.0.0.255 area 10 
! 
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! 
end 

R2 ̔ 

! 

! 
hostname "R2" 

! 
! 

interface Loopback 0 
ip address 20.20.20.5 255.255.255.0 

! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.213 255.255.255.0 

vrrp 1 ip 192.168.201.1 
vrrp 1 timers advertise 3 

vrrp 1 priority 120 
vrrp 2 ip 192.168.201.2 

vrrp 2 timers advertise 3 
! 

interface GigabitEthernet 1/1 
no switchport 

ip address 60.154.101.3 255.255.255.0 
! 

router ospf  
network 60.154.101.0 0.0.0.255 area 10 

network 192.168.201.0 0.0.0.255 area 10 
! 

! 
! 

end 

R2 б R2 ҵ ֙̆ зү ‍⁞ VRRP ֙ 1 б 2 ѐ ѝў

ᵏа Ὧ╖ Ȃ 

VRRP б  

VRRP   Ԉ Ԉ ᶕ ‍ ᾱȂԈЮ

‍ ̔ 

̔ IP Ping а  

‍ ̔ 

¸ ᶑ ֙ ᾃ У ұ ╟ ̕ 
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¸ ὲ Э Ping IP а ‡ ұԈЮ : 
ұVRRP Ԉ show vrrp ԇ VRRPᶕ

̕ 

¸ б ᴁұ У

ARP ѐ IP ARP ̆ ̕ 

¸ б а У ‡

Э ⁮ IP ̕ 

̔ Уэ VRRP ֙ ᾃ  э Master  

‍ ̔ 

¸ У VRRP ֙ ᾃ Ԉ Э VRRP а ̕ 

¸ У VRRP ֙ ᾃ Ԉ Э VRRP ѝ

ת̆ ѕаУ ̕ 

¸ У VRRP ֙ ᾃ Ԉ ת̆

⁮Ԉ ̕ 

¸ Уэ VRRP ֙ ᾃ Э VRRP аУ ̆ з

҃╖ ̕ 

¸ Уэ VRRP ֙ ᾃ Э VRRP IP аУ Ȃ 
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RLDP  

RLDP  

RLDP 

RLDP ὤ Rapid Link Detection Protocol̆ ў Уэ ұ

Ԉ Ȃ 

У Ԉ ⁸ ‾ ̆ ╟

Ȃת ⁸ У ̆ УҾ ᾳЮ

ѝ ᵏ ᶕ ̆ Ἵ ЭἽ ̆ ұἽ

̆ Э linkup ת̆ ү

Ȃᾋ ч Ԉ Ѯ Уэѐ ̆ ұ ּ

ѐ ̆ Ҿѐ   ̆ Ȃ 

‾ RLDP Ԉ ᵳ  Ԉ ̆ꜛ

ȁ ȁ Ȃ 

RLDP ‾ ч Ӈ RLDP ̆ Ю ̔ 

 

1 

RLDP Ѭҩч ̔ (Probe) (Echo).RLDP ֶ

э ҩ RLDP з linkup Probe ̆

̆ ҂ ҂ Probe Ȃ

У Э ̆ ѫУэ ⁮

Ԉ Ȃ ‡ Ȃ 
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& 说明： 

ᴳ RLDP ╖ ̆ ᶑ ч ҩ

RLDP̆ заἵ Уэ ҩRLDP Ю э ̆ ‡RLDP
  э Ṍ ᾳȂ 

 

ὴ  

̔ 

 

2  

Э  ҩ Ȃ Э ̆RLDP э

Э ⁮ҩ   RLDP ̆‡ ѝ   ҩ ̆ұ

RLDP
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3  

̂ ұ

Ἵ Ȃ̃ Э ̆RLDP э

Э ⁮ ‡ ѝ ̆ұ RLDP ֶ

ṁ  Ȃ ⁮֗ᴉ RLDP
̆҂ֶ ѝ ҩ Ȃ 

̔ 

 

4  

ч   ҩ Ȃ Э ̆

  RLDP ̆ У ⁮ ̆

ѫ ѝ Ȃӱ Э ̆ Эꜛ ҩ

Ȃ 
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& 说明： 

ч У RLDP ҂ֶ ѝ ̆

ᶑ ч ҩ RLDP̆Ԉ

ὁ  ᶕ Ȃ 

 

RLDP 

ԏ ӱԈЮΰэ ᴉ RLDP 

¸ RLDP ḣ 

¸ ὤ RLDP 

¸ RLDP 

¸ RLDP  

¸ RLDP  

¸ RLDP  

RLDP ḣ 

ὤ RLDP  DISABLE  

RLDP  DISABLE  

 2S 

 3  
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~ 注意： 

¸ RLDP ұӇ (ꜛ AP) Ȃ 

¸ RLDP untagȂ 

¸ RLDP ѐ block ╖ STP ҵ Ȃ҂

ҩ ѝ blcok̆‡ Ὧ stp̆ ‡ ұ STP ⁞

̆ ֶ  STP ἵ ת̆ RLDP block ᾳȂ 

 

ὤ RLDP 

ὤ RLDP ̆ RLDP Ȃ 

ὤ Ю̆ Ю RLDP̔ 

ԇ ᴐ  

Ruijie(config)# rldp enable ὤ RLDP ╖ ὯȂ  

Ruijie(config)# end ⁮ Ȃ 

Ὧ ὤ RLDP̆ ᴳ ԇ no Ȃ 

RLDP 

RLDP ұ ̆ Ҿ RLDPȂ
RLDP ̆ Ԉ Ȃ

ꜛ ̔unidirection-detect̂ ̃ȁbidirection-detect̂
̃ȁloop-detect̂ ̃Ȃ ꜛ ̔warninĝ ̃ȁblock

̂Ὧ ҃ ̃ȁshutdown-port̂ ᴿ̃ȁshutdown-svîὯ

svĩȂ 

Ю̆ Ю RLDP ╖ ̔ 

ԇ ᴐ  

Ruijie(config)# interface interface-id  ὡ  

Ruijie(config-if)# rldp port  
{unidirection-detect | bidirection-detect  
| loop-detect } 
{warning | shutdown-svi | shutdown-port 
| block} 

RLDP̆
Ȃ
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Ruijie(config-if)# end  

Ὧ RLDP̆ ᴳ ԇ no УὯ Ȃ 

ԈЮᴿ GigabitEthernet 0/5 Э RLDP э

̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/5 
Ruijie(config-if)# rldp port unidirection-detect shutdown-svi 
Ruijie(config-if)# rldp port bidirection-detect warning 
Ruijie(config-if)# rldp port loop-detect block  
Ruijie(config-if)# end 
Ruijie# show rldp interface gigabitEthernet 0/5 
port state      : normal 
local bridge    : 00d0.f822.33ac 

neighbor bridge : 0000.0000.0000 
neighbor port   : 

unidirection detect information: 
action : shutdown svi 

state  :  normal 
bidirection detect information : 

action : warnning 
state  :  normal 

loop detect  information     : 
action : block 

state  :  normal 

ΰэ ̔ 

¸ а shutdown-svi ̆

а Ȃ 

¸ Ю а RLDP ̆ ‡

ṁ  Ȃ  

¸ aggregate portЭ ҩ block з ҩ ̆‡

₥а aggregate port Ὧ ̆ ‡

ֶ аУ Ȃ 

¸ RLDP   ̆‡ֶ   ᶕ Ȃ Ԉ log╖

Ҿ ᶕ ⁮ log ╘ ̆ log ⁞ ᶑ Ԉ 3 Ȃ 

¸ ֒ ⁸̆ Ҿӊ ұ block Ӱ ֶ cpu,
ѝ block ̆   block ̆Ӱֶ

cpu, ⁮ ̆ Ԉ

shutdown-port Ȃ 
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RLDP  

ҩ RLDP ╖   RLDP Probe Ȃ 

ὤ Ю̆ Ю RLDP ̔ 

ԇ ᴐ  

Ruijie(config)# rldp 
detect-interval interval 

̆ interval ḣ

2-15s, 3sȂ 

Ruijie(config)# end ⁮ Ȃ 

ḣ̆ ᴳ ԇ no Ȃ 

RLDP  

ҩ RLDP ╖ ̂ × ̃ᾃӰ

⁮ ̆‡ ѝ ̆έᴇ

Ȃ 

ὤ Ю̆ Ю RLDP ̔ 

ԇ ᴐ  

Ruijie(config)# rldp detect-max 
Num 

̆num ḣ

2-10, 2 Ȃ 

Ruijie(config)# end ⁮ Ȃ 

ḣ̆ ᴳ ԇ no Ȃ 

 

& 说明： 

Ю ֶ ᴐ ̆ э

ҩ ̆ ḣ Ȃ 

 

RLDP  

ҩshutdown-port   ў╟ RLDP ̆

ᾱҩ̆‡ Ԉᴳ ԇ ╟ shutdown
RLDPȂ ԇ҂ֶ ὲ   Ȃ 
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Ю̆ Ю RLDP ̔ 

ԇ ᴐ  

Ruijie# rldp reset  ᴳ RLDP
Ȃ 

 

& 说明： 

҂ Ԉ ὤ Юᴳ errdisable recover ԇ

╟ rldp ᴿ ( shutdown-port ұ

) RLDP Ȃ ̆ ҩ rldp а Ḁ̆

҂ ѐ УҾѐ ̆ ᴳ errdisable revover interval
̆ rldp ұ errdisable recover interval

ḣ̆҂ detect-interval* detect-max ұ
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interface GigabitEthernet 0/1 
port state:normal 

neighbor bridge : 00d0.f800.41b0 
neighbor port   : GigabitEthernet 0/2 

unidirection detect information: 
action : shutdown svi 

state  : normal 
interface GigabitEthernet 0/24 

port state:error 
neighbor bridge : 0000.0000.0000 

neighbor port   :  
bidirection detect information : 
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ӱЭ ᶕ Ԉ ⁮̆ GigabitEthernet 0/1 ҩЬ ̔

ȁ ȁ , ‍⁞ѝὯ sviȁӊ

ᶕ ȁὯ svĭὲѐ ҩ ̆ᴳ ₥ ѝ

error̆ ̆ svi ҂ shutdownȂ 
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D B ֶ ᶕ ̆ Ȃ 

B   CPU ̆ ꜛа ̆ ⁮

̆ ֶ Ȃ A ⁮ ̆

̆ ὲ ̆аֶ У Ȃ Ю ү ὡ CȁD
⁮ ̆ ֶ ὲ ̆ ṁ У ̆ӱ

ᶑ ᶑ Ȃ 

TPP  

TPP ꜛ ὤ ╖ ╖ Ȃὤ ╖ ұᴳ

╖ ̆ ᾳЮ̆ὤ ╖ ᴳ ̆ ֶ

ᾰͅ ӊ ᾳ Ȃа аֶ

ᾳȂ ╖ ұᴳ ╖ ̆ ╖ ᴳ

̆ Ὧ ᾰͅ

̆ Ȃ ᾳЮ̆ ╖ Ὧ

Ȃ 

 

& 说明： 

╖ ұ ̆з ᴳ ╖

Ȃ ̆ TPP ╖ ̆ cpu topology-limit ԇ cup ‾

ḣ̆ cpu ‾ ḣ ̆ ֶӊ Ȃ

ԏ ḣ Уэѐ ḶЭ ᴁ ̆ 50-70, TPP ѝ

ῆ ᾳ ″ Ȃ ḣ ᴂ̆‡ ‎ Ḁ

ұ TPP а‎ ̆ ḣ ̆‡ ⁮ ӊ TPP
̆ TPP ╖ Ȃ 

 

ὤ  

ὤ ╖ ᴳ Ȃᴳ ԇ no ὤ Ȃ 

ԇ Ю̔ 

ԇ ᴐ  

Ruijie> enable ὡ ԇ  

Ruijie# config terminal ὡὤ  

Ruijie(config)# topology guard ᴳ ὤ  

Ruijie(config)# end ԇ  

Ruijie# copy running-config startup-config ᶑ  
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ᴳ no topology guard ὤ ╖  

 

ԇ Ю̔ 

ԇ ᴐ  

Ruijie> enable ὡ ԇ  

Ruijie# config terminal ὡὤ  

Ruijie(config)# interface gi 0/1 ὡ  

Ruijie(config-if)# tp-guard port enable ᴳ ╖  

Ruijie(config-if)# end ԇ  

ᴳ no tp-guard port enable ̆ ԇ ұү Ӈ

Ȃа ұ AP Ȃ 
 

& 说明： 

ὤ ᴐѝ ὤ Ὧ̆ ὤ ᴳ ̆ ֶ

̆ э ת̆  
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 2 

ѐ AȁB ѝЬ ̆CȁD E ѝү ὡ Ȃ 

Ь AȁB ү ὡ CȁD E MSTP̆ ч Ь

VRRP Ȃ ╖ ᴳ MSTP VRRP ╗ ̆ ὁ

а Ȃ 

ұЬ AȁB ᴳ ὤ ╖ ̆ ᴳ э

╖ Ȃ ұ ү ὡ CȁD E ᴳ ὤ ╖ Ȃ 

TPP ᶕ  

ԏ ᵏ TPP Ὧᶕ Ю̔ 

TPP  

TTP  

Юᴳ Ю ԇ TTP ̔ 

ԇ ᴐ  

Ruijie# show tpp  TPP Ȃ 

Ruijie #show tpp 
tpp state         : enable 
tpp local bridge  : 00d0.f822.35ad 

----------------------------------- 
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֒  

 

֒ Уэ ╠ ẏ Э ֒ᶕ ̆Ӈ

ᵏҩѕ Flash ᴐѝ ╠ ẏ ̆ ұ ẏ Ӈ ᴐ

֒̆Ԉ УҾӇ ֒Ȃ 

֒ ѕ Flash Э Ԉ ᶑ ̆ э ֒ Уэ ֒

֒ ᶕ Ȃ ẏ ᾗ ᾋ ὲӹ ᴐ ̆ ֒

╟ Ԉ ̆Ԉ ⁮ ᵏ ֒ ᴐ̆ э

̆ а⁮̆ѝҩἹ‍ ‾ ̆ ֒ ᵏҩ

╖ Ԉ ᶕ Ȃ 

֒  

ԏ ӱԈЮΰэ ᴉ ֒ ̔ 

¸ ‎  
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~ 注意： 

flash ẏ Э̆ ֒ ᴳ а 128M ̕

‡̆ ֶ ῏ ╟ ̆ ̆ Ю ֒ ԇ

dir ֶ Ȃ ̆ ֒ ᴳ ̆ ╟ У

Ҿ ֒Ȃ 
 

‎  

ӱ ₥ ‎ὡ⁮ Ȃ  

Ю̆ Ю ᴳ ԇ̔ 

ԇ ᴐ  

Ruijie# cd directroy  ὡ directory Ȃ

Ruijie# cd ../ ὡЭУ  

Ruijie# cd ./ ὡ  

ԈЮᴿ ὡ Ю MNT Document ̔ 

Ruijie# cd mnt/document 

Ѯ ᾋ ᴐ MNT/Document Ю  

⁸ ֒ 

⁸ ֒⁮Уэ ѐ Уэ ֒ѐȂ 

Ю̆ Ю copy ԇ Ԉ ֒⁮ ֒⁮

֒ ̔ 

ԇ ᴐ  

Ruijie# copy flash: filename flash:  
directoryname ֒ ⁸⁮ ѐȂ 

Ruijie# copy flash: filename sour 
directoryname ⁸ ֒⁮ ֒ѐȂ 

ԈЮ ‍⁞ ⁮Уэ ⁮Уэ ֒ ᴿ̔ 

Ruijie# copy flash:config.tex flash:tmp/ co7
h
2101C4Tj
_bak.txtTT6 1 Tf
3.6 0 Td
(nfig.tex )Tf
6.6 0 Td
(co filename)Tj
ig.tex flash:
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ᾃ  

₥ ᴐ Ю Ю ᶕ ̔ 

ԇ ᴐ  

Ruijie# dir  ₥ Ю ᾃ Ȃ 

Ruijie# dir directory ᾃ Ȃ 

ԈЮᴿ ₥ ᾃ ᾃ ѡᴿ̔ 

Ruijie# dir 
Ruijie# dir ../bak 

ע  

Ю̆ Ю ԇ Ԉ ע ֒ ᴐ

̔ 

ԇ ᴐ  

Ruijie# makefs dev devname
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ԇ ᴐ  

Ruijie# 
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ѐ̆ ע UPȁDOWN ̆ УҾҮ֒

⁮ ȁ Ȃ ӊ ᵏУ ⁸̆ ע

Ү֒ ̆ ╟ ̂ ̃̆ Ҿ Ԉ Ὧ

̂ ⁸ ȁVTY ̃Э Ὧ Ӯ̂ᾃ ᾰּשȁFLASH̃Э

⁮ Э У ╘ Э̆ᵏ ‍ ᾳ ᴁ Ȃ ѝҩ

ᵳ ̆ Ҿ Ԉ Э ̆

ᶕ ִἼ ‍ Ȃ 

 

ӊ Ю̔ 
<priority> seq no: timestamp sysname 
%ModuleName-severity-MNEMONIC: description 
ᵑ ̔<ִἼ >    -ш -ᶕ ᾗ̔ᶕ ᾃ  
ִἼ ḣ̗ ḣ̄8̅ш  
ᴿ ̔ 
<189> 226:Mar  5 02:09:10 S3250 %SYS-5-CONFIG_I: Configured from console 

by console 

 

~ 注意： 

а ִἼ ִ̆Ἴ  

Syslog Server ѐȂ 

 

 

Ὧ 

Ὧ ᾳЮ ̆ Ὧ Ὧ̆ аֶ

ᶕ ̆аֶ ᶕ Syslog ╘ ̆҂аֶ ᶕ

Ὧ Ӯ̂ᾃ ᾰּשȁFLASH̃ЭȂ 
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Ὧ Ὧ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging on Ὧ 

Ruijie(config)# no logging on Ὧ Ὧ 

 

~ 注意： 

У ᾳЮ̆а Ὧ Ὧ̆ ᶕ ̆‡ Ԉ а

ᶕ ⁞ ῏ ᶕ Ȃ 

 

ᶕ  

ὯԈ ̆ ᶕ аӨ Ԉ ⁸ Э ̆҂ Ԉ а

Ȃ 

а ̆ ὤ Ю ԈЮ

ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging buffered 
[buffer-size | level] ⁮ᾃ ᾰּש 

Ruijie# termninal monitor ἵ ᶕ VTY
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ԇ ᴐ  

Ruijie(config)# logging console 
level  

ἵ ⁸ Э ᶕ

⁞ 

Ruijie(config)# logging monitor  
level 

ἵ VTY ( telnet )
Э ᶕ ⁞ 

Ruijie(config)# logging buffered 
[buffer-size | level] 

ἵ ᾃ ᾰּש ᶕ

⁞ 

Ruijie(config)# logging file 
flash:filename [max-file-size] [level] 

ἵ FLASH Э

ᶕ ⁞ 

Ruijie(config)# logging trap level  ἵ Syslog Server
ᶕ ⁞ 

ӊ ᶕ ‍ѝԈЮ 8 э ⁞̔ 

Ὧ    

Emergencies 0 ᾰͅ а  

Alerts 1  

Critical 2 ᾳ 

Errors 3 ᶕ  

warnings  4 ᶕ  

Notifications 5 ̆а Ὧ ᶕ  

informational 6 ᶕ  

Debugging 7 ᶕ  

ḣ ̆ ⁞ ̆ 0 ⁞ ᶕ ⁞ ᶕ Ȃ 

ἵ ᶕ ⁞Ԉ ̆ ұ ᴂұ ḣ ⁞

ᶕ ἵ Ȃ ԇ logging console 6 Ԉ ̆ ⁞ѝ 6
ұ 6 ᶕ ⁸ ЭȂ 

⁸ ἵ ᶕ ⁞ѝ 7Ȃ 

VTY ἵ ᶕ ⁞ѝ 7Ȃ 

Syslog Server ᶕ ⁞ѝ 6Ȃ 

ἵ ᾃ ᾰּש ᶕ ⁞ѝ 7Ȃ 

ἵ FLASH ѐ ᶕ ⁞ѝ 6Ȃ 

Ԉ ԇ show logging ἵ а Э ᶕ

⁞Ȃ 
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ᶕ ḣ 

ḣ Syslog Server ִἼ У ‍̆ ӊ ᶕ

Ȃ 

ᶕ ḣ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging facility  
facility-type ᶕ ḣ 

Ruijie(config)# no logging facility 
facility-type ᶕ ḣѝ ḣȂ 

Ю ḣ Ѭ̔ 

Numerical Code            Facility 
           0             kernel messages 
           1             user-level messages 
           2             mail system 
           3             system daemons 
           4             security/authorization messages  
           5             messages generated internally by syslogd 
           6             line printer subsystem 
           7             network news subsystem 
           8             UUCP subsystem 
           9             clock daemon   
          10             security/authorization messages  
          11             FTP daemon 
          12             NTP subsystem 
          13             log audit   
          14             log alert  
          15             clock daemon   
          16             local use 0  (local0) 
          17             local use 1  (local1) 
          18             local use 2  (local2) 
          19             local use 3  (local3) 
          20             local use 4  (local4) 
          21             local use 5  (local5) 
          22             local use 6  (local6)        
          23             local use 7  (local7) 

ӊ ḣѝ 23Ȃ 
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ᾳЮ̆ Syslog Server ѝ ̆

Ԉ ԇ Ȃ 

Ԉ Log IP ̆҂ Ԉ Log Ȃ 

̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging source 
interface interface-type  
interface-number 

ᶕ  

Ruijie(config)# logging source ip 
A.B.C.D ip  

 

LOG ᶕ  

ᾳЮ̆ б  ̆Ԉ ԇ̆ а   LOG ᶕ Ȃ

  /   LOG ᶕ ̆   ԇ LOG ᶕ Ȃ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging userinfo /   LOG ᶕ ̕ 

Ruijie(config)# logging userinfo 
command-log 

ԇ ̆ LOG ᶕ

 
 

 

ѝҩ ᶕ ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show logging ᾃ ᾰּשѐ ̆Ԉ

Ὧ ᶕ  

Ruijie# show logging count ѐ ᶕ ᾳ 

Ruijie# clear logging ᾃ ᾰּשѐ  

Ruijie# more flash:filename  FLASH ѐ ֒ 
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~ 注意： 

show logging count ԇ  ᶕ ѐ̆ ̆ ᶕ У

  Ȃ 

 

ѡᴿ 

ԈЮ Уэ ╖ Уэὴ ᴿ ̔ 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.200.42 255.255.255.0 
Ruijie(config-if)# exit 

Ruijie(config)# service sequence-numbers           // ‟  

Ruijie(config)# service timestamps debug datetime   // debug
ᶕ ̆  

Ruijie(config)# service timestamps log datetime  // log ᶕ

̆  
Ruijie(config)# logging 192.168.200.2    // syslog server  
Ruijie(config)# logging trap debugging        // ⁞ ᶕ

syslog server 
Ruijie(config)# end 
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╟ ṃ  

╟ Ӈ ᾃ ̆‡ ᴐ Ю̕ Ӈ

ᾃ ̆ ֶ ̆

̆‡ ᴐ Ю̆ Ӈ У Ӱ

̆‡ ᴐ ЮȂ 

ѐ̆ ѐ ̆ ᴐ ֶ , ֶ

ᶕ ̔ 

STACKMODULE-LINKSTATUS-CHANGED: Link loss is detected in the 
stack loop. 

Device [2] loss has been detected, system will reset. 

10 ᾃ ̆‡ Ԉ ᴐ, ֶ

ᶕ ̔ 

STACKMODULE-LINKSTATUS-CHANGED: Link recover is detected in the 

stack loop. 

ѐ 10 ̆ ᴐ̆ ֶ ╟̆

Ȃ 

ᾳЮ̆ ᴐ ֶ ̆ а ╟Ӈ

̆ ῏ ̆ ѐ Ӈ ᴐȂ 

а ̆҂ а ѐ ὡȁ  ȁ Ȃ

ѫṁ̆‡ ֶ ╟̆ Ȃ ᴐ

ѐ̆ ֗ᴉУ Ӈ Ю Э ̆ ѐ ὲӹӇ ╟ ᴁ

̆ Ȃ 

 

~ 注意： 

ѐ ὡȁ  ȁ ̆‡ ᴁ̆ ̆

Ȃ 
 

 

 

Ю ̔ 

 ḣ 
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ִἼ  1 

 SWITCH 

 

ᴉ  

ѐ ў ִἼ ѡ  ִ̆Ἴ ḣ ѝ

ў ̆ ִἼ ḣУ Ḁ̆‡ MAC ѡ̆MAC
ѝў Ȃ ִἼ Ȃ 

Ѯ ̆ ў ѕ ̆ Ԉ

Ѯ₥Ἴ У ў ̆ Ю ὲִἼ ᶢ ѝ ִἼ ̆ᶑ ὲ

ѐѝў Ȃ ִἼ ӱᴂ⁮ ѝ 1-10̆  ѝ 1̆
ִἼ Ȃ ╟ show member ԇ ᶕ ѐ̆

Ԉ MAC ᶕ ѐ Ԉ ‟ Ȃ 

ӱ ̋⁮ N ᵑ Э ‡

Ԉ ᵳ Ȃ 

 

~ 注意： 

ѐ ў ѕ ̆ Ԉ Ѯ₥ Ἴ У ў

̆ ὲִἼ Ю ѝ ̆ ̆ ᶑ ѐ

ѝў Ȃ 
 

ִἼ  

ὤ Ю, ᴳ Ю ԇ :  

 

 

ԇ  

Ruijie(config)# device-priority 
[member] priority 

member: ḣ 1-MAX, . 
priority: ḣ 1-10, ִἼ  

ᾳЮ ѝ 1 

ᴿ: 2 ִἼ ѝ 8 

Ruijie(config)# device-priority 2 8 
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~ 注意： 

̆ write ԇᶑ ̆ ᴁ ִ

Ἴ Ȃ 
 

⁞  

ѝҩ ᵳ ̆ Ԉ ⁞ Ȃ ὤ Ю, ᴳ Ю

ԇ :  

ԇ  

Ruijie(config)# 
device-description [member 
member] description 

member: ḣ 1-MAX, . 
description: ѝ 31, ⁞

ᾳЮ ѝ 1 

ᴿ: 2 ⁞ ѝ red-giant 

Ruijie(config)# device-description member 2 red-giant 

 

Ю, ᴳ Ю ԇ :  

ԇ  

Ruijie(config-if)# stack on ᴳ ̆ Ԉᴳ no  

ᴿ: ᴳ Ӈ GigabitEthernet 0/28 ╖  

Ruijie(config)# int GigabitEthernet 0/28 
Ruijie(config-if)# stack on 

 
 
 
 

 

~ 注意： 

ұ S3750 Ӈ ̆ ѝ Ԉ

Ȃ ұ S3750-24 Ӈ ̆ὲ GigabitEthernet 0/27̆GigabitEthernet 0/28
Ԉ ѝ ̕ ұ S3750-48 Ӈ ̆ὲ GigabitEthernet0/51̆

GigabitEthernet0/52 Ԉ ѝ Ȃ ̆Э Ҿ

ѝἽ ̆ ұ S3750 Ӈ а ᴳ Ἵ ̆ Ԉ stack on ԇ

б medium-type fiber ԇ а Ȃ 
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ᶑ  

ԈЮ ԇ ᶕ ᶑ ѐ̔ 

device-priority [member] priority 
device-description [member member] description 
stack on 

Ҿ ᶕ ╟ ╟̆ὲᴍ ᶕ ᶑ ў ѐ̆

ў ╟ ╟Ȃ 

ᶕ  

Ю̆ Ԉᴳ Ю ᶕ   

ԇ  

Ruijie# show version devices ᶕ  

Ruijie# show version slots ᶕ  

Ruijie# show version ᶕ  

Ruijie# show member [member] ᶕ  
member: ḣ 1-MAX,  
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1         2      0      1                                             
2         0      48     48      M5750-48GT/4SFP_Static_Module   

2        1      1      1            M5700_STACK_IB4X             
2        2      1      1            M5700_STACK_IB4X             

3        0       24     24       M5750-24GT/12SFP_Static_Module  
3        1      1      1            M5700_STACK_IB4X               

3        2      1      1            M5700_STACK_IB4X                
4        0     24        24      M5750-24GT/12SFP_Static_Module  

4        1      1      1            M5700_STACK_IB4X               
4        2      1      1            M5700_STACK_IB4X              

5        0      24   24          M5750-24GT/12SFP_Static_Module  
5        1      1      1            M5700_STACK_IB4X               

5        2      1      1            M5700_STACK_IB4X              
6        0      24     24        M5750-24GT/12SFP_Static_Module  

6        1      1      1            M5700_STACK_IB4X              
6        2      0      1                                               

7        0      24     24        M5750-24GT/12SFP_Static_Module  
7        1      1      1            M5700_STACK_IB4X                

7        2      1      1            M5700_STACK_IB4X               
8        0      48     48          M5750-48GT/4SFP_Static_Module  

8        1      1      1            M5700_STACK_IB4X               
8        2      1      1            M5700_STACK_IB4X               

Ruijie#show version 

System description : Red-Giant 10G Routing  

Switch(RG-S5750-24GT/12SFP) By Ruijie Network 
System start time        : 2007-4-23 17:39:11 

System hardware version : 1.0 
System software version : RGOS 10.1.00(2), Release(12889) 

System BOOT version      : 10.1.11330 
System CTRL version      : 10.1.11330 

System Serial Number     : 1234942570002 
Device information: 

Device-1 
Hardware version : 1.0 

Software version : RGOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570002 

Device-2 
Hardware version : 1.0 

Software version : RGNOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570001 

Device-3 
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Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570003 
Device-4 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570004 
Device-5 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570005 
Device-6 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570006 
Device-7 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570007 
Device-8 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570008 

Ruijie#show member 

Member      Mac Address      Priority Software Version        
Hardware           Version   Description 

------      -------------   ------------------------    
--------------------------- 

1         00d0.f810.3323  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

2         00d0.f822.33aa  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

3         00d0.f822.33ae  1         RGOS 10.1.00(2),  
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Release(12889)   1.0         SWITCH 
4         00d0.f822.33b0  1         RGOS 10.1.00(2),  

Release(12889)   1.0         SWITCH 
5         00d0.f822.33b2  1         RGOS 10.1.00(2),  

Release(12889)   1.0         SWITCH 
6         00d0.f824.23b4  1         RGOS 10.1.00(2),  

Release(12889)   1.0         SWITCH 
7         00d0.f833.44b4  1         RGOS 10.1.00(2),  

Release(12889)   1.0        SWITCH 
8         00d0.f855.33ae  1         RGOS 10.1.00(2),  

Release(12889)   1.0         SWITCH 
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