
 

 

 

 

 

 

 

 

 

 

 

 

 

 

䜡㕂᠟ݠ 

 

 

 

RG-S3750 ㋏߫ 
๲ᔎൟᅝܼᱎ㛑໮ሖѸᤶᴎ 
RGOS 10.2(5) 



 

 

⠜ᴗໄᯢ 

⽣ᓎ᯳㔥䫤᥋㔥㒰᳝䰤݀ৌ©2009 

䫤᥋㔥㒰᳝䰤݀ৌ⠜ᴗ᠔᳝ˈᑊֱ⬭ᇍᴀ᠟ݠঞᴀໄᯢⱘϔߛᴗ߽Ǆ 

᳾ᕫࠄ䫤᥋㔥㒰᳝䰤݀ৌⱘк䴶䆌ৃ ӏ̍ԩҎϡᕫҹӏԩᮍᓣ៪ᔶᓣᇍᴀ᠟ݙݠⱘӏԩ

䚼ߚ䖯㸠໡ࠊǃᨬᔩǃ໛ӑǃׂᬍǃӴ᪁ǃ㗏䆥៤݊Ҫ䇁㿔ǃᇚܼ݊䚼៪䚼ߚ⫼ѢଚϮ

⫼䗨Ǆ 

 

 ǃ  ǃ 

 ǃ  ǃ  ǃ

 ǃ  ǃ   䛑ᰃ⽣ᓎ᯳㔥䫤

᥋㔥㒰᳝䰤݀ৌⱘ⊼ݠଚᷛˈϡᕫӓݦǄ 

 

 

 

 䋷ໄᯢܡ
ᴀ᠟ݠձ᥂⦄ֵ᳝ᙃࠊ԰ˈ݊ݙᆍབ᳝᳈ᬍˈᘩϡ঺㸠䗮ⶹˈ䇋݇⊼䫤᥋㔥㒰᳝䰤݀

ৌ㔥キᦤկⱘ᳔ᮄֵᙃǄ䫤᥋㔥㒰᳝䰤݀ৌ೼㓪ݭᴀ᠟ݠᯊᏆሑֱ࡯䆕݊ݙᆍޚ⹂ৃ

䴴ˈԚᇍѢᴀ᠟ݠЁⱘ䘫ⓣǃϡޚ⹂៪䫭䇃ˈҹঞ⬅ℸᇐ㟈ⱘᤳ༅੠ᤳᆇˈ䫤᥋㔥㒰

᳝䰤݀ৌϡᡓᢙ䋷ӏǄ 





 

[ x | y | ... ]˖㸼⼎ҢϸϾ៪໮Ͼ䗝乍Ё䗝পϔϾ៪㗙ϡ䗝Ǆ 

//˖⬅ঠ᭰ᴴᓔྟⱘ㸠㸼⼎Ў⊼䞞㸠Ǆ 

3. ৘㉏ᷛᖫ 

ᴀк䖬䞛⫼৘⾡䝦Ⳃᷛᖫᴹ㸼⼎೼᪡԰䖛⿟Ёᑨ䆹⡍߿⊼ᛣⱘഄᮍˈ䖭ѯᷛᖫⱘ

ᛣНབϟ˖ 

~ 注意：⊼ᛣǃ䄺ਞǃᦤ䝦᪡԰Ёᑨ⊼ᛣⱘџ乍Ǆ 

& 说明：䇈ᯢǃᦤ⼎ǃち䮼ǃᇍ᪡԰ݙᆍⱘᦣ䗄䖯㸠ᖙ㽕ⱘ㸹ܙ 

 

& 说明： 

1) ᴀ᠟ݠВ՟䇈ᯢ䚼ߚⱘッষ㉏ൟৠᅲ䰙ৃ㛑ϡヺˈᅲ䰙᪡԰Ё䳔㽕ᣝ✻৘ѻ

ક᠔ᬃᣕⱘッষ㉏ൟ䖯㸠䜡㕂 

2) ᴀ᠟ݠ䚼ߚВ՟ⱘᰒ⼎ֵᙃЁৃ㛑৿᳝݊ᅗѻક㋏߫ⱘݙᆍ˄ བѻકൟোǃᦣ

䗄ㄝ˅ˈ݋ԧᰒ⼎ֵᙃ䇋ҹᅲ䰙Փ⫼ⱘ䆒໛ֵᙃЎޚǄ 

3) ᴀ᠟ݠЁ⍝ঞⱘ䏃⬅఼ঞ䏃⬅఼ѻક೒ᷛˈҷ㸼њϔ㠀ᛣНϟⱘ䏃⬅఼ˈҹ

ঞ䖤㸠њ䏃⬅ण䆂ⱘϝሖѸᤶᴎǄ 
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㄀1ゴ�ੑ Ҹ㸠⬠䴶䜡㕂 

ᴀゴ㡖䇈ᯢՓ⫼ੑҸ㸠⬠䴶ⱘᮍ⊩ˈᙼৃҹ䗮䖛Փ⫼ੑҸ㸠⬠䴶ᴹㅵ⧚㔥㒰䆒໛Ǆ 

ᴀゴ㡖Џ㽕ࣙᣀҹϟݙᆍ˖ 

¸ ੑҸ῵ᓣ 

¸ 㦋ᕫᐂࡽ 

¸ ㅔੑݭҸ 

¸ Փ⫼ੑҸⱘ no ੠ default 䗝乍 

¸ ⧚㾷 CLI ⱘᦤ⼎ֵᙃ 

¸ Փ⫼ग़৆ੑҸ 

¸ Փ⫼㓪䕥⡍ᗻ 

¸ CLI 䕧ֵߎᙃⱘ䖛Ⓒ੠ᶹᡒ 

¸ 䆓䯂 CLI 

1.1. ੑ Ҹ῵ᓣ 

䫤᥋㔥㒰䆒໛ㅵ⧚⬠䴶ߚ៤㢹ᑆϡৠⱘ῵ᓣˈ⫼᠋ᔧࠡ᠔໘ⱘੑҸ῵ᓣއᅮњৃ

ҹՓ⫼ⱘੑҸǄ 

೼ੑҸᦤ⼎ヺϟ䕧ܹ䯂ো䬂˄?˅ৃҹ߫ߎ↣ϾੑҸ῵ᓣᬃᣕՓ⫼ⱘੑҸǄ 

ᔧ⫼᠋੠㔥㒰䆒໛ㅵ⧚⬠䴶ᓎゟϔϾᮄⱘӮ䆱䖲᥹ᯊˈ⫼᠋佪ܜ໘Ѣ⫼᠋῵ᓣ

˄User EXEC ῵ᓣ˅ˈৃҹՓ⫼⫼᠋῵ᓣⱘੑҸǄ೼⫼᠋῵ᓣϟˈাৃҹՓ⫼ᇥ

䞣ੑҸˈᑊϨੑҸⱘࡳ㛑гফࠄϔѯ䰤ࠊˈ՟བڣ show ੑҸㄝǄ⫼᠋῵ᓣⱘੑ

Ҹⱘ᪡԰㒧ᵰϡӮ㹿ֱᄬǄ 

㽕Փ⫼᠔᳝ⱘੑҸˈ佪ܜᖙ乏䖯ܹ⡍ᴗ῵ᓣ˄Privileged EXEC ῵ᓣ˅Ǆ䗮ᐌˈ೼

䖯ܹ⡍ᴗ῵ᓣᯊᖙ乏䕧ܹ⡍ᴗ῵ᓣⱘষҸǄ೼⡍ᴗ῵ᓣϟˈ⫼᠋ৃҹՓ⫼᠔᳝ⱘ

⡍ᴗੑҸˈᑊϨ㛑໳⬅ℸ䖯ܹܼሔ䜡㕂῵ᓣǄ 

Փ⫼䜡㕂῵ᓣ˄ ܼሔ䜡㕂῵ᓣǃ᥹ষ䜡㕂῵ᓣㄝ ⱘ˅ੑҸˈӮᇍᔧࠡ䖤㸠ⱘ䜡㕂ѻ

⫳ᕅડǄབᵰ⫼᠋ֱᄬњ䜡㕂ֵᙃˈ䖭ѯੑҸᇚ㹿ֱᄬϟᴹˈᑊ೼㋏㒳䞡ᮄਃࡼ

ᯊݡ⃵ᠻ㸠Ǆ㽕䖯ܹ৘⾡䜡㕂῵ᓣˈ佪ܜᖙ乏䖯ܹܼሔ䜡㕂῵ᓣǄҢܼሔ䜡㕂῵

ᓣߎথˈৃҹ䖯ܹ᥹ষ䜡㕂῵ᓣㄝ৘⾡䜡㕂ᄤ῵ᓣǄ 

ϟ㸼߫ߎњੑҸⱘ῵ᓣǃབԩ䆓䯂↣Ͼ῵ᓣǃ῵ᓣⱘᦤ⼎ヺǃབԩ⾏ᓔ῵ᓣǄ䖭

䞠؛ᅮ㔥㒰䆒໛ⱘৡᄫЎ㔎ⳕⱘ“Ruijie”Ǆ 

ੑҸ῵ᓣὖ㽕˖ 
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ੑҸ῵ᓣ 䆓䯂ᮍ⊩ ᦤ⼎ヺ ⾏ᓔ៪䆓䯂ϟϔ῵

ᓣ ݇Ѣ䆹῵ᓣ

User EXEC 
˄⫼᠋῵ᓣ˅ 

䆓䯂㔥㒰䆒໛

ᯊ佪ܜ䖯ܹ䆹

῵ᓣǄ 
Ruijie> 

䕧ܹ exit ੑҸ⾏ᓔ

䆹῵ᓣǄ 
㽕䖯ܹ⡍ᴗ῵ᓣˈ

䕧ܹ enable ੑҸǄ 

Փ⫼䆹῵ᓣ

ᴹ䖯㸠෎ᴀ

⌟䆩ǃᰒ⼎

㋏㒳ֵᙃ 

Privileged 
EXEC 
˄⡍ᴗ῵ᓣ˅ 

೼ ⫼ ᠋ ῵ ᓣ

ϟ ˈ Փ ⫼

enable ੑ Ҹ

䖯ܹ䆹῵ᓣǄ

Ruijie# 

㽕 䖨 ಲ ࠄ ⫼ ᠋ ῵

ᓣ ˈ 䕧 ܹ disable
ੑҸǄ 
㽕䖯ܹܼሔ䜡㕂῵

ᓣ ˈ 䕧 ܹ

configure ੑҸǄ 

Փ⫼䆹῵ᓣ

ᴹ偠䆕䆒㕂

ੑ Ҹ ⱘ 㒧 ਁ쐀



ੑҸ㸠⬠䴶䜡㕂 

3 

1.2. 㦋ᕫᐂࡽ 

⫼᠋ৃҹ೼ੑҸᦤ⼎ヺϟ䕧ܹ䯂ো䬂˄?˅߫ߎ↣ϾੑҸ῵ᓣᬃᣕⱘੑҸǄ⫼᠋г

ৃҹ߫ߎⳌৠᓔ༈ⱘੑҸ݇䬂ᄫ៪㗙↣ϾੑҸⱘখ᭄ֵᙃǄ㾕ϟ㸼˖ 

ੑҸ 䇈ᯢ 

Help ೼ӏԩੑҸ῵ᓣϟ㦋ᕫᐂࡽ㋏㒳ⱘᨬ

㽕ᦣ䗄ֵᙃǄ 

abbreviated-command-entry? 

㦋ᕫⳌৠᓔ༈ⱘੑҸ݇䬂ᄫᄫヺІǄ 
՟ᄤ˖ 
Ruijie# di? 
dir disable 

abbreviated-command-entry<Tab>

ՓੑҸⱘ݇䬂ᄫᅠᭈǄ 
՟ᄤ˖ 
Ruijie# show conf<Tab> 
Ruijie# show configuration 

? 
 䆹ੑҸⱘϟϔϾ݇㘨ⱘ݇䬂ᄫǄߎ߫
՟ᄤ˖ 
Ruijie# show ? 

command keyword ? 

 䆹݇䬂ᄫ݇㘨ⱘϟϔϾব䞣Ǆߎ߫
՟ᄤ˖ 
Ruijie(config)# snmp-server 
community ? 
WORD  SNMP community string 

 

 

~ 注意： 

ᇍѢ᠔᳝ⱘੑҸˈབᵰ䘛ࠄ word/string ੠݇䬂ᄫ䛑ܕ䆌ᠻ㸠ⱘᚙމϟˈӬܜऍ䜡

݇䬂ᄫˈ੠݋ԧⱘࡳ㛑᮴݇Ǆ↨བ˖ 

Ruijie(config)#aaa domain ? 
  WORD     Specific domain configure 
  default  Default domain configure 
  enable   Domain enable configure 

䖭ᯊˈᠻ㸠 aaa domain d ੑҸˈᇚӬܜऍ䜡݇䬂ᄫ defaultˈℸᯊᠻ㸠ⱘੑҸᰃ

aaa domain default Ǆ 

 

1.3. ㅔੑݭҸ 

བᵰᛇㅔੑݭҸ া̍䳔㽕䕧ܹੑҸ݇䬂ᄫⱘϔ䚼ߚᄫヺˈা㽕䖭䚼ߚᄫヺ䎇໳䆚߿

ଃϔⱘੑҸ݇䬂ᄫेৃǄ 
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՟བ show configuration ੑҸৃҹݭ៤˖ 

Ruijie# show conf 

1.4. Փ⫼ੑҸⱘ no ੠ default 䗝乍 

Т᠔᳝ੑҸ䛑᳝޴ no 䗝乍Ǆ䗮ᐌˈՓ⫼ no 䗝乍ᴹ⽕ℶᶤϾ⡍ᗻ៪ࡳ㛑ˈ៪㗙ᠻ

㸠ϢੑҸᴀ䑿Ⳍডⱘ᪡԰Ǆ՟བ᥹ষ䜡㕂ੑҸ no shutdown ᠻ㸠݇䯁᥹ষੑҸ

shutdown ⱘⳌড᪡԰ˈेᠧᓔ᥹ষǄՓ⫼ϡᏺ no 䗝乍ⱘ݇䬂ᄫᠧᓔ㹿݇䯁ⱘ⡍

ᗻ៪㗙ᠧᓔ㔎ⳕᰃ݇䯁ⱘ⡍ᗻǄ 

䜡㕂ੑҸ໻໮᳝ default 䗝乍ˈੑҸⱘ default 䗝乍ᇚੑҸⱘ䆒㕂ᘶ໡Ў㔎ⳕؐǄ

໻໮᭄ੑҸⱘ㔎ⳕؐᰃ⽕ℶ䆹ࡳ㛑ˈ಴ℸ೼䆌໮ᚙމϟ default 䗝乍ⱘ԰⫼੠ no
䗝乍ᰃⳌৠⱘǄ✊㗠䚼ੑߚҸⱘ㔎ⳕؐᰃܕ䆌䆹ࡳ㛑ˈ೼䖭⾡ᚙމϟˈdefault 䗝

乍੠ no 䗝乍ⱘ԰⫼ᰃⳌডⱘǄ䖭ᯊ default 䗝乍ᠧᓔ䆹ੑҸⱘࡳ㛑ˈᑊᇚব䞣䆒

㕂Ў㔎ⳕⱘܕ䆌⢊ᗕǄ  

1.5. ⧚㾷 CLI ⱘᦤ⼎ֵᙃ 

ϟ㸼߫ߎњ⫼᠋೼Փ⫼ CLI ㅵ⧚㔥㒰䆒໛ᯊৃ㛑䘛ࠄⱘ䫭䇃ᦤ⼎ֵᙃǄ 

ᐌ㾕ⱘ CLI 䫭䇃ֵᙃ˖ 

䫭䇃ֵᙃ ৿Н བԩ㦋পᐂࡽ 

% Ambiguous command: 
"show c" 

⫼᠋≵᳝䕧ܹ䎇໳

ⱘᄫヺˈ㔥㒰䆒໛

᮴⊩䆚߿ଃϔⱘੑ

ҸǄ 

䞡ᮄ䕧ܹੑҸˈ㋻᥹

ⴔথ⫳℻Нⱘऩ䆡䕧

ܹϔϾ䯂োǄৃ㛑䕧

ܹⱘ݇䬂ᄫᇚ㹿ᰒ⼎
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 Ǆ⫼᳝ߚ

Ңग़৆ੑҸ䆄ᔩ䞡ᮄ䇗⫼䕧ܹ䖛ⱘੑҸˈᠻ㸠ϟ㸼Ёⱘ᪡԰˖ 

᪡԰ 㒧ᵰ 

Ctrl-P ៪Ϟ

ᮍ৥䬂 
೼ग़৆ੑҸ㸼Ё⌣㾜ࠡϔᴵੑҸǄҢ᳔䖥ⱘϔᴵ䆄ᔩᓔྟˈ䞡໡

Փ⫼䆹᪡԰ৃҹᶹ䆶᳈ᮽⱘ䆄ᔩǄ 

Ctrl-N ៪ϟ

ᮍ৥䬂 
೼Փ⫼њ Ctrl-P ៪Ϟᮍ৥䬂᪡԰ПৢˈՓ⫼䆹᪡԰೼ग़৆ੑҸ㸼

Ёಲࠄ᳈䖥ⱘϔᴵੑҸǄ䞡໡Փ⫼䆹᪡԰ৃҹᶹ䆶᳈䖥ⱘ䆄ᔩǄ

1.7. Փ⫼㓪䕥⡍ᗻ 

ᴀ㡖ᦣ䗄೼䖯㸠ੑҸ㸠㓪䕥ᯊৃ㛑Փ⫼ࠄⱘ㓪䕥ࡳ㛑Ǆࣙᣀ˖ 

¸ 㓪䕥ᖿ᥋䬂 

¸ ੑҸ㸠⒥ࡼにষ 

1.7.1. 㓪䕥ᖿ᥋䬂 

ϟ㸼߫ߎ㓪䕥ᖿ᥋䬂˖ 

 㛑 ᖿ᥋䬂 䇈ᯢࡳ

Ꮊ ᮍ ৥ 䬂 ៪
Ctrl-B ࠄ⿏ᷛܝᎺ䖍ϔϾᄫヺǄ 

ে ᮍ ৥ 䬂 ៪
Ctrl-F ࠄ⿏ᷛܝে䖍ϔϾᄫヺǄ 

Ctrl-A ੑࠄ⿏ᷛܝҸ㸠ⱘ佪䚼Ǆ 

೼㓪䕥㸠ݙ⿏

 Ǆᷛܝࡼ

Ctrl-E ੑࠄ⿏ᷛܝҸ㸠ⱘሒ䚼Ǆ 

Backspace 䬂 䰸䕧ܹⱘᄫߴ Ꮊ䖍ⱘϔϾᄫヺǄᷛܝ䰸ߴ

ヺǄ 
Delete 䬂 ߴ䰸ᷛܝ᠔೼ⱘᄫヺǄ 

Return 䬂 
೼ᰒ⼎ݙᆍᯊ⫼ಲ䔺䬂ᇚ䕧ߎⱘݙᆍ৥Ϟ⒮

ᆍݙߎᆍˈҙ೼䕧ݙϔ㸠ˈᰒ⼎ϟϔ㸠ⱘࡼ

᳾㒧ᴳᯊՓ⫼Ǆ 䕧ߎᯊሣᐩ⒮

ࡼ ϔ 㸠 ៪ ϔ

义Ǆ 
Space 䬂 

೼ᰒ⼎ݙᆍᯊ⫼ぎḐ䬂ᇚ䕧ߎⱘݙᆍ৥Ϟ⒮

ᆍ᳾ݙߎᆍˈҙ೼䕧ݙϔ义ˈᰒ⼎ϟϔ义ࡼ

㒧ᴳᯊՓ⫼Ǆ 

1.7.2. ੑ Ҹ㸠⒥ࡼにষ 

⫼᠋ৃҹՓ⫼㓪䕥ࡳ㛑Ёⱘ⒥ࡼにষ⡍ᗻˈᴹ㓪䕥䍙䖛ऩ㸠ᆑᑺⱘੑҸˈՓੑҸ
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㸠ⱘ䭓ᑺᕫҹᓊԌǄᔧ㓪䕥ⱘᷛܝ᥹䖥ে䖍ḚᯊˈᭈϾੑҸ㸠Ӯᭈԧ৥Ꮊ⿏ࡼ 20
ϾᄫヺˈԚᰃҡ✊ৃҹՓᷛܝಲࠡࠄ䴶ⱘᄫヺ៪㗙ಲੑࠄҸ㸠ⱘ佪䚼Ǆ 

㓪䕥ੑҸ㸠ᯊࡼ⿏ᷛܝ᪡԰བϟ㸼˖ 

 㛑 ᖿ᥋䬂ࡳ

৥Ꮊಲ䗔ϔϾᄫヺ Ꮊᮍ৥䬂៪ᷛܝ Ctrl-B 

 㸠佪 Ctrl-Aࠄಲᷛܝ

৥েࠡ䖯ϔϾᄫヺ েᮍ৥䬂៪ᷛܝ Ctrl-F 

 㸠ሒ Ctrl-Eࠄࡼ⿏ᷛܝ

՟བ䜡㕂῵ᓣⱘੑҸ mac-address-table static ⱘ䕧ܹৃ㛑䍙䖛ϔϾሣᐩⱘᆑ

ᑺǄᔧᷛܝ㄀ϔ⃵᥹䖥㸠ሒᯊˈᭈϾੑҸ㸠ᭈԧ৥Ꮊ⿏ࡼ 20 ϾᄫヺǄੑҸ㸠ࠡ䚼

㹿䱤㮣ⱘ䚼ߚ㹿ヺো˄ $ ҷ˅᳓Ǆ↣⃵᥹䖥ে䖍⬠ᯊ䛑Ӯ৥Ꮊ⿏ࡼ 20 Ͼᄫヺ䭓ᑺǄ 

mac-address-table  static  00d0.f800.0c0c  vlan  1   

interface 
$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet 

$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet  0/1 

ৃҹՓ⫼ Ctrl-A ᖿ᥋䬂ಲੑࠄҸ㸠ⱘ佪䚼Ǆ䖭ᯊੑҸ㸠ሒ䚼㹿䱤㮣ⱘ䚼ߚᇚ㹿ヺ

ো˄$˅ҷ᳓˖ 

-address-table  static  00d0.f800.0c0c  vlan  1 interface  $ 

 

~ 注意： 

咬䅸ⱘ㒜ッ㸠ᆑᰃ 80 ϾᄫヺǄ 

 

Փ⫼ੑҸ㸠⒥ࡼにষ㒧ড়ग़৆ੑҸⱘࡳ㛑ˈৃҹ䞡໡䇗⫼໡ᴖⱘੑҸǄ݋ԧⱘ
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Ruijie# show any-command | 
begin regular-expression 

೼ show ੑҸⱘ䕧ݙߎᆍЁᶹᡒᣛᅮⱘ

ᆍⱘ㸠ҹঞݙᆍˈᇚ㄀ϔϾࣙ৿䆹ݙ

䆹㸠ҹৢⱘܼ䚼ֵᙃ䕧ߎǄ 

 
 

~ 注意： 

1. ᬃᣕ೼ӏᛣ῵ᓣϟᠻ㸠 Show ੑҸ 

2. ᶹᡒⱘֵᙃݙᆍ䳔㽕ऎߚ໻ᇣݭˈҹϟⳌৠǄ 

 

㽕೼ show ੑҸⱘ䕧ֵߎᙃЁ䖛ⒸᣛᅮⱘݙᆍˈৃҹՓ⫼ҹϟੑҸ˖ 

ੑҸ 䇈ᯢ 

Ruijie# show any-command | 
exclude regular-expression 

೼ show ੑҸⱘ䕧ݙߎᆍЁ䖯㸠䖛Ⓒˈ

䰸њࣙ৿ᣛᅮݙᆍⱘ㸠ҹ໪ˈ䕧݊ߎ

ҪⱘֵᙃݙᆍǄ 

Ruijie# show any-command | 
include regular-expression 

೼ show ੑҸⱘ䕧ݙߎᆍЁ䖯㸠䖛Ⓒˈ

ҙ䕧ࣙߎ৿ᣛᅮݙᆍⱘ㸠ˈ݊Ҫֵᙃ

ᇚ㹿䖛ⒸǄ 

 

~ 注意： 

㽕೼ show ੑҸⱘ䕧ݙߎᆍЁ䖯㸠ᶹᡒ੠䖛Ⓒˈ䳔㽕䕧ܹㅵ䘧ヺো˄ オ㒓ˈ”|” Ǆ˅

೼ㅵ䘧ᄫヺПৢˈৃҹ䗝ᢽᶹᡒ੠䖛Ⓒⱘ㾘߭੠ᶹᡒ੠䖛Ⓒⱘݙᆍ˄ᄫヺ៪ᄫヺ

І˅ǄᑊϨᶹᡒ੠䖛Ⓒⱘݙᆍ䳔㽕ऎߚ໻ᇣݭǄ 

 

1.9. Փ⫼ੑҸ߿ৡ 

㋏㒳ᦤկੑҸ߿ৡࡳ㛑ˈৃҹᣛᅮӏᛣऩ䆡԰ЎੑҸⱘ߿ৡˈ՟བ˖ᇚऩ䆡

"mygateway"ᅮНЎ"ip route 0.0.0.0 0.0.0.0 192.1.1.1"ⱘ߿ৡˈ 

߭䕧ܹ䖭Ͼऩ䆡ህⳌᔧѢ䕧ܹৢ䴶ⱘᭈϾᄫヺІǄ 

䗮䖛䜡㕂ੑҸ߿ৡˈৃҹ⫼ϔϾऩ䆡ᴹҷ᳓ϔᴵੑҸǄ՟བˈ߯ᓎϔϾ߿ৡᴹҷ

㸼ϔᴵੑҸⱘࠡϔ䚼ߚˈ✊ৢৃҹ㒻㓁䕧ܹৢ䴶ⱘ䚼ߚǄ 

ৡ᠔ҷ㸼ⱘੑҸ᠔໘ⱘੑҸ῵ᓣᰃᔧࠡ㋏㒳Ёᄬ೼ⱘੑҸ῵ᓣˈ೼ܼሔ䜡㕂῵߿

ᓣϟˈ䕧ܹ alias ?ৃҹ߫ߎᔧࠡৃҹ䜡㕂߿ৡⱘܼ䚼ੑҸ῵ᓣ˖ 

Ruijie(config)#
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bgp                     Configure bgp Protocol 
config                 globle configure mode 

...... 

ੑҸ߿ৡᬃᣕᐂֵࡽᙃˈ೼߿ৡࠡ䴶Ӯᰒ⼎ϔϾ᯳ো˄*˅ˈᑊϨӮ⫼ҹϟḐᓣᰒ

⼎˖ 

*command-alias=original-command 

՟བˈ೼ EXEC ῵ᓣϟˈ咬䅸ⱘੑҸ߿ৡ”s”㸼⼎”show”݇䬂ᄫǄ߭䕧ܹ”s?”ৃҹ

㦋প’s’ᓔ༈ⱘ݇䬂ᄫ੠߿ৡⱘᐂֵࡽᙃ˖ 

Ruijie#s? 

*s=show  show  start-chat  start-terminal-service 

བᵰ߿ৡ᠔ҷ㸼ⱘੑҸϡℶϔϾऩ䆡ˈ߭ӮՓ⫼ᓩোᇚੑҸࣙᣀ䍋ᴹǄ՟བˈ೼

EXEC ῵ᓣϟ䜡㕂߿ৡ”sv”ҷ᳓ੑҸ”show version”ˈ߭˖ 

Ruijie#s? 

*s=show  *sv=”show version” show  start-chat 

start-terminal-service 

ˈৡᖙ乏Ң䕧ܹⱘੑҸ㸠ⱘ㄀ϔϾᄫヺᓔྟˈࠡ䴶ϡ㛑᳝ぎḐǄབϞ䴶ⱘ՟ᄤ߿

བᵰ೼ੑҸПࠡ䕧ܹњぎḐˈህϡ㛑㸼⼎ড়⊩ⱘ߿ৡ˖ 

Ruijie# s? 

show  start-chat  start-terminal-service 

ੑҸ߿ৡгৃҹᬃᣕ㦋পੑҸⱘখ᭄ⱘᐂֵࡽᙃˈ՟བ䜡㕂᥹ষ῵ᓣϟⱘੑҸ߿

ৡ”ia”ҷ㸼”ip address”ˈ߭೼᥹ষ῵ᓣϟ˖ 

Ruijie(config-if)#ia ? 
A.B.C.D  IP address 
dhcp     IP Address via DHCP 

 

Ruijie(config-if)#ip address 

䖭䞠߫ߎњ”ip address”ੑҸৢ䴶ⱘখ᭄ֵᙃˈᑊϨᇚ߿ৡ᳓ᤶ៤ᅲ䰙ⱘੑҸǄ 

ੑҸ߿ৡ೼Փ⫼ᯊᖙ乏ᅠᭈ䕧ܹˈ৺߭ϡ㛑㹿䆚߿Ǆ 

Փ⫼ show aliases ੑҸৃҹᶹⳟ㋏㒳Ёⱘ߿ৡ䆒㕂Ǆ 

1.9.1. 䆓䯂 CLI 

೼Փ⫼ CLI Пࠡˈ⫼᠋䳔㽕Փ⫼ϔϾ㒜ッ៪ PC ੠㔥㒰䆒໛䖲᥹Ǆਃࡼ㔥㒰䆒໛ˈ

೼㔥㒰䆒໛⹀ӊ੠䕃ӊ߱ྟ࣪ৢህৃҹՓ⫼ CLIǄ೼㔥㒰䆒໛ⱘ佪⃵Փ⫼ᯊা㛑

Փ⫼Іষ˄Console˅ᮍᓣ䖲᥹㔥㒰䆒໛ˈ⿄Ўᏺ໪˄Outband˅ㅵ⧚ᮍᓣǄ೼䖯

㸠њⳌ݇䜡㕂ৢˈৃҹ䗮䖛 Telnet 㰮ᢳ㒜ッᮍᓣ䖲᥹੠ㅵ⧚㔥㒰䆒໛Ǆ䗮䖛䖭ϸ

㗙䛑ৃҹ䆓䯂ੑҸ㸠⬠䴶Ǆ
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㄀2ゴ�Ѹᤶᴎ෎⸔ㅵ⧚䜡㕂 

2.1. ὖ䗄 

ᴀゴᦣ䗄ᇍ䫤᥋ RGOS ੑҸ㸠ⱘ෎ᴀ᪡԰ˈࣙᣀҹϟݙᆍ˖ 

¸ 䗮䖛ੑҸⱘᥜᴗ᥻ࠊ⫼᠋䆓䯂 

¸ ⱏᔩ䅸䆕᥻ࠊ 

¸ ㋏㒳ᯊ䯈䜡㕂 

¸ ᅮᯊ䞡ਃ 

¸ ㋏㒳ৡ⿄੠ੑҸᦤ⼎ヺ

¸

¯ ㋏㒳ᯊ䯈䜡㕂 

¸

 

 

¸
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Ңᅝܼ㾦ᑺᴹⳟˈষҸᰃֱᄬ೼䜡㕂᭛ӊЁⱘˈ೼㔥㒰ϞӴ䕧䖭ѯ᭛ӊᯊ˄ ↨བՓ

⫼ TFTP˅̍ ៥ӀᏠᳯֱ䆕ষҸⱘᅝܼǄ಴ℸষҸ೼ֱᄬܹখ᭄᭛ӊПࠡᇚ㹿ࡴᆚ

໘⧚ˈᯢ᭛ᔶᓣⱘষҸব៤ᆚ᭛ᔶᓣⱘষҸǄੑҸ enable secret Փ⫼њ⾕᳝ⱘ

 ᆚㅫ⊩Ǆࡴ

2.2.2. 㔎ⳕⱘষҸ੠⡍ᴗ㑻߿䜡㕂 

㔎ⳕ≵᳝䆒㕂ӏԩ㑻߿ⱘষҸˈ㔎ⳕⱘ㑻߿ᰃ 15 㑻Ǆ 

2.2.3. 䆒㕂੠ᬍব৘㑻߿ⱘষҸ 

䫤᥋ RGOS ᦤկϟ䴶ⱘੑҸ⫼Ѣ䆒㕂੠ᬍব৘㑻߿ⱘষҸǄ 

ੑҸ Ⳃⱘ 

Ruijie(config)# enable password 
[level level] {password | encryption-type 
encrypted-password} 

䆒㕂䴭ᗕষҸǄⳂࠡা㛑䆒㕂 15
㑻⫼᠋ⱘষҸˈᑊϨা㛑೼᳾䆒

㕂ᅝܼষҸⱘᚙމϟ᳝ᬜǄ 
བᵰ䆒㕂䴲 15 㑻ⱘষҸˈ㋏㒳ᇚ

Ӯ㒭ߎϔϾᦤ⼎ˈᑊ㞾ࡼ䕀Ўᅝ

ܼষҸǄ 
བᵰ䆒㕂ⱘ 15 㑻䴭ᗕষҸ੠ 15
㑻ᅝܼষҸᅠܼⳌৠˈ㋏㒳ᇚӮ

㒭ߎϔϾ䄺ਞֵᙃǄ 

Ruijie(config)# enable secret [level 
level] {encryption-type 
encrypted-password} 

䆒㕂ᅝܼষҸˈࡳ㛑Ϣ䴭ᗕষҸ

ⳌৠˈԚՓ⫼њ᳈དⱘষҸࡴᆚ

ㅫ⊩ǄЎњᅝܼ䍋㾕ˈᓎ䆂ᙼՓ

⫼ᅝܼষҸǄ 

Ruijie# enable [level] ੠ 
Ruijie# disable [level] 

Ңᴗ䰤䕗Ԣⱘ㑻ˈ߿ᤶ⫼᠋㑻ߛ

䳔㽕䕧߿ᴗ䰤䕗催ⱘ㑻ࠄᤶߛ߿

ܹⳌᑨ㑻߿ⱘষҸǄ 

೼䆒㕂ষҸЁˈབᵰᙼՓ⫼ᏺ level ݇䬂ᄫᯊˈ߭Ўᣛᅮ⡍ᴗ㑻߿ᅮНষҸǄ䆒㕂

њ⡍ᅮ㑻߿ⱘষҸৢˈ㒭ᅮⱘষҸা䗖⫼Ѣ䙷ѯ䳔㽕䆓䯂䆹㑻߿ⱘ⫼᠋Ǆ 

2.2.4. 䜡㕂໮Ͼ⡍ᴗ㑻߿ 

೼㔎ⳕᚙމϟˈ㋏㒳া᳝ϸϾফষҸֱᡸⱘᥜᴗ㑻߿˖᱂䗮⫼᠋㑻1˄߿ 㑻˅੠⡍

ᴗ⫼᠋㑻˄߿ 15 㑻 Ǆ˅Ԛᰃ⫼᠋ৃҹЎ↣Ͼ῵ᓣⱘੑҸߚߦ 16 Ͼᥜᴗ㑻߿Ǆ䗮䖛

㒭ϡৠⱘ㑻߿䆒㕂ষҸˈህৃҹ䗮䖛ϡৠⱘᥜᴗ㑻߿Փ⫼ϡৠⱘੑҸ䲚ড়Ǆ 

೼⡍ᴗ⫼᠋㑻߿ষҸ≵᳝䆒㕂ⱘᚙމϟˈ䖯ܹ⡍ᴗ㑻߿Ѻϡ䳔㽕ষҸ᷵偠ǄЎњ

ᅝܼ䍋㾕ˈᓎ䆂Ў⡍ᴗ⫼᠋㑻߿䆒㕂ষҸǄ 
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2.2.4.1. ੑҸᥜᴗ䜡㕂 

བᵰᛇ䅽᳈໮ⱘᥜᴗ㑻߿Փ⫼ᶤϔᴵੑҸˈ߭ৃҹᇚ䆹ੑҸⱘՓ⫼ᴗᥜќ䕗Ԣⱘ

⫼᠋㑻߿˗㗠བᵰᛇ䅽ੑҸⱘՓ⫼㣗ೈᇣϔѯˈ߭ৃҹᇚ䆹ੑҸⱘՓ⫼ᴗᥜќ䕗

催ⱘ⫼᠋㑻߿Ǆ 

䇋Փ⫼བϟੑҸᇍੑҸ䖯㸠ᥜᴗ˖ 

ੑҸ Ⳃⱘ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣ 

Ruijie(config)# privilege mode [all] {level 
level | reset} command-string 

䆒㕂ੑҸⱘ㑻ߚߦ߿Ǆ 
mode ˉ㽕ᥜᴗⱘੑҸ᠔ሲⱘ CLI
ੑҸ῵ᓣˈ՟བ˖config 㸼⼎ܼ

ሔ䜡㕂῵ᓣ˗exec 㸼⼎⡍ᴗੑҸ

῵ᓣˈinterface 㸼⼎᥹ষ䜡㕂῵

ᓣㄝㄝǄ 
all ˉᇚᣛᅮੑҸⱘ᠔᳝ᄤੑҸⱘ

ᴗ䰤ˈবЎⳌৠⱘᴗ䰤㑻߿Ǆ 
level level ˉᥜᴗ㑻߿ˈ㣗ೈҢ

0 ࠄ 15Ǆlevel 1 ᰃ᱂䗮⫼᠋㑻

level 15ˈ߿ ᰃ⡍ᴗ⫼᠋㑻߿ˈ

೼৘⫼᠋ 㑻 ᤶߛ䯈߿ ৃ ҹՓ⫼

enable/disable ੑҸǄ 
command-string ˉ 㽕 ᥜ ᴗ ⱘ ੑ

ҸǄ 

㽕ᘶ໡ϔᴵᏆⶹⱘੑҸᥜᴗˈৃҹ೼ܼሔ䜡㕂῵ᓣϟՓ⫼ no privilege mode [all] 
level level command ੑҸǄ 

2.2.4.2. ੑҸᥜᴗ䜡㕂ᅲ՟ 

ϟ䴶ᰃᇚ reload ੑҸঞ݊ᄤੑҸᥜќ㑻߿ 1 ᑊϨ䆒㕂㑻߿ 1 Ў᳝ᬜ㑻߿˄䗮䖛䆒

㕂ষҸЎ”test”˅ⱘ䜡㕂䖛⿟˖ 
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<cr>  

ϟ䴶ᰃᇚ reload ੑҸঞ݊ᄤੑҸⱘᴗ䰤ᘶ໡Ў咬䅸ؐⱘ䜡㕂䖛⿟˖ 

Ruijie# configure terminal 
Ruijie(config)# privilege exec all reset reload 
Ruijie(config)# end 

䖯ܹ 1 㑻ˈੑҸᴗ䰤Ꮖ㒣㹿ᬊಲ˖ 

Ruijie# disable 1 
Ruijie> reload ? 
% Unrecognized command. 

2.2.5. 䜡㕂㒓䏃˄line˅ষҸֱᡸ 

䫤᥋ RGOS ᬃᣕᇍ䖰⿟ⱏᔩ˄ བ TELNET 䖯˅㸠ষҸ偠䆕ˈ㽕䜡㕂 line ষҸֱᡸˈ

䇋೼ line 䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ Ⳃⱘ 

Ruijie(config-line)# password password ᣛᅮ line 㒓䏃ষҸ 

Ruijie(config-line)# login ਃ⫼ line 㒓䏃ষҸֱᡸ 

 

& 说明： 

བᵰ≵᳝䜡㕂ⱏᔩ䅸䆕ˈेՓ䜡㕂њ line ষҸˈⱏᔩᯊˈline ሖষҸ䅸䆕Ӯ㹿ᗑ

⬹Ǆⱏᔩ䅸䆕೼ϟϔ㡖ҟ㒡Ǆ 

 

2.2.6. ᬃ ᣕӮ䆱䫕ᅮ 

䫤᥋ RGOS ᬃᣕ䗮䖛 lock ੑҸᇚӮ䆱㒜ッЈᯊ䫕ԣˈҹ䰆ℶ䆓䯂Ǆ㽕Փ⫼䫕ԣӮ

䆱㒜ッⱘࡳ㛑ˈ䳔㽕೼ line 䜡㕂῵ᓣϟᠧᓔᬃᣕ㒜ッ䫕ᅮⱘࡳ㛑ˈᑊ೼Ⳍᑨ㒜ッ

ⱘ EXEC ῵ᓣϟˈ䗮䖛Փ⫼ lock ੑҸ䫕ԣ㒜ッ˖ 

ੑҸ Ⳃⱘ 

Ruijie(config-line)# lockable ਃ⫼䫕ԣ line 㒜ッⱘࡳ㛑 

Ruijie# lock 䫕ԣᔧࠡ line 㒜ッ 
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2.3. ⱏᔩ䅸䆕᥻ࠊ 

2.3.1. ὖ䗄 

ࠡ䴶ϔ㡖ᦣ䗄њབԩ䗮䖛䜡㕂ᴀഄֱᄬⱘষҸᴹ᥻ࠊᇍ㔥㒰䆒໛ⱘ䆓䯂Ǆ䰸њ㒓

䏃ষҸֱᡸ੠ᴀഄ䅸䆕໪ˈབᵰਃ⫼њ AAA ῵ᓣˈ߭೼⫼᠋ⱏᔩ㔥㒰䆒໛䖯㸠ㅵ

⧚ᯊˈ೼ⱏᔩᯊ䖬ৃҹ䗮䖛ϔѯ᳡఼ࡵᴹḍ᥂⫼᠋ৡ੠ᆚⷕ䖯㸠⫼᠋ⱘㅵ⧚ᴗ䰤

ⱘ䅸䆕ˈⳂࠡ䫤᥋ RGOS 䖬ᬃᣕ߽⫼ RADIUS ᳡఼ࡵḍ᥂⫼᠋ⱏᔩᯊⱘ⫼᠋ৡ੠

ᆚⷕ᥻ࠊ⫼᠋ᇍ㔥㒰䆒໛ⱘㅵ⧚ᴗ䰤Ǆ 

߽⫼ RADIUS ᳡఼ࡵᇍ⫼᠋ⱏᔩᯊⱘ⫼᠋ৡ੠ᆚⷕ䖯㸠᥻ࠊˈ䖭ḋ㔥㒰䆒໛ϡݡ

⫼ᴀഄֱᄬⱘᆚⷕֵᙃ䖯㸠䅸䆕ˈ㗠ᰃᇚࡴᆚৢⱘ⫼᠋ֵᙃথ䗕ࠄ RADIUS ᳡ࡵ

఼Ϟ䖯㸠偠䆕ˈ᳡఼ࡵ㒳ϔ䜡㕂⫼᠋ⱘ⫼᠋ৡǃ⫼᠋ᆚⷕǃ݅ѿᆚⷕ੠䆓䯂ㄪ⬹

ㄝֵᙃˈ֓Ѣㅵ⧚੠᥻ࠊ⫼᠋䆓䯂ˈᦤ催⫼᠋ֵᙃⱘᅝܼᗻǄ 

2.3.2. 䜡㕂ᴀഄ⫼᠋ 

䫤᥋ RGOS ᬃᣕ෎Ѣᴀഄ᭄᥂ᑧⱘ䑿ӑ䅸䆕㋏㒳ˈЏ㽕⫼Ѣ AAA ῵ᓣϟˈ䗮䖛ᮍ

⊩߫㸼Ёⱘᴀഄ䅸䆕˗ҹঞ䴲 AAA ῵ᓣϟˈ㒓䏃ⱏᔩㅵ⧚Ёⱘᴀഄⱏᔩ䅸䆕Ǆ 

㽕ᓎゟ⫼᠋ৡ䑿ӑ䅸䆕ˈ䇋೼ܼሔ䜡㕂῵ᓣϟˈḍ᥂݋ԧ䳔∖ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# username name 
[password password | password 
encryption-type encrypted password �   
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& 说明： 

䆒㕂 AAA ῵ᓣǃRadius ᳡఼ࡵ䜡㕂ҹঞᮍ⊩߫㸼ⱘ䜡㕂ˈ䇋খ㾕 AAA 䜡㕂Ⳍ݇

ゴ㡖Ǆ 

 

2.4. ㋏㒳ᯊ䯈䜡㕂 

2.4.1. ὖ䗄 

↣ৄ㔥㒰䆒໛Ёഛ᳝㞾Ꮕⱘ㋏㒳ᯊ䩳ˈ䆹ᯊ䩳ᦤկ݋ԧ᮹ᳳ(ᑈǃ᳜ǃ᮹)੠ᯊ䯈

(ᯊǃߚǃ⾦)ҹঞ᯳ᳳㄝֵᙃǄᇍѢϔৄ㔥㒰䆒໛ˈᔧ㄀ϔ⃵Փ⫼ᯊ⫼᠋䳔㽕佪

᠟Ꮉ䜡㕂㔥㒰䆒໛㋏㒳ᯊ䩳Ўᔧࠡⱘ᮹ᳳ੠ᯊ䯈Ǆᔧ✊ˈḍ᥂䳔㽕ˈ⫼᠋гৃܜ
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བϟ˖ 

Ruijie# sh clock                             //ᰒ⼎ᔧࠡ㋏㒳ᯊ䯈 
05:54:43 CHN-BJ Wed 2008-01-30 

2.4.4. ⹀ӊᯊ䩳᳈ᮄ 

ϔѯᑇৄՓ⫼⹀ӊᯊ䩳˄calendar˅ᴹ㸹ܙ䕃ӊᯊ䩳ˈ⹀ӊᯊ䩳ᰃϡ䯈ᮁᣕ㓁䖤䕀

ⱘˈ಴Ў⹀ӊᯊ䩳ᰃ䍄⬉∴ⱘˈेՓ䆒໛݇䯁៪䞡ਃ⢊ᗕϟг೼䖤䕀Ǆ 
བᵰ⹀ӊᯊ䩳੠䕃ӊᯊ䩳ϡৠℹˈ䕃ӊᯊ䩳ᰃ↨䕗㊒⹂ⱘˈ䞛⫼䆹ੑҸᇚ䕃ӊᯊ

䩳ⱘ᮹ᳳ੠ᯊ䯈໡ࠊ㒭⹀ӊᯊ䩳Ǆ 

⫼䕃ӊᯊ䩳ᴹ᳈ᮄ⹀ӊᯊ䩳ˈ೼⡍ᴗ῵ᓣϟᠻ㸠 clock update-calendar 䖭Ͼੑ

Ҹˈ䕃ӊᯊ䩳ህӮ㽚Ⲫ⹀ӊᯊ䩳ⱘؐǄ 
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12᳜ӑˈ䖭ᯊ⫼᠋ᣛᅮⱘ䞡ਃᯊ䯈ህ᳝ৃ㛑ᑊϨܕ䆌ᰃᯢᑈ1᳜ⱘᶤϾᯊ䯈 ˈ೼

䖭⾡ᚙމϟˈ⫼᠋ህ䳔㽕䕧ܹᑈӑᴹ䗮ⶹ㋏㒳䞡ਃᯊ䯈ᰃᯢᑈ 1 ᳜ӑ㗠ϡᰃҞᑈ 1
᳜ӑˈབᵰ≵᳝䕧ܹˈ߭咬䅸ⱘӮ㹿䅸ЎᰃҞᑈ 1 ᳜ӑˈҢ㗠ᇐ㟈䆒㕂༅䋹Ǆ

string ⱘ⫼⊩ৠϞǄ↨བᔧࠡ㋏㒳ᯊ䯈ᰃ
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2.5.3. ᣛᅮ㋏㒳ϔ↉ᯊ䯈ৢ䞡ਃ 

೼⡍ᴗ῵ᓣϟˈՓ⫼བϟੑҸᣛᅮ㋏㒳ϔ↉ᯊ䯈ৢ䞡ਃ˖ 

ੑҸ ԰⫼ 

Ruijie# reload in mmm [reload-reason] 
ᣛᅮ㋏㒳mmmߚ䩳ৢ reloadˈ

reload ⱘॳ಴ᰃ 
reload-reason(བᵰ᳝䕧ܹⱘ䆱)

Ruijie# reload in hhh:mm [reload-reason] 
ᣛᅮ㋏㒳 hhh ᇣᯊ mm 䩳ৢߚ

reload ˈ reload ⱘ ॳ ಴ ᰃ

reload-reason(བᵰ᳝䕧ܹⱘ䆱)

ϟ䴶ᰃϔϾᣛᅮ㋏㒳 125 䩳ৢߚ reload ⱘ՟ᄤ(؛ᅮᔧࠡ㋏㒳ᯊ䯈ᰃ 2005-01-10 
12:00)˖ 

Ruijie# reload in 125 test                     //䆒㕂䞡ਃ㋏㒳ᯊ䯈 

៪㗙ᰃ˖ 
Ruijie# reload in 2:5 test                     //䆒㕂䞡ਃ㋏㒳ᯊ䯈 

Ruijie# show reload                          //⹂䅸ׂᬍ䞡ਃᯊ䯈⫳ᬜ 
System will reload in 7485 seconds. 

2.5.4. Ⳉ᥹䞡ਃ 

ϡᏺ䞡ਃ䅵ߦখ᭄ⱘ reload ੑҸ㸼⼎ゟे䞡ਃ䆒໛ˈ⫼᠋ৃҹ೼⡍ᴗ῵ᓣϟⳈ᥹

䬂ܹ reload ੑҸᴹ䞡ਃ㋏㒳Ǆ 

 ߴ.2.5.5 䰸Ꮖ䆒㕂ⱘ䞡ਃㄪ⬹ 

೼⡍ᴗ῵ᓣϟˈՓ⫼བϟੑҸߴ䰸Ꮖ䆒㕂ⱘ䞡ਃ䅵ߦ˖ 

ੑҸ ԰⫼ 

Ruijie# reload cancel ߴ䰸Ꮖ䆒㕂ⱘ䞡ਃ䅵ߦ 

བᵰПࠡ≵᳝䆒㕂䞡ਃ䅵ߦˈ߭⫼᠋Ӯⳟࠄ䫭䇃᪡԰ⱘᦤ⼎ֵᙃǄ 

2.6. ㋏㒳ৡ⿄੠ੑҸᦤ⼎ヺ 

2.6.1. ὖ䗄 

Ўњㅵ⧚ⱘᮍ֓ˈ⫼᠋ৃҹЎϔৄ㔥㒰䆒໛䜡㕂㋏㒳ৡ⿄(System Name)ᴹᷛ䆚

ᅗǄৠᯊབᵰ⫼᠋䖬≵᳝Ў CLI 䜡㕂ੑҸᦤ⼎ヺˈ߭㋏㒳ৡ⿄˄ བᵰ㋏㒳ৡ⿄䍙䖛
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32 Ͼᄫヺˈ߭៾প݊ࠡ 32 Ͼᄫヺ ᇚ˅԰Ў咬䅸ⱘੑҸᦤ⼎ヺˈᦤ⼎ヺᇚ䱣ⴔ㋏㒳

ৡ ⿄ ⱘ ব ࣪ 㗠 ব ࣪ Ǆ 咬 䅸 ᚙ މ ϟ ˈ ҹ ݋ ԧ ⱘ 䆒 ໛ ৡ ⿄ ԰ Ў ㋏ 㒳 ৡ ⿄ ˈ ՟

བ”S2924G”ǃ”R2692”ㄝǄ 

2.6.2. ऐ蕂㋏㒳ৡ⿄ 

䫤᥋ RGOS ᦤկܼሔऐ蕂῵ᓣϟⱘੑҸᴹऐ蕂㋏㒳ⱘৡ⿄˖ 
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㒰䆒໛ᯊˈ䗮ⶹ⍜ᙃᇚ佪ܜᰒ⼎೼㒜ッϞǄ߽⫼↣᮹䗮ⶹˈ⫼᠋ৃҹথ䗕ϔѯ䕗

Ў㋻䖿ⱘ⍜ᙃ˄↨བ㋏㒳ेᇚ݇䯁ㄝ˅㒭㔥㒰⫼᠋Ǆⱏᔩᷛ乬ᰒ⼎೼↣᮹䗮ⶹП

ৢˈᅗⱘЏ㽕԰⫼ᰃᦤկϔѯᐌ㾘ⱘⱏᔩᦤ⼎ֵᙃǄ㔎ⳕᚙމϟˈ↣᮹䗮ⶹ੠ⱏ

ᔩᷛ乬ഛ᳾䆒㕂Ǆ 

2.7.2. 䜡㕂↣᮹䗮ⶹ 

ৃҹ߯ᓎࣙ৿ϔ㸠៪໮㸠䗮ⶹֵᙃˈᔧ⫼᠋ⱏᔩ㔥㒰䆒໛ᯊˈ䖭ѯֵᙃᇚӮ㹿ᰒ

⼎Ǆᙼৃҹ䗮䖛ҹϟܼሔ䜡㕂῵ᓣⱘੑҸᴹ䆒㕂↣᮹䗮ⶹֵᙃ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# 
banner motd c 
message c 

䆒㕂↣᮹䗮ⶹ(message of the day)ⱘ᭛ᴀǄc 㸼⼎ߚ⬠ヺˈ䖭

Ͼߚ⬠ヺৃҹᰃӏԩᄫヺ(↨བ’&’ㄝᄫヺ)Ǆ䕧ܹߚ⬠ヺৢˈ✊

ৢᣝಲ䔺䬂ˈ⦄೼⫼᠋ৃҹᓔྟ䕧ܹ᭛ᴀˈ⫼᠋䳔㽕೼䬂ܹߚ

⬠ヺᑊᣝಲ䔺䬂ᴹ㒧ᴳ᭛ᴀⱘ䕧ܹˈ䳔㽕⊼ᛣⱘᰃˈབᵰ䬂ܹ

㒧ᴳⱘߚ⬠ヺৢҡ✊䕧ܹᄫヺˈ߭䖭ѯᄫヺᇚ㹿㋏㒳϶ᓗǄ䳔

㽕⊼ᛣⱘᰃˈ䗮ⶹֵᙃⱘ᭛ᴀЁϡᑨ䆹ߎ⦄԰Ўߚ⬠ヺⱘᄫ

↡ˈ᭛ᴀⱘ䭓ᑺϡ㛑䍙䖛 255 Ͼᄫ㡖Ǆ 

ৃҹ೼ܼሔ䜡㕂῵ᓣϟՓ⫼ no banner motd ᴹߴ䰸Ꮖ䜡㕂ⱘ↣᮹䗮ⶹֵᙃǄϟ

䴶ⱘ՟ᄤ䇈ᯢњབԩ䜡㕂ϔϾ↣᮹䗮ⶹˈ䫤᥋ RGOS Փ⫼(#)԰Ўߚ⬠ヺˈ↣᮹䗮

ⶹⱘ᭛ᴀֵᙃЎ“Notice: system will shutdown on July 6th.”ˈ䜡㕂ᅲ՟བϟ˖ 

Ruijie(config)# banner motd #                        //ᓔྟߚ⬠ヺ 
Enter TEXT message.  End with the character '#'. 

Notice: system will shutdown on July 6th.#        //㒧ᴳߚ⬠ヺ 
Ruijie(config)# 

2.7.3. 䜡㕂ⱏᔩᷛ乬 

ᙼৃҹ䗮䖛ҹϟܼሔ䜡㕂῵ᓣⱘੑҸᴹ䆒㕂ⱏᔩᷛ乬ֵᙃ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# banner 
login c message c 

䆒㕂ⱏᔩᷛ乬ⱘ᭛ᴀǄc 㸼⼎ߚ⬠ヺˈ䖭Ͼߚ⬠ヺ

ৃҹᰃӏԩᄫヺ(↨བ’&’ㄝᄫヺ)Ǆ䕧ܹߚ⬠ヺৢˈ 
✊ৢᣝಲ䔺䬂ˈ⦄೼⫼᠋ৃҹᓔྟ䕧ܹ᭛ᴀˈ⫼᠋

䳔㽕೼䬂ܹߚ⬠ヺᑊᣝಲ䔺䬂ᴹ㒧ᴳ᭛ᴀⱘ䕧ܹˈ

䳔㽕⊼ᛣⱘᰃˈབᵰ䬂ܹ㒧ᴳⱘߚ⬠ヺৢҡ✊䕧ܹ

ᄫヺˈ߭䖭ѯᄫヺᇚ㹿㋏㒳϶ᓗǄ䳔㽕⊼ᛣⱘᰃˈ

ⱏᔩᷛ乬ⱘ᭛ᴀЁϡᑨ䆹ߎ⦄԰Ўߚ⬠ヺⱘᄫ↡ˈ

᭛ᴀⱘ䭓ᑺϡ㛑䍙䖛 255 Ͼᄫ㡖Ǆ 

ৃҹ೼ܼሔ䜡㕂῵ᓣϟՓ⫼ no banner login ᴹߴ䰸ⱏᔩᷛ乬Ǆ 

ϟ䴶ⱘ՟ᄤ䇈ᯢњབԩ䜡㕂ϔϾⱏᔩᷛ乬ˈ䫤᥋ RGOS Փ⫼(#)԰Ўߚ⬠ヺˈⱏᔩ
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Ruijie(config-line)# speed speed 

䆒㕂᥻ৄࠊⱘӴ䕧䗳⥛ˈऩԡ

ᰃ bpsǄᇍѢІ㸠᥹ষˈ⫼᠋া

㛑ᇚӴ䕧䗳⥛䆒㕂Ў 9600ǃ

19200 ǃ 38400 ǃ 57600 ǃ

115200 ЁⱘϔϾˈ㔎ⳕⱘ䗳⥛

ᰃ 9600Ǆ 

ϟ䴶ⱘ՟ᄤ㸼⼎བԩᇚІষ䗳⥛䆒㕂Ў 57600 bps˖ 

Ruijie# configure terminal                  //䖯ܹܼሔ䜡㕂῵ᓣ 

Ruijie(config)# line console 0           //䖯ܹ᥻ৄࠊ㒓䏃䜡㕂῵ᓣ 
Ruijie(config-line)# speed 
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೒ 1 

2.10.2. Փ⫼ Telnet Client 

ᙼৃҹ䗮䖛㔥㒰䆒໛Ϟⱘ telnet ੑҸⱏᔩࠄ䖰⿟䆒໛Ϟএ˖ 

ੑҸ ԰⫼ 

Ruijie# telnet host-ip-address  䗮䖛 telnetⱏᔩࠄ䖰⿟䆒໛ˈৃ

ҹᰃЏᴎৡ៪ IP ഄഔǄ 

ϟ䴶ⱘ՟ᄤᰃབԩᓎゟ Telnet Ӯ䆱ᑊㅵ⧚䖰⿟㔥㒰䆒໛ˈ䖰⿟㔥㒰䆒໛ⱘ ip ഄഔ

ᰃ 192.168.65.119˖ 

Ruijie# telnet 192.168.65.119      //ᓎゟࠄ䖰⿟䆒໛ⱘ telnet Ӯ䆱 
Trying 192.168.65.119 ... Open 

User Access Verification                  //䖯ܹ䖰⿟䆒໛ⱘⱏᔩ⬠䴶 
Password: 

2.11. 䖲᥹䍙ᯊ䆒㕂 

2.11.1. ὖ䗄 

ৃҹ䗮䖛䜡㕂䆒໛ⱘ䖲᥹䍙ᯊᯊ䯈ˈ᥻ࠊ䆹䆒໛Ꮖ㒣ᓎゟⱘ䖲᥹˄ࣙᣀᏆ᥹ফ䖲

᥹ˈҹঞ䆹䆒໛ࠄ䖰⿟㒜ッⱘӮ䆱˅̍ ᔧぎ䯆ᯊ䯈䍙䖛䆒㕂ؐˈ≵᳝ӏԩ䕧ܹ䕧ߎ

ֵᙃᯊˈЁᮁℸ䖲᥹Ǆ 

2.11.2. 䖲᥹䍙ᯊ 

ᔧࠡᏆ᥹ফⱘ䖲᥹ˈ೼ᣛᅮᯊ䯈ݙˈ≵᳝ӏԩ䕧ֵܹᙃˈ᳡఼ࡵッᇚЁᮁℸ䖲

᥹Ǆ 

䫤᥋ RGOS ᦤկ LINE 䜡㕂῵ᓣϟⱘੑҸᴹ䜡㕂䖲᥹䍙ᯊᯊ䯈˖ 

ੑҸ ԰⫼ 
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Ruijie(config-line)# exec-timeout 20 

䜡㕂 LINE ϞˈᏆ᥹ফ䖲᥹ⱘ䍙

ᯊᯊ䯈ˈᔧ䍙䖛䜡㕂ᯊ䯈ˈ≵

᳝ ӏ ԩ 䕧 ܹ ᯊ ˈ ᇚ Ё ᮁ ℸ 䖲

᥹Ǆ 

ৃҹ೼ LINE 䜡㕂῵ᓣϟՓ⫼ no exec-timeout ੑҸˈপ⍜ LINE ϟ䖲᥹ⱘ䍙ᯊ䆒

㕂Ǆ 

Ruijie# configure terminal                     //䖯ܹܼሔ䜡㕂῵ᓣ 
Ruijie# line vty 0                             //䖯ܹ LINE 䜡㕂῵ᓣ 
Ruijie(config-line)# exec-timeout 20      //䆒㕂䍙ᯊᯊ䯈Ў 20min 

2.11.3. Ӯ䆱䍙ᯊ 

ᔧࠡ LINE ϞᏆ㒣ᓎゟⱘӮ䆱ˈ೼ᣛᅮᯊ䯈ݙˈ≵᳝ӏԩ䕧ֵܹᙃˈᇚЁᮁᔧࠡ䖲

᥹ࠄ䖰⿟㒜ッⱘӮ䆱ǄᑊϨᘶ໡㒜ッЎぎ䯆⢊ᗕǄ 

䫤᥋ RGOS ᦤկ LINE 䜡㕂῵ᓣϟⱘੑҸᴹ䜡㕂ࠄ䖰⿟㒜ッⱘӮ䆱䍙ᯊᯊ䯈˖ 

ੑҸ ԰⫼ 

Ruijie(config-line)# session-timeout 20 

䜡㕂 LINE Ϟˈ䖲᥹ࠄ䖰⿟㒜ッ

ⱘӮ䆱䍙ᯊᯊ䯈ˈ೼ᣛᅮᯊ䯈

ӏԩ䕧ܹᯊˈᇚЁᮁ᳝≴ˈݙ

ℸӮ䆱Ǆ 

ৃҹ೼ LINE 䜡㕂῵ᓣϟՓ⫼ no exec-timeout ੑҸˈপ⍜ LINE ϟࠄ䖰⿟㒜ッⱘ

Ӯ䆱䍙ᯊᯊ䯈䆒㕂Ǆ 

Ruijie# configure terminal                       //䖯ܹܼሔ䜡㕂῵ᓣ 
Ruijie(config)# line vty 0                     //䖯ܹ LINE 䜡㕂῵ᓣ 

Ruijie(config-line)# session-timeout 20    //䆒㕂䍙ᯊᯊ䯈Ў 20min 

2.12. ᡍ໘⧚ᠻ㸠᭛ӊЁⱘੑҸ 

೼㋏㒳ㅵ⧚Ёˈ᳝ᯊ׭䳔㽕䕧ܹ䕗໮ⱘ䜡㕂ੑҸᴹᅲ⦄ᇍᶤϾࡳ㛑ⱘㅵ⧚ˈᅠܼ

䗮䖛 CLI ⬠䴶䕧ܹ䳔㽕䕗䭓ⱘᯊ䯈ˈгᕜᆍᯧ䗴៤䫭䇃੠䘫ⓣǄབᵰᇚ䖭ѯࡳ㛑

ⱘ䜡㕂ੑҸᣝ䜡㕂ℹ偸ܼ䚼ᬒ೼ϔϾᡍ໘⧚᭛ӊЁˈ೼䳔㽕䜡㕂ᯊˈᠻ㸠䖭Ͼᡍ

໘⧚᭛ӊˈህৃҹᇚⳌ݇ⱘ䜡㕂ܼ䚼䜡㕂ᅠ↩Ǆ 

ੑҸ ԰⫼ 

Ruijie# execute {[flash:] filename} ᠻ㸠ϔϾᡍ໘⧚᭛ӊǄ 

՟བ˖ᡍ໘⧚᭛ӊ line_rcms_script.text ⫼Ѣᠧᓔ᠔᳝ᓖℹষϞⱘড৥ Telnet ࡳ

㛑ˈ᭛ӊݙᆍབϟ˖ 
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2.14. HTTP ᳡ࡵখ᭄䆒㕂 

೼Փ⫼䆒໛ݙጠⱘ Web 䖯㸠ㅵ⧚ⱘᯊ׭ˈৃҹ䇗ᭈ݊ HTTP ⱘ᳡ࡵখ᭄ˈᣛᅮ᳡

 ⱘ䅸䆕ᮍ⊩Ǆࡵⱘッষ៪ⱏᔩ᳡ࡵ

ੑҸ ԰⫼ 

Ruijie(Config)# ip http port number ᣛᅮ HTTP ᳡ࡵッষ 咬̍䅸ᰃ 80

Ruijie(Config)# ip http authentication 
{ enable | local } 

䆒㕂 web ⱏᔩ䅸䆕㉏ൟ 咬̍䅸Ў

enableǄ 
enable ˖  䞛 ⫼  enable 
password ៪ enable secret ੑҸ

䆒㕂ⱘষҸ䖯㸠䅸䆕ˈষҸᖙ乏

ᰃ 15 㑻ⱘ˗ 
local  ˖ 䞛⫼ᴀഄ username
ੑҸ䆒㕂ⱘ⫼᠋ৡ੠ষҸ䖯㸠

䅸䆕ˈ䆹⫼᠋ᖙ乏㒥ᅮ 15 㑻ᴗ

䰤˗ 

ৃҹ೼䜡㕂῵ᓣϟˈՓ⫼ҹϞੑҸⱘ no খ᭄ˈᇚ䆒㕂ᘶ໡Ў咬䅸ؐǄҹϟ՟ᄤ೼

ѸᤶᴎϞᠧᓔ Http Serverˈ䆒㕂᳡ࡵッষЎ 8080ˈᑊ䞛⫼ᴀഄ⫼᠋ৡ䖯㸠ⱏᔩ䅸

䆕˖ 

Ruijie# configure terminal                      //䖯ܹܼሔ䜡㕂῵ᓣ 
Ruijie(config)# enable service web-server     //ᠧᓔ Web Server 

Ruijie(config)# username name password pass  //䆒㕂ᴀഄ⫼᠋ 
Ruijie(config)# username name privilege 15   //㒥ᅮ⫼᠋ᴗ䰤 

Ruijie(config)# ip http port 8080              //䆒㕂᳡ࡵッষ 
Ruijie(config)# ip http authentication local //䆒㕂䅸䆕ᮍᓣ 
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㄀3ゴ�LINE ῵ᓣ䜡㕂 

3.1. ὖ䗄 

ᴀゴᦣ䗄ᇍ LINE
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ण䆂䖯㸠䗮䆃Ǆ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

Line vty line number 䖯ܹ Line 䜡㕂῵ᓣ 

transport input {all | ssh | telnet | none} 䜡㕂ᇍᑨ Line ϟৃҹ䗮䆃

ⱘण䆂 

no transport input  䜡㕂 LINE ϟϡܕ䆌ӏԩ

ण䆂䗮䆃 

default transport input ᘶ໡ LINE ϟⱘ䗮䆃ण䆂

Ў咬䅸䜡㕂 

 

3.2.4. 䜡㕂 Line ϟⱘ䆓䯂᥻߫ࠊ㸼 

བᵰ䳔㽕䜡㕂 LINE 㒓䏃ϟⱘ䆓䯂᥻ࠊˈৃҹ䗮䖛ℸੑҸ䖯㸠䆒㕂Ǆ㔎ⳕᚙމϟˈ

Line ϟ≵᳝䜡㕂ӏԩ䆓䯂᥻߫ࠊ㸼Ǆ᥹ᬊ᠔᳝䖲᥹ˈᑊܕ䆌᠔᳝໪ߎⱘ䖲᥹Ǆ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

Line vty line number 䖯ܹ Line 䜡㕂῵ᓣ 

access-class  
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㄀4ゴ�㋏㒳छ㑻㓈ᡸ䜡㕂 

4.1. ὖ䗄 

㋏㒳छ㑻㓈ᡸᣛⱘᰃ೼ੑҸ㸠⬠䴶ϟ䖯㸠Џ⿟ᑣ៪㗙 CTRL ⿟ᑣⱘछ㑻៪㗙᭛ӊ

ⱘϞӴ੠ϟ䕑ˈ䗮ᐌ᳝ϸ⾡᠟↉˖ϔ⾡ᰃՓ⫼ TFTP ण䆂䗮䖛㔥ষ䖯㸠छ㑻ˈ঺ϔ

⾡ᰃՓ⫼ Xmodem ण䆂䗮䖛Іষ䖯㸠छ㑻Ǆ 

4.2. छ㑻㓈ᡸᮍ⊩ 

៥ӀᇚҢҹϟ޴Ͼᇣ㡖ᦣ䗄བԩछ㑻㓈ᡸ䆒໛ⱘ᭛ӊ 

¸ 䗮䖛 TFTP ण䆂Ӵ䕧᭛ӊ 

¸ 䗮䖛 XMODEM ण䆂Ӵ䕧᭛ӊ 

4.2.1. 䗮䖛 TFTP ण䆂Ӵ䕧᭛ӊ 

ϔ⾡ᰃҢЏᴎッϟ䕑᭛ӊࠄ䆒໛ˈ঺ϔ⾡ᰃҢ䆒໛ϞӴ᭛ӊࠄЏᴎッǄ 

೼ CLI ੑҸ῵ᓣϟˈᣝབϟℹ偸䆒㕂ᴹᅠ៤᭛ӊⱘϟ䕑˖ 

ϟ䕑ࠡˈ佪ܜ೼ᴀഄЏᴎッᠧᓔ TFTP Server 䕃ӊ˗✊ৢ䗝ᅮ㽕ϟ䕑ⱘ᭛ӊ᠔೼

ⱘⳂᔩ˗㗠ৢⱏᔩࠄ䆒໛ˈ೼⡍ᴗ῵ᓣϟՓ⫼ҹϟੑҸϟ䕑᭛ӊˈབᵰ≵᳝ᣛᯢ

Location ߭䳔㽕ऩ⣀䕧ܹ TFTP Server ⱘ IP ഄഔǄ 

ੑҸ ԰⫼ 

Ruijie# copy tftp: //location/ 
filename flash: filename 

ϟ 䕑 Џ ᴎ ッ ⱘ URL ᣛ ᅮ ⱘ ᭛ ӊ

filename   䆒໛Ǆࠄ

೼ CLI ੑҸ῵ᓣϟˈᣝབϟℹ偸䆒㕂ᴹᅠ៤᭛ӊⱘϞӴ˖ 

ϞӴࠡˈ佪ܜ೼ᴀഄЏᴎッᠧᓔ TFTP Server 䕃ӊ˗✊ৢ೼Џᴎッ䗝ᅮ㽕ֱᄬϞ

Ӵ᭛ӊⱘⳂᔩˈ㗠ৢ೼⡍ᴗ῵ᓣϟՓ⫼ҹϟੑҸϞӴ᭛ӊǄ 

ੑҸ ԰⫼ 

Ruijie# copy flash: filename  
tftp: //loca tion/filename 

Ң䆒໛ッϞӴ᭛ӊ filename Џᴎッࠄ

ⱘ URL ᣛᅮⱘⳂᔩϟˈৃ䞡䆒᭛ӊ

ৡǄ  
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4.2.2. ण
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ᓣϟՓ⫼ҹϟੑҸϞӴ᭛ӊ˗᳔ৢ೼ᴀഄЏᴎⱘ Windows 䍙㑻㒜ッЁˈ䗝ᢽ“Ӵ
䗕”㦰ऩЁⱘ“᥹ᬊ᭛ӊ”ࡳ㛑Ǆབ೒ 3 ᠔⼎˖ 

 

೒ 3 

೼ᔍߎⱘᇍ䆱Ḛ䗝ᢽϞӴ᭛ӊⱘᄬټԡ㕂ˈ᥹ᬊण䆂䗝ᢽ“Xmodem”ˈ⚍ߏ“᥹
ᬊ”ˈ䍙㑻㒜ッӮ䖯ϔℹᦤ⼎⫼᠋ᴀഄᄬټ᭛ӊⱘৡ⿄ˈ⚍ߏ“⹂䅸”ৢᓔྟ᥹ᬊ᭛

ӊǄབ೒ 4 ᠔⼎˖ 

 

೒ 4 

ੑҸ ԰⫼ 

Ruijie# copy flash:filename xmodem Ң䆒໛ッϞӴ᭛ӊ filename
 Џᴎッࠄ

 

4.2.3. छ㑻㋏㒳 

ϡ䆎ᰃⲦᓣ䆒໛䖬ᰃᴎㆅ䆒໛ˈՓ⫼䛑ৃҹՓ⫼Ϟ䗄ⱘ tftp ៪㗙 xmodem ᇚछ㑻

᭛ӊӴ䕧ࠄ䆒໛ϞǄӴ䕧៤ৢࡳˈ䞡ᮄਃࡼ䆒໛ˈछ㑻᭛ӊህӮ㞾ࡼᅠ៤ᔧࠡ㋏
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㒳ⱘẔ⌟੠छ㑻ˈ䖭Ͼ䖛⿟ϡ䳔㽕ҎᎹᑆ乘੠ҟܹǄ 

छ㑻᭛ӊ೼Ⲧᓣ䆒໛੠ᴎㆅ䆒໛Ϟⱘछ㑻ࡼ԰᳝᠔ϡৠ˖ 

1˅Ⲧᓣ䆒໛ⱘछ㑻াᅠ៤㞾Ꮕऩᵓ㋏㒳ⱘछ㑻᪡԰ˈछ㑻ᅠ↩ˈ㋏㒳㞾ࡼ໡ԡˈ

ᴎ఼ݡ⃵ਃࡼℷᐌ䖤㸠Ǆ 

2˅ᴎㆅ䆒໛ࣙ৿᳝ㅵ⧚ᵓˈ㒓वҹঞ໮Ϯࡵवˈ㽕䗮䖛ϔϾछ㑻᭛ӊᅠ៤ᭈ༫㋏

㒳ⱘछ㑻᪡԰Ǆ佪ܜᕙㅵ⧚ᵓッछ㑻ᅠ↩ˈ㋏㒳໡ԡǄᴎ఼ݡ⃵ਃࡼᯊˈ⠜ᴀ㞾

 वⱘ㋏㒳छ㑻Ǆࡵ䍋ᴹˈᅠ៤㒓व੠໮Ϯࡼ㛑Ӯਃࡳৠℹࡼ

㞾ࡼछ㑻ࡳ㛑˖ᰃ䖤㸠ѢЏㅵ⧚ᵓッⱘϔϾࡳ㛑ˈӮᇍ㋏㒳Ёᄬ೼ⱘҢㅵ⧚ᵓˈ

㒓व੠໮Ϯࡵव䖯㸠⠜ᴀϔ㟈ᗻẔᶹˈᔧথ⦄ҪӀⱘ⠜ᴀ੠Џㅵ⧚ᵓЁᇍᑨⱘऩ

ᵓ⠜ᴀϡϔ㟈ᯊˈህᇚҪӀⱘऩᵓछ㑻᭛ӊӴ䗕䖛এˈᅠ៤ҪӀⱘछ㑻ˈҹՓᭈ

Ͼ㋏㒳ⱘ⠜ᴀֱᣕϔ㟈Ǆ 

 

~ 注意： 

ӏԩᯊ׭छ㑻ᴎㆅ䆒໛ⱘЏㅵ⧚ᵓˈ䛑Ӯৠᯊछ㑻Ңㅵ⧚ᵓˈҢ㗠ֱᣕ⠜ᴀⱘϔ

㟈ᗻǄछ㑻㒓वⱘ᪡԰ӮՓᭈϾ㋏㒳Ёᦦܹⱘ㒓वৠᯊᕫࠄछ㑻Ǆ೼छ㑻㒧ᴳᦤ

⼎ࠡϡৃᮁ⬉ˈ৺߭ৃ㛑ᇐ㟈छ㑻⿟ᑣ϶༅Ǆ 
೼ᴎㆅ䆒໛छ㑻᳾ᅠ៤ࠡˈৃ䗮䖛show versionẔᶹ᠔᳝㒓व੠ㅵ⧚ᵓⱘ䕃ӊ⠜

ᴀᰃ৺Ϣछ㑻ⱘⳂᷛ⠜ᴀϔ㟈ⱘᮍᓣẔᶹछ㑻ᰃ৺ᅠ៤ˈϡ㛑䖯㸠Џ໛ߛᤶ˄՟

བ˖redundancy force-switchover˅ˈ৺߭Ӯᇐ㟈छ㑻༅䋹㗠䗔ಲॳྟ⠜ᴀǄ 
 

¸ 䗮䖛छ㑻᭛ӊᴹछ㑻ᴎㆅ䆒໛˖ 

1˅ ⹂䅸㽕䕑ܹⱘछ㑻᭛ӊⱘ᭛ӊৡЎ rgnos.bin 

2˅ Փ⫼Ϟ䗄 copy ੑҸˈᇚℸ᭛ӊϟ䕑ࠄ䆒໛Ϟ 

3˅ བᵰ䆒໛Ϟᄬ೼Ңㅵ⧚ᵓˈ䳔㽕ㄝᕙЏҢㅵ⧚ᵓⱘЏ⿟ᑣछ㑻៤ࡳˈ៤ࡳᯊ

ᇚ᳝བϟᦤ⼎˖ 

Upgrade Slave CM MAIN successful!! 
Upgrade CM MAIN successful!! 

1˅ ᠻ㸠ϔ⃵ᭈᴎ໡ԡ᪡԰ 

2˅ ㋏㒳ݡ⃵ਃৢࡼˈछ㑻᭛ӊӮᓔྟ䖤㸠ˈᇚӮⳟࠄ㉏Ԑབϟᦤ⼎˖ 

Installing is in process ...... 

Do not restart your machine before finish !!!!!! 
...... 

3˅ ೼छ㑻᪡԰ᅠ៤ৢˈᇚӮⳟࠄ㉏Ԑབϟᦤ⼎˖ 

Installing process finished ...... 
Restart machine operation is permited now !!!!!! 
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4˅ छ㑻᭛ӊ䖤㸠ᅠ↩ৢ㋏㒳Ӯ㞾ࡼ໡ԡˈߎ⦄བϟᦤ⼎˖ 

System restarting, for reason 'Upgrade product !'. 

5˅ ㋏㒳ݡ⃵ਃৢࡼˈㅵ⧚ᵓⱘᭈϾ㋏㒳Ӯᅠ៤छ㑻ˈ✊ৢࡴ䕑ㅵ⧚ᵓⱘऩᵓछ

㑻᭛ӊ䖤㸠ˈ䖭䖬Ӯ᳝ℹ偸 5 ੠ 6 ⱘᦤ⼎ֵᙃˈԚϡӮ᳝ℹ偸 7 ⱘᦤ⼎ֵᙃˈপ

㗠ҷПⱘᰃ˖ 

System load main program from install package ...... 

Ⳉ᥹Ңछ㑻᭛ӊЁࡴ䕑ㅵ⧚ᵓⱘЏ⿟ᑣ䖤㸠 

6˅ Џ⿟ᑣℷᐌ䖤㸠ৢˈ㞾ࡼछ㑻ࡳ㛑ህӮਃࡼˈབᵰᴎㆅЁ᳝Ңㅵ⧚ᵓ៪㗙݊

Ҫ῵ഫӮⳟࠄབϟᦤ⼎˖ 

A new card is found in slot [1].  

System is doing version synchronization checking ...... 
Current software version in slot [1] is synchronous. 

System needn't to do version synchronization for this card ...... 

៪㗙བϟᦤ⼎˖ 

System is doing version synchronization checking ...... 
Card in slot [3] need to do version synchronization ...... 

݊Ҫᠧॄֵᙃ 

Version synchronization begain ...... 
Keep power on, don't draw out the card and don't restart your 
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~ 注意： 

೼छ㑻៪㗙㞾ࡼछ㑻䖛⿟ЁˈӮ᳝ϡܕ䆌䞡ਃⱘᦤ⼎ˈϔᮺߎ⦄㉏Ԑᦤ⼎ˈ䇋ࡵ

ᖙϡ㽕ᮁ⬉៪㗙໡ԡ㋏㒳ˈгϡ㽕䱣֓ᦦᢨ݊Ҫ῵ഫǄ 

 

 

& 说明： 

ᇍѢ⛁ᦦܹⱘ῵ഫ㋏㒳Ӯ᳝ৠḋⱘ㞾ࡼछ㑻Ẕᶹ᪡԰Ǆ 

 

¸ 䗮䖛छ㑻᭛ӊᴹछ㑻Ⲧᓣ䆒໛˖ 

Ⲧᓣ䆒໛ⱘछ㑻া䳔㽕ᅠ៤Ϟ䗄ℹ偸ⱘ 1ˉ7ˈ✊ৢ㋏㒳㞾㸠໡ԡৢህӮℷᐌ䖤㸠

њǄ 
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㄀5
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Success rate is 100 percent (100/100), round-trip min/avg/max 
= 2/2/3 ms 

Ruijie# 

5.2. Traceroute 䖲䗮ᗻ⌟䆩  

ᠻ㸠 Traceroute ੑҸˈৃҹᰒ⼎᭄᥂ࣙҢ⑤ഄഔࠄⳂⱘഄഔˈ᠔㒣䖛ⱘ᠔᳝㔥

݇ǄTraceroute ੑҸЏ㽕⫼ѢẔᶹ㔥㒰ⱘ䖲䗮ᗻˈᑊ೼㔥㒰ᬙ䱰থ⫳ᯊˈޚ⹂ഄ

ᅮԡᬙ䱰থ⫳ⱘԡ㕂Ǆ 

㔥㒰Ӵ䕧ⱘ㾘߭ᰃˈϔϾ᭄᥂ࣙ↣㒣䖛ϔϾ㔥݇ˈ᭄᥂ࣙЁⱘ TTL ඳⱘ᭄᥂ᠻ㸠

ޣ 1 ᪡԰Ǆᔧ TTL ඳⱘ᭄᥂Ў 0 ᯊˈ䆹㔥݇֓϶ᓗ䖭Ͼ᭄᥂ࣙˈᑊ䗕ಲϔϾഄഔ

ϡৃ䖒ⱘ䫭䇃᭄᥂ࣙ㒭⑤ഄഔǄḍ᥂䖭Ͼ㾘߭ˈTraceroute ੑҸⱘᠻ㸠䖛⿟ᰃ˖

佪ܜ㒭Ⳃⱘഄഔথ䗕ϔϾ TTL Ў 1 ⱘ᭄᥂ࣙˈ㄀ϔϾ㔥݇֓䗕ಲϔϾ ICMP 䫭䇃

⍜ᙃˈҹᣛᯢℸ᭄᥂ࣙϡ㛑㹿থ䗕ˈ಴Ў TTL 䍙ᯊˈПৢᇚ᭄᥂ࣙⱘ TTL ඳࡴ 1
ৢ䞡ᮄথ䗕ˈৠḋ㄀ѠϾ㔥݇䖨ಲ TTL 䍙ᯊ䫭䇃ˈ䖭Ͼ䖛⿟ϔⳈ㒻㓁ϟএˈⳈࠄ

䖒Ⳃⱘഄഔˈ䆄ᔩ↣ϔϾಲ䗕ࠄ ICMP TTL 䍙ᯊֵᙃⱘ⑤ഄഔˈ֓䆄ᔩϟњ᭄᥂

Ң⑤ഄഔࠄ䖒ⳂⱘഄഔˈIP ᭄᥂ࣙ᠔㒣ग़ⱘᭈϾᅠᭈⱘ䏃ᕘǄ 

Traceroute ੑҸৃҹ೼᱂䗮⫼᠋῵ᓣ੠⡍ᴗ⫼᠋῵ᓣϟᠻ㸠ˈ݋ԧⱘੑҸḐᓣབ

ϟ˖ 

ੑҸ ࡳ㛑 

Ruijie# traceroute [protocol] [destination [probe 
probe] [ttl minimum  maximum]  [ source 
source] [timeout seconds]] 

䎳䏾᭄᥂ࣙথ䗕㔥㒰䏃ᕘ 

ҹϟЎᑨ⫼ Traceroute ⱘϸϾ՟ᄤˈϔϾЎ㔥㒰䖲᥹⬙䗮ˈϔϾЎ㔥㒰䖲᥹ᄬ೼

ᶤѯ㔥݇ϡ䗮ⱘᚙމǄ 

1ˊ㔥㒰⬙䗮ⱘ Traceroute ՟ᄤ˖ 

Ruijie# traceroute 61.154.22.36 
  < press Ctrl+C to break > 
Tracing the route to 61.154.22.36 

 
1      192.168.12.1        0 msec  0 msec  0 msec 

2      192.168.9.2         4 msec  4 msec 4 msec 
3      192.168.9.1         8 msec  8 msec  4 msec 

4      192.168.0.10        4 msec  28 msec  12 msec 
5      202.101.143.130    4 msec  16 msec  8 msec 

6      202.101.143.154   12 msec  8 msec  24 msec 
7      61.154.22.36       12 msec  8 msec  22 msec 

ҢϞ䴶ⱘ㒧ᵰৃҹ⏙ἮഄⳟࠄˈҢ⑤ഄഔ㽕䆓䯂 IP ഄഔЎ 61.154.22.36 ⱘЏᴎˈ

㔥㒰᭄᥂ࣙ䛑㒣䖛њાѯ㔥݇˄1ˉ6˅ˈৠᯊ㒭ߎњࠄ䖒䆹㔥݇᠔㢅䌍ⱘᯊ䯈ˈ

䖭ᇍѢ㔥㒰ߚᵤˈᰃ䴲ᐌ᳝⫼ⱘǄ 
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㄀6ゴ�᥹ষ䜡㕂 

6.1. ᥹ষ㉏ൟὖ䗄 

ᴀゴЏ㽕ᇍ䫤᥋䆒໛ⱘ᥹ষ㉏ൟ䖯㸠ߚߦˈᑊᇍ↣⾡᥹ষ㉏ൟ䖯㸠䆺㒚ᅮНǄ䫤

᥋䆒໛ⱘ᥹ষ㉏ൟৃߚЎҹϟϸ໻㉏˖ 

¸ Ѡሖ᥹ষ(L2 interface)  

¸ ϝሖ᥹ষ(L3 interface) (ϝሖ䆒໛ᬃᣕ) 

6.1.1. Ѡሖ᥹ষ(L2 interface) 

ᴀ㡖Џ㽕ᦣ䗄Ѡሖ᥹ষⱘ㉏ൟঞⳌ݇ⱘᅮНˈৃߚЎҹϟ޴⾡㉏ൟ 

¸ Switch Port 

¸ L2 Aggregate Port 

6.1.1.1. Switch Port 

Switch Port⬅䆒໛ϞⱘऩϾ⠽⧚ッষᵘ៤ˈা᳝ѠሖѸᤶࡳ㛑Ǆ䆹ッষৃҹᰃϔ

Ͼ Access Port៪ϔϾ Trunk Portˈᙼৃҹ䗮䖛Switch Port᥹ষ䜡㕂ੑҸˈᡞϔϾ

ッষ䜡㕂ЎϔϾ Access Port៪㗙 Trunk PortǄSwitch Port㹿⫼Ѣㅵ⧚⠽⧚᥹ষ੠

ϢПⳌ݇ⱘ㄀Ѡሖण䆂ˈᑊϨϡ໘⧚䏃⬅੠ḹ᥹Ǆ 

6.1.1.1.1. Access Port 

↣Ͼ Access Port া㛑ሲѢϔϾ VLAN,ᅗাӴ䕧ሲѢ䖭Ͼ VLAN ⱘᏻǄϔ㠀⫼Ѣ

䖲᥹䅵ㅫᴎǄ 

㔎ⳕ VLAN 

↣Ͼ Access Port াሲѢϔϾ VLANˈ᠔ҹᅗⱘ㔎ⳕ VLAN ህᰃᅗ᠔೼ⱘ VLANˈ

ৃҹϡ⫼䆒㕂Ǆ 

ᏻⱘ᥹ᬊϢথ䗕 

Access Port থ䗕ߎⱘ᭄᥂ᏻᰃϡᏺ TAG ⱘˈϨᅗা㛑᥹ᬊҹϟϝ⾡Ḑᓣⱘᏻ˖ 

¸ Untagged ᏻ 

¸ VID Ў Access Port ᠔ሲ VLAN ⱘ Tagged ᏻ 
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¸ VID Ў 0 ⱘ Tagged ᏻ 

Untagged ᏻ 

Access Port ᥹ᬊϡᏺ TAG ᷛᖫⱘᏻˈᑊЎ᮴ TAG ᏻ⏏ࡴ㔎ⳕ VLAN ⱘ TAGǄথ

䗕ࠡˈএᥝ⏏ࡴⱘ TAGˈݡথ䗕Ǆ 

Tagged ᏻ 

Access ッষ᥹ᬊࠄⱘ᭄᥂ᏻᏺ᳝ TAG ᯊˈᇚᣝ✻ҹϟᴵӊ䖯㸠໘⧚˖ 

¸ ᔧ TAG ⱘ VID˄VLAN ID˅Ϣ㔎ⳕ VLAN ID Ⳍৠᯊˈ᥹ᬊ䆹᭄᥂ᏻˈᑊ೼থ

䗕ᯊএᥝ TAG ᷛᖫৢথ䗕Ǆ 

¸ ᔧ TAG ⱘ VID˄VLAN ID˅Ў 0 ᯊˈ᥹ᬊ䆹᭄᥂ᏻǄ೼ TAG ЁˈVID˙0 ⫼

Ѣ䆚߿ᏻӬܜ㑻Ǆ 

¸ ᔧ TAG ⱘ VID˄VLAN ID˅Ϣ㔎ⳕ VLAN ID ϡৠϨϡЎ 0 ᯊˈ϶ᓗ䆹ᏻǄ 

6.1.1.1.2. Trunk Port 

↣Ͼ Trunk port ৃҹሲѢ໮Ͼ VLANˈ㛑໳᥹ᬊ੠থ䗕ሲѢ໮Ͼ VLAN ⱘᏻˈϔ㠀

⫼Ѣ䆒໛П䯈ⱘ䖲᥹ˈгৃҹ⫼Ѣ䖲᥹⫼᠋ⱘ䅵ㅫᴎǄ 

㔎ⳕ VLAN 

಴Ў Trunk Port ৃҹሲѢ໮Ͼ VLANˈ᠔ҹ䳔㽕䆒㕂ϔϾ Native vlan ԰Ў㔎ⳕ

VLANǄ㔎ⳕᚙމϟ Trunk port ᇚӴ䕧᠔᳝ VLAN ⱘᏻˈЎњޣ䕏䆒໛ⱘ䋳䕑ˈޣ

ᇥᇍᏺᆑⱘ⌾䌍ˈৃ䗮䖛䆒㕂 VLAN 䆌ৃ߫㸼ᴹ䰤ࠊ Trunk port Ӵ䕧ાѯ VLAN
ⱘᏻǄ 

 

~ 注意： 

ᓎ䆂ᇚᴀッ䆒໛ Trunk ッষⱘ native vlan ੠Ⳍ䖲ⱘᇍッ䆒໛ Trunk ッষⱘ native 
vlan 䜡㕂Ўϔ㟈ˈ৺߭ッষৃ㛑᮴⊩ℷ⹂䕀থ᡹᭛Ǆ 

 

ᏻⱘ᥹ᬊϢথ䗕 

Trunk port ৃ᥹ᬊ Untagged ᏻ੠ッষܕ䆌 VLAN 㣗ೈݙⱘ tagged ᏻǄTrunk Port
থ䗕ⱘ䴲 Native vlan ⱘᏻ䛑ᰃᏺ TAG ⱘˈ㗠থ䗕ⱘ Native vlan ⱘᏻ䛑ϡᏺ

TAGǄ 

Untagged ᏻ 

㢹 Trunk port ᥹ᬊࠄⱘᏻϡᏺ IEEE802.1Q TAG,䙷Мᏻᇚ೼䖭Ͼ᥹ষⱘ Native 
VLAN ЁӴ䕧Ǆ 

Tagged ᏻ 
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㢹8¹
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6.1.2. ϝሖ᥹ষ(L3 interface) 

ᴀ㡖Џ㽕ᦣ䗄ϝሖ᥹ষⱘ㉏ൟঞⳌ݇ⱘᅮНˈৃߚЎҹϟ޴⾡㉏ൟ 

¸ SVI (Switch virtual interface) 

¸ Routed Port 

¸ L3 Aggregate Port 

6.1.2.1. SVI(Switch virtual interface) 

SVI ᰃѸᤶ㰮ᢳ᥹ষˈ⫼ᴹᅲ⦄ϝሖѸᤶⱘ䘏䕥᥹ষǄSVI ৃҹخЎᴀᴎⱘㅵ⧚᥹

ষˈ䗮䖛䆹ㅵ⧚᥹ষㅵ⧚ਬৃㅵ⧚䆒໛Ǆᙼгৃҹ߯ᓎ SVI ЎϔϾ㔥݇᥹ষˈህ⸀ᣈ蔀噌䅎呤ਨ卖䤩呪ਯ䌲弰‱⁔昊ⴠ呦ਰ⸷㑛㱄〰ㅄ㜸ㄳ䌲䕄〰ㄾⴲ㔰ㄲ㐰㜴㜾㘼ㄹ㜹〶㝃〹䈷〰㐶㈱㜲㈹㠴〱㜵㈹䑁㐱㐰ㄴ㍂䌹䈷〱䌴㹝告ਯ呔ㄠㄠ呦ਰ⸰〷⸸㠳挠㈮〹⡖䱁乔搊⡓噉⥔樊⽃㉟〠ㄠ呦ਭ⁔昊〮㜴‰‱䘴䈹〹㜸ㄹ㍔搊⁔搊‱〵㜷ⴲ㔮㔸㌠ⴱ⸴㉂〵ㄹ㈰㥃㌰㑂㤰ਜ਼㰰㐰䔰㝅䘱㑃䔾呪ਯ呔ㄠㄠ呦ਰ⸰㘮㈠呣′⸰㤴‰⁔搊⡓噉⥔樊⽃㉟〠ㄠ呦ਹㅔ挠ㄮ㜹㐠〵㕃㌱㔴ਜ਼㰰㤲㤹㜹〹䑂〱㝃〹䈷〲䌸㐾⡐潲琠⥝告ਯ呔㈠ㄠ〱ਰ⸰呪㈹⁔眠㠮㠱楲瑵慬⁩湦慣攩 呪ਯ呔ㄊ〮〴⸱㘶ㄠ呦ਲ㤠〠呤ਠ
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ᑊ䞡ਃˈᇚߴ䰸䆹ッষⱘ᠔᳝Ѡሖ⡍ᗻǄ 

 

~ 注意： 

ᔧϔϾッষᰃ L2 Aggregate Port ⱘ៤ਬッষᯊˈᰃϡ㛑⫼ switchport/ no 
switchport ੑҸ䖯㸠ሖ⃵ߛᤶⱘǄ 

 

6.1.2.3. L3 Aggregate Port 

L3 Aggregate port ৠ L2 Aggregate Port ϔḋˈгᰃ⬅໮Ͼ⠽⧚៤ਬッষ∛㘮ᵘ៤

ⱘϔϾ䘏䕥Ϟⱘ㘮ড়ッষ㒘Ǆ∛㘮ⱘッষᖙ乏Ўৠ㉏ൟⱘϝሖ᥹ষǄᇍѢϝሖѸ

ᤶᴹ䇈ˈAP ԰ЎϝሖѸᤶⱘ㔥݇᥹ষˈᅗⳌᔧѢᡞৠϔ㘮ড়㒘ݙⱘ໮ᴵ⠽⧚䫒䏃

㾚Ўϔᴵ䘏䕥䫒䏃ˈᰃ䫒䏃ᏺᆑᠽሩⱘϔϾ䞡㽕䗨ᕘǄℸ໪ˈ䗮䖛 L3 Aggregate 
port থ䗕ⱘᏻৠḋ㛑೼ L3 Aggregate port ⱘ៤ਬッষϞ䖯㸠⌕䞣ᑇ㸵ˈᔧ AP Ё

ⱘϔᴵ៤ਬ䫒䏃༅ᬜৢˈL3 Aggregate port Ӯ㞾ࡼᇚ䖭Ͼ䫒䏃Ϟⱘ⌕䞣䕀⿏݊ࠄ

Ҫ᳝ᬜⱘ៤ਬ䫒䏃Ϟˈᦤ催њ䖲᥹ⱘৃ䴴ᗻǄ 

L3 Aggregate port ϡ݋໛ѠሖѸᤶⱘࡳ㛑Ǆᙼৃ䗮䖛 no switchport ᇚϔϾ᮴៤

ਬѠሖ᥹ষ L2 Aggregate port 䕀বЎ L3 Aggregate Portˈ᥹ⴔᇚ໮Ͼ Routed 

Port ℸܹࡴ L3 Aggregate portˈ✊ৢ㒭 L3 Aggregate Port 䜡ߚ IP ഄഔᴹᓎゟ䏃

⬅Ǆ 

6.2. 䜡㕂᥹ষ 

ᴀ㡖ᦣ䗄᥹ষⱘ㔎ⳕ䜡㕂ˈ䜡㕂ᣛफˈ䜡㕂ℹ偸ˈ䜡㕂ᅲ՟ 

6.2.1. ᥹ষ㓪ো㾘߭ 

ᇍѢ Switch Portˈ݊㓪ো⬅ϸϾ䚼ߚ㒘៤˖ᦦῑোˈッষ೼ᦦῑϞⱘ㓪োǄ՟བ

ッষ᠔೼ⱘᦦῑ㓪োЎ 2ˈッষ೼ᦦῑϞⱘ㓪োЎ 3ˈ߭ッষᇍᑨⱘ᥹ষ㓪োЎ

2/3Ǆᦦῑⱘ㓪োᰃҢ 0ˉᦦῑⱘϾ᭄Ǆᦦῑⱘ㓪ো㾘߭ᰃ˖䴶ᇍ䆒໛ⱘ䴶ᵓˈᦦ

ῑᣝ✻Ңࠡ㟇ৢˈҢᎺ㟇েˈҢϞ㟇ϟⱘ乎ᑣϔ⃵ᥦ߫ˈᇍᑨⱘᦦῑোҢ 1 ᓔྟ

ձ⃵๲ࡴǄᦦῑϞⱘッষ㓪োᰃҢ 1ˉᦦῑϞⱘッষ᭄ˈ㓪ো乎ᑣᰃҢᎺࠄেǄ

ᇍѢৃҹ䗝ᢽҟ䋼㉏ൟⱘ䆒໛ˈッষࣙᣀϸ⾡ҟ䋼˄ ̍˅ষ੠⬉ষܝ ᮴䆎Փ⫼䙷⾡

ҟ䋼ˈ䛑Փ⫼Ⳍৠⱘッষ㓪োǄᙼгৃҹ䗮䖛ੑҸ㸠Ёⱘ show ੑҸᴹᶹⳟᦦῑ

ҹঞᦦῑϞⱘッষֵᙃǄ 

ᇍѢ Aggregate Portˈ݊㓪োⱘ㣗ೈЎ 1ˉ䆒໛ᬃᣕⱘ Aggregate Port Ͼ᭄Ǆ 

ᇍѢ SVIˈ݊㓪োህᰃ䖭Ͼ SVI ᇍᑨⱘ VLAN ⱘ VIDǄ 
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~ 注意： 

䆒໛Ϟⱘ䴭ᗕᦦῑⱘ㓪ো೎ᅮЎ 0ˈ㗠ࡼᗕᦦῑ(ৃᦦᢨ῵ഫ៪㒓व)ⱘ㓪োҢ 1 ᓔ

ྟǄ 

 

6.2.2. 

᥹ষ䜡ゥ။贀

�ÏÀsÌ•I·G!8¨�N>ÛðU2¯À6.5.331 0 (interface)C4>Tj
/TT1 1 Tf
0 4.16f
2 0 Td
( )w 
/C2_0 1 0 10.823 0 T0A5104B845AF0739d
<197909B7472138A8114E3E9F01C4>Tj
/TT1 1 11 
4 0 Td
( )Tj
q
320 12 <2C.1.4-187
88.-29.56.72 1Tj
2.1<2C.1.4m
h
31 732 <78.9.4-177
8.4-13418.72 W* n Tf
12 g 1Tj
2.1<60.9 187
88.29.56.72 f
Q Tf
12 g 1T8.061<65790 177
8.413418.72 f>Tj
0 G
1.28 gs
BT
/C2_0 1 2c 0 Tr 10.5 0 0 10216N
0.568.40.4403 TmA5104B8>( )Tj
/TT2 1 Tf
629.m
< 
4 0 Td
( )Tj
q
10..58 <2C.1.4-182790 -29.56.72 321N
0.52C.1.4m
h
49 416 <78.9.4-172
88.-13418.72 W* n Tf
12 g 321N
0.560.9 182790 29.56.72 f
Q Tf
12 g 326G
0.<65790 172
88.13418.72 f>Tj
0gs
BT
/C2_0 1 2c 0 Tr 10.5 0 0 10401185.568.40.4403 Tm5302AFC>( )Tj
/TT2 1 Tf
629.m
< 
4 0 Td
( )Tj
139 -8 <29.m3.9.9.42.4.72 f>139 -8 <23 12 1ET
84.9.9.472 f>Tf
12 g 1Tj
2.1<29.m3.187
88.7 -1472 f>321N
0.529.m3.9.
0.7 -1472 f>0 g 320 12 <29.m3.9. 0.7 -1472 f>320 12 <2C.12 1E3.0619.9.472 f>Tf
12 g 321N481<29.m3.189 -.7 -1472 f>0 g 10..58 <29.m3.9.9.42.4.72 f>10..58 <2C.52.9.9.49.9.472 f>139 -8 <60.84.9.9.421N
0.72 f>320 12 <60.84.9. 0.21N
0.72 f>10..58 <60.84.9.9.421N
0.72 f>
f
BT
/TT1 1 Tf
0.2007 Tr 10.5 0 0 10.28.061<07.20.4403 [(Ruij)5(ie(config)# )]TJ�K�Ý,ÌÞ ݇膼ꤙ✡㴀     
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Ruijie(config)# interface range 
{port-range | macro macro_name} 

䕧ܹϔᅮ㣗ೈⱘ᥹ষǄ 
interface range
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Ruijie(config)# define 
interface-range macro_name 
interface-range 

ᅮН᥹ষ㣗ೈⱘᅣᅮНǄ 
macro_nameˉᅣᅮНⱘৡᄫˈϡ䍙䖛 32
ϾᄫヺǄ 
ᅣᅮНⱘݙ䚼ৃҹࣙᣀ໮Ͼ㣗ೈ↉Ǆ 
ৠϔᅣᅮНЁⱘ᠔᳝㣗ೈ↉Ёⱘ᥹ষᖙ乏ሲ

ѢⳌৠ㉏ൟǄ 

Ruijie(config)# interface range 
macro macro_name 

ᅣᅮНⱘᄫヺІᇚ㹿ֱᄬ೼ݙᄬЁˈՓ⫼

interface range ੑҸᯊˈৃҹՓ⫼ᅣᅮН

ⱘৡᄫᴹপҷ䳔㽕䕧ܹⱘ㸼⼎᥹ষ㣗ೈⱘᄫ

ヺІǄ 

೼ܼሔ䜡㕂῵ᓣϟՓ⫼ no define interface-range macro_name ੑҸᴹߴ䰸䆒

㕂ⱘᅣᅮНǄ 

ᔧՓ⫼ define interface-range ੑҸᴹᅮН᥹ষ㣗ೈᯊˈ⊼ᛣ˖ 

᳝ᬜⱘ᥹ষ㣗ೈḐᓣ˖ 

̢ vlan vlan-ID - vlan-ID, VLAN ID 㣗ೈ 1̚4094˗ 
̢ fastethernet slot/{㄀ϔϾ port} - {᳔ৢϔϾ port}˗ 
̢ gigabitethernet slot/{㄀ϔϾ port} - {᳔ৢϔϾ port}˗ 
̢ Aggregate Port Aggregate port ো - Aggregate port ো, 㣗ೈ 1̚MAX˗ 

೼ϔϾ interface range Ёⱘ᥹ষᖙ乏ᰃⳌৠ㉏ൟⱘˈे៪㗙ܼᰃ switch portˈ៪

㗙ܼᰃ Aggregate Portˈ៪㗙ܼᰃ SVIǄ 

ϟ䴶ⱘ՟ᄤᰃབԩՓ⫼ define interface-rangeੑҸᴹᅮН fastethernet1/1-4 ⱘᅣ

ᅮН˖ 

Ruijie# configure terminal 
Ruijie(config)# define interface-range resource 
fastethernet 1/1-4 
Ruijie(config)# end 

ϟ䴶ⱘ՟ᄤᰒ⼎བԩᅮН໮Ͼ᥹ষ㣗ೈ↉ⱘᅣᅮН˖ 

Ruijie# configure terminal 
Ruijie(config)# define interface-range ports1to2N5to7 
fastethernet 1/1-2, 1/5-7 
Ruijie(config)# end 

ϟ䴶ⱘ՟ᄤᰒ⼎Փ⫼ᅣᅮН ports1to2N5to7 ᴹ䜡㕂ᣛᅮ㣗ೈⱘ᥹ষ˖ 

Ruijie# configure terminal 
Ruijie(config)# interface range macro ports1to2N5to7 
Ruijie(config-if-range)# 

ϟ䴶ⱘ՟ᄤᰒ⼎བԩߴ䰸ᅣᅮН ports1to2N5to7˖ 

Ruijie# configure terminal 
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Ruijie(config)# no define interface-range ports1to2N5to7 
Ruijie# end 

6.2.4. 䗝ᢽ᥹ষҟ䋼㉏ൟ 

᳝ѯ᥹ষˈৃҹ᳝໮⾡ҟ䋼㉏ൟկ⫼᠋䗝ᢽǄᙼৃҹ䗝ᢽ݊Ёϔ⾡ҟ䋼Փ⫼Ǆϔ

ᮺᙼ䗝ᅮҟ䋼㉏ൟˈ᥹ষⱘ䖲᥹⢊ᗕǃ䗳ᑺǃঠᎹǃ⌕᥻ㄝሲᗻ䛑ᰃᣛ䆹ҟ䋼㉏

ൟⱘሲᗻˈབᵰᙼᬍবҟ䋼㉏ൟˈᮄ䗝ҟ䋼㉏ൟⱘ䖭ѯሲᗻᇚՓ⫼咬䅸ؐˈᙼৃ

ҹḍ᥂䳔㽕䞡ᮄ䆒ᅮ䖭ѯሲᗻǄ 

ℸ䜡㕂ੑҸাᇍ⠽⧚ッষ᳝ᬜǄAggregate Port ੠ SVI ᥹ষϡᬃᣕҟ䋼㉏ൟ䆒

㕂Ǆ 

ℸ䜡㕂ੑҸাᇍᬃᣕҟ䋼䗝ᢽⱘッষ᳝ᬜǄ 

䜡㕂Ў Aggregate Port ៤ਬষⱘッষˈ݊ҟ䋼㉏ൟᖙ乏ϔ㟈ˈ৺߭᮴⊩ࠄܹࡴ AP
ЁǄAggregate Port ៤ਬষⱘッষ㉏ൟϡ㛑ᬍবǄ 

ੑҸ ԰⫼ 

Ruijie(config-if)# medium-type { fiber | copper } 䆒㕂ッষⱘҟ䋼㉏ൟ 

ϟ䴶ⱘ՟ᄤᰒ⼎њབԩ䆒㕂᥹ষ Gigabitethernet 1/1 ⱘҟ䋼㉏ൟ˖ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# medium-type fiber 
Ruijie(config-if)# end 

6.2.5. 䜡㕂᥹ষⱘᦣ䗄੠ㅵ⧚⢊ᗕ 

Ўњ᳝ࡽѢᙼ䆄ԣϔϾ᥹ষⱘࡳ㛑ˈᙼৃҹЎϔϾ᥹ষ䍋ϔϾϧ䮼ⱘৡᄫᴹᷛ䆚

䖭Ͼ᥹ষˈгህᰃ᥹ষⱘᦣ䗄(Description)Ǆᙼৃҹḍ᥂㽕㸼䖒ⱘ৿Нᴹ䆒㕂᥹

ষⱘ݋ԧৡ⿄ˈ↨བˈᙼᛇᇚ Gigabitethernet 1/1 ᠋⫼䜡㒭ߚ A ϧ䮼Փ⫼ˈᙼህ

ৃҹᇚ䖭Ͼ᥹ষⱘᦣ䗄䆒㕂ЎĀPort for User AāǄ 

ੑҸ ԰⫼ 

Ruijie(config-if)# description string 䆒㕂᥹ষⱘᦣ䗄ˈ᳔໮ 32 ϾᄫヺǄ

ϟ䴶ⱘ՟ᄤᰒ⼎њབԩ䆒㕂᥹ষ Gigabitethernet 1/1 ⱘᦣ䗄˖ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# description PortForUser A 
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Ruijie(config-if)# end 

೼ᶤѯᚙމϟˈᙼৃ㛑䳔㽕⽕⫼ᶤϾ᥹ষǄᙼৃҹ䗮䖛䆒㕂᥹ষⱘㅵ⧚⢊ᗕᴹⳈ

᥹݇䯁ϔϾ᥹ষǄབᵰ݇䯁ϔϾ᥹ষˈ߭䖭Ͼ᥹ষϞᇚϡӮ᥹ᬊ੠থ䗕ӏԩᏻˈ

䖭Ͼ᥹ষᇚϻ༅䖭Ͼ᥹ষᇍᑨⱘ᠔᳝ࡳ㛑Ǆᙼгৃҹ䗮䖛䆒㕂ㅵ⧚⢊ᗕᴹ䞡ᮄᠧ

ᓔϔϾᏆ㒣݇䯁ⱘ᥹ষǄ᥹ষⱘㅵ⧚⢊ᗕ᳝ϸ⾡˖Up ੠ Downˈᔧッষ㹿݇䯁

ᯊˈッষⱘㅵ⧚⢊ᗕЎ downˈ৺߭Ў upǄ 

ੑҸ ԰⫼ 

Ruijie(config-if)# shutdown ݇䯁ϔϾ᥹ষ 

ϟ䴶ⱘ՟ᄤᦣ䗄བԩ݇䯁᥹ষ Gigabitethernet 1/2˖ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitethernet 1/2 
Ruijie(config-if)# shutdown 
Ruijie(config-if)# end 

6.2.6. 䜡㕂᥹ষⱘ䗳ᑺˈঠᎹˈ⌕᥻ 

ᴀ㡖ᦣ䗄བԩ䜡㕂᥹ষⱘ䗳⥛ǃঠᎹ੠⌕᥻῵ᓣǄ 

ҹϟ䜡㕂ੑҸাᇍ Switch Port,Routed Port ᳝ᬜǄ 

ੑҸ ԰⫼ 

Ruijie(config-if)# speed {10 | 100 
| 1000 | auto } 

䆒㕂᥹ষⱘ䗳⥛খ᭄ˈ៪㗙䆒㕂Ў autoǄ

⊼ᛣ˖ 
1000 াᇍगܚষ᳝ᬜ˗ 
䆒໛ⱘܝষ䗳⥛ᔎࠊЎ 1000MǄ 

Ruijie(config-if)# duplex {auto | 
full | half } 䆒㕂᥹ষⱘঠᎹ῵ᓣǄ 

Ruijie(config-if)# flowcontrol  
{auto | on | off } 

䆒㕂᥹ষⱘ⌕᥻῵ᓣǄ 
⊼ᛣ˖ᔧ speed,duplex,flowcontrol 䛑䆒Ў

䴲 auto ῵ᓣᯊˈ䆹᥹ষ݇䯁㞾णଚ䖛⿟ 

೼᥹ষ䜡㕂῵ᓣϟՓ⫼ no speed ˈ no duplex ੠ no flowcontrol ੑҸˈᇚ᥹ষ

ⱘ䗳⥛ǃঠᎹ੠⌕᥻䜡㕂ᘶ໡Ў㔎ⳕؐ˄㞾णଚ˅Ǆϟ䴶ⱘ՟ᄤᰒ⼎བԩᇚ

Gigabitethernet 1/1 ⱘ䗳⥛䆒Ў 1000MˈঠᎹ῵ᓣ䆒ЎܼঠᎹˈ⌕᥻݇䯁˖ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# speed 1000 
Ruijie(config-if)# duplex full 
Ruijie(config-if)# flowcontrol off 
Ruijie(config-if)# end 
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~ 注意： 

ḍ᥂ IEEE Ⳍ݇ᷛޚˈगܚ⬉ষᖙ乏䗮䖛णଚⱘᮍᓣᴹ⹂ᅮッষⱘ Master ៪ Slave
⢊ᗕ. 

S3750 ㋏߫Ѹᤶᴎˈ䎼㢃⠛੠䎼ේ঴ⱘ⌕᥻ϡ⫳ᬜˈ䜡㕂⌕᥻ᯊ䳔㽕⊼ᛣᰃ৺᳝

䎼㢃⠛៪䎼ේ঴Ǆ 

S3750 ㋏߫Ѹᤶᴎˈ᮴⊩䜡㕂៪णଚ៤गܚञঠᎹǄ 

 

6.2.7. 䜡㕂᥹ষⱘ MTU 

ᔧッষ䖯㸠໻৲৤䞣᭄᥂Ѹᤶᯊˈৃ㛑Ӯ䘛ࠄ໻Ѣҹ໾㔥ᷛޚᏻ䭓ᑺⱘᏻˈ䖭⾡

ᏻ㹿⿄Ў jumbo ᏻǄ⫼᠋ৃҹ䗮䖛䆒㕂ッষⱘ MTU ᴹ᥻ࠊ䆹ッষܕ䆌ᬊথⱘ᳔໻

ᏻ䭓Ǆ 

MTU ᰃᣛᏻЁ᳝ᬜ᭄᥂↉ⱘ䭓ᑺˈϡࣙᣀҹ໾㔥ᇕ㺙ⱘᓔ䫔Ǆ 

ッষⱘ MTU Ẕᶹা೼䕧ܹᯊ䖯㸠Ǆ䕧ߎᯊϡӮẔᶹ MTUǄッষᬊࠄⱘᏻˈབᵰ

䭓ᑺ䍙䖛䆒㕂ⱘ MTUˈᇚ㹿϶ᓗǄ  

MTU 䆌䆒㕂ⱘ㣗ೈЎܕ 64~9216 ᄫ㡖ˈ㉦ᑺЎ 4 ᄫ㡖ˈ㔎ⳕЎ 1500 ᄫ㡖Ǆ 

ℸ䜡㕂ੑҸাᇍ⠽⧚ッষ᳝ᬜǄSVI ᥹ষ᱖ᯊϡᬃᣕ MTU 䆒㕂Ǆ 

ੑҸ ԰⫼ 

Ruijie(config-if)# Mtu num 䆒㕂ッষⱘ MTU 
Num˖<64-9216> 

ϟ䴶ⱘ՟ᄤᰒ⼎њབԩ䆒㕂᥹ষ Gigabitethernet 1/1 ⱘ MTU˖ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# mtu 64 
Ruijie(config-if)# end 

 

&  说明： 

᥹ষⱘ MTU 䜡㕂াᇍ⹀ӊ䕀থⱘ᡹᭛䍋԰⫼Ǆ 
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 ϟ՟ᰒ⼎བԩ䜡㕂 gigabitethernet 1/2 ⱘ᪡԰῵ᓣЎ access portǄ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/2 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# end 

ੑҸ ԰⫼ 

Ruijie(config-if)# switchport  
access vlan vlan-id 䜡㕂 access port ᠔ሲⱘ VLANǄ 

ϟ՟ᰒ⼎བԩ䜡㕂 access port gigabitethernet 2/1 ᠔ሲ vlan Ў 100Ǆ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport access vlan 100 
Ruijie(config-if)# end 

䜡㕂 trunk port ⱘ native VLAN 

ੑҸ ԰⫼ 

Ruijie(config-if)# switchport 
trunk native vlan vlan-id 䜡㕂 trunk port ⱘ NATIVE VLANǄ 

ϟ՟ᰒ⼎བԩ䜡㕂 Trunk Port Gigabitethernet 2/1 ⱘ Native vlan Ў 10Ǆ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport trunk native vlan 10 
Ruijie(config-if)# end 

䜡㕂᥹ষⱘッষᅝܼˈ᳝݇ッষᅝܼ᳈䆺㒚ⱘֵᙃ䇋খ✻Ā෎Ѣッষⱘ⌕䞣᥻

  ˖āࠊ

ੑҸ ԰⫼ 

Ruijie(config-if)# switchport 
port-security 䜡㕂᥹ষⱘッষᅝܼǄ 

ϟ՟ᰒ⼎བԩᠧᓔ Gigabitethernet 2/1 ⱘッষᅝܼǄǄ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# end  
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ᙼৃҹ೼᥹ষ䜡㕂῵ᓣϟՓ⫼ aggregateport ᴹ߯ᓎ L2 Aggregate Portˈ݋ԧⱘ

䜡㕂䖛⿟䇋খ✻Ā䜡㕂 Aggregate PortāǄ 

6.2.8.3. ⏙䰸᥹ষⱘ㒳䅵ؐᑊ໡ԡ䆹᥹ষ 

೼⡍ᴗ῵ᓣϟᙼৃ䗮䖛 clear ੑҸ⏙䰸᥹ষⱘ㒳䅵ؐᑊ໡ԡ䆹᥹ষǄ䆹ੑҸাᇍ

Switch Port,L2 Aggregrate port ⱘ៤ਬッষ,Routed port,L3 Aggregate port ⱘ៤

ਬッষ᳝ᬜˈҹϟЎ clear ੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie# clear counters [interface-id] ⏙䰸᥹ষ㒳䅵ؐǄ 

Ruijie# clear interrface interface-id  ᥹ষ⹀ӊ໡ԡ 

᥹ষⱘ㒳䅵ؐৃҹ䗮䖛⡍ᴗ῵ᓣੑҸ show interfaces ᶹⳟˈ೼⡍ᴗ῵ᓣϟՓ⫼

clear counters ੑҸˈৃҹᇚ᥹ষⱘ㒳䅵ؐ⏙䳊Ǆབᵰϡᣛᅮ᥹ষˈ߭ᇚ᠔᳝ⱘ

L2 ᥹ষ䅵఼᭄⏙䳊Ǆ 

ϟ䴶ⱘ՟ᄤᰒ⼎བԩ⏙䰸 Gigabitethernet 1/1 ⱘ䅵఼᭄˖ 

Ruijie# clear counters gigabitethernet 1/1 

6.2.9. 䜡㕂ϝሖ᥹ষ 

䜡㕂ϝሖ᥹ষ˖ 

ੑҸ ԰⫼ 
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Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 192.20.135.21 255.255.255.0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 

䜡㕂 SVI 

ᴀ㡖Џ㽕ᦣ䗄བԩ߯ᓎ SVI ঞ੠  

ᙼৃ೼䗮䖛  vlan-id ߯ᓎϔϾ SVI ៪ׂᬍϔϾᏆ㒣ᄬ೼ⱘ SVIǄ 

SVI  

ੑҸ ԰⫼ 

 vlan-id 䖯ܹ SVI  

✊ৢৃᇍ IP  

ϟ䴶ⱘ՟ᄤᰒ⼎བԩ䖯ܹ᥹ষ䜡㕂῵ᓣˈᑊϨ㒭 䜡ߚ IP  

Ruijie# configure terminal 

Ruijie(config)# interface vlan 100 
Ruijie(config-if)# ip address 192.168.1.1 255.255.255.0 
Ruijie(config-if)# end 

6.2.9.2. 䜡㕂 Routed port 

ᴀ㡖ᦣ䗄བԩ߯ᓎ Routed Port ঞ੠ Routed Port ⱘϔѯⳌ݇䜡㕂Ǆ 

ᙼৃ೼᥹ষ῵ᓣϟˈ䖯ܹᶤϾ᥹ষৢˈՓ⫼ ᴹ߯ᓎ Routed portǄ 

߯ᓎϔϾ Routed port ᑊ㒭䆹 Routed port 䜡ߚ IP ഄഔ˖ 

ੑҸ ԰⫼ 

 ᇚ䆹᥹ষ Shut Down ᑊ䕀

ᤶ៤ϝሖ῵ᓣ 
 

subnet_mask 䜡㕂 IP  

 
 

~ 注意： 

ੑҸ䖯㸠ሖ⃵ߛᤶⱘǄ 
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ϟ䴶ⱘ՟ᄤᰒ⼎བԩᇚϔϾѠሖ᥹ষ䜡㕂៤ Routed PortˈᑊϨ㒭䆹᥹ষߚ䜡 IP
ഄഔ˖ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface fastethernet 1/6 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 192.168.1.1 255.255.255.0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 

6.2.9.3. 䜡㕂 L3 Aggregate Port 

ᴀ㡖ᦣ䗄བԩ߯ᓎ L3 Aggregate Port ঞ੠ L3 Aggregate Port ⱘϔѯⳌ݇䜡㕂Ǆ 

ᙼৃ೼᥹ষ῵ᓣϟՓ⫼ no switchport ᇚᶤϾ L2 Aggregate Port 䕀࣪Ў L3 
Aggregate Port: 

ੑҸ ԰⫼ 

Ruijie(config-if)# no switchport ᇚ䆹᥹ষ Shut Down ᑊ䕀ᤶ៤

ϝሖ῵ᓣǄ 

Ruijie(config-if)# ip address ip_address 
subnet_mask 䜡㕂 IP ഄഔ੠ᄤ㔥᥽ⷕǄ 

ϟ䴶ⱘ՟ᄤᰒ⼎བԩ߯ᓎ L3 Aggregate PortˈᑊϨ㒭䆹᥹ষߚ䜡 IP ഄഔ˖ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface aggregateport 2 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 192.168.1.1 255.255.255.0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 

6.3. ッষሲᗻ䱣ッষ㉏ൟব࣪ⱘ䕀࣪݇㋏ 

㛑   2ˈ3ࡳ ሖষ䕀࣪ ܹࡴˈ䗔ߎ ap 

䗳⥛  ⢊ᗕϡব ܹࡴAPˈᑨ⫼AP䜡㕂˗䗔ߎAPˈ

䖬ॳッষ䜡㕂Ǆ 

ঠᎹ  ⢊ᗕϡব ܹࡴAPˈᑨ⫼AP䜡㕂˗䗔ߎAPˈ

䖬ॳッষ䜡㕂Ǆ 
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dot1x 
ϡᬃᣕ 3 ሖষ˗ব៤ 3 ሖষ

ৢˈ⢊ᗕ݇䯁˗䖬ॳ៤ 2 ሖ

ষˈ⢊ᗕЎ咬䅸ؐ݇䯁Ǆ 

ϡᬃᣕ ap˗ܹࡴ ap ৢˈッষϞⱘ

dot1x 䅸䆕݇䯁˗䗔ৢߎˈ䖬ॳ៤

咬䅸⢊ᗕ݇䯁˗ 

ッষᅝܼ 

ϡᬃᣕ 3 ሖষ˗ব៤ 3 ሖ

ষˈ⢊ᗕ݇䯁˗䞡ᮄᘶ໡៤

2 ሖষˈ⢊ᗕЎ咬䅸ؐ݇

䯁Ǆ 

ϡᬃᣕ ap˗݇ৢܹࡴ䯁ˈ䗔ߎ ap
ৢ˗䖬ॳ៤ッষⱘܹࡴ ap ࠡⱘ䜡

㕂Ǆ 

ᅝܼ䗮䘧 ⢊ᗕϡব ܹࡴAPˈᑨ⫼AP䜡㕂˗䗔ߎAPˈ

䖬ॳッষ䜡㕂Ǆ 

arp check ⢊ᗕϡব ܹࡴAPˈᑨ⫼AP䜡㕂˗䗔ߎAPˈ

䖬ॳッষ䜡㕂Ǆ 

ᏺᆑ ⢊ᗕϡব ܹࡴAPˈᑨ⫼AP䜡㕂˗䗔ߎAPˈ

䖬ॳッষ䜡㕂Ǆ 

Ip ഄഔ 

ϡᬃᣕ 2 ሖষ˗ব៤ 2 ሖ

ষˈip 䜡㕂϶༅˗䞡ᮄᘶ໡

៤ 3 ሖষˈ咬䅸Ў≵᳝䜡㕂

ip ഄഔ˗ 

ˈAPߎAPˈᑨ⫼AP䜡㕂˗䗔ܹࡴ

䖬ॳッষ䜡㕂Ǆ 

shutdown ⢊ᗕϡব ܹࡴAPˈᑨ⫼AP䜡㕂˗䗔ߎAPˈ

䖬ॳッষ䜡㕂Ǆ 

2 ሖষϡ㛑ܹࡴ 3 ሖ apˈ3 ሖষϡ㛑ܹࡴ 2 ሖ ap˗2 ሖষˈ3 ሖষˈ2 ሖ apˈ3
ሖ ap ੠ SVI 䛑ϡ㛑ⳌѦ䕀࣪˗ 

6.4. ᰒ⼎᥹ষ䜡㕂੠⢊ᗕ 

ᴀ㡖ᦣ䗄᥹ষⱘᰒ⼎ݙᆍˈᰒ⼎ᅲ՟Ǆᙼৃ೼⡍ᴗ῵ᓣϟ䗮䖛 show ੑҸৃᴹᶹ

ⳟ᥹ষ⢊ᗕǄ೼⡍ᴗ῵ᓣϟᙼৃՓ⫼ҹϟੑҸᰒ⼎᥹ষ⢊ᗕ˖ 

ੑҸ ԰⫼ 

Ruijie# show interfaces 
[interface-id] ᰒ⼎ᣛᅮ᥹ষⱘܼ䚼⢊ᗕ੠䜡㕂ֵᙃǄ 

Ruijie# show interfaces 
interface-id status  ᰒ⼎᥹ষⱘ⢊ᗕǄ 

Ruijie# show interfaces 
[interface-id] switchport 

ᰒ ⼎ ৃ Ѹ ᤶ ᥹ ষ ˄ 䴲 䏃 ⬅ ᥹ ষ ˅ ⱘ

administrative ੠ operational ⢊ᗕֵᙃǄ

Ruijie# show interfaces 
[interface-id] description ᰒ⼎ᣛᅮ᥹ষⱘᦣ䗄䜡㕂੠᥹ষ⢊ᗕǄ 

Ruijie# show interfaces 
[interface-id] counters 

ᰒ⼎ᣛᅮッষⱘ㒳䅵ֵؐᙃˈ 
݊Ё䗳⥛ᰒ⼎ৃ㛑᳝  ⱘ䇃ᏂǄݙ0.5%

ҹϟ՟ᄤЎᰒ⼎᥹ষ Gigabitethernet 1/1 ⱘ᥹ষ⢊ᗕ˖ 

Ruijie# show interfaces gigabitethernet 1/1 
GigabitEthernet   : Gi 1/1 

Description    : user A 
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AdminStatus   : up 
OperStatus    : down 

Hardware     : 1000BASE-TX 
Mtu          : 1500 

PhysAddress   : 
LastChange    : 0:0h:0m:0s 

AdminDuplex   : Auto 
OperDuplex    : Unknown 

AdminSpeed    : 1000M 
OperSpeed     : Unknown 

FlowControlAdminStatus : Enabled 
FlowControlOperStatus : Disabled 
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---------- ---------- --------- --------- --------- --------- 
------------ 

gigabitethernet 1/1      Enabled  Access      1         1         
Enabled   All 
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6.6. LinkTrap ㄪ⬹䜡㕂 

೼䆒໛Ёৃҹ෎Ѣ᥹ষ䜡㕂ᰃ৺থ䗕䆹᥹ষⱘ
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㄀7ゴ�Aggregate Port 䜡㕂 

ᴀゴᦣ䗄བԩ೼䫤᥋䆒໛ⱘϞ䜡㕂 Aggregate PortǄ 

7.1. ὖ䗄 

7.1.1. ⧚㾷 Aggregate Port 

៥Ӏৃҹᡞ໮Ͼ⠽⧚䫒᥹ᤚ㒥೼ϔ䍋ᔶ៤ϔϾ䘏䕥䫒᥹ˈ䖭Ͼ䘏䕥䫒᥹៥Ӏ⿄П

Ў Aggregate Port˄ ҹϟㅔ⿄ AP Ǆ˅䫤᥋䆒໛᠔ᦤկⱘ AP 㛑ヺড়ࡳ IEEE802.3ad
 ᅗৃҹ⫼Ѣᠽሩ䫒䏃ᏺᆑˈᦤկ᳈催ⱘ䖲᥹ৃ䴴ᗻǄˈޚᷛ

ᔧ AP Ёⱘϔᴵ៤ਬ䫒䏃ᮁᓔᯊˈ㋏㒳Ӯᇚ䆹៤ਬ䫒䏃ⱘ⌕䞣㞾ࡼഄߚ䜡ࠄ AP Ё

ⱘ݊ᅗ᳝ᬜ៤ਬ䫒䏃ϞএǄAP Ёϔᴵ៤ਬ䫒䏃ᬊࠄⱘᑓ᪁៪㗙㒘᪁᡹᭛ˈᇚϡӮ

㹿䕀থ݊ࠄᅗ៤ਬ䫒䏃ϞǄ  

 

೒ ൟⱘ݌ 1 AP 䜡㕂 

7.1.2. ⧚㾷⌕䞣ᑇ㸵 

AP ৃҹḍ᥂᡹᭛ⱘ⑤ MAC ഄഔǃⳂⱘ MAC ഄഔˈ⑤ MAC ഄഔ+Ⳃⱘ MAC ഄ

ഔǃ⑤ IP ഄഔˈⳂⱘ IP ഄഔҹঞ⑤ IP ഄഔ+Ⳃⱘ IP ഄഔㄝ⡍ᕕؐᡞ⌕䞣ᑇഛഄ

ࠄ䜡ߚ AP ⱘ៤ਬ䫒䏃ЁǄᙼৃҹ⫼ aggregateport load-balance 䆒ᅮ⌕䞣ߚ䜡
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ᮍᓣǄ 

⑤ MAC ഄഔ⌕䞣ᑇ㸵ᰃḍ᥂᡹᭛ⱘ⑤ MAC ഄഔᡞ᡹᭛ߚ䜡ࠄ AP ⱘ৘Ͼ៤ਬ䫒

䏃ЁǄϡৠ⑤ MAC ⱘ᡹᭛ˈ䕀থⱘ៤ਬ䫒䏃ϡৠˈⳌৠ⑤ MAC ⱘ᡹᭛ˈҢৠϔ

Ͼ៤ਬ䫒䏃䕀থǄ 

Ⳃⱘ MAC ഄഔ⌕䞣ᑇ㸵ᰃḍ᥂᡹᭛ⱘⳂⱘ MAC ഄഔᡞ᡹᭛ߚ䜡ࠄ AP ⱘ৘Ͼ៤

ਬ䫒䏃ЁǄⳌৠⳂⱘ MAC ⱘ᡹᭛ˈҢৠϔϾ៤ਬ䫒䏃䕀থˈϡৠⳂⱘ MAC ⱘ᡹

᭛ˈҢϡৠⱘ៤ਬ䫒䏃䕀থǄ 

⑤ MAC+Ⳃⱘ MAC ഄഔ⌕䞣ᑇ㸵ᰃḍ᥂᡹᭛ⱘ⑤ MAC ੠Ⳃⱘ MAC ഄഔᡞ᡹᭛

ࠄ䜡ߚ AP ⱘ৘Ͼ៤ਬ䫒䏃ЁǄ᳝݋ϡৠⱘ⑤ MAC+Ⳃⱘ MAC ഄഔⱘ᡹᭛ৃ㛑㹿

ৠϔϾࠄ䜡ߚ AP ⱘ៤ਬ䫒䏃ЁǄ 

⑤ IP ഄഔ៪Ⳃⱘ IP ഄഔ⌕䞣ᑇ㸵ᰃḍ᥂᡹᭛⑤ IP ៪Ⳃⱘ IP 䖯㸠⌕䞣ߚ䜡Ǆϡৠ

⑤ IP ៪Ⳃⱘ IP ⱘ᡹᭛䗮䖛ϡৠⱘ៤ਬ䫒䏃䕀থˈⳌৠ⑤ IP ៪Ⳃⱘ IP ⱘ᡹᭛߭䗮

䖛Ⳍৠⱘ៤ਬ䫒䏃䕀থǄ䆹⌕䞣ᑇ㸵ᮍᓣ⫼Ѣϝሖ᡹᭛ˈབᵰ೼ℸ⌕䞣ᑇ㸵῵ᓣ

ϟᬊࠄѠሖ᡹᭛ˈ߭㞾ࡼḍ᥂Ѡሖ᡹᭛ⱘ⑤ MAC ഄഔ៪Ⳃⱘ MAC ഄഔᴹ䖯㸠⌕

䞣ᑇ㸵Ǆ 

⑤ IP ഄഔ+Ⳃⱘ IP ഄഔ⌕䞣ᑇ㸵ᰃḍ᥂᡹᭛⑤ IP ੠Ⳃⱘ IP 䖯㸠⌕䞣ߚ䜡Ǆ䆹⌕

䞣ᑇ㸵ᮍᓣ⫼Ѣϝሖ᡹᭛ˈབᵰ೼ℸ⌕䞣ᑇ㸵῵ᓣϟᬊࠄѠሖ᡹᭛ˈ߭㞾ࡼḍ᥂

Ѡሖ᡹᭛ MAC ഄഔ䖯㸠⌕䞣ᑇ㸵Ǆ᳝݋ϡৠⱘ⑤ IP+Ⳃⱘ IP ഄഔⱘ᡹᭛ৃ㛑㹿ߚ

䜡ࠄৠϔϾ AP ⱘ៤ਬ䫒䏃ЁǄ 

៥Ӏᑨḍ᥂ϡৠⱘ㔥㒰⦃๗䆒㕂ড়䗖ⱘ⌕䞣ߚ䜡ᮍᓣˈҹ֓㛑ᡞ⌕䞣䕗ഛࣔഄߚ

䜡ࠄ৘Ͼ䫒䏃Ϟˈ߽ߚܙ⫼㔥㒰ⱘᏺᆑǄ 

೼ϟ೒ЁˈϔϾѸᤶᴎ䗮䖛 AP Ϣ䏃⬅఼䖯㸠䗮䆃ˈ᠔᳝ݙ㔥Ёⱘ䆒໛˄ བ೒Ёⱘ

Ϟ䴶 4 ৄ PC ᴎ˅ҹ䏃⬅఼Ў㔥݇ˈ᠔᳝໪㔥˄བ೒Ёⱘϟ䴶 2 ৄ PC ᴎ˅㒣䏃⬅

఼থߎⱘ᡹᭛ⱘ⑤ MAC 䛑ᰃ㔥݇ⱘ MAC ഄഔˈЎњ䅽䏃⬅఼Ϣ݊ҪЏᴎП䯈ⱘ

䗮䆃⌕䞣㛑⬅݊Ҫ䫒䏃ᴹߚᢙˈᑨ䆒㕂Ўḍ᥂Ⳃⱘ MAC ഄഔ䖯㸠⌕䞣ᑇ㸵˗㗠೼

Ѹᤶᴎ໘ˈ߭䳔㽕䆒㕂Ўḍ᥂⑤ MAC ഄഔ䖯㸠⌕䞣ᑇ㸵Ǆ 
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೒ 2  AP ⌕䞣ᑇ㸵⼎ᛣ೒ 

7.2. 䜡㕂 Aggregate Port 

7.2.1. 㔎ⳕⱘ Aggregate Port 䜡㕂 

AP ⱘ㔎ⳕ䜡㕂བϟ㸼᠔⼎˖ 

ሲᗻ 㔎ⳕؐ 

Ѡሖ AP ᥹ষ ᮴ 

ϝሖ AP ᥹ষ ᮴ 

⌕䞣ᑇ㸵 ḍ᥂䕧ܹ᡹᭛ⱘ⑤ MAC ഄഔ䖯㸠⌕䞣ߚ䜡ǄǄ 

 

7.2.2. Aggregate Port 䜡㕂ᣛᇐ 

AP ៤ਬッষⱘッষ䗳⥛ᖙ乏ϔ㟈Ǆ 
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Ѡሖッষা㛑ܹࡴѠሖ APˈϝሖッষা㛑ܹࡴϝሖ APǄ 

AP ϡ㛑䆒㕂ッষᅝܼࡳ㛑Ǆ 

ᔧᡞッষܹࡴϔϾϡᄬ೼ⱘ AP ᯊˈAP Ӯ㹿㞾߯ࡼᓎǄ 

ϔϾッষܹࡴ APˈッষⱘሲᗻᇚ㹿 AP ⱘሲᗻ᠔পҷǄ 

ϔϾッষҢ AP Ёߴ䰸ˈ߭ッষⱘሲᗻᇚᘶ໡Ўܹ݊ࡴ AP ࠡⱘሲᗻǄ 

 

~ 注意： 

ᔧϔϾッষܹࡴ AP ৢ,ϡ㛑೼䆹ッষϞ䖯㸠ӏԩ䜡㕂,Ⳉࠄ䆹ッষ䗔ߎ AP. 

 

7.2.3. 䜡㕂 Aggregate Port 

೼᥹ষ䜡㕂῵ᓣϟˈ䇋ᣝབϟℹ偸ᇚッষܹࡴ AP˖ 

ꗡை A(P ད�嫔ϹAP ϡᄬ೺ˈ

܀ A)e Ǆ 

೼᥹ষ䜡㕂῵ᓣϟ唺كا ꗡ଀ APǄ ϴ팀 AP 5t
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Ruijie(config-if)# end  

7.2.5. 䜡㕂 Aggregate Port ⱘ⌕䞣ᑇ㸵 

೼䜡㕂῵ᓣϟˈ䇋ᣝབϟℹ偸䜡㕂 AP ⱘ⌕䞣ᑇ㸵ㅫ⊩˖ 

ੑҸ ԰⫼ 

Ruijie(config)# 
aggregateport 
load-balance {dst-mac | 
src-mac | src-dst-mac | 
dst-ip | src-ip | ip } 

䆒㕂 AP ⱘ⌕䞣ᑇ㸵ˈ䗝ᢽՓ⫼ⱘㅫ⊩˖ 
dst-mac ̟ ḍ᥂䕧ܹ᡹᭛ⱘⳂⱘ MAC ഄഔ䖯㸠

⌕䞣ߚ䜡Ǆ೼ AP ৘䫒䏃ЁˈⳂⱘ MAC ഄഔⳌৠ

ⱘ᡹᭛㹿䗕ࠄⳌৠⱘ៤ਬ䫒䏃ˈⳂⱘ MAC ϡৠ

ⱘ᡹᭛ߚ䜡ࠄϡৠⱘ៤ਬ䫒䏃 
src-mac ̟ ḍ᥂䕧ܹ᡹᭛ⱘ⑤ MAC ഄഔ䖯㸠⌕

䞣ߚ䜡Ǆ೼ AP ৘䫒䏃Ёˈᴹ㞾ϡৠ MAC ഄഔⱘ

᡹᭛ߚ䜡ࠄϡৠⱘ៤ਬ䫒䏃ˈᴹ㞾Ⳍৠⱘ MAC
ഄഔⱘ᡹᭛Փ⫼Ⳍৠⱘ៤ਬ䫒䏃 
ip˖ḍ᥂⑤ IP ϢⳂⱘ IP 䖯㸠⌕䞣ߚ䜡Ǆϡৠⱘ⑤

IPüüⳂⱘ IP ᇍⱘ⌕䞣䗮䖛ϡৠⱘ៤ਬ䫒䏃䕀

থˈৠϔ⑤ IPüüⳂⱘ IP ᇍ䗮䖛Ⳍৠⱘ៤ਬ䫒䏃

䕀থǄ 
dst-ip˖ḍ᥂䕧ܹ᡹᭛ⱘⳂⱘ IP ഄഔ䖯㸠⌕䞣ߚ

䜡Ǆ೼ AP ৘䫒䏃ЁˈⳂⱘ IP ഄഔⳌৠⱘ᡹᭛㹿

䗕ࠄⳌৠⱘ៤ਬ䫒䏃ˈⳂⱘ IP ϡৠⱘ᡹᭛ߚ䜡ࠄ

ϡৠⱘ៤ਬ䫒䏃 
src-ip˖ḍ᥂䕧ܹ᡹᭛ⱘ⑤ IP ഄഔ䖯㸠⌕䞣ߚ

䜡Ǆ೼ AP ৘䫒䏃Ёˈᴹ㞾ϡৠ IP ഄഔⱘ᡹᭛ߚ

䜡ࠄϡৠⱘ៤ਬ䫒䏃ˈᴹ㞾Ⳍৠⱘ IP ഄഔⱘ᡹᭛

Փ⫼Ⳍৠⱘ៤ਬ䫒䏃 
src-dst-mac˖ḍ᥂⑤ MAC ϢⳂⱘ MAC 䖯㸠⌕

䞣ߚ䜡Ǆϡৠⱘ⑤ MACüüⳂⱘ MAC ᇍⱘ⌕䞣

䗮䖛ϡৠⱘ៤ਬ䫒䏃䕀থˈৠϔ⑤ MACüüⳂⱘ

MAC ᇍ䗮䖛Ⳍৠⱘ៤ਬ䫒䏃䕀থǄ 

㽕ᇚ AP ⱘ⌕䞣ᑇ㸵䆒㕂ᘶ໡ࠄ㔎ⳕؐˈৃҹ೼ܼሔ䜡㕂῵ᓣϟՓ⫼˖ 
no aggregateport load-balance ੑҸǄ 

7.3. ᰒ⼎ Aggregate Port 

೼⡍ᴗ῵ᓣϟˈ䇋ᣝབϟℹ偸ᰒ⼎ AP 䆒㕂Ǆ 

 

ੑҸ ԰⫼ 

Ruijie# show aggregateport 
[port-number]{load-balance | 
summary} 

ᰒ⼎ AP 䆒㕂Ǆ 
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Ruijie# show aggregateport load-balance 
Load-balance : Source MAC address 

Ruijie#show aggregateport 1 summary 

AggregatePort MaxPorts SwitchPort Mode   Ports            

------------- -------- ---------- ------  
Ag1           8        Enabled    ACCESS 
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㄀8ゴ�VLAN 䜡㕂 

ᴀゴᦣ䗄བԩ䜡㕂 IEEE802.1q VLAN 

8.1. ὖ䗄 

VLAN ᰃ㰮ᢳሔඳ㔥˄Virtual Local Area Network˅ⱘㅔ⿄ˈᅗᰃ೼ϔϾ⠽⧚㔥㒰

Ϟߎߚߦᴹⱘ䘏䕥㔥㒰Ǆ䖭Ͼ㔥㒰ᇍᑨѢ ISO ῵ൟⱘ㄀Ѡሖ㔥㒰ǄVLAN ⱘߚߦ

ϡফ㔥㒰ッষⱘᅲ䰙⠽⧚ԡ㕂ⱘ䰤ࠊǄVLAN ᳝ⴔ੠᱂䗮⠽⧚㔥㒰ৠḋⱘሲᗻˈ

䰸њ≵᳝⠽⧚ԡ㕂ⱘ䰤ࠊˈᅗ੠᱂䗮ሔඳ㔥ϔḋǄ㄀Ѡሖⱘऩ᪁ǃᑓ᪁੠㒘᪁ᏻ

೼ϔϾ VLAN 䕀থǃᠽᬷˈ㗠ϡӮⳈ᥹䖯ܹ݊Ҫⱘݙ VLAN ПЁǄ᠔ҹˈབᵰϔ

Ͼッষ᠔䖲᥹ⱘЏᴎᛇ㽕੠݊ᅗϡ೼ৠϔϾ VLAN ⱘЏᴎ䗮䆃ˈ߭ᖙ乏䗮䖛ϔϾ

ϝሖ䆒໛ˈ㾕ϟ೒Ǆ 

ৃҹᡞϔϾッষᅮНЎϔϾ VLAN ⱘ៤ਬˈ᠔᳝䖲᥹ࠄ䖭Ͼ⡍ᅮッষⱘ㒜ッ䛑ᰃ

㰮ᢳ㔥㒰ⱘϔ䚼ߚˈᑊϨᭈϾ㔥㒰ৃҹᬃᣕ໮Ͼ VLAN
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8.1.1. ᬃ ᣕⱘ VLAN 

ѻકᬃᣕⱘ VLAN 䙉ᕾ IEEE802.1Q ໮ᬃᣕ᳔ˈޚᷛ 4094 Ͼ VLAN(VLAN ID 
1-4094)݊Ё VLAN 1 ᰃϡৃߴ䰸ⱘ咬䅸 VLANǄ 

8.1.2. VLAN ៤ਬ㉏ൟ 

ৃҹ䗮䖛䜡㕂ϔϾッষⱘ VLAN ៤ਬ㉏ൟˈᴹ⹂ᅮ䖭Ͼッষ㛑䗮䖛ᗢḋⱘᏻˈҹ

ঞ䖭ϾッষৃҹሲѢ໮ᇥϾ VLANǄ݇Ѣ VLAN ៤ਬ㉏ൟⱘ䆺㒚䇈ᯢˈ䇋ⳟϟ

㸼˖ 

VLAN ៤ਬ㉏ൟ VLAN ッষ⡍ᕕ 

Access ϔϾ Access ッষˈা㛑ሲѢϔϾ VLANˈᑊϨᰃ

䗮䖛᠟Ꮉ䆒㕂ᣛᅮ VLAN ⱘǄ 

Trunk˄802.1Q˅ 

ϔϾ Trunk ষˈ೼㔎ⳕᚙމϟᰃሲѢᴀ䆒໛᠔᳝

VLAN ⱘˈᅗ㛑໳䕀থ᠔᳝ VLAN ⱘᏻǄгৃҹ

䗮䖛䆒㕂䆌ৃ VLAN ߫㸼(Allowed-VLANs)ᴹࡴҹ

䰤ࠊǄ 

 

8.2. 䜡㕂 VLAN 

ϔϾ VLAN ᰃҹ VLAN ID ᴹᷛ䆚ⱘǄ೼䆒໛Ёˈᙼৃҹ⏏ࡴǃߴ䰸ǃׂᬍ VLAN 
2-4094ˈ㗠 VLAN 1 ᰃ⬅䆒໛㞾߯ࡼᓎˈᑊϨϡৃ㹿ߴ䰸Ǆ 

ৃҹՓ⫼᥹ষ䜡㕂῵ᓣᴹ䜡㕂ϔϾッষⱘ VLAN ៤ਬ㉏ൟ៪ܹࡴǃ⿏ߎϔϾ

VLANǄ 

8.2.1. VLAN 䜡㕂ֵᙃⱘֱᄬ 

ᔧᙼ೼⡍ᴗੑҸ῵ᓣϟ䕧ܹ copy running-config startup-config ੑҸৢˈVLAN
ⱘ䜡㕂ֵᙃ֓㹿ֱᄬ䖯䜡㕂᭛ӊǄ㽕ᶹⳟ VLAN 䜡㕂ֵᙃˈৃҹՓ⫼ show vlan
ੑҸǄ 

8.2.2. 㔎ⳕⱘ VLAN 䜡㕂 

খ᭄ 㔎ⳕؐ 㣗ೈ 

VLAN ID 1 1ˉ4094 

VLAN Name VLAN xxxxˈxxxx ᰃ VLAN ID ᭄ ᮴㣗ೈ 
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VLAN State Active ActiveˈInactive 

 

8.2.3. ߯ ᓎǃׂᬍϔϾ VLAN 

೼⡍ᴗ῵ᓣϟˈᙼৃҹ߯ᓎ៪㗙ׂᬍϔϾ VLAN˖ 

ੑҸ ԰⫼ 

Ruijie(config)# vlan vlan-id 

䕧ܹϔϾ VLAN IDǄབᵰ䕧ܹⱘᰃϔ

Ͼᮄⱘ VLAN IDˈ߭䆒໛Ӯ߯ᓎϔϾ

VLAN ˈ བ ᵰ 䕧 ܹ ⱘ ᰃ Ꮖ 㒣 ᄬ ೼ ⱘ

VLAN IDˈׂ߭ᬍⳌᑨⱘ VLANǄ 

Ruijie(config)# name vlan-name 

˄ৃ䗝 Ў˅ VLAN পϔϾৡᄫǄབᵰ≵

᳝䖯㸠䖭ϔℹˈ߭䆒໛Ӯ㞾ࡼЎᅗ䍋

ϔϾৡᄫ VLAN xxxxˈ݊Ёxxxxᰃ⫼

0 ᓔ༈ⱘಯԡ VLAN ID োǄ↨བˈ

VLAN 0004 ህᰃ VLAN 4 ⱘ㔎ⳕৡ

ᄫǄ 

བᵰᙼᛇᡞ VLAN ⱘৡᄫᬍಲ㔎ⳕৡᄫˈা䳔䕧ܹ no name ੑҸेৃǄ 

ϟ䴶ᰃϔϾ߯ᓎ VLAN 888ˈᇚᅗੑৡЎ Test888ˈᑊϨֱᄬ䖯䜡㕂᭛ӊⱘ՟ᄤ˖ 

Ruijie# configure terminal 
Ruijie(config)# vlan 888 
Ruijie(config-vlan)# name test888 
Ruijie(config-vlan)# end 

 ߴ.8.2.4 䰸ϔϾ VLAN 

ᙼϡ㛑ߴ䰸㔎ⳕ VLAN˄VLAN 1 Ǆ˅ 

೼⡍ᴗ῵ᓣϟߴ䰸ϔϾ VLAN˖ 

ੑҸ ԰⫼ 

Ruijie(config)# no vlan vlan-id 䕧ܹϔϾ VLAN IDˈߴ䰸ᅗǄ 

8.2.5. ৥ VLAN 䜡ߚ Access ষ 

བᵰᙼᡞϔϾ᥹ষߚ䜡㒭ϔϾϡᄬ೼ⱘ VLANˈ䙷М䖭Ͼ VLAN ᇚ㞾ࡼ㹿߯ᓎǄ 

೼⡍ᴗ῵ᓣϟˈᇚϔϾッষߚ䜡㒭ϔϾ VLAN˖ 
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ੑҸ ԰⫼ 

Ruijie(config-if)# switchport 
mode access 

ᅮН䆹᥹ষⱘ VLAN ៤ਬ㉏ൟ˄Ѡሖ

ACCESS ষ˅ 

Ruijie(config-if)# switchport 
access vlan vlan-id ᇚ䖭Ͼষߚ䜡㒭ϔϾ VLAN 

ϟ䴶䖭Ͼ՟ᄤᡞ Ethernet 1/10 ԰Ў Access ষܹࡴњ VLAN20˖ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 1/10 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# switchport access vlan 20 
Ruijie(config-if)# end 

ϟ䴶䖭Ͼ՟ᄤᰒ⼎њབԩẔᶹ䜡㕂ᰃ৺ℷ⹂˖ 

Ruijie(config)# show interfaces gigabitEthernet 3/1 switchport  
Switchport is enabled 
Mode is access port 

Acsess vlan is 1,Native vlan is 1 
Protected is disabled 

Vlan lists is ALL 

8.3. 䜡㕂 VLAN Trunks 

8.3.1. Trunking ὖ䗄 

ϔϾ Trunk ᰃᇚϔϾ៪໮Ͼҹ໾㔥Ѹᤶ᥹ষ੠݊Ҫⱘ㔥㒰䆒໛˄བ䏃⬅఼៪Ѹᤶ

ᴎ˅䖯㸠䖲᥹ⱘ⚍ᇍ⚍䫒䏃ˈϔᴵ Trunk 䫒䏃ৃҹӴ䕧ሲѢ໮Ͼ VLAN ⱘ⌕䞣Ǆ 

䫤᥋䆒໛ⱘ Trunk 䞛⫼ 802.1Q ⫼ᇕ㺙Ǆϟ೒ᰒ⼎њϔϾ䞛ޚᷛ Trunk 䖲᥹ⱘ㔥

㒰Ǆ 
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೒ 2 

ᙼৃҹᡞϔϾ᱂䗮ⱘҹ໾㔥ッষˈ៪㗙ϔϾ Aggregate Port 䆒ЎϔϾ Trunk ষ˄ ݇

Ѣ Aggregate Port ⱘ䆺㒚䇈ᯢˈ䇋㾕䜡㕂 Aggregate Port˅Ǆ 

བᵰ㽕ᡞϔϾ᥹ষ೼ ACCESS ῵ᓣ੠ TRUNK ῵ᓣП䯈ߛᤶˈ䇋⫼ switchport 
mode ੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# switchport 
mode access ᇚϔϾ᥹ষ䆒㕂៤Ў Access ῵ᓣ 

Ruijie(config-if)# switchport 
mode trunk ᇚϔϾ᥹ষ䆒㕂៤Ў Trunk ῵ᓣ 

ᖙ乏Ў Trunk ষᅮНϔϾ Native VLANǄ᠔䇧 Native VLANˈህᰃᣛ೼䖭Ͼ᥹ষϞ

ᬊথⱘ UNTAG ᡹᭛ˈ䛑㹿䅸ЎᰃሲѢ䖭Ͼ VLAN ⱘǄᰒ✊ˈ䖭Ͼ᥹ষⱘ㔎ⳕ

VLAN ID˄े IEEE 802.1Q Ёⱘ PVID˅ህᰃ Native VLAN ⱘ VLAN IDǄৠᯊˈ

೼ Trunk Ϟথ䗕ሲѢ Native VLAN ⱘᏻˈ߭ᖙ✊䞛⫼ UNTAG ⱘᮍᓣǄ↣Ͼ Trunk
ষⱘ㔎ⳕ Native VLAN ᰃ VLAN 1Ǆ 

೼䜡㕂 Trunk 䫒䏃ᯊˈ䇋⹂䅸䖲᥹䫒䏃ϸッⱘ Trunk ষሲѢⳌৠⱘ Native VLANǄ 

8.3.2. 䜡㕂ϔϾ Trunk ষ 

8.3.2.1. Trunk ষ෎ᴀ䜡㕂 

೼⡍ᴗ῵ᓣϟˈৃҹᇚϔϾ᥹ষ䜡㕂៤ϔϾ Trunk ষǄ 
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ੑҸ ԰⫼ 

Ruijie(config-if)# switchport 
mode trunk ᅮН䆹᥹ষⱘ㉏ൟЎѠሖ Trunk ষ 

Ruijie(config-if)# switchport 
trunk native vlan vlan-id Ў䖭ϾষᣛᅮϔϾ Native VLAN 

བᵰᛇᡞϔϾ Trunk ষⱘ᠔᳝ Trunk Ⳍ݇ሲᗻ䛑໡ԡ៤㔎ⳕؐˈ䇋Փ⫼ no 
switchport  trunk ᥹ষ䜡㕂ੑҸǄ 

8.3.3. ᅮН Trunk ষⱘ䆌ৃ VLAN ߫㸼 

ϔϾ Trunk ষ㔎ⳕৃҹӴ䕧ᴀ䆒໛ᬃᣕⱘ᠔᳝ VLAN˄1ˉ4094˅ⱘ⌕䞣ǄԚᰃˈ

ᙼгৃҹ䗮䖛䆒㕂 Trunk ষⱘ䆌ৃ VLAN ߫㸼ᴹ䰤ࠊᶤѯ VLAN ⱘ⌕䞣ϡ㛑䗮䖛

䖭Ͼ Trunk ষǄ 

೼⡍ᴗ῵ᓣϟˈৃҹԩ숀噌䄀一
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1,3-4094 

8.3.4. 䜡㕂 Native VLAN 

ϔϾ Trunk ষ㛑໳ᬊথ TAG ៪㗙 UNTAG ⱘ 802.1Q ᏻǄ݊Ё UNTAG ᏻ⫼ᴹӴ

䕧 Native VLAN ⱘ⌕䞣Ǆ㔎ⳕⱘ Native VLAN ᰃ VLAN 1Ǆ 

೼⡍ᴗ῵ᓣϟˈৃҹЎϔϾ Trunk ষ䜡㕂 Native VLANǄ 

ੑҸ ԰⫼ 

Ruijie(config-if)# switchport 
trunk native vlan vlan-id 䜡㕂 Native VLAN 

བᵰᛇᡞ Trunk ⱘ Native VLAN ߫㸼ᬍಲ㔎ⳕⱘ VLAN 1ˈ䇋Փ⫼ no switchport 
trunk native vlan ᥹ষ䜡㕂ੑҸǄ 

བᵰϔϾᏻᏺ᳝ Native VLAN ⱘ VLAN IDˈ೼䗮䖛䖭Ͼ Trunk ষ䕀থᯊˈӮ㞾ࡼ

㹿࠹এ TAGǄ 

ᔧᡞϔϾ᥹ষⱘ Native VLAN 䆒㕂ЎϔϾϡᄬ೼ⱘ VLAN ᯊˈ䆒໛ϡӮ㞾߯ࡼᓎ

ℸ VLANǄℸ໪ˈϔϾ᥹ষⱘ Native VLAN ৃҹϡ೼᥹ষⱘ䆌ৃ VLAN ߫㸼ЁǄ

ℸᯊˈNative VLAN ⱘ⌕䞣ϡ㛑䗮䖛䆹᥹ষǄ 

8.4. ᰒ⼎ VLAN  

೼⡍ᴗ῵ᓣϟˈᠡৃҹᶹⳟ VLAN
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GigabitEthernet 3/11 
GigabitEthernet 3/12 

VLAN[6] "VLAN0006" 
GigabitEthernet 3/1 

Ruijie# show vlan  id 1 
VLAN[1] "VLAN0001" 

GigabitEthernet 3/1 
GigabitEthernet 3/2 

GigabitEthernet 3/3 
GigabitEthernet 3/4 

GigabitEthernet 3/5 
GigabitEthernet 3/6 

GigabitEthernet 3/7 
GigabitEthernet 3/8 

GigabitEthernet 3/9 
GigabitEthernet 3/10 

GigabitEthernet 3/11 
GigabitEthernet 3/12 

8.5. VLAN 䜡㕂⫼՟ 

8.5.1. 㒘㔥ᢧᠥ 
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8.5.2. 㒘㔥䳔∖ 

བϞ೒᠔⼎ˈᶤ⫼᠋ݙ㔥㹿ߚߦЎ VLAN 10ǃVLAN 20ǃVLAN 30ˈҹᅲ⦄ⳌѦ

䯈 ⱘ 2 ሖ 䱨 ⾏ ˗ 3 Ͼ VLAN ᇍ ᑨ ⱘ
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Ruijie(config)#interface range GigabitEthernet 0/2-4 

# 䜡㕂䆹ッষ Gi 0/2-4 䛑Ў trunk ষ 

Ruijie(config-if-range)#switchport mode trunk 

# 䗔ಲܼࠄሔ䜡㕂῵ᓣ 

Ruijie(config-if-range)#exit 

# 䖯ܹッষ Gi 0/2 

Ruijie(config)#interface GigabitEthernet 0/2 

# ᇚ᠔᳝ vlan Ң䆹ッষⱘ䆌ৃ vlan Ёߴ䰸 

Ruijie(config-if)#switchport trunk allowed vlan remove 1-4094 

# 䞡ᮄ⏏ࡴ䆹ッষⱘ䆌ৃ vlan Ў 10ǃ20 

Ruijie(config-if)#switchport trunk allowed vlan add 10,20 

# 䖯ܹッষ Gi 0/3 

Ruijie(config-if)#interface GigabitEthernet 0/3 

# ᇚ᠔᳝ vlan Ң䆹ッষⱘ䆌ৃ vlan Ёߴ䰸 

Ruijie(config-if)#switchport trunk allowed vlan remove 1-4094 

# 䞡ᮄ⏏ࡴ䆹ッষⱘ䆌ৃ vlan Ў 10ǃ20ǃ30 

Ruijie(config-if)#switchport trunk allowed vlan add 10,20,30 

# 䖯ܹッষ Gi 0/4 

Ruijie(config-if)#interface GigabitEthernet 0/4 

# ᇚ᠔᳝ vlan Ң䆹ッষⱘ䆌ৃ vlan Ёߴ䰸 

Ruijie(config-if)#switchport trunk allowed vlan remove 1-4094 

# 䞡ᮄ⏏ࡴ䆹ッষⱘ䆌ৃ vlan Ў 20ǃ30 

Ruijie(config-if)#switchport trunk allowed vlan add 20,30 

# 䗔ಲܼࠄሔ䜡㕂῵ᓣ 

Ruijie(config-if)#exit 

¸ ೼ḌᖗѸᤶᴎϞᶹⳟ vlan 䜡㕂 

# ᶹⳟ vlan ֵᙃˈࣙᣀ vlan idǃৡ⿄ǃ⢊ᗕǃࣙᣀⱘッষ 

Ruijie#show vlan 
VLAN  Name       Status                Ports      

---- --------  --------   ------------------------------- 
   1 VLAN0001   STATIC     Gi0/1, Gi0/5, Gi0/6, Gi0/7 

                              Gi0/8, Gi0/9, Gi0/10, Gi0/11           



VLAN
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# 䜡㕂 SVI 30 ⱘ IP ഄഔ 

Ruijie(config-if)#ip address 192.168.30.1 255.255.255.0 

# 䗔ಲܼࠄሔ䜡㕂῵ᓣ 

Ruijie(config-if)#exit 

¸ ᥹ܹѸᤶᴎ Switch A Ϟⱘ䜡㕂 

¸ ߯ᓎ VLAN 

# 䖯ܹܼሔ䜡㕂῵ᓣ 

Ruijie#configure terminal 

# ߯ᓎ VLAN 10 

Ruijie(config)#vlan 10 

# ߯ᓎ VLAN 20 

Ruijie(config-vlan)#vlan 20 

# 䗔ಲܼࠄሔ䜡㕂῵ᓣ 

Ruijie(config-vlan)#exit 

¸ Ў৘ VLAN 䜡ߚ Access ষ 

# 䖯ܹッষ㣗ೈ Gi 0/2-12 

Ruijie(config)#interface range GigabitEthernet 0/2-12 

# ᇚッষ Gi 0/2-12 䜡㕂Ў Access ষ 

Ruijie(config-if)#switchport mode access 

# ᇚッষ Gi 0/2-12 䜡㒭ߚ VLAN 10 

Ruijie(config-if)#switchport access vlan 10 

# 䖯ܹッষ㣗ೈ Gi 0/13-24 

Ruijie(config-if)#interface range GigabitEthernet 0/13-24 

# ᇚッষ Gi 0/13-24 䜡㕂Ў Access ষ 

Ruijie(config-if)#switchport mode access 

# ᇚッষ Gi 0/13-24 䜡㒭ߚ VLAN 20 

Ruijie(config-if)#switchport access vlan 20 

# 䗔ಲܼࠄሔ䜡㕂῵ᓣ 

Ruijie(config-if)#exit 
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ᣛᅮϞ䖲ḌᖗѸᤶᴎⱘ trunk ষ 

# 䖯ܹッষ Gi 0/1 

Ruijie(config)#interface GigabitEthernet 0/1 

# 䜡㕂䆹ッষ Gi 0/1 䛑Ў trunk ষ 

Ruijie(config-if)#switchport mode trunk 

# 䗔ಲܼࠄሔ䜡㕂῵ᓣ 

Ruijie(config-if)#exit 
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ᄤ㔥ˈ Sub VLAN2 ੠ Sub VLAN4 䛑ԡѢℸᄤ㔥Ǆ؛䆒 Sub VLAN2 ЁⱘϔৄЏ

ᴎ PC1 㽕Ϣᄤ㔥Ёⱘ঺ϔৄЏᴎ PC2 䗮ֵˈPC1 থ⦄ᇍᮍϢ㞾Ꮕ໘Ѣৠϔ㔥↉ˈ

߭Ⳉ᥹থߎⳂⱘ IP ⱘ ARP 䇋∖᡹᭛Ǆ䙷Мϝሖ䆒໛ᬊࠄ䆹 ARP 䇋∖᡹᭛ৢˈᇚ

݊೼ Sub VLAN2 ⱘ㣗ೈݙⳈ᥹䗮䖛Ѡሖᑓ᪁ℸ᡹᭛ˈᑊ䗕ϔӑ㒭䆒໛ᴀ䑿ⱘ

ARP ῵ഫˈ䆒໛ⱘ ARP ῵ഫ佪ܜⳟ ARP 䇋∖᡹᭛ЁⱘⳂⱘ IP ഄഔᰃϡᰃ೼

Sub-VLAN2 Ёˈབᵰᰃህ϶ᓗ䆹᡹᭛ˈ಴Ў㸼ᯢᅗ੠ PC1 ೼ৠϔϾᑓ᪁ඳ䞠

䴶ˈ䙷МⳂⱘЏᴎᇚⳈ᥹ᑨㄨ㒭 PC1˗བᵰϡᰃህᇚ SuperVLAN3 ⱘ MAC ഄഔ

ᑨㄨ㒭 PC1ˈᅠ៤ ARP ⱘҷ⧚Ꮉ԰Ǆ↨བ PC1 ੠ PC2 ⱘ䗮ֵህ䳔㽕䗮䖛 ARP
ҷ⧚ˈ⬅䆒໛䕀থ PC1 থ㒭 PC2 ⱘ᭄᥂ࣙ˗ 㗠 PC1 ੠ PC3 ⱘ䗮ֵ߭Ⳉ᥹䖯㸠

᮴䳔䗮䖛䆒໛䕀থǄ 

䰤ࠊ˖ 

¸ Super VLAN ϡ㛑ࣙ৿ӏԩ៤ਬষˈা㛑ࣙ৿ Sub VLANˈ⬅ Sub VLAN ࣙ৿

ᅲ䰙ⱘ⠽⧚᥹ষǄ 

¸ Super VLAN ϡ㛑خЎ݊ᅗ Super VLAN ⱘ Sub VLANǄ 

¸ Super VLAN ϡ㛑ᔧℷᐌⱘ 1Q vlan ᴹՓ⫼Ǆ 

¸ VLan 1 ϡ㛑԰Ў SuperVLANǄ 

¸ Sub VLAN ϡ㛑䜡㕂Ў㔥㒰᥹ষˈϡ㛑䜡㕂 IP ഄഔǄ 

¸ Super VLAN ϡ㛑Փ⫼ VRRPˈϡᬃᣕѠሖ㒘᪁Ǆ 

¸ ෎Ѣ Super VLAN ᥹ষⱘ ACL ੠ QOS 䜡㕂ϡᇍ Sub VLAN ⫳ᬜǄ 

9.2. 䜡㕂 Super VLAN 

ৃҹՓ⫼ϟ䴶ⱘੑҸᴹ䆒㕂 Super VLANǄ 

ੑҸ ԰⫼ 

Ruijie# configure 䖯ܹܼሔ䜡㕂῵ᓣ 

Ruijie(config)# vlan vlan-id 䖯ܹ VLAN 䜡㕂῵ᓣ 

Ruijie(config-vlan)# supervlan ᠧᓔ SuperVLAN ⱘࡳ㛑 

Ruijie(config-vlan)# end ಲࠄ⡍ᴗ῵ᓣ 

㔎ⳕᚙމϟˈSuper VLAN ⫼㛑ᰃ݇䯁ⱘˈՓࡳ no supervlan ৃҹ݇䯁Ꮖ㒣ᠧᓔ

ᕫ supervlan ⱘࡳ㛑Ǆ 

9.3. 䜡㕂 Super VLAN ⱘ Sub VLAN 

ᖙ乏Ў SuperVLAN 䜡㕂 SubVLANˈ䆹 SuperVLAN ᠡ᳝ᛣНǄ 

ৃҹՓ⫼ϟ䴶ⱘੑҸᴹՓϔϾ VLAN ሲѢ Super VLAN ⱘ SubVLANǄ 
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~ 注意： 

ৃ㛑⬅Ѣ䌘⑤ϡ䎇ᇐ㟈䆒㕂 SubVLAN ༅䋹 

 

ੑҸ ԰⫼ 

Ruijie# configure 䖯ܹ䜡㕂῵ᓣ 

Ruijie(config)# vlan vlan-id 䖯ܹ VLAN 䜡㕂῵ᓣ 

Ruijie(config-vlan)# supervlan 䆒㕂䆹 vlan Ў SuperVLAN 

Ruijie(config-vlan)# subvlan 
vlan-id-list 

ᣛᅮ㢹ᑆϾ sub vlan ᑊᡞᅗӀܹࡴ

supervlan ЁǄ 
Ruijie(config-vlan)# exit 䗔ܼࠄߎሔ῵ᓣ 

Փ⫼ no subvlan [ vlan-id-list ] ੑҸߴ䰸 SuperVLAN ⱘ SubVLANǄ 

9.4. 䆒㕂 Sub VLAN ⱘഄഔ㣗ೈ 

⫼᠋ৃҹЎ↣Ͼ SubVLAN 䜡㕂݊ഄഔぎ䯈㣗ೈˈҹ֓䆒໛ऎߚ㒭ᅮⱘ IP ഄഔሲ

ѢાϾ SubVLAN. ৠϔϾ SuperVLAN ϟⱘ SubVLAN 䜡㕂ⱘഄഔぎ䯈㣗ೈϡৃ

ҹ᳝Ѹঝ䞡঴៪㗙ѦⳌࣙ৿ⱘ݇㋏. 

䇋೼ܼሔ῵ᓣϟ䖯㸠ϟ߫䜡㕂Ǆ 

ੑҸ ԰⫼ 

Ruijie# configure 䖯ܹ䜡㕂῵ᓣ 

Ruijie(config)# vlan vlan-id 䖯ܹ vlan 䜡㕂῵ᓣ 

Ruijie(config-vlan)# 
subvlan-address-range start-ip end-ip 

䆒㕂ᄤ VLAN ⱘഄഔ㣗ೈˈstart-ip
Ў䆹 SubVLAN ⱘ IP 䍋ྟഄഔ

end-ip Ў䆹 SubVLAN ⱘ IP 㒧ᴳഄ

ഔ 
Ruijie(config-vlan)# end ಲࠄ⡍ᴗ῵ᓣ 

Ruijie# show run 偠䆕ࠡ䴶৘ℹ偸ⱘ䜡㕂 

 

~ 注意： 

⫼᠋ৃҹ䗮䖛ᠻ㸠 no subvlan-address-range  䰸Пࠡ䜡㕂ߴ
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9.8. 䜡㕂В՟ 

 

೒ 2 

བϞ೒ᰃ⫼ SuperVLAN ⱘ՟ᄤˈ㽕∖ SubVLAN2 ੠ SubVLAN4 ⱘЏᴎৃҹ䖯㸠

䗮ֵˈ݊䆒໛ⱘ䜡㕂བϟ˖˄া߫ߎⳌ݇ⱘ䚼ߚ˅ 

vlan 1 

ʽ 
vlan 2 

ʿ 䆒㕂 SubVLAN 2 ϟⱘ IP ഄഔぎ䯈 

subvlan-address-range 192.168.1.1 192.168.1.100 
! 

vlan 3 
supervlan 

subvlan 2,4 
! 

vlan 4 

ʿ 䆒㕂 SubVLAN 4 ϟⱘ IP ഄഔぎ䯈 

subvlan-address-range 192.168.1.101 192.168.1.254 
!    

interface FastEthernet 0/23 

ʿ Ў SubVLAN2  ៤ਬষܹࡴ

switchport access vlan 2 

! 
interface GigabitEthernet 0/25 

ʿ Ў SubVLAN4  ៤ਬষܹࡴ
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switchport access vlan 4 
! 

ʿ ߯ᓎ SuperVLAN ᇍᑨ㰮ᢳϝሖ᥹ষ 

interface Vlan 3 

ip address 192.168.1.1 255.255.255.0  
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㄀10ゴ� Protocol VLAN 䜡㕂 

10.1. Protocol VLAN ᡔᴃ 

䆒໛ッষ᥹ᬊࠄⱘ᡹᭛ˈ䛑䳔㽕䖯㸠 VLAN ㉏ˈՓ᡹᭛ሲѢଃϔⱘϔϾߚ

VLANˈ᳝ҹϟϝ⾡ৃ㛑˖ 

1. བᵰ᡹᭛ᰃぎ VLAN ID
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10.2. 䜡㕂 Protocol VLAN  

10.2.1. 㔎ⳕ Protocol VLAN 

㔎ⳕᚙމϟˈ≵᳝ Protocol VLAN ⱘ䜡㕂 

10.2.2. 䜡㕂᡹᭛㉏ൟ੠ҹ໾㔥㉏ൟⱘ profile 

ᣝབϟᮍᓣ䜡㕂᡹᭛㉏ൟ੠ҹ໾㔥㉏ൟ 

ੑҸ 䇈ᯢ 
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2. ೼᳈ᮄᶤϾ Profile 䜡㕂ᯊˈᖙ乏ߴܜ䰸䆹 Profileˈݡ䞡ᮄ䜡㕂䆹 Profile 

3. ϡৠѻકᬃᣕⱘ Profile Ͼ᭄ᑊϡⳌৠˈS3750 ᬃᣕ 7 Ͼ profileǄ 
 

10.2.3. ᑨ⫼ profile 

ᙼৃҹ䗮䖛ϟ䴶ⱘ䆒㕂ℹ偸ᴹᅠ៤: 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

interface [᥹ষ ID] 䖯ܹ᥹ষ῵ᓣ 

protocol-vlan profile id vlan vid ᑨ⫼ᶤ profile  䆹᥹ষࠄ

no protocol-vlan profile ⏙䰸䆹ッষϞⱘ᠔᳝ profile 

no protocol-vlan profile id ⏙䰸䆹ッষϞⱘᶤϾ profile 

end 䗔ߎ᥹ষ῵ᓣ 

ϟ䴶՟ᄤᇚ profile 1 ੠ profile 2 ᑨ⫼ࠄᦦῑ 3 ⱘ GE ষ 1,VLAN ㉏Ўߚ VLAN 101
੠ 102: 

Ruijie# configure terminal 
Ruijie(config)# interface gi 3/1 
Ruijie(config-if)# protocol-vlan profile 1 vlan 101 
Ruijie(config-if)# protocol-vlan profile 2 vlan 102 
Ruijie(config-if)# end 
Ruijie# show protocol-vlan profile 
profile           frame-type  ether-type      Interfaces|vid 

-------      ---------   ----------      -------------- 
1             ETHERII      EHTER_AARP      gi3/1|101 

2             SNAP          ETHER_APPLETALK  gi3/1|102 

 

& 说明： 

↣Ͼ᥹ষϞ䛑ৃҹᑨ⫼᠔᳝ⱘ profile 

Ⳍৠⱘ profile ೼ϡৠⱘ᥹ষϞৃҹᣛᅮϡৠⱘ vid 

ḍ᥂ϡৠ㋏߫ѻકৃҹᣛᅮⱘ VID ᭄ⳂϡৠˈS3750 ㋏߫䆒໛ৃҹᣛᅮ 4094 Ͼ

VLANǄ 
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10.3. Protocol VLAN ⱘᰒ⼎ 

ᙼৃҹ䗮䖛ҹϟℹ偸ᰒ⼎ Protocol VLAN  ᆍݙ

ੑҸ 䇈ᯢ 

show protocol-vlan ᰒ⼎ Protocol VLAN ⱘݙᆍ 

Ruijie# show protocol-vlan 
ip                mask              vlan 
-------------   -------------   ---- 

192.168.100.3   255.255.255.0   100 
profile           frame-type  ether-type      Interfaces|vid 

-------      ---------   ----------      -------------- 
1             ETHERII      EHTER_AARP      gi3/1|101 

2             SNAP          ETHER_APPLETALK  gi3/1|1 
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㄀11ゴ� Private VLAN 䜡㕂 

11.1. Private VLAN ᡔᴃ 

᳡ࡵᦤկଚབᵰ㒭↣Ͼ⫼᠋ϔϾ VLANˈ߭⬅Ѣϔৄ䆒໛ᬃᣕⱘ VLAN ᳔᭄໻া

᳝ 4096 㗠䰤ࠊњ᳡ࡵᦤկଚ㛑ᬃᣕⱘ⫼᠋᭄˗೼ϝሖ䆒໛Ϟˈ↣Ͼ VLAN 㹿ߚ䜡

ϔϾᄤ㔥ഄഔ៪ϔ㋏߫ഄഔˈ䖭⾡ᚙމᇐ㟈 IP ഄഔⱘ⌾䌍ˈϔ⾡㾷އᮍ⊩ህᰃᑨ

⫼ Private VLAN ᡔᴃǄ 

⾕᳝ VLAN(Private VLAN)ᇚϔϾ VLAN ⱘѠሖᑓ᪁ඳߚߦ៤໮Ͼᄤඳˈ↣Ͼᄤඳ

䛑⬅ϔϾ⾕᳝ VLAN ᇍ㒘៤˖Џ VLAN(Primary VLAN)੠䕙ࡽ VLAN(Secondary 
VLAN)Ǆ 

ϔϾ⾕᳝ VLAN ඳৃҹ᳝໮Ͼ⾕᳝ VLAN ᇍˈ↣ϔϾ⾕᳝ VLAN ᇍҷ㸼ϔϾᄤ

ඳǄ೼ϔϾ⾕᳝ VLAN ඳЁ᠔᳝ⱘ⾕᳝ VLAN ᇍ݅ѿৠϔϾЏ VLANǄ↣Ͼᄤඳ

ⱘ䕙ࡽ VLAN ID ϡৠǄ 

ϔϾ⾕᳝ VLAN ඳЁা᳝ϔϾЏ VLANˈ䕙ࡽ VLAN ᅲ⦄ৠϔϾ⾕᳝ VLAN ඳЁ

ⱘѠሖ䱨⾏ˈ᳝ϸ⾡㉏ൟⱘ䕙ࡽ VLAN˖ 

¸ 䱨⾏ VLAN(Isolated VLAN)˖ৠϔϾ䱨⾏ VLAN Ёⱘッষϡ㛑ѦⳌ䖯㸠Ѡሖ

䗮ֵǄϔϾ⾕᳝ VLAN ඳЁা᳝ϔϾ䱨⾏ VLANǄ 

¸ 㕸ԧ VLAN(Community VLAN)˖ৠϔϾ㕸ԧ VLAN ЁⱘッষৃҹѦⳌ䖯㸠Ѡ

ሖ䗮ֵˈԚϡ㛑Ϣ݊ᅗ㕸ԧ VLAN Ёⱘッষ䖯㸠Ѡሖ䗮ֵǄϔϾ⾕᳝ VLAN ඳЁ

ৃҹ᳝໮Ͼ㕸ԧ VLANǄ 

⏋ᴖッষ˄ Promiscuous Port˅̍ ሲѢЏ VLAN ЁⱘッষˈৃҹϢӏᛣッষ䗮䆃ˈ

ࣙᣀৠϔϾ⾕᳝ VLAN ඳЁ䕙ࡽ VLAN ⱘ䱨⾏ッষ੠㕸ԧッষǄ 

䱨⾏ッষ(Isolated Port)ˈ䱨⾏ VLAN Ёⱘッষˈা㛑Ϣ⏋ᴖষ䗮䆃Ǆ 

㕸ԧッষ(Community port)ˈሲѢ㕸ԧ VLAN ЁⱘッষˈৠϔϾ㕸ԧ VLAN ⱘ㕸ԧ

ッষৃҹѦⳌ䗮䆃ˈгৃҹϢ⏋ᴖ䗮䆃Ǆϡ㛑Ϣ݊ᅗ㕸ԧ VLAN Ёⱘ㕸ԧッষঞ

䱨⾏ VLAN Ёⱘ䱨⾏ッষ䗮䆃Ǆ 

⾕᳝ VLAN Ёˈা᳝Џ VLAN ৃҹ߯ᓎ SVI ᥹ষˈ䕙ࡽ VLAN ϡৃҹ߯ᓎ SVIǄ 

⾕᳝ VLAN ЁⱘッষৃҹЎ SPAN ⑤ッষˈϡৃҹЎ䬰ڣⳂⱘッষǄ 
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11.2. Private VLAN 䜡㕂 

11.2.1. 㔎ⳕ Private VLAN 䆒㕂 

㔎ⳕᚙމϟˈ≵᳝ Private VLAN ⱘ䜡㕂 

11.2.2. 䜡㕂 VLAN ԰Ў⾕᳝ VLAN 

䜡㕂ᮍ⊩བϟੑҸ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

vlan vid 䖯ܹ VLAN 䜡㕂῵ᓣ 

private-vlan{community | isolated| primary} 䜡㕂⾕᳝ VLAN ㉏ൟ 

no private-vlan{community | isolated | primary} প⍜⾕᳝ VLAN 䜡㕂 

end 䗔ߎ VLAN ῵ᓣ 

show vlan private-vlan [type] ᰒ⼎⾕᳝ VLAN 

 

&  说明： 

೼ 802.1Q Vlan Ё᳝݋៤ਬষᚙމϡ㛑ໄᯢЎ⾕᳝ VLANˈVLAN 1 ϡ㛑ໄᯢЎ⾕

᳝ VLANˈᇍѢ᳝݋ Trunk ষ៪ Uplink ষⱘ 802.1Q VLAN Ёˈܜᇚ䆹 VLAN Ң䆌

ৃ VLAN ߫㸼Ёߴ䰸ˈϔᇍ Private VLAN ໘Ѣ ACTIVE ⢊ᗕᖙ乏⒵䎇ҹϟᴵӊ˖ 

᳝݋ (1 Priamry VLAN 

᳝݋ (2 Secondary VLAN 

3) Secondary VLAN Ϣ Primary VLAN ݇㘨 

 

ҹϟੑҸᇚ 802.1Q VLAN 䜡㕂Ў Private VLAN˖ 

Ruijie# configure terminal 
Ruijie(config)# vlan 303 
Ruijie(config-vlan)# private-vlan community 
Ruijie(config-vlan)# end 
Ruijie# show vlan private-vlan community 
VLAN Type  Status    Routed   Interface   Associated VLANs 
--- ----   --------  ------   ---------   ------------------ 

303 comm   inactive  Disabled               no association  
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Ruijie# configure terminal 
Ruijie(config)# vlan 404 
Ruijie(config-vlan)# private-vlan isolated 
Ruijie(config-vlan)# end 
Ruijie# show vlan private-vlan 
VLAN Type  Status    Routed   Interface   Associated VLANs 

--- ----   --------  ------   ---------   ------------------ 
303 comm  inactive  Disabled               no association  

404 isol  inactive  Disabled               no association  

11.2.3. ݇㘨 Secondary VLAN ੠ Primary VLAN 

ᣝབϟᮍᓣ݇㘨 Secondary VLAN ੠ Primary VLAN˖ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

vlan p_vid 䖯ܹ Primary VLAN 䜡㕂῵ᓣ 

private-vlan association 
{svlist | add svlist | remove svlist} ݇㘨 Secondary VLAN 

no private-vlan association ⏙䰸Ϣ᠔᳝ Secondary VLAN
ⱘ݇㘨 

end 䗔ߎ VLAN ῵ᓣ 

show vlan private-vlan [type] ᰒ⼎⾕᳝ VLAN 

В՟བϟ˖ 

Ruijie# configure terminal 
Ruijie(config)# vlan 202 
Ruijie(config-vlan)# private-vlan association 303-307,309,440 
Ruijie(config-vlan)# end 
Ruijie# show vlan private-vlan 
VLAN Type  Status    Routed   Interface   Associated VLANs 
--- ----   --------  ------   ---------   ------------------ 

202 prim  inactive  Disabled               303-307,309,440 
303 comm  inactive  Disabled               202  

304 comm  inactive  Disabled               202  
305 comm  inactive  Disabled               202  

306 comm  inactive  Disabled               202  
307 comm  inactive  Disabled               202  

309 comm  inactive  Disabled               202  
440 comm  inactive  Disabled               202  
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&  说明： 

䆹᪡԰೼ໄᯢЎ Primary VLAN ⱘ VLAN 䜡㕂῵ᓣ䖯㸠Ǆ 

 

11.2.4. ᯴ᇘ Secondary VLAN ੠ Primary VLAN ⱘϝሖ᥹ষ 

ᙼৃҹ䗮䖛ϟ䴶ⱘ䆒㕂ℹ偸ᴹᅠ៤˖ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

interface vlan p_vid 䖯ܹ Primary  
VLAN ⱘ᥹ষ῵ᓣ 

private-vlan mapping 
{svlist | add svlist | remove svlist} 

᯴ ᇘ Secondary VLAN ࠄ

Primary VLAN ⱘ SVI ϝሖѸ

ᤶǄ 

end 䗔ߎ᥹ষ῵ᓣ 

ϟ䴶՟ᄤ䜡㕂 Secondary VLAN 䏃⬅˖ 

Ruijie# configure terminal 
Ruijie(config)# interface vlan 202 
Ruijie(config-if)# private-vlan mapping add 303-307,309,440 
Ruijie(config-if)# end 
Ruijie# 

 

&  说明： 

᪡԰Ёⱘ Primary VLAN ੠ Secondary VLAN ᰃⳌ݇㘨ⱘǄ 

 

11.2.5. 䜡㕂Ѡሖ᥹ষ԰Ў⾕᳝ VLAN ⱘЏᴎッষ 

ᣝ✻ҹϟℹ偸䜡㕂Ѡሖ᥹ষ԰Ў⾕᳝ VLAN ⱘЏᴎッষ(Host Port)˖ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

interface <interface> 
䖯ܹ᥹ষ䜡㕂῵ᓣ 
fastethernet, gigabitethernet,
tengigabitethernet 
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switchport mode private-vlan host 䜡㕂ЎѠሖѸᤶ῵ᓣ 

no switchport mode ⏙䰸⾕᳝ VLAN 䜡㕂 

End 䗔ߎ SVI ᥹ষ῵ᓣ 

switchport private-vlan 
host-association p_vid s_vid ݇㘨ѠሖষϢ⾕᳝ VLAN 

no switchport private-vlan 
host-association ⏙䰸݇㘨 

В՟བϟ˖ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode private-vlan host 
Ruijie(config-if)# switchport private-vlan host-association  
202 203 

Ruijie(config-if)# end 
Ruijie# 

 

&  说明： 

᪡԰Ёⱘ Primary VLAN ੠ Secondary VLAN ᰃⳌ݇㘨ⱘ 

 

11.2.6. 䜡㕂Ѡሖ᥹ষ԰Ў⾕᳝ VLAN ⱘ⏋ᴖッষ 

䜡㕂Ѡሖ᥹ষ԰Ў⾕᳝ VLAN ⱘッষˈ䗮䖛ҹϟ᪡԰ੑҸ˖ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

interface <interface> 䖯ܹ᥹ষ䜡㕂῵ᓣ 
ⱒܚ,गܚˈϛܚ 

switchport mode private-vlan 
promiscuous 

䜡㕂Ў⾕᳝ VLAN ѠሖѸᤶ῵

ᓣ 

no switchport mode ߴ䰸ッষ⾕᳝ VLAN 䜡㕂 

switchport private-vlan mapping 
p_vid{svlist | add svlist | remove svlist} 

⾕᳝ VLAN ⏋ᴖッষ䗝ᢽ᠔೼

VLANˈঞ⏋ᴖⱘ secondary 
VLAN ߫㸼 

no switchport private-vlan mapping প⍜⏋ᴖ᠔᳝ⱘⱘ seconary 
VLAN. 
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ϟ䴶՟ᄤᦣ䗄䜡㕂䖛⿟˖ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode private-vlan promiscuous 
Ruijie(config-if)# switchport private-vlan mapping 202 add 203 
Ruijie(config-if)# end 
Ruijie# 

 

&  说明： 

᪡԰Ёⱘ Primary VLAN
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11.4. Private VLAN  ൟ⫼՟݌

11.4.1. ໮ৄѸᤶᴎϞⱘ Private VLAN 䜡㕂 

11.4.1.1. 㒘㔥䳔∖ 

೼ϸৄ䆒໛Ϟᅲ⦄ Private VLAN
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Ruijie(config-vlan)#private-vlan primary  
Ruijie(config-vlan)#exit 

Ruijie(config)#vlan 100 
Ruijie(config-vlan)#private-vlan community  

Ruijie(config-vlan)#exit 
Ruijie(config)#vlan 101 

Ruijie(config-vlan)#private-vlan isolated  
Ruijie(config-vlan)#exit 

Ruijie(config)#vlan 99 
Ruijie(config-vlan)#private-vlan association 100,101 

Ruijie(config-vlan)#exit    

ʿ䜡㕂ッষ 0ˋ1 ੠ 0ˋ2 ሲѢ Community VLAN 100,ッষ 0/3 ሲѢ Isolated VLAN 
101,ッষ 0/4 Ў Promiscuous PortǄ 

Ruijie(config)#interface gigabitEthernet 0/1 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

100 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/2 
Ruijie(config-if)#switchport mode private-vlan host  

Ruijie(config-if)#switchport private-vlan host-association 99 
100 

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/3 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

101 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/4 
Ruijie(config-if)#switchport mode trunk  

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/5 

Ruijie(config-if)#switchport mode private-vlan promiscuous  
Ruijie(config-if)#switchport private-vlan mapping 99 add 

100-101 
Ruijie(config-if)#show vlan private-vlan  

VLAN  Type       Status   Routed   Ports                  
Associated VLANs 

----- ---------- -------- -------- -------------------------- 
99    primary    active   Disabled Gi0/4, Gi0/5               

100-101            
100   community  active   Disabled Gi0/1, Gi0/2, Gi0/4        99  

101   isolated   active   Disabled Gi0/3, Gi0/4               99  
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11.4.2. ऩৄϝሖѸᤶᴎϞⱘ Private VLAN 䜡㕂 

��������� 㒘㔥䳔∖�

೼ᬃᣕ Private VLAN ⱘϝሖѸᤶᴎϞˈৃҹЎ Private VLAN 䜡㕂ϔϾ SVI.ϔϾ

Private VLAN ϟⱘ᠔᳝ VLAN˄ࣙᣀ Primary VLAN Ϣⱘ᳝ⱘ Secondary VLAN˅

ৃҹ೼ৠϔϾ SVI া䳔೼ϞϾ⫼՟䜡㕂ⱘ෎⸔ϞˈЎ.ݙ Primary VLAN 䜡㕂ϔϾ

IP ഄഔ,ᇍѢ⡍ᅮ䳔㽕Փ⫼䏃⬅ⱘ Secondary VLAN া㽕೼ Primary VLAN 䜡㕂Ⳍ

ᑨⱘϝሖ᯴ᇘेৃǄ  

��������� 㒘㔥ᢧᠥ�

 

��������� 䜡㕂ℹ偸�

# ㉏ԐϞϔϾ⫼՟ˈ߯ᓎ VLAN 99 Ў Primary VLANˈ߯ᓎ VLAN 100 Ў

Community VLANˈ߯ᓎ VLAN 101 Ў Isolated VLANˈᑊ݇㘨Џ⃵ VLANǄ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)#vlan 100 

Ruijie(config-vlan)#private-vlan community  
Ruijie(config-vlan)#exit 

Ruijie(config)#vlan 101 
Ruijie(config-vlan)#private-vlan isolated  
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Ruijie(config-vlan)#exit 
Ruijie(config)#vlan 99 

Ruijie(config-vlan)#private-vlan primary  
Ruijie(config-vlan)#private-vlan association 100,101 

Ruijie(config-vlan)#exit 

ʿ䜡㕂ッষ 0ˋ1 ੠ 0ˋ2 ሲѢ Community VLAN 100ˈッষ 0/3 ሲѢ Isolated 
VLAN 101ˈッষ 0/4 Ў Promiscuous PortǄ 

Ruijie(config)#interface gigabitEthernet 0/1 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

100 
Ruijie(config-if)#exit        

Ruijie(config)#interface gigabitEthernet 0/2 
Ruijie(config-if)#switchport mode private-vlan host  

Ruijie(config-if)#switchport private-vlan host-association 99 
100 

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/3 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

101 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/4 
Ruijie(config-if)#switchport mode private-vlan promiscuous  

Ruijie(config-if)#switchport private-vlan mapping 99 add 
100-101 

Ruijie(config-if)#exit 

# Ў Primary VLAN 䜡㕂ϔϾ SVI (192.168.1.1)ˈҹঞ᯴ᇘ Secondary VLAN ੠

Primary VLAN ⱘϝሖ᥹ষǄ 

Ruijie(config)#interface vlan 99 
Ruijie(config-if)#ip address 192.168.1.1 255.255.255.0 

Ruijie(config-if)#private-vlan mapping 100-101 
Ruijie(config-if)#show vlan private-vlan  

VLAN  Type       Status   Routed   Ports                  
Associated VLANs 

----- ---------- -------- -------- ------------------------- 
99    primary    active   Enabled  Gi0/4                 

100-101            
100   community  active   Enabled  Gi0/1, Gi0/2           99  

101   isolated   active   Enabled  Gi0/3                   99  
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㄀12ゴ� 802.1Q tunneling 

12.1. ⧚㾷 802.1Q tunneling 

㔥㒰᳡ࡵᦤկଚⱘଚϮ⫼᠋ᇍ᠔ᬃᣕⱘ VLAN ᭄ঞ VLAN ID 㒣ᐌӮ᳝⡍⅞ⱘ䳔

∖ǄৠϔϾ᳡ࡵଚⱘ⫼᠋᠔䳔㽕ⱘ VLAN 㣗ೈৃ㛑䞡঴ˈᑊϨϡৠ⫼᠋䗮䖛᳡ࡵ

ଚḌᖗ㔥㒰ⱘѸᤶ䗮䏃ৃ㛑⏋೼ϔ䍋Ǆབᵰᇍ↣Ͼ⫼᠋䰤ᅮϔϾ VLAN 㣗ೈᇚӮ

䰤ࠊ⫼᠋ⱘ䜡㕂ˈᑊϨ VLAN োᕜᆍᯧህӮ䍙ߎ 802.1Q ᅮНⱘ 4096Ǆ 

߽⫼ IEEE 802.1Q Tunneling(䱻䘧)ࡳ㛑ˈ᳡ࡵଚৃҹ⫼ϔϾ VLAN(᳡ࡵଚ VLAN)
ᴹᬃᣕᢹ᳝໮Ͼ VLAN ⱘ⫼᠋Ǆ⫼᠋㞾䑿ⱘ VLAN 㹿ֱ⬭䍋ᴹˈ䖭ḋेՓ䖯ܹ㔥

㒰᳡ࡵଚⱘϡৠ⫼᠋⌕ⱘ VLAN ⳌৠˈгӮ೼᳡ࡵଚⱘݙ䚼㔥㒰Ё㹿ߚᓔӴ䕧Ǆ

䱻䘧䗮䖛ঠ Tag ᴹᠽሩ VLAN ⱘ㣗ೈˈϔϾᬃᣕ IEEE 802.1Q Tunneling(䱻䘧)ⱘ
ッষ⿄Ў䱻䘧ッষ(Tunnel Port)Ǆ䜡㕂䱻䘧ⱘᯊ׭ˈৃҹ㒭䱻䘧ッষ䌟ϔϾ VLAN
԰Ў䱻䘧ⱘϧ⫼ VLANǄ䖭ḋˈ↣Ͼ⫼᠋ҙ䳔㽕⫼ϔϾ᳡ࡵଚⱘ VLANˈ⫼᠋⌕೼

᳡ࡵଚ㔥㒰ЁӴ䕧ᯊ㹿᳡ࡵଚ VLAN ࣙ㺙៤ঠ Tag ᏻˈҹ᳡ࡵଚ VLAN ೼㔥㒰Ё

Ӵ䕧Ǆ 

⫼᠋ⱘѸᤶ⌕Ң݊ϔϾ TRUNK ッষˈᏺⴔℷᐌⱘ 802.1Q TAG 䖯ܹࠄ᳡ࡵଚ䖍⬠

䆒໛ⱘϔϾ䱻䘧ッষǄ⫼᠋੠᳡ࡵଚ䯈䴲ᇍ⿄ⱘ䖲᥹⿄Ў䴲ᇍ⿄䖲᥹(Asymmetric 
Link)ˈ಴Ў䖲᥹ⱘϔッᰃϔϾ Trunk  Portˈ঺ϔッैᰃϔϾ Tunnel PortǄϡৠ

⫼᠋ⱘ Tunnel Port 㹿䌟ќϡৠⱘ VLAN Ǆབϟ䴶ᑨ⫼῵ᓣ೒˖ 

 

೒ 1 

Ң⫼᠋ッⱘ Trunk Port 䖯ܹࠄ᳡ࡵଚ㔥㒰䖍⬠䆒໛䱻䘧ッষⱘᏻ䗮ᐌᏺⴔϔϾ

Vlan ID ⱘ IEEE 802.1Q TagǄᔧᏻ䖯ܹࠄ䱻䘧ッষৢˈӮ㹿䞡ᮄ⏏ࡴϔሖ

802.1Q Tag (⿄Ў᳡ࡵଚ Tag)ˈࣙ৿঺໪ϔϾ VLAN IDˈ䖭Ͼ VLAN ID ↣Ͼ⫼᠋
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ϡৠǄ㗠⫼᠋㞾Ꮕⱘ TAG ህӮ㹿ֱ⬭೼ᏻݙ䚼Ǆ䖭ḋ䖯ܹࠄ᳡ࡵଚ㔥㒰ⱘᏻህ㹿

ᠧϞঠ䞡 Tagˈ᳡ࡵଚ Tag ᨎᏺᷛ䆚⫼᠋ⱘ VIDˈݙ䚼 Tag ֱ߭⬭њ䕧ܹᏻⱘ

VIDǄϟ೒ᰒ⼎њঠ Tag  ˖ⱘ䖛⿟ࡴ⏏

 

೒ 2 

ᔧঠ Tag ᏻҢ䖍⬠䆒໛ⱘ Tunnel Port 䕧ߎᯊˈ᳡ࡵଚ Tag 㹿࠹এˈᏻবಲॳᴹ䖯

ܹ䖍⬠䆒໛ℷᐌⱘ 802.1Q ᏻḐᓣˈ⫼᠋ VLAN 㹿ᘶ໡Ǆ 

᠔᳝䖯ܹ䖍⬠䆒໛ⱘᏻ䛑㹿ᔧ԰ᰃ Untagged ᏻˈ㗠ϡㅵᅗᅲ䰙Ϟᰃ Untagged 䖬

ᰃᏆ㒣ᏺ 802.1Q Tag ༈ⱘᏻǄᏻ೼䗮䖛᳡ࡵଚ㔥㒰ᯊ䛑㹿ᇕ㺙Ϟ᳡ࡵଚ Tag ੠

VLAN ো(े Tunnel port ⱘ Access VLAN)Ǆ᳡ࡵଚ Tag ⱘӬܜ㑻ඳЎ Tunnel port
Ϟ᠔䜡㕂ⱘӬܜ㑻(བᵰ≵᳝䆒㕂ˈ㔎ⳕЎ 0)Ǆ 

ᑨ⫼῵ᓣ೒Ёˈ⫼᠋ A 㹿䌟ќ VLAN 30ˈ⫼᠋ B 㹿䌟ќ VLAN 40Ǆ䖯ܹ䖍⬠䆒໛

ᏺ 802.1Q Tag ⱘᏻ㹿䞡ᮄࣙϞϔሖ᳡ࡵଚ Tagˈ៤Ўঠ Tagˈ᳡ࡵଚ Tag ࣙ৿

VLAN 30 ៪ 40ˈ㗠ݙ䚼 Tag ࣙ৿њᏻॳᴹⱘ VLAN ֵᙃˈབ VLAN 100ǄेՓ⫼

᠋ A ੠ B 䖯ܹ᳡ࡵଚ㔥㒰ⱘᏻⱘ VID 䛑ᰃ 100ˈ⬅Ѣ᳡ࡵଚ Tag ᠔ᏺⱘ VID ϡ䗮ˈ

ᅗӀ೼᳡ࡵଚ㔥㒰ЁⱘӴ䕧⌕ᰃߚᓔᴹⱘǄ↣Ͼ⫼᠋ৃҹߚ䜡݊ VLAN 㣗ೈˈ᮶

⣀ゟѢ݊Ҫ⫼᠋ˈг⣀ゟѢ᳡ࡵଚ㔥㒰Ǆ 

12.2. 䜡㕂 802.1Q tunneling 

ᴀゴࣙᣀҹϟݙᆍ˖ 

¸ 802.1Q Tunneling ⱘ咬䅸䜡㕂 

¸ 802.1Q Tunneling 䜡㕂ᣛफ 

¸ 802.1Q Tunneling 䜡㕂ⱘ䰤ࠊ 

¸ 䜡㕂ϔϾ 802.1Q Tunneling ッষ 

¸ 䜡㕂ϔϾ Uplink ッষ 

¸ 䜡㕂᳡ࡵଚ Tag Ёⱘ TPID ؐ 
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¸ 䜡㕂⫼᠋ Tag ⱘӬܜ㑻໡ࠊ 

12.3. 802.1Q tunneling ⱘ咬䅸䜡㕂 

咬䅸䜡㕂ϟˈ802.1Q 䱻䘧ࡳ㛑㹿⽕ℶ˗ 

12.3.1. 802.1Q tunneling 䜡㕂ᣛफ 

䜡㕂 802.1Q ᯊˈᖙ乏⹂䅸੠ 802.1Q 䱻䘧ⱘ䖲᥹ᰃϔϾ䴲ᇍ⿄䖲᥹(Asymmetric 
Link)ˈ↣Ͼ䱻䘧ϧ⫼ϔϾ VLANǄৠᯊᖙ乏⹂䅸 Native VLAN ੠᳔䭓ᏻⱘℷ⹂䜡

㕂Ǆ 

Native Vlan ⱘ䜡㕂˖೼ϔϾ䖍⬠䆒໛䜡㕂 802.1Q 䱻䘧ᯊˈᖙ乏䗮䖛 802.1Q 
Trunk ষᴹ䖲᥹ϔϾ䱻䘧ッষǄᏻ೼᳡ࡵᦤկଚݙ䚼㔥㒰ⱘѸᤶ䏃ᕘᰃ໮⾡໮ḋ

ⱘˈৃ㛑ᰃ 802.1Q Trunk, ៪㗙䴲 Trunk ষǄᔧḌᖗ䆒໛䯈ⱘ䖲᥹ᰃ TRUNK
ᯊˈ䆒໛Ϟⱘ TRUNK ッষⱘ Native VLAN Ϣ Tunnel port ⱘ ACCESS VLAN ᑨ

䆹ϡৠˈ಴Ў Vid Ў Native VLAN ⱘᏻҢ Trunk ッষথ䗕ߎᴹⱘᯊ׭ˈTag Ӯ㹿࠹

䰸Ǆ 

㋏㒳᳔䭓ᏻ˖಴Ў 802.1Q Tunneling ッষӮ๲ࡴ 4 Ͼᄫ㡖ⱘ᳡ࡵଚ VLAN Tagˈ

ᏻⱘ᳔໻䭓ᑺህӮҢ 1518 ๲ࠄࡴ 1522Ǆ 

Uplink ッষ˖Up-link ッষᰃ⫼Ѣ䫒᥹݊Ҫ⫼᠋㔥㒰ⱘ᳡ࡵଚ䆒໛៪Ϟ䫒䆒໛ⱘッ

ষǄབϞ䗄೒ 1 Ёⱘ᳡ࡵଚ㔥㒰ⱘ Trunk PortsˈUplink ッষ݊ᅲህᰃϔ⾡⡍⅞ⱘ

Trunk ষˈϡৠⱘᰃˈҢ Uplink ষ䕧ߎⱘ᡹᭛䛑ᰃᏺ Tag ⱘǄ㗠Ң Trunk Port 䕧

ⱘ᡹᭛ˈབᵰᰃߎ Native VLAN 䕀থ䖛ᴹⱘˈ߭ᰃϡᏺ tag ⱘǄ 

Tag Ӭܜ㑻໡ࠊ˖ᣛⱘᰃ೼ঠ TAG ⱘᚙމϟˈᇚݙሖ Tag(⫼᠋ Tag)ⱘӬܜ㑻໡ࠊ

໪ሖࠄ Tag(᳡ࡵଚ Tag)Ǆ 

12.3.2. 802.1Q tunneling䜡㕂ⱘ䰤ࠊ 

802.1Q tunneling 䜡㕂᳝བϟ䰤ࠊ˖ 

¸ 䏃⬅ষϡ㛑䆒㕂Ў Tunnel Port 

¸ Ap ষৃҹ䆒㕂៤ Tunnel Port 

¸ 䜡㕂Ў Tunnel ⱘッষϡ㛑ݡਃ⫼ 802.1x  㛑Ǆࡳ

¸ 䜡㕂Ў Tunnel ⱘッষϞϡ㛑ਃ⫼䲚㕸Ǆ 

¸ 䜡㕂Ў Tunnel ⱘッষϞϡܹࡴ STP ㅫ⊩Ǆ 

¸ 䜡㕂Ў Tunnel ⱘッষϞϡ㛑ਃ⫼ GVRPǄ 

¸ 䜡㕂Ў Tunnel ⱘッষ᮴⊩Փ㛑 System-guardǄ 
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12.3.3. 䜡㕂ϔϾ 802.1Q tunnelingッষ 

೼ܼሔ䜡㕂῵ᓣϟՓ⫼ Interface ੑҸ䖯ܹ᥹ষ䜡㕂῵ᓣǄᣝ✻ϟ䴶ⱘℹ偸䖯㸠

Tunnel Port 䜡㕂˖ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹܼሔ䜡㕂῵ᓣ 

interface <interface> 䖯ܹ᥹ষ䜡㕂῵ᓣ 

switchport access vlan <vid> 䆒㕂 Access VLANǄ↣Ͼ⫼᠋

ⱘ Access VLAN ᑨ䆹ϡৠ 

switchport mode dot1q-tunnel ᥹ষ䆒㕂៤ 802.1Q Tunnel 

end 䗔ߎ᥹ষ῵ᓣ 

show running-config ᶹⳟܼሔ䜡㕂 

 

&  说明： 

䏃⬅ষϡ㛑䆒㕂Ў Tunnel Portˈ䜡㕂Ў Tunnel ⱘッষ᮴⊩Փ㛑 System-guardˈ

ϡ㛑ਃ⫼ GVRPˈϡܹࡴ STP ㅫ⊩ˈϡ㛑ਃ⫼䲚㕸ˈϡ㛑ਃ⫼ 802.1xǄ 

 

ϟ՟㒭ߎњབԩ䜡㕂ϔϾ 802.1q Tunneling ッষⱘ⼎՟˖ 

Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# switchport access vlan 22 
Ruijie(config-if)# switchport mode dot1q-tunnel 
Ruijie(config)# end 

12.3.4. 䜡㕂ϔϾuplinkッষ 

೼ܼሔ䜡㕂῵ᓣϟՓ⫼ Interface ੑҸ䖯ܹ᥹ষ䜡㕂῵ᓣǄᣝ✻ϟ䴶ⱘℹ偸䖯㸠

Tunnel Port 䜡㕂˖ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹܼሔ䜡㕂῵ᓣ 

interface <interface> 䖯ܹ᥹ষ䜡㕂῵ᓣ 

switchport mode uplink 䜡㕂ッষЎ uplink ষ 

end 䗔ߎ᥹ষ῵ᓣ 

ϟ՟㒭ߎњབԩ䜡㕂ϔϾ䱻䘧ッষⱘ⼎՟˖ 

Ruijie(config)# interface gigabitEthernet 0/1 
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Ruijie(config-if)# switchport mode up-link 
Ruijie(config)# end 

12.3.5. 䜡㕂᳡ࡵଚTagЁⱘTPIDؐ 

೼ܼሔ䜡㕂῵ᓣϟՓ⫼ Interface ੑҸ䖯ܹ᥹ষ䜡㕂῵ᓣǄᣝ✻ϟ䴶ⱘℹ偸䖯㸠䜡

㕂˖ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

interface <interface> 䖯ܹ᥹ষ䜡㕂῵ᓣ 

frame-tag tpid <tpid> 
䆒㕂ᏻ tag Ёⱘ TPIDǄབᵰᛇ䆒㕂Ў

0x9100 Ǆ 䙷 М Ⳉ ᥹ 䕧 ܹ frame-tag 
tpid 9100Ǆ⊼ᛣ咬䅸ᰃ 16 䖯ࠊǄ 

end 䗔ߎ᥹ষ῵ᓣ 

show frame-tag tpid ᶹⳟッষⱘ tpid ؐ߫㸼Ǆ 

ϟ՟㒭ߎњབԩ䜡㕂 TPID ⱘ⼎՟˖ 

Ruijie(config)# interface gigabitethernet 0/1 
Ruijie(config-if)# frame-tag tpid 9100 
Ruijie(config)# end 
Ruijie# show frame-tag tpid interface gigabitethernet 0/1 
Port  tpid 
------- ------------- 

Gi0/1  0x9100 

12.3.6. 䜡㕂⫼᠋TagⱘӬܜ㑻໡ࠊ 

೼ܼሔ䜡㕂῵ᓣϟՓ⫼ Interface ੑҸ䖯ܹ᥹ষ䜡㕂῵ᓣǄᣝ✻ϟ䴶ⱘℹ偸䖯㸠

䜡㕂˖ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

interface <interface> 䖯ܹ᥹ষ䜡㕂῵ᓣ 

inner-priority-trust enable 
໡ݙࠊሖ tag(⫼᠋ tag)ⱘ priority ᄫ↉

໪ሖࠄؐ tag ⱘ priority ᄫ↉ؐ(᳡ࡵ

ଚ tag)Ǆ 

end 䗔ߎ᥹ষ῵ᓣ 

show inner-priority-trust ᶹⳟ⫼᠋ Tag Ӭܜ㑻໡ࠊ䜡㕂Ǆ 



802.1Q tunneling 

104 

ϟ՟㒭ߎњབԩ䜡㕂⫼᠋ Tag Ӭܜ㑻໡ࠊⱘ⼎՟˖ 

Ruijie(config)# interface gigabitethernet 0/1 
Ruijie(config-if)# inner-priority-trust enable 
Ruijie(config)# end 
Ruijie# show inner-priority-trust interface gigabitethernet 0/1 
Port  inner-priority-trust 

------   ------------------- 
Gi0/1  enable 
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㄀13ゴ� MAC ഄഔ䜡㕂 

13.1. ㅵ⧚ MAC ഄഔ㸼 

13.1.1. ὖ䗄 

MAC ഄഔ㸼ࣙ৿њ⫼Ѣッষ䯈᡹᭛䕀থⱘഄഔֵᙃǄMAC ഄഔ㸼ࣙ৿њࡼᗕǃ

䴭ᗕǃ䖛Ⓒϝ⾡㉏ൟⱘഄഔˈ៥ӀᇚҢҹϟ޴Ͼᮍ䴶ᦣ䗄 MAC ഄഔ㸼Ǆ 

13.1.1.1.  

0
/C2_0 1 Tf
D14>1C03492 0EDB45EE59B21991B5008742 5808791B5B>37BE
/C2_1304A403742 580Tj
/TT0 1 Tf
0.0015 Tc 25.1.7 0 Td
(MAC)Tj
/C2_0 1 Tf
0.Tc 2.470 Td
[<0D040D143>-<04C4>15203 D03FE10C309B741991B50087423 D0]TJ
0 01971Tc -263.57 01.446 Td
<43FE18D901BCA2C81492 0EDB1DA0185E59AD3FE18D90 5802464D040D1402A6059AD3FE10C309B7407473628A40B1D392C81744A18.>152987423040D143E3C014012C81492 >j
0 Gc 0 T1.446 TD<43EDB45EE59B259ADFA13B8D41410C3E3B8D1_1304A40B8D4C580D040D1402C4>Tj
/TT0 1 Tf
4.22  Tc 1060 Td
( )

E@	¥(Ä 
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㛑, ೼ᶤѯᵕッᚙމϟ, ഄഔ㸼䆄ᔩӮ໮ߎ, 㗠Ϩഄഔ㸼Ёⱘᶤѯ䆄ᔩৃ㛑Ӯ㗕࣪

ϡᥝǄВ՟䇈ᯢབϟ: 

䆒䆒໛؛ A ੠䆒໛ B ේ঴, 䆒໛ A ЎЏᴎ. ᕔ䆒໛ A ੠䆒໛ B ৠᯊথ䗕ᑓ᪁᡹᭛.
䆒䖭ᯊ, 䆒໛؛ A ੠䆒໛ B 䛑ᄺ⒵ഄഔ, ⬅Ѣ৘៤ਬ䆒໛ⱘഄഔ㸼ᰃϡৠℹⱘ. ℸ

ᯊህৃ㛑ߎ⦄䆒໛ B Ϟ᳝ϔϾ mac1+vid1+Bport ⱘഄഔ, 㗠೼䆒໛ A Ϟ≵᳝. Ԛ

䖭ϾഄഔгӮ䆄ᔩࠄഄഔ䆄ᔩЁ. 
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13.1.2. 䜡㕂 MAC ഄഔ 

13.1.2.1. MAC ഄഔ㸼ⱘ㔎ⳕ䜡㕂 

ϟ㸼ᰒ⼎ⱘഄഔ㸼ⱘ㔎ⳕ䜡㕂˖ 

 ᆍ 㔎ⳕ䆒㕂ݙ

ഄഔ㸼㗕࣪ᯊ䯈 300 ⾦ 

 ᄺдࡼᗕഄഔ㸼 㞾ࡼ

䴭ᗕഄഔ㸼 ≵᳝䜡㕂ӏԩ䴭ᗕഄഔ 

䖛Ⓒഄഔ㸼 ≵᳝䜡㕂ӏԩ䖛Ⓒഄഔ 

 

~ 注意： 

ഄഔ㸼ⱘᅲ䰙㗕࣪ᯊ䯈ӮϢ䆒ᅮؐᄬ೼ϔᅮأᏂˈԚϡӮ䍙䖛䆒ᅮؐⱘ 2  Ǆס

 

13.1.2.2. 䆒㕂ഄഔ㗕࣪ᯊ䯈 

ϟ㸼Ў䆒㕂ഄഔ㗕࣪ᯊ䯈˖  

ੑҸ ԰⫼ 

Ruijie(config)#  
mac-address-table aging-time [0 
|10-1000000]  

䆒㕂ϔϾഄഔ㹿ᄺдৢᇚֱ⬭೼ࡼᗕഄ

ഔ㸼Ёⱘᯊ䯈䭓ᑺˈऩԡᰃ⾦ˈ㣗ೈᰃ

10ˉ1000000 ⾦ˈ㔎ⳕЎ 300 ⾦ǄᔧԴ

䆒㕂䖭ϾؐЎ 0 ᯊˈഄഔ㗕࣪ࡳ㛑ᇚ㹿

݇䯁ˈᄺдࠄⱘഄഔᇚϡӮ㹿㗕࣪Ǆ 

ᙼৃҹ೼ܼሔ䜡㕂῵ᓣϟ䗮䖛ੑҸ no mac-address-table aging-time ᴹᇚഄഔ

㗕࣪ᯊ䯈ᘶ໡Ў㔎ⳕؐǄ 

 ᗕഄഔ㸼乍ࡼ䰸ߴ .13.1.2.3

೼⡍ᴗ῵ᓣϟˈᙼৃҹՓ⫼ੑҸ clear mac-address-table dynamic 䰸䆒໛Ϟߴ

᠔᳝ⱘࡼᗕഄഔ˗ᙼৃҹՓ⫼ੑҸ clear mac-address-table dynamic address 
mac-address ߴ 䰸 ϔ Ͼ ⡍ ᅮ MAC ഄ ഔ ˗ ᙼ ৃ ҹ Փ ⫼ ੑ Ҹ clear 
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mac-address-table dynamic interface interface-id ߴ䰸ϔϾ⡍ᅮ⠽⧚ッষ៪

Aggregate Port Ϟⱘ᠔᳝ࡼᗕഄഔ˗ᙼгৃҹՓ⫼ੑҸ clear mac-address-table 
dynamic vlan  vlan-id ߴ䰸ᣛᅮ VLAN Ϟⱘ᠔᳝ࡼᗕഄഔǄ 

ᙼৃҹՓ⫼⡍ᴗ῵ᓣϟⱘੑҸ show mac-address-table dynamic ᴹ偠䆕Ⳍᑨⱘ

 䰸Ǆߴᗕഄഔᰃ৺Ꮖ㒣㹿ࡼ

13.1.2.4. ๲ࡴ੠ߴ䰸䴭ᗕഄഔ㸼乍 

བᵰᙼ㽕๲ࡴϔϾ䴭ᗕഄഔˈᙼ䳔㽕ᣛᅮ MAC ഄഔ(ࣙⱘⳂⱘഄഔ)ˈVLAN(䖭Ͼ

䴭ᗕഄഔᇚܹࡴાϾ VLAN ⱘഄഔ㸼Ё)ˈ᥹ষ(ⳂⱘഄഔЎᣛᅮ MAC ഄഔⱘࣙᇚ

㹿䕀থࠄⱘ᥹ষ)Ǆ 

  ˖ϔϾ䴭ᗕഄഔࡴ⏏

ੑҸ ԰⫼ 

Ruijie(config)# 
mac-address-table static
mac-add vlan vlan-id 
interface interface-id 

mac-addr˖ᣛᅮ㸼乍ᇍᑨⱘⳂⱘ MAC ഄഔ 
vlan-id˖ᣛᅮ䆹ഄഔ᠔ሲⱘ VLAN  
interface-id˖ࣙᇚ䕀থࠄⱘ᥹ষ(ৃҹᰃ⠽⧚ッষ

៪ Aggregate Port) 
ᔧ 䆒 ໛ ೼ vlan-id ᣛ ᅮ ⱘ VLAN Ϟ ᥹ ᬊ ࠄ ҹ

mac-addr ᣛᅮⱘഄഔЎⳂⱘഄഔⱘࣙᯊˈ䖭Ͼࣙ

ᇚ㹿䕀থࠄ interface-id ᣛᅮⱘ᥹ষϞǄ 

ᙼৃҹ೼ܼሔ䜡㕂῵ᓣϟ䗮䖛ੑҸ no mac-address-table static mac-addr vlan 
vlan-id interface interface-id ᴹߴ䰸ϔϾ䴭ᗕഄഔ㸼乍Ǆ 

ϟ䴶ⱘ՟ᄤ䇈ᯢњབԩ䜡㕂ϔϾ䴭ᗕഄഔ 00d0.f800.073cˈᔧ೼ VLAN 4 Ё᥹ফ

ᣛᅮⱘ᥹ষࠄⳂⱘഄഔЎ䖭Ͼഄഔⱘࣙᯊˈ䖭Ͼࣙᇚ㹿䕀থࠄ Gigabitethernet 
1/3 ϞǄ 

Ruijie(config)# mac-address-table static 00d0.f800.073c vlan 
4 interface gigabitethernet 1/3  

13.1.2.5. ๲ࡴ੠ߴ䰸䖛Ⓒഄഔ㸼乍 

བᵰᙼ㽕๲ࡴϔϾ䖛Ⓒഄഔˈᙼ䳔㽕ᣛᅮᏠᳯ䆒໛䖛ⒸᥝાϾ VLAN ⱘાϾݙ

MAC ഄഔˈᔧ䆒໛೼䆹 VLAN ҹ䖭Ͼࠄᬊݙ MAC ഄഔЎ⑤ഄഔⱘࣙᯊˈ䖭Ͼࣙ

䛑ᇚ㹿Ⳉ᥹϶ᓗǄ 

  ˖ϔϾ䖛Ⓒഄഔࡴ⏏

ੑҸ ԰⫼ 

Ruijie(config)# mac-address-table 
filtering mac-addr vlan vlan-id 

mac-addr˖ᣛᅮ䆒໛䳔㽕䖛Ⓒᥝⱘ

MAC ഄഔ 
vlan-id˖ᣛᅮ䆹ഄഔ᠔ሲⱘ VLAN  
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ᙼৃҹ೼ܼሔ䜡㕂῵ᓣϟ䗮䖛ੑҸ no mac-address-table filtering mac-addr 
vlan vlan-id ᴹߴ䰸ϔϾ䖛Ⓒഄഔ㸼乍Ǆ  

ϟ䴶ⱘ՟ᄤ䇈ᯢњབԩ䅽䆒໛䖛Ⓒᥝ VLAN 1 ⑤ݙ MAC ഄഔЎ 00d0.f800.073c
ⱘ᭄᥂ࣙ˖  

Ruijie(config)# mac-address-table filtering 00d0.f800.073c 
vlan 1  

13.1.3. ㄀ � M A C
�
�ôÞ
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Total Mac Address Space Available: 8159 

ᰒ⼎ഄഔ㗕࣪ᯊ䯈ⱘ䆒㕂 

Ruijie# show mac-address-table aging-time 
Aging time    : 300  

13.2. MAC ഄഔব࣪䗮ⶹ 

13.2.1. ὖ䗄 

བᵰᙼ䳔㽕њ㾷ᇍѢ䆒໛㗠㿔㔥㒰Ё⫼᠋ⱘব࣪ᚙމˈՓ⫼ MAC ഄഔ䗮ⶹࡳ㛑ᰃ

ϔ⾡᳝ᬜⱘ᠟↉Ǆᠧᓔ MAC ഄഔ䗮ⶹⱘࡳ㛑ৢˈᔧ䆒໛ᄺдࠄϔϾᮄⱘ MAC ഄ

ഔ៪ߴ䰸ᥝϔϾᏆᄺдࠄⱘ MAC ഄഔˈϔϾড᯴ MAC ഄഔব࣪ⱘ䗮ⶹֵᙃህӮ

ѻ⫳ˈᑊҹ SNMP Trap ⱘᔶᓣᇚ䗮ⶹֵᙃথ䗕㒭ᣛᅮⱘ NMS(㔥㒰ㅵ⧚Ꮉ԰キ)Ǆ
བᵰϔϾ MAC ഄഔ๲ࡴⱘ䗮ⶹѻ⫳ˈ៥Ӏህⶹ䘧ϔϾᮄⱘ⫼᠋(䖭Ͼ MAC ഄഔᷛ

䆚ⱘ⫼᠋)ᓔྟՓ⫼䆒໛ˈབᵰϔϾ MAC ഄഔߴ䰸(ϔϾՓ⫼䆒໛ⱘ⫼᠋ˈབᵰ೼

ഄഔ㗕࣪ᯊ䯈ᣛᅮⱘᯊ䯈䯈䱨ݙ≵᳝੠䆒໛䖯㸠ӏԩ䗮䆃ˈ⫼᠋ᇍᑨ MAC ഄഔᇚ

Ң䆒໛ⱘഄഔ㸼Ёߴ䰸)ⱘ䗮ⶹѻ⫳ˈ߭㸼⼎ϔϾ⫼᠋Ꮖ㒣ذℶՓ⫼䆒໛њǄ 

ᔧՓ⫼䆒໛ⱘ⫼᠋䕗໮ᯊˈৃ㛑Ӯߎ⦄೼ⷁᯊ䯈ݙӮ᳝໻䞣ⱘ MAC ഄഔব࣪ѻ⫳

(↨བ䆒໛Ϟ⬉ᯊ)ˈᇐ㟈㔥㒰⌕䞣๲ࡴǄЎњޣ䕏㔥㒰䋳ᢙˈᙼৃҹ䆒㕂থ䗕

MAC ഄഔ䗮ⶹⱘᯊ䯈䯈䱨Ǆ㋏㒳Ӯᇚᣛᅮⱘᯊ䯈䯈䱨ഄഔ䗮ⶹֵᙃࡴҹᤚ㒥ˈ䖭

ḋ೼↣ᴵഄഔ䗮ⶹֵᙃЁˈህࣙ৿њ㢹ᑆϾ MAC ഄഔব࣪ⱘֵᙃˈ䖭ḋህӮ᳝ᬜ

ഄޣᇥ㔥㒰⌕䞣Ǆ 

ᔧ MAC ഄഔ䗮ⶹѻ⫳ᯊˈ䗮ⶹֵᙃৠᯊӮ䆄ᔩࠄ MAC ഄഔ䗮ⶹग़৆䆄ᔩ㸼ЁǄ

བᵰᙼ≵᳝䜡㕂᥹ᬊ Trap ⱘ NMS ៪ᙼ≵᳝ঞᯊ᥹ᬊ MAC ഄഔব࣪ⱘ Trapˈᙼ

ৃҹ䗮䖛ᶹⳟ MAC ഄഔ䗮ⶹग़৆䆄ᔩ㸼ᴹњ㾷᳔䖥 MAC ഄഔব࣪ⱘ⍜ᙃǄ 

MAC ഄഔ䗮ⶹࡳ㛑ᰃ෎Ѣ᥹ষⱘˈԚ MAC ഄഔ䗮ⶹ᳝ϔϾܼሔᓔ݇Ǆབᵰ MAC
ഄഔ䗮ⶹܼሔᓔ݇݇䯁ˈ߭᠔᳝᥹ষϞഛϡӮѻ⫳ MAC ഄഔ䗮ⶹǄা᳝೼ܼሔᓔ

݇ᠧᓔᑊϨ᥹ষϞⱘ MAC ഄഔব࣪ࡳ㛑ᠧᓔⱘᚙމϟˈ䖭Ͼ᥹ষᠡӮѻ⫳ MAC
ഄഔব࣪䗮ⶹˈ㗠≵᳝ᠧᓔ䗮ⶹࡳ㛑ⱘ᥹ষϞⱘ MAC ഄഔⱘব࣪ᇚϡӮ䗮ⶹǄᙼ

ৃҹ䆒㕂䅽᥹ষҙҙথ䗕ഄഔ๲ࡴ៪ޣᇥⱘ䗮ⶹˈгৃҹ䆒㕂ϸ㗙䛑থǄ 

 
 
 
 

 

~ 注意： 

MAC ഄഔ䗮ⶹҙ䩜ᇍࡼᗕഄഔˈᇍѢ䴭ᗕ䜡㕂ⱘഄഔⱘব࣪ᇚϡӮѻ⫳䗮ⶹֵ

ᙃǄ 
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13.2.2. 䜡㕂 MAC ഄഔব࣪䗮ⶹࡳ㛑 

㔎ⳕᚙމϟˈMAC ഄഔⱘܼሔᓔ݇㹿݇䯁ˈ᠔᳝᥹ষⱘ MAC ഄഔ䗮ⶹࡳ㛑гഛ

㹿݇䯁Ǆ 

䜡㕂䆒໛ MAC ഄഔ䗮ⶹࡳ㛑˖  

ੑҸ ԰⫼ 

Ruijie(config)# snmp-server 
host  host-addr  traps 
[version {1|2c |3 [auth | noauth | 
priv]}] community-string 

䜡㕂᥹ᬊ MAC ഄഔ䗮ⶹⱘ NMSǄ 
host-addr ˖ᣛᯢ᥹ᬊ㗙ⱘ IP. 
Version˖ᣛᯢথ䗕ા⾡⠜ᴀⱘ Trap. 
community-string˖ᣛᯢথ䗕ⱘ Trap Ϟ䰘

ᏺⱘ䅸䆕ৡ 
Ruijie (config)#snmp-server 
enable traps ܕ䆌Ѹᤶᴎথ䗕 Trap 

Ruijie(config)# 
mac-address-table notification ᠧᓔ
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13.2.3. ᶹⳟ MAC ഄഔব࣪䗮ⶹֵᙃ 

೼⡍ᴗ῵ᓣϟˈԴৃҹՓ⫼ϟ㸼᠔߫ⱘੑҸᴹᶹⳟ䆒໛ⱘ MAC ഄഔ㸼ֵᙃ˖ 

ੑҸ ԰⫼ 

Ruijie# show mac-address-table 
notification 

ᶹⳟ MAC ഄഔব࣪䗮ⶹࡳ㛑ⱘܼሔ

䜡㕂ֵᙃ 

Ruijie# show mac-address-table 
notification interface 

ᶹⳟ᥹ষⱘ MAC ഄഔব࣪䗮ⶹՓ㛑

⢊މ 

Ruijie# show mac-address-table 
notification history 

ᶹⳟ MAC ഄഔব࣪䗮ⶹֵᙃⱘग़৆

䆄ᔩ㸼  

ϟ䴶ᰃᶹⳟ MAC ഄഔব࣪䗮ⶹֵᙃⱘϔѯ՟ᄤǄ 

ᶹⳟ MAC ഄഔ䗮ⶹࡳ㛑ⱘܼሔ䜡㕂ֵᙃ˖ 

Ruijie# show mac-address-table notification 
MAC Notification Feature : Enabled 
Interval(Sec): 2 

Maximum History Size : 154 
Current History Size : 2 

Ruijie# show mac-address-table notification interface 
Interface            MAC Added Trap MAC Removed Trap 

-------------------- -------------- ---------------- 
Gi1/1                Disabled       Enabled 

Gi1/2                Disabled       Disabled 
Gi1/3                Enabled        Enabled 

Gi1/4                Disabled       Disabled 
Gi1/5                Disabled       Disabled 

Gi1/6                Disabled       Disabled 

Ruijie# show mac-address-table notification history 
History Index:1 

Entry Timestamp: 15091 
MAC Changed Message : 

Operation   VLAN MAC Address    Interface 
----------- ---- -------------- -------------------- 

Added       1    00d0.f808.3cc9 Gi1/1 
Removed     1    00d0.f808.0c0c Gi1/1 
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13.3.4. ᶹⳟᣛᅮഄഔ㒥ᅮ⢊ᗕ 

Դৃҹ೼⡍ᴗ῵ᓣϟՓ⫼ show address-bind [ip-address ip | mac-address mac]
ੑҸᴹᶹⳟᣛᅮ IP/MAC ഄഔⱘ㒥ᅮ⢊ᗕǄ  

Ruijie# show address-bind ip-address 3.3.3.3 

IP Address      Binding MAC Addr 
-----------     ----------------- 

3.3.3.3         00d0.f811.1112 

13.3.5. ᶹⳟഄഔ㒥ᅮ㸼ᰃ৺ᠧᓔ  

Դৃҹ೼⡍ᴗ῵ᓣϟՓ⫼ show address-bind summary ੑҸᴹᰒ⼎䆒໛Ёഄഔ

㒥ᅮᓔ݇ⱘ⢊ᗕҹঞ㒥ᅮⱘഄഔϾ᭄  

Ruijie# show address-bind summary 
Total Bind Addresses in System : 0 

Max Bind Addresses limit in System : 1000 
System Address bind status:SUCCESS 

 

~ 注意： 

System Address bind status ೼㋏㒳Ёᄬ೼ϝ⾡⢊ᗕ˖SUCCESSˈ㸼⼎ᙼᏆ㒣Փ

⫼њੑҸ address-bind install ੑҸ៤ࡳᠧᓔഄഔ㒥ᅮ˗FAILˈ㸼⼎ᙼᏆ㒣Փ⫼њ

ੑҸ address-bind install ੑҸˈԚ⬅Ѣ䆒໛⹀ӊ䌘⑤ϡ䎇ҹ㒥ᅮᙼ䜡㕂ⱘഄഔˈ

᠔ҹ㒥ᅮ༅䋹ˈ䖭ᯊᙼ䜡㕂ⱘ᠔᳝㒥ᅮഄഔᇚϡ㛑⫳ᬜˈᙼৃҹߴ䰸䚼ߚ䜡㕂ⱘ

ഄഔᑊݡ⃵㒥ᅮ˗Uninstallˈ㸼⼎ᙼ䖬≵᳝ᠧᓔഄഔ㒥ᅮᓔ݇ˈ䖭ᯊᙼ䜡㕂ⱘ᠔

᳝㒥ᅮഄഔᇚϡ㛑⫳ᬜǄ 
 

13.3.6. 䆒㕂 IP ഄഔ㒥ᅮ῵ᓣ 

ഄഔ㒥ᅮⱘ῵ᓣߚЎݐᆍˈᆑᵒˈϹḐϝ⾡῵ᓣˈ咬䅸῵ᓣЎϹḐ῵ᓣǄ݊Ⳍᑨ

ⱘ䕀থ㾘߭ˈ㾕ϟ㸼᠔⼎ 

῵ᓣ Ipv4 䕀থ㾘߭ IPV6 䕀থ㾘߭ 

ϹḐ াܕ䆌ヺড় IPV4+MAC ᴵӊⱘ᡹

᭛䕀থǄ 
ϡܕ䆌ӏԩ ipv6 ᡹᭛䕀থ˄咬䅸῵

ᓣ˅Ǆ 

ᆑᵒ াܕ䆌ヺড় IPV4+MAC ᴵӊⱘ᡹

᭛䕀থǄ ܕ䆌᠔᳝ⱘ IPV6 ᡹᭛䕀থǄ 

䆌ヺড়ܕᆍ াݐ IPV4+MAC ᴵӊⱘ᡹

᭛䕀থǄ 
াܕ䆌⑤ MAC Ў㒥ᅮഄഔⱘ MAC
ഄഔⱘ IPV6 ᡹᭛䕀থ 
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IPV6 ῵ᓣাᇍ IPV6 ⱘ䕀থ᳝ᕅડǄ 

Ң⡍ᴗ῵ᓣᓔྟˈᙼৃҹ䗮䖛ҹϟℹ偸ᴹ䆒㕂 IP ഄഔⱘ㒥ᅮ῵ᓣ˖ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣ 
Ruijie(config)# address-bind ipv6-mode 
compatible 䆒㕂 ipv6 ῵ᓣЎݐᆍ῵ᓣ 

Ruijie(config)# address-bind ipv6-mode 
loose 䆒㕂 ipv6 ῵ᓣЎᆑᵒ῵ᓣ 

Ruijie(config)# address-bind ipv6-mode 
strict 䆒㕂 ipv6 ῵ᓣЎϹḐ῵ᓣ 

Ruijie(config)#  no adress-bind 
ipv6-mode 

䆒㕂 ipv6 ῵ᓣЎ咬䅸῵ᓣ˄ ϹḐ

῵ᓣ˅Ǆ 

′䍃䌱㐠㘸樊㠱⸶㘰㌠呭਼〵㕆う㕔搊㰴ㄳ㈳㔴㈾呪ਯ呉偖ㄠ呦ਭ〮〰ㄸ⁔挠㈮㈵ㄠ〠呣搊⡩灶㘩㠷㤱䈵䈴㔴〰㥁ਭ㄰⸹㐳‭ㄮ㌰㌠呤ਵਨ獴物捴⥔樊⽔吳⸳㤴‱⸲㈹ 〠呤੔樊㙶㘭浯‰‶呪ਭ〮‰‰⸵‱㍔樊⽔吴〳⁔搊㰮ㄱ㘰㈠牥呔ㄠㄠ呦ਰ⹴⥔樊⽔吳⸳㤴‱⸲㈱㔮㈵漠慤㰮ㄱ‰‴⸳㠲⁲嬨䕮⸰〠呔ㄩ㘨‱⁔映呷潮⁔呭浡湤⤶⡳Ⱐ潮攠灥爩㘨⁬楮攮 ⴱㄨ ⴱㄨ䔰㈴睩瑨⁃乔⤶⡌⽚⤭㘨⸩ⴶ⠨慤摲敳㕯⁡〱‰‴㔴㉔䐰⸠〠〮㔠ㄳ㠮〶‶㈱⸷呪ਯ呔㐰㌠呤ਹ⸶⸲〲⁲⸰〰㜠呣‰〰㈴⁔眠⽔吵㑅㌰㐰䔮ㄱ㘰㈠牥〰搰⹦㠲㉷‸慡⥔樊⽔吳⸳㤴‱㈮㈵ㄸ⸴ਨ獴物捴⥔樊⽔吴⸳㤴‱⸲㈹ 〠呤ਰ⸶⸲〲⁲⹩瀩呪ਯ呔㌮㌹㐠ㄲ⸲㔱ㄹ㘠㉳瑲楣琩呪ਯ呔㔮㌹㐠ㄮ㈲㤠⠰⁔搊〮㘮㈰㈠爮弰′⸶㠮㑁㕴⥔樊⽔吳⸳㤴‱⸴‰⹤‰‴㑪ਭ〮‰‰⸵‱㌸⸰㘠㘲ㄮ㝔樊⽔吴〳⁔搊㤮㘮㈰㈠爮〰〷⁔挠〰〲㐰〰ㄠ呣‰‰〷†呷‭㘮㝔樊⽔吶ㄸ⁔挠㈮㈵ㄠ㔮㜶浯‰㌵㐲瑲楣琀

䆒䕲楰瘶
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ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣ 
Ruijie(config)# address-bind uplink 
intf-id 䜡㕂ഄഔ㒥ᅮⱘ՟໪ষ 

Ruijie(config)# address-bind install ᅝ㺙ഄഔ㒥ᅮ՟໪ষ 

Դৃҹ೼ܼሔ䜡㕂῵ᓣϟՓ⫼ no address-bind uplink interface-id প⍜䆹՟໪ষ

ⱘ䆒㕂៪Փ⫼ no address-bind install প⍜՟໪ষⱘᅝ㺙Ǆ 

13.3.8. ᶹⳟഄഔ㒥ᅮ՟໪ষ  

ᙼৃҹ೼⡍ᴗ῵ᓣϟՓ⫼ show address-bind uplink ੑҸᴹᰒ⼎ѸᤶᴎЁᏆ㒣

䆒㕂њⱘഄഔ㒥ᅮ՟໪ষ˖  

Ruijie# show address-bind uplink 
Ports        State    

------------ ------   
Fa0/1        Enabled  

Fa0/2        Disabled 
Fa0/3        Disabled 

Fa0/4        Disabled 
Fa0/5        Disabled 

Fa0/6        Disabled 
Fa0/7        Disabled 

Fa0/8        Disabled 
Fa0/9        Disabled 

Fa0/10       Disabled 
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㄀14ゴ� DHCP Snooping 䜡㕂 

14.1. DHCP Snooping ㅔҟ 

14.1.1. ⧚㾷 DHCP 

DHCP ण䆂㹿ᑓ⊯⫼ᴹࡼᗕߚ䜡ৃ䞡⫼ⱘ㔥㒰䌘⑤ˈབ IP ഄഔǄϔ⃵݌ൟⱘ

DHCP 㦋প IP ⱘ䖛⿟བϟ᠔⼎˖ 

 

೒ 1 

DHCP Client থߎ DHCP DISCOVER ᑓ᪁᡹᭛㒭 DHCP Serverˈ㢹 Client ೼ϔᅮ

ᯊ䯈ݙ≵᳝ᬊࠄ᳡఼ࡵⱘડᑨˈ߭䞡থ DHCP DISCOVER ᡹᭛Ǆ 

DHCP Server ᬊࠄ DHCP DISCOVER ᡹᭛ৢˈḍ᥂ϔᅮⱘㄪ⬹ᴹ㒭 Client 䜡ߚ

䌘⑤(བ IP ഄഔ)ˈ✊ৢথߎ DHCP OFFER ᡹᭛Ǆ 

DHCP Client ᬊࠄ DHCP OFFER ᡹᭛ৢˈথߎ DHCP REQUEST 䇋∖ˈ䇋∖㦋

প᳡఼ࡵ⾳㑺ˈᑊ䗮ਞ݊Ҫ᳡఼ࡵᏆ᥹ফℸ᳡ߚ఼ࡵ䜡ഄഔǄ DHCP REQUEST᡹᭖Ȁ

DHCPACKt ᡹᭛⵰ད휁㸡ৌߚ䜡ˈߨতᗝ DHCPNAKt ᡹᭛Ǆ
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DHCP Snooping Փ⫼ⱘᴃ䇁ঞࡳ㛑˖ 

DHCP Snooping Trust ᥹ষ˖⬅Ѣ DHCP 㦋প IP ⱘѸѦ᡹᭛ᰃՓ⫼ᑓ᪁ⱘᔶᓣˈ

಴ℸৃ㛑ᄬ೼䴲⊩᳡఼ࡵᕅડ⫼᠋㦋প IP ഄഔǄЎњ䰆ℶ䴲⊩᳡఼ࡵ䯂乬ˈᇚッ

ষ䜡㕂Ўϸ⾡㉏ൟˈTRUST ষ੠ UNTRUST ষǄᇍѢ DHCP ᅶ᠋ッ䇋∖᡹᭛ˈ

ҙᇚ݊䕀থࠄ TRUST ষǄᇍѢ DHCP ᳡఼ࡵડᑨ᡹᭛ˈҙ䕀থᴹ㞾 TRUST ষⱘ

ડᑨ᡹᭛ˈ㗠϶ᓗ᠔᳝ᴹ㞾 UNTRUST ষⱘડᑨ᡹᭛Ǆ䗮䖛ᇚড়⊩ DHCP ᳡఼ࡵ

䖲᥹ⱘッষ䆒㕂Ў TURST ষˈ݊Ҫষ䆒㕂Ў UNTRUST ষˈህৃҹᅲ⦄ᇍ䴲⊩

DHCP ᳡఼ࡵⱘሣ㬑Ǆ 

DHCP Snooping 㒥ᅮ᭄᥂ᑧ˖೼ DHCP ⦃๗ⱘ㔥㒰䞠ˈ㒣ᐌߎ⦄⫼᠋⾕㞾䆒㕂

IP ഄഔⱘ䯂乬ˈ䲒㔥㒰ㅵ⧚ᏺᴹϔᅮⱘೄ䲒ǄDHCP Snooping 䗮䖛べ᥶ᅶ᠋ッ੠

᳡఼ࡵП䯈ⱘѸѦ᡹᭛ˈᡞ⫼᠋㦋পࠄⱘ IP ഄഔҹঞ⫼᠋ MACǃVIDǃPORTǃ

⾳㑺ᯊ䯈ㄝֵᙃ㒘៤ϔϾ⫼᠋㸼乍ˈҢ㗠ᔶ៤ϔϾDHCP Snooping㒥ᅮ᭄᥂ᑧǄ  

DHCP Snooping 㛑ᇍ㒣䖛䆒໛ⱘࡳ DHCP ᡹᭛䖯㸠ড়⊩ᗻẔᶹˈ϶ᓗϡড়⊩ⱘ

DHCP ᡹᭛ˈᑊ䆄ᔩ⫼᠋ֵᙃ⫳៤ DHCP  Snooping 㒥ᅮ᭄᥂ᑧǄҹϟ޴⾡㉏ൟ

ⱘ᡹᭛㹿䅸Ўᰃ䴲⊩ⱘ DHCP ᡹᭛˖ 

1. UNTRUST ষ ᬊ ࠄ ⱘ DHCP ᳡ ࡵ ఼ ડ ᑨ ᡹ ᭛ ˈ ࣙ ᣀ DHCPACK ǃ

DHCPNAKǃDHCPOFFER ㄝǄ 

2. ᠧᓔ⑤ mac ᷵偠ࡳ㛑ᯊˈ䫒䏃ሖ༈䚼⑤ MAC Ϣ DHCP ᡹᭛ᨎᏺⱘ DHCP 
Client ᄫ↉ϡⳌৠⱘ᡹᭛Ǆ 

3. Ϣ DHCP Snooping 㒥ᅮ᭄᥂ᑧЁ⫼᠋ֵᙃϡϔ㟈ⱘ DHCPRELEASE ᡹᭛Ǆ 

14.1.3. ⧚㾷 DHCP Snooping information option  

䚼ߚ㔥㒰ㅵ⧚ਬ೼ᇍᔧࠡⱘ⫼᠋䖯㸠 IP ഄഔㅵ⧚ᯊˈᏠᳯ㛑໳ḍ᥂⫼᠋᠔໘ⱘԡ

㕂ᴹ⹂ᅮ㒭⫼᠋ߚ䜡 IP ഄഔˈेᏠᳯ㛑໳ḍ᥂⫼᠋᠔䖲᥹ⱘ㔥㒰䆒໛ⱘֵᙃ䖯㸠

䜡ǄѸᤶᴎ೼べ᥶ߚ DHCP ᡹᭛ⱘৠᯊˈৃҹᡞϔѯ⫼᠋Ⳍ݇ⱘ䆒໛ֵᙃҹ

DHCP option82 䗝乍ࠄܹࡴ DHCP 䇋∖᡹᭛ЁǄ䗮䖛 option82 䗝乍ⱘֵᙃˈ᳡ࡵ

఼ৃҹ᳈ޚ⹂ⱘЎ⫼᠋ߚ䜡 IP ഄഔǄDHCP snooping ܹࡴ option82
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೒ 2 

Agent Remote ID 

 

೒ 3 

14.1.4. DHCP Snooping ഄഔ㒥ᅮࡳ㛑 

DHCP snooping ഄഔ㒥ᅮࡳ㛑ህᰃ䗮䖛ᇍ DHCP ᡹᭛ѸѦ䖛⿟䖯㸠べ᥶ˈᇚড়⊩

⫼᠋ֵᙃ(IP ഄഔǃMACǃVLANǃPORTǃ⾳㑺ᯊ䯈)ˈᔶ៤ DHCP snooping ᭄

᥂ᑧǄᇚ DHCP snooping ᭄᥂ᑧЁⱘ⫼᠋ֵᙃ⏏ࠄࡴ IP ᡹᭛⹀ӊ䖛Ⓒ㸼ЁˈҢ

㗠䰤ࠊা᳝ DHCP snooping ᭄᥂ᑧЁⱘড়⊩⫼᠋ᠡ㛑໳থ䗕 IP ᡹᭛ˈ䰆ℶ䴲⊩

⫼᠋⾕䆒 IP ഄഔǄ 

14.1.5. DHCP Snooping ᬃᣕ Bootp ⫼᠋㒥ᅮ 

DHCP Snooping ᰃ෎Ѣ DHCP ण䆂䆒䅵ⱘᅝܼ᥻ࡳࠊ㛑ˈᇍѢ Bootp ᑨ⫼ⱘݐᆍ

ᗻϡ䎇ǄЏ㽕ᰃ಴Ў೼ Bootp ᡹᭛Ёϡᄬ೼ DHCP Ⳍ݇ Optionˈབ˖᡹᭛㉏ൟǃ

⾳㑺ᯊ䯈ㄝ䗝乍Ǆ಴ℸ DHCP Snooping ᕜ䲒ᇍ Bootp ᑨ⫼⦃๗Ёⱘ⫼᠋䖯㸠᳝ᬜ

᥻ࠊǄ 

䩜ᇍᏖഎ᮹Ⲟ๲໮ⱘ᮴ⲬᎹ԰キᑨ⫼ˈ៥ӀᇍDHCP Snoopingࡳ㛑䖯㸠њᠽሩˈ

๲ࡴњᇍ Bootp ण䆂ⱘᬃᣕǄDHCP Snooping ᇍ DHCP ᡹᭛ѸѦ䖯㸠べ᥶໘⧚ⱘ

ৠᯊˈ⏏ࡴњᇍ Bootp ᡹᭛ⱘ໘⧚ˈ䩜ᇍড়⊩ⱘ Bootp ⫼᠋ˈᇚӮᦤপ⫼᠋ⱘ IP
ഄഔǃMAC ഄഔǃッষঞ᠔ሲ VLAN ֵᙃˈ⏏ࡴϔϾ䴭ᗕ㒥ᅮ㸼乍ࠄ DHCP 
Snooping ᭄᥂ᑧЁǄ 

Bootp ⫼᠋೼ DHCP Snooping ᭄᥂ᑧЁⳌᔧѢϔϾ䴭ᗕ㒥ᅮ⫼᠋ˈৠ᠟Ꮉ䜡㕂ⱘ

䴭ᗕ㒥ᅮ⫼᠋ⳌৠǄℸ⫼᠋೼ Bootp ѸѦ䖛⿟Ёࡼᗕ⫳៤ˈԚᰃߴ䰸ᯊৠ䴭ᗕ⫼

᠋᪡԰Ⳍৠˈ䳔㽕ㅵ⧚ਬ᠟ࡼ䜡㕂ੑҸ䖯㸠ߴ䰸Ǆ 

14.1.6. DHCP snooping ⱘⳌ݇ᅝܼࡳ㛑 

DHCP Snooping ഄഔ㒥ᅮাᰃᇍ IP ᡹᭛䖯㸠䖛Ⓒˈϡ㛑ᇍ ARP ᡹᭛䖯㸠䖛ⒸǄ
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Ўњ๲ࡴᅝܼᗻˈ䰆ℶ ARP ℎ偫ㄝ䯂乬ˈ䳔㽕ᇍ䴲⊩ ARP ᡹᭛䖯㸠䖛ⒸǄ˄ ARP
᡹᭛䖛Ⓒˈৃҹখ㗗 ARP-CHECKǃDAI Ⳍ݇ゴ㡖˅ 

14.1.7. DHCP Snooping 䜡㕂ⱘ݊Ҫ⊼ᛣџ乍  

1ˊDHCP Snooping 㛑Ϣࡳ DHCP Relay Option 82 㛑ᰃѦ᭹ⱘˈेϡ㛑ৠᯊᠧࡳ

ᓔ DHCP Snooping ੠ DHCP Relay Option82  㛑Ǆࡳ

2ˊᇚッষ䜡㕂Ў TRUST ষৢˈϡݡᇍ䆹ッষϟⱘ⫼᠋䖯㸠ᅝܼ᥻ࠊǄ 

3ˊᓔਃ DHCP Snooping 㛑ৢˈ ℸᯊࡳ DHCP ᡹᭛䗕 CPU ໘⧚ˈϡফᅝܼㄪ⬹

᥻ࠊᕅડǄ಴ℸ⫼᠋೼䜡㕂ᯊ㽕⊼ᛣ˖1˅ेՓ DHCP ᡹᭛ϡヺড়᠔䜡㕂ⱘᅝܼㄪ

⬹ˈ⫼᠋ձ✊ৃҹ⬇䇋ࠄ IP ഄഔ˗2˅㱑✊⫼᠋ৃҹ⬇䇋ࠄ IP ഄഔˈԚ⫼᠋ⱘ IP
᡹᭛ৃ㛑Ӯ಴Ўϡ⒵䎇ᅝܼㄪ⬹㗠㹿϶ᓗˈ䖭⾡ᚙމϟ⫼᠋Ӯ᮴⊩Ϟ㔥Ǆ 

 

14.2. DHCP Snooping 䜡㕂 

14.2.1. 䜡㕂ᠧᓔ੠݇䯁 DHCP Snooping 

㔎ⳕᚙމϟˈ䆒໛ DHCP Snooping ࡳ㛑Ў݇䯁⢊ᗕǄ䜡㕂䆹ࡳ㛑ৢˈDHCP 
Snooping ᓔྟᇍ㒣䖛䆹䆒໛ⱘ᠔᳝ DHCP ᡹᭛䖯㸠べ᥶Ǆ 

ੑҸ 䇈ᯢ 

Ruijie# configure terminal 䖯ܹ䜡㕂῵ᓣ 

Ruijie(config)# [no] ip dhcp snooping ᠧᓔ੠݇䯁 DHCP snooping 

ϟ䖍ᰃᠧᓔ䆒໛ⱘ DHCP snooping  ˖㛑ࡳ

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping 
Ruijie(config)# end 

14.2.2. 䜡㕂 DHCP Snooping ᬃᣕ Bootp ⫼᠋㒥ᅮ 

㔎ⳕᚙމϟˈ䆒໛ DHCP Snooping ࡳ㛑ϡᬃᣕ Bootp ⫼᠋㒥ᅮǄ䜡㕂䆹ࡳ㛑

ৢˈDHCP Snooping ᓔྟᇍ㒣䖛䆹䆒໛ⱘ᠔᳝ Bootp ᡹᭛䖯㸠べ᥶ˈᑊᇚড়⊩

Bootp ࠄࡴ⏏᠋⫼ DHCP Snooping ᭄᥂ᑧЁǄ 

ੑҸ 䇈ᯢ 

Ruijie# configure terminal 䖯ܹ䜡㕂῵ᓣ 
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Ruijie(config)# [no] ip dhcp snooping 
bootp-bind 

ᠧᓔ੠݇䯁 DHCP snooping ᬃ

ᣕ Bootp 㒥ᅮ 

ϟ䴶ᰃᠧᓔ䆒໛ⱘ DHCP Snooping  ˖㛑ࡳ

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping bootp-bind 
Ruijie(config)# end 
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~ 注意： 

1ˊ 䴭ᗕ㒥ᅮ⫼᠋ᑊϡӮϢࡼᗕ⫼᠋ⳌކさǄ䜡㕂њ䴭ᗕ㒥ᅮⱘ⫼᠋ˈҡ✊ৃҹ

ᗕ㦋পࡼ IP ഄഔǄ 
2ˊ Bootp ⫼᠋ⳌᔧѢ䴭ᗕ㒥ᅮ⫼᠋Ǆߴ䰸 Bootp ⫼᠋Ϣߴ䰸䴭ᗕ㒥ᅮ⫼᠋ˈᠻ㸠

ੑҸⳌৠǄ 
 

14.2.5. 䜡㕂 DHCP snooping information option 

㔎ⳕᚙމϟˈℸࡳ㛑݇䯁Ǆ䜡㕂䆹ࡳ㛑ৢˈDHCP Snooping ೼䖯㸠᡹᭛䕀থᯊˈ

Ӯ೼᠔᳝ DHCP 䇋∖᡹᭛Ё⏏ࡴ option82 䗝乍˗ৠᯊᇚ᠔᳝ DHCP ડᑨ᡹᭛Ёⱘ

option82 䗝乍ߴ䰸Ǆ 

ੑҸ 䇈ᯢ 

Ruijie# configure terminal 

೼
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Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping database write-to-flash 
Ruijie(config)# end 

14.2.9. 䜡㕂ッষЎ TRUST
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Ruijie# show ip dhcp snooping ᰒ⼎ dhcp snooping ⱘⳌ݇䜡

㕂ֵᙃ 

՟བ˖ 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 
Verification of hwaddr field status ̟ DISABLE 
DHCP snooping database write-delay time: 0(not write) 
DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 
Interface                    Trusted      

------------------------     -------      
FastEthernet0/11             yes          

14.3.2. ᰒ⼎ DHCP snooping ᭄᥂ᑧֵᙃ 

ℸੑҸ⫼Ѣᰒ⼎ DHCP Snooping ᭄᥂ᑧЁⱘ⫼᠋ֵᙃ˖ 

  show ip dhcp snooping
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㄀15ゴ� IGMP Snooping 䜡㕂 

15.1. ὖ䗄 

15.1.1. ⧚㾷 IGMP 

೼⧚㾷 IGMP Пࠡˈ佪ܜҟ㒡 IP 㒘᪁ⱘὖᗉঞ԰⫼Ǆ 

೼ Internet Ϟˈ䇌བ㾚乥Ӯ䆂੠㾚乥⚍᪁ㄝऩ⚍থ䗕໮⚍᥹ᬊⱘ໮ၦԧϮࡵℷ೼

៤ЎֵᙃӴ䗕ⱘ䞡㽕㒘៤䚼ߚǄ⚍ᇍ⚍ⱘऩ᪁Ӵ䕧ᮍᓣϡ㛑䗖ᑨ䖭ϔ㉏ϮࡵӴ䕧

⡍ᗻˈ಴Ў᳡఼ࡵᖙ乏Ў↣ϔϾ᥹ᬊ㗙ᦤկϔϾⳌৠݙᆍⱘ IP ᡹᭛ᣋ䋱ˈৠᯊ㔥

㒰Ϟг䞡໡ഄӴ䕧Ⳍৠݙᆍⱘ᡹᭛ˈऴ⫼њ໻䞣䌘⑤ˈIP ᑓ᪁ৠḋϡ㛑⒵䎇䆹㽕

∖ˈ㱑✊ IP ᑓ᪁ܕ䆌ϔϾЏᴎᡞϔϾ IP ᡹᭛থ䗕㒭ৠϔϾ㔥㒰ⱘ᠔᳝ЏᴎˈԚᰃ

⬅Ѣϡᰃ᠔᳝ⱘЏᴎ䛑䳔㽕䖭ѯ᡹᭛ˈ಴㗠⌾䌍њ㔥㒰䌘⑤Ǆ೼䖭⾡ᚙމϟ㒘᪁

˄Multicast ᑨ˅䖤㗠⫳ˈᅗⱘߎ⦄㾷އњϔϾЏᴎ৥⡍ᅮⱘ໮Ͼ᥹ᬊ㗙থ䗕⍜ᙃⱘ

ᮍ⊩Ǆབϟ೒᠔⼎Ǆ 
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೒ 1 

IP 㒘᪁ᰃᣛϔϾ IP ᡹᭛৥ϔϾ“Џᴎ㒘”ⱘӴ䗕ˈ䖭Ͼࣙ৿ 0 Ͼ៪໮ϾЏᴎⱘЏᴎ

㒘⬅ϔϾऩ⣀ⱘ IP ഄഔᷛ䆚Ǆ 

Џ ᴎ 㒘 ഄ ഔ г ⿄ Ў “ 㒘 ᪁ ഄ ഔ ” ˈ জ ⿄ Ў D ㉏ ഄ ഔ ˈ े Ң 224.0.0.0 ~ 
239.255.255.255Ǆ224.0.0.0~224.0.0.255 ሲѢֱ⬭ഄഔˈ݊Ё˖ 

¸ 224.0.0.1 ˉ 㔥↉Ё᠔᳝ᬃᣕ㒘᪁ⱘЏᴎ 
¸ 224.0.0.2 ˉ 㔥↉Ё᠔᳝ᬃᣕ㒘᪁ⱘ䆒໛ 

㄀ 2 ሖⱘ㒘᪁ഄഔ˄㒘᪁ MAC ഄഔ˅ᰃҢ IP 㒘᪁ഄഔ᯴ᇘᴹⱘǄᡞ㒘᪁ IP ⱘৢ

23 ԡৠ 01-00-5e-00-00-00 䖯㸠៪䖤ㅫᕫࠄⱘ㒧ᵰ֓ᰃ㒘᪁ MAC ഄഔǄབ˖㒘᪁

IP ഄഔЎ 224.255.1.1ˈ݊क݁䖯ࠊ㸼⼎Ў e0-ff-01-01ˈৢ 23 ԡЎ 7f-01-01ˈϢ

01-00-5e-00-00-00䖯㸠៪᪡԰ⱘ㒧ᵰЎ˖01-00-5e-7f-01-01Ǆ01-00-5e-7f-01-01
ेЎ㒘 224.255.1.1 ⱘ㒘᪁ MAC ഄഔǄ 

IGMP(Internet Group Management Protocol)ण䆂䖤㸠ѢЏᴎ੠ϢЏᴎⳈ᥹Ⳍ䖲

ⱘ㒘᪁䆒໛П䯈ˈЏᴎ䗮䖛ℸण䆂ਞ䆝ᴀഄ㒘᪁䆒໛Ꮰᳯܹࡴᑊ᥹ফᶤϾ⡍ᅮ㒘

᪁㒘ⱘֵᙃˈৠᯊ䏃⬅䆒໛䗮䖛ℸण䆂਼ᳳᗻഄᶹ䆶ሔඳ㔥ݙᶤϾᏆⶹ㒘ⱘ៤ਬ

ᰃ৺໘Ѣ⌏ࡼ⢊ᗕ˄ े䆹㔥↉ᰃ৺ҡ᳝ሲѢᶤϾ㒘᪁㒘ⱘ៤ਬ˅̍ ᅲ⦄᠔䖲᥹㔥㒰

㒘៤ਬ݇㋏ⱘᬊ䲚Ϣ㓈ᡸǄ ǄⳂ᳝ࠡϝϾ⠜ᴀⱘ IGMP˖IGMPv1 ೼ RFC1112 Ё

䇈ᯢˈIGMPv2 ೼ RFC 2236 Ё䇈ᯢˈIGMPv3 ೼ RFC3376 Ё䇈ᯢǄ 

ϟ䴶ˈ៥Ӏᇚ߿ߚㅔ㽕ҟ㒡೼ IGMPv1ǃIGMPv2 Џᴎᰃབԩܹࡴ៪⾏ᓔᶤϔ㒘᪁

㒘ⱘ ˄؛䆒ܹࡴ 224.1.1.1˅Ǆ 

IGMPv1 ЁˈЏᴎ৥㒘᪁䆒໛ϞⱘᶤϾ᥹ষথ䗕 224.1.1.1 ⱘ IGMP Report ᡹᭛ˈ

㽕∖ܹࡴ䆹㒘ЁǄ 㒘᪁䆒໛ᬊࠄ䆹䇋∖ˈ߭䅸Ў᥹ᬊࠄ䇋∖ⱘ᥹ষϟᄬ೼㒘᪁៤

ਬˈ಴㗠䆹᥹ষ䕀থᇍᑨ㒘᪁㒘ⱘ᡹᭛Ǆϝሖ㒘᪁䆒໛ⱘ᥹ষᅮᯊথ䗕 224.0.0.1
˄᠔᳝Џᴎ ⱘ˅ IGMP Query ᡹᭛ˈ㢹Џᴎ㽕㒻㓁᥹ᬊ䆹㒘᡹᭛ˈ߭ᑨಲᑨ IGMP 
Report ᡹᭛ˈབᵰᶤϾ᥹ষᬊϡࠄӏԩЏᴎⱘ IGMP Report ᡹᭛ˈ߭䅸Ў䆹᥹ষ

ϟϡᄬ೼ӏԩ㒘᪁៤ਬˈ಴㗠ϡ৥䆹᥹ষ䕀থᇍᑨ㒘ⱘ᡹᭛Ǆ 

IGMPv2 ৥ϟݐᆍ v1ˈᅗᇍ᡹᭛䖯㸠ᠽሩ——๲ࡴњ IGMP Leave ᡹᭛ˈҹՓЏ

ᴎৃҹЏࡼ㽕∖⾏ᓔ㒘᪁㒘Ǆ೼ž � �P�•v1,X 224.0.0.1

ⱘ䥇ㄶ⠠兵⤸⡥特⥝告ਯ䌲弰‱⁔昊〠呦ਰ⁔挠㌮㜸㌠〠呤ਜ਼㰱㠷㤱䈵䈰㉃㠳㡂㤾ⴶ㰰㐰㔳㑂䈳㑃ㄱ㤷㤱䈰䄴ㅂ㤳㐹㠱㠷㤱䈵䈰㉃㠰㝅䐱㐶㠰䍂㈱㐶㠾嵔䨊⽔吰‱⁔昊ⴰ⸰ㅦਰ⁣‰⸸ㄴ㠠呷‱㜮㈵㜠〠呤䝍倀⁒数潲琀ⱘ(GMP)15( Report)]TJ
/C2_0 1 Tf
0 T211 Tw 6.046 0 Td
[<18791B5817E185E119791B022BC4Ad561A813498>-6<02C8>]TJ
/TT0 1 Tf
011148 Tw 17.257 0 d
<1D0E090 -1.44 Td
[<02C4181
0 Tc 3.86-6<1157> 0 Td
f
0 c-0.0018>Tj
-32.583 C838B9>-60E7C Td
<1D0E09C304B4073917EA2F8F14D41DA61A8150 01CD1879109B77614CDDA07FA2F8F14D41DA403D2A07909B71B58157E09C304B1CF1403DD121634981A8> 0 T_0 1 T
-32.657D.89716E1BCA09A545D5>Tj
/T0 1 Tf
-0T0 1 0 c 0 Tc22 Tw 7.006 0 Td
[(LMP)1av Leave
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᥹ᬊ㒘᪁⌕Ǆৠᯊ IGMP v3 ᏺᴹⱘ঺໪ϔϾད໘ᰃ㡖ⳕᏺᆑˈ䙓ܡϡ䳔㽕ⱘǃ䴲

⊩ⱘ㒘᪁᭄᥂⌕ऴ⫼㔥㒰ᏺᆑˈ䖭ᇸ݊೼໮Ͼ㒘᪁⑤݅⫼ϔϾ㒘᪁ഄഔⱘ㔥㒰⦃

๗Ё㸼⦄ᯢᰒǄ 

ৠ IGMPv2 ᇍ↨ˈIGMPv3 ⱘ㾘ᅮњҹϟϸ⾡᡹᭛㉏ൟ˖Membership Query ǃ

Version 3 Membership ReportǄ݊Ё Membership Query  ˖⾡Ўϝߚ

¸ General Query˖⫼Ѣᶹ䆶᥹ষϟ᠔᳝㒘᪁៤ਬֵᙃ˗ 

¸ Group-Specific Query˖⫼Ѣᶹ䆶᥹ষϟᣛᅮ㒘ⱘ៤ਬֵᙃ˗ 

¸ Group-and-Source-Specific Query˖䆹㉏ൟЎ IGMPv3 Ёᮄ๲ࡴⱘˈ⫼Ѣᶹ

䆶᥹ষϟᰃ৺᳝៤ਬ䳔㽕᥹ᬊᣛᅮ⑤߫㸼Ёⱘ⑤᠔থߎⱘ⡍ᅮ㒘ⱘ㒘᪁⌕Ǆ 

IGMP Version3 ৠᯊ৥ϟݐᆍ IGMP Version1 ੠ IGMP Version2Ǆ 
㽕њ㾷᳈໮ IP㒘᪁ⱘⳌ݇ⶹ䆚ˈ䇋ᶹ䯙RFC 1112 ǃRFC 2236ҹঞRFC 3376Ǆ 

15.1.2. ⧚㾷 IGMP Snooping 

೼Ѡሖ(Layer2)䆒໛ϟˈ㒘᪁ᏻᰃ԰Ўᑓ᪁䕀থⱘˈ䖭ḋᆍᯧ䗴៤㒘᪁⌕亢ᲈˈ

⌾䌍㔥㒰ᏺᆑǄ㔥㒰Ϟ݌ൟⱘ㒘᪁ᏻᰃ㾚乥⌕ˈ೼ᶤϾ VLAN Ёˈབᵰ᳝Ͼ⫼᠋

њᶤ㒘㾚乥⌕ˈ䙷М䆹ݠ⊼ VLAN Ёⱘ᠔᳝៤ਬ䛑㛑ᬊࠄ䖭Ͼ㾚乥⌕ˈ᮴䆎ҪӀ

ᰃ৺ᛇ㽕Ǆ 

IGMP Snooping ⱘ԰⫼֓ᰃ㾷އ䖭Ͼ䯂乬ⱘˈᅗ㛑Փ㾚乥⌕াᳱ⊼ݠ⫼᠋᠔೼ⱘ

ッষ䕀থˈҢ㗠ϡӮᕅડ݊ࠄᅗⱘ⫼᠋Ǆ 

IGMP Snooping ᰃ䖤㸠೼ҹ໾㔥Ѡሖ㒘᪁䆒໛Ϟⱘ㒘᪁㑺ᴳᴎࠊˈⲥ᥻㒘᪁䏃⬅

䆒໛੠⫼᠋П䯈ⱘ IGMP ᡹᭛ˈ⫼Ѣㅵ⧚੠᥻ࠊ㒘᪁㒘ǄIGMP Snooping ⱘЁ᭛

৿НᰃĀべ᥶āˈҢ䖭Ͼ䆡ⱘ৿Н៥Ӏህᕜᆍᯧ⧚㾷ᅗⱘᎹ԰䖛⿟˖Ѡሖ㒘᪁䆒

໛Āべ᥶ā⫼᠋ЏᴎϢ㒘᪁䏃⬅䆒໛П䯈ⱘѸѦ᡹᭛ˈ䎳䏾㒘ֵᙃঞ⬇䇋ⱘッ

ষǄᔧѸᤶᴎĀべ᥶āࠄЏᴎᳱ㒘᪁䏃⬅䆒໛থߎⱘ IGMP report(䇋∖)᡹᭛ˈѠ

ሖ㒘᪁䆒໛֓ᡞ䆹ッষܹࡴ㒘᪁䕀থ㸼Ё˗ᔧѠሖ㒘᪁䆒໛Āべ᥶āࠄ IGMP 
Leave˄⾏ᓔ˅᡹᭛ᯊˈѠሖ㒘᪁䆒໛֓ᡞ䆹ッষҢ㸼Ёߴ䰸Ǆ㒘᪁䏃⬅䆒໛Ӯᅮ

ᯊথ IGMP Query᡹᭛ˈ೼ᬊࠄ IGMP Query᡹᭛ৢˈབᵰ೼ϔᅮⱘᯊ䯈↉ݙ≵᳝

ᬊࠄЏᴎⱘ IGMP Report ᡹᭛ˈ֓ᡞ䆹ッষҢ㸼Ёߴ䰸Ǆ 

15.1.3. ⧚㾷䏃⬅䖲᥹ষ 

䏃⬅䖲᥹ষህᰃ䖲᥹㒘᪁ϝሖ㒘᪁䆒໛ⱘッষˈབϟ೒᠔⼎Ǆ 
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೒ 2 

Џᴎথߎⱘ IGMP ReportǃIGMP Leave ㄝ᡹᭛ᇚҢ䏃⬅䖲᥹ষ䕀থ৥㒘᪁䏃⬅

䆒໛Ǆা᳝Ң䆹ッষᬊࠄⱘ IGMP Query ᡹᭛ᠡ㹿㾚Ўড়⊩ⱘ᡹᭛䕀থ৥Џᴎッ

ষˈҢ䴲䏃⬅䖲᥹ষᬊࠄⱘ IGMP Query ᡹᭛ᇚ㹿϶ᓗǄབԩ䜡㕂䏃⬅䖲᥹ষ䇋

ⳟ䜡㕂䏃⬅䖲᥹ষゴ㡖Ǆ 

⊼ᛣˈ೼ᶤѯ㔥㒰⦃๗Ёˈা㽕㔥㒰Ёϡᄬ೼㒘᪁䏃⬅䆒໛ˈህ᮴䳔䜡㕂䏃⬅䖲

᥹ষˈIGMP snooping ձ✊㛑ℷᐌ䖤㸠Ǆབϟ೒˖ 

 

೒ 3 

೼䖭Ͼ㔥㒰⦃๗Ёˈ≵᳝㒘᪁䏃⬅䆒໛ˈ㗠䖭ಯৄ PC ᮶ৃ㛑ᰃ㒘᪁⌕ⱘথ䗕

㗙ˈгৃ㛑ᰃ㒘᪁⌕ⱘ᥹ᬊ㗙ˈ䖭ᯊˈЁ䯈ⱘѠሖ㒘᪁䆒໛݊ᅲা㽕ᠧᓔ IGMP 
snooping ህৃ⒵䎇䳔∖ˈϡᖙ䆒㕂ӏԩϔϾッষЎ䏃⬅䖲᥹ষǄ 

঺໪ˈ䏃⬅䖲᥹ষ㔎ⳕህᰃ㽕៤Ў䆹 VLAN  ˖㒘᪁᭄᥂ⱘ᥹ᬊ㗙ˈབϟ೒ݙ
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೒ 4 

ᬃᣕ IGMP Snooping ⱘѠሖ㒘᪁䆒໛ϡԚ㽕ᡞ㒘᪁᭄᥂䕀থ㒭㒘᪁⌕ⱘ᥹ᬊ㗙ˈ

г㽕ᡞ㒘᪁᭄᥂䕀থ㒭䏃⬅䖲᥹ষˈҹ֓䅽㒘᪁䏃⬅䆒໛ᇚ㒘᪁᭄᥂⌕䕀থ㒭݊

Ҫ㔥㒰ǄԚᰃ᳝ৃ㛑ㅵ⧚ਬϡᛇᡞᶤϔᡍ㒘᪁᭄᥂䅽Ϟ㑻ⱘ㒘᪁䏃⬅䆒໛ⶹ䘧ˈ

ᙼৃҹ೼Ѡሖ㒘᪁䆒໛Ϟ䜡㕂䏃⬅䖲᥹ষ䳔㽕䕀থાѯ㒘᪁᭄᥂ǃ䖛Ⓒાѯ㒘᪁

᭄᥂ˈҹ⒵䎇㔥㒰ㅵ⧚ਬⱘ໮⾡䳔∖Ǆ 

 

~ 注意： 

Ϟ೒ⱘ㔥㒰ᢧᴈЁˈབᵰ≵᳝Ā㒘᪁⌕᥹ᬊ㗙āˈ Ѡሖ㒘᪁䆒໛гӮ㞾߯ࡼᓎϔ

ᴵ㒘᪁䕀থ㸼乍ࠄ㒘᪁䏃⬅䆒໛ˈԚ䖭⾡⬅Ā㒘᪁᭄᥂⌕āѻ⫳ⱘ㒘᪁䕀থ㸼乍

ৃ㛑ᰃϡ〇ᅮⱘˈ䏃⬅䖲᥹ষⱘবࡼᇚӮߴ䰸㒘᪁᭄᥂⌕ѻ⫳ⱘ㒘᪁䕀থ㸼乍˗

ᓎ䆂ㅵ⧚ਬⳈ᥹䜡㕂ϔᴵ䴭ᗕⱘ㒘᪁䕀থ㸼乍ࠄ䏃⬅䖲᥹ষ˄䇋খ㾕 䜡㕂IGMP 
snoopingⱘ䴭ᗕ៤ਬ˅ˈҹֱ䆕㒘᪁⌕ⱘ〇ᅮ䕀থǄ 

 

15.1.4. ⧚㾷 IGMP Snooping ⱘ৘⾡Ꮉ԰῵ᓣ 

DISABLE ῵ᓣ˖೼䆹῵ᓣϟˈIGMP Snooping ϡ䍋԰⫼ˈेѠሖ㒘᪁䆒໛ϡĀべ

᥶āЏᴎϢ䏃⬅䆒໛П䯈ⱘ IGMP ᡹᭛ˈ㒘᪁ᏻᔧᑓ᪁೼ VLAN  䕀থǄݙ

IVGL Ꮉ԰῵ᓣ˖೼䆹῵ᓣϟˈ৘ VLAN 䯈ⱘ㒘᪁⌕ᰃⳌѦ⣀ゟⱘǄЏᴎা㛑ᳱϢ

㞾Ꮕ໘ѢৠϔϾ VLAN ⱘ䏃⬅䖲᥹ষ䇋∖㒘᪁Ǆ 

SVGL Ꮉ԰῵ᓣ˖೼䆹῵ᓣϟˈ৘ VLAN ⱘЏᴎ݅ѿϔ㒘᪁⌕ǄЏᴎৃҹ䎼 VLAN
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⬇䇋㒘᪁⌕ǄᣛᅮϔϾ Multicast VLANˈ೼䆹 VLAN ᬊࠄⱘ㒘᪁᭄᥂⌕ৃҹ৥䎼

VLAN ⱘ݊ҪЏᴎ䕀থǄབϟ೒᠔⼎˖ 

 

೒ 5 

া㽕㒘᪁᭄᥂⌕ⱘ VID ᰃ Multicast VLAN ⱘ˄៪㗙 UNTAG ⱘ᭄᥂⌕ˈ᥹ᬊッষ

ⱘ native vlan Ў Multicast VLAN˅ˈ䛑ᇚ䕀থ㒭䆹㒘᪁ഄഔⱘ៤ਬッষˈ᮴䆎䆹

៤ਬッষᰃϡᰃ䖭Ͼ VLAN ⱘǄ᠔ᔶ៤ⱘ㒘᪁䕀থ㸼ⱘݙ VID ᇚᰃ Multicast 
VLAN ⱘǄ೼ SVGL ῵ᓣϟˈ䰸њ䏃⬅䖲᥹ষˈ݊ᅗッষা᳝᳝໘Ѣ Multicast 
VLAN Ёˈ݊থ䗕ⱘ㒘᪁೼ᠡӮ VLAN Ё䕀থǄ 

IVGL ੠ SVGL ϸ⾡῵ᓣৃҹৠᯊᄬ೼ˈᙼৃҹЎߚߦϔᡍ㒘᪁ഄഔ㣗ೈ㒭

SVGLˈ೼䖭ᡍ㒘᪁ഄഔݙ㒘᪁䕀থ㸼˄GDA 㸼˅䛑ᰃ䎼 VLAN 䕀থⱘˈ㗠݊Ҫ

ⱘ㒘᪁ഄഔ߭Փ⫼ IVGL ῵ᓣǄ 

䫤᥋Ѡሖ㒘᪁䆒໛ᅲ⦄ⱘ IGMP Snooping ᦤկⱘ IVGL ῵ᓣϢ SVGL ῵ᓣˈ๲ᔎ

њ㔥㒰ᑨ⫼ⱘ♉⌏ᗻˈՓП㛑䗖ᑨϡৠⱘ㔥㒰⦃๗Ǆ 

15.1.5. ⧚㾷⑤ッষẔᶹ 

䫤᥋᥼ߎⱘѠሖ㒘᪁䆒໛Ёˈ䚼ߚѻકᬃᣕ IGMP SNOOPING ⑤ッষẔᶹࡳ㛑ˈ

ᦤ催њ㔥㒰ⱘᅝܼᗻǄ 

IGMP SNOOPING ⑤ッষẔᶹᣛϹḐ䰤ᅮ IGMP 㒘᪁⌕ⱘ䖯ܹッষǄᔧ IGMP 
SNOOPING ⑤ッষẔᶹ݇䯁ᯊˈҢӏԩッষ䖯ܹⱘ㾚乥⌕ഛᰃড়⊩ⱘˈѸᤶᴎӮ

ᡞᅗӀ䕀থࠄᏆ⊼ݠⱘッষǄᔧ$ d 0 Ã 	 > • V L A N
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2. 䆒㕂Ϟ䫒Ў䏃⬅䖲᥹ষ 

⡍⚍˖ 

1. 䜡㕂ㅔऩ 

2. 㛑᳝ᬜഄޣᇥᑓ᪁亢ᲈˈᦤ催㔥㒰ᏺᆑ߽⫼⥛ 

15.2. 䜡㕂 IGMP Snooping 

៥ӀᇚҢҹϟ޴Ͼゴ㡖ᦣ䗄བԩ䜡㕂 IGMP Snooping 

¸ IGMP Snooping ⱘ咬䅸ؐ 

¸ 䜡㕂 IGMP Profiles 

¸ 䜡㕂䏃⬅䖲᥹ষ 

¸ 䜡㕂䏃⬅䖲᥹ষ䕀থ㒘᪁ᏻⱘ㣗ೈ 

¸ 䜡㕂 IVGL ῵ᓣ 

¸ 䜡㕂 DISABLE ῵ᓣ 

¸ 䜡㕂 Query ᡹᭛ⱘ᳔䭓ડᑨᯊ䯈 

¸ 䜡㕂⑤ッষẔᶹ 

¸ 䜡㕂 IGMP Snooping ⱘ䴭ᗕ៤ਬ 

¸ 䜡㕂 IGMP FilteringǄ 

15.2.1. IGMP Snooping ⱘ咬䅸ؐ 

IGMP Snooping ⢊ᗕ DISABLE ⢊ᗕ 

䏃⬅䖲᥹ষ ᠔᳝ⱘষഛϡᰃ䏃⬅䖲᥹ষˈϡ䖯㸠ࡼᗕ

ᄺдǄ 

⑤ッষẔᶹ ݇䯁 

IGMP Profile 㸼乍Ўぎˈ㔎ⳕ㸠Ўᰃ Deny 

SVGL ⱘ Multicast Vlan VLAN 1 

IGMP Filtering ᮴ 

IGMP Snooping 䴭ᗕ៤ਬ ᮴ 
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Ruijie(config-profile)# end 
Ruijie# show ip igmp profile 1 
IGMP Profile 1 
permit 

range 224.1.1.1 225.1.1.1 
range 226.1.1.1  

ᣝҹϞ䜡㕂ˈ䖭Ͼ IGMP Profile ⱘ㾘߭ህᰃ permit 224.1.1.1 ࠄ 225.1.1.1 ⱘ㒘᪁

ഄഔˈҹঞ 226.1.1.1 䖭Ͼ㒘᪁ഄഔˈ݊Ҫⱘ㒘᪁ഄഔ䛑㹿 denyǄ 

15.2.3. 䜡㕂䏃⬅䖲᥹ষ 

䏃⬅䖲᥹ষᰃ㒘᪁䏃⬅䆒໛䖲᥹Ѡሖ㒘᪁䆒໛ⱘッষ˄ ᑊϡᰃᣛ੠㾚乥⌕᳡఼ࡵ䖲

᥹ⱘッষ Ǆ˅೼⑤ッষẔᶹᠧᓔⱘᚙᔶϟˈা᳝Ң䏃⬅䖲᥹ষ䖯ܹⱘ㾚乥⌕ᠡ㹿䕀

থˈ݊ᅗⱘᇚ㹿϶ᓗǄᙼৃҹ䴭ᗕഄ䜡㕂䏃⬅䖲᥹ষˈгৃ䜡㕂䅽Ѡሖ㒘᪁䆒໛

ᗕⱘպ਀ࡼ IGMP query/dvmrp ៪ PIM ᡹᭛ˈҹ㞾ࡼ䆚߿䏃⬅䖲᥹ষǄ 

೼䜡㕂῵ᓣϟˈᣝབϟℹ偸䆒㕂ϔϾ䏃⬅䖲᥹ষ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# ip igmp 
Snooping vlan vlan-id  
mrouter  
{interface interface-id | learnpim-dvmrp}  

䆒㕂᥹ষЎ䏃⬅䖲᥹ষˈՓ⫼

䆹ੑҸⱘ no 䗝乍ߴ䰸ϔϾ䏃⬅

䖲᥹ষǄᙼгৃҹ䜡㕂䅽Ѡሖ

㒘 ᪁ 䆒 ໛ ࡼ ᗕ ᄺ д 䏃 ⬅ 䖲 ᥹

ষ˗⫼Ⳍᑨⱘ no ੑҸᴹ݇䯁ࡼ

ᗕᄺдˈᑊ⏙ぎ᠔᳝ࡼᗕᄺд

ⱘ䏃⬅䖲᥹ষǄ㔎ⳕᰃϡ䖯ࠄ

㸠ࡼᗕᄺдⱘǄ 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣ 

ҹϟ՟ᄤᰃ䆒㕂ҹ໾㔥᥹ষ 1/1 Ў䏃⬅䖲᥹ষˈᑊ䜡㕂㞾ࡼᄺд䏃⬅䖲᥹ষ˖ 

Ruijie# configure terminal 
Ruijie(config)# ip igmp snooping vlan 1 mrouter interface 
gigabitEthernet 0/7 
Ruijie(config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp 
Ruijie(config)# end 
Ruijie# show ip igmp snooping mrouter  
Vlan     Interface          State         IGMP profile 
----     ---------          ------        ------------- 

1   GigabitEthernet 0/7    static             0 
1   GigabitEthernet 0/12   dynamic            0 

Ruijie# show ip igmp snooping mrouter learn 
Vlan    learn method  

----    ------------------  
1        pim-dvmrp 
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15.2.4. 䜡㕂䏃⬅䖲᥹ষ䕀থ㒘᪁ᏻⱘ㣗ೈ 

⬅Ѣ䏃⬅䖲᥹ষ㔎ⳕህ㽕خЎ䆹 VLAN ᠔᳝㒘᪁ഄഔⱘ៤ਬˈ㗠䕀থ㒘᪁᭄᥂ݙ

⌕ǄԚᰃ᳝ৃ㛑ᶤѯ㒘᪁᭄᥂ϡᏠᳯ䕀থ㒭㒘᪁䏃⬅䆒໛ˈㅵ⧚ਬৃҹ⫼ IGMP 
Profile ᴹ䖛Ⓒ䆹䏃⬅䖲᥹ষ䕀থ㒘᪁᭄᥂ⱘ㣗ೈǄ 

೼䜡㕂῵ᓣϟˈᣝབϟℹ偸䜡㕂䏃⬅䖲᥹ষ䕀থ㒘᪁ᏻⱘ㣗ೈ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# ip igmp snooping vlan 
vlan-id mrouter interface interface-id� profile 
profile name 

䆒㕂䆹ッষЎ䖭Ͼ䏃⬅䖲᥹

ষǃᑊ݇㘨ⱘ profileǄヺড়

䆹 profile ⱘ㒘᪁⌕ᠡӮ㹿䕀

থࠄ䖭Ͼ䏃⬅䖲᥹ষϞǄ 

Ruijie(config)# end 䗔ಲ⡍ᴗ῵ᓣǄ 

ᙼৃҹ䗮䖛 no ip igmp Snooping vlan vlan-id mrouter interface interface-id�

profile ᴹߴ䰸Ϣ profile ⱘ݇㘨Ǆ 

ҹϟᰃ䜡㕂䏃⬅䖲᥹ষ䕀থ㒘᪁ᏻⱘ㣗ೈⱘᅲ՟˖ 

Ruijie# configure terminal 
Ruijie(config)# ip igmp Snooping vlan 1 mrouter interface 
gigabitEthernet 0/7 profile 1 
Ruijie(config)# end 
Ruijie# show ip igmp Snooping mrouter 
Vlan    Interface      State     IGMP profile 

----    ---------      ------   ------------- 
1   GigabitEthernet 0/7    static         1 

1   GigabitEthernet 0/12   dynamic        0 
 

15.2.5. 䜡㕂ࡼᗕᄺдⱘ䏃⬅ষⱘ㗕࣪ᯊ䯈 

೼ᓔਃࡼᗕ䏃⬅ষᄺдᯊˈࡼᗕᄺдⱘ䏃⬅ষӮՓ⫼咬䅸ⱘ 300s ԰Ў㗕࣪ᯊ䯈ˈ

བᵰ೼㗕࣪ᯊ䯈ݙ≵᳝᥹ᬊࠄᮄⱘᄺд Mrtoue ষⱘ᡹᭛ˈ߭Ӯߴ䰸ࡼᗕᄺࠄⱘ䏃

⬅ষˈ㗠ϟ䖍ⱘੑҸ߭ৃҹ䆒㕂㗕࣪ⱘᯊ䯈ˈ䆒㕂㣗ೈ೼ 1-3600sǄ 

೼䜡㕂῵ᓣϟˈᣝབϟℹ偸䜡㕂䏃⬅䖲᥹ষ䕀থ㒘᪁ᏻⱘ㣗ೈ˖ 

 

ੑҸ ԰⫼ 

Ruijie(config)# ip igmp snooping 
dyn-mr-aging-time time 

䜡㕂ࡼᗕ䏃⬅ষ㗕࣪ᯊ䯈ˈ

time ˖<1-3600> 
咬䅸ؐЎ 300sǄ 
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Ruijie(config)# end 䗔ಲ⡍ᴗ῵ᓣǄ 

ᙼৃҹ䗮䖛 no ip igmp snooping dyn-mr-aging-time ᴹᘶ໡㗕࣪ᯊ䯈Ў咬䅸

ؐǄ 

ҹϟᰃ䜡㕂ࡼᗕ䏃⬅ষ㗕࣪ᯊ䯈Ў 100 ⱘᅲ՟˖ 

Ruijie# configure terminal 
Ruijie(config)# ip igmp snooping dyn-mr-aging-time 100 
Ruijie(config)# end 

15.2.6. 䜡㕂 IVGL ῵ᓣ 

೼䜡㕂῵ᓣϟˈᣝབϟℹ偸ᠧᓔᑊ䆒㕂 IGMP Snooping Ў IVGL ῵ᓣ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# ip igmp Snooping ivgl  ᠧᓔᑊ䆒㕂 IGMP Snooping Ў

IVGL ῵ᓣǄ 

Ruijie(config)# end 䗔ಲ⡍ᴗ῵ᓣǄ 

ҹϟ՟ᄤᰃᠧᓔᑊ䆒㕂 IGMP Snooping Ў IVGL ῵ᓣ˖ 

Ruijie# configure Terminal 
Ruijie(config)# IP igmp Snooping ivgl 
Ruijie(config)# end 

15.2.7. 䜡㕂 DISABLE ῵ᓣ 

೼䜡㕂῵ᓣϟˈᣝབϟℹ偸䆒㕂 IGMP Snooping Ў DISABLE ῵ᓣ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# no ip igmp snooping ݇䯁 IGMP Snooping  

Ruijie(config)# end 䗔ಲ⡍ᴗ῵ᓣǄ 

 

15.2.8. 䜡㕂 Query ᡹᭛ⱘ᳔䭓ડᑨᯊ䯈 

㒘᪁䏃⬅䆒໛Ӯᅮᯊথ䗕 IGMP Query ᡹᭛ᴹᶹ䆶㒘᪁៤ਬᄬϡᄬ೼ˈབᵰ೼থ

ߎ Query ᡹᭛ⱘϔᅮᯊ䯈ݙ≵᳝ᬊࠄЏᴎⱘ IGMP Report ᡹᭛ˈ߭Ӯ䅸Ў䆹ッষ

ϡݡ᥹ᬊ㒘᪁⌕ˈѠሖ㒘᪁䆒໛Ӯᡞ䆹ッষҢ㒘᪁䕀থ㸼Ёߴ䰸Ǆ㔎ⳕᯊ䯈Ў 10
⾦ 
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೼䜡㕂῵ᓣϟˈᣝབϟℹ偸䆒㕂 Query ᡹᭛ⱘ᳔䭓ડᑨᯊ䯈˖ 

ੑҸ
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ੑҸ ԰⫼ 

Ruijie(config)# ip igmp snooping 
suppression enable 

ᠧ ᓔ Ѡ ሖ 㒘 ᪁ 䆒 ໛

suppression  㛑Ǆࡳ

Ruijie(config)# end 䗔ಲ⡍ᴗ῵ᓣǄ 

Փ⫼ no ip igmp snooping suppression enalbe ੑҸ݇䯁 Suppression  㛑Ǆࡳ

ҹϟ՟ᄤᰃᠧᓔ Suppression  ˖㛑ࡳ

Ruijie# configure Terminal 
Ruijie(config)# ip igmp snooping suppression enalbe 
Ruijie(config)# end 

15.2.12. 䜡㕂 IGMP Snooping ⱘ䴭ᗕ៤ਬ 

ᙼৃҹ೼ IGMP Snooping ᠧᓔⱘᚙމϟˈ䴭ᗕ䜡㕂ϔϾッষ᥹ᬊᶤϾ㒘᪁⌕ˈϡ

ফ৘⾡ IGMP ᡹᭛ⱘᕅડǄ 

೼䜡㕂῵ᓣϟˈᣝབϟℹ偸䆒㕂 IGMP Snooping ⱘ䴭ᗕ៤ਬ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# ip igmp snooping 
ivgl  

ᠧᓔᑊ䆒㕂 IGMP Snooping Ў

IVGL ῵ᓣǄ 

Ruijie(config)# ip igmp snooping 
vlan vlan-id static ip-addr interface 
interface-id 

䴭ᗕ䜡㕂ϔϾッষ᥹ᬊᶤϾ㒘᪁

⌕Ǆ 
• vlan-id˖㒘᪁⌕ⱘ vid 
• ip-addr˖㒘᪁ഄഔ 
• interface-id˖ ッষো 

Ruijie(config)# end 䗔ಲ⡍ᴗ῵ᓣǄ 

ᙼৃҹ⫼ no ip igmp snooping vlan vlan-id static ip-addr interface interface-id
 䰸㒘᪁៤ਬⱘ䴭ᗕ䜡㕂Ǆߴ

ҹϟЎ䜡㕂 IGMP snooping 䴭ᗕ៤ਬⱘᅲ՟˖ 

Ruijie# configure Terminal 
Ruijie(config)# ip igmp snooping vlan 1 static 224.1.1.1 
interface GigabitEthernet 0/7 
Ruijie(config)# end 
Ruijie(config)# show ip igmp snooping gda 
Abbr: M - mrouter 
       D - dynamic 

       S - static 
VLAN  Address                 Member ports 

---- --------------   ----------------------------- 
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1     224.1.1.1               GigabitEthernet 0/7(S) 

15.2.13. 䜡㕂 IGMP Filtering 

೼ᶤѯᚙމϟˈᙼৃ㛑䳔㽕᥻ࠊᶤϾッষা㛑᥹ᬊϔᡍ⡍ᅮⱘ㒘᪁᭄᥂⌕ǃ᥻ࠊ

䆹ッষϟ᳔໮ܕ䆌ࡼᗕܹࡴ໮ᇥ㒘ǄIGMP Filtering ⒵䎇њ䖭⾡䳔∖Ǆ 

ᙼৃҹᡞᶤϔϾ IGMP Profile ᑨ⫼೼ϔϾッষϟˈབᵰ䆹ッষᬊࠄ IGMP Report
᡹᭛ˈ߭Ѡሖ㒘᪁䆒ЀህӮᶹᡒ䖭Ͼッষ᠔㽕ܹࡴⱘ㒘᪁ഄഔᰃ৺೼ IGMP 
Profile Пৢᠡ䖯㸠ৢ㓁Ѐˈܹࡴ䆌ܕ߭ˈǄ㢹ᰃݙ䆌㣗ೈПܕ  

ᙼгৃҹ೼ϔϾッষϟ䜡㕂᳔໮ܕ䆌ܹࡴⱘ㒘ⱘϾ᭄ˈ䍙䖛㣗ೈˈѠሖ㒘᪁䆒Ѐ

гϡݡ᥹ᬊǃЀ IGMP Report ᡹᭛Ǆ 

೼䜡㕂῵ᓣϟˈᣝབϟℹ偸䜡㕂 IGMP Filtering˖ 

ੑҸ ԰⫼ 

Ruijie(config)# interface interface-id 䖯ܹ䜡㕂᥹ষǄ 

Ruijie(config-if)# ip igmp snooping filter 
profile-number 

˄ৃ䗝 ᑨ˅⫼ Profile Ѣ䆹ッ

ষˈprofile number 㣗ೈЎ
1- 65535. 

Ruijie(config-if)# ip igmp snooping 
max-groups number 

˄ৃ䗝˅ܕ䆌᳔໮޴Ͼ㒘ࡼ

ᗕⱘܹࡴ䆹ッষ,খ᭄㣗ೈ

Ў 0 – 4294967294Ǆ 

Ruijie(config-if)# end 䗔ಲ⡍ᴗ῵ᓣǄ 

 

15.3. ᶹⳟ IGMP Snooping ֵᙃ 

៥ӀᦤկⱘৃᶹⳟⱘⳌ݇ IGMP snooping ⱘֵᙃབϟ˖ 

¸ ᶹⳟᔧࠡ῵ᓣ 

¸ ᶹⳟ䏃 ᶹⳟ䏃 ᶹⳟ䏃 ᶹⳟ䏃  
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ੑҸ ԰⫼ 

Ruijie# show ip igmp snooping  ᶹⳟ IGMP Snooping ᔧࠡⱘᎹ԰

῵ᓣঞܼሔ䜡㕂Ǆ 

ҹϟ՟ᄤՓ⫼ show ip igmp snooping ੑҸᶹⳟ IGMP Snooping 䜡㕂ֵᙃ˖ 

Ruijie# show ip igmp snooping 
Igmp-snooping mode    : IVGL 
SVGL vlan-id           : 1 

SVGL profile number    : 0 
Source check port       : Disabled 

Query max respone time : 10(Seconds) 

������� ᶹⳟ੠⏙䰸 IGMP snooping ⱘ㒳䅵ؐ�

೼⡍ᴗ῵ᓣϟՓ⫼བϟੑҸᶹⳟ੠⏙䰸 IGMP Snooping ⱘ㒳䅵ֵؐᙃ˖ 

ੑҸ ԰⫼ 

Ruijie# show ip igmp snooping statistics  
[vlan vlan-id] 

ᶹⳟ IGMP Snooping ⱘ㒳

䅵ֵᙃǄ 

Ruijie# clear ip igmp snooping statistics  ⏙䰸 IGMP Snooping ⱘ㒳

䅵ֵᙃ 

ҹϟ՟ᄤՓ⫼ show ip igmp snooping statistics ੑҸᶹⳟ IGMP Snooping ⱘ䏃

⬅䖲᥹ষֵᙃ˖ 

Ruijie# show ip igmp snooping statistics 
GROUP     Interface     Last report        Last leave      Last 
                              time           time          reporter 

--------------- ------------ -------------  -------------   - 
224.1.1.2 VL1:Gi4/2    0d:0h:0m:7s      ----     192.168.9.250 

                             Report pkts: 1            Leave pkts: 0 

15.3.3. ᶹⳟ䏃⬅䖲᥹ষֵᙃ 

೼⡍ᴗ῵ᓣϟՓ⫼བϟੑҸᶹⳟ IGMP Snooping ⱘ䏃⬅䖲᥹ষֵᙃ˖ 

ੑҸ ԰⫼ 

Ruijie# show ip igmp snooping mrouter  ᶹⳟ IGMP Snooping ⱘ䏃

⬅䖲᥹ষֵᙃǄ 

ҹϟ՟ᄤՓ⫼ show ip igmp snooping ੑҸᶹⳟ IGMP Snooping ⱘ䏃⬅䖲᥹ষ

ֵᙃ˖ 
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Ruijie# show ip igmp snooping mrouter 
Vlan    Interface        State      IGMP profile number 

----      --------          -------      ------------------- 
1   GigabitEthernet 0/7    static         1 

1   GigabitEthernet 0/12   dynamic        0 

15.3.4. ᶹⳟࡼᗕ䕀থ㸼 

೼⡍ᴗ῵ᓣϟՓ⫼བϟੑҸᶹⳟ৘ッষ೼㒘᪁㒘Ёⱘ䕀থ㾘߭ˈेᶹⳟ GDA 㸼˖ 

ੑҸ ԰⫼ 

Ruijie# show ip igmp snooping gda-table ᶹⳟ৘ッষ೼㒘᪁㒘Ё

ⱘ䕀থ㾘߭㸼Ǆ 

ҹϟ՟ᄤᰃᶹⳟ GDA 㸼ⱘ৘㒘᪁㒘ֵᙃҹঞϔϾ㒘᪁㒘ⱘ᠔᳝៤ਬッষⱘֵᙃ˖ 

Ruijie# show ip igmp snooping gda-table 
Abbr: M - mrouter 
      D - dynamic 

      S - static 
VLAN  Address              Member ports 

----------------------------------------------------------- 
1       224.1.1.1           GigabitEthernet 0/7(S) 

15.3.5. ᶹⳟ⑤ッষẔᶹ⢊ᗕ 

೼⡍ᴗ῵ᓣϟՓ⫼བϟੑҸᶹⳟ IGMP Snooping ᔧࠡⱘ⑤ッষẔᶹ⢊ᗕ˖ 

ੑҸ ԰⫼ 

Ruijie# show ip igmp snooping  ᶹⳟ IGMP Snooping ᔧࠡⱘᎹ԰῵

ᓣঞܼሔ䜡㕂Ǆ 

 

15.3.6. ᶹⳟ IGMP Profile 

೼⡍ᴗ῵ᓣϟՓ⫼བϟੑҸᶹⳟ IGMP Profile ֵᙃ˖ 

ੑҸ ԰⫼ 

Ruijie# show ip igmp profile profile-number  ᶹⳟ IGMP ProfileֵᙃǄ
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15.3.7. ᶹⳟ IGMP Filtering 

೼⡍ᴗ῵ᓣϟՓ⫼བϟੑҸᶹⳟ IGMP Filtering ⱘ䜡㕂ֵᙃ˖ 

ੑҸ ԰⫼ 

Ruijie# show ip igmp snooping interface 
interface-id  

ᶹⳟ IGMP Filtering ⱘ䜡㕂

ֵᙃǄ 

ҹϟЎᶹⳟ IGMP Filtering ⱘֵᙃ 

Ruijie# show ip igmp snooping interface GigabitEthernet 0/7 
Interface          Filter Profile number      max-groups 

----------        ----------------------     -----------        
GigabitEthernet 0/7            1                 4294967294 

15.4. 䜡㕂 IGMP Snooping ⱘ݊ᅗ䰤ࠊ 

IGMP Snooping
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㄀16ゴ� MSTP 䜡㕂 

16.1. MSTP ὖ䗄 

16.1.1. STPǃRSTP 

16.1.1.1. STPǃRSTP ᘏ䗄 

ᴀ䆒໛᮶ᬃᣕ STP ण䆂ˈгᬃᣕ RSTP ण䆂ˈ䙉ᕾ IEEE 802.1D ੠ IEEE 802.1w
 Ǆޚᷛ

STP ण䆂ᰃ⫼ᴹ䙓ܡ䫒䏃⦃䏃ѻ⫳ⱘᑓ᪁亢ᲈǃᑊᦤկ䫒䏃ݫԭ໛ӑⱘण䆂Ǆ 

ᇍѠሖҹ໾㔥ᴹ䇈ˈϸϾ LAN 䯈া㛑᳝ϔᴵ⌏ࡼⴔⱘ䗮䏃ˈ৺߭ህӮѻ⫳ᑓ᪁亢

ᲈǄԚᰃЎњࡴᔎϔϾሔඳ㔥ⱘৃ䴴ᗻˈᓎゟݫԭ䫒䏃জᰃᖙ㽕ⱘˈ݊Ёⱘϔѯ

䗮䏃ᖙ乏໘Ѣ໛ӑ⢊ᗕˈབᵰᔧ㔥㒰থ⫳ᬙ䱰ˈ঺ϔᴵ䫒䏃༅ᬜᯊˈݫԭ䫒䏃ህ

ᖙ乏㹿ᦤछЎ⌏ࡼ⢊ᗕǄ᠟Ꮉ᥻ࠊ䖭ḋⱘ䖛⿟ᰒ✊ᰃϔ乍䴲ᐌ㡄㢺ⱘᎹ԰ˈSTP
ण䆂ህ㞾ࡼഄᅠ៤䖭乍Ꮉ԰Ǆᅗ㛑ՓϔϾሔඳ㔥Ёⱘ䆒໛䍋ҹϟ԰⫼˖ 

¸ থ⦄ᑊਃࡼሔඳ㔥ⱘϔϾ᳔Շᷥൟᢧᴈ㒧ᵘǄ 

¸ থ⦄ᬙ䱰ᑊ䱣П䖯㸠ᘶ໡ˈ㞾ࡼ᳈ᮄ㔥㒰ᢧᴈ㒧ᵘˈՓ೼ӏԩᯊ׭䛑䗝ᢽњ

ৃ㛑ⱘ᳔Շᷥൟ㒧ᵘǄ 

ሔඳ㔥ⱘᢧᴈ㒧ᵘᰃḍ᥂ㅵ⧚ਬ䆒㕂ⱘϔ㒘㔥ḹ䜡㕂খ᭄㞾ࡼ䖯㸠䅵ㅫⱘǄՓ⫼

䖭ѯখ᭄㛑໳⫳៤᳔དⱘϔỉᢧᴈᷥǄা᳝䜡㕂ᕫᔧˈᠡ㛑ᕫ᳔ࠄՇⱘᮍḜǄ 

RSTP ण䆂ᅠܼ৥ϟݐᆍ 802.1D STP ण䆂ˈ䰸њ੠Ӵ㒳ⱘ STP ण䆂ϔḋ᳝݋䙓

ⱘݙ㛑໪ˈ᳔Џ㽕ⱘ⡍⚍ህᰃ“ᖿ”ǄབᵰϔϾሔඳ㔥ࡳԭ䫒䏃ⱘݫಲ䏃ǃᦤկܡ

㔥ḹ䛑ᬃᣕ RSTP ण䆂Ϩㅵ⧚ਬ䜡㕂ᕫᔧˈϔᮺ㔥㒰ᢧᴈᬍব㗠㽕䞡ᮄ⫳៤ᢧᴈ

ᷥা䳔㽕ϡ䍙䖛 1 ⾦ⱘᯊ䯈˄Ӵ㒳ⱘ STP 䳔㽕໻㑺 50 ⾦˅Ǆ 

16.1.1.2. Bridge Protocol Data Units(ㅔݭЎ BPDU)˖ 

㽕⫳៤ϔϾ〇ᅮⱘᷥൟᢧᴈ㔥㒰䳔㽕ձ䴴ҹϟܗ㋴˖ 

¸ ↣Ͼ㔥ḹᢹ᳝ⱘଃϔⱘḹ ID˄Bridge ID˅ˈ⬅ḹӬܜ㑻੠ Mac ഄഔ㒘ড়㗠

៤Ǆ 

¸ 㔥ḹࠄḍḹⱘ䏃ᕘ㢅䌍˄Root Path Cost˅ˈҹϟㅔ⿄ḍ䏃ᕘ㢅䌍Ǆ 
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¸ ↣Ͼッষ ID˄Port ID˅ˈ⬅ッষӬܜ㑻੠ッষো㒘ড়㗠៤Ǆ 

㔥ḹП䯈䗮䖛Ѹᤶ BPDU˄Bridge Protocol Data Unitsˈ㔥ḹण䆂᭄᥂ऩܗ˅ᏻᴹ

㦋 ᕫ ᓎ ゟ ᳔ Շ ᷥ ᔶ ᢧ ᴈ 㒧 ᵘ ᠔ 䳔 㽕 ⱘ ֵ ᙃ Ǆ 䖭 ѯ ᏻ ҹ 㒘 ᪁ ഄ ഔ

01-80-C2-00-00-00˄क݁䖯ࠊ˅ЎⳂⱘഄഔǄ 

↣Ͼ BPDU ⬅ҹϟ䖭ѯ㽕㋴㒘៤˖ 

¸ Root Bridge ID˄ᴀ㔥ḹ᠔䅸Ўⱘḍḹ ID˅Ǆ 

¸ Root Path Cost˄ᴀ㔥ḹⱘḍ䏃ᕘ㢅䌍˅Ǆ 

¸ Bridge ID˄ᴀ㔥ḹⱘḹ ID˅Ǆ 

¸ Message Age˄᡹᭛Ꮖᄬ⌏ⱘᯊ䯈˅ 

¸ Port ID˄থ䗕䆹᡹᭛ッষⱘ ID˅Ǆ 

Forward-Delay TimeǃHello TimeǃMax-Age Time ϝϾण䆂㾘ᅮⱘᯊ䯈খ᭄Ǆ 

݊Ҫϔѯ䇌བ㸼⼎থ⦄㔥㒰ᢧᴈব࣪ǃᴀッষ⢊ᗕⱘᷛᖫԡǄ 

ᔧ㔥ḹⱘϔϾッষᬊࠄ催Ӭܜ㑻ⱘ BPDU˄᳈ᇣⱘ Bridge IDˈ᳈ᇣⱘ Root Path 
Cost ㄝ˅ˈህ೼䆹ッষֱᄬ䖭ѯֵᙃˈৠᯊ৥᠔᳝ッষ᳈ᮄᑊӴ᪁䖭ѯֵᙃǄབ

ᵰᬊࠄ↨㞾ᏅԢӬܜ㑻ⱘ BPDUˈ㔥ḹህ϶ᓗ䆹ֵᙃǄ
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ؐ 
32
76
8 

16
38
4 

81
92 

40
96

20
48

10
24

51
2 

25
6 

12
8 64 3

2
1
6 8 4 2 1

16.1.1.4. Spanning-Tree Timers˄⫳៤ᷥⱘᅮᯊ఼˅ 

ҹϟᦣ䗄ᕅડࠄᭈϾ⫳៤ᷥᗻ㛑ⱘϝϾᅮᯊ఼Ǆ 

¸ Hello timer˖ᅮᯊথ䗕 BPDU ᡹᭛ⱘᯊ䯈䯈䱨Ǆ 

¸ Forward-Delay timer˖ッষ⢊ᗕᬍবⱘᯊ䯈䯈䱨Ǆᔧ RSTP ण䆂ҹݐᆍ STP
ण䆂῵ᓣ䖤㸠ᯊˈッষҢ Listening 䕀ব৥ Learningˈ៪㗙Ң Learning 䕀৥

Forwarding ⢊ᗕⱘᯊ䯈䯈䱨Ǆ 

¸ Max-Age timer˖BPDU ᡹᭛⍜ᙃ⫳ᄬⱘ᳔䭓ᯊ䯈Ǆᔧ䍙ߎ䖭Ͼᯊ䯈ˈ᡹᭛

⍜ᙃᇚ㹿϶ᓗǄ 

16.1.1.5. Port Roles and Port States 

↣Ͼッষ䛑೼㔥㒰Ё᳝ᡂⓨϔϾ㾦㡆˄Port Role˅ˈ⫼ᴹԧ⦄೼㔥㒰ᢧᴈЁⱘϡ

ৠ԰⫼Ǆ 

¸ Root port˖ᦤկ᳔ⷁ䏃ᕘࠄḍḹ˄Root Bridge˅ⱘッষǄ 

¸ Designated port˖↣Ͼ LAN ⱘ䗮䖛䆹ষ䖲᥹ࠄḍḹǄ 

¸ Alternate port˖ḍষⱘ᳓ᤶষˈϔᮺḍষ༅ᬜˈ䆹ষህゟ䆹বЎḍষǄ 

¸ Backup port˖Designated Port ⱘ໛ӑষˈᔧϔϾ㔥ḹ᳝ϸϾッষ䛑䖲೼ϔ

Ͼ LAN Ϟˈ䙷М催Ӭܜ㑻ⱘッষЎ Designated PortˈԢӬܜ㑻ⱘッষЎ Backup 
PortǄ 

¸ Disable port˖ᔧࠡϡ໘Ѣ⌏ࡼ⢊ᗕⱘষˈे Operation State Ў Down ⱘッ

ষ䛑㹿ߚ䜡њ䖭Ͼ㾦㡆Ǆ 

ҹϟЎ৘Ͼッষ㾦㡆ⱘ⼎ᛣ೒ 1ǃ2ǃ3˖ 

R = Root Port   D = Designated Port   A = Alternate Port   B = Backup Port 

೼≵᳝⡍߿䇈ᯢᚙމϟˈッষӬܜ㑻ҢᎺࠄে䗦ޣ 

 

೒ 1                          ೒ 2 
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೒ 3 

↣Ͼッষ᳝ϝϾ⢊ᗕ˄Port State˅ᴹ㸼⼎ᰃ৺䕀থ᭄᥂ࣙˈҢ㗠᥻ࠊⴔᭈϾ⫳៤

ᷥᢧᴈ㒧ᵘǄ 

¸ Discarding˖᮶ϡᇍᬊࠄⱘᏻ䖯㸠䕀থˈгϡ䖯㸠⑤ Mac ഄഔᄺдǄ 

¸ Learning˖ϡᇍᬊࠄⱘᏻ䖯㸠䕀থˈԚ䖯㸠⑤ Mac ഄഔᄺдˈ䖭ᰃϾ䖛⏵⢊

ᗕǄ 

¸ Forwarding˖᮶ᇍᬊࠄⱘᏻ䖯㸠䕀থˈг䖯㸠⑤ Mac ഄഔⱘᄺдǄ 

ᇍϔϾᏆ㒣〇ᅮⱘ㔥㒰ᢧᴈˈা᳝ Root Port ੠ Designated Port ᠡӮ䖯ܹ

Forwarding ⢊ᗕˈ݊ᅗッষ䛑া㛑໘Ѣ Discarding ⢊ᗕǄ 

16.1.1.6. 㔥㒰ᢧᴈᷥⱘ⫳៤˄݌ൟᑨ⫼ᮍḜ˅ 

⦄೼ህৃҹ䇈ᯢ STPǃRSTP ण䆂ᰃབԩᡞᴖхⱘ㔥㒰ᢧᴈ⫳៤ϔϾᷥൟ㒧ᵘ

њǄབϟ೒ 4 ᠔⼎ˈ؛䆒 Switch AǃBǃC ⱘ bridge ID ᰃ䗦๲ⱘˈे Switch A ⱘ

Ӭܜ㑻᳔催ǄA Ϣ B 䯈ᰃगܚ䫒䏃ˈA ੠ C 䯈Ўⱒܚ䫒䏃ˈB ੠ C 䯈Ўकܚ䫒䏃Ǆ

Switch A Ў䆹㔥㒰ⱘ偼ᑆ䆒໛ˈᇍخ Switch B ੠ Switch C 䛑خњ䫒䏃ݫԭˈᰒ

✊ˈབᵰ䅽䖭ѯ䫒䏃䛑⫳ᬜᰃӮѻ⫳ᑓ᪁亢ᲈⱘǄ 
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೒ 4 

㗠བᵰ䖭ϝৄ Switch 䛑ᠧᓔњ Spanning Tree ण䆂ˈᅗӀ䗮䖛Ѹᤶ BPDU 䗝ߎḍ

ḹ˄Root Bridge˅Ў Switch AǄSwitch B থ⦄᳝ϸϾッষ䛑䖲೼ Switch A Ϟˈᅗ

ህ䗝ߎӬܜ㑻᳔催ⱘッষЎ Root Portˈ঺ϔϾッষህ㹿䗝Ў Alternate PortǄ㗠

Switch Cথ⦄ᅗ᮶ৃҹ䗮䖛BࠄAˈгৃҹⳈ᥹ࠄAˈԚ⬅Ѣ䆒໛䗮䖛䅵ㅫথ⦄˖

ህㅫ䗮䖛 B ࠄ A ⱘ䫒䏃㢅䌍˄Path Cost˅г↨Ⳉ᥹ࠄ A ⱘԢ˄৘⾡䫒䏃ᇍᑨⱘ䫒

䏃㢅䌍䇋ᶹ㸼˅ˈѢᰃ Switch C ህ䗝ᢽњϢ B Ⳍ䖲ⱘッষЎ Root portˈϢ A Ⳍ

䖲ⱘッষЎ Alternate portǄ䛑䗝ᢽདッষ㾦㡆˄Port Role˅њˈህ䖯ܹ৘Ͼッষ

Ⳍᑨⱘ⢊ᗕњˈѢᰃህ⫳៤њⳌᑨⱘ೒ 5Ǆ 

 

೒ 5 

བᵰ Switch A ੠ Switch B П䯈ⱘ⌏ࡼ䫒䏃ߎњᬙ䱰ˈ䙷໛ӑ䫒䏃ህӮゟेѻ⫳԰

⫼ˈѢᰃህ⫳៤њⳌᑨⱘ೒ 6Ǆ 

 

೒ 6 

བᵰ Switch B ੠ Switch C П䯈ⱘ䫒䏃ߎњᬙ䱰ˈ䙷 Switch C ህӮ㞾ࡼᡞ

Alternate port 䕀Ў Root portˈህ⫳៤њ೒ 7 ⱘᚙމǄ 
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೒ 8 

 

~ 注意： 

ҹϞⱘ“ᦵ᠟”䖛⿟ᰃ᳝ᴵӊⱘˈህᰃッষ䯈ᖙ乏ᰃ“Point-to-point Connect˄ ⚍ᇍ⚍

䖲᥹˅”ǄЎњ䅽ᙼⱘ䆒໛থ᣹᳔໻ⱘࡳᬜˈ᳔དϡ㽕Փ䆒໛䯈Ў䴲⚍ᇍ⚍䖲᥹Ǆ 

 

ᴀゴЁ䰸೒ 9 ໪ˈ݊ᅗ⼎ᛣ೒ഛЎ“⚍ᇍ⚍䖲᥹”ˈҹϟ߫ߎњ“䴲⚍ᇍ⚍䖲᥹”ⱘ㣗

՟೒Ǆ 

䴲⚍ᇍ⚍䖲᥹㣗՟˖ 
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೒ 9 

 

೒ 10 

঺໪ǃϟ೒Ў“⚍ᇍ⚍”䖲᥹ˈ䇋⫼᠋⊼ᛣऎߚ 

 

೒ 11 

16.1.1.8. RSTP Ϣ STP ⱘݐᆍ 

RSTP ण䆂ৃҹϢ STP ण䆂ᅠܼݐᆍˈRSTP ण䆂Ӯḍ᥂ᬊࠄⱘ BPDU ⠜ᴀোᴹ
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㞾ࡼ߸ᮁϢПⳌ䖲ⱘ㔥ḹᰃᬃᣕ STP ण䆂䖬ᰃᬃᣕ RSTP ण䆂ˈབᵰᰃϢ STP
㔥ḹѦ䖲ህা㛑ᣝ STP ⱘ Forwarding ᮍ⊩ˈ䖛 30 ݡ⾦ Forwardingˈ᮴⊩থ᣹

RSTP ⱘ᳔໻ࡳᬜǄ 

঺໪ˈRSTP ੠ STP ⏋⫼䖬Ӯ䘛ࠄ䖭ḋϔϾ䯂乬Ǆབ೒ 12 ᠔⼎ˈSwitch A ᰃᬃᣕ

RSTP ण䆂ⱘˈSwitch B াᬃᣕ STP ण䆂ˈᅗӀֽѦ䖲ˈSwitch A থ⦄ϢᅗⳌ䖲

ⱘᰃ STP ḹˈህথ STP ⱘ BPDU ᴹݐᆍᅗǄԚৢᴹབᵰᤶњৄ Switch Cˈᅗᬃ

ᣕ RSTP ण䆂ˈԚ Switch A ैձ✊೼থ STP ⱘ BPDUˈ䖭ḋՓ Switch C г䅸Ў

ϢПѦ䖲ⱘᰃ STP ḹњˈ㒧ᵰϸৄᬃᣕ RSTP ⱘ䆒໛ैҹ STP ण䆂ᴹ䖤㸠ˈ໻໻

䰡Ԣњᬜ⥛Ǆ 

Ўℸ RSTP ण䆂ᦤկњ Protocol-migration থࠊ㛑ᴹᔎࡳ RSTP BPDU(䖭⾡ᚙމ

ϟˈᇍッ㔥ḹᖙ乏ᬃᣕ RSTP)ˈ䖭ḋ Switch A ᔎࠊথњ RSTP BPDUˈSwitch C
ህথ⦄ϢПѦ䖲ⱘ㔥ḹᰃᬃᣕ RSTP ⱘˈѢᰃϸৄ䆒໛ህ䛑ҹ RSTP ण䆂䖤㸠

њˈབ೒ 13Ǆ 

Protocol Migration 

 

೒ 12 

 

೒ 13 

16.1.2. MSTP ὖ䗄 

ᴀ䆒໛ᬃᣕ MSTPˈMSTP ᰃ೼Ӵ㒳ⱘ STPǃRSTP ⱘ෎⸔Ϟথሩ㗠ᴹⱘᮄⱘ⫳

៤ᷥण䆂ˈᴀ䑿ህࣙ৿њ RSTP ⱘᖿ䗳 FORWARDING ᴎࠊǄ 

⬅ѢӴ㒳ⱘ⫳៤ᷥण䆂Ϣ Vlan ≵᳝ӏԩ㘨㋏ˈ಴ℸ೼⡍ᅮ㔥㒰ᢧᴈϟህӮѻ⫳ҹ

ϟ䯂乬˖ 

བ೒ 14 ᠔⼎ˈ䆒໛ AǃB ೼ Vlan1 䆒໛ˈݙ CǃD ೼ Vlan2  䖲៤⦃䏃Ǆৢ✊ˈݙ
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೒ 14 

㢹Ң䆒໛ A ձ⃵䗮䖛䆒໛ CǃD 䖒ࠄ B ⱘ䫒䏃㢅䌍↨Ң䆒໛ A Ⳉ᥹ࠄ B ⱘ䫒䏃㢅

䌍᳈ᇥⱘᚙމϟˈӮ䗴៤ᡞ䆒໛ A ੠ B 䯈ⱘ䫒䏃㒭 DISCARDING˄བ೒ 15 ᠔

⼎˅Ǆ⬅Ѣ䆒໛ CǃD ϡࣙ৿ Vlan1ˈ᮴⊩䕀থ Vlan1 ⱘ᭄᥂ࣙˈ䖭ḋ䆒໛ A ⱘ

Vlan1 ህ᮴⊩Ϣ䆒໛ B ⱘ Vlan1 䖯㸠䗮䆃Ǆ 

 

೒ 15 

Ўњ㾷އ䖭Ͼ䯂乬ˈMSTP ህѻ⫳њˈᅗৃҹᡞϔৄ䆒໛ⱘϔϾ៪໮Ͼ Vlan ߚߦ

ЎϔϾ Instanceˈ᳝ⴔⳌৠ Instance 䜡㕂ⱘ䆒໛ህ㒘៤ϔϾඳ˄MST Region˅ˈ

䖤㸠⣀ゟⱘ⫳៤ᷥ˄䖭Ͼݙ䚼ⱘ⫳៤ᷥ⿄Ў ISTˈInternal Spanning-tree˅˗䖭Ͼ

MST region 㒘ড়ህⳌᔧѢϔϾ໻ⱘ䆒໛ᭈԧˈϢ݊Ҫ MST Region 䖯㸠⫳៤ᷥݡ

ㅫ⊩䖤ㅫˈᕫߎϔϾᭈԧⱘ⫳៤ᷥˈ⿄Ў CST˄Common Spanning Tree˅Ǆ 

ᣝ䖭⾡ㅫ⊩ˈҹϞ㔥㒰ህৃҹ೼ MSTP ㅫ⊩ϟᔶ៤೒ 16 ⱘᢧᴈ˖䆒໛ A ੠ B 䛑

೼ MSTP Region 1 ݙ ˈ MSTP Region 1 ≵ ᳝ ⦃ 䏃 ѻ ⫳ ˈ ᠔ ҹ ≵ ᳝ 䫒 䏃

DISCARDINGˈৠ⧚ MSTP Region 2 ⱘᚙމгᰃϔḋⱘǄ✊ৢ Region 1 ੠

Region 2 ህ߿ߚⳌᔧѢϸϾ໻ⱘ䆒໛ˈ䖭ϸৄ“䆒໛”䯈᳝⦃䏃ˈ಴ℸḍ᥂Ⳍ݇䜡

㕂䗝ᢽϔᴵ䫒䏃 DISCARDINGǄ 
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೒ 16 

䖭ḋˈ᮶䙓ܡњ⦃䏃ⱘѻ⫳ˈг㛑䅽Ⳍৠ Vlan 䯈ⱘ䗮䆃ϡফᕅડǄ 

16.1.2.1. བԩߚߦ MSTP Region 

ḍ᥂ҹϞᦣ䗄ˈᕜᯢᰒˈ㽕䅽 MSTP ѻ⫳ᑨ᳝ⱘ԰⫼ˈ佪ܜህ㽕ড়⧚ഄߚߦ

MSTP RegionˈⳌৠ MSTP Region ⱘ䆒໛“MSTݙ 䜡㕂ֵᙃ”ϔᅮ㽕ⳌৠǄ 

MST 䜡㕂ֵᙃࣙᣀ˖ 

¸ MST 䜡㕂ৡ⿄˄Name˅˖᳔䭓ৃ⫼ 32 Ͼᄫ㡖䭓ⱘᄫヺІᴹᷛ䆚 MSTP 
RegionǄ 

¸ MST Revision Number˖⫼ϔϾ 16bit 䭓ⱘׂℷؐᴹᷛ䆚 MSTP RegionǄ 

¸ MST Instance—vlan ⱘᇍᑨ㸼˖↣ৄ䆒໛䛑᳔໮ৃҹ߯ᓎ 64 Ͼ Instance˄ id
Ң 1 ࠄ 64˅̍ Instance 0 ᰃᔎࠊᄬ೼ⱘˈ᠔ҹ㋏㒳ᘏ݅ᬃᣕ 65 Ͼ InstanceǄ⫼᠋

䖬ৃҹᣝ䳔㽕ߚ䜡 1-4094 Ͼ Vlan ሲѢϡৠⱘ Instance˄ 0ˉ64˅̍ ᳾ߚ䜡ⱘ Vlan
㔎ⳕህሲѢ Instance 0Ǆ䖭ḋˈ↣Ͼ MSTI˄MST Instance˅ህᰃϔϾ“Vlan 㒘”ˈ
ḍ᥂ 䞠ⱘMSTIֵᙃ䖯㸠 MSTI 䚼ⱘ⫳៤ᷥㅫ⊩ˈϡফ੠݊Ҫݙ MSTI

ⱘᕅડǄ 

ᙼৃ೼⫼ spanning-tree mst configuration ܼሔ䜡㕂ੑҸ䖯ܹ“MST 䜡㕂῵ᓣ”
䜡㕂ҹϞֵᙃǄ 

MSTP  PDU 䞠䰘ᏺҹϞֵᙃˈབᵰϔৄ䆒໛ᬊࠄⱘ  PDU 䞠ⱘ MST 䜡㕂ֵᙃ੠

㞾䑿ⱘϔḋˈህӮ䅸Ў䆹ッষϞ䖲ⴔⱘ䆒໛੠㞾ᏆᰃሲѢৠϔϾ MST Regionˈ

৺߭ህ䅸ЎᰃҢ঺໪ϔϾ Region ᴹⱘǄ 
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೒ 20 

CIST Regional Root ϡϔᅮᰃ䆹 Region ݙ Bridge ID ᰀ



MSTP 䜡㕂 

158 

↣৆܀ STP ៪ RSTP ण䆂ⱘ䆒໛䛑ᰃऩ⣀ⱘϔϾ RegionˈϡϢӏԩϔϾ䆒໛㒘

៤ৠϔϾ RegionǄ 

16.2. MSTP ৃ䗝⡍ᗻὖ䗄 

16.2.1. ⧚㾷 Port Fast 

བᵰ䆒໛ⱘッষⳈ䖲ⴔ㔥㒰㒜ッˈ䙷Мህৃҹ䆒㕂䆹ッষЎ Port FastˈッষⳈ᥹

Forwardingˈݭḋৃܡএッষㄝᕙ Forwarding ⱘ䖛⿟˄ བᵰϡ䜡㕂 Port Fast ⱘッ

ষˈህ㽕ㄝᕙ 30 ⾦ Forwarding˅Ǆϟ೒㸼⼎vϔϾ䆒໛ⱘાoッষৃҹ䜡㕂Ў

Port Fast enableǄ 

 

೒ 21 

བᵰ೼䆒v Port Fast ⱘッষЁݬᬊࠄ BPDUˈ߭ᅗⱘ Port Fast Operational State
Ў DisabledǄݭᯊ䆹ッষӮᣝℷᐌⱘ STP ㅫ⊩ݯ㸠 ForwardingǄ 

16.2.2. ⧚㾷䖍㓬ষⱘ㞾ࡼ䆚߿(AutoEdge  (㛑ࡳ

AutoEdge Ў)ݙ㛑ᰃᣛᔧᣛᅮষ೼ϔᅮⱘᯊ䯈㣗ೈࡳ 3 ⾦)ˈབᵰᬊϡࠄϟ␌ッষ

থ䗕ⱘ BPDUˈ߭䅸ЎƹッষⳌ䖲ⱘϡᰃϔ৆㔥㒰䆒໛ˈҢ㗠䆒㕂䆹ッষЎ䖍㓬

ッষˈⳈ᥹ܹݯ Forwarding ⢊ᗕǄ㞾ᷛࡼ䆚Ў䖍㓬ষⱘッষ಴ᬊࠄ BPDU 㗠㞾ࡼ

䆚߿Ў䴲䖍㓬ষǄ 

パᇄ  
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~ 注意：  

1) 䖍㓬ষⱘ㞾ᷛࡼ䆚ࡳ㛑Ϣ᠟Ꮉⱘ Port Fast  Ǆޚさᯊˈҹ᠟Ꮉ䜡㕂ⱘЎކ

2) 䆹ࡳ㛑԰⫼ѢᣛᅮষϢϟ␌ッষ䖯㸠ᖿ䗳णଚ䕀থⱘ䖛⿟Ёˈ᠔ҹ STP ण䆂

ϡᬃᣕ䆹ࡳ㛑ǄৠᯊབᵰᣛᅮষᏆ㒣໘Ѣ䕀থ⢊ᗕˈᇍ䆹ッষ䖯㸠 Autoedge ⱘ䜡

㕂ϡӮ⫳ᬜˈা᳝೼䞡ᮄᖿ䗳णଚⱘ䖛⿟Ёᠡ⫳ᬜˈབᢨᦦ㔥㒓Ǆ 

3) ッষབᵰܜᠧᓔњ BPDU Filterˈ߭ 䆹ッষⳈ᥹ ForwardingˈϡӮ㞾ࡼ䆚߿Ў

䖍㓬ষǄ 

4) 䆹ࡳ㛑া䗖⫼ϢᣛᅮষǄ 

5)  AutoEdge 㛑䙉ᕾࡳ IEEE 802.1D 2004 ⠜ᴀⱘᷛޚᅮН ೼̍䆹⠜ᴀЁ B̍ridge 
Hello Time খ᭄ⱘ㣗ೈᏆׂᬍЎ 1.0-2.0Ǆ᠔ҹ೼Փ⫼ AutoEdge 㛑ᯊ䇋⹂䅸ࡳ

Hello Time ᯊ䯈೼䆹㣗ೈݙ 䍙̍ߎњ䆹㣗ೈৃ㛑Ӯ᳝Јᯊ⦃䏃ⱘ亢䰽Ǆབᵰ⹂䅸䳔

㽕ᇚ Hello Time ؐ䍙ߎ䆹㣗ೈˈᓎ䆂ܜᇚッষⱘ AutoEdge  㛑݇䯁Ǆࡳ

 

16.2.3. ⧚㾷 BPDU Guard 

BPDU Guard ᮶㛑ܼሔⱘ enableˈг㛑䩜ᇍऩϾ Interface 䖯㸠 enableǄ䖭ϸ㗙᳝

ѯ㒚ᇣⱘᏂ߿Ǆ 

ᙼৃҹ೼⡍ᴗ῵ᓣЁ⫼ spanning-tree portfast bpduguard default ੑҸᠧᓔܼ

ሔⱘ BPDU Guard enabled ⢊ᗕˈ೼䖭⾡⢊ᗕϟˈབᵰᶤϾ Interface ᠧᓔњ Port 
Fast

䖍㐀
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Fast Operational ⢊ᗕ disabledˈBPDU Filter гህ㞾ࡼ༅ᬜǄ 

ᙼгৃҹ೼ Interface 䜡㕂῵ᓣϟ⫼ spanning-tree bpdufilter enable ੑҸ䆒㕂ऩϾ

Interface ⱘ BPDU Filter enable˄ Ϣ䆹ッষᰃ৺ᰃ䖍㓬ッষ᮴݇ Ǆ˅೼䖭Ͼᚙމϟ

䆹 Interface ᮶ϡᬊ BPDUˈгϡথ BPDUˈᑊϨᰃⳈ᥹ Forwarding ⱘǄ 
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16.2.8. ⧚㾷 Root Guard  㛑ࡳ

೼㔥㒰䆒䅵Ёᐌᐌᇚḍḹ੠໛ӑḍḹߚߦ೼ৠϔϾඳݙˈ⬅Ѣ㓈ᡸҎਬⱘ䫭䇃䜡

㕂៪㔥㒰Ёⱘᙊᛣᬏߏˈḍḹ᳝ৃ㛑ᬊࠄӬܜ㑻᳈催ⱘ䜡㕂ֵᙃˈҢ㗠༅এᔧࠡ

ḍḹⱘԡ㕂ˈᓩ䍋㔥㒰ᢧᠥⱘ䫭䇃ⱘবࡼǄRoot Guard 㛑ህᰃЎњ䰆ℶ䖭⾡ᚙࡳ

 Ǆ⦃ߎⱘމ

ਃ⫼ Root Guard ೼᠔᳝ᅲ՟Ϟⱘッষ㾦㡆ЎᣛᅮッষǄᔧ݊ࠊ㛑ⱘ᥹ষˈᇚᔎࡳ

ᬊࠄӬܜ㑻᳈催ⱘ BPDU 䜡㕂ֵᙃᯊˈਃ⫼ Root Guard 㛑ⱘ᥹ষ⢊ᗕᇚ㹿䆒㕂ࡳ

Ў root-inconsistent (blocked)Ǆ 

᥹ষ⢊ᗕ㹿 Root Guard ⡍ᗻ䆒㕂Ў blocked ⢊ᗕৢˈ䳔㽕䗮䖛݇䯁 Root Guard
⫼㛑˄े೼᥹ষ䜡㕂῵ᓣϟՓࡳ㛑៪݇䯁᥹ষⱘֱᡸࡳ spanning-tree guard 
none ੑҸ˅̍ ՓПᘶ໡Ўℷᐌ⢊ᗕǄ 

 

~ 注意： 

1) 䫭䇃ⱘՓ⫼ Root Guard ⡍ᗻӮᇐ㟈Ѡሖ㔥㒰䗮ֵЁᮁǄ 

2) 䴲ᣛᅮッষ೼ਃ⫼ Root Guard ߛЎᣛᅮষˈৠᯊッষ⢊ᗕࠊ㛑ৢˈӮ㹿ᔎࡳ

ᤶЎ Blocked ⢊ᗕǄ 

3) ਃ⫼ Root Guard ⡍ᗻⱘッষབᵰ೼ MST0 ᬊࠄ᳈Ӭⱘ BPDU 䜡㕂⍜ᙃˈӮ

ᔎ݊ࠊ೼᠔᳝ⱘᅲ՟Ёⱘッষ⢊ᗕЎ Blocked ⢊ᗕǄ 

4) ৠϔϾッষϡ㛑ৠᯊਃ⫼ Root Guard ੠ Loop Guard ⡍ᗻǄ 

5) ਃ⫼ Root Guar ⡍ᗻৢˈ䖍㓬ッষⱘ㞾ࡼ䆚ࡳ߿㛑ᇚ༅ᬜǄ 

 

16.2.9. ⧚㾷 Loop Guard  㛑ࡳ

೼ STP ЁˈѸᤶᴎⱘḍッষ੠݊Ҫ䰏าッষⱘ⢊ᗕձ䴴ϡᮁ᥹ᬊϞ␌Ѹᤶᴎথ䗕

ⱘ BPDU ᴹ㓈ᣕⱘǄԚᰃ⬅Ѣ䫒䏃ᢹา៪㗙ऩ৥䫒䏃ᬙ䱰ˈ䖭ѯッষৃ㛑಴ᬊϡ

Ϟ␌䆒໛ⱘࠄ BPDU 㗠ব៤ᣛᅮッষˈॳᴀ䰏าⱘッষӮ䖕⿏ࠄ Forwarding ⢊

ᗕˈᇐ㟈Ѹᤶ㔥㒰ѻ⫳⦃䏃ǄLoop Guard  䖭⾡⦃䏃ⱘѻ⫳Ǆࠊ㛑㛑໳ᡥࡳ

ᇍѢ䜡㕂њ Loop Guard Ϟ␌䆒໛থ䗕ⱘࠄ᥹ᬊϡݙ㛑ⱘッষˈᔧϔᅮᯊ䯈ࡳ

BPDU ᡹᭛ᯊˈLoop Guard 㛑䱣े⫳ᬜˈᡞッষ⢊ᗕ䆒㕂Ўࡳ loop-inconsistent 
(Block 䖭˅Ͼ䖛⏵⢊ᗕᴹᡥࠊ⦃䏃ⱘѻ⫳ǄⳈࠄッষ䞡ᮄᬊࠄ BPDU ᡹᭛ᯊ ッ̍ষ

ᠡӮҢ loop-inconsistent ⢊ᗕЁᘶ໡ˈ䞡ᮄᓔྟ⫳៤ᷥ䅵ㅫǄ 

 

~ 注意： 

1) ৃ෎Ѣܼሔ៪᥹ষਃ⫼ Loop Guard ⡍ᗻǄ 
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2) ৠϔϾッষϡ㛑ৠᯊਃ⫼ Root Guard ੠ Loop Guard ⡍ᗻǄ 

3) ਃ⫼ Loop Guard ⡍ᗻৢˈ䖍㓬ッষⱘ㞾ࡼ䆚ࡳ߿㛑ᇚ༅ᬜǄ 

 

 

16.3. 䜡㕂 MSTP 

16.3.1. 㔎ⳕⱘ Spanning Tree 䆒㕂 

ϟ䴶߫ߎ Spanning Tree ⱘ㔎ⳕ䜡㕂 

乍Ⳃ 㔎ⳕؐ 

Enable State Disableˈϡᠧᓔ STP 

STP MODE MSTP 

STP Priority 32768 

STP port Priority 128 

STP port cost ḍ᥂ッষ䗳⥛㞾ࡼ߸ᮁ 

Hello Time 2 ⾦ 

2
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ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# spanning-tree ᠧᓔ Spanning Tree ण䆂Ǆ 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

Ruijie# show spanning-tree Ḍᇍ䜡㕂ᴵⳂǄ 

Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

བᵰᙼ㽕݇䯁 Spanning Tree ण䆂ˈৃ⫼ no spanning-tree ܼሔ䜡㕂ੑҸ䖯㸠䆒

㕂Ǆ 

16.3.3. 䜡㕂 Spanning Tree ⱘ῵ᓣ 

ᣝ 802.1 Ⳍ݇ण䆂ᷛޚˈSTPǃRSTPǃMSTP 䖭ϝϾ⠜ᴀⱘ Spanning Tree ण䆂

ᴀᴹህ᮴乏ㅵ⧚ਬݡ໮خ䆒㕂ˈ⠜ᴀ䯈㞾✊ӮѦⳌݐᆍǄԚ㗗㰥᳝ࠄѯॖᆊϡᅠ

ܼᣝᷛޚᅲ⦄ˈৃ㛑Ӯᇐ㟈ϔѯݐᆍᗻⱘ䯂乬Ǆ಴ℸ៥Ӏᦤկ䖭МϔᴵੑҸ䜡

㕂ˈҹկㅵ⧚ਬ೼থ⦄݊Ҫॖᆊⱘ䆒໛Ϣᴀ䆒໛ϡݐᆍᯊˈ㛑໳ߛᤶࠄԢ⠜ᴀⱘ

Spanning Tree ῵ᓣˈҹݐᆍПǄ 

⊼ᛣˈᔧᙼҢ MSTP ῵ᓣߛᤶࠄ RSTP ៪ STP ῵ᓣᯊˈ᳝݇ MSTP Region ⱘ᠔

᳝ⱘֵᙃᇚ㹿⏙ぎǄ 

䆒໛ⱘ㔎ⳕ῵ᓣᰃ MSTP ῵ᓣǄ  

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸ᠧᓔ Spanning Tree ण䆂˖ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# spanning-tree 
mode mstp/rstp/stp ߛᤶ Spanning Tree ῵ᓣǄ 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

Ruijie# show spanning-tree Ḍᇍ䜡㕂ᴵⳂǄ 

Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

བᵰᙼ㽕ᘶ໡ Spanning Tree ण䆂ⱘ㔎ⳕ῵ᓣˈৃ⫼ no spanning-tree mode ܼ

ሔ䜡㕂ੑҸ䖯㸠䆒㕂Ǆ 
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Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# interface 
interface-id 

䖯ܹ䆹 interface ⱘ䜡㕂῵ᓣˈড়⊩ⱘ

interface ࣙ ᣀ ⠽ ⧚ ッ ষ ੠ Aggregate 
LinkǄ 

Ruijie(config-if)# spanning-tree 
[mst instance-id] port-priority 
priority 

䩜ᇍϡৠⱘ instance 䜡㕂ッষⱘӬܜ㑻ˈ

ᔧᙼϡࡴ instance খ᭄ᯊˈेᇍ instance 
0 䖯㸠䜡㕂Ǆ 
instance-idˈ㣗ೈЎ 0ˉ64 
priorityˈ䜡㕂䆹 interface ⱘӬܜ㑻ˈপؐ

㣗ೈЎ 0 ࠄ 240ˈᣝ 16 ⱘס᭄䗦๲ˈ㔎ⳕ

ؐЎ 128 
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Ruijie# 
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ᙼབᵰ㽕ᘶ໡ࠄ㔎ⳕؐˈৃ⫼ no spanning-tree pathcost method ܼሔ䜡㕂ੑ

Ҹ䖯㸠䆒㕂Ǆ 

16.3.8. 䜡㕂 Hello Time 

䜡㕂䆒໛ᅮᯊথ䗕 BPDU ᡹᭛ⱘᯊ䯈䯈䱨Ǆ㔎ⳕؐЎ 2 ⾦Ǆ  

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸䜡㕂 Hello Time˖ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# spanning-tree 
hello-time seconds 

䜡㕂hello_timeˈপؐ㣗ೈЎ110ࠄ ⾦ˈ

㔎ⳕؐЎ 2 ⾦Ǆ 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

Ruijie# show running-config Ḍᇍ䜡㕂ᴵⳂǄ 

Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

ᙼབᵰ㽕ᘶ໡ࠄ㔎ⳕؐˈৃ⫼ no spanning-tree hello-time ܼሔ䜡㕂ੑҸ䖯㸠䆒

㕂Ǆ 

16.3.9. 䜡㕂 Forward-Delay Time 

䜡㕂ッষ⢊ᗕᬍবⱘᯊ䯈䯈䱨Ǆ㔎ⳕؐЎ 15 ⾦Ǆ  

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸䜡㕂 Forward-Delay Time˖ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# spanning-tree 
forward-time seconds 

䜡㕂 forward delay timeˈপؐ㣗ೈЎ 4
ࠄ 30 ⾦ˈ㔎ⳕؐЎ 15 ⾦Ǆ 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

Ruijie# show running-config Ḍᇍ䜡㕂ᴵⳂǄ 

Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

ᙼབᵰ㽕ᘶ໡ࠄ㔎ⳕؐˈৃ⫼ no spanning-tree forward-time ܼሔ䜡㕂ੑҸ䖯

㸠䆒㕂Ǆ 
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16.3.10. 䜡㕂 Max-Age Time 

䜡㕂 BPDU ᡹᭛⍜ᙃ⫳ᄬⱘ᳔䭓ᯊ䯈Ǆ㔎ⳕؐЎ 20 ⾦Ǆ 

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸䜡㕂 Max-Age Time˖ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# spanning-tree 
max-age seconds 

䜡㕂 max age timeˈপؐ㣗ೈЎ 6 ࠄ 40
⾦ˈ㔎ⳕؐЎ 20 ⾦Ǆ 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

Ruijie# show running-config Ḍᇍ䜡㕂ᴵⳂǄ 

Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

ᙼབᵰ㽕ᘶ໡ࠄ㔎ⳕؐˈৃ⫼ no spanning-tree max-age ܼሔ䜡㕂ੑҸ䖯㸠䆒

㕂Ǆ 

 

~ 注意： 

Hello TimeǃForward-Delay TimeǃMax-Age Time 䰸њ᳝ϔϾ㞾䑿ⱘপؐ㣗ೈ

໪ˈ䖭ϝϾП䯈䖬᳝ϔϾࠊ㑺݇㋏ˈህᰃ˖2*(Hello Time + 1.0 seconds) <= 
Max-Age Time <= 2*(Forward-Delay – 1.0seconds)Ǆᙼ䜡㕂ⱘ䖭ϝϾখ᭄ᖙ乏⒵

䎇䖭Ͼᴵӊˈ৺᳝߭ৃ㛑ᇐ㟈ᢧᴈϡ〇ᅮǄ 

 

16.3.11. 䜡㕂 Tx-Hold-Count 

䜡㕂↣⾦䩳᳔໮থ䗕ⱘ BPDU Ͼ᭄ˈ㔎ⳕؐЎ 3 ϾǄ 

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸䜡㕂 Tx-Hold-Count ˖꤀

ɔ

吀  

0  BPDUϾ耀 3䉐䑕 3 ϾǄT  �þ�Ä  �þ�Ä
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16.3.14. 䜡㕂
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Ruijie(config-mst)# instance 1 vlan 10-20 
Ruijie(config-mst)# name region1 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# show  
Multi spanning tree protocol : Enable Name [region1] 
Revision 1 

Instance Vlans Mapped 
-------- --------------------- 

0 1-9,21-4094 
1 10-20 

------------------------------- 
Ruijie(config-mst)# exit 

Ruijie(config)# 

 

~ 注意： 

೼䜡㕂 vlan ੠ instance ⱘ᯴ᇘ݇㋏ࠡ䇋ࡵᖙ⹂ֱ᠔䜡㕂ⱘ vlan Ꮖ㒣㹿߯ᓎˈ৺߭

೼䚼ߚѻકϞ᳝ৃ㛑Ӯߎ⦄ vlan ੠ instance ݇㘨༅䋹Ǆ 

 

16.3.15. 䜡㕂 Maximum-Hop Count 

䜡㕂 Maximum-Hop Countˈᣛᅮњ BPDU ೼ϔϾ Region 㒣䖛໮ᇥৄ䆒໛ৢ㹿ݙ

϶ᓗǄᅗᇍ᠔᳝ Instance ᳝ᬜǄ 

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸䜡㕂 Maximum-Hop Count˖ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# spanning-tree 
max-hops hop-count  

䜡㕂 Maximum-Hop Countˈ㣗ೈЎ 1ˉ

40ˈ㔎ⳕؐЎ 20 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

Ruijie# show running-config Ḍᇍ䜡㕂ᴵⳂǄ 

Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

ᙼབᵰ㽕ᘶ໡ࠄ㔎ⳕؐˈৃ⫼ no spanning-tree max-hops ܼሔ䜡㕂ੑҸ䖯㸠䆒

㕂Ǆ 
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16.3.16. 䜡㕂᥹ষⱘݐᆍᗻ῵ᓣ 

䜡㕂᥹ষⱘݐᆍᗻ῵ᓣˈৃҹՓ䆹ッষথ䗕 BPDU ᯊḍ᥂ᔧࠡッষⱘሲᗻ᳝䗝ᢽ

ⱘᨎᏺϡৠⱘ MSTI ⱘֵᙃˈҹᅲ⦄Ϣ݊ᅗѻଚП䯈ⱘѦ䖲Ǆ 

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ㘮䜡㕂᥹ষⱘݐᆍᗻ῵ᓣ˖ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)#interface interface-id 䖯ܹ᥹ষ䜡㕂῵ᓣ 
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䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸䜡㕂 BPDU Guard˖ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 
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Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

ᙼབᵰ㽕݇䯁
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Ruijie(config)# spanning-tree 
Loopguard default ܼሔਃ⫼ Loop Guard ⡍ᗻǄ 

Ruijie# show running-config Ḍᇍ䜡㕂ᴵⳂǄ 

Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸෎Ѣ᥹ষਃ⫼ Loop Guard ⡍ᗻ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# interface 
Interface-id 

䖯ܹ᥹ষ䜡㕂῵ᓣǄৃ䜡㕂ⱘ᥹ষࣙᣀ⠽

⧚ষ੠ Aggregate LinkǄ 
Ruijie(config-if)# spanning-tree 
guard loop ਃ⫼ Loop Guard ⡍ᗻǄ 

Ruijie# show running-config Ḍᇍ䜡㕂ᴵⳂǄ 
Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

16.4.10. ݇䯁᥹ষⱘֱᡸࡳ㛑 

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸݇䯁᥹ষⱘḍ៪⦃䏃ֱᡸࡳ㛑Ǆ 

ੑҸ ԰⫼ 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)# interface 
Interface-id 

䖯ܹ᥹ষ䜡㕂῵ᓣǄৃ䜡㕂ⱘ᥹ষࣙᣀ⠽

⧚ষ੠ Aggregate LinkǄ 
Ruijie(config-if)# spanning-tree 
guard none 

೼᥹ষ῵ᓣϟˈ݇䯁ḍ䰆ᡸ៪⦃䏃䰆ᡸ⡍

ᗻ 
Ruijie# show running-config Ḍᇍ䜡㕂ᴵⳂǄ 
Ruijie# copy running-config 
startup-config ֱᄬ䜡㕂Ǆ 

16.5. ᰒ⼎ MSTP 䜡㕂੠⢊ᗕ 

MSTP ᦤկњབϟⱘᰒ⼎ੑҸੑҸ⫼Ѣᶹⳟ৘⾡䜡㕂ֵᙃঞ䖤㸠ᯊֵᙃˈ৘ੑҸ

ⱘࡳ㛑䇈ᯢབϟ˖ 

ੑҸ ৿Н 

Ruijie# show spanning-tree ᰒ⼎ MSTP ⱘ৘乍খ᭄ֵᙃঞ⫳៤

ᷥⱘᢧᠥֵᙃ 

Ruijie# show spanning-tree summary ᰒ⼎
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Ruijie# show spanning-tree  
inconsistentports 

ᰒ⼎಴ḍֱᡸ៪⦃䏃ֱᡸ㗠 block ⱘ

ッষ 

Ruijie# show spanning-tree mst 
configuration ᰒ⼎ MST ඳⱘ䜡㕂ֵᙃ 

Ruijie# show spanning-tree mst 
instance-id ᰒ⼎䆹 instance ⱘ MSTP ֵᙃ 

Ruijie# show spanning-tree mst 
instance-id interface interface-id 

ᰒ⼎ᣛᅮ interface ⱘᇍᑨ instance
ⱘ MSTP ֵᙃ 

Ruijie# show spanning-tree interface 
interface-id 

ᰒ⼎ᣛᅮ interface ⱘ᠔᳝ instance
ⱘ MSTP ֵᙃ 

Ruijie# show spanning-tree 
forward-time ᰒ⼎ forward-time 

Ruijie# show spanning-tree Hello 
time ᰒ⼎ Hello time 

Ruijie# show spanning-tree 
max-hops ᰒ⼎ max-hops 

Ruijie# show spanning-tree 
tx-hold-count ᰒ⼎ tx-hold-count 

Ruijie# show spanning-tree pathcost 
method ᰒ⼎ pathcost method 

16.6. MSTP  ൟ䜡㕂⫼՟݌

16.6.1. 㒘㔥䳔∖ 

1) ᇚϝৄ䆒໛䖲᥹៤ϝ㾦⦃㔥ˈ䜡㕂 MSTP ῵ᓣǄ 

2) ೼䆒໛Ϟ䜡㕂Ⳍᑨⱘ Vlan-Instance ᯴ᇘˈЀ MST 䜡㕂ৡ⿄ǃMST 
Revision NumberˈᑊᣛᅮⳌᑨ䆒໛ⱘᅲ՟Ӭܜ㑻 

3) ᶹⳟ MSTP 䜡㕂ֵᙃ 

4) ܼሔᓔਃ BPDU Guard 㛑ˈ೼Ⳉ䖲ࡳ PC ⱘッষϞ䜡㕂 Port Fast  㛑Ǆࡳ
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16.6.2. 㒘㔥ᢧᠥ 

 

16.6.3. 䜡㕂ℹ偸 

1) 䜡㕂 Switch A 

# 䜡㕂ッষ Gi 0/1 ੠ Gi 0/2 ሲѢ Trunk ষˈ߯ᓎ VLAN 2 ੠ VLAN 3Ǆ 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# vlan 2 
Ruijie(config-vlan)# exit 
Ruijie(config)# vlan 3 
Ruijie(config-vlan)# exit 

# 䜡㕂⫳៤ᷥЎ MSTP ῵ᓣˈᑊᇚ VLAN 2 ᯴ᇘࠄ Instance 1ˈᇚ VLAN 3 ᯴ᇘࠄ

Instance 2ˈ䆒㕂 MST 䜡㕂ৡ⿄Ў ruijieˈMST Revision Number Ў 1ˈᶹⳟ MST
䜡㕂ֵᙃˈᓔਃ⫳៤ᷥण䆂Ǆ 
Ruijie(config)# spanning-tree mode mstp  
Ruijie(config)# spanning-tree mst configuration  
Ruijie(config-mst)# instance 1 vlan 2 
%Warning:you must create vlans before configuring instance-vlan 
relationship 

Ruijie(config-mst)# instance 2 vlan 3 
%Warning:you must create vlans before configuring instance-vlan 
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relationship 

Ruijie(config-mst)# name ruijie 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# show  
Multi spanning tree protocol : Enable 
Name     : ruijie 

Revision : 1 
Instance  Vlans Mapped 

-------- -------------------------------------------- 
0        : 1, 4-4094 

1        : 2 
2        : 3 

----------------------------------------------------- 

Ruijie(config-mst)# exit 
Ruijie(config)# spanning-tree  
Enable spanning-tree. 

# ೼䆹䆒໛Ϟ䜡㕂 Instance 0 ⱘӬܜ㑻Ў 4096 
Ruijie(config)# spanning-tree mst 0 priority 4096 

2) 䜡㕂 Switch B 

# 䜡㕂ッষ Gi 0/1 ੠ Gi 0/2 ሲѢ Trunk ষˈ߯ᓎ VLAN 2 ੠ VLAN 3Ǆ 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# vlan 2 
Ruijie(config-vlan)# exit 
Ruijie(config)# vlan 3 
Ruijie(config-vlan)# exit 

# 䜡㕂⫳៤ᷥЎ MSTP ῵ᓣˈᑊᇚ VLAN 2 ᯴ᇘࠄ Instance 1ˈᇚ VLAN 3 ᯴ᇘࠄ

Instance 2ˈ䆒㕂 MST 䜡㕂ৡ⿄Ў ruijieˈMST Revision Number Ў 1ˈᓔਃ⫳៤

ᷥण䆂Ǆ 
Ruijie(config)# spanning-tree mode mstp  
Ruijie(config)# spanning-tree mst configuration  
Ruijie(config-mst)# instance 1 vlan 2 
%Warning:you must create vlans before configuring instance-vlan 

relationship 

Ruijie(config-mst)# instance 2 vlan 3 
%Warning:you must create vlans before configuring instance-vlan 
relationship 

Ruijie(config-mst)# name ruijie 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# exit 
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Ruijie(config)# spanning-tree  
Enable spanning-tree. 

# ೼䆹䆒໛Ϟ䜡㕂 Instance1 ⱘӬܜ㑻Ў 4096 
Ruijie(config)# spanning-tree mst 1 priority 4096 

3) 䜡㕂 Switch C 

# 䜡㕂ッষ Fa 0/1 ੠ Fa 0/2 ሲѢ Trunk ষˈ߯ᓎ VLAN 2 ੠ VLAN 3Ǆ 
Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# interface fastEthernet 0/2 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# vlan 2 
Ruijie(config-vlan)# exit 
Ruijie(config)# vlan 3 
Ruijie(config-vlan)# exit 

# 䜡㕂⫳៤ᷥЎ MSTP ῵ᓣˈᑊᇚ VLAN 2 ᯴ᇘࠄ Instance 1ˈᇚ VLAN 3 ᯴ᇘࠄ

Instance 2ˈ䆒㕂 MST 䜡㕂ৡ⿄Ў ruijieˈMST Revision Number
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Ruijie# show spanning-tree  
StpVersion : MSTP 

SysStpStatus : ENABLED 
MaxAge : 20 

HelloTime : 2 
ForwardDelay : 15 

BridgeMaxAge : 20 
BridgeHelloTime : 2 

BridgeForwardDelay : 15 
MaxHops: 20 

TxHoldCount : 3 
PathCostMethod : Long 

BPDUGuard : enabled 
BPDUFilter : Disabled 

LoopGuardDef  : Disabled 
###### mst 0 vlans map : 1, 4-4094 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 32768 

TimeSinceTopologyChange : 0d:0h:19m:44s 
TopologyChanges : 1 

DesignatedRoot : 1000.00d0.f822.33aa 
RootCost : 0 

RootPort : 1 
CistRegionRoot : 1000.00d0.f822.33aa 

CistPathCost : 200000 
###### mst 1 vlans map : 2 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 32768 

TimeSinceTopologyChange : 0d:0h:1m:46s 
TopologyChanges : 7 

DesignatedRoot : 1001.00d0.f834.56f0 
RootCost : 200000 

RootPort : 2 
###### mst 2 vlans map : 3 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 4096 

TimeSinceTopologyChange : 0d:0h:1m:44s 
TopologyChanges : 5 

DesignatedRoot : 1002.00d0.f82a.aa8e 
RootCost : 0 

RootPort : 0 

# ᶹⳟッষ Fa 0/1 ⱘ⫳៤ᷥ䜡㕂ֵᙃ 
Ruijie# show spanning-tree interface fastEthernet 0/1 
PortAdminPortFast : Disabled 

PortOperPortFast : Disabled 
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PortAdminAutoEdge : Enabled 
PortOperAutoEdge : Disabled 

PortAdminLinkType : auto 
PortOperLinkType : point-to-point 

PortBPDUGuard : Disabled 
PortBPDUFilter : Disabled 

PortGuardmode  : None 
###### MST 0 vlans mapped :1, 4-4094 

PortState : forwarding 
PortPriority : 128 

PortDesignatedRoot : 1000.00d0.f822.33aa 
PortDesignatedCost : 0 

PortDesignatedBridge :1000.00d0.f822.33aa 
PortDesignatedPort : 8002 

PortForwardTransitions : 1 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : rootPort 
###### MST 1 vlans mapped :2 

PortState : discarding 
PortPriority : 128 

PortDesignatedRoot : 1001.00d0.f834.56f0 
PortDesignatedCost : 0 

PortDesignatedBridge :8001.00d0.f822.33aa 
PortDesignatedPort : 8002 

PortForwardTransitions : 5 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : alternatePort 
###### MST 2 vlans mapped :3 

PortState : forwarding 
PortPriority : 128 

PortDesignatedRoot : 1002.00d0.f82a.aa8e 
PortDesignatedCost : 0 

PortDesignatedBridge :1002.00d0.f82a.aa8e 
PortDesignatedPort : 8001 

PortForwardTransitions : 1 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : designatedPort 
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㄀17ゴ� SPAN 䜡㕂 

17.1. ὖ䗄 

17.1.1. ⧚㾷 SPAN 

ᙼৃҹ䗮䖛Փ⫼ SPAN ᇚϔϾッষϞⱘᏻᣋ䋱ࠄѸᤶᴎϞⱘ঺ϔϾ䖲᥹᳝㔥㒰ߚ

ᵤ䆒໛៪ RMON ᵤ䆹ッষϞⱘ䗮䆃ǄSPANߚᵤҾⱘッষϞᴹߚ ᇚᶤϾッষϞ᠔

᳝᥹ᬊ੠থ䗕ⱘᏻ MIRROR  ᵤǄߚᶤϾ⠽⧚ッষϞᴹ䖯㸠ࠄ

՟བˈ೼೒ 1 Ёˈगܚッষ 5 Ϟⱘ᠔᳝ᏻ䛑㹿᯴ᇘࠄњगܚッষ 10ˈ᥹೼ッষ 10
Ϟⱘⱘ㔥㒰ߚᵤҾ㱑✊≵᳝੠ッষ 5 Ⳉ᥹Ⳍ䖲ˈৃ᥹ᬊ䗮䖛ッষ 5 Ϟⱘ᠔᳝ᏻǄ 

 

೒ 1  SPAN 䜡㕂ᅲ՟ 

䗮䖛 SPAN ৃҹⲥ᥻᠔᳝䖯ܹ੠Ң⑤ッষ䕧ߎⱘᏻˈࣙᣀ䏃⬅䕧ܹᏻǄ 

SPAN ᑊϡᕅડ⑤ッষ੠ⳂⱘッষⱘѸᤶˈাᰃ᠔᳝䖯ܹ੠Ң⑤ッষ䕧ߎⱘᏻॳ

ḋᣋ䋱њϔӑࠄⳂⱘッষǄ✊㗠ϔϾ⌕䞣䖛ᑺⱘⳂⱘッষˈ՟བϔϾ 100Mbps Ⳃ

ⱘッষⲥ᥻ϔϾ 1000Mbps ৃ㛑ᇐ㟈ᏻ㹿϶ᓗǄ 

17.1.2. ѻકᏂᓖᗻ 

¸ ೼ S3750 ㋏߫ѻકϞˈ䎼䆒໛䬰ڣⱘᯊ׭ˈ㹿䬰ڣ᡹᭛Ў untag ᡹᭛ˈ䬰ڣ

ᴹⱘ᡹᭛Ӯব៤ᏺߎⳂⱘষڣ䬰ࠄ tag ⱘ᡹᭛Ǆ 

¸ ᇍѢ S3750 ㋏߫ˈSPAN ᬃᣕᠧᓔ䬰ڣⳂⱘষܕ䆌Ѹᤶࡳ㛑 

¸ ᇍѢ S3750 ㋏߫ˈSPAN ᬃᣕ䬰ڣⳂⱘষᇕ㺙ࡳ㛑 

¸ ᇍѢ S3750 ㋏߫ˈᔧ䬰ڣⱘ⑤ষЎ䏃⬅ষᯊˈⳂⱘষ䬰ڣⱘ᡹᭛Ў tag ᡹᭛Ǆ 
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17.2. SPAN ὖᗉ੠ᴃ䇁 

䆹䚼ߚᦣ䗄њ੠ SPAN 䜡㕂Ⳍ݇ⱘϔѯὖᗉ੠ᴃ䇁 

17.2.1. SPAN Ӯ䆱 

ϔϾ SPAN Ӯ䆱ᰃϔϾⳂⱘッষ੠⑤ッষⱘ㒘ড়Ǆᙼৃҹⲥ᥻ऩϾ៪໮Ͼ᥹ষⱘ

䕧ܹˈ䕧ߎ੠ঠ৥ᏻǄ 

ᙼা㛑䜡㕂ϔϾ SPAN Ӯ䆱ˈSwitched port ੠ routed port 䛑ৃҹ䜡㕂Ў⑤ッষ੠

ⳂⱘッষǄSPAN Ӯ䆱ᑊϡᕅડѸᤶᴎⱘℷᐌ᪡԰Ǆ 

ᙼৃҹᇚ SPAN Ӯ䆱䜡㕂೼ϔϾ disabled port Ϟˈ✊㗠ˈSPAN ᑊϡ偀Ϟথ⫳԰

⫼ⳈࠄᙼՓ㛑Ⳃⱘ੠⑤ッষǄShow monitor session session number ੑҸᰒ

⼎њ SPAN Ӯ䆱ⱘ᪡԰⢊ᗕǄϔϾ SPAN Ӯ䆱೼Ϟ⬉ৢᑊϡ偀Ϟ⫳ᬜⳈࠄⳂⱘッ

ষ໘Ѣৃ᪡԰⢊ᗕǄ 

17.2.2. ᏻ㉏ൟ 

SPAN Ӯ䆱ࣙ৿ҹϟᏻ㉏ൟ˖ 

᥹ᬊᏻ˖᠔᳝⑤ッষϞ᥹ᬊࠄⱘᏻ䛑ᇚ㹿ᣋ䋱ϔӑࠄⳂⱘষǄ೼ϔϾ SPAN Ӯ䆱

Ёˈᙼৃⲥ᥻ϔϾ៪޴Ͼ⑤ッষⱘ䕧ܹᏻǄ㢹⬅Ѣᶤѯॳ಴ˈҢ⑤ッষ䕧ܹⱘᏻ

ৃ㛑㹿϶ᓗˈབッষᅝܼˈԚ䖭ϡᕅડ SPAN ⱘࡳ㛑ˈ䆹ᏻҡ✊Ӯথ䗕ࠄⳂⱘッ

ষǄ 

থ䗕ᏻ˖᠔᳝Ң⑤ッষথ䗕ⱘᏻ䛑ᇚᣋ䋱ϔӑࠄⳂⱘッষǄ೼ϔϾ SPAN Ӯ䆱

Ёˈᙼৃⲥ᥻ϔϾ៪޴Ͼ⑤ッষⱘ䕧ߎᏻǄ㢹⬅Ѣᶤѯॳ಴ˈҢ߿ⱘッষথ䗕ࠄ

⑤ッষⱘᏻৃ㛑㹿϶ᓗˈৠḋˈ䆹ᏻгϡӮথ䗕ࠄⳂⱘッষǄ⬅Ѣᶤѯॳ಴থ䗕

⑤㒣䖛䏃⬅ПৢⱘᏻˈᏻⱘߎッষⱘᏻⱘḐᓣৃ㛑ᬍবˈ՟བ⑤ッষ䕧⑤ࠄ

MACǃⳂⱘ MACǃVLAN ID ҹঞ TTL থ⫳ব࣪Ǆৠḋˈᣋ䋱ࠄⳂⱘッষⱘᏻⱘ

ḐᓣгӮব࣪Ǆ 

ঠ৥ᏻ˖ࣙᣀϞ䴶᠔䇈ⱘϸ⾡ᏻǄ೼ϔϾ SPAN Ӯ䆱Ёˈᙼৃⲥ᥻ϔϾ៪޴Ͼ⑤

ッষⱘ䕧ܹ੠䕧ߎᏻǄ 

17.2.3. ⑤ッষ 

⑤ッষ(гি㹿ⲥ᥻ষ)ৃҹᰃϔϾ switched portǃrouted port ៪ APˈ䆹ッষ㹿ⲥ

᥻⫼خ㔥㒰ߚᵤǄ೼ऩϾⱘ SPAN Ӯ䆱Ёˈᙼৃҹⲥ᥻䕧ܹˈ䕧ߎ੠ঠ৥ᏻˈᇍ

Ѣ⑤ッষⱘ᳔໻Ͼ᭄ϡخ䰤ࠊǄ 

ϔϾ⑤ッষ᳝ҹϟ⡍ᗻ˖ 
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1. ᅗৃҹᰃ switched portˈrouted port ៪ APǄ 

2. ᅗϡৃҹৠᯊЎⳂⱘষǄ 

3. ᅗৃҹᣛᅮ㹿ⲥ᥻ᏻⱘ䕧ܹ៪䕧ߎᮍ৥Ǆ 

4. ⑤ッষ੠Ⳃⱘッষৃҹ໘ѢϔϾ VLAN ៪ϡ໘ѢϔϾ VLAN ЁǄ 

17.2.4. Ⳃⱘッষ 

SPAN Ӯ䆱᳝ϔϾⳂⱘষ(гিⲥ᥻ষ)ˈ⫼Ѣ᥹ᬊ⑤ッষⱘᏻᣋ䋱Ǆ 

Ⳃⱘッষ᳝ҹϟ⡍ᗻ˖ 

¸ ᅗৃҹᰃ switched portǃrouted port ੠ APǄ 

17.3. 䜡㕂 SPAN 

ᴀ䚼ߚᦣ䗄њབԩ೼ᙼⱘѸᤶᴎϞ䜡㕂 SPANˈᅗࣙ৿ҹϟ䜡㕂:  

17.3.1. SPAN 䜡㕂 

 㛑 㔎ⳕ䜡㕂ࡳ

SPAN ⢊ᗕ ⽕ℶ 

 

17.3.2. SPAN 䜡㕂ᣛफ 

䇋䙉ҹϟ㾘߭䖯㸠 SPAN ⱘ䜡㕂˖ 

1) 䇋ᇚ㔥㒰ߚᵤҾ䖲᥹ࠄⲥ᥻ষ 

2) Ⳃⱘッষϡ㛑Ў⑤ッষˈ⑤ッষϡ㛑ЎⳂⱘッষǄ 

3) ᙼৃҹ䜡㕂ϔϾ disabled port ЎⳂⱘッষ៪⑤ッষˈԚℸᯊ SPAN 㛑ᑊϡࡳ

䍋԰⫼ˈⳈࠄⳂⱘッষ੠⑤ッষ㹿䞡ᮄՓ㛑Ǆ 

4) no monitor session session_number ܼሔ䜡㕂ੑҸৃҢ SPAN Ӯ䆱Ёߴ䰸

⑤៪ⳂⱘッষǄ 

ᔧ SPAN ໘ѢՓ㛑⢊ᗕˈ䜡㕂ⱘব᳈᳝ҹϟ㒧ᵰ 

—�
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—བᵰᙼᇚ⑤ッষ៪㗙ⳂⱘッষࠄܹࡴϔϾ AP Ёˈ䆹䜡㕂ᇚՓ SPAN ⱘ⑤ッষ៪

㗙Ⳃⱘッষ㹿প⍜Ǆ 

17.3.3. ߯ᓎϔϾ SPAN Ӯ䆱ᑊᣛᅮⲥ᥻ষ੠㹿ⲥ᥻ষ 

߯ᓎϔϾ SPAN Ӯ䆱ᑊᣛᅮⳂⱘッষ(ⲥ᥻ষ)੠⑤ッষ(㹿ⲥ᥻ষ)Ǆ 

ੑҸ ԰⫼ 

Ruijie(config)# monitor 
session session_number 
source interface interface-id
[ˈ| -] {both | rx | tx} 

ᣛᅮ⑤ッষǄᇍѢ interface-idˈ䇋ᣛᅮⳌᑨ

ⱘ᥹ষোǄ 

Ruijie(config)# monitor  
session session_number 
destination interface 
interface-id {encapsulation | 
switch} 

ᣛᅮⳂⱘッষǄᇍѢ interface-idˈ䇋ᣛᅮⳌ

ᑨⱘ᥹ষো 
ࡴ⏏ encapsulation খ᭄ᇚᬃᣕ䬰ڣষᇕ㺙ࡳ

㛑,⏏ࡴ switch খ᭄ᇚᬃᣕ䬰ڣⳂⱘষѸᤶࡳ

㛑Ǆ 

ᛇ㽕ߴ䰸 SPAN Ӯ䆱ˈৃՓ⫼ no monitor session session_number ܼሔ䜡㕂ੑ

ҸǄᛇ㽕ߴ䰸᠔᳝ SPAN Ӯ䆱ˈৃՓ⫼ no monitor session all ܼሔ䜡㕂ੑҸǄ

Փ⫼ no monitor session session_number source interface interface-id ܼሔ

䜡 㕂 ੑ Ҹ ៪ no monitor session session_number destination interface 
interface-id  䰸⑤ッষ៪Ⳃⱘッষߴৃ

ϟ䴶䖭Ͼ՟ᄤ䇈ᯢњབԩ߯ᓎϔϾ SPAN Ӯ䆱˖Ӯ䆱 1Ǆ佪ܜˈᇚᔧࠡӮ䆱 1 ⱘ䜡

㕂⏙䰸ᥝˈ✊ৢ䆒㕂ッষ 1 ⱘᏻ MIRROR ッষࠄ 8ǄShow monitor session ⡍

ᴗੑҸ⫼Ѣ⹂䅸䜡㕂Ǆ 

Ruijie(config)# no monitor session 1 
Ruijie(config)# monitor session 1 source interface  
gigabitEthernet 3/1 both 
Ruijie(config)# monitor session 1 destination interface  
gigabitEthernet 3/8 
Ruijie(config)# end 
Ruijie# show monitor session 1 
sess-num: 1 
src-intf: 

GigabitEthernet 3/1 frame-type Both 
dest-intf: 

GigabitEthernet 3/8 

17.3.4. Ң SPAN Ӯ䆱Ёߴ䰸ϔϾষ 

ҢϔϾ SPAN Ӯ䆱Ёߴ䰸⑤ッষǄ 
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ੑҸ ԰⫼ 

Ruijie(config)# no monitor 
session session_number source 
interface interface-id  [ˈ| -] 
[both | rx | tx] 

ᣛ ᅮ 䳔 ߴ 䰸 ⱘ ⑤ ッ ষ Ǆ ᇍ Ѣ

interface-idˈ䇋ᣛᅮⳌᑨⱘ᥹ষোǄ 

Փ⫼ no monitor session session_number source interface interface-id ܼሔ䜡

㕂ੑҸৃҢϔϾ SPAN Ӯ䆱Ёߴ䰸⑤ッষǄϟ䴶䖭Ͼ՟ᄤᰒ⼎њབԩᇚッষ 1 Ң

Ӯ䆱 1 Ёߴ䰸ᑊ⹂䅸䜡㕂 

Ruijie(config)# no monitor session 1 source interface  
gigabitethernet 1/1 both 
Ruijie(config)# end 
Ruijie# show monitor session 1 
sess-num: 1 
dest-intf: 

GigabitEthernet 3/8 

17.4. ᰒ⼎ SPAN ⢊ᗕ 

Փ⫼ show monitor ⡍ᴗੑҸৃᰒ⼎ᔧࠡ SPAN 䜡㕂ⱘ⢊ᗕ,ϟ䴶䖭Ͼ՟ᄤ䇈ᯢњ

བԩ䗮䖛 show monitor ⡍ᴗੑҸᰒ⼎ SPAN Ӯ䆱 1 ⱘᔧࠡ⢊ᗕ 

Ruijie# show monitor session 1 
sess-num: 1 

src-intf: 
GigabitEthernet 3/1 frame-type Both 

dest-intf: 
GigabitEthernet 3/8 
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㄀18ゴ� IP ഄഔϢ᳡ࡵ䜡㕂 

18.1. IP ഄഔ䜡㕂 

18.1.1. IP ഄഔㅔҟ 

IP ഄഔ⬅ 32 ԡѠ䖯ࠊ㒘៤ˈЎњкݭ੠ᦣ䗄ᮍ֓ˈϔ㠀⫼क䖯ࠊ㸼⼎Ǆक䖯ࠊ㸼

⼎ᯊˈߚЎಯ㒘ˈ↣㒘 8 ԡˈ㣗ೈҢ 0~255ˈ㒘П䯈⫼Ā.āো䱨ᓔˈ↨བ

Ā192.168.1.1āህᰃ⫼क䖯ࠊ㸼⼎ⱘ IP ഄഔǄ 

IP ഄഔ乒ৡᗱНˈ㞾✊ᰃ IP ሖण䆂ⱘѦ䖲ഄഔǄ32 ԡⱘ IP ഄഔ⬅ϸϾ䚼ߚ㒘

៤˖1˅㔥㒰䚼2˗ߚ˅ᴀഄഄഔ䚼ߚǄḍ᥂㔥㒰䚼ߚⱘ༈޴Ͼ↨⡍ԡⱘؐˈⳂࠡ

Փ⫼Ёⱘ IP ഄഔৃҹߚߦ៤ಯ໻㉏Ǆ 

A ㉏ഄഔˈ᳔催↨⡍ԡЎĀ0āˈ᳝ 7 Ͼ↨⡍ԡ㸼⼎㔥㒰োˈ24 Ͼ↨⡍ԡ㸼⼎ᴀഄ

ഄഔǄ䖭ḋᘏ᳝݅ 128 Ͼ A
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& 说明： 

ࠡಯϾ᳔催↨⡍ԡЎĀ1111āⱘഄഔᰃϡܕ䆌ߚ䜡ⱘˈ䖭ѯഄഔ⿄Ў E ㉏ഄഔˈ

ሲѢֱ⬭ഄഔǄ 

 

೼ᓎ䆒㔥㒰䖛⿟Ёˈ䖯㸠 IP ഄഔ㾘ߦᯊˈϔᅮ㽕ḍ᥂ᓎ䆒㔥㒰ⱘᗻ䋼䖯㸠 IP ഄഔ

䜡ߚⳌᑨⱘᴎᵘ⬇䇋ࠄ䜡Ǆབᵰᓎ䆒ⱘ㔥㒰䳔㽕ϢѦ㘨㔥䖲᥹ˈ߭䳔㽕ߚ IP ഄ

ഔǄЁ೑ഄऎৃҹ৥Ё೑Ѧ㘨㔥ֵᙃЁᖗ˄CNNIC˅⬇䇋ˈ䋳䋷 IP ഄഔߚ䜡ⱘ᳔

㒜ᴎᵘЎ೑䰙Ѧ㘨㔥ৡᄫϢ㓪োߚ䜡݀ৌ˄ ICANN,Internet Corporation for 
Assigned Names and Numbers Ǆ˅བᵰᓎ䆒ⱘ㔥㒰Ўݙ䚼⾕᳝㔥㒰ˈህϡ䳔㽕⬇

䇋 IP ഄഔˈԚᰃгϡ㛑䱣֓ߚ䜡ˈ᳔དߚ䜡ϧ䮼ⱘ⾕᳝㔥㒰ഄഔǄ 

ϟ㸼Ўֱ⬭Ϣৃ⫼ⱘഄഔ߫㸼˖ 

㉏߿ ഄഔぎ䯈 
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C ㉏㔥㒰 192.168.0.0~192.168.255.255 256 Ͼ C ㉏㔥㒰 

݇Ѣ IP ഄഔǃTCP/UDP ッষঞ݊ᅗ㓪ⷕⱘߚ䜡ᚙމˈ䇋খ㗗 RFC 1166 ᭛ḷǄ 

18.1.2. IP ഄഔ䜡㕂ӏ߫ࡵ㸼 

IP ഄഔ䜡㕂ӏࣙࡵᣀҹϟ৘乍ˈԚা᳝㄀ϔ乍䜡㕂ᰃᖙ乏㽕خˈ݊ᅗӏৃࡵҹḍ

᥂㔥㒰ⱘ݋ԧ䳔㽕އᅮᰃ৺㽕ᠻ㸠Ǆ 

¸ ᥹ষ IP ഄഔ䜡㕂˄㽕∖˅ 

¸ ഄഔ㾷ᵤण䆂˄ARP˅䜡㕂˄ৃ䗝˅ 

¸ IP  ˅ᑓඳ㔥ഄഔ᯴ᇘ䜡㕂˄ৃ䗝ࠄ

¸ ݇䯁 IP 䏃⬅˄ৃ䗝˅ 

¸ ᑓ᪁ࣙ໘⧚䜡㕂˄ৃ䗝˅ 

18.1.2.1. ᥹ষ IP ഄഔ䜡㕂 

ϔϾ䆒໛া᳝䜡㕂њ IP ഄഔˈᠡৃҹ᥹ᬊ੠থ䗕 IP ᭄᥂᡹ˈ᥹ষ䜡㕂њ IP ഄ

ഔˈ䇈ᯢ䆹᥹ষܕ䆌䖤㸠 IP ण䆂Ǆ 

㽕ߚ䜡ϔϾ᥹ষⱘ IP ഄഔˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip address ip-address mask 䆒㕂ϔϾ᥹ষⱘ IP ഄഔ 

Ruijie(config-if)# no ip address প⍜ϔϾ᥹ষⱘ IP ഄഔ䜡㕂

㔥㒰᥽ⷕгᰃϔϾ32↨⡍ⱘ᭄ؐˈᷛ䆚ⴔ䆹 IPഄഔⱘા޴Ͼ↨⡍Ў㔥㒰䚼ߚǄ㔥

㒰᥽ⷕЁˈؐЎ“1”ⱘ↨⡍ᇍᑨⱘ IP ഄഔ↨⡍ԡህᰃЎ㔥㒰䚼ߚˈؐЎ“0”ⱘ↨⡍

ᇍᑨⱘ IP
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Ϣ᥹ষ IP ഄഔⳌ݇ⱘ⡍ᗻ䜡㕂㾕ϟ߫ӏ߫ࡵ㸼ˈҹϟӏࡵ԰Ўৃ䗝䜡㕂ˈৃҹḍ

᥂ᅲ䰙ᚙއމᅮᰃ৺䳔㽕䜡㕂˖ 

¸ ᥹ষ䜡㕂໮Ͼ IP ഄഔ 

18.1.2.1.1. ᥹ষ䜡㕂໮Ͼ IP ഄഔ 

៥ৌѻકৃҹᬃᣕϔϾ᥹ষ䜡㕂໮Ͼ IP ഄഔˈ݊ЁϔϾЎЏ IP ഄഔˈ݊ԭܼ䚼

Ў⃵ IP ഄഔǄ⃵ IP ഄഔⱘ䜡㕂⧚䆎Ϟ≵᭄᳝Ⳃ䰤ࠊˈԚᰃ⃵ IP ഄഔϢЏ IP ҹঞ
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䏃ሖⱘᏻ༈Ёˈ᳈ޚ⹂ഄ䇈ᑨ䆹ᰃ᭄᥂䫒䏃ሖഄഔˈԚᅲ䰙Ϟᇍᴀഄഄഔ䖯㸠໘

⧚ⱘᰃ᭄᥂䫒䏃ሖЁⱘ MAC ᄤሖˈ಴ℸдᛃϞ⿄Ў MAC ഄഔˈMAC ഄഔ೼ሔඳ

㔥Ϟҷ㸼ⴔ IP 㔥㒰䆒໛˗2˅㔥㒰ഄഔˈ೼Ѧ㘨㔥Ϟҷ㸼ⴔ IP 㔥㒰䆒໛ˈৠᯊᅗ

г䇈ᯢњ䆹䆒໛᠔ሲⱘ㔥㒰Ǆ 

ሔඳ㔥Ϟϸৄ IP 䆒໛П䯈䳔㽕䗮ֵˈᖙ乏㽕ⶹ䘧ᇍᮍⱘ 48 ↨⡍ⱘ MAC ഄഔǄḍ

᥂ IP ഄഔᴹ㦋ⶹ MAC ഄഔⱘ䖛⿟⿄Ўഄഔ㾷ᵤ˄ ARP Ǆ˅㗠ḍ᥂ MAC ഄഔ㦋ⶹ

IP ഄഔⱘ䖛⿟⿄Ўড৥ഄഔ㾷ᵤ˄RARP˅Ǆഄഔ㾷ᵤⱘᮍᓣ᳝ϸ㉏˖1˅ഄഔ㾷

ᵤण䆂˄ ARP˅̠ 2 ҷ˅⧚ഄഔ㾷ᵤण䆂˄ Proxy ARP Ǆ˅݇Ѣ ARP ǃProxy ARPǃ

RARPˈ߿ߚ೼ RFC 826ˈRFC 1027ˈRFC 903 ᭛ᔧЁᦣ䗄Ǆ 

ARP ᰃ⫼ᴹ㒥ᅮ MAC ഄഔ੠ IP ഄഔⱘˈҹ IP ഄഔ԰Ў䕧ܹˈARP 㛑໳ⶹ䘧݊

݇㘨ⱘ MAC ഄഔǄϔᮺⶹ䘧њ MAC ഄഔˈIP ഄഔϢ MAC ഄഔᇍᑨ݇㋏ህӮֱ

ᄬ೼䆒໛ⱘ ARP 㓧ކЁǄ᳝њ MAC ഄഔˈIP 䆒໛ህৃҹᇕ㺙䫒䏃ሖⱘᏻˈ✊ৢ

ᇚ᭄᥂ᏻথ䗕ࠄሔඳ㔥ϞএǄ㔎ⳕ䜡㕂ϟˈҹ໾㔥Ϟ IP ੠ ARP ⱘᇕ㺙Ў
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18.1.2.2.2. ARP ᇕ㺙䆒㕂 

Ⳃࠡ ARP ᇕ㺙াᬃᣕ Ethernet II ㉏ൟˈ೼៥ৌѻકЁг㸼⼎Ў ARPA ݇䬂ᄫǄ 

18.1.2.2.3. ARP 䍙ᯊ䆒㕂 

ARP 䍙ᯊ䆒㕂াᇍࡼᗕᄺдࠄⱘ IP ഄഔ੠ MAC ഄഔ᯴ᇘ䍋԰⫼Ǆ䍙ᯊᯊ䯈䆒㕂

ᕫ䍞ⷁˈARP 㓧ކЁֱᄬⱘ᯴ᇘ㸼ህ䍞ⳳᅲˈԚᰃ ARP ⍜㗫㔥㒰ᏺᆑг䍞໮ˈ᠔

ҹ䳔㽕ᴗ㸵߽ᓞǄ䰸䴲᳝⡍߿ⱘ䳔㽕ˈ৺߭ϔ㠀ϡ䳔㽕䜡㕂 ARP 䍙ᯊᯊ䯈Ǆ 

㽕䜡㕂 ARP 䍙ᯊᯊ䯈ˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# arp timeout seconds 
䜡㕂 ARP 䍙ᯊᯊ䯈ˈ㣗

ೈ 0-2147483ˈ݊Ё 0
㸼⼎ϡ㗕࣪ 

Ruijie(config-if)# no arp timeout ᘶ໡㔎ⳕ䜡㕂 

㔎ⳕᚙމϟˈ䍙ᯊᯊ䯈Ў 3600 ⾦ˈे 1 ϾᇣᯊǄ 
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㽕ㅵ⧚৘⾡৘ḋⱘ IP 䖲᥹䯂乬ˈৃ䗝ᢽᗻഄᠻ㸠ҹϟ৘乍ӏࡵ˖ 

¸ ਃ⫼ ICMP ण䆂ϡৃ䖒⍜ᙃ 

¸ ਃ⫼ ICMP 䞡ᅮ৥⍜ᙃ 

¸ ਃ⫼ ICMP ᥽ⷕᑨㄨ⍜ᙃ 

¸ 䆒㕂 IP MTU 

¸ 䜡㕂 IP ⑤䏃⬅ 

18.2.2.1. ਃ⫼ ICMP Ⳃᷛϡৃ䖒⍜ᙃ 

ᔧ䆒໛᥹ᬊࠄⳂᷛЎ㞾Ꮕⱘ䴲ᑓ᪁ࣙˈ䆹᭄᥂ࣙЁ䞛⫼њ䆒໛ϡ㛑໘⧚ⱘ IP ण

䆂ˈ䆒໛ህ৥⑤ഄഔথ䗕 ICMP ण䆂ϡৃ䖒⍜ᙃǄ঺໪ˈབᵰ䆒໛⬅Ѣϡⶹ䘧䏃

⬅㗠ϡ㛑䕀থ᭄᥂ࣙᯊˈгӮথ䗕 ICMP Џᴎϡৃ䖒⍜ᙃǄ䖭⾡⡍ᗻ㔎ⳕᰃਃ⫼

ⱘǄ 

བᵰ㽕䞡ᮄਃ⫼ ICMP ण䆂ϡৃ䖒⍜ᙃˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip unreachables ਃ⫼ ICMP ण䆂ϡৃ䖒੠Џᴎϡৃ䖒

⍜ᙃ 

Ruijie(config-if)# no ip unreachables ݇䯁 ICMP ण䆂ϡৃ䖒੠Џᴎϡৃ䖒

⍜ᙃ 

 

18.2.2.2. ਃ⫼ ICMP 䞡ᅮ৥⍜ᙃ 

䏃⬅᳝ᯊӮϡ໳Ӭ࣪ˈՓᕫ䆒໛ҢϔϾ᥹ষ᥹ᬊࠄⱘ᭄᥂ࣙˈ䖬㽕Ң䆹᥹ষথ䗕

এˈ䆒໛ህӮ㒭᭄᥂⑤থ䗕ϔϾߎএǄབᵰ䆒໛ᇚ᭄᥂ࣙҢ᥹ᬊ᥹ষ䞡ᮄথ䗕ߎ

ICMP 䞡ᅮ৥⍜ᙃˈਞ䆝᭄᥂⑤ࠄ䆹Ⳃᷛഄഔⱘ㔥݇Ўৠϔᄤ㔥Ϟⱘ঺໪ϔৄ䆒

໛Ǆ䖭ḋ᭄᥂⑤ህӮᇚৢ㓁ⱘ᭄᥂ࣙᣝ✻᳔Շⱘ䏃ᕘ䖯㸠থ䗕Ǆ䆹⡍ᗻ㔎ⳕᰃਃ

⫼Ǆ 

㽕䜡㕂 ICMP 䞡ᅮ৥⍜ᙃˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip redirects ਃ⫼ ICMP 䞡ᅮ৥⍜ᙃˈ㔎ⳕਃ⫼ 

Ruijie(config-if)# no ip redirects ݇䯁 ICMP 䞡ᅮ৥⍜ᙃ 
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㄀19ゴ� DHCP 䜡㕂 

19.1. DHCP ҟ㒡 

DHCP(Dynamic Host Configuration ProtocolˈࡼᗕЏᴎ䜡㕂ण䆂)೼ RFC 2131
Ё ᳝ 䆺 㒚 ⱘ ᦣ 䗄 ˈ DHCP Ў Ѧ 㘨 㔥 Ϟ Џ ᴎ ᦤ կ 䜡 㕂 খ ᭄ Ǆ DHCP ᰃ ෎ Ѣ

Client/Server Ꮉ԰῵ᓣˈDHCP ᳡఼ࡵЎ䳔㽕ࡼᗕ䜡㕂ⱘЏᴎߚ䜡 IP ഄഔ੠ᦤկ

Џᴎ䜡㕂খ᭄Ǆ 

DHCP ᳝ϝ⾡ᴎߚࠊ䜡 IP ഄഔ˖ 

1) 㞾ߚࡼ䜡ˈDHCP 㒭ᅶ᠋ッߚ䜡∌Йᗻⱘ IP ഄഔ˗ 

䜡ˈDHCPߚᗕࡼ (2 㒭ᅶ᠋ッߚ䜡䖛ϔ↉ᯊ䯈Ӯ䖛ᳳⱘ IP ഄഔ˄៪㗙ᅶ᠋ッৃ

ҹЏࡼ䞞ᬒ䆹ഄഔ˅˗ 

3) ᠟Ꮉ䜡㕂ˈ⬅㔥㒰ㅵ⧚ਬ㒭ᅶ᠋ッᣛᅮ IP ഄഔǄㅵ⧚ਬৃҹ䗮䖛 DHCP ᇚᣛ

ᅮⱘ IP ഄഔথ㒭ᅶ᠋ッǄ 

ϝ⾡ഄഔߚ䜡ᮍᓣЁˈা᳝ࡼᗕߚ䜡ৃҹ䞡໡Փ⫼ᅶ᠋ッϡݡ䳔㽕ⱘഄഔǄ 

DHCP ⍜ᙃⱘḐᓣᰃ෎Ѣ BOOTP(Bootstrap Protocol)⍜ᙃḐᓣⱘˈ䖭ህ㽕∖䆒໛

᳝݋ BOOTP Ё㒻ҷ⧚ⱘࡳ㛑ˈᑊ㛑໳Ϣ BOOTP ᅶ᠋ッ੠ DHCP ᳡఼ࡵᅲ⦄Ѹ

ѦǄBOOTP Ё㒻ҷ⧚ⱘࡳ㛑ˈՓᕫ≵᳝ᖙ㽕೼↣Ͼ⠽⧚㔥㒰䛑䚼㕆ϔϾ DHCP
᳡఼ࡵǄRFC 951 ੠ RFC 1542 ᇍ DHCP ण䆂䖯㸠њ䆺㒚ᦣ䗄Ǆ 

19.2. DHCP ᳡఼ࡵㅔҟ 

៥ৌѻકⱘ DHCP ᳡఼ࡵᅠܼḍ᥂ RFC 2131 ᴹᅲ⦄ⱘˈЏ㽕ࡳ㛑ህᰃЎЏᴎߚ

䜡੠ㅵ⧚ IP ഄഔǄDHCP Ꮉ԰ⱘ෎ᴀ⌕⿟བ೒ 3-1 ᠔⼎Ǆ 

 

೒ 1  DHCP ෎ᴀᎹ԰⌕⿟ 

DHCP 䇋∖ IP ഄഔⱘ䖛⿟བϟ˖ 
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1) Џᴎথ䗕 DHCPDISCOVER ᑓ᪁ࣙ೼㔥㒰Ϟᇏᡒ DHCP ᳡఼ࡵ˗ 

2) DHCP ᳡఼ࡵ৥Џᴎথ䗕 DHCPOFFER ऩ᪁᭄᥂ࣙˈࣙ৿ IP ഄഔǃMAC ഄ

ഔǃඳৡֵᙃҹঞഄഔ⾳ᳳ˗ 

3) Џᴎথ䗕 DHCPREQUEST ᑓ᪁ࣙˈℷᓣ৥᳡఼ࡵ䇋∖ߚ䜡Ꮖᦤկⱘ IP ഄ

ഔ˗ 

4) DHCP ᳡఼ࡵ৥Џᴎথ䗕 DHCPACK ऩ᪁ࣙˈ⹂䅸Џᴎⱘ䇋∖Ǆ 

 

& 说明： 

DHCP ᅶ᠋ッৃҹ᥹ᬊࠄ໮Ͼ DHCP ᳡఼ࡵⱘ DHCPOFFER ᭄᥂ࣙˈ✊ৢৃ㛑

᥹ফӏԩϔϾ DHCPOFFER ᭄᥂ࣙˈԚᅶ᠋ッ䗮ᐌা᥹ফᬊࠄⱘ㄀ϔϾ

DHCPOFFER ᭄᥂ࣙǄ঺໪ˈDHCP ᳡఼ࡵ DHCPOFFER Ёᣛᅮⱘഄഔϡϔᅮ

Ў᳔㒜ߚ䜡ⱘഄഔˈ䗮ᐌᚙމϟˈDHCP ᳡఼ࡵӮֱ⬭䆹ഄഔⳈࠄᅶ᠋ッথߎℷ

ᓣ䇋∖Ǆ 

 

ℷᓣ䇋∖ DHCP ᳡ߚ఼ࡵ䜡ഄഔ DHCPREQUEST 䞛⫼ᑓ᪁ࣙˈᰃЎњ䅽݊ᅗ᠔

᳝থ䗕DHCPOFFER᭄᥂ࣙⱘDHCP᳡఼ࡵг㛑໳᥹ᬊࠄ䆹᭄᥂ࣙˈ✊ৢ䞞ᬒᏆ

㒣 OFFER˄乘ߚ䜡˅㒭ᅶ᠋ッⱘ IP ഄഔǄ 

བᵰথ䗕㒭DHCPᅶ᠋ッⱘDHCPOFFERֵᙃࣙЁࣙ৿᮴ᬜⱘ䜡㕂খ᭄ˈᅶ᠋ッ

Ӯ৥᳡఼ࡵথ䗕 DHCPDECLINE ֵᙃࣙᢦ㒱᥹ফᏆ㒣ߚ䜡ⱘ䜡㕂ֵᙃǄ 

೼णଚ䖛⿟Ёˈབᵰ DHCP ᅶ᠋ッ≵᳝ঞᯊડᑨ DHCPOFFER ֵᙃࣙˈDHCP
᳡఼ࡵӮথ䗕 DHCPNAK ⍜ᙃ㒭 DHCP ᅶ᠋ッˈᇐ㟈ᅶ᠋ッ䞡ᮄথ䍋ഄഔ䇋∖䖛

⿟Ǆ 

೼㔥㒰ᓎ䆒Ёˈᑨ⫼៥ৌѻક DHCP ᳡఼ࡵˈৃҹᏺᴹҹϟད໘˖ 

¸ 䰡Ԣ㔥㒰᥹ܹ៤ᴀǄϔ㠀䞛⫼䴭ᗕഄഔߚ䜡ⱘ᥹ܹ䌍⫼↨䕗ᯖ䌉ˈᑨ⫼ࡼᗕ

ഄഔߚ䜡ⱘ᥹ܹ៤ᴀ䕗ԢǄ 

¸ ㅔ࣪䜡㕂ӏࡵˈ䰡Ԣ㔥㒰ᓎ䆒៤ᴀǄ䞛⫼ࡼᗕഄഔߚ䜡ˈ໻໻ㅔ࣪њ䆒໛䜡

㕂ˈᇍѢ೼≵᳝ϧϮᡔᴃҎਬⱘഄᮍ䚼㕆䆒໛ˈ᳈ᰃ䰡Ԣњ䚼㕆៤ᴀǄ 

¸ 䲚Ё࣪ㅵ⧚Ǆ೼ᇍ޴Ͼᄤ㔥䖯㸠䜡㕂ㅵ⧚ᯊˈ᳝ӏԩ䜡㕂খ᭄ⱘবࡼˈা䳔

㽕ׂᬍ੠᳈ᮄ DHCP ᳡఼ࡵⱘ䜡㕂ेৃǄ 

19.3. DHCP ᅶ᠋ッㅔҟ 

DHCP ᅶ᠋ッৃҹ䅽䆒໛㞾ࡼഄҢ DHCP ᳡఼ࡵ㦋ᕫ IP ഄഔҹঞ݊ᅗ䜡㕂খ᭄Ǆ

DHCP ᅶ᠋ッৃҹᏺᴹབϟད໘˖ 

¸ 䰡Ԣњ䜡㕂੠䚼㕆䆒໛ᯊ䯈Ǆ 

¸ 䰡Ԣњথ⫳䜡㕂䫭䇃ⱘৃ㛑ᗻǄ 



DHCP

⁃倀
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ੑҸ ԰⫼ 

Ruijie(config)# service dhcp ਃ⫼ DHCP ᳡఼ࡵ੠ DHCP Ё㒻ҷ

 㛑ࡳ⧛
Ruijie(config)# no service dhcp ݇䯁 DHCP ᳡఼ࡵ੠Ё㒻ҷ⧚ࡳ㛑

 

19.5.2. DHCP ᥦ᭹ഄഔ䜡㕂 

བᵰ≵᳝⡍߿䜡㕂ˈDHCP ᳡఼ࡵӮ䆩೒ᇚ೼ഄഔ∴ЁᅮНⱘ᠔᳝ᄤ㔥ഄഔߚ䜡

㒭 DHCP ᅶ᠋ッǄ಴ℸˈབᵰԴᛇֱ⬭ϔѯഄഔϡᛇߚ䜡ˈ↨བᏆ㒣ߚ䜡㒭᳡ࡵ

఼៪㗙䆒໛њˈԴᖙ乏ᯢ⹂ᅮН䖭ѯഄഔᰃϡܕ䆌ߚ䜡㒭ᅶ᠋ッⱘǄ 

㽕䜡㕂ાѯഄഔϡ㛑ߚ䜡㒭ᅶ᠋ッˈ೼ܼሔ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# ip dhcp excluded-address 
 low-ip-address [ high-ip-address ] 

ᅮН IP ഄഔ㣗ೈˈ䖭

ѯഄഔ DHCP ϡӮߚ

䜡㒭ᅶ᠋ッ 
Ruijie(config)# no ip dhcp excluded-address 
low-ip-address [ high-ip-address ] প⍜䜡㕂ഄഔᥦ᭹ 

䜡㕂 DHCP ᳡఼ࡵˈϔϾདⱘдᛃᰃᇚ᠔᳝Ꮖᯢ⹂ߚ䜡ⱘഄഔܼ䚼ϡܕ䆌 DHCP
さ˗2˅DHCPކ䜡ˈ䖭ḋৃҹᏺᴹϸϾད໘˖1˅ϡӮথ⫳ഄഔߚ ˈ䜡ഄഔᯊߚ

ᇥњẔ⌟ᯊ䯈ˈҢ㗠ᦤ催ޣ DHCP  䜡ᬜ⥛Ǆߚ

19.5.3. DHCP ഄഔ∴䜡㕂 

DHCP ⱘഄഔߚ䜡ҹঞ㒭ᅶ᠋ッӴ䗕ⱘ DHCP ৘乍খ᭄ˈ䛑䳔㽕೼ DHCP ഄഔ∴

Ё䖯㸠ᅮНǄབᵰ≵᳝䜡㕂 DHCP ഄഔ∴ˈेՓਃ⫼њ DHCP ᳡఼ࡵˈгϡ㛑ᇍ

ᅶ᠋ッ䖯㸠ഄഔߚ䜡˗Ԛᰃབᵰਃ⫼њ DHCP ᳡఼ࡵˈϡㅵᰃ৺䜡㕂њ DHCP ഄ

ഔ∴ˈDHCP Ё㒻ҷ⧚ⱘᘏᰃ䍋԰⫼ⱘǄ 

Դৃҹ㒭 DHCP ഄഔ∴䍋Ͼ᳝ᛣНǃᯧ䆄ᖚⱘৡᄫˈഄഔ∴ⱘৡᄫ⬅ᄫヺ੠᭄ᄫ

㒘៤Ǆ៥ৌѻકৃҹᅮН໮Ͼഄഔ∴ˈḍ᥂ DHCP 䇋∖ࣙЁⱘЁ㒻ҷ⧚ IP ഄഔᴹ

 䜡ાϾഄഔ∴ⱘഄഔǄߚᅮއ

¸ བᵰ DHCP 䇋∖ࣙЁ≵᳝Ё㒻ҷ⧚ⱘ IP ഄഔˈህߚ䜡Ϣ᥹ᬊ DHCP 䇋∖ࣙ

᥹ষⱘ IP ഄഔৠϔᄤ㔥៪㔥㒰ⱘഄഔ㒭ᅶ᠋ッǄབᵰ≵ᅮН䖭Ͼ㔥↉ⱘഄഔ∴ˈ

ഄഔߚ䜡ህ༅䋹˗ 

¸ བᵰ DHCP 䇋∖ࣙЁ᳝Ё㒻ҷ⧚ⱘ IP ഄഔˈህߚ䜡Ϣ䆹ഄഔৠϔᄤ㔥៪㔥㒰

ⱘഄഔ㒭ᅶ᠋ッǄབᵰ≵ᅮН䖭Ͼ㔥↉ⱘഄഔ∴ˈഄഔߚ䜡ህ༅䋹Ǆ 

㽕䖯㸠 DHCP ഄഔ∴䜡㕂ˈ䇋ḍ᥂ᅲ䰙ⱘ䳔㽕ᠻ㸠ҹϟӏࡵˈ݊ЁࠡϝϾӏࡵ㽕

∖ᠻ㸠˖ 
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19.5.3.4. 䜡㕂ഄഔ⾳ᳳ 

DHCP ᳡఼ࡵ㒭ᅶ᠋ッߚ䜡ⱘഄഔˈ㔎ⳕᚙމϟ⾳ᳳЎ 1 ໽Ǆᔧ⾳ᳳᖿࠄᯊᅶ᠋

ッ䳔㽕䇋∖㓁⾳ˈ৺߭䖛ᳳৢህϡ㛑Փ⫼䆹ഄഔǄ 

㽕䜡㕂ഄഔ⾳ᳳˈ೼ഄഔ∴䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(dhcp-config)# lease {days [hours] [ minutes] | infinite} 䜡㕂ഄഔ⾳ᳳ 

 

19.5.3.5. 䜡㕂ᅶ᠋ッⱘඳৡ 

ৃҹᣛᅮᅶ᠋ッⱘඳৡˈ䖭ḋᔧᅶ᠋ッ䗮䖛Џᴎৡ䆓䯂㔥㒰䌘⑤ᯊˈϡᅠᭈⱘЏ

ᴎৡӮ㞾ࡴࡼϞඳৡৢ㓔ᔶ៤ᅠᭈⱘЏᴎৡǄ 

㽕䜡㕂ᅶ᠋ッⱘඳৡˈ೼ഄഔ∴䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(dhcp-config)# domain-name domain 䜡㕂ඳৡ 

 

19.5.3.6. 䜡㕂ඳৡ᳡఼ࡵ 

ᔧᅶ᠋ッ䗮䖛Џᴎৡ䆓䯂㔥㒰䌘⑤ᯊˈ䳔㽕ᣛᅮ DNS ᳡఼ࡵ䖯㸠ඳৡ㾷ᵤǄ㽕䜡

㕂 DHCP ᅶ᠋ッৃՓ⫼ⱘඳৡ᳡఼ࡵˈ೼ഄഔ∴䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(dhcp-config)# dns-server address 
 [address2…address8] 䜡㕂 DNS ᳡఼ࡵ 

 

19.5.3.7. 䜡㕂 NetBIOS WINS ᳡఼ࡵ 

WINS ᰃᖂ䕃 TCP/IP 㔥㒰㾷ᵤ NetNBIOS ৡᄫࠄ IP ഄഔⱘϔ⾡ඳৡ㾷ᵤ᳡ࡵǄ

WINS ᳡఼ࡵᰃϔϾ䖤㸠೼ Windows NT ϟⱘ᳡఼ࡵǄᔧ WINS ᳡఼ࡵਃৢࡼˈ

Ӯ᥹ᬊҢ WINS ᅶ᠋ッথ䗕ⱘ⊼ݠ䇋∖ˈWINS ᅶ᠋ッ݇䯁ᯊˈӮ৥ WINS ᳡ࡵ

఼থ䗕ৡᄫ䞞ᬒ⍜ᙃˈ䖭ḋ WINS ᭄᥂ᑧЁϢ㔥㒰Ϟৃ⫼ⱘ䅵ㅫᴎህৃҹֱᣕϔ

㟈њǄ 

㽕䜡㕂 DHCP ᅶ᠋ッৃՓ⫼ⱘ NetBIOS WINS ᳡఼ࡵˈ೼ഄഔ∴䜡㕂῵ᓣЁᠻ㸠
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ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(dhcp-config)# netbios-name-server address 
[address2…address8] 䜡㕂 DNS ᳡఼ࡵ 
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ᕘˈৠᯊгৃҹ䗮䖛Ё㒻䏃ᕘࠄ䖒᳡఼ࡵ]ˈህӮᇐ㟈᳡ߚ఼ࡵ䜡ഄഔߎ⦄䯂乬ˈ

ৃ㛑ᇐ㟈ഄഔߚ䜡༅䋹˗ 

಴ℸˈЎњ䙓ܡϞ䗄䯂乬ˈ㽕∖㔥㒰ㅵ⧚ਬ೼ᵘᓎ㔥㒰ⱘᯊ׭ˈ䗮䖛݊ᅗⱘᮍᓣˈ

བ䇗ᭈ⠽⧚䫒䏃៪㗙㔥㒰䏃ᕘˈᴹ䙓ܡ䖭⾡ᅶ᠋ッࠄ᳡఼ࡵⱘ䏃ᕘݫԭǄ 

 

19.5.4. ᠟Ꮉഄഔ㒥ᅮ 

ഄഔ㒥ᅮᰃᣛ IP ഄഔ੠ᅶ᠋ッ MAC ഄഔⱘ᯴ᇘ݇㋏Ǆഄഔ㒥ᅮ᳝ϸ⾡˖1˅᠟Ꮉ

㒥ᅮˈህᰃ೼ DHCP ᳡఼ࡵ᭄᥂ᑧЁˈ䗮䖛᠟ᎹᅮНᇚ IP ഄഔ੠ MAC ഄഔ䖯㸠

䴭ᗕ᯴ᇘˈ᠟Ꮉ㒥ᅮ݊ᅲᰃϔϾ⡍⅞ഄഔ∴˗2 ࠄ᥹ᬊ఼ࡵᗕ㒥ᅮˈDHCP ᳡ࡼ˅

DHCP 䇋∖ᯊˈࡼᗕഄҢഄഔ∴Ёߚ䜡 IP ഄഔ㒭ᅶ᠋ッˈ㗠ᔶ៤ⱘ IP ഄഔ੠

MAC ഄഔ᯴ᇘǄ 

㽕ᅮН᠟Ꮉഄഔ㒥ᅮˈ佪ܜ䳔㽕Ў↣ϔϾ᠟ࡼ䙺ᅮᅮНϔϾЏᴎഄഔ∴ˈ✊ৢᅮ

Н DHCP ᅶ᠋ッⱘ IP ഄഔ੠⹀ӊഄഔ៪ᅶ᠋ッᷛ䆚Ǆ⹀ӊഄഔህᰃ MAC ഄഔǄ

ᅶ᠋ッᷛ䆚ˈᖂ䕃ᅶ᠋ッϔ㠀ᅮНᅶ᠋ッᷛ䆚ˈ㗠ϡᅮН MAC ഄഔˈᅶ᠋ッᷛ䆚

ࣙ৿њ㔥㒰ၦҟ㉏ൟ੠ MAC ഄഔǄ݇Ѣၦҟ㉏ൟⱘ㓪ⷕˈ䇋খ㾕 RFC 1700 Ё݇

Ѣ“Address Resolution Protocol Parameters”䚼ݙߚᆍǄҹ໾㔥㉏ൟЎ“01”Ǆ 

㽕䜡㕂᠟Ꮉഄഔ㒥ᅮˈ೼ഄഔ∴䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# ip dhcp pool name ᅮНഄഔ∴ৡˈ䖯ܹ DHCP 䜡

㕂῵ᓣ 

Ruijie(dhcp-config)# host address ᅮНᅶ᠋ッ IP ഄഔ 

Ruijie(dhcp-config)# hardware-address 
 hardware-address type 
Ruijie(dhcp-config)# client-identifier 
unique-identifier 

ᅮ Н ᅶ ᠋ ッ ⹀ ӊ ഄ ഔ ˈ བ
aabb.bbbb.bb88 
ᅮ Н ᅶ ᠋ ッ ⱘ ᷛ 䆚 ˈ བ
01aa.bbbb.bbbb.88  

Ruijie(dhcp-config)# client-name name 

˄ৃ䗝 ⱘޚᷛ˅⫼ ASCII ᄫヺᅮ

Нᅶ᠋ッⱘৡᄫˈৡᄫϡ㽕ࣙ

ᣀඳৡǄབᅮН mary Џᴎৡˈ

ϡৃᅮН៤ mary.rg.com 

19.5.5. 䜡㕂 Ping ࣙ⃵᭄ 

㔎ⳕᚙމˈᔧ DHCP ᳡఼ࡵ䆩೒Ңഄഔ∴Ёߚ䜡ϔϾ IP ഄഔᯊˈӮᇍ䆹ഄഔᠻ㸠

ϸ⃵ Ping ੑҸ(ϔ⃵ϔϾ᭄᥂ࣙ)Ǆབᵰ Ping ≵᳝ᑨㄨˈDHCP ᳡఼ࡵ䅸Ў䆹ഄഔ

Ўぎ䯆ഄഔˈህᇚ䆹ഄഔߚ䜡㒭 DHCP ᅶ᠋ッ˗བᵰ Ping ᳝ᑨㄨˈDHCP ᳡఼ࡵ

䅸Ў䆹ഄഔᏆ㒣೼Փ⫼ˈህ䆩೒ߚ䜡঺໪ϔϾഄഔ㒭 DHCP ᅶ᠋ッˈⳈߚࠄ䜡៤

 Ǆࡳ

㽕䜡㕂 Ping ࣙ⃵᭄ˈ೼ܼሔ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 
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ੑҸ ԰⫼ 

Ruijie(config)#
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ੑҸ ԰⫼ 

Ruijie(config-if)# ip address dhcp 䜡㕂䗮䖛 DHCP ᕫࠄ IP ഄഔ 

 

19.5.10. HDLC ᇕ㺙䫒䏃Ϟⱘ DHCP ᅶ᠋ッ䜡㕂 

៥ৌѻકᬃᣕ HDLC ᇕ㺙ⱘッষ䗮䖛 DHCP 㦋ᕫࡼᗕߚ䜡ⱘ IP ഄഔǄ㽕䜡㕂

DHCP ᅶ᠋ッˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip address dhcp 䜡㕂䗮䖛 DHCP ᕫࠄ IP ഄഔ 

 

& 说明： 

೼៥ৌ 10.1 ⱘ䚼ߚѻકϞˈᅶ᠋ッᬃᣕ೼䗮䖛 PPPǃHDLCǃFR ᇕ㺙ⱘ⚍ᇍ⚍䫒

䏃Ϟҹ dhcp ᮍᓣ㦋ᕫ IPǄ 

 

19.6. ⲥ㾚੠㓈ᡸֵᙃ 

19.6.1. ⲥ㾚੠㓈ᡸ DHCP ᳡఼ࡵ 

ⲥ㾚੠㓈ᡸ DHCP ᳡఼᳝ࡵϝ㉏ੑҸ˖ 

1˅⏙䰸ੑҸˈৃҹ⏙䰸 DHCP ഄഔ㒥ᅮǃഄഔކさǃ᳡఼ࡵ㒳䅵⢊ᗕㄝֵᙃ˗ 

2˅䇗䆩˄debug˅ੑҸˈ䕧ߎᖙ㽕ⱘ䇗䆩ֵᙃˈЏ㽕⫼Ѣᬙ䱰䆞ᮁ੠ᥦ䰸˗ 

3˅ᰒ⼎ੑҸˈᰒ⼎ DHCP Ⳍֵ݇ᙃǄ 

៥ৌѻકᦤկњϝᴵ⏙䰸ੑҸˈ㽕䖯㸠Ⳍ݇⏙䰸ֵᙃ᪡԰ˈ೼ੑҸᠻ㸠῵ᓣЁᠻ

㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 
Ruijie# clear ip dhcp binding { address | *} ⏙䰸 DHCP ഄഔ㒥ᅮֵᙃ 
Ruijie# clear ip dhcp conflict { address | *} ⏙䰸 DHCP ഄഔކさֵᙃ 

Ruijie# clear ip dhcp server statistics  ⏙䰸 DHCP ᳡఼ࡵ㒳䅵⢊

ᗕ 

㽕䖯㸠 DHCP ᳡఼ࡵⱘ䇗䆩ˈ೼ੑҸᠻ㸠῵ᓣЁᠻ㸠ҹϟੑҸ˖ 
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ੑҸ ԰⫼ 

Ruijie# debug ip dhcp server [events |  
packet] 䇗䆩 DHCP ᳡఼ࡵ 

㽕ᰒ⼎ DHCP ᳡఼ࡵⱘᎹ԰⢊ᗕˈ೼ੑҸᠻ㸠῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie# show ip dhcp binding 
[address] ᰒ⼎ DHCP ഄഔ㒥ᅮֵᙃ 

Ruijie# show ip dhcp conflict   ᰒ⼎ DHCP ഄഔކさֵᙃ 

Ruijie# show ip dhcp server statistics ᰒ⼎ DHCP ᳡఼ࡵ㒳䅵ֵᙃ 

 

19.6.2. ⲥ㾚੠㓈ᡸ DHCP ᅶ᠋ッ 

ⲥ㾚੠㓈ᡸ DHCP ᅶ᠋᳝ϸ㉏ੑҸˈৃҹ䗮䖛೼ᅶ᠋ッϞ䖯㸠ҹϟ᪡԰˖ 
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19.7.1. ഄഔ∴䜡㕂՟ᄤ 

೼ҹϟ䜡㕂ЁˈᅮНњϔϾഄഔ∴ net172ˈഄഔ∴㔥↉Ў 172.16.1.0/24ˈ㔎ⳕ㔥

݇Ў 172.16.16.254ˈඳৡЎ rg.comˈඳৡ᳡఼ࡵЎ 172.16.1.253ˈWINS ᳡఼ࡵ

Ў 172.16.1.252ˈNetBIOS 㡖⚍㉏ൟЎ໡ড়ൟˈഄഔ⾳ᳳЎ 30 ໽Ǆ䆹ഄഔ∴Ё䰸

њ 172.16.1.2~172.16.1.100 ഄഔ໪ˈ݊ԭഄഔഛЎৃߚ䜡ഄഔǄ 

ip dhcp excluded-address 172.16.1.2 172.16.1.100 
! 

ip dhcp pool net172 
network 172.16.1.0 255.255.255.0 

default-router 172.16.1.254 
domain-name rg.com 

dns-server 172.16.1.253 
netbios-name-server 172.16.1.252 

netbios-node-type h-node 
lease 30 

19.7.2. ᠟Ꮉ㒥ᅮ䜡㕂 

೼ҹϟ䜡㕂Ёˈᇍ MAC ഄഔЎ 00d0.df34.32a3 ⱘ DHCP ᅶ᠋ッߚ䜡ⱘ IP ഄഔЎ

172.16.1.101ˈ᥽ⷕЎ 255.255.255.0ˈЏᴎৡЎ Billy.rg.comˈ㔎ⳕ㔥݇Ў

172.16.1.254ˈWINS ᳡఼ࡵЎ 172.16.1.252ˈNetBIOS 㡖⚍㉏ൟЎ໡ড়ൟǄ 

ip dhcp pool Billy 

host 172.16.1.101 255.255.255.0 
hardware-address 00d0.df34.32a3 ethernet 

client-name Billy 
default-router 172.16.1.254 

domain-name rg.com 
dns-server 172.16.1.253 

netbios-name-server 172.16.1.252 
netbios-node-type h-node 

19.7.3. DHCP ᅶ᠋ッ䜡㕂 

ҹϟ䜡㕂ЁˈЎ䆒໛᥹ষ FastEthernet 0/0 䜡㕂 DHCP 㞾ߚࡼ䜡ഄഔǄ 

interface FastEthernet0/0 
ip address dhcp
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㄀20ゴ� DHCP Relay 䜡㕂 

20.1. ὖ䗄 

20.1.1. ⧚㾷 DHCP 

DHCP ण䆂㹿ᑓ⊯⫼ᴹࡼᗕߚ䜡ৃ䞡⫼ⱘ㔥㒰䌘⑤ˈབ IP ഄഔǄ 

DHCP Client থߎ DHCP DISCOVER ᑓ᪁᡹᭛㒭 DHCP ServerǄDHCP Server
ᬊৢࠄ DHCP DISCOVER ᡹᭛ৢˈḍ᥂ϔᅮⱘㄪ⬹ᴹ㒭 Client 䜡䌘⑤,བߚ IP ഄ

ഔˈথߎ DHCP OFFER ᡹᭛ǄDHCP Client ᬊࠄ DHCP OFFER ᡹᭛ৢˈ偠䆕䌘

⑤ᰃ৺ৃ⫼Ǆབᵰ䌘⑤ৃ⫼থ䗕 DHCP REQUEST ᡹᭛˗བᵰϡৃ⫼ˈ䞡ᮄথ䗕

DHCP DISCOVER ᡹᭛Ǆ᳡఼ࡵᬊࠄ DHCP REQUEST ᡹᭛ˈ偠䆕 IP ഄഔ䌘⑤

˄៪݊Ҫ᳝䰤䌘⑤˅ᰃ৺ৃҹߚ䜡ˈབᵰৃҹߚ䜡ˈ߭থ䗕 DHCP ACK ᡹᭛˗བ

ᵰϡৃߚ䜡ˈ߭থ䗕 DHCP NAK
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೒ 1 
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೒ 2 

2. relay agent information option82˖ℸ⾡ option ⱘᑨ⫼ϡ䳔㽕㒧ড়݊Ҫण䆂῵

ഫⱘ䖤㸠ˈ䆒໛೼ DHCP relay ⱘ䖛⿟Ёˈḍ᥂ᬊࠄ DHCP 䇋∖ⱘᅲԧッষˈҹ

ঞ䆒໛㞾䑿ⱘ⠽⧚ഄഔֵᙃˈ㒘ড়ᵘ៤ option82 ֵᙃϞӴࠄ᳡఼ࡵˈoption 䗝䋸

ᕫḐᓣབϟ˖ 

Agent Circuit ID 

 

೒ 3 

Agent Remote ID 

 

೒ 4 
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Ruijie(config-if)# no IP helper-address 
A.B.C.D
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20.2.4. 䜡㕂 DHCP option dot1x access-group 

೼ option dot1x ⱘᑨ⫼ᮍḜЁˈ䳔㽕䆒໛᥻ࠊ᳾䅸䆕៪Ԣᴗ䰤ⱘ IP া᳝䆓䯂⡍ᅮ

ⱘϔѯ IP ഄഔⱘᴗ䰤ˈҹঞ䰤ࠊԢᴗ䰤⫼᠋П䯈ⱘѦⳌ䆓䯂ˈℸᯊৃҹ䗮䖛䜡㕂

ੑҸ ip dhcp relay information option dot1x access-group acl-name ᴹᅲ

⦄ˈ䖭䞠ⱘacl-name᠔ᅮНⱘACLᖙ乏乘ܜ䜡㕂ˈ⫼ҹᇍᶤѯݙᆍ䖯㸠䖛ⒸˈЏ

㽕ᰃ⫼Ѣ⽕ℶ᳾䅸䆕⫼᠋П䯈ⱘѦⳌ䆓䯂Ǆ঺໪ˈ䖭䞠᠔݇㘨ⱘ ACL 㹿ᑨ⫼ࠄ䆒

໛᠔᳝ッষϞˈᑊϨ䆹 ACL ≵᳝㔎ⳕⱘ ACEˈϢ݊ᅗ᥹ষ᠔݇㘨ⱘ ACL ކ᳝≴

さ݇㋏ˈ՟བ˖ 

Ў ᳾ 䅸 䆕 ⱘ ᠔ ⫼ ⫼ ᠋ 㾘 ߦ ϔ ㉏ IP ഄ ഔ ˈ Ў 192.168.3.2-192.168.3.254 ˈ

192.168.4.2-192.168.4.254ˈ192.168.5.2-192.168.5.254˗঺໪ 192.168.3.1ǃ

192.168.4.1ǃ192.168.5.1 ԰Ў㔥݇ഄഔˈϡߚ䜡㒭⫼᠋Ǆ߭⫼᠋೼᳾䅸䆕Пࠡ

Փ⫼ 192.168.3.x-5.x ⱘഄഔࠄ䖒 web portal ҹϟ䕑ᅶ᠋ッ䕃ӊǄ಴ℸ䳔㽕೼䆒໛

Ϟ䜡㕂བϟ˖ 

Ruijie# config  
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4. ೼ਃ⫼њ 802.1x ⱘ DHCP ῵ᓣⱘ IP ᥜᴗⱘ῵ᓣϟˈгӮ䆒㕂 MAC + IP ⱘ

㒥ᅮˈ᠔ҹϡ㛑Ϣ DHCP  㛑ϡ㛑ৠᯊਃ⫼Ǆࡳᗕ㒥ᅮࡼ

20.3.2. 䜡㕂 DHCP option82 䳔㽕ⱘ⊼ᛣџ乍 

DHCP option82 㛑Ѣࡳ dhcp option dot1x  ⫼㛑Ѧ᭹ˈϡ㛑ৠᯊՓࡳ

20.4. ᰒ⼎ DHCP 䜡㕂 

䇋೼⡍ᴗ῵ᓣϟ⫼ show running-config ੑҸᰒ⼎ DHCP 䜡㕂Ǆ 

Ruijie# show running-config 
Building configuration... 
Current configuration : 1464 bytes 

version RGNOS 10.1.00(1), Release(11758)(Fri Mar 30 12:53:11 
CST 2007 -nprd 

hostname Ruijie 
vlan 1 

ip helper-address 192.18.100.1 
ip helper-address 192.18.100.2 
ip dhcp relay information option dot1x 
interface GigabitEthernet 0/1 

interface GigabitEthernet 0/2 
interface GigabitEthernet 0/3 

no switchport 

ip helper-address 192.168.200.1 
ip helper-address 192.168.200.2 
interface VLAN 1 

ip address 192.168.193.91 255.255.255.0 
line con 0 

exec-timeout 0 0 
line vty 0 

exec-timeout 0 0 
login 

password 7 0137 
line vty 1 2 

login 
password 7 0137 

line vty 3 4 
login 

end 
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 ൟ䜡㕂⫼՟݌ .20.5

20.5.1. 䎼㔥↉ⱘ⫼᠋⬇䇋 IP Ϟ㔥 

20.5.1.1. 䜡㕂㽕∖ 

1ǃ 㽕∖⫼᠋䎼㔥↉ৃҹ㦋প IP ഄഔ䖯㸠ℷᐌϞ㔥˗ 

2ǃ 䰆ℶ䴲⊩ⱘ⫼᠋⾕㞾䆒㕂 IP ഄഔ䖯㸠Ϟ㔥Ǆ 

20.5.1.2. ᢧᠥ೒ 

 

 ᵤߚ .20.5.1.3

DHCP Snooping ѸᤶᴎϢ
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Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# ip dhcp snooping trust 

# 䜡㕂 Gi0/2 Ў ARP Ẕ⌟ֵӏষ 
Ruijie(config-if)# ip arp inspection trust 
Ruijie(config-if)# exit 

# ਃ⫼ᣛᅮ VLAN ⱘ DAI ᡹᭛Ẕᶹࡳ㛑 
Ruijie(config)# ip arp inspection vlan 1 

# 䜡㕂䆒໛ⱘ IP ഄഔ˄SVI1˅ 
Ruijie(config)# interface vlan 1 
Ruijie(config-if)# ip address 10.2.0.1 255.255.0.0 

# 䜡㕂ࠄ঺ϔϾ㔥↉˄10.1.0.0/16˅ⱘ䴭ᗕ䏃⬅ 
Ruijie(config)# ip route 10.1.0.0 255.255.0.0 10.2.1.1  

¸ DHCP Relay ⱘ䜡㕂 

# ਃ⫼ DHCP Ё㒻ҷ⧚ 
Ruijie(config)# server dhcp 

ϔϾܼሔⱘࡴ⏏ # DHCP ᳡఼ࡵⱘഄഔ 
Ruijie(config)# ip helper-address 10.1.1.1 

# 䜡㕂Ϣ Snooping 䆒໛䖲᥹ⱘッষⱘ IP ഄഔ 
Ruijie(config)# interface gigabitEthernet 3/1 
Ruijie(config-if)# no switchport  
Ruijie(config-if)# ip address 10.2.1.1 255.255.0.0 

# 䜡㕂Ϣ Server 䆒໛䖲᥹ⱘッষⱘ IP ഄഔ 
Ruijie(config)# interface gigabitEthernet 3/2 
Ruijie(config-if)# no switchport  
Ruijie(config-if)# ip address 10.1.0.1 255.255.0.0 

¸ DHCP Server Ϟⱘ䜡㕂˖ 

# Ў䖲᥹ Relay 䆒໛ⱘッষ䜡㕂 IP ഄഔ 
Ruijie(config)# interface gigabitEthernet 4/1 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 10.1.1.1 255.255.0.0   

# ਃ⫼ DHCP ᳡఼ࡵ 
Ruijie(config)# service dhcp 

# 䜡㕂 DHCP ᥦ᭹ഄഔˈ䖭ѯഄഔϡӮ㹿ߚ䜡㒭ᅶ᠋ッ 
Ruijie(config)# ip dhcp excluded-address 10.1.1.1 10.1.1.10 

# 䜡㕂ഄഔ∴ৡᑊ䖯ܹഄഔ∴䜡㕂῵ᓣ 
Ruijie(config)# ip dhcp pool star 
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# 䜡㕂ᅶ᠋ッ㔎ⳕ㔥݇ 
Ruijie(dhcp-config)# default-router 10.2.1.1  

# 䜡㕂 DHCP ഄഔ∴ⱘ㔥㒰ো੠᥽ⷕ 
Ruijie(dhcp-config)# network 10.2.0.0  255.255.0.0  

# 䜡㕂ࠄ঺ϔϾ㔥↉˄10.2.0.0/16˅ⱘ䴭ᗕ䏃⬅ 
Ruijie(config)# ip route 10.2.0.0  255.255.0.0  10.1.0.1 
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㄀21ゴ� DNS 䜡㕂 

21.1. DNS ὖ䗄 

↣Ͼ IP ഄഔ䛑ৃҹ᳝ϔϾЏᴎৡˈЏᴎৡ⬅ϔϾ៪໮ϾᄫヺІ㒘៤ˈᄫヺІП䯈

⫼ᇣ᭄⚍䱨ᓔǄ᳝њЏᴎৡˈህϡ㽕⅏䆄⹀㚠↣ৄ IP 䆒໛ⱘ IP ഄഔˈা㽕䆄ԣⳌ

ᇍⳈ㾖᳝ᛣНⱘЏᴎৡህ㸠њǄ䖭ህᰃ DNS ण䆂᠔㽕ᅠ៤ⱘࡳ㛑Ǆ 

Џᴎৡࠄ IP ഄഔⱘ᯴ᇘ᳝ϸ⾡ᮍᓣ˖1˅䴭ᗕ᯴ᇘˈ↣ৄ䆒໛Ϟ䛑䜡㕂Џᴎࠄ IP
ഄഔⱘ᯴ᇘˈ৘䆒໛⣀ゟ㓈ᡸ㞾Ꮕⱘ᯴ᇘ㸼ˈ㗠Ϩাկᴀ䆒໛Փ⫼˗2˅ࡼᗕ᯴

ᇘˈᓎゟϔ༫ඳৡ㾷ᵤ㋏㒳˄DNS˅ˈা೼ϧ䮼ⱘ DNS ᳡఼ࡵϞ䜡㕂Џᴎࠄ IP
ഄഔⱘ᯴ᇘˈ㔥㒰Ϟ䳔㽕Փ⫼Џᴎৡ䗮ֵⱘ䆒໛ˈ佪ܜ䳔㽕ࠄ DNS ᳡఼ࡵᶹ䆶Џ

ᴎ᠔ᇍᑨⱘ IP ഄഔǄ 

䗮䖛Џᴎৡˈ᳔㒜ᕫࠄ䆹Џᴎৡᇍᑨⱘ IP ഄഔⱘ䖛⿟িخඳৡ㾷ᵤ˄៪Џᴎৡ㾷

ᵤ˅Ǆ䫤᥋䆒໛ᬃᣕ೼ᴀഄ䖯㸠Џᴎৡ㾷ᵤˈгᬃᣕ䗮䖛 DNS 䖯㸠ඳৡ㾷ᵤǄ೼

㾷ᵤඳৡᯊˈৃҹ佪ܜ䞛⫼䴭ᗕඳৡ㾷ᵤⱘᮍ⊩ˈབᵰ䴭ᗕඳৡ㾷ᵤϡ៤ݡˈࡳ

䞛⫼ࡼᗕඳৡ㾷ᵤⱘᮍ⊩Ǆৃҹᇚϔѯᐌ⫼ⱘඳৡᬒܹ䴭ᗕඳৡ㾷ᵤ㸼Ёˈ䖭ḋ

ৃҹ໻໻ᦤ催ඳৡ㾷ᵤᬜ⥛Ǆ  

21.2. 䜡㕂ඳৡ㾷ᵤ 

21.2.1. 㔎ⳕⱘ DNS 䜡㕂 

DNS ⱘ㔎ⳕ䜡㕂བϟ㸼˖ 

ሲᗻ 㔎ⳕؐ 

DNS ඳৡ㾷ᵤࡳ㛑ᓔ݇ ᠧᓔ 

DNS ᳡఼ࡵ IP ഄഔ ぎ 

䴭ᗕЏᴎ߫㸼 ぎ 

DNS ᳡᳔఼ࡵ໻Ͼ᭄ 6 

 

21.2.2. ᠧᓔ DNS ඳৡ㾷ᵤ᳡ࡵ 

ᴀ㡖ᦣ䗄བԩᠧᓔ DNS ඳৡ㾷ᵤࡳ㛑ᓔ݇Ǆ 
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ੑҸ ԰⫼ 
Ruijie(config)# ip  
Domain-lookup ᠧᓔ DNS ඳৡ㾷ᵤࡳ㛑ᓔ݇ 

Փ⫼ no ip domain-lookup ੑҸ݇䯁 DNS ඳৡ㾷ᵤ⸙㖅倀DNS䜡㕂䑎 匀 䜡㕂 DNSDNS退
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21.2.6. ඳৡ㾷ᵤֵᙃᰒ⼎ 

ᴀ㡖ᦣ䗄བԩᰒ⼎ DNS ⱘⳌ݇䜡㕂ֵᙃ˖ 

ੑҸ 
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㄀22ゴ� ㅔऩ㔥㒰ᯊ䯈ण䆂(SNTP) 

22.1. ὖ䗄 

Ⳃࠡˈ಴⡍㔥Ϟ᱂䘡䞛⫼њ䗮䆃ण䆂ᴹᅲ⦄㔥㒰ᯊ䯈ৠℹˈे NTP˄Network 
Time Protocol--㔥㒰ᯊ䯈ण䆂˅ˈ䖬᳝ϔ⾡ण䆂ᰃ NTP ण䆂ⱘㅔ࣪⠜ˈे SNTP
˄Simple Network Time Protocolˈㅔऩ㔥㒰ᯊ䯈ण䆂˅Ǆ 

NTP ण䆂ৃҹ䎼䍞৘⾡ᑇৄ੠᪡԰㋏㒳ˈ⫼䴲ᐌ㊒ᆚⱘㅫ⊩ˈ಴㗠޴Тϡফ㔥㒰

ⱘᓊ䖳੠ᡪࡼⱘᕅડˈৃҹᦤկ 1-50 ms ㊒ᑺǄNTP ৠᯊᦤկ䅸䆕ᴎࠊˈᅝܼ㑻

ᕜ催ǄԚᰃ߿ NTP ㅫ⊩໡ᴖˈᇍ㋏㒳㽕∖䕗催Ǆ 

SNTP˄ㅔऩ㔥㒰ᯊ䯈ण䆂˅ᰃ NTP ⱘㅔ࣪⠜ᴀˈ೼ᅲ⦄ᯊˈ䅵ㅫᯊ䯈⫼њㅔऩ

ⱘㅫ⊩ˈᗻ㛑䕗催Ǆ㗠㊒⹂ᑺϔ㠀г㛑䖒ࠄ 1 ⾦Ꮊেˈг㛑෎ᴀ⒵䎇㒱໻໮᭄എ

ড়ⱘ䳔㽕Ǆ 

⬅Ѣ SNTP ⱘ᡹᭛੠ NTP ⱘ᡹᭛ᰃᅠܼϔ㟈ⱘˈ᠔ҹᴀ䆒໛ᅲ⦄ⱘ SNTP Client
㛑ᅠܼݐᆍ NTP ServerǄ 

22.1.1. SNTP ॳ⧚ 

SNTP ण䆂䞛⫼ᅶ᠋/᳡఼ࡵᎹ԰ᮍᓣˈ᳡఼ࡵ䗮䖛᥹ᬊ GPS ֵো៪㞾ᏺⱘॳᄤ䩳

԰Ў㋏㒳ⱘᯊ䯈෎ޚˈᅶ᠋ᴎ䗮䖛ᅮᳳ䆓䯂᳡఼ࡵᦤկⱘᯊ䯈᳡ࡵ㦋ᕫޚ⹂ⱘᯊ

䯈ֵᙃˈᑊ䇗ᭈ㞾Ꮕⱘ㋏㒳ᯊ䩳ˈ䖒ࠄ㔥㒰ᯊ䯈ৠℹⱘⳂⱘǄ 

 

೒ 1 

Originate Timestamp T1 time request sent by client 

Receive Timestamp T2 time request received at server 

Transmit Timestamp T3 time reply sent by server 

Destination Timestamp T4 time reply received at client 

T1˖ᅶ᠋ᮍথ䗕ᶹ䆶䇋∖ᯊ䯈(ҹᅶ᠋ᮍᯊ䯈㋏㒳Ўখ✻)ˈᷛ䆄Ў Originate 
Timestamp˗  
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T2˖᳡఼ࡵᬊࠄᶹ䆶䇋∖ᯊ䯈(ҹ᳡఼ࡵᯊ䯈㋏㒳Ўখ✻)ˈᷛ䆄Ў Receive 
Timestamp˗ 

T3˖᳡఼ࡵಲ໡ᯊ䯈ֵᙃࣙᯊ䯈(ҹ᳡఼ࡵᯊ䯈㋏㒳Ўখ✻)ˈᷛ䆄Ў Transmit 
Timestamp˗  

T4˖ᅶ᠋ᮍᬊࠄᯊ䯈ֵᙃࣙᯊ䯈(ҹᅶ᠋ᮍᯊ䯈㋏㒳Ўখ✻)ˈᷛ䆄Ў Destination 
Timestamp˗ 

T˖᳡఼ࡵ੠ᅶ᠋ッП䯈ⱘᯊ䯈أᏂ˗ 

d˖ϸ㗙П䯈ⱘᕔ䖨ᯊ䯈˗ 

ᯊ䯈∖㾷䖛⿟˖ 

಴Ў 

T2 = T1 + t + d / 2;  

᠔ҹ 

T2 - T1 = t + d / 2; 

জ಴Ў 

T4 = T3 – t + d / 2;  

᠔ҹ 

T3 - T4 = t – d / 2; 

∖ᕫ 

d = (T4 - T1) - (T3 - T2);  

t = ((T2 - T1) + (T3 - T4)) / 2; 

њߎ∖ t ੠ dˈSNTP Client ህৃ᥂ℸㅫߎᔧࠡⱘᯊ䯈Ǆ 

ेˈᔧࠡᯊ䯈Ў T4 + t 

22.2. 䜡㕂 SNTP 

ᴀゴ㡖ᇚҟ㒡བԩ䜡㕂 SNTP 

22.2.1. 㔎ⳕⱘ SNTP 䆒㕂 

㔎ⳕᚙމϟˈSNTP ⱘ䜡㕂བϟ˖ 

乍Ⳃ 㔎ⳕؐ 

SNTP ⢊ᗕ� Disableˈ݇䯁 SNTP ᳡ࡵ�
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NTP Server ⱘ IP ഄഔ�� ��

SNTP ⱘৠℹᯊ䯈ⱘ䯈䱨� 1800s 

ᴀഄᯊऎ� +8ˈेϰܿऎ�

 

22.2.2. ᠧᓔ SNTP 

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸ᠧᓔ SNTP˖ 

1) 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie# config 

2) ᠧᓔ SNTPˈेᯊৠℹϔ⃵ᯊ䩳Ǆৢ㓁བᵰ䕧ܹ䖭ϾੑҸˈ 䛑ӮĀेᯊৠ

ℹāᯊ䩳ˈϡᖙㄝᕙᅮᯊৠℹǄ(Ўњ䙓ܡ乥㐕ഄৠℹᯊ䯈ˈ↣ϸ⃵ⱘĀेᯊৠ

ℹāᯊ䯈䇋࣓ᇣѢ 5 ⾦)Ǆ 

Ruijie(config)# sntp enable 

3) 䗔ಲࠄ⡍ᴗ῵ᓣ 

Ruijie(config)# End 

4) ᰒ⼎ᔧࠡ䜡㕂 

Ruijie# show running-config 

5) ֱᄬ䜡㕂Ǆ 

Ruijie# copy running-config startup-config 

ᙼབᵰ㽕݇䯁 SNTPˈৃҹ⫼ no sntp enable ܼሔ䜡㕂ੑҸᴹ݇䯁 SNTPǄ 

22.2.3. 䜡㕂 NTP Server ⱘഄഔ 

⬅Ѣ SNTP ⱘ᡹᭛੠ NTP ⱘ᡹᭛ᰃᅠܼϔ㟈ⱘˈ᠔ҹ SNTP Client 㛑ᅠܼݐᆍ

NTP ServerǄ㔥㒰Ϟᄬ೼ⴔ䕗໮ⱘ NTP Serverˈᙼৃҹ䗝ᢽϔϾ㔥㒰ᓊ䖳䕗ᇥⱘ

ϔϾخЎѸᤶᴎϞⱘ NTP ServerǄ 

ԧⱘNTP serverഄഔৃҹⱏᔩ݋ http://www.time.edu.cn/៪ http://www.ntp.org/Ϟ
㦋পǄ 

བ 192.43.244.18(time.nist.gov)Ǆ 

䖯ܹ⡍ᴗ῵ᓣˈᣝҹϟℹ偸䜡㕂 SNTP Server IP ഄഔ˖ 

1) 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie# config 

http://www.time.edu.cn/
http://www.ntp.org/


ㅔऩ㔥㒰ᯊ䯈ण䆂(SNTP) 

232 

2) 䆒㕂 SNTP Server ⱘ IP ഄഔǄ 

Ruijie(config)# sntp server <ip-addr>  

3) 䗔ಲࠄ⡍ᴗ῵ᓣ 

Ruijie(config)# End 

4) ᰒ⼎ᔧࠡ䜡㕂 

Ruijie# show running-config 

5) ֱᄬ䜡㕂Ǆ 

Ruijie# copy running-config startup-config 

22.2.4. 䜡㕂SNTPৠℹᯊ䩳ⱘ䯈䱨 

SNTP Client 䳔㽕䆒㕂ϔᅮⱘᯊ䯈䯈䱨ᅮᳳ䆓䯂 NTP Serverˈҹ֓ᅮᯊ᷵ℷᯊ

䩳Ǆҹϟℹ偸ᇚ䜡㕂Ѹᤶᴎ੠ NTP Server ৠℹᯊ䩳ⱘ䯈䱨˖ 

1) 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie# config 

2) 䆒㕂ᅮᯊৠℹᯊ䩳ⱘ䯈䱨ˈऩԡЎ⾦Ǆ㣗ೈЎ 60 ⾦-65535 ⾦ˈ㔎ⳕؐЎ

1800 ⾦Ǆ 

Ruijie(config)# sntp interval <seconds>  

3) 䗔ಲࠄ⡍ᴗ῵ᓣ 

Ruijie(config)# End 

4) ᰒ⼎ᔧࠡ䜡㕂 

Ruijie# show running-config 

5) ֱᄬ䜡㕂Ǆ 

Ruijie# copy running-config startup-config 

22.2.5. 䜡㕂ᴀഄᯊऎ 

䗮䖛 SNTP ण䆂䗮䆃ৢ㦋পⱘᯊ䯈䛑ᰃḐᵫ࿕⊏ᷛޚᯊ䯈 (GMT)ˈЎњޚ⹂ⱘ㦋

পᴀഄᯊ䯈ˈ䳔㽕䆒㕂ᴀഄᯊऎᴹᇍᷛޚᯊ䯈䖯㸠䇗ℷǄ 

1˅ 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie# config 

2˅ 䜡㕂ᯊऎˈ㣗ೈЎ-23 㟇 23ˈ䋳᭄㸼⼎㽓ऎˈℷ᭄㸼⼎ϰऎǄབ 8 㸼⼎ϰܿ

ऎˈ-8 㸼⼎㽓 8 ऎˈ0 㸼⼎Ḑᵫ࿕⊏ᷛޚᯊ䯈Ǆ㔎ⳕؐЎ࣫Ҁᯊ䯈ϰܿऎǄ 
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Ruijie(config)# clock time-zone <time-zone> 

3˅ 䗔ಲࠄ⡍ᴗ῵ᓣ 

Ruijie(config)# End 

4˅ ᰒ⼎ᔧࠡ䜡㕂 

Ruijie# show running-config 

5˅ ֱᄬ䜡㕂 

Ruijie# copy running-config startup-config 

ᙼৃҹ䗮䖛 no clock time-zone ᴹᘶ໡㔎ⳕؐǄ 

22.3. ᰒ⼎ SNTP 

ℹ偸བϟ˖ 

1) ᶹⳟ SNTP ⱘⳌ݇খ᭄ 

Ruijie# show sntp 

2) Փ⫼ show sntp ᶹⳟ㋏㒳ֱᡸⱘ䜡㕂খ᭄˖ 

Ruijie# show sntp 

SNTP state                 : ENABLE              //SNTP ᰃ৺ᠧᓔ 
SNTP server                : 192.168.4.12         //NTP Server 
SNTP sync interval        : 608782C584721354209961B4402D6>Tj
/TT0 1 y0224 
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㄀23ゴ� NTP 䜡㕂 

23.1. ⧚㾷 NTP 

Network Time Protocol˄ NTP ᰃ˅⫼ᴹՓ㔥㒰䆒໛ᯊ䯈ৠℹ࣪ⱘϔ⾡ण䆂ˈᅗৃҹ

Փ㔥㒰䆒໛ᇍ݊᳡఼ࡵ៪ᯊ䩳⑤خৠℹ࣪ˈᅗৃҹᦤկ催㊒ޚᑺⱘᯊ䯈᷵ℷ˄ LAN
ϞϢᷛޚ䯈ᏂᇣѢ 1 ↿⾦ˈWAN Ϟ޴क↿⾦˅ˈϨৃՓ⫼ࡴᆚ⹂䅸ⱘᮍᓣᴹ䰆ℶ

ᬏߏǄ 

NTP ᦤկޚ⹂ᯊ䯈ˈ佪ܜ㽕᳝ޚ⹂ⱘᯊ䯈ᴹ⑤ˈ䖭ϔᯊ䯈ᑨ䆹ᰃ೑䰙ᷛޚᯊ䯈

UTCǄ NTP 㦋ᕫ UTC ⱘᯊ䯈ᴹ⑤ৃҹᰃॳᄤ䩳ǃ໽᭛ৄǃि᯳ˈгৃҹҢ

Internet Ϟ㦋পǄ䖭ḋህ᳝њޚ⹂㗠ৃ䴴ⱘᯊ䯈⑤Ǆ 
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䜡㕂 NTP ᅶ᠋ッ䗮䖛ࡴᆚᮍᓣϢ᳡఼ࡵ䗮ֵߚϸℹ˖㄀ϔˈᇍ NTP ᅶ᠋ッ䖯㸠ܼ

ሔᅝܼ䆚߿ҹঞܼሔᆚ䩹Ⳍ݇䆒㕂˗㄀Ѡˈ䆒㕂䗮ֵ᳡఼ࡵⱘֵӏᆚ䩹䆒㕂˗

NTP ܼሔᅝܼ䆒㕂ᴎࠊሲѢ㄀ϔϾ䆒㕂ℹ偸ˈԚᰃ㽕ⳳℷথ䍋Ϣ᳡఼ࡵП䯈ⱘࡴ

ᆚ䗮ֵˈ䖬㽕ᇍᇍᑨⱘ᳡఼ࡵ䆒㕂䅸䆕ᆚ䩹Ǆ 

೼㔎ⳕᚙމϟˈᅶ᠋ッϡՓ⫼ܼሔᅝܼ䆚߿ᴎࠊǄབᵰ᳾Փ⫼ᅝܼ䆚߿ᴎ߭ࠊϡ

ᇍ䗮ֵ䖯㸠ࡴᆚ໘⧚ǄԚᰃҙҙ䆒㕂њܼሔᅝܼᷛᖫˈᑊϡҷ㸼ϔᅮ䞛⫼њࡴᆚ

ᮍᓣᅠ៤᳡఼ࡵϢᅶ᠋ッⱘ䗮ֵˈ䖬ᖙ乏ᅠ៤݊Ҫܼሔᆚ䩹䜡㕂ᑊ䆒㕂᳡ࡴ఼ࡵ

ᆚᆚ䩹ᠡৃ㛑থ䍋੠᳡఼ࡵⱘࡴᆚ䗮ֵǄ 

㽕䜡㕂ܼሔᅝܼ䆚߿ᴎࠊˈ೼ܼሔ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

ntp authenticate 䜡㕂 NTP ܼሔᅝܼ䆚߿ᴎࠊǄ 

no ntp authenticate ݇䯁 NTP ܼሔᅝܼ䆚߿ᴎࠊǄ 

᡹᭛ⱘ偠䆕ᰃ䗮䖛 ntp authentication-keyǃntp trusted-key ᣛᅮⱘֵӏᆚ䩹䖯

㸠偠䆕ⱘǄ 

23.2.2. 䜡㕂 NTP ܼሔ䅸䆕ᆚ䩹 

䖯㸠 NTP ᅝܼ䅸䆕ܼሔ䜡㕂ˈ᥹ϟᴹⱘ䜡㕂ህᰃ䆒㕂ܼሔ䅸䆕ᆚ䩹Ǆ 

䜡㕂ܼሔ䅸䆕ᆚ䩹ˈ↣Ͼᆚ䩹᳝ϔϾଃϔⱘ key-id ᷛ⼎ˈᅶ᠋ৃҹ⫼ ntp 
trusted-key ᇚ䆹 key-id ᇍᑨⱘᆚ䩹䆒㕂Ўܼሔֵӏᆚ䩹Ǆ 

㽕䜡㕂ܼሔ䅸䆕ᆚ䩹ˈ೼ܼሔ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

ntp authentication-key key-id md5 
key-string [enc-type] 

䜡㕂 NTP ܼሔ䅸䆕ᆚ䩹Ǆ 
key-id˖1-4294967295 
key-string˖䭓ᑺ㣗ೈӏᛣ 
enc-type˖᳝ 0 ੠ 7 ϸ⾡㉏ൟǄ 

湴瀠慵瑨敮瑩捡瑩潮ⴹ礀
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23.2.3. 䜡㕂 NTP ܼሔֵӏᆚ䩹 ID 

䖯㸠ܼሔᅝܼ䅸䆕䜡㕂ⱘ᳔ৢϔϾ䰊↉ˈህᰃᇚϔϾܼሔᆚ䩹䜡㕂៤ܼሔֵӏᆚ

䩹Ǆ䗮䖛䆹ֵӏᆚ䩹ˈ⫼᠋ᠡৃҹথ䗕ࡴᆚ᭄᥂ᑊẔ偠ᬊࠄ᭄᥂᡹ⱘড়⊩ᗻǄ 

㽕ᣛᅮܼሔֵӏᆚ䩹ˈ೼ܼሔ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

ntp trusted-key key-id 䜡㕂 NTP ܼሔֵӏᆚ䩹 IDǄ 

no ntp trusted-key key-id ߴ䰸 NTP ܼሔֵӏᆚ䩹 IDǄ 

ҹϞϝℹ䆒㕂ҙҙᰃᅠ៤ᅝܼ䅸䆕ᴎࠊⱘ㄀ϔϾℹ偸ˈⳳℷথ䍋Ϣᅶ᠋᳡఼ࡵⱘ

 䆒㕂ֵӏᆚ䩹Ǆ఼ࡵᆚ䗮ֵᖙ乏ᇍⳌᑨⱘ᳡ࡴ

 

~ 注意： 

Ⳉ᥹ߴ䰸ܼሔ䅸䆕ᆚ䩹ˈ߭䆹ᆚ䩹ᇍᑨⱘֵӏֵᙃгӮ㹿ߴ䰸Ǆ 

 

23.2.4. 䜡㕂 NTP ᳡఼ࡵ 

೼㔎ⳕᚙމϟˈ≵᳝䜡㕂 NTP ᳡఼ࡵǄ䫤᥋ⱘᅶ᠋ッ㋏㒳ᬃᣕ᳔໮ৠᯊϢ 20 Ͼ

NTP ᳡఼ࡵѸѦˈ˄೼ܼሔ䅸䆕ҹঞᆚ䩹Ⳍ݇䆒㕂ᅠ៤ৢ˅ৃҹЎ↣ϔϾ᳡఼ࡵ

䆒㕂ϔϾ䅸䆕ᆚ䩹ˈথ䍋Ϣ᳡఼ࡵⱘࡴᆚ䗮ֵǄ 

Ϣ᳡఼ࡵⱘ咬䅸䗮ֵ⠜ᴀЎ NTP ⠜ᴀ 3ˈৠᯊৃҹ䜡㕂থ䗕 NTP ᡹᭛ⱘ⑤᥹ষˈ

ᑊা೼থ䗕᥹ষϞ᥹ᬊᇍᑨ᳡఼ࡵⱘ NTP ᡹᭛Ǆ 

䜡㕂ϔϾ NTP ᳡఼ࡵˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

ntp server ip-addr [version 
version][ source if-name 
number][key keyid][prefer] 

䜡㕂 NTP ᳡఼ࡵ 
version˄NTP ⠜ᴀো˅˖1-3 
if-name ˄ ᥹ ষ ㉏ ൟ ˅ ˖ ࣙ ᣀ

Aggregateport ǃ Dialer 
GigabitEthernet ǃ Loopback ǃ

MultilinkǃNullǃTunnelǃVirtual-pppǃ

Virtual-templateǃVlan ㉏ൟǄ 
keyid˖1-4294967295 

no ntp server ip-addr ߴ䰸 NTP ᳡఼ࡵ 

া᳝ᅠ៤њܼሔᅝܼ䆚߿ҹঞᆚ䩹䆒㕂ᴎࠊˈ䖭ᯊ׭䆒㕂᳡఼ࡵ䗮ֵⱘֵӏᆚ
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䩹ˈᠡ㛑থ䍋Ѣ᳡఼ࡵⱘࡴᆚ䗮ֵˈ㗠ࡴᆚ䗮ֵⱘᅠ៤䳔㽕᳡఼ࡵッֵӏⳌৠⱘ

ᆚ䩹Ǆ 

23.2.5. ݇䯁᥹ষ᥹ᬊ NTP ᡹᭛ 

䆹ੑҸⱘࡳ㛑ᰃ݇䯁ᇍᑨ᥹ষϞ᥹ᬊ NTP ᡹᭛Ǆ 

೼㔎ⳕᚙމϟˈӏᛣ᥹ষϞ᥹ᬊⱘ NTP ᡹᭛䛑ৃҹᦤկ㒭ᅶ᠋ッ䖯㸠ᯊ䩳䇗ᭈˈ

䗮䖛䆒㕂䖭Ͼࡳ㛑ˈৃҹሣ㬑ᇍᑨ᥹ষϞᬊࠄⱘ NTP ᡹᭛Ǆ 

 

~ 注意： 

㛑໳䖯㸠䆹ࡳ㛑ੑҸ䜡㕂ⱘ᥹ষ㚃ᅮᰃ㛑໳䜡㕂 IP ᬊথ᡹᭛ⱘ᥹ষˈ೼݊Ҫ᥹ষ

Ϟ≵᳝䆹ੑҸǄ 

 

೼᥹ষ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸˈ䜡㕂݇䯁᥹ষ᥹ᬊ NTP ᡹᭛˖ 

ੑҸ ԰⫼ 

interface interface-type number 䖯ܹ᥹ষ䜡㕂῵ᓣ 

ntp disable ݇䯁᥹ষ᥹ᬊ NTP ᡹᭛ⱘࡳ㛑Ǆ

㽕ᠧᓔ᥹ষ᥹ᬊ NTP ᡹᭛ⱘࡳ㛑ˈ೼᥹ষ῵ᓣϟՓ⫼ no ntp disable ੑҸ 

23.2.6. NTP  㛑ᓔ݇ࡳ

no ntp ੑҸⱘࡳ㛑ᰃ݇䯁 NTP ৠℹ᳡ذˈࡵℶᯊ䯈ৠℹˈৠᯊ⏙ぎⳌ݇ⱘ NTP
䜡㕂ֵᙃǄ 

೼㔎ⳕᚙމϟˈNTP 㛑ᰃ݇䯁ⱘˈԚা㽕䜡㕂њࡳ NTP ᳡఼ࡵ៪ NTP ᅝܼ䆚߿

ᴎࠊˈNTP  㛑ህӮ㹿ᠧᓔǄࡳ

㽕݇䯁 NTPˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

no ntp ݇䯁 NTP  㛑Ǆࡳ

ntp authenticate ៪ 
ntp server ip-addr [version 
version][ source if-name number][key 
keyid][prefer] 

ᠧᓔ NTP  㛑ࡳ
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23.2.7. 䜡㕂 NTP ᅲᯊৠℹ 

Ўњᦤ催㊒⹂ᑺˈ೼㄀ϔ⃵䗮䖛ⱘ䖛⿟Ёᅶ᠋ッӮ੠᳡఼ࡵ䖲㓁䖯㸠 8 Ͼ᡹᭛ⱘ

ѸѦˈ೼᥹ϟᴹⱘৠℹ䖛⿟ЁˈNTP ৠℹⱘᯊ䯈䯈䱨Ў 1 䩳ˈेᴀℸৠℹᅠ៤ߚ
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ੑҸ ԰⫼ 

show ntp status ᰒ⼎ᔧࠡⱘ NTP ֵᙃ 

া᳝೼䜡㕂њⳌ݇ⱘ䗮ֵ᳡఼ࡵПৢ䆹ੑҸᠡ㛑ᠧॄߎᰒ⼎ֵᙃǄ 

Ruijie# show ntp status 
Clock is synchronized, stratum 9, reference is 192.168.217.100 
nominal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision 

is 2**18 
reference time is AF3CF6AE.3BF8CB56 (20:55:10.000 UTC Mon Mar 

1 1993) 
clock offset is 32.97540 sec, root delay is 0.00000 sec 

root dispersion is 0.00003 msec, peer dispersion is 0.00003 msec 

⊼˖starum ҷ㸼ᔧࠡᯊ䩳ⱘㄝ㑻ˈreference Ўৠℹ᳡఼ࡵⱘഄഔˈfrep ᔧࠡ㋏㒳

ᯊ䩳乥⥛ˈprecision Ўᔧࠡ㋏㒳ᯊ䩳㊒ᑺˈreference  time Ўৠℹ᳡఼ࡵখ㗗ᯊ

䩳ⱘ UTC ᯊ䯈ؐˈclock offset Ўᔧࠡᯊ䩳أ⿏ˈ root delay Ўᔧࠡᯊ䩳ᓊ䖳ˈ

root dispersion Ў乊㑻᳡఼ࡵ㊒ᑺˈpeer dispersion Ўৠℹ᳡఼ࡵ㊒ᑺǄ 

23.4. 䜡㕂㣗՟ 

೼ҹϟ䜡㕂Ёˈ㔥㒰Ё᳝ϔϾᣛᅮЎmasterⱘNTP᳡఼ࡵˈᑊᠧᓔњⳌᑨⱘ䅸䆕

ᴎࠊˈ䜡㕂њϔϾ key-id Ў 6ǃkey-string Ў wooooop ⱘᆚ䩹ˈᑊ䆒㕂䆹ᆚ䩹Ў

᳡఼ֵࡵӏᆚ䩹˗Ўњ䜡㕂䫤᥋ⱘᅶ᠋ᴎৃҹ੠㔥㒰Ϟⱘ NTP ᳡఼ࡵ䖯㸠ᯊ䯈ৠ

ℹˈ៥Ӏᇚᇍᅶ᠋䖯㸠བϟ䜡㕂ˈਃࡼᅝܼ䅸䆕ˈᑊ䜡㕂ϔϾ੠ NTP ᳡఼ࡵッϔ

ḋⱘᆚ䩹ˈ✊ৢᇚ៥Ӏⱘৠℹ᳡఼ࡵ䆒ᅮЎ㔥㒰Ϟⱘ䖭Ͼ NTP ᳡఼ࡵˈᓔྟᯊ䯈

ৠℹǄ 

Ruijie(config)# no ntp 
Ruijie(config)# ntp authentication-key 6 md5 wooooop  
Ruijie(config)# ntp authenticate 
Ruijie(config)# ntp trusted-key 6 
Ruijie(config)# ntp server 192.168.210.222 key 6 
Ruijie(config)# ntp synchronize 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ntp disable 
Ruijie(config-if)# no ntp disable 
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㄀24ゴ� UDP-Helper 䜡㕂 

24.1. UDP-Helper 䜡㕂 

24.1.1. UDP-Helper ㅔҟ 

UDP-Helper ⱘЏ㽕ࡳ㛑ᰃᅲ⦄ UDP ᑓ᪁᡹᭛ⱘЁ㒻䕀থǄ䗮䖛䜡㕂䳔㽕䕀থⱘ

Ⳃⱘ᳡఼ࡵˈᅗ㛑ᇚ UDP ᑓ᪁᡹᭛䕀ᤶ៤ऩ᪁᡹᭛ৢথᕔᣛᅮⱘⳂⱘ᳡఼ࡵˈ䍋

 Ё㒻ⱘ԰⫼Ǆࠄ

Փ㛑 UDP-Helper ⱘᑓ᪁᡹᭛ⱘⳂⱘࠄ㛑ৢˈᇚᇍ᥹ᬊࡳ UDP ッষো䖯㸠߸ᮁˈ

ᔧ䖭ϾⳂⱘ UDP ッষোϢ䳔㽕䕀থⱘッষোⳌऍ䜡ᯊˈᅗᇚׂᬍ᡹᭛ⱘⳂⱘ IP
ഄഔЎ䜡㕂ⱘⳂⱘ᳡఼ࡵⱘ IP ഄഔˈҹऩ᪁ⱘᮍᓣথ䗕ᣛᅮⱘⳂⱘ᳡఼ࡵǄ 

Փ㛑 UDP-Helper 㛑ৢˈ咬䅸ᇍࡳ 69ǃ53ǃ37ǃ137ǃ138ǃ
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24.2.2. ਃࡼ UDP-Helper ⱘЁ㒻䕀থࡳ㛑 

ੑ Ҹ ࡳ  㛑 

Ruijie(config)# udp-helper 
enable 

udp-helper enable ੑ Ҹ ⫼ ᴹ ਃ ࡼ

UDP ᑓ᪁᡹᭛ⱘЁ㒻䕀থࡳ㛑Ǆ㔎ⳕ

UDP ᑓ᪁᡹᭛ⱘЁ㒻䕀থ໘Ѣ݇䯁⢊

ᗕ 

Փ⫼ no udp-helper enable ੑҸ⫼ᴹ݇䯁 UDP ⱘЁ㒻䕀থࡳ㛑Ǆ 

 

&　说明: 

1) 㔎ⳕᚙމϟЁ㒻䕀থࡳ㛑໘Ѣ݇䯁⢊ᗕǄ 

2) ਃࡼ UDP ᑓ᪁᡹᭛ⱘЁ㒻䕀থࡳ㛑ˈ߭咬䅸ᇍ 69ǃ53ǃ37ǃ137ǃ138ǃ49
ⱘ UDP ッষⱘᑓ᪁᡹᭛䖯㸠Ё㒻䕀থǄ 

3) ᔧ݇䯁 DUP ᑓ᪁᡹᭛ⱘЁ㒻䕀থࡳ㛑ৢˈ᠔᳝Ꮖ䜡㕂ⱘ UDP ッষ䛑㹿প

⍜ˈࣙᣀ咬䅸ッষǄ 

 

24.2.3. 䜡㕂Ё㒻䕀থⱘⳂⱘ᳡఼ࡵ 

ੑ Ҹ ࡳ  㛑 

Ruijie(config-if)# ip helper-address 
IP-address 

䜡㕂 UDP ᑓ᪁᡹᭛Ё㒻䕀থⱘⳂⱘ

᳡఼ࡵǄ㔎ⳕᚙމϟ≵᳝䜡㕂Ё㒻䕀

থⱘⳂⱘ᳡఼ࡵǄ 

Փ⫼ no ip helper-address ੑҸߴ䰸Ё㒻䕀থⱘⳂⱘ᳡఼ࡵǄ 

 

&　说明: 

1) ϔϾ᥹ষ᳔໮ᇍᑨ 20 ϾⳂⱘ᳡఼ࡵ 

2) བᵰЁ㒻䕀থⱘⳂⱘ᳡఼ࡵᰃ೼ᶤᣛᅮ᥹ষϞ䜡㕂ⱘˈ೼ਃࡼ UDP-Helper
㛑ৢˈҢ䆹᥹ষ᥹ᬊⱘᣛᅮࡳ UDP ッষⱘᑓ᪁᡹᭛ˈᇚҹऩ᪁ᔶᓣথ䗕ࠄ䆹᥹ষ

䜡㕂ⱘⳂⱘ᳡఼ࡵϞǄ 

 

24.2.4. 䜡㕂䳔㽕Ё㒻䕀থⱘ UDP ッষ 
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ੑ Ҹ ࡳ  㛑 

Ruijie(config)# ip forward-protocol 
udp ID 

䜡㕂䳔㽕Ё㒻䕀থⱘ UDP ッষǄ 
བᵰাᣛᅮњUDP খ᭄ˈ߭咬䅸ᇍ㔎

ⳕⱘッষ䖯㸠Ё㒻䕀থˈ৺߭ḍ᥂䳔

㽕䖯㸠䜡㕂Ǆ 
Փ㛑 UDP-Helper 㛑ৢˈ㔎ⳕᇍࡳ

69ǃ53ǃ37ǃ137ǃ138ǃ49 ッষⱘ

ᑓ᪁᡹᭛ᇚ䖯㸠Ё㒻䕀থ 

Փ⫼ no ip forward-protocol udp port ੑҸ݇䯁䳔㽕Ё㒻䕀থⱘ UDP ッষǄ 

 

&　说明: 

¸ া᳝ᠧᓔ UDP-Helper ⱘЁ㒻䕀থࡳ㛑ᑊ䜡㕂њЁ㒻䕀থⱘⳂⱘ᳡ৢ఼ࡵˈ

ᠡ㛑䜡㕂䳔㽕Ё㒻䕀থⱘ UDP ッষǄ৺߭ˈᇚӮ᳝䄀া᳝ᠧက49ǃ
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㄀25ゴ� SNMP 䜡㕂 

25.1. SNMP Ⳍ݇ⶹ䆚 

25.1.1. ὖ䗄 

SNMP ᰃ Simple Network Manger Protocol˄ ㅔऩ㔥㒰ㅵ⧚ण䆂 ⱘ˅㓽ݭˈ೼ 1988
ᑈ 8 ᳜ህ៤ЎϔϾ㔥㒰ㅵ⧚ᷛޚ RFC1157ǄࠄⳂࠡˈ಴ӫ໮ॖᆊᇍ䆹ण䆂ⱘᬃ

ᣕˈSNMP Ꮖ៤ЎџᅲϞⱘ㔥ㅵᷛޚˈ䗖ড়Ѣ೼໮ॖᆊ㋏㒳ⱘѦ䖲⦃๗ЁՓ⫼Ǆ

߽⫼ SNMP ण䆂ˈ㔥㒰ㅵ⧚ਬৃҹᇍ㔥㒰Ϟⱘ㡖⚍䖯㸠ֵᙃᶹ䆶ǃ㔥㒰䜡㕂ǃᬙ

䱰ᅮԡǃᆍ䞣㾘ߦˈ㔥㒰ⲥ᥻੠ㅵ⧚ᰃ SNMP ⱘ෎ᴀࡳ㛑Ǆ 

SNMP ᰃϔϾᑨ⫼ሖण䆂ˈЎᅶ᠋ᴎ/᳡఼ࡵ῵ᓣˈࣙᣀϝϾ䚼ߚ˖ 

¸ SNMP 㔥㒰ㅵ⧚఼ 

¸ SNMP ҷ⧚ 

¸ MIB ㅵ⧚ֵᙃᑧ 

SNMP 㔥㒰ㅵ⧚఼ˈᰃ䞛⫼ SNMP ᴹᇍ㔥㒰䖯㸠᥻ࠊ੠ⲥ᥻ⱘ㋏㒳ˈг⿄Ў NMS 
(Network Management System)Ǆᐌ⫼ⱘ䖤㸠೼ NMS Ϟⱘ㔥ㅵᑇৄ᳝ HP 
OpenView ǃCiscoViewǃCiscoWorks 2000ˈ䫤᥋㔥㒰䩜ᇍ㞾Ꮕⱘ㔥㒰䆒໛ˈᓔ

থњϔ༫㔥ㅵ䕃ӊˉˉStar ViewǄ䖭ѯᐌ⫼ⱘ㔥ㅵ䕃ӊৃҹᮍ֓ⱘᇍ㔥㒰䆒໛䖯

㸠ⲥ᥻੠ㅵ⧚Ǆ 

SNMP ҷ⧚˄SNMP Agent˅ᰃ䖤㸠೼㹿ㅵ⧚䆒໛Ϟⱘ䕃ӊˈ䋳䋷᥹ফǃ໘⧚ᑊϨ

ડᑨᴹ㞾 NMS ⱘⲥ᥻੠᥻ࠊ᡹᭛ˈгৃҹЏࡼথ䗕ϔѯ⍜ᙃ᡹᭛㒭 NMSǄ 

NMS ੠ Agent ⱘ݇㋏ৃҹ⫼བϟⱘ೒ᴹ㸼⼎˖ 

 

೒ 1  㔥㒰ㅵ⧚キ˄NMS˅Ϣ㔥ㅵҷ⧚˄Agent˅ⱘ݇㋏೒ 

MIB˄Management Information Base˅ᰃϔϾ㰮ᢳⱘ㔥㒰ㅵ⧚ֵᙃᑧǄ㹿ㅵ⧚ⱘ
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㔥㒰䆒໛Ёࣙ৿њ໻䞣ⱘֵᙃˈЎњ㛑໳೼ SNMP ᡹᭛Ёଃϔⱘᷛ䆚ᶤϾ⡍ᅮⱘ

ㅵ⧚ऩܗˈMIB 䞛⫼ᷥᔶሖ⃵㒧ᵘᴹᦣ䗄㔥㒰䆒໛Ёⱘㅵ⧚ऩܗǄᷥⱘ㡖⚍㸼⼎

ᶤϾ⡍ᅮⱘㅵ⧚ऩܗǄབϟ೒ MIB ᇍ䈵ੑৡᷥˈЎњଃϔᷛ䆚㔥㒰䆒໛ЁⱘᶤϾ

ㅵ⧚ऩܗ Systemˈৃҹ䞛⫼ϔІⱘ᭄ᄫᴹ㸼⼎ བ̍{1.3.6.1.2.1.1}䖭ϔІ᭄ᄫेЎ

ㅵ⧚ऩܗⱘ Object Identifier˄ऩᷛܗ䆚ヺ˅ˈMIB ߭ᰃ㔥㒰䆒໛ⱘऩᷛܗ䆚ヺⱘ

䲚ড়Ǆ 

 

೒ 2  MIB ᷥᔶሖ⃵㒧ᵘ 

25.1.2. SNMP ण䆂⠜ᴀ 

Ⳃࠡ SNMP ᬃᣕҹϟ⠜ᴀ˖ 

¸ SNMPv1 ˖ㅔऩ㔥㒰ㅵ⧚ण䆂ⱘ㄀ϔϾℷᓣ⠜ᴀˈ೼ RFC1157 ЁᅮНǄ 

¸ SNMPv2C˖෎Ѣ݅ৠԧ˄Community-Based˅ⱘ SNMPv2 ㅵ⧚ᶊᵘ, ೼

RFC1901 ЁᅮНⱘϔϾᅲ偠ᗻण䆂Ǆ  

¸ SNMPv3 ˖䗮䖛ᇍ᭄᥂䖯㸠䡈߿੠ࡴᆚˈᦤկњҹϟⱘᅝܼ⡍ᗻ˖ 

1. ⹂᭄ֱ᥂೼Ӵ䕧䖛⿟Ёϡ㹿ㆵᬍ˗ 

2. ⹂᭄ֱ᥂Ңড়⊩ⱘ᭄᥂⑤থߎ˗ 

 ˗ᆚ᡹᭛ˈ⹂᭄ֱ᥂ⱘᴎᆚᗻࡴ .3

SNMPv1 ੠ SNMPv2C 䛑䞛⫼෎Ѣ݅ৠԧ˄Community-based˅ⱘᅝܼᶊᵘǄ䗮

䖛ᅮНЏᴎഄഔҹঞ䅸䆕ৡ(Commumity String)ᴹ䰤ᅮ㛑໳ᇍҷ⧚ⱘ MIB 䖯㸠᪡

԰ⱘㅵ⧚㗙Ǆ 

SNMPv2C ๲ࡴњ Get-bulk ᪡԰ᴎࠊᑊϨ㛑໳ᇍㅵ⧚Ꮉ԰キ䖨ಲ᳈ࡴ䆺㒚ⱘ䫭䇃

ֵᙃ㉏ൟǄGet-bulk ᪡԰㛑໳ϔ⃵ᗻഄ㦋প㸼ḐЁⱘ᠔ֵ᳝ᙃ៪㗙㦋প໻ᡍ䞣ⱘ 
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᭄᥂ˈҢ㗠ޣᇥ䇋∖-ડᑨⱘ⃵᭄ǄSNMPv2C 䫭䇃໘⧚㛑࡯ⱘᦤ催ࣙᣀᠽܙ䫭䇃

ҷⷕҹऎߚϡৠ㉏ൟⱘ䫭䇃ˈ㗠೼ SNMPv1 Ё䖭ѯ䫭䇃ҙ᳝ϔ⾡䫭䇃ҷⷕǄ⦄೼

䗮䖛䫭䇃ҷⷕৃҹऎߚ䫭䇃㉏ൟǄ⬅Ѣ㔥㒰Ϟৃ㛑ৠᯊᄬ೼ᬃᣕ SNMPv1 ੠

SNMPv2C ⱘㅵ⧚Ꮉ԰キˈ಴ℸ SNMP ҷ⧚ᖙ乏㛑໳䆚߿ SNMPv1 ੠ SNMPv2C
᡹᭛ˈᑊϨ㛑䖨ಲⳌᑨ⠜ᴀⱘ᡹᭛Ǆ 

25.1.3. SNMP ㅵ⧚᪡԰ 

SNMP ण䆂Ёⱘ NMS ੠ Agent П䯈ⱘѸѦֵᙃˈᅮНњ 6 ⾡᪡԰㉏ൟ˖ 

1. Get-request ᪡԰˖NMS Ң Agent ᦤপϔϾ៪໮Ͼখ᭄ؐǄ 

2. Get-next-request ᪡԰˖NMS Ң Agent ᦤপϔϾ៪໮Ͼখ᭄ⱘϟϔϾখ᭄

ؐǄ 

3. Get-bulk ᪡԰˖NMS Ң Agent ᦤপᡍ䞣ⱘখ᭄ؐ˗ 

4. Set-request ᪡԰˖NMS 䆒㕂 Agent ⱘϔϾ៪໮Ͼখ᭄ؐǄ 

5. Get-response ᪡԰˖Agent 䖨ಲⱘϔϾ៪໮Ͼখ᭄ؐˈᰃ Agent ᇍ NMS ࠡ䴶

3 Ͼ᪡԰ⱘડᑨ᪡԰Ǆ 

6. Trap ᪡԰˖Agent Џࡼথߎⱘ᡹᭛ˈ䗮ⶹ NMS ᳝ᶤѯџᚙথ⫳Ǆ 

ࠡ䴶ⱘ 4 Ͼ᡹᭛ᰃ⬅ NMS ৥ Agent থߎⱘˈৢ䴶ϸϾᰃ Agent থ㒭 NMS ⱘ˄⊼

ᛣ˖SNMPv1 ⠜ᴀϡᬃᣕ Get-bulk ᪡԰˅Ǆϟ೒ᦣ䗄њ䖭޴⾡⾡᪡԰Ǆ 

 

೒ 3  SNMP ⱘ᡹᭛㉏ൟ 

NMS ৥ Agent থߎⱘࠡ䴶 3 ⾡᪡԰੠ Agent ⱘᑨㄨ᪡԰䞛⫼ UDP ⱘ 161 ッষǄ

Agent থߎⱘ Trap ᪡԰䞛⫼ UDP ⱘ 162 ッষǄ 
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25.1.4. SNMP ᅝܼ 

SNMPv1 ੠ SNMPv2 ⠜ᴀՓ⫼䅸䆕ৡ⫼ᴹ䡈߿ᰃ৺᳝ᴗՓ⫼ MIB ᇍ䈵ǄЎњ㛑໳

ㅵ⧚䆒໛ˈ㔥㒰ㅵ⧚㋏㒳 (NMS)ⱘ䅸䆕ৡᖙ乏ৠ䆒໛ЁᅮНⱘᶤϾ䅸䆕ৡϔ㟈Ǆ 

ϔϾ䅸䆕ৡৃҹ᳝ҹϟሲᗻ: 

¸ া䇏(Read-only)˖Ў㹿ᥜᴗⱘㅵ⧚Ꮉ԰キᦤկᇍ᠔᳝ MIB ব䞣ⱘ䇏ᴗ䰤Ǆ 

¸ 䇏ݭ(Read-write)˖Ў㹿ᥜᴗⱘㅵ⧚Ꮉ԰キᦤկᇍ᠔᳝ MIB ব䞣ⱘ䇏ݭᴗ䰤Ǆ 

೼ SNMPv2 ⱘ෎⸔Ϟˈ SNMPvˏ䗮䖛ᅝܼ῵ൟҹঞᅝܼ㑻߿ᴹ⹂ᅮᇍ᭄᥂䞛⫼

ા ⾡ ᅝ ܼ ᴎ ࠊ 䖯 㸠 ໘ ⧚ ˗ Ⳃ ࠡ ৃ ⫼ ⱘ ᅝ ܼ ῵ ൟ ᳝ ϝ ⾡ ㉏ ߿ ˖ SNMPv1 ǃ

SNMPv2CǃSNMPv3Ǆ 

ϟ㸼ЎⳂࠡৃ⫼ⱘᅝܼ῵ൟҹঞᅝܼ㑻߿ 

ᅝܼ῵ൟ ᅝܼ㑻߿ 䡈ࡴ ߿ᆚ 䇈ᯢ 

SNMPv1 noAuthNoPriv 䅸䆕ৡ ᮴ 䗮䖛䅸䆕ৡ⹂䅸᭄᥂ⱘড়⊩ᗻ 

SNMPv2c noAuthNoPriv 䅸䆕ৡ ᮴ 䗮䖛䅸䆕ৡ⹂䅸᭄᥂ⱘড়⊩ᗻ 

SNMPv3 noAuthNoPriv ⫼᠋ৡ ᮴ 䗮䖛⫼᠋ৡ⹂䅸᭄᥂ⱘড়⊩ᗻ 

SNMPv3 authNoPriv MD5 ៪

㗙 SHA ᮴ ᦤ կ ෎ Ѣ HMAC-MD5 ៪ 㗙

HMAC-SHA ⱘ᭄᥂䡈߿ᴎࠊ 

SNMPv3 authPriv MD5 ៪

㗙 SHA DES

ᦤ կ ෎ Ѣ HMAC-MD5 ៪ 㗙

HMAC-SHA ⱘ᭄᥂䡈߿ᴎࠊ 
ᦤկ෎Ѣ CBC-DES ⱘ᭄᥂ࡴ

ᆚᴎࠊ 

25.1.5. SNMP ᓩ᪢ᷛ䆚 

ᓩ᪢ᷛ䆚⫼Ѣଃϔᷛ䆚ϔϾ SNMP ᓩ᪢Ǆ⬅Ѣ↣Ͼ SNMP ᅲԧҙࣙ৿ϔϾ SNMP
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5˖16 䖯ؐࠊˈ᳔䭓 27 Ͼᄫ㡖ˈ⬅ॖଚ㞾㸠ᅮНǄ 

6-127˖ֱ⬭Ǆ 

128-255˖⬅ॖଚ⡍ᅮⱘḐᓣǄ 

25.2. SNMP ⱘ䜡㕂 

SNMP ⱘ䜡㕂Ꮉ԰೼㔥㒰䆒໛ⱘܼሔ䜡㕂῵ᓣϟᅠ៤ˈ೼䖯㸠 SNMP 䜡㕂ࠡˈ䇋

 䖯ܹܼሔ䜡㕂῵ᓣǄܜ

25.2.1. 䆒㕂䅸䆕ৡঞ䆓䯂ᴗ䰤 

SNMPv1/SNMPv2C 䞛⫼෎Ѣ݅ৠԧ˄Community-based˅ⱘᅝܼᮍḜˈSNMP
ҷ⧚া᥹ফᴹ㞾Ⳍৠ䅸䆕ৡ˄ Community-String ⱘ˅ㅵ⧚᪡԰ˈϢ㔥㒰䆒໛ⱘ䅸䆕

ৡϡヺⱘ SNMP ᡹᭛ᇚϡ㹿ડᑨˈⳈ᥹϶ᓗǄ䅸䆕ৡⳌᔧѢ NMS ੠ Agent П䯈

ⱘᆚⷕǄ 

¸ ৃҹ䆒㕂䆓䯂߫㸼݇㘨ˈা᳝ᣛᅮⱘ IP ഄഔⱘ NMS ৃҹㅵ⧚˗ 

¸ ৃҹ䆒ᅮ䆹݅ৠԧⱘ᪡԰ᴗ䰤ˈᰃ ReadOnly˄ া䇏 䖬˅ᰃ ReadWrite˄ 䇏ݭ˅̠  

¸ ᣛᅮ㾚೒ⱘৡ⿄ˈ⫼Ѣ෎Ѣ㾚೒ⱘㅵ⧚Ǆ咬䅸≵᳝ᣛᅮ㾚೒ˈेܕ䆌䆓䯂  
᠔᳝ MIB ᇍ䈵˗ 

¸ ৃҹᣛᯢ㛑໳Փ⫼䆹䅸䆕ৡⱘㅵ⧚㗙ⱘ IPǄ 㢹ϡᣛᯢˈ߭㸼⼎ϡ䰤ࠊՓ⫼䆹

䅸䆕ৡⱘㅵ⧚㗙ⱘ IP ഄഔǄ㔎ⳕЎϡ䰤ࠊՓ⫼䆹䅸䆕ৡⱘㅵ⧚㗙ⱘ IP ഄഔ˗ 

㽕䜡㕂 SNMP 䅸䆕ৡˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠བϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# snmp-server community 
string [view view-name] [ro | rw] [host 
host-ip] [num] 

䆒㕂䅸䆕ৡ੠ᴗ䰤Ǆ 

ৃҹ䜡㕂ϔᴵ៪㗙໮ᴵᣛᅮˈᴹᣛᅮ໮Ͼϡৠⱘ݅ৠԧৡ⿄ˈՓᕫ㔥㒰䆒໛ৃҹ

կϡৠⱘᴗ䰤ⱘ NMS ⱘㅵ⧚ˈ㽕ߴ䰸݅ৠԧৡ⿄੠ᴗ䰤ˈ೼ܼሔ䜡㕂῵ᓣϟˈᠻ

㸠 no snmp-server community ੑҸǄ 

25.2.2. 䜡㕂 MIB 㾚೒੠㒘 

ৃҹՓ⫼෎Ѣ㾚೒ⱘ䆓䯂᥻ࠊ῵ൟᴹ߸ᅮϔϾ᪡԰݇㘨ⱘㅵ⧚ᇍ䈵ᰃ৺೼㾚೒ܕ

䆌Пݙ៪㹿ᥦ䰸೼໪ˈা᳝೼㾚೒ܕ䆌Пݙⱘㅵ⧚ᇍ䈵ᠡ㹿ܕ䆌䆓䯂Ǆ೼䖯㸠᥻

ݙᇚᶤϾ㒘ϢᶤϾ㾚೒݇㘨ǄϔϾ㒘ݡˈᯊˈϔ㠀ᰃᇚᶤѯ⫼᠋੠ϔϾ㒘݇㘨ࠊ

ⱘ⫼᠋᳝݋Ⳍৠⱘ䆓䯂ᴗ䰤Ǆ 

¸ ৃҹ䆒㕂ࣙ৿㾚೒੠ᥦ䰸㾚೒˗ 
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¸ ৃҹЎϔ㒘⫼᠋䆒㕂া䇏ⱘ㾚೒੠ৃݭⱘ㾚೒˗ 

¸ བᵰᰃ SNMPv3 ⱘ⫼᠋ˈৃҹЎ݊ᣛᅮՓ⫼ⱘᅝܼ㑻߿ˈᰃ৺䳔㽕䖯㸠䅸

䆕ǃᰃ৺䳔㽕䖯㸠ࡴᆚ˗ 

㽕䜡㕂 MIB 㾚೒੠㒘ˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠བϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# snmp-server view  
view-name oid-tree {include | exclude} 

߯ᓎϔϾ MIB 㾚೒ˈࣙ৿៪ᥦ䰸݇

㘨ⱘ MIB ᇍ䈵Ǆ 

Ruijie(config)# snmp-server group  
groupname {v1 | v2c |v3 {auth | noauth 
| priv}}  [read  readview] [write   
writeview] [access {num | name}] 

߯ᓎϔϾ㒘ˈᑊ੠㾚೒݇㘨Ǆ 

Փ⫼ no snmp-server view view-name ੑҸᴹߴ䰸ϔϾ㾚೒ˈ៪㗙Փ⫼ no 
snmp-server view view-name oid-tree ੑҸ೼ϔϾ㾚೒Ёߴ䰸ϔỉᄤᷥǄгৃҹ

Փ⫼ no snmp-server group groupname ੑҸᴹߴ䰸ϔϾ㒘Ǆ 

25.2.3. 䜡㕂 SNMP ⫼᠋ 

ৃҹՓ⫼෎Ѣ⫼᠋ⱘᅝܼ῵ൟᴹ䖯㸠ᅝܼㅵ⧚ˈ෎Ѣ⫼᠋ⱘㅵ⧚ᖙ乏џܜ䜡㕂⫼

᠋ⱘֵᙃˈNMS া᳝Փ⫼ড়⊩ⱘ⫼᠋ᠡ㛑ৠҷ⧚䖯㸠䗮ֵǄ 

ᇍѢ SNMPv3 ⫼᠋ˈৃҹᣛᅮᅝܼ㑻߿ǃ䅸䆕ㅫ⊩˄MD5 ៪ SHA ǃ˅䅸䆕ষҸǃ

ᆚㅫ⊩˄Ⳃࠡা᳝ࡴ DES˅੠ࡴᆚষҸ˗ 

㽕䜡㕂 SNMP ⫼᠋ˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠བϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# snmp-server user username 
roupname  {v1 | v2 | v3 [encrypted]  
[auth { md5|sha } auth-password ]  
[priv des56 priv-password] } [
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ੑҸ ԰⫼ 

Ruijie(config)# snmp-server host host-addr 
traps [version {1|2c |3 [auth | noauth | 
priv]}] community-string [udp-port port-num] 
[type] 

䆒㕂 SNMP ЏᴎഄഔˈЏᴎ

ッষˈ⍜ᙃ㉏ൟˈ䅸䆕ৡ˄೼

SNMPv3 ϟᰃ⫼᠋ৡ ǃ˅ᅝܼ

㑻߿˄ҙ SNMPv3 ᬃᣕ˅ㄝ 

 

25.2.5. 䆒㕂 SNMP ҷ⧚খ᭄ 

ৃҹᇍ SNMP ⱘ Agent ⱘ෎ᴀখ᭄䖯㸠䜡㕂ˈ䆒㕂䆒໛ⱘ㘨㋏ᮍᓣǃ䆒໛ԡ㕂ǃ

ᑣ߫োⱘֵᙃˈNMS 䗮䖛䆓䯂䆒໛ⱘ䖭ѯখ᭄ˈ֓ৃҹᕫⶹ䆒໛ⱘ㘨㋏Ҏˈ䆒໛

᠔೼ⱘ⠽⧚ԡ㕂ㄝֵᙃǄ 

㽕䜡㕂 SNMP ҷ⧚খ᭄ˈ೼ܼሔ䜡㕂῵ᓣϟˈᠻ㸠བϟᣛҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# snmp-server contact text 䆒㕂㋏㒳ⱘ㘨㋏ᮍᓣ 

Ruijie(config)# snmp-server location text 䆒㕂㋏㒳ⱘԡ㕂 

Ruijie(config)# snmp-server chassis-id 
number 䆒㕂㋏㒳ⱘᑣ߫ⷕ 

 

25.2.6. ᅮН SNMP ҷ⧚᳔໻᭄᥂᡹᭛䭓ᑺ 

Ўњޣᇥᇍ㔥㒰ᏺᆑⱘᕅડˈৃҹᅮН SNMP ҷ⧚ⱘ᭄᥂ࣙⱘ᳔໻䭓ᑺǄ೼ܼሔ

䜡㕂῵ᓣϟˈᠻ㸠བϟᣛҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# snmp-server packetsize 
byte-count 䆒㕂᳔໻ҷ⧚᭄᥂ࣙ໻ᇣ 

 

25.2.7. ሣ㬑 SNMP ҷ⧚ 

SNMP ҷ⧚᳡ࡵᰃ៥ৌѻકᦤկⱘϔϾ᳡ࡵˈ咬䅸ᰃਃࡼⱘˈ೼ϡ䳔㽕ҷ⧚᳡ࡵ

ⱘᯊ׭ˈৃҹ䗮䖛བϟᮍᓣሣ㬑 snmp ҷ⧚ࡳ㛑ҹঞⳌ݇䜡㕂ֵᙃ ሣ̠㬑 snmp ҷ

 ˖㛑ˈ೼ܼሔ䜡㕂῵ᓣϟˈᠻ㸠བϟᣛҸࡳ⧛

ੑҸ ԰⫼ 

Ruijie(config)# no snmp-server  ሣ㬑 SNMP ҷ⧚᳡ࡵ 
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25.2.8. ݇䯁 SNMP ҷ⧚ 

ϡৠѢሣ㬑ੑҸ ៥̍ৌѻકᦤկњ݇䯁 snmp ҷ⧚ⱘੑҸ 䆹̍ੑҸӮⳈ᥹ snmp ᠔

᳝᳡ࡵˈԚᰃϡӮሣ㬑ҷ⧚ⱘ䜡㕂ֵᙃ˗㽕݇䯁 SNMP ҷ⧚᳡ࡵˈ೼ܼሔ䜡㕂῵

ᓣϟˈᠻ㸠བϟᣛҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# no enable service 
snmp-agent  ݇䯁 SNMP ҷ⧚᳡ࡵ 

 

25.2.9. 䜡㕂 Agent Џࡼ৥ NMS থ䗕 Trap ⍜ᙃ 

Trap ᰃ Agent ϡ㒣䇋∖Џࡼ৥ NMS থ䗕ⱘ⍜ᙃˈ⫼Ѣ᡹ਞϔѯ㋻ᗹ㗠䞡㽕ⱘџ

ӊⱘথ⫳Ǆ㔎ⳕᰃϡܕ䆌 Agent Џࡼথ䗕 Trap ⍜ᙃˈབᵰ㽕ܕ䆌ˈ೼ܼሔ䜡㕂῵

ᓣϟˈᠻ㸠བϟᣛҸ˖ 
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25.2.11. 䜡㕂থ䗕⍜ᙃ᪡԰ⱘখ᭄ 

ৃҹᣛᅮ Agent থ䗕 Trap ⍜ᙃⱘϔѯখ᭄ˈᠻ㸠བϟᣛҸᴹ䆒㕂˖ 

ੑҸ ԰⫼ 

Ruijie(config)# snmp-server 
trap-source interface ᣛᅮথ䗕 Trap ⍜ᙃⱘ⑤᥹ষ 

Ruijie(config)# snmp-server  
queue-length length ᣛᅮ↣Ͼ Trap ⍜ᙃ᡹᭛ⱘ䯳߫䭓ᑺ 

Ruijie(config)# snmp-server  
trap-timeout seconds ᣛᅮথ䗕 Trap ⍜ᙃⱘᯊ䯈䯈䱨 

 

25.3. SNMP ⱘⲥ᥻Ϣ㓈ᡸ 

25.3.1. ᶹⳟᔧࠡⱘ SNMP ⢊ᗕ 

Ўњⲥ᥻ SNMP ⢊ᗕ੠ᥦ䰸 SNMP 䜡㕂Ёⱘϔѯᬙ䱰ˈ៥ৌѻકᦤկњ SNMP
ⱘⲥ᥻ᣛҸˈৃҹᮍ֓ⱘᶹⳟᔧࠡ㔥㒰䆒໛ⱘ SNMP ⱘ⢊ᗕˈ೼⡍ᴗ⫼᠋῵ᓣ

ϟˈᠻ㸠 show snmp ᴹᶹⳟᔧࠡⱘ SNMP ⢊ᗕǄ 

Ruijie# show snmp 
Chassis: 1234567890 0987654321 

Contact: wugb@i-net.com.cn 
Location: fuzhou 

2381 SNMP packets input 
5 Bad SNMP version errors 

6 Unknown community name 
0 Illegal operation for community name supplied 

0 Encoding errors 
9325 Number of requested variables 

0 Number of altered variables 
31 Get-request PDUs 

2339 Get-next PDUs 
0 Set-request PDUs 

2406 SNMP packets output 
0 Too big errors (Maximum packet size 1500) 

4 No such name errors 
0 Bad values errors 

0 General errors 
2370 Get-response PDUs 

36 SNMP trap PDUs 
SNMP global trap: disabled 
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SNMP logging: enabled 
SNMP agent: enabled 

. 

ᇍѢϞ䗄ⱘ㒳䅵᡹᭛ֵᙃⱘ㾷䞞㾕ϟ㸼˖ 

ᰒ⼎ֵᙃ ᦣ䗄 

Bad SNMP version errors SNMP ⠜ᴀϡᇍ 

Unknown community name ϡ㛑䆚߿ⱘ䅸䆕ৡ⿄ 

Illegal operation for community name 
supplied 䴲⊩᪡԰ 

Encoding errors 㓪ⷕ䫭䇃 

Get-request PDUs Get-request ᡹᭛ 

Get-next PDUs Get-next ᡹᭛ 

Set-request PDUs Set-request ᡹᭛ 

Too big errors (Maximum packet size 
1500) ડᑨ᡹᭛໾໻ 

No such name errors ϡᄬ೼ᣛᅮⱘㅵ⧚ऩܗ 

Bad values errors 䆒ᅮؐ㉏ൟ䫭䇃 

General errors ϔ㠀ᗻ䫭䇃 

Get-response PDUs Get-response ᡹᭛ 

SNMP trap PDUs SNMP trap ᡹᭛ 

 

25.3.2. ᶹⳟᔧࠡ SNMP ҷ⧚ᬃᣕⱘ MIB ᇍ䈵 

೼⡍ᴗ⫼᠋῵ᓣϟˈᠻ㸠 show snmp mib ᴹᶹⳟᔧࠡⱘҷ⧚ᬃᣕⱘ MIB ᇍ䈵Ǆ 

Ruijie# show snmp mib   
sysDescr  
sysObjectID  

sysUpTime  
sysContact  

sysName  
sysLocation  

sysServices  
sysORLastChange  

snmpInPkts  
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snmpOutPkts  
snmpInBadVersions  

snmpInBadCommunityNames  
snmpInBadCommunityUses  

snmpInASNParseErrs  
snmpInTooBigs  

snmpInNoSuchNames  
snmpInBadValues  

snmpInReadOnlys  
snmpInGenErrs  

snmpInTotalReqVars  
snmpInTotalSetVars  

snmpInGetRequests  
snmpInGetNexts  

snmpInSetRequests  
snmpInGetResponses  

snmpInTraps  
snmpOutTooBigs  

snmpOutNoSuchNames  
snmpOutBadValues  

snmpOutGenErrs  
snmpOutGetRequests  

snmpOutGetNexts  
snmpOutSetRequests  

snmpOutGetResponses  
snmpOutTraps  

snmpEnableAuthenTraps  
snmpSilentDrops  

snmpProxyDrops  
entPhysicalEntry  

entPhysicalEntry.entPhysicalIndex 
entPhysicalEntry.entPhysicalDescr 

entPhysicalEntry.entPhysicalVendorType 
entPhysicalEntry.entPhysicalContainedIn 

entPhysicalEntry.entPhysicalClass 
entPhysicalEntry.entPhysicalParentRelPos 

entPhysicalEntry.entPhysicalName 
entPhysicalEntry.entPhysicalHardwareRev 

entPhysicalEntry.entPhysicalFirmwareRev 
entPhysicalEntry.entPhysicalSoftwareRev 

entPhysicalEntry.entPhysicalSerialNum 
entPhysicalEntry.entPhysicalMfgName 

entPhysicalEntry.entPhysicalModelName 
entPhysicalEntry.entPhysicalAlias 

entPhysicalEntry.entPhysicalAssetID 
entPhysicalEntry.entPhysicalIsFRU 
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entPhysicalContainsEntry  
entPhysicalContainsEntry.entPhysicalChildIndex 

entLastChangeTime 

25.3.3. ᶹⳟ SNMP ⫼᠋ 

೼⡍ᴗ⫼᠋῵ᓣϟˈᠻ㸠 show snmp user ᴹᶹⳟᔧࠡҷ⧚Ϟ䜡㕂ⱘ SNMP ⫼

᠋Ǆ 

Ruijie# show snmp user  

User name: test 

Engine ID: 8000131103000000000000 
storage-type: permanent     active 

Security level: auth priv 
Auth protocol: SHA 

Priv protocol: DES 
Group-name: g1 

25.3.4. ᶹⳟ SNMP 㾚೒੠㒘 

೼⡍ᴗ⫼᠋῵ᓣϟˈᠻ㸠 show snmp group ᴹᶹⳟᔧࠡҷ⧚Ϟ䜡㕂ⱘ㒘Ǆ 

Ruijie# show snmp group  
groupname: g1 
securityModel: v3 

securityLevel:authPriv 
readview: default 

writeview: default 
notifyview:  

groupname: public 
securityModel: v1 

securityLevel:noAuthNoPriv 
readview: default 

writeview: default 
notifyview:  

groupname: public 
securityModel: v2c 

securityLevel:noAuthNoPriv 
readview: default 

writeview: default 
notifyview: 

೼⡍ᴗ⫼᠋῵ᓣϟˈᠻ㸠 show snmp view ᴹᶹⳟᔧࠡҷ⧚Ϟ䜡㕂ⱘ㾚೒Ǆ 

Ruijie# show snmp view  
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default(include) 1.3.6.1 
test-view(include) 1.3.6.1.2.1 

25.4. SNMP 䜡㕂В՟ 

 ൟ䜡㕂ᅲ՟݌ .25.4.1

¸ 䜡㕂㽕∖ 

བ೒ˈ㔥㒰䆒໛੠㔥ㅵᎹ԰キ NMS 䗮䖛ҹ໾㔥䖲᥹ˈNMS ⱘ IP ഄഔЎ

192.168.12.181ˈ㔥㒰䆒໛ⱘ IP ഄഔЎ 192.168.12.1ˈ೼㔥ㅵᎹ԰キϞ䖤㸠њ㔥

ㅵ䕃ӊ˄ҹ

1uEC�Ê� 䜡 㕂  

z 䜡 㕂 㽕 ∖
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ҹϟⱘ䜡㕂ˈᰃܕ䆌㔥㒰䆒໛Џࡼ৥ NMS থ䗕ϔѯ Trap ⍜ᙃˈ䆹䜡㕂Ўৃ䗝䜡

㕂˖  

Ruijie(config)# snmp-server enable traps  
Ruijie(config)# snmp-server host 192.168.12.181 public 

䗮䖛བϞ䜡㕂ˈ㔥㒰䆒໛ⱘ SNMP ҷ⧚Ꮖ㒣䜡㕂ᅠ↩ˈNMS ֓ৃҹᇍ㔥㒰䆒໛䖯

㸠ⲥ᥻੠ㅵ⧚њˈҹ HP OpenView Ў՟ˈৃҹѻ⫳㔥㒰ᢧᠥ㒧ᵘ೒ˈབϟ೒˖ 

 

೒ 6  㔥㒰ᢧᠥ㒧ᵘ೒ 

ᙼৃҹᇍ㔥㒰䆒໛Ёⱘㅵ⧚ऩܗ䖯㸠ᶹ䆶੠䆒㕂ˈ⚍ߏ HP OpenView ⱘ

TOOL->SNMP MIB Brower 㦰ऩˈߎ⦄བϟⱘᇍ䆱Ḛˈ೼ Name Ё䕧ܹ IP ഄഔ

192.168.12.1ˈ೼ Community Name Ё䕧ܹ Publicˈ䗝ᢽ㽕ᶹ䆶ⱘ MIB ⱘ݋ԧㅵ

⧚ऩܗˈ↨བϟ೒ⱘ SystemǄ⚍ߏ Start Queryˈ֓ᓔྟᇍ㔥㒰䆒໛䖯㸠 MIB ⱘ

ᶹ䆶њˈ݋ԧⱘᶹ䆶㒧ᵰ㾕ᇍ䆱Ḛⱘ MIB Values にষ˖ 
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೒ 7  MIB ᶹ䆶⬠䴶 

HP OpenView ᳝ᕜᔎ໻ⱘ㔥㒰ㅵ⧚ⱘࡳ㛑ˈ↨བˈ䖬ৃҹ⫼೒㸼⼎ߎ㔥㒰᥹ষⱘ

⌕䞣㒳䅵೒ˈ݊Ҫⱘ݋ԧⱘ৘乍 SNMP ⱘࡳ㛑ˈ㾕㔥ㅵ䕃ӊⱘ᭛ḷˈ䖭䞠ϡ೼䆺

䗄˖ 

 

೒ 8  ᥹ষ⌕䞣㒳䅵೒ 

25.4.2. SNMP 䆓䯂߫㸼݇㘨᥻ࠊᅲ՟ 

៥ৌѻકৃҹ䆒㕂䆓䯂߫㸼݇㘨ⱘᮍᓣˈা㽕䆓䯂߫㸼Ёܕ䆌ⱘ NMS ᠡৃҹ߽⫼

SNMP ᇍ Agent 䖯㸠ⲥ᥻੠ㅵ⧚ˈ䰤ࠊ NMS ᇍ㔥㒰䆒໛ⱘ䆓䯂ˈᦤ催 SNMP ⱘ 
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ᅝܼᗻǄ 

೼ܼሔ䜡㕂῵ᓣϟ˖ 

Ruijie(config)# access-list 1 permit 192.168.12.181 
Ruijie(config)# snmp-server community public RO 1 

䗮䖛བϞ䜡㕂ˈা᳝ IP ഄഔЎ 192.168.12.181 ⱘЏᴎᠡ㛑߽⫼ SNMP ᇍ㔥㒰䆒

໛䖯㸠ⲥ᥻੠ㅵ⧚њǄ   

25.4.3. SNMPv3 Ⳍ݇䜡㕂ᅲ՟ 

ҹϟⱘ䜡㕂ܕ䆌 SNMPv3 ⱘㅵ⧚㗙䞛⫼䅸䆕ˇࡴᆚ῵ᓣ䗮䖛⫼᠋ৡ v3user ᇍ

MIB-2(1.3.6.1.2.1)㡖⚍ϟⱘㅵ⧚ব䞣䖯㸠䆒㕂੠ᶹⳟǄ䞛⫼ⱘ䅸䆕῵ᓣЎ MD5ˈ

Փ⫼ⱘ䅸䆕ᆚⷕЎ MD5-Authˈ䞛⫼ DES ᆚᆚ䩹Ўࡴˈᆚࡴ DES-PrivǄৠᯊܕ䆌

৥ 192.168.65.199 ҹ SNMPv3 Ḑᓣথ䗕 TrapǄথ䗕 Trap Փ⫼ⱘ⫼᠋ৡЎ v3user,
䞛⫼䅸䆕ˇࡴᆚ῵ᓣথ䗕ˈ䞛⫼ⱘ䅸䆕῵ᓣЎ MD5ˈ Փ⫼ⱘ䅸䆕ᆚⷕЎ

MD5-Authˈ䞛⫼ DES ᆚᆚ䩹Ўࡴˈᆚࡴ DES-PrivǄ 

Ruijie(config)# snmp-server view v3userview 1.3.6.1.2.1 include 
Ruijie (config)# snmp-server group v3usergroup v3 priv read 
v3userview write v3userview 
Ruijie (config)# snmp-server user v3user v3usergroup v3 auth 
md5 md5-auth priv des56 des-priv 
Ruijie (config)# snmp-server host 192.168.65.199 traps version 
3 priv v3user 
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㄀26ゴ� RMON 䜡㕂 

26.1. ὖ䗄 

RMON˄Remote Monitoringˈ䖰⿟ⲥ㾚˅ᰃ IETF(Internet Engineering Task 
ForceˈInternet Ꮉ⿟ϧ䮼ᇣ㒘)ᷛޚⱘⲥ᥻㾘㣗ˈ䖭Ͼ㾘㣗ৃҹ䅽৘⾡㔥㒰ⲥ᥻఼

੠᥻ৄࠊ㋏㒳П䯈Ѹᤶ㔥㒰ⲥ᥻᭄᥂ǄRMON ೼㔥㒰㡖⚍Ϟᬒ㕂᥶⌟఼ˈ㔥㒰ㅵ
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䖛ϔϾ䆒ᅮⱘϞ䰤ؐ៪ԢѢϔϾ䆒ᅮⱘϟ䰤ؐᯊˈӮ㾺থ䄺᡹Ǆ䄺᡹㹿ᔧ԰џӊ

ᴹ໘⧚ˈ໘⧚џӊⱘᮍᓣৃҹᰃ䆄ᔩ᮹ᖫ៪থ䗕 SNMP Trap ⱘᮍᓣǄ 

26.1.4. џӊ㒘 

џӊ㒘(Event)ᰃ RMON Ёⱘ㄀ 9 㒘ˈއᅮ⬅Ѣ䄺᡹㗠ѻ⫳џӊᯊˈ໘⧚㸠Ўᰃ

ѻ⫳ϔϾ᮹ᖫ䆄ᔩ㸼乍䖬ᰃϔϾ SNMP TrapǄ 

26.2. RMON 䜡㕂ӏ߫ࡵ㸼 

26.2.1. 䜡㕂㒳䅵㒘 

ᙼৃҹՓ⫼བϟੑҸ⏏ࡴϔϾ㒳䅵㸼乍Ǆ 

ੑҸ ԰⫼ 

Ruijie(config-if)# rmon collection stats index 
[owner ownername] ⏏ࡴϔϾ㒳䅵乍 

Ruijie(config-if)# no rmon collection stats index ߴ䰸ϔϾ㒳䅵乍 
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26.2.4. ᰒ⼎ RMON ⢊ᗕ 

ੑҸ ԰⫼ 

Ruijie(config)# show rmon alarm ᰒ⼎䄺ਞ㒘 

Ruijie(config)# show rmon event ᰒ⼎џӊ㒘 

Ruijie(config)# show rmon history  ᰒ⼎ग़৆㒘 

Ruijie(config)# show rmon statistics  ᰒ⼎㒳䅵㒘 

 

26.3. RMON 䜡㕂ᅲ՟ 

26.3.1. 䜡㕂㒳䅵㒘ᅲ՟ 

བᵰᙼᏠᳯ㒳䅵ҹ໾ッষ 3ˈՓ⫼བϟੑҸ˖ 

Ruijie(config)# interface gigabitEthernet 0/3 
Ruijie(config-if)# rmon collection stats 1 owner zhangsan 

26.3.2. 䜡㕂ग़৆㒘ᅲ՟ 

བᵰᙼᏠᳯ↣䱨 10 䩳㒳䅵ҹ໾㔥ッষߚ 3 ⱘग़৆ֵᙃˈՓ⫼བϟੑҸ˖ 

Ruijie(config)# interface gigabitEthernet 0/3 
Ruijie(config-if)# rmon collection history 1zhangsan 

26.3.2. 549810Ahan5F04CA3498>172055F>Tj
/TT2 1 Tf
0 T0 3 Tw 0 Tr 71.402 0 Td
( 1)Tj
2 [0F561D70167C13E01CEF2>-647213542117CD3DF03 FE>-649C634B341750C580>TJ
/TT0 1 Tf
0 0019 T4ob5.631
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Ruijie(config)# rmon event 1 log trap rmon description "ifIn
NUcastPkts is too much " owner zhangsan 

26.3.4. ᰒ⼎ rmon ⢊ᗕᅲ՟ 

26.3.4.1. show rmon alarm 

Ruijie# show rmon alarm 
Alarm : 1 

Interval : 1 
Variable : 1.3.6.1.2.1.4.2.0 

Sample type : absolute 
Last value : 64 

Startup alarm : 3 
Rising threshold : 10 

Falling threshold : 22 
Rising event : 0 

Falling event : 0 
Owner : zhangsan 

26.3.4.2. show rmon event 

Ruijie# show rmon event  
Event : 1 
Description : firstevent 

Event type : log-and-trap 
Community : public 

Last time sent : 0d:0h:0m:0s 
Owner : zhangsan 

Log : 1 
Log time : 0d:0h:37m:47s 

Log description : ipttl 
Log : 2 

Log time : 0d:0h:38m:56s 
Log description : ipttl 

26.3.4.3. show rmon history 

Ruijie# show rmon history  
Entry : 1 

Data source : Gi1/1 
Buckets requested : 65535 
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Buckets granted : 10 
Interval : 1 

Owner : zhangsan 
Sample : 198 

Interval start : 0d:0h:15m:0s 
DropEvents : 0 

Octets : 67988 
Pkts : 726 

BroadcastPkts : 502 
MulticastPkts : 189 

CRCAlignErrors : 0 
UndersizePkts : 0 

OversizePkts : 0 
Fragments : 0 

Jabbers : 0 
Collisions : 0 

Utilization : 0 

26.3.4.4. show rmon statistics 

Ruijie#  show rmon statistics 
Statistics : 1 
Data source : Gi1/1 

DropEvents : 0 
Octets : 1884085 

Pkts : 3096 
BroadcastPkts : 161 

MulticastPkts : 97 
CRCAlignErrors : 0 

UndersizePkts : 0 
OversizePkts : 1200 

Fragments : 0 
Jabbers : 0 

Collisions : 0 
Pkts64Octets : 128 

Pkts65to127Octets : 336 
Pkts128to255Octets : 229 

Pkts256to511Octets : 3 
Pkts512to1023Octets : 0 

Pkts1024to1518Octets : 1200 
Owner : zhangsan 
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㄀27ゴ� RIP 䏃⬅ण䆂䜡㕂 

27.1. RIP ㅔҟ 

RIP (Routing Information Protocol) 䏃⬅ण䆂ᰃϔ⾡Ⳍᇍস㗕ˈ೼ᇣൟҹঞৠҟ

䋼㔥㒰Ёᕫࠄњᑓ⊯ᑨ⫼ⱘ䏃⬅ण䆂ǄRIP 䞛⫼䎱⾏৥䞣ㅫ⊩ˈᰃϔ⾡䎱⾏৥䞣

ण䆂ǄRIPv1 ೼ RFC 1058 ᭛ḷЁᅮНˈRIPv2 ೼ RFC 2453 ᭛ḷЁᅮНˈ៥ৌ

RGOS 䕃ӊৠᯊᬃᣕ䖭ϸϾ⠜ᴀǄ 

RIP Փ⫼ UDP ᡹᭛Ѹᤶ䏃⬅ֵᙃˈUDP ッষোЎ 520Ǆ䗮ᐌᚙމϟ RIPv1 ᡹᭛Ў

ᑓ᪁᡹᭛˗㗠 RIPv2 ᡹᭛Ў㒘᪁᡹᭛ˈ㒘᪁ഄഔЎ 224.0.0.9ǄRIP ↣䱨 30 ⾦৥

໪থ䗕ϔ⃵᳈ᮄ᡹᭛Ǆབᵰ䆒໛㒣䖛 180 ⾦≵᳝ᬊࠄᴹ㞾ᇍッⱘ䏃⬅᳈ᮄ᡹᭛߭

ᇚ᠔᳝ᴹ㞾ℸ䆒໛ⱘ䏃⬅ֵᙃᷛᖫЎϡৃ䖒ˈ䏃⬅䖯ܹϡৃ䖒⢊ᗕৢˈ��� ݙ⾦

ҡ᳾ᬊࠄ᳈ᮄ᡹᭛ህᇚ䖭ѯ䏃⬅Ң䏃⬅㸼Ёߴ䰸Ǆ 

RIP Փ⫼䏇᭄ᴹ㸵䞣ࠄ䖒Ⳃⱘഄⱘ䎱⾏ˈ⿄Ў䏃⬅䞣ᑺǄ೼ RIP Ёˈ䆒໛ࠄϢᅗ

Ⳉ᥹Ⳍ䖲㔥㒰ⱘ䏇᭄Ў 0˗䗮䖛ϔϾ䆒໛ৃ䖒ⱘ㔥㒰ⱘ䏇᭄Ў 1 ˈ݊ԭձℸ㉏

᥼˗ϡৃ䖒㔥㒰ⱘ䏇᭄Ў 16Ǆ 

䖤㸠 RIP 䏃⬅ण䆂ⱘ䆒໛ˈৃҹҢ䚏ሙᄺࠄ㔎ⳕ䏃⬅ˈгৃҹ㞾Ꮕѻ⫳㔎ⳕ䏃

⬅Ǆᔧ⒵䎇ҹϟᴵӊПϔˈ៥ৌѻકህৃҹ䗮䖛 default-information originate
ੑҸᓩܹ㔎ⳕ䏃⬅ˈᑊ䗮ਞ㒭䚏ሙ䆒໛˖ 

¸ 䜡㕂њ ip default-network 

¸ ݊ᅗ䏃⬅ण䆂ᄺࠄⱘ㔎ⳕ䏃⬅៪䜡㕂њ䴭ᗕ㔎ⳕ䏃⬅ 

RIP ᇚ৥ᣛᅮⱘ㔥㒰᥹ষথ䗕᳈ᮄ᡹᭛ˈབᵰ᥹ষⱘ㔥㒰≵᳝Ϣ RIP 䏃⬅䖯⿟݇

㘨ˈ䆹᥹ষህϡӮ䗮ਞӏԩ᳈ᮄ᡹᭛ǄRIP ᳝ RIPv1 ੠ RIPv2 ϸϾ⠜ᴀˈRIPv2 
ᬃᣕᯢ᭛䅸䆕ǃMD5 ᆚ᭛䅸䆕੠ᬃᣕৃব䭓ᄤ㔥᥽ⷕǄ 

៥ৌ RIP 䞛⫼∈ᑇࡆߚ˄Split Horizon˅ㄝ᠟↉䰆ℶᔶ៤⦃䏃䏃⬅Ǆ 

27.2. RIP 䜡㕂ӏ߫ࡵ㸼 

RIP 䜡㕂ӏ߫ࡵ㸼བϟ˖ 

¸ ߯ᓎ RIP 䏃⬅䖯⿟˄ᖙ乏˅ 

¸ RIP ᡹᭛ऩ᪁䜡㕂˄ৃ䗝˅ 

¸ ∈ᑇࡆߚ䜡㕂˄ৃ䗝˅ 

¸ RIP ⠜ᴀᅮН˄ৃ䗝˅ 

¸ 䜡㕂䏃⬅∛㘮ࡳ㛑˄ৃ䗝˅ 
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¸ RIP ᯊ䩳䇗ᭈ˄ৃ䗝˅ 

¸ RIP 䏃⬅⑤ഄഔ偠䆕䜡㕂˄ৃ䗝˅ 

¸ RIP ᥹ষ⢊ᗕ᥻ࠊ˄ৃ䗝˅ 

¸ RIP ᥹ষ䗮ਞ㔎ⳕ䏃⬅˄ৃ䗝˅ 

݇ѢҹϟЏ乬ⱘ䜡㕂ˈ䇋খ㾕ǉIP 䏃⬅“ण䆂᮴݇”⡍ᗻ䜡㕂Ǌゴ㡖Ǆ 

¸ 䏃⬅ֵᙃ䖛Ⓒ 

¸ 䏃⬅䞡ߚᏗ 

¸ 㔎ⳕ䏃⬅ߚথ䜡㕂 

27.2.1. ߯ᓎ RIP 䏃⬅䖯⿟ 

䆒໛㽕䖤㸠 RIP 䏃⬅ण䆂ˈ佪ܜ䳔㽕߯ᓎ RIP 䏃⬅䖯⿟ˈᑊᅮНϢ RIP 䏃⬅䖯⿟

݇㘨ⱘ㔥㒰Ǆ 

㽕߯ᓎ RIP 䏃⬅䖯⿟ˈ೼ܼሔ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# router rip ߯ᓎ RIP 䏃⬅䖯⿟ 
Ruijie(config-router)# network network-number 
wildcard ᅮН݇㘨㔥㒰 

⫼᠋ৃҹৠᯊ䜡㕂 network-number ੠ wildcard খ᭄ˈՓᕫ೼䆹ഄഔ㣗ೈݙⱘ᥹ষ

ഄഔ㔥↉খϢ RIP ⱘ䖤㸠Ǆ 

བᵰ᳾䜡㕂 wildcard খ᭄ˈRGOS ᇚ咬䅸ᣝ✻᳝㉏ഄഔ㣗ೈᴹ໘⧚ˈՓᕫ೼䆹᳝

㉏ഄഔ㣗ೈݙⱘ᥹ষഄഔ㔥↉খϢ RIP 䖤㸠Ǆ 

 

& 说明： 

network ੑҸᅮНⱘ݇㘨㔥㒰᳝ϸሖᛣᗱ˖ 

1˅RIP ᇍ໪䗮ਞ݇㘨㔥㒰ⱘ䏃⬅ֵᙃ˗ 

2˅RIP া䗮䖛݇㘨㔥㒰ⱘ᥹ষ䗮ਞ੠᥹ᬊ䏃⬅᳈ᮄֵᙃǄ 

 

27.2.2. RIP ᡹᭛ऩ᪁䜡㕂 

RIP 䗮ᐌЎᑓ᪁៪㒘᪁ण䆂ˈབᵰ RIP 䏃⬅ֵᙃ䳔㽕䗮䖛䴲ᑓ᪁㔥Ӵ䕧ˈ߭䳔㽕

䜡㕂䆒໛ˈҹ֓ᬃᣕ RIP ߽⫼ऩ᪁䗮ਞ䏃⬅ֵᙃ᳈ᮄ᡹᭛Ǆ 
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㽕䜡㕂 RIP ᡹᭛᳈ᮄऩ᪁䗮ਞˈ೼ RIP 䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(conf-router)# neighbor ip-address 䜡㕂 RIP ᡹᭛ऩ᪁䗮ਞ 

䜡ড়䆹ੑҸⱘՓ⫼ˈᙼ䖬ৃҹ᥻ࠊ᥹ষᰃ৺ܕ䆌䗮ਞ RIP 䏃⬅᳈ᮄ᡹᭛ˈ䰤ࠊϔ

Ͼ ᥹ ষ 䗮 ਞ ᑓ ᪁ ᓣ ⱘ 䏃 ⬅ ᳈ ᮄ ᡹ ᭛ ˈ 䳔 㽕 ೼ 䏃 ⬅ 䖯 ⿟ 䜡 㕂 ῵ ᓣ Ё 䜡 㕂

passive-interface ੑҸǄ݇Ѣ䏃⬅ֵᙃ䗮ਞ䰤ࠊⱘⳌ݇ᦣ䗄ˈ䇋খ㾕ǉण䆂᮴݇

䜡㕂ǊЁⱘ“䏃⬅䖛Ⓒ”ゴ㡖Ǆ 

 

&䜡 㕂
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㽕䜡㕂䕃ӊা᥹ᬊ੠থ䗕ᣛᅮ⠜ᴀⱘ᭄᥂ࣙˈ೼䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑ

Ҹ˖ 

ੑҸ ԰⫼ 

Ruijie(config-router)# version {1 | 2} ᅮН RIP ⠜ᴀ 

ҹϞੑҸՓ䕃ӊ㔎ⳕᚙމϟা᥹ᬊ੠থ䗕ᣛᅮ⠜ᴀⱘ᭄᥂ࣙˈབᵰ䳔㽕ৃҹ᳈ᬍ

↣Ͼ᥹ষⱘ㔎ⳕ㸠ЎǄ 

㽕䜡㕂᥹ষাথ䗕ાϾ⠜ᴀⱘ᭄᥂ࣙˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip rip send version 1 ᣛᅮাথ䗕 RIPv1 ᭄᥂ࣙ 

Ruijie(config-if)# ip rip send version 2 ᣛᅮাথ䗕 RIPv2 ᭄᥂ࣙ 

Ruijie(config-if)# ip rip send version 1 2 ᣛᅮাথ䗕 RIPv1 ੠ RIPv2
᭄᥂ࣙ 

㽕䜡㕂᥹ষা᥹ᬊાϾ⠜ᴀⱘ᭄᥂ࣙˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip rip receive version 1 ᣛᅮা᥹ᬊ RIPv1 ᭄᥂ࣙ 

Ruijie(config-if)# ip rip receive version 2 ᣛᅮা᥹ᬊ RIPv2 ᭄᥂ࣙ 

Ruijie(config-if)# ip rip receive version 1 2�Û�n	¾�y�
 R I P v 1
 `R I P v 2
� D � B � Ù 

R I P v 2R I P v 2 
 `RIPv2
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ੑҸ ԰⫼ 

Ruijie(config-router)# no auto-summary ݇䯁䏃⬅㞾ࡼ∛㘮 

Ruijie(config-router)# auto-summary ᠧᓔ䏃⬅㞾ࡼ∛㘮 

䖬ৃҹ䜡㕂᥹ষ㑻∛㘮ˈ೼ᶤϾ᥹ষϟ䜡㕂䏃⬅∛㘮ࠄᣛᅮⱘ᳝㉏ᄤ㔥㣗ೈˈ೼

᥹ষ῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 
Ruijie(config-if)# ip summary-address rip 
ip-address ip-network-mask 䜡㕂᥹ষ㑻䏃⬅∛㘮 

Ruijie(config-if)# no ip summary-address rip
ip-address ip-network-mask প⍜᥹ষ㑻䏃⬅∛㘮 

 

27.2.6. RIP 䅸䆕䜡㕂 

RIPv1 ϡᬃᣕ䅸䆕ˈབᵰ䆒໛䜡㕂 RIPv2 䏃⬅ण䆂ˈৃҹ೼Ⳍᑨⱘ᥹ষ䜡㕂䅸

䆕Ǆ 

៥ৌѻક RIPv2 ᬃᣕϸ⾡䅸䆕ᮍᓣ˖ᯢ᭛䅸䆕੠ MD5 䅸䆕Ǆ㔎ⳕⱘ䅸䆕ᮍᓣЎᯢ

᭛䅸䆕Ǆ 

བᵰ㽕Փ⫼ᯢ᭛䅸䆕ˈ⫼᠋ৃҹⳈ᥹Փ⫼ ip rip authentication text-password
ᮍᓣ䜡㕂ᯢ᭛䅸䆕ᄫヺІˈгৃҹ䗮䖛݇㘨ᆚ䩹І㦋পᯢ᭛䅸䆕ᄫヺІˈৢ㗙Ӭ

 㑻催Ѣࠡ㗙Ǆܜ

བᵰ㽕Փ⫼ MD5 䅸䆕ˈᖙ乏䗮䖛݇㘨ᆚ䩹І䖯㸠 MD5 䅸䆕Ǆ 

བᵰ䞛⫼ᯢ᭛䅸䆕ˈԚ᳾䜡㕂ᯢ᭛䅸䆕ᄫヺІˈ៪㗙᳾䜡㕂݇㘨ᆚ䩹Іˈ៪㗙݇

㘨њᆚ䩹ІԚᆚ䩹Іᅲ䰙᳾䜡㕂ˈℸᯊᑊϡӮ᳝䅸䆕㸠Ўথ⫳Ǆৠḋˈབᵰ䞛⫼

MD5 䅸䆕ˈԚ᳾䜡㕂݇㘨ᆚ䩹Іˈ៪㗙݇㘨њᆚ䩹ІԚᆚ䩹Іᅲ䰙᳾䜡㕂ˈгϡ

Ӯ᳝䅸䆕㸠Ўথ⫳Ǆ 

㽕䜡㕂 RIP 䅸䆕ˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip rip authentication mode  
{text | md5} 

䜡㕂᥹ষ RIP 䅸䆕Ǆ 
text˖ᯢ᭛䅸䆕Ǆ 
md5˖MD5 䅸䆕Ǆ 

Ruijie(config-if)# ip rip authentication  
text-password password-string 

䜡㕂ᯢ᭛䅸䆕ᄫヺІˈ䭓

ᑺЎ 1̚16 ᄫ㡖Ǆ 
Ruijie(config-if)# ip rip authentication  
key-chain key-chain-name 

䜡㕂Փ⫼ᆚ䩹І䖯㸠䅸

䆕Ǆ 
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27.2.7. RIP ᯊ䩳䇗ᭈ 

RIP ᦤկњᯊ䩳䇗ᭈⱘࡳ㛑ˈᙼৃҹḍ᥂㔥㒰ⱘ݋ԧᚙމ䖯㸠ᯊ䩳䇗ᭈˈՓ RIP
䏃⬅ण䆂㛑໳䖤㸠ᕫ᳈དǄৃҹᇍҹϟᯊ䩳䖯㸠䇗ᭈ˖ 

䏃⬅᳈ᮄᯊ䯈˖ҹ⾦䅵ˈᅮНњ䆒໛থ䗕䏃⬅᳈ᮄ᡹᭛ⱘ਼ᳳ˗ 

䏃⬅᮴ᬜᯊ䯈˖ҹ⾦䅵ˈᅮНњ䏃⬅㸼Ё䏃⬅಴≵᳝᳈ᮄ㗠বЎ᮴ᬜⱘᯊ䯈˗ 

䏃⬅⏙䰸ᯊ䯈˖ҹ⾦䅵ˈ䆹ᯊ䯈䖛ৢˈ䆹䏃⬅ᇚ㹿⏙䰸ߎ䏃⬅㸼˗ 

䗮䖛䇗ᭈҹϞᯊ䩳ˈৃ㛑Ӯࡴᖿ䏃⬅ण䆂ⱘᬊᬯᯊ䯈ҹঞᬙ䱰ᘶ໡ᯊ䯈Ǆ㽕䇗ᭈ

RIP ᯊ䩳ˈ೼ RIP 䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 
Ruijie(config-router)# timers basic update 
invalid flush  䇗ᭈ RIP ᯊ䩳 

㔎ⳕᚙމϟˈ᳈ᮄᯊ䯈Ў 30 ⾦ˈ᮴ᬜᯊ䯈Ў 180 ⾦ˈ⏙䰸ᯊ䯈Ў 120 ⾦Ǆ 

 

& 说明： 

䖲᥹೼ৠϔ㔥㒰Ϟⱘ䆒໛ˈRIP ᯊ䩳ؐϔᅮ㽕ϔ㟈Ǆ 

 

27.2.8. RIP 䏃⬅⑤ഄഔ偠䆕䜡㕂 

㔎ⳕᚙމϟˈRIP Ӯᇍ᥹ᬊⱘ䏃⬅᳈ᮄ᡹᭛⑤ഄഔ䖯㸠偠䆕ˈབᵰ⑤ഄഔ᮴ᬜˈ

RIP ህӮ϶ᓗ䆹᡹᭛Ǆ߸ᮁ⑤ഄഔᰃ৺᳝ᬜˈህᰃ߸ᮁ⑤ IP ഄഔᰃ৺Ϣ᥹ষ IP ഄ

ഔ೼Ⳍৠⱘ㔥㒰ݙǄབᵰᰃ᮴㓪ো IP ഄഔ᥹ষˈᇚϡӮ䖯㸠᳝ᬜᗻ偠䆕Ǆ 

㽕䜡㕂䏃⬅⑤ഄഔ偠䆕ˈ೼ RIP 䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-router)# no validate-update-source ݇䯁⑤ഄഔ偠䆕 

Ruijie(config-router)# validate-update-source ਃࡼ⑤ഄഔ偠䆕 

 

27.2.9. RIP ᥹ষ⢊ᗕ᥻ࠊ 

೼ᶤѯᚙމϟˈ䳔㽕ᇍ RIP Ꮉ԰䖯㸠♉⌏䜡㕂ˈབҙᏠᳯ䆒໛ᄺд RIP 䏃⬅ˈᑊ

ϡ䖯㸠 RIP 䏃⬅䗮ਞˈℸᯊৃҹ䜡㕂㹿ࡼ᥹ষ˗៪Ꮰᳯऩ⣀䜡㕂ᶤϾ᥹ষⱘ⢊

ᗕˈ߭ৃҹՓ⫼ੑҸᇍᣛᅮ᥹ষⱘ RIP ᡹᭛ⱘথ䗕៪᥹ᬊ䖯㸠᥻ࠊǄ 

㽕䜡㕂ᶤ᥹ষЎ㹿ࡼ῵ᓣˈ೼ RIP 䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 
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ੑҸ ԰⫼ 
Ruijie(config-router)# passive-interface {default | 
interface-type interface-num} 䜡㕂㹿ࡼ᥹ষ 

Ruijie(config-router)#no passive-interface {default
| interface-type interface-num} প⍜㹿ࡼ᥹ষ 

 

& 说明： 

㹿ࡼ᥹ষ᥹ᬊࠄ RIP 䇋∖ৢˈϡ䖯㸠ડᑨ˗Ԛ೼ᬊࠄ䴲 RIP˄བ䏃⬅䆞ᮁ⿟ᑣㄝ˅

䇋∖ৢˈӮ䖯㸠ડᑨˈ಴Ў䖭ѯ䇋∖⿟ᑣᏠᳯњ㾷᠔᳝䆒໛ⱘ䏃⬅ᚙމǄ 

 

㽕⽕ℶ៪ܕ䆌ᶤ᥹ষ᥹ᬊ RIP ᡹᭛ˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ 

ੑҸ ԰⫼ 

Ruijie(config-if)# no ip rip receive enable ⽕ℶ᥹ষ᥹ᬊ RIP ᡹᭛

Ruijie(config-if)# ip rip receive enable ܕ䆌᥹ষ᥹ᬊ RIP ᡹᭛

㽕⽕ℶ៪ܕ䆌ᶤ᥹ষ᥹ᬊ RIP ᡹᭛ˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ 

ੑҸ ԰⫼ 

Ruijie(config-if)# 
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೒ 1  RIP ∈ᑇࡆߚ䜡㕂՟ᄤ 

䗮䖛䜡㕂䆒໛䳔㽕䖒ࠄҹϟ㽕∖˖ 

1˅ ᠔᳝䆒໛䖤㸠 RIP 䏃⬅ण䆂˗ 

2˅ RouterBǃRouterC 㛑໳ⳌѦᄺࠄᇍᮍ䗮ਞⱘ㔥↉䏃⬅˗3˅RouterE 㛑໳ᄺ

ࠄ 192.168.12.0/24 ⱘ㔥↉䏃⬅Ǆ 

¸ 䆒໛݋ԧ䜡㕂 

೼䆹㣗՟䜡㕂ЁˈЎњ䖒ࠄ䜡㕂㽕∖ˈRouterA ੠ RouterD ϔᅮ㽕݇䯁∈ᑇࡆߚ

㛑Ǆ৺߭ࡳ RouterA ᇚϡӮᇚ RouterB 䗮ਞⱘ䏃⬅䗮ਞ㒭 RouterCˈRouterD г

ϡӮᇚ 192.168.12.0 㔥↉䗮ਞ㒭 RouterEǄҹϟЎ↣ৄ䆒໛ⱘ݋ԧ䜡㕂Ǆ 

䆒໛ A ⱘ䜡㕂˖ 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

# 䜡㕂ᑓඳ㔥ッষ 
interface Serial1/0 

ip address 192.168.123.1 255.255.255.0 
encapsulation frame-relay 

no ip split-horizon 
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# 䜡㕂 RIP 䏃⬅ण䆂 
router rip 

version 2 
network 192.168.12.0 

network 192.168.123.0 

䆒໛ B ⱘ䜡㕂˖ 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 

ip address 172.16.20.1 255.255.255.0 

# 䜡㕂ᑓඳ㔥ッষ 
interface Serial1/0 

ip address 192.168.123.2 255.255.255.0 
encapsulation frame-relay 

# 䜡㕂 RIP 䏃⬅ण䆂 
router rip 

version 2 
network 172.16.0.0 

network 192.168.123.0 
no auto-summary 

䆒໛ C ⱘ䜡㕂 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 

ip address 172.16.30.1 255.255.255.0 

# 䜡㕂ᑓඳ㔥ッষ 
interface Serial1/0 
ip address 192.168.123.3 255.255.255.0 

encapsulation frame-relay 

# 䜡㕂 RIP 䏃⬅ण䆂 
router rip 
version 2 

network 172.16.0.0 
network 192.168.123.0 

no auto-summary 

䆒໛ D ⱘ䜡㕂 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 
ip address 192.168.12.4 255.255.255.0 

ip address 192.168.13.4 255.255.255.0 secondary 
no ip split-horizon 

# 䜡㕂 RIP 䏃⬅ण䆂 
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router rip 
version 2 

network 192.168.12.0 
network 192.168.13.0 

䆒໛ E ⱘ䜡㕂 

# 䜡㕂ҹ໾㔥ッষ 
interface9Tm
(275 0 Td
<47.-ger1680/4 TD
(network 192.44 address0 )Tj
/C2_0 5 255.255.255.0Tf
-0.0028 Tc 9 0 0  -2.16<41920
(i192.1 Tf
0 Tc 1.057 0 Td
<4721354204B90EFE3525f
2.251 0 Td
(E)Tj
/C2_0 1 1 Tf
1.913 0 Td
[<43C454204B90182>-7<47213542>
2.251 0 Td
(4/TT1 1 Tf
-0.0001 Tc -8.057 -1.3499Tm
3interface9TmTj
0 -1.44 TD
(version 2 )Tj
0 -1.446 TD
(network 192.168.12.0 )Tj
0 -13.0Tf
-0.002 Td
[<2C0Tj
Ed
<4716350  T13.981.88 73.98103 Tm
524.84Tj
/TT1 1.3.2.  1 Tf
10 G<2C9 2 T1 M88 j88 J []0 d 0.92 0 Td
[<2C0034Ts 100  T289.86.42154204B90178/TT50EFE3525355F1124>
-0.002 Td
[<2Ts 100 .86.01
/TT1 1 Tf
-0.92 01 Tc -5 131.88 759.6803 Tm
4RIP)Tj
/C2_<Tj
A>
2.251 0 Td
(
/T49/TT1 1 Tf
-02C912 T0.92 0 Td
[<289.81)Tj
/C2_0 [90EFE3525f-TT0F552216Tf
2.9942 Td
[<2Tsr 4.011/TT1 1 Tf
-0.92 28 Tc 9 6.011/)Tj
/C2_0<03F809C4/TT0 1 T45EE459B30C309B7>Tj
046645B202C845A43E20>
2.251 0 Td
(14.2/C2_0 1 1 Tf
1.913 0 Td
[<486954204B90182>-7<4721354202C8479B2AFC>
-0.0028 Tc 9 0 0 05Ts 17.2/C2_0 1MD5Tf
0 Tc 1.057 0 Td
<2.3C454204B90178/TT51B8D14E301C4/TT0 1 T041F4BC845B2>
2.-25.583ersion 24B919(RICD530C3099E>
2.251 0 Td
(
/0 92Td
<4)Tj
/C2_0 11 Tf
1.913 0 Td
[ Td
<471j
-0.001<0D040D1407DA0EFE3F95>
2.251 0 Td
(5/TT1 1 Tf
-0.92 28 Tc 90.49354204B9ICD5>
2.251 0 Td
(1)Tj
/C2_0 12f
-0.92 28 Tc 90.55
-0.001<01C4>
2.251 0 Td
(1ET
88.38 786.02q
24E)T7999881.88 731)T799835019(.519989 307P)Tj
625 cm
/Im0 Do
Qf
-0.0028 Tc 95 131.88 759.6433 T 307P)Tj

/TT1 Tc -611.53(inter2T1 1 Tf
-02C182 T0.92 0 Td
[<289.822 44.6607IP)66071)T8j
/C2_<TCD5>
2.25128 Tc 9 0 0  4Ts 10Tm
360  Tz 9.81)T6/C2_0 12   1 Tf
1.913 0 Td
[0Ts 100  T289.83.467/C2_0 [90178/TT50EFE3525355F>]TJ1124>f
2.9942 Td
[<2Tsr 6.013/TT1 1 Tf
-0.92 28 Tc 95 131.88 759.6803 Tm
24 Td
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send-lifetime 00:00:00 Dec 4 2000 infinite 
key 2 

key-string keyb 
accept-lifetime 00:00:00 Dec 3 2000 infinite 

send-lifetime 00:00:00 Dec 4 2000 infinite 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

ip rip authentication mode md5 
ip rip authentication key-chain ripkey 

# 䜡㕂 RIP 䏃⬅ण䆂 
router rip 

version 2 
network 192.168.12.0 

䆒໛ B ⱘ䜡㕂: 

# ᆚ䩹І䜡㕂 
key chain ripkey 

key 1 
key-string keyb 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 00:00:00 Dec 5 2000  

key 2 
key-string keya 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 

ip address 192.168.12.2 255.255.255.0 
ip rip authentication mode md5 

ip rip authentication key-chain ripkey 

# 䜡㕂 RIP 䏃⬅ण䆂 
router rip 

version 2 
network 192.168.12.0 

27.3.3. RIP ᡹᭛ऩ᪁䜡㕂՟ᄤ 

¸ 䜡㕂㽕∖ 

ϝৄ䆒໛ܼ䚼䖲᥹೼ሔඳ㔥ϞˈᑊϨܼ䚼䖤㸠 RIP 䏃⬅ण䆂Ǆ䆒໛ IP ഄഔߚ䜡੠

䆒໛䖲᥹೒㾕೒ 3Ǆ 
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೒ 3  RIP ᡹᭛ऩ᪁䜡㕂՟ᄤ 

䗮䖛 RIP ᡹᭛ऩ᪁䜡㕂ˈ㽕∖ᅲ⦄ҹϟⳂᷛ˖ 

1˅ Router A ৃҹᄺࠄ Router C 䗮ਞⱘ䏃⬅˗ 

2˅ Router C ᄺϡࠄ Router A 䗮ਞⱘ䏃⬅Ǆ 

¸ 䆒໛݋ԧ䜡㕂 

Ўњᅲ⦄ҹϞ䜡㕂㽕∖ˈ䳔㽕೼䆒໛ A 䜡㕂 RIP ᡹᭛ऩ᪁Ǆ 

䆒໛ A ⱘ䜡㕂˖ 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

# 䜡㕂ಲ⦃ッষ 
interface Loopback0 
ip address 192.168.10.1 255.255.255.0 

# 䜡㕂 RIP 䏃⬅ण䆂 
router rip 

version 2 
network 192.168.12.0 

network 192.168.10.0 
passive-interface FastEthernet0/0 

neighbor 192.168.12.2 

䆒໛ B ⱘ䜡㕂˖ 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

# 䜡㕂ಲ⦃ッষ 
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interface Loopback0 
ip address 192.168.20.1 255.255.255.0 

# 䜡㕂 RIP 䏃⬅ण䆂 
router rip 

version 2 
network 192.168.12.0 

network 192.168.20.0 

䆒໛ C ⱘ䜡㕂˖ 

# 䜡㕂ҹ໾㔥ッষ 
interface FastEthernet0/0 
ip address 192.168.12.3 255.255.255.0 

# 䜡㕂ಲ⦃ッষ 
interface Loopback0 

ip address 192.168.30.1 255.255.255.0 

# 䜡㕂 RIP 䏃⬅ण䆂 
router rip 
version 2 

network 192.168.12.0 
network 192.168.30.0 
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㄀28ゴ� OSPF 䏃⬅ण䆂䜡㕂 

28.1. OSPF ㅔҟ 

OSPF˄Open Shortest Path First˅Ў IETF OSPF Ꮉ԰㒘ᓔথⱘϔ⾡෎Ѣ䫒䏃⢊

ᗕⱘݙ䚼㔥݇䏃⬅ण䆂ǄOSPF ᰃϧЎ IP ᓔথⱘ䏃⬅ण䆂ˈⳈ᥹䖤㸠೼ IP ሖϞ

䴶ˈण䆂োЎ 89ˈ䞛⫼㒘᪁ᮍᓣ䖯㸠 OSPF ࣙѸᤶˈ㒘᪁ഄഔЎ 224.0.0.5˄ ܼ䚼

OSPF 䆒໛˅੠ 224.0.0.6˄ᣛᅮ䆒໛˅Ǆ  

䫒䏃⢊ᗕㅫ⊩ᰃϔ⾡Ϣજ໿᳐৥䞣ㅫ⊩˄ 䎱⾏৥䞣ㅫ⊩ ᅠ˅ܼϡৠⱘㅫ⊩ˈᑨ⫼જ

໿᳐৥䞣ㅫ⊩ⱘӴ㒳䏃⬅ण䆂Ў RIPˈ㗠 OSPF 䏃⬅ण䆂ᰃ䫒䏃⢊ᗕㅫ⊩ⱘ݌ൟ

ᅲ⦄ǄϢ RIP 䏃⬅ण䆂ᇍ↨ˈOSPF 䰸њㅫ⊩Ϟⱘϡৠˈ䖬ᓩܹњ䏃⬅᳈ᮄ䅸

䆕ǃVLSMs(ৃব䭓ᄤ㔥᥽ⷕ)ǃ䏃⬅∛㘮ㄝᮄὖᗉǄेՓ RIPv2 њᕜ໻ⱘᬍخ

୘ˈৃҹᬃᣕ䏃⬅᳈ᮄ䅸䆕ǃৃব䭓ᄤ㔥᥽ⷕㄝ⡍ᗻˈԚᰃ RIP ण䆂䖬ᰃᄬ೼ϸ

Ͼ㟈ੑᔅ⚍˖1 ᬊ˅ᬯ䗳ᑺ᜶˗2 㔥˅㒰㾘῵ফ䰤ࠊˈ᳔໻䏇᭄ϡ䍙䖛 16 䏇ǄOSPF
ⱘܟ⦃ߎ᳡њ RIP ⱘᔅ⚍ˈՓᕫ IGP ण䆂гৃҹ㚰ӏЁ໻ൟǃ䕗໡ᴖⱘ㔥㒰⦃

๗Ǆ 

OSPF 䏃⬅ण䆂߽⫼䫒䏃⢊ᗕㅫ⊩ᓎゟ੠䅵ㅫࠄ↣ϾⳂᷛ㔥㒰ⱘ᳔ⷁ䏃ᕘˈ䆹ㅫ

⊩ᴀ䑿䕗໡ᴖˈҹϟㅔऩഄǃὖᣀᗻഄᦣ䗄њ䫒䏃⢊ᗕㅫ⊩Ꮉ԰ⱘᘏԧ䖛⿟˖  

¸ ߱ྟ࣪䰊↉ˈ䆒໛ᇚѻ⫳䫒䏃⢊ᗕ䗮ਞˈ䆹䫒䏃⢊ᗕ䗮ਞࣙ৿њ䆹䆒໛ܼ䚼

䫒䏃⢊ᗕ˗  

¸ ᠔᳝䆒໛䗮䖛㒘᪁ⱘᮍᓣѸᤶ䫒䏃⢊ᗕֵᙃˈ↣ৄ䆒໛᥹ᬊࠄ䫒䏃⢊ᗕ᳈ᮄ

᡹᭛ᯊˈᇚᣋ䋱ϔӑࠄᴀഄ᭄᥂ᑧˈ✊ৢݡӴ᪁㒭݊ᅗ䆒໛˗  

¸ ᔧ↣ৄ䆒໛䛑᳝ϔӑᅠᭈⱘ䫒䏃⢊ᗕ᭄᥂ᑧᯊˈ䆒໛ᑨ⫼ Dijkstra ㅫ⊩䩜ᇍ

᠔᳝Ⳃᷛ㔥㒰䅵ㅫ᳔ⷁ䏃ᕘᷥˈ㒧ᵰݙᆍࣙᣀ˖Ⳃᷛ㔥㒰ǃϟϔ䏇ഄഔǃ㢅䌍ˈ

ᰃ IP 䏃⬅㸼ⱘ݇䬂䚼ߚǄ  

བᵰ≵᳝䫒䏃㢅䌍ǃ㔥㒰๲ߴব࣪ˈOSPF ᇚӮकߚᅝ䴭ˈབᵰ㔥㒰থ⫳њӏԩ

ব࣪ˈOSPF 䗮䖛䫒䏃⢊ᗕ䖯㸠䗮ਞˈԚা䗮ਞব࣪ⱘ䫒䏃⢊ᗕˈব࣪⍝ঞࠄⱘ

䆒໛ᇚ䞡ᮄ䖤㸠 Dijkstra ㅫ⊩ˈ⫳៤ᮄⱘ᳔ⷁ䏃ᕘᷥǄ  

ϔ㒘䖤㸠 OSPF 䏃⬅ण䆂ⱘ䆒໛ˈ㒘៤њ OSPF 䏃⬅ඳⱘ㞾⊏ඳ㋏㒳ǄϔϾ㞾⊏

ඳ㋏㒳ᰃᣛ⬅ϔϾ㒘㒛ᴎᵘ᥻ࠊㅵ⧚ⱘ᠔᳝䆒໛ˈ㞾⊏ඳ㋏㒳ݙ䚼া䖤㸠ϔ⾡

IGP 䏃⬅ण䆂ˈ㞾⊏ඳ㋏㒳П䯈䗮ᐌ䞛⫼ BGP 䏃⬅ण䆂䖯㸠䏃⬅ֵᙃѸᤶǄϡৠ

ⱘ㞾⊏ඳ㋏㒳ৃҹ䗝ᢽⳌৠⱘ IGP 䏃⬅ण䆂ˈབᵰ㽕䖲᥹ࠄѦ㘨㔥ˈ↣Ͼ㞾⊏ඳ

㋏㒳䛑䳔㽕৥Ⳍ݇㒘㒛⬇䇋㞾⊏ඳ㋏㒳㓪োǄ  

ᔧ OSPF 䏃⬅ඳ㾘῵䕗໻ᯊˈϔ㠀䞛⫼ߚሖ㒧ᵘˈेᇚ OSPF 䏃⬅ඳࡆߚ៤޴Ͼ

ऎඳ˄AREA˅ˈऎඳП䯈䗮䖛ϔϾ偼ᑆऎඳѦ㘨ˈ↣Ͼ䴲偼ᑆऎඳ䛑䳔㽕Ⳉ᥹Ϣ

偼ᑆऎඳ䖲᥹Ǆ  

೼ OSPF 䏃⬅ඳЁˈḍ᥂䆒໛ⱘ䚼㕆ԡ㕂ˈ᳝ϝ⾡䆒໛㾦㡆˖ 



OSPF 䏃⬅ण䆂䜡㕂 

280 

1) ऎඳݙ䚼䆒໛ˈ䆹䆒໛ⱘ᠔᳝᥹ষ㔥㒰䛑ሲѢϔϾऎඳ˗ 

2) ऎඳ䖍⬠䆒໛ˈг⿄Ў ABR˄Area Border Routers ,˅䆹䆒໛ⱘ᥹ষ㔥㒰㟇ᇥ

ሲѢϸϾऎඳˈ݊ЁϔϾᖙ乏Ў偼ᑆऎඳ˗ 

3) 㞾⊏ඳ䖍⬠䆒໛ˈг⿄Ў ASBR˄ Autonomous System Boundary Routers ,˅
ᰃ OSPF 䏃⬅ඳϢ໪䚼䏃⬅ඳ䖯㸠䏃⬅Ѹᤶⱘᖙ㒣П䏃Ǆ  

៥ৌѻકᇍ OSPF ⱘᅲ⦄ᅠܼ䙉ᕾњ RFC 2328 ЁᅮНⱘ OSPF v2ˈҹϟ߫ߎњ

៥ৌѻકᅲ⦄ⱘ OSPF ⱘЏ㽕⡍ᗻ˖ 
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¸ 䜡㕂䏃⬅䅵ㅫ䅵ᯊ఼˄ৃ䗝˅  

¸ ⢊ᗕ᳈ᮄֵᙃ䇗ᭈᯊ䯈 ˄ৃ䗝˅ 

¸ 䜡㕂 OSPF ᥹ষᑺ䞣 ˄ৃ䗝˅ 

¸ 䜡㕂᥹ষ᥹ᬊ᭄᥂ᑧᦣ䗄᡹᭛ᯊᰃ৺᷵偠 MTU ؐ˄ৃ䗝˅ 

¸ 䜡㕂⽕ℶ᥹ষথ䗕 OSPF ᡹᭛˄ৃ䗝˅ 

¸ 䜡㕂 OSPF 㔥ㅵࡳ㛑˄ৃ䗝˅ 

݇ѢҹϟЏ乬ⱘ䜡㕂ˈ䇋খ㾕ǉण䆂᮴݇䜡㕂Ǌゴ㡖Ǆ 

¸ 䏃⬅ֵᙃ䖛Ⓒ 

¸ 䏃⬅䞡ߚᏗ 

ҹϟЎ OSPF ⱘ㔎ⳕ䜡㕂˖ 

㔥㒰᥹ষ 

᥹ষҷӋ:ϡ乘䆒᥹ষҷӋ 
LSA 䞡Ӵ䯈䱨:5 ⾦ 
LSA থ䗕ᓊ䖳:1 ⾦ 
hello ᡹᭛থ䗕䯈䱨:10 ⾦(ᇍѢ䴲ᑓ᪁㔥㒰Ў 30 ⾦) 
䚏᥹䆒໛༅ᬜⱘᯊ䯈: hello ᡹᭛থ䗕䯈䱨ⱘಯס 
Ӭܜ㑻˖1 
䅸䆕㉏ൟ˖0 (᮴䅸䆕) 
䅸䆕ᆚⷕ˖᮴ 

ऎ䯈 

䅸䆕㉏ൟ˖0(᮴䅸䆕) 
䖯ܹ Stub ៪ NSSA ऎඳⱘ∛㘮䏃⬅ⱘ㔎ⳕҷӋ: 1 
ऎ䯈䏃⬅∛㘮㣗ೈ˖᳾ᅮН 
ᄬḍऎ䯈(STUB): ᳾ᅮН 
ϡᅠܼᄬḍऎ䯈(NSSA): ᳾ᅮН 

㰮ᢳ䖲᥹ 

᳾ᅮН㰮ᢳ䖲᥹Ǆ 
᳝݇㰮ᢳ䖲᥹খ᭄ⱘ㔎ⳕؐ: 
LSA 䞡Ӵ䯈䱨:5 ⾦ 
LSA থ䗕ᓊ䖳:1 ⾦ 
hello ᡹᭛থ䗕䯈䱨:10 ⾦ 
䚏᥹䆒໛༅ᬜⱘᯊ䯈: hello ᡹᭛থ䗕䯈䱨ⱘಯס 
䅸䆕㉏ൟ˖᮴䅸䆕 
䅸䆕ᆚⷕ˖᮴ 

㞾ࡼҷӋ䅵ㅫ ᠧᓔ˗ 
㔎ⳕⱘ㞾ࡼҷӋখ㗗ᰃ 100 Mbps˗ 

㔎ⳕ䏃⬅ѻ⫳ ݇䯁˗ 
བᵰᠧᓔ߭㔎ⳕՓ⫼ⱘ metric ᰃ 1ˈ㉏ൟᰃ type-2 

㔎ⳕ metric 
(Default metric) 䞡ߚথ݊Ҫ䏃⬅ण䆂᠔Փ⫼ⱘ㔎ⳕ metric˗ 

ㅵ⧚䎱⾏ 
ऎ䯈ݙ䏃⬅ֵᙃ˖110 
ऎ䯈䯈䏃⬅ֵᙃ˖110 
໪䚼䏃⬅ֵᙃ˖110 

᭄᥂ᑧ䖛Ⓒ ݇䯁ˈ᠔᳝᥹ষ䛑ৃҹ᥹ᬊ⢊ᗕ᳈ᮄֵᙃ LSAǄ 

䚏ሙব࣪᮹ᖫ䆄ᔩ ᠧᓔ 
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䚏ሙ (neighbor) ᮴ 

䚏ሙ᭄᥂ᑧ䖛Ⓒ ݇䯁ˈ䕧ߎⱘ LSA থ䗕ࠄ᠔᳝䚏ሙ˗ 

ऎ䯈㔥㒰㣗ೈ 
(network area) ᮴ 

䆒໛ ID ᳾ᅮН,㔎ⳕ ospf ण䆂≵᳝䖤㸠 

໪䚼䏃⬅∛㘮 
(summary-address) ᳾ᅮН 

⢊ᗕ᳈ᮄֵᙃ䇗ᭈᯊ

䯈 240 ⾦ 

᳔ⷁ䏃ᕘӬܜㅫ⊩ᅮ

ᯊ఼ 

ᬊࠄᢧᠥᬍবֵᙃࠄϟϔ⃵ᓔྟ䇗⫼SPF
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Ruijie # show ip ospf [process-id] 
interface [interface-id] ᰒ⼎ᔧࠡ䖤㸠ⱘ䏃⬅ण䆂Ǆ 

Ruijie # write ˄ৃ䗝˅ֱᄬ䜡㕂Ǆ 

Փ⫼ҹϞੑҸⱘ no ῵ᓣˈৃҹপ⍜ॳᴹⱘ䆒㕂៪㗙ᘶ໡㔎ⳕؐǄ 

28.2.3. 䜡㕂 OSPF ҹ䗖ᑨϡৠ⠽⧚㔥㒰  

ḍ᥂ϡৠⱘၦҟⱘӴ䕧ᗻ䋼ˈOSPF ᇚ㔥㒰ߚЎϝ⾡㉏ൟ˖  

¸ ᑓ᪁㔥㒰˄ҹ໾㔥ˈҸ⠠⦃ˈFDDI˅  

¸ 䴲ᑓ᪁㔥㒰˄ᏻЁ㒻ˈX.25˅  

  ˅㔥㒰˄HDLCˈPPPˈSLIP⚍ࠄ⚍ ¸

݊Ё䴲ᑓ᪁㔥㒰ˈḍ᥂ OSPF ⱘ᪡԰῵ᓣϡৠজߚЎϸ⾡ᄤ㉏ൟ˖  

1. 䴲ᑓ᪁໮䏃䆓䯂㔥㒰(NBMA)㉏ൟǄNBMA㽕∖᠔᳝Ѧ㘨ⱘ䆒໛ᖙ乏㛑໳Ⳉ᥹

䗮䆃ˈা᳝ܼ㔥⢊ⱘ䖲᥹ᠡ㛑䖒ࠄ䆹㽕∖ˈབᵰ䞛⫼ SVC˄↨བ X.25˅䖲᥹≵䯂

乬ˈԚᰃ䞛⫼ PVC˄བᏻЁ㒻˅㒘㔥ᇚ᳝ϔᅮ䲒ᑺǄOSPF ೼ NBMA 㔥㒰Ϟ᪡԰

Ϣᑓ᪁㔥㒰Ϟ㉏Ԑˈ䳔㽕䗝Вᣛᅮ䆒໛˄Designated Router˅ˈᑊ⬅ᣛᅮ䆒໛䗮

ਞ NBMA 㔥㒰ⱘ䫒䏃⢊ᗕǄ  

໮⚍㔥㒰㉏ൟǄབᵰ㔥㒰ᢧᠥ㒧ᵘϡᰃܼ㔥⢊ⱘ䴲ᑓ᪁㔥㒰ˈOSPFࠄ⚍ .2 䳔

㽕ᇚ䆹᥹ষ㔥㒰㉏ൟ䆒㕂៤⚍ࠄ໮⚍㔥㒰㉏ൟǄ೼⚍ࠄ໮⚍㔥㒰㉏ൟЁˈOSPF
ᇚ᠔᳝ⱘ䆒໛П䯈ⱘ䖲᥹ⳟ԰⚍ࠄ⚍ⱘ䫒䏃ˈ᠔ҹ≵᳝ᣛᅮ䆒໛ⱘ䗝ВǄ  

ϡㅵ᥹ষⱘ㔎ⳕ㔥㒰㉏ൟᰃҔМˈ䛑ৃҹ䆒㕂Ўᑓ᪁㔥㒰㉏ൟǄ↨བৃҹᇚ䴲ᑓ

᪁໮䏃䆓䯂㔥㒰˄ᏻЁ㒻ˈX.25˅䆒㕂៤ᑓ᪁㔥㒰ˈ䖭ḋ೼ OSPF 䏃⬅䖯⿟䜡㕂

ᯊˈⳕএњ㽕䜡㕂䚏ሙⱘℹ偸Ǆ䗮䖛 X.25 map ੠ Frame-relay map ੑҸˈৃҹ䅽

X.25 ੠ᏻЁ㒻㔥㒰᳝݋ᑓ᪁ⱘ㛑࡯ˈ䖭ḋ OSPF ৃҹᡞ X.25 ੠ᏻЁ㒻䖭ḋⱘ㔥

㒰ⳟ԰ᑓ᪁㔥㒰Ǆ 

᥹ষˈᔧ⚍ࠄ⚍໮⚍㔥㒰ⱘ᥹ষৃҹⳟ԰ᰃ᳝ϔϾ៪໮Ͼ䚏ሙⱘᷛ䆚ⱘࠄ⚍

OSPF 䜡㕂៤⚍ࠄ໮⚍㔥㒰㉏ൟᯊˈӮ⫳៤໮ϾЏᴎ䏃⬅Ǆ⚍ࠄ໮⚍㔥㒰㉏ൟϢ

NBMA 㔥㒰㉏ൟⳌ↨᳝ҹϟད໘˖  

¸ ᆍᯧ䜡㕂ˈϡ䳔㽕䜡㕂䚏ሙˈг≵᳝ᣛᅮ䆒໛ⱘゲ䗝˗  

¸ ҷӋᇣˈϡ㽕∖ܼ㔥⢊ᢧᠥǄ  

㽕䜡㕂㔥㒰㉏ൟˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖  

ੑҸ ԰⫼ 
Ruijie(config-if)# ip ospf network {broadcast | 
non-broadcast | point-to-point |  
{point-to-multipoint [non-broadcast]} } 

䜡㕂 OSPF 㔥㒰㉏ൟ  

ᇍᑨѢϡৠⱘ䫒䏃ᇕ㺙㉏ൟ,㔎ⳕᚙމϟⱘ㔥㒰㉏ൟབϟ˖  

  㔥㒰㉏ൟ⚍ࠄ⚍ ¸
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PPPǃSLIPǃᏻЁ㒻⚍ࠄ⚍ᄤ᥹ষǃX.25  ᄤ᥹ষᇕ㺙⚍ࠄ⚍

¸ NBMA 㔥㒰㉏ൟ(non-broadcast) 

ᏻЁ㒻ǃX.25 ᇕ㺙˄⚍ࠄ⚍ᄤ᥹ষ䰸໪˅ 

¸ ᑓ᪁㔥㒰㉏ൟ 

ҹ໾㔥ᇕ㺙 

¸ 㔎ⳕ㉏ൟ≵᳝Ў⚍ࠄ໮⚍㔥㒰㉏ൟ 

䜡㕂ᯊ䳔㽕⊼ᛣϸッ㔥㒰㉏ൟᖙ乏ϔ㟈ˈ৺߭ৃ㛑ߎ⦄䚏ሙ FULLˈԚᰃ䏃⬅䅵ㅫ

䫭䇃ⱘᓖᐌᚙމ˗ 

28.2.3.1. 䜡㕂⚍ࠄ໮⚍ᑓ᪁㔥㒰  

ᔧ䆒໛䗮䖛 X.25ǃᏻЁ㒻㔥㒰Ѧ㘨ᯊˈϡᰃܼ㔥⢊ᢧᠥ㒧ᵘ៪㗙ϡᛇ䖯㸠ᣛᅮ䆒

໛ⱘ䗝Вᯊˈህৃҹᇚ OSPF ᥹ষ㔥㒰㉏ൟ䆒㕂Ў⚍ࠄ໮⚍㉏ൟˈ⬅Ѣ⚍ࠄ໮⚍

㔥㒰㉏ൟᇚ䫒䏃ⳟ԰໮Ͼ⚍ࠄ⚍䫒䏃ˈ಴ℸᇚѻ⫳໮ϾЏᴎ䏃⬅Ǆ঺໪⬅Ѣ೼⚍

ৃˈ໮⚍㔥㒰Ёˈ᠔᳝ⱘ䚏ሙ㢅䌍䛑ᰃϔḋⱘˈབᵰ㽕∖↣Ͼ䚏ሙⱘ㢅䌍ϡৠࠄ

ҹ䗮䖛 neighbor ੑҸ䖯㸠䆒㕂Ǆ  

㽕䆒㕂⚍ࠄ໮⚍㔥㒰㉏ൟˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖  

ੑҸ ԰⫼ 

Ruijie(config-if)# ip ospf network  
point-to-multipoint  

䜡㕂ϔϾ᥹ষЎ⚍ࠄ໮⚍ᑓ

᪁㔥㒰㉏ൟ 

Ruijie(config-if)# exit  䗔ܼࠄߎሔ䜡㕂῵ᓣ 

Ruijie(config)# router ospf 1 䖯ܹ䏃⬅䖯⿟䜡㕂῵ᓣ 

Ruijie(config-router)# 
neighbor ip-address cost cost  ৃ䗝ˈᣛᅮ䚏ሙⱘ㢅䌍  

 

& 说明： 

OSPF ໮⚍㉏ൟ㔥㒰㱑✊ሲѢ䴲ᑓ᪁㔥㒰ˈԚᰃ䗮䖛ᏻЁ㒻ǃX.25 ᯴ᇘ᠟Ꮉࠄ⚍

䜡㕂៪㗙㞾ࡼᄺдˈৃҹ䅽䴲ᑓ᪁㔥㒰᳝݋ᑓ᪁ⱘ㛑࡯Ǆ᠔ҹ೼䜡㕂⚍ࠄ໮⚍㔥

㒰㉏ൟᯊˈৃҹϡ㽕ᣛᅮ䚏ሙǄ 

 

28.2.3.2. 䜡㕂䴲ᑓ᪁㔥㒰 

ᔧ ospf Ꮉ԰೼䴲ᑓ᪁㔥㒰Ϟᯊ᮶ৃҹ䜡㕂៤ NBMA гৃҹ䜡㕂៤⚍ࠄ໮⚍䴲ᑓ᪁

㉏ൟǄ಴Ўϡ݋໛ᑓ᪁㛑࡯᠔ҹ᮴⊩ࡼᗕⱘথ⦄䚏ሙˈ಴ℸ ospf Ꮉ԰Ѣ䴲ᑓ᪁㔥

㒰Ϟᯊᖙ乏᠟ᎹЎ݊䜡㕂䚏ሙǄ 
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㗗㰥ࠄҹϟᚙމᯊˈৃҹ䜡㕂 NBMA 㔥㒰㉏ൟ˖ 

1. ᔧϔϾ䴲ᑓ᪁㉏ൟ㔥㒰ܼ᳝݋㔥⢊ᢧᠥ㒧ᵘ˗ 

2. ৃҹᇚϔϾᑓ᪁㉏ൟⱘ㔥㒰䆒㕂៤ NBMA 㔥㒰㉏ൟˈ䖭ḋৃҹޣᇥᑓ᪁᡹᭛

ⱘѻ⫳ˈ㡖㑺㔥㒰ᏺᆑˈгৃҹ೼ϔᅮⱘ⿟ᑺϞ䙓ܡ䱣֓ⱘ᥹ᬊ੠থᏗ䏃⬅Ǆ䜡

㕂 NBMA 㔥㒰ᖙ乏㽕ᣛᅮ䚏ሙˈ⬅Ѣ᳝ᣛᅮ䆒໛ⱘ䗝ᢽˈԴৃ㛑䳔㽕ᯢ⹂ાৄ䆒

໛԰Ўᣛᅮ䆒໛ˈ䖭ህ䳔㽕䜡㕂Ӭܜ㑻њˈӬؐܜ䍞໻ህ䍞᳝ৃ㛑៤Ўᣛᅮ䆒

໛Ǆ  

㽕䜡㕂 NBMA 㔥㒰㉏ൟˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ: 

ੑҸ ԰⫼ 

Ruijie (config-if)# ip ospf network  
non-broadcast  

ᣛ ᅮ 䆹 ᥹ ষ ⱘ 㔥 㒰 ㉏ ൟ Ў

NBMA ㉏ൟ 

Ruijie (config-if)# exit  䗔ܼࠄߎሔ䜡㕂῵ᓣ 

Ruijie (config)# router ospf 1 䖯ܹ䏃⬅䖯⿟䜡㕂῵ᓣ 

Ruijie(config-router)# neighbor ip-address]  [ 0 0 2 9  T w  4 . 2 8  0  T d 
 [ ( 3 i p - a d d r ) - 5  T f 
 0 ] 8 5 4  0 . 0 0 6 p o l l - i n f 
 0 v a l  s e
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28.2.3.3. 䜡㕂ᑓ᪁㔥㒰㉏ൟ  

OSPF ᑓ᪁㉏ൟ㔥㒰ˈ䳔㽕䗝Вᣛᅮ䆒໛˄ DR,Designated Router ੠˅໛ӑᣛᅮ䆒

໛˄BDRˈBackup Designated Router˅ˈ⬅ᣛᅮ䆒໛ᇍ໪䗮ਞ䆹㔥㒰ⱘ䫒䏃⢊

ᗕǄ᠔᳝ⱘ䆒໛П䯈䛑ֱᣕ䚏ሙ݇㋏ˈԚᰃ᠔᳝䆒໛াϢᣛᅮ䆒໛੠໛ӑᣛᅮ䆒

໛П䯈ֱᣕ䚏᥹݇㋏ˈгህᰃ䇈↣ৄ䆒໛াϢᣛᅮ䆒໛੠໛ӑᣛᅮ䆒໛Ѹᤶ䫒䏃

⢊ᗕ᭄᥂ࣙˈ✊ৢ⬅ᣛᅮ䆒໛䗮ਞ㒭᠔᳝ⱘ䆒໛ˈҢ㗠↣ৄ䆒໛㛑໳ֱᣕϔ㟈ⱘ

䫒䏃⢊ᗕ᭄᥂ᑧǄ  

Դৃҹ䗮䖛 OSPF Ӭܜ㑻খ᭄䆒㕂ᴹ᥻ࠊᣛᅮ䆒໛ⱘ䗝В㒧ᵰǄԚᰃখ᭄䆒㕂ᑊ

ϡ㛑偀Ϟѻ⫳԰⫼ˈᕅડᔧࠡⱘᣛᅮ䆒໛ˈা᳝೼ᮄϔ䕂ⱘ䗝ВЁˈ䆒㕂ⱘখ᭄

ᠡӮ䍋԰⫼Ǆ䖯㸠ᮄϔ䕂ᣛᅮ䆒໛䗝Вⱘଃϔᴵӊᰃ˖OSPF 䚏ሙ೼ϔᅮᯊ䯈ݙ

≵᳝᥹ᬊࠄᣛᅮ䆒໛ⱘ HELLO ᡹᭛ˈ䅸Ўᣛᅮ䆒໛ᅩᴎњǄ  

㽕䜡㕂ᑓ᪁㔥㒰㉏ൟˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ:  
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¸ 偼ᑆऎඳϡ㛑䜡㕂៤ STUB ऎඳˈϡ㛑ᇚ STUB ऎඳ԰Ў㰮ᢳ䖲᥹ⱘӴ䕧ऎ

ඳǄ 

¸ བᵰᛇᇚϔϾऎඳ䜡㕂៤ STUB ऎඳˈ߭䆹ऎඳЁⱘ᠔᳝䆒໛ᖙ乏䛑㽕䜡㕂

䆹ሲᗻǄ 

¸ Stub ऎඳݙϡ㛑ᄬ೼ ASBRˈे㞾⊏㋏㒳໪䚼ⱘ䏃⬅ϡ㛑೼ᴀऎඳݙӴ᪁Ǆ 

䜡㕂 OSPF ऎඳখ᭄ˈ೼䏃⬅䖯⿟䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖  

ੑҸ ԰⫼ 

Ruijie (config-router)#area area-id 
authentication  ऎඳ䅸䆕ᮍᓣ䆒㕂Ўᯢ᭛䅸䆕 

Ruijie (config-router)#area area-id 
authentication message-digest  ऎඳ䅸䆕ᮍᓣ䆒㕂ЎMD5䅸䆕 

Ruijie (config-router)#area area-id 
stub [no-summary] 

ᇚऎඳ䜡㕂៤⅟ඳ, 
no-summary: ᇚ䆹ऎඳ䜡㕂៤ܼ⅟

ඳˈ䰏ℶStubऎ䯈ϞⱘABRথ䗕

summary-LSAsֵᙃ䖯ܹstubऎ䯈 
 

Ruijie (config-router)#area area-id 
default-cost cost 

䜡㕂থ䗕ࠄSTUBऎඳⱘ㔎ⳕ䏃⬅ⱘ

㢅䌍  

 

& 说明： 

䅸䆕ⱘ䜡㕂䖬䳔㽕೼᥹ষ䖯㸠䅸䆕খ᭄ⱘ䜡㕂ˈখ㾕ᴀゴ“䜡㕂 OSPF ᥹ষখ᭄”
䚼ߚǄ⅟ඳⱘ䜡㕂䳔㽕೼䆹ऎඳ᠔᳝䆒໛Ϟ䖯㸠䜡㕂˗བᵰ㽕䜡㕂៤ܼ⅟ඳˈ೼

⅟ඳ෎⸔䜡㕂Ϟˈা㽕೼⅟ඳ䖍⬠䆒໛Ϟ䜡㕂ܼ⅟ඳখ᭄ህ㸠њˈ݊ᅗ䆒໛ϡ㽕

᳈ᬍ䜡㕂Ǆ 

 

28.2.5. 䜡㕂 OSPF NSSA  

NSSA(Not-So-Stubby Area)ᰃ OSPF STUB ऎඳⱘϔϾᠽሩ,NSSA г䗮䖛䰏ℶ㄀

5 ㉏ LSA(AS-external-LSA)৥ NSSA ⱘ⊯⋾ᴹ䰡Ԣ䆒໛ⱘ䌘⑤ⱘ⍜㗫,Ԛᰃ੠

STUB ϡৠⱘᰃ NSSA ৃҹ⊼ܹϔᅮ᭄䞣ⱘ㞾⊏㋏㒳໪䚼ⱘ䏃⬅ֵᙃࠄ OSPF ⱘ

䏃⬅䗝ᢽඳ. 

䗮䖛䞡ߚথˈNSSA 䆌䕧ܹ㉏ൟܕ 7 ⱘ㞾⊏㋏㒳໪䚼䏃⬅ࠄ NSSA ऎඳ,䖭ѯ㉏ൟ

7 ⱘ໪䚼 LSA ೼ NSSA ⱘऎඳ䖍⬠䆒໛Ϟᇚ㹿䕀ᤶ៤㉏ൟ 5 ⱘ LSA ᑊϨ⊯⋾ࠄᭈ

Ͼ㞾⊏㋏㒳ˈ೼䕀ᤶ䖛⿟Ёৃҹᅲ⦄ᇍ໪䚼䏃⬅ⱘ∛㘮੠䖛ⒸǄ 

䜡㕂 NSSA ᯊ㽕⊼ᛣҹϟ޴⚍˖ 

¸ 偼ᑆऎඳϡ㛑䜡㕂៤ NSSAˈϡ㛑ᇚ NSSA ԰Ў㰮ᢳ䖲᥹ⱘӴ䕧ऎඳǄ 

¸ བᵰᛇᇚϔϾऎඳ䜡㕂៤ NSSAˈ᠔᳝䖲᥹ࠄ NSSA ऎඳⱘ䆒໛ᖙ乏Փ⫼
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area nssa ੑҸᇚ䆹ऎඳ䜡㕂៤ NSSA ሲᗻǄ 

㽕䜡㕂ऎඳ៤ЎϔϾ NSSA ऎඳˈ೼䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie (config-router)# area area-id nssa  
[no-redistribution] [no-summary
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& 说明： 

བᵰ䜡㕂њ䏃⬅∛㘮ˈ㨑೼䆹㣗ೈⱘ䆺㒚䏃⬅ᇚϡݡ㹿ऎඳ䖍⬠䆒໛䗮ਞ݊ࠄᅗ

ऎඳǄ 

 

28.2.6.2. 䜡㕂໪䚼䏃⬅∛㘮 

ᔧ䏃⬅Ң݊ᅗ䏃⬅䖯⿟䞡ᮄߚᏗˈ⊼ܹ OSPF 䏃⬅䖯⿟ᯊˈ↣ᴵ䏃⬅ഛ߿ߚऩ⣀

ҹϔϾ໪䚼䫒䏃⢊ᗕⱘᮍᓣ䗮ਞ㒭 OSPF 䆒໛Ǆབᵰ⊼ܹⱘ䏃⬅ᰃϔϾ䖲㓁ⱘഄ

ഔぎ䯈ˈ㞾⊏ඳ䖍⬠䆒໛гৃҹা䗮ਞϔϾ∛㘮䏃⬅ˈҢ㗠໻໻ޣᇣ䏃⬅㸼ⱘ㾘

῵Ǆ  

㽕䜡㕂໪䚼䏃⬅∛㘮ˈ೼䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖  

ੑҸ ԰⫼ 

Ruijie (config-router)# summary-address 
ip-address mask {not-advertise | tag tag-id] 䜡㕂໪䚼∛㘮䏃⬅ 

 

28.2.7. ߯ᓎ㰮ᢳ䫒᥹  

೼ OSPF 䏃⬅ඳЁˈ䴲偼ᑆऎඳП䯈ⱘ OSPF 䏃⬅᳈ᮄᰃ䗮䖛偼ᑆऎඳᴹѸᤶᅠ

៤ⱘ,᠔᳝ⱘऎඳ䛑ᖙ乏Ϣ偼ᑆඳ䖲᥹ˈབᵰ偼ᑆඳᮁ᥹ˈህ䳔㽕䜡㕂㰮ᢳ䫒᥹ᇚ

偼ᑆඳ᥹㓁䍋ᴹˈ৺߭㔥㒰䗮䆃ᇚߎ⦄䯂乬Ǆབᵰ⬅Ѣ㔥㒰ᢧᠥ㒧ᵘⱘ䰤ৃࠊ㛑

᮴⊩ֱ䆕⠽⧚Ϟ䖲䗮ˈгৃҹ䗮䖛߯ᓎ㰮䖲᥹ᴹ⒵䎇䖭ϔ㽕∖Ǆ 

㰮ᢳ䫒᥹䳔㽕೼ϸϾऎඳ䖍⬠䆒໛˄ABR˅П䯈߯ᓎˈϸϾ ABR ݅ৠ᠔ሲⱘऎඳ

៤Ў䖛⏵ऎඳǄ⅟ඳ˄Stub Area˅੠ NSSA ऎඳᰃϡ㛑԰Ў䖛⏵ऎඳⱘǄ㰮䖲᥹

ৃҹⳟ៤ᰃ೼ϸৄ ABR П䯈䗮䖛Ӵ䕧ऎඳᓎゟⱘϔᴵ䘏䕥Ϟⱘ䖲᥹䗮䘧,ᅗⱘϸ

ッᖙ乏ᰃ ABRˈ㗠Ϩᖙ乏೼ϸッৠᯊ䜡㕂ᮍৃ⫳ᬜǄ㰮䖲᥹⬅ᇍッ䆒໛ⱘ

router-id োᴹᷛ䆚ǄЎ㰮䖲᥹ϸッᦤկϔᴵ䴲偼ᑆऎඳݙ䚼䏃⬅ⱘऎඳ⿄ЎӴ䕧

ऎඳ˄Transit Area˅ˈ݊ऎඳোгᖙ乏೼䜡㕂ᯊᣛᯢǄ 

㰮䖲᥹㽕೼Ӵ䕧ऎඳݙⱘ䏃⬅䅵ㅫߎᴹৢ(ࠄ䖒ᇍᮍ䆒໛ⱘ䏃⬅ㅫߎᴹ)ᠡӮ㹿▔

⌏ˈৃҹⳟ៤ᰃϔᴵ⚍ࠄ⚍ⱘ䖲᥹ˈ೼䖭Ͼ䖲᥹Ϟˈ੠⠽⧚᥹ষϔḋৃҹ䜡㕂᥹

ষⱘ໮᭄খ᭄ˈབ hello-interval,dead-interval ㄝǄ 

“䘏䕥䗮䘧”ᰃᣛϸৄ ABR П䯈ⱘ໮ৄ䖤㸠 OSPF ⱘ䆒໛ˈাᰃ䍋ࠄϔϾ䕀থ᡹᭛

ⱘ԰⫼˄ ⬅Ѣण䆂᡹᭛ⱘⳂⱘഄഔϡᰃ䖭ѯ䆒໛ˈ᠔ҹ䖭ѯ᡹᭛ᇍѢҪӀ㗠㿔ᰃ䗣

ᯢⱘˈাᰃᔧ԰᱂䗮ⱘ IP ᡹᭛ᴹ䕀থ˅̍ ϸৄ ABR П䯈Ⳉ᥹Ӵ䗦䏃⬅ֵᙃǄ䖭䞠

ⱘ䏃⬅ֵᙃᰃᣛ⬅ ABR ⫳៤ⱘ type3 ⱘ LSAˈऎඳݙⱘ䆒໛ৠℹᮍᓣ≵᳝಴ℸᬍ

বǄ 



OSPF 䏃⬅ण䆂䜡㕂 

291 

㽕ᓎゟ㰮ᢳ䫒᥹ˈ೼䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖  

ੑҸ ԰⫼ 

Ruijie (config-router)# area area-id virtual-link  
router-id [[hello-interval seconds]| 
[retransmit-interval seconds] |[transmit-delay 
seconds]|[dead-interval seconds]| 
[authentication [message-digest | null] 
|[[authentication-key key | 
message-digest-key keyid md5 key]]] 

߯ᓎϔϾ㰮ᢳ䖲᥹ 
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28.2.9. ⫼ Loopback ഄഔخ䏃⬅ᷛ䆚ヺ 

OSPF 䏃⬅䖯⿟ᘏᰃ⫼᳔໻ⱘ᥹ষ IP ഄഔ԰Ў䆒໛ᷛ䆚ヺˈབᵰ䆹᥹ষ݇䯁៪㗙

䆹 IP ഄഔϡᄬ೼њ,OSPF 䏃⬅䖯⿟ᖙ乏䞡ᮄ䅵ㅫ䏃⬅ᷛ䆚ヺᑊথ䗕᠔᳝ⱘ䏃⬅ֵ

ᙃ㒭䚏ሙǄ  

བᵰ䜡㕂њ Loopback˄ ᴀഄ⦃䏃ഄഔ˅ˈ߭䏃⬅䖯⿟Ӯ䗝ᢽ Loopback ᥹ষⱘ IP
ഄഔ԰Ў䆒໛ᷛ䆚ヺǄབᵰ᳝໮Ͼ Loopback ᥹ষˈ߭䗝ᢽ IP ഄഔ᳔໻ⱘഄഔ԰

Ў䆒໛ᷛ䆚ヺǄ⬅Ѣ Loopback ഄഔӮ∌Йᄬ೼ˈ๲ᔎњ䏃⬅㸼ⱘ〇ᅮᗻǄ  

㽕䜡㕂 Loopback ഄഔˈ೼ܼሔ䜡㕂῵ᓣϟˈᠻ㸠ҹϟੑҸ˖  

ੑҸ ԰⫼ 

Ruijie (config)# 
interface loopback 1  ߯ᓎLoopback ߯ᓎ  Ruij-ifie (config)# ip address114 0 Td292  ?UG!5B   IP
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SPF 䖯㸠䏃⬅䖤ㅫǄ䆹ᓊᯊᰃৃҹ䜡㕂ⱘˈ঺໪䖬ৃҹ䜡㕂ϸ⃵ SPF 䖤ㅫП䯈᳔

ⷁⱘᯊ䯈䯈䱨Ǆ  

㽕䜡㕂 OSPF 䏃⬅䅵ㅫⱘ䅵ᯊ఼ˈ೼䏃⬅䖯⿟䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖  

ੑҸ ԰⫼ 

Ruijie (config-router)# timers spf 
spf-delay spf-holdtime  䜡㕂䏃⬅䅵ㅫᴎᯊ఼ 

 

28.2.12. ⢊ᗕ᳈ᮄֵᙃ䇗ᭈᯊ䯈 

↣Ͼ LSA 䛑᳝㞾Ꮕⱘ᳈ᮄ੠㗕࣪ⱘᯊ䯈(LSA age)ˈབᵰᇍ↣Ͼ LSA 䛑⣀ゟ䖯㸠

LSA ⱘ᳈ᮄ੠㗕࣪䅵ㅫˈᇚ⍜㗫 CPU ໻䞣ⱘ䌘⑤ǄЎњ᳝ᬜ߽⫼ CPU 䌘⑤ˈᇚ

䆒໛ݙ LSA 䖯㸠㒳ϔⱘ᳈ᮄ੠㗕࣪᪡԰Ǆ 

᳈ᮄ㗕࣪᪡԰ⱘ㔎ⳕ䆒㕂Ў 4 䩳ˈৃҹ䗮䖛ᴀੑҸׂᬍ䆹㔎ⳕؐǄ䆹খ᭄ᑊϡߚ

䳔㽕㒣ᐌ䇗ᭈǄ᳔Շⱘᯊ䯈ᰃϢ䏃⬅䆒໛᳝໮ᇥ LSA 䳔㽕䅵ㅫ៤ড↨ⱘǄ↨བˈ

᭄᥂ᑧЁ᳝ 10000 ᴵ LSAˈ䰡Ԣℹ䇗䯈䱨ᇚՓԴফⲞ˗བᵰা᳝ 40~100 ᴵˈ߭

䇗ᭈࠄ 10~20  䩳ৃ㛑Ӯ᳈དǄߚ

೼䏃⬅䖯⿟䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ৿Н 

Ruijie # configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

Ruijie (config)# router ospf 1 ᠧᓔ OSPFˈ䖯ܹ OSPF 䜡㕂῵ᓣ 

Ruijie (config-router)#  
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ᏺᆑؐϔ䍋䅵ㅫ⫳៤㔎ⳕᑺ䞣Ǆ݊⃵ˈৃҹ䗮䖛᥹ষ䜡㕂ੑҸ ip ospf cost 䆒㕂↣

Ͼ᥹ষ৘㞾ⱘᑺ䞣ؐˈℸᯊ㔎ⳕᑺ䞣ᇍ䆹᥹ষህϡѻ⫳԰⫼њǄ↨བˈ㔎ⳕⱘখ

㗗ؐЎ 100MbpsˈϔϾҹ໾㔥᥹ষᏺᆑЎ 10Mbpsˈ߭䆹᥹ষ㔎ⳕⱘᑺ䞣Ў

100/10 + 0.5 ≈ 10Ǆ 

೼ण䆂ݙ䚼ᰃ䖭ḋ䗝ᢽ᥹ষҷӋⱘˈ⫼᠋䆒㕂ⱘ᥹ষⱘҷӋӬܜ㑻᳔催ˈབᵰ⫼

᠋䆒㕂њ᥹ষⱘҷӋˈ߭䗝প䆹ؐ԰Ў᥹ষҷӋˈབᵰ≵᳝䆒㕂㗠㞾ࡼҷӋࡳ㛑

ᰃᠧᓔⱘ߭ᇚḍ᥂㞾ࡼҷӋ䅵ㅫߎᴹⱘؐ԰Ў᥹ষⱘҷӋˈབᵰ㞾ࡼҷӋࡳ㛑г

݇䯁њ߭ᇚՓ⫼㔎ⳕؐ 10 ԰Ў᥹ষⱘҷӋǄ 

䜡㕂䖛⿟བϟ˖ 

ੑҸ ৿Н 

Ruijie # configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie (config)# router ospf 1 ᠧᓔ OSPFˈ䖯ܹ OSPF 䜡㕂῵

ᓣ 

Ruijie(config-router)# auto-cost  
reference-bandwidth ref-bw 

˄ৃ䗝˅ḍ᥂᥹ষᏺᆑ䆒㕂㔎ⳕ

ᑺ䞣ˈᑺ䞣ؐḍ᥂ ref-bw⹂ᅮ˗

Ruijie (config-router)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

Ruijie # show ip protocols ᰒ⼎ᔧࠡ䖤㸠ⱘ䏃⬅ण䆂Ǆ 

Ruijie # write ˄ৃ䗝˅ֱᄬ䜡㕂Ǆ 

Փ⫼ੑҸ no auto-cost Ϣ no ip ospf cost প⍜䆒㕂ݙᆍǄ 

28.2.14. 䜡㕂᥹ষ᥹ᬊ᭄᥂ᑧᦣ䗄᡹᭛ᯊᰃ৺᷵偠 MTU ؐ 

OSPF ೼ᬊࠄ᭄᥂ᑧᦣ䗄᡹᭛ᯊӮ᷵偠䚏ሙⱘ᥹ষⱘ MTU ੠㞾Ꮕ᥹ষⱘ MTU ᰃ

৺Ⳍৠˈབᵰᬊࠄⱘ᭄᥂ᑧᦣ䗄᡹᭛Ёᣛ⼎ⱘ᥹ষⱘ MTU ໻Ѣ᥹ᬊ᥹ষⱘ MTU,
䙷М䚏᥹݇㋏ᇚϡ㛑㹿ᓎゟ,ℸᯊৃҹ䗮䖛݇䯁 MTU ⱘ᷵偠ᴹ㾷އ.㽕݇䯁ᶤϾ᥹

ষⱘ MTU ᷵偠ৃҹ೼᥹ষ῵ᓣϟᠻ㸠བϟੑҸ˖ 

ੑҸ ৿Н 

Ruijie (config-if)# ip ospf mtu-ignore ݇䯁䆹᥹ষ೼ᬊࠄ᭄᥂ᑧᦣ䗄᡹

᭛ᯊᇍ MTU 䖯㸠᷵偠 
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೼⡍ᴗ῵ᓣϟˈ⫼᠋ৃҹᣝབϟℹ偸䖯㸠㹿ࡼষⱘ䜡㕂˖ 

 

㔎ⳕᚙމϟˈܕ䆌᠔᳝᥹ষᬊথ OSPF ᡹᭛Ǆབᵰ㽕䅽㔥㒰᥹ষ䞡ᮄথ䗕䏃⬅ֵ

ᙃˈ߭ৃҹՓ⫼
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೼ܼሔ䜡㕂῵ᓣϟˈᣝ✻བϟℹ偸ᠻ㸠˖ 

ੑҸ ৿Н 

Ruijie # configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie (config)# snmp-server host 
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Neighbor ID  Pri State   Dead Time  Address   Interface 
10.10.11.50 1 Full/Backup  00:00:31   10.10.11.50  eth1 

2˅ᰒ⼎

OSPF  F

䮐 㷵 ᰒ ⼃  븮
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External LSA database is unlimited. 
Number of LSA originated 6 

Number of LSA received 2 
Log Neighbor Adjency Changes : Enabled  

Number of areas attached to this router: 1 
Area 0 (BACKBONE) 

Number of interfaces in this area is 1(1) 
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28.4.1. OSPF NBMA 㔥㒰㉏ൟ䜡㕂՟ᄤ 

¸ 䜡㕂㽕∖ 

ϝৄ䆒໛㽕䗮䖛ᏻЁ㒻㔥㒰ᅲ⦄㔥⢊ܼ䖲᥹ˈ↣ৄ䆒໛া᳝ϔᴵᏻЁ㒻㒓䏃ˈ㒓

䏃ᏺᆑ੠ PVC 䗳⥛ܼ䚼ϔḋǄIP ഄഔߚ䜡੠䆒໛䖲᥹೒㾕೒ 1Ǆ 

 

图 1 OSPF NBMA 网络类型配置例子 

㽕∖˖ 

˄1˅� 䆒໛ AǃBǃC П䯈䜡㕂 NBMA ㉏ൟ㔥㒰˗ 

˄2˅� 䆒໛ A Ўᣛᅮ䆒໛ˈ䆒໛ B Ў໛ӑᣛᅮ䆒໛˗ 

˄3˅� ܼ䚼㔥㒰䛑೼ϔϾऎඳݙ˗ 

˄4˅�  ᖿᢧᠥᬊᬯǄࡴ

¸ 䆒໛݋ԧ䜡㕂 

⬅Ѣ OSPF ≵᳝⡍⅞䜡㕂ˈᇚ䞛⫼㒘᪁ᮍᓣ㞾ࡼথ⦄䚏ሙˈ བᵰ᥹ষ䜡㕂њ

NBMA 㔥㒰㉏ൟˈ䆹᥹ষህϡӮথ OSPF 㒘᪁᡹᭛ˈ಴ℸ䳔㽕ᣛᅮ䚏ሙⱘ IP ഄ

ഔǄৃҹ䗮䖛䆒㕂䕗ⷁⱘ SPF 䅵ㅫㄝᕙᯊ䯈ᴹࡴᖿᢧᠥᬊᬯǄ 

䆒໛ A ⱘ䜡㕂˖ 

ʿ䜡㕂ᑓඳ㔥ッষ 

interface Serial 1/0 

ip address 192.168.123.1 255.255.255.0 
encapsulation frame-relay 

ip ospf network non-broadcast 
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图 2 OSPF 点到多点网络类型配置例子 

㽕∖˖1˅䆒໛ A Ϣ Bǃ
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interface FastEthernet 0/0 
ip address 192.168.23.2 255.255.255.0 

ʿ䜡㕂ᑓඳ㔥ッষ 

interface Serial 1/0 

ip address 192.168.123.2 255.255.255.0 
encapsulation frame-relay 

ip ospf network point-to-multipoint 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 

network 192.168.123.0 0.0.0.255 area 0 

䆒໛ C ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet 0/0 
ip address 192.168.23.3 255.255.255.0 

ʿ䜡㕂ᑓඳ㔥ッষ 

interface Serial 1/0 

ip address 192.168.123.3 255.255.255.0 
encapsulation frame-relay 

ip ospf network point-to-multipoint 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 

network 192.168.123.0 0.0.0.255 area 0 

೼Ϟ೒ⱘ䜡㕂Ё؛䆒䖬᳝ϔϾ䳔∖ᰃ: 

䆒໛ A ࠄ 192.168.23.0/24 Ⳃᷛ㔥㒰ᇚӬܜ䗝ᢽ䆒໛ B˗㽕䖒ࠄӬܜ䗝䏃ⱘ㽕∖ˈ

ᖙ乏೼䜡㕂䚏ሙᯊ䆒㕂䆹䚏ሙⱘ㢅䌍. 

ৃҹ೼䆒໛ A Ё䜡㕂བϟੑҸ: 

router ospf 1  
neighbor 192.168.123.2 cost 100 
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图 3 OSPF 认证配置例子 

¸ 䆒໛݋ԧ䜡㕂 

OSPF ⱘ䅸䆕䜡㕂᳝ϸϾഄᮍ˖ 

1˅䏃⬅䜡㕂῵ᓣЁˈᣛᅮऎඳⱘ䅸䆕ᮍᓣ ˗ 

2˅೼᥹ষЁ䜡㕂䅸䆕ⱘᮍᓣ੠ᆚ䩹Ǆ 

བᵰऎඳ䅸䆕ᮍᓣ੠᥹ষ䅸䆕ᮍᓣ䛑䜡㕂њ߭ҹ᥹ষⱘ䅸䆕ᮍᓣЎޚ 

䆒໛ A ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 
ip ospf message-digest-key 1 md5 hello 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 

area 0 authentication message-digest 

䆒໛ B ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 

ip address 192.168.12.2 255.255.255.0 
ip ospf message-digest-key 1 md5 hello 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 
area 0 authentication message-digest 
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28.4.4. OSPF 䏃⬅∛㘮䜡㕂՟ᄤ 

¸ 䜡㕂㽕∖ 

ϸৄ䆒໛䗮䖛ҹ໾㔥䖲᥹ˈ IP ഄഔߚ䜡੠䆒໛䖲᥹೒㾕೒ 4Ǆ 

 

图 4 OSPF 路由汇聚配置例子 

㽕∖˖ 

1˅ϸৄ䆒໛ഛ䖤㸠 OSPF 䏃⬅ण䆂ˈ㔥㒰 192.168.12.0/24 ሲѢऎඳ 0ˈ㔥㒰

172.16.1.0/24 ੠ 172.16.2.0/24 ሲѢऎඳ 10˗ 

2˅䗮䖛䜡㕂 Router AˈՓᕫ䏃⬅ A া䗮ਞ 172.16.0.0/22 䏃⬅ˈ㗠ϡ䗮ਞ

172.16.1.0/24ǃ172.16.2.0/24 ⱘ䏃⬅Ǆ 

¸ 䆒໛݋ԧ䜡㕂 

䳔㽕೼ Router A Ϟ䜡㕂 OSPF ऎඳ䏃⬅∛㘮ˈ⊼ᛣऎඳ䏃⬅∛㘮া㛑೼ऎඳ䖍⬠

䆒໛Ϟ䜡㕂Ǆ 

䆒໛ A ⱘ䜡㕂˖ 

ʸ
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䆒໛ B ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

28.4.5. OSPF ABRǃASBR 䜡㕂՟ᄤ 

¸ 䜡㕂㽕∖ 

᳝ಯৄ䆒໛㒘៤њϔϾ OSPF 䏃⬅ඳˈ㔥㒰 192.168.12.0/24ǃ192.168.23.0/24
ሲѢऎඳ 0ˈ㔥㒰 192.168.34.0/24 ሲѢऎඳ 34Ǆ݋ԧ IP ഄഔߚ䜡੠䆒໛䖲᥹೒

㾕೒ 5Ǆ 

 

 

图 5 OSPF ABR、ASBR 配置例子 

བ೒᠔⼎ˈ䆒໛ AǃB Ўऎඳݙ䚼䆒໛ˈ䆒໛ C Ўऎඳ䖍⬠䆒໛ˈ䆒໛ D Ў㞾⊏

ඳ䖍⬠䆒໛Ǆ200.200.1.0/24ǃ172.200.1.0/24 Ў OSPF 䏃⬅ඳ໪ⱘ㔥㒰Ǆ䗮䖛䜡

㕂৘䆒໛ˈՓᕫ᠔᳝ OSPF 䆒໛ᄺࠄ໪䚼䏃⬅,㽕∖໪䚼䏃⬅ᨎᏺ“34”ᷛ䆄ҹঞ㉏

ൟЎ໪䚼䏃⬅ I ൟǄ 

¸ 䆒໛݋ԧ䜡㕂 

OSPF 䞡ߚᏗ݊ᅗᴹ⑤ⱘ䏃⬅ᯊˈ㔎ⳕ㉏ൟЎ II ൟˈ㗠Ϩϡᨎᏺӏԩᷛ䆄Ǆ 

䆒໛ A ⱘ䜡㕂˖ 
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ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 

䆒໛ B ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

ʿ䜡㕂ᑓඳ㔥ッষ 

interface Serial 1/0 
ip address 192.168.23.2 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 
network 192.168.23.0 0.0.0.255 area 0 

䆒໛ C ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet 0/0 
ip address 192.168.34.3 255.255.255.0 

ʿ䜡㕂ᑓඳ㔥ッষ 

interface Serial 1/0 
ip address 192.168.23.3 255.255.255.0 

#䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 

network 192.168.23.0 0.0.0.255 area 0 
network 192.168.34.0 0.0.0.255 area 34 

䆒໛ D ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet 0/0 
ip address 192.168.34.4 255.255.255.0 

ʿ䜡㕂ҹ໾㔥वϞⱘッষ   

interface )DVW(WKHUQHW 1/0 
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图 6 OSPF 残域配置例子 

㽕∖㒣䖛䜡㕂 RouterD ⱘ䏃⬅㸼Ёᇚা㛑ⳟࠄ OSPF 㔎ⳕ䏃⬅੠ᴀऎඳ㔥㒰䏃

⬅Ǆ 

¸ 䆒໛݋ԧ䜡㕂 

া᳝೼ܼ⅟ඳЁⱘ䆒໛ˈ䏃⬅㸼ᠡ㛑䖒᳔ࠄㅔ࣪ˈ≵᳝ࠄ໪䚼੠ऎඳ䯈ⱘ䏃⬅Ǆ

⅟ඳⱘ䜡㕂䳔㽕೼䆹ऎඳⱘ᠔᳝䏃⬅Ϟ䜡㕂ǄЎњ೼䆒໛ D Ϟৃҹⳟࠄऎඳ䯈䏃

⬅ˈ䆒໛ C 䖬䗮ਞњϔϾ 192.168.30.0/24 ⱘ㔥㒰Ǆ 

䆒໛ A ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

䆒໛ B ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

ʿ䜡㕂ᑓඳ㔥ッষ 

interface Serial1/0 

ip address 192.168.23.2 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 

network 192.168.23.0 0.0.0.255 area 0 

䆒໛ C ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 
ip address 192.168.34.3 255.255.255.0 

ʿ䜡㕂ᑓඳ㔥ッষ 

interface Serial1/0 

ip address 192.168.23.3 255.255.255.0 

ʿ๲ࡴϔϾ㔥㒰 

interface Dialer10 
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ip address 192.168.30.1 255.255.255.0 

䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 

network 192.168.34.0 0.0.0.255 area 34 
network 192.168.30.0 0.0.0.255 area 34 

area 34 stub no-summary 

䆒໛ D ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 

ip address 192.168.34.4 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 

network 192.168.34.0 0.0.0.255 area 34 
area 34 stub 

䆒໛ D Ϟⳟࠄⱘ ospf ⫳៤ ⱘ䏃⬅བϟ˖ 

O 192.168.30.0/24 [110/1786] via 192.168.34.3, 00:00:03, 

FastEthernet0/0 
O*IA 0.0.0.0/0 [110/2] via 192.168.34.3, 00:00:03, 

FastEthernet0/0 

28.4.7. OSPF 㰮ᢳ䫒᥹䜡㕂՟ᄤ 

¸ 䜡㕂㽕∖ 

᳝ಯৄ䆒໛㒘៤њϔϾ OSPF 䏃⬅ඳˈ㔥㒰 192.168.12.0/24 ሲѢऎඳ 0ˈ㔥㒰

192.168.23.0/24 ሲѢऎඳ 23ˈ㔥㒰 192.168.34.0/24 ሲѢऎඳ 34Ǆ݋ԧ IP ഄഔ

䜡੠䆒໛䖲᥹೒㾕೒ߚ 7Ǆ 
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图 7 OSPF
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ip address 2.2.2.2 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 

network 192.168.23.0 0.0.0.255 area 23 
area 23 virtual-link 3.3.3.3 

䆒໛ C ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 
ip address 192.168.34.3 255.255.255.0 

ʿ䜡㕂ᑓඳ㔥ッষ 

interface Serial1/0 
ip address 192.168.23.3 255.255.255.0 

ʿ๲ࡴಲ⦃ IP ഄഔ԰Ў OSPF 䆒໛ᷛ䆚ヺ 

interface Loopback2 

ip address 3.3.3.3 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.23.0 0.0.0.255 area 23 

network 192.168.34.0 0.0.0.255 area 34 
area 23 virtual-link 2.2.2.2 

䆒໛ D ⱘ䜡㕂˖ 

ʿ䜡㕂ҹ໾㔥ッষ 

interface FastEthernet0/0 

ip address 192.168.34.4 255.255.255.0 

ʿ䜡㕂 OSPF 䏃⬅ण䆂 

router ospf 1 
network 192.168.34.0 0.0.0.255 area 34 

䆒໛ D Ϟⳟࠄⱘ ospf ⫳៤ⱘ䏃⬅བϟ˖ 

O IA 192.168.12.0/24 [110/66] via 192.168.34.3, 00:00:10, 

FastEthernet0/0 
O IA 192.168.23.0/24 [110/65] via 192.168.34.3, 00:00:25, 

FastEthernet0/0 
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㄀29ゴ� ण䆂᮴݇䜡㕂 

29.1. 䜡㕂 IP 䏃⬅ 

29.1.1. 䴭ᗕ䏃⬅䜡㕂 

䴭ᗕ䏃⬅ህᰃ᠟Ꮉ䜡㕂ⱘ䏃⬅ˈՓᕫ᭄᥂ࣙ㛑໳ᣝ✻乘ᅮⱘ䏃ᕘӴ䗕ࠄᣛᅮⱘⳂ

ᷛ㔥㒰Ǆᔧϡ㛑䗮䖛ࡼᗕ䏃⬅ण䆂ᄺࠄϔѯⳂᷛ㔥㒰ⱘ䏃⬅ᯊˈ䜡㕂䴭ᗕ䏃⬅ህ

Ӯᰒᕫकߚ䞡㽕Ǆ䗮ᐌৃҹ㒭≵᳝⹂ߛ䏃⬅ⱘ᭄᥂ࣙ䴭ᗕ䜡㕂㔎ⳕ䏃⬅Ǆ 

㽕䜡㕂䴭ᗕ䏃⬅ˈ೼ܼሔ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# ip route network  
mask {ip-address | interface-type interface-number 
[ip-address]} [distance]  [tag tag]  [permanent]  
[weight weight] 

䜡㕂䴭ᗕ䏃⬅ 

Ruijie(config)# no ip route network mask ߴ䰸䴭ᗕ䏃⬅ 

Ruijie(config)# ip static route-limit number ᣛᅮ䴭ᗕ䏃⬅᳔໻ؐ 

Ruijie(config)# no ip static route-limit ᘶ໡䴭ᗕ䏃⬅咬䅸᳔໻

ؐ 

䴭ᗕ䏃⬅㠀  Ǆက 

 

 �
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& 说明： 

ᇍѢ䴭ᗕ䏃⬅ˈབᵰ䳔㽕⬅ RIPǃOSPF ㄝࡼᗕ䏃⬅ण䆂䗮ਞˈ䳔㽕ᇍࡼᗕ䏃⬅

ण䆂䜡㕂䞡ߚᏗ䴭ᗕ䏃⬅Ǆ 

 

ᔧϔϾ᥹ষሲѢĀdownā⢊ᗕᯊˈ᠔᳝ᣛ৥䆹᥹ষⱘ䏃⬅ᇚܼ䚼Ң䏃⬅㸼Ё⍜

༅Ǆ঺໪ˈᔧ៥ৌѻકᡒϡࠄ䴭ᗕ䏃⬅ϟϔ䏇ഄഔⱘ䕀থ䏃⬅ᯊˈ䆹䴭ᗕ䏃⬅г

ӮҢ䏃⬅㸼Ё⍜༅Ǆ 

䴭ᗕ䏃⬅ⱘ咬䅸ᴗ䞡Ў 1ˈৃҹՓ⫼ show ip route weight ੑҸᶹⳟ䴲咬䅸ᴗ䞡

ⱘ䴭ᗕ䏃⬅Ǆᴗ䞡খ᭄weight⫼Ѣᅲ⦄WCMPࡳ㛑ˈᔧᄬ೼䋳䕑ഛ㸵䏃⬅ৃࠄ䖒

ᶤഄഔᯊˈѸᤶᴎӮḍ᥂৘ᴵ䏃⬅ⱘᴗ䞡ؐߚ䜡᭄᥂⌕䞣ˈweight 䕗໻ⱘ䏃⬅Ӯ
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໛ᇚ㔎ⳕ䏃⬅ᣛ৥Ḍᖗ䆒໛Ǆ㔎ⳕ䏃⬅ৃҹ䗮䖛ࡼᗕ䏃⬅ण䆂䖯㸠Ӵ᪁ˈгৃҹ

೼↣ৄ䆒໛Ϟ䖯㸠᠟Ꮉ䜡㕂Ǆ 

㔎ⳕ䏃⬅ⱘѻ⫳᳝ϸ⾡ᮍ⊩˖1˅᠟Ꮉ䜡㕂㔎ⳕ䴭ᗕ䏃⬅ˈ݋ԧ䜡㕂খ㾕Ϟ㡖Ā䴭

ᗕ䏃⬅䜡㕂ā˗2˅᠟Ꮉ䜡㕂㔎ⳕ㔥㒰Ǆ 

໮᭄ⱘݙ䚼㔥݇䏃⬅ण䆂ˈ䛑᳝ϔϾᇚ㔎ⳕ䏃⬅Ӵ᪁ࠄᭈϾ䏃⬅ඳⱘᴎࠊǄ㽕Ӵ

᪁㔎ⳕ䏃⬅ⱘ䆒໛ᖙ乏᳝݋㔎ⳕ䏃⬅Ǆᴀ㡖㔎ⳕ䏃⬅ⱘӴ᪁া䗖ড় RIP 䏃⬅ण

䆂ˈ RIP ৥ RIP 䏃⬅ඳ䗮ਞⱘ㔎ⳕ䏃⬅∌䖰ЎĀ0.0.0.0ā㔥㒰ǄOSPF 䏃⬅ण䆂

བԩѻ⫳੠Ӵ᪁㔎ⳕ䏃⬅䇋খ㾕ĀOSPF 䏃⬅ण䆂䜡㕂ᣛफāⳌ݇ゴ㡖Ǆ 

㽕ѻ⫳㔎ⳕ䏃⬅ˈ೼ܼሔੑҸ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# ip default-network network 䜡㕂㔎ⳕ㔥㒰 

Ruijie(config)# no ip default-network network ߴ䰸㔎ⳕ㔥㒰 
 

& 说明： 

䗮䖛 default-network ѻ⫳㔎ⳕ䏃⬅া㽕⒵䎇ҹϟᴵӊेৃˈे䆹㔎ⳕ㔥㒰ϡᰃ

Ⳉ䖲᥹ষ㔥㒰ˈԚ೼䏃⬅㸼Ёৃࠄ䖒Ǆ 

ৠḋⱘᴵӊϟˈRIP гৃҹӴ᪁㔎ⳕ䏃⬅ˈԚᰃ RIP Ӵ᪁㔎ⳕ䏃⬅䖬᳝঺໪ϔϾ

њࠄ䙷ህᰃ䜡㕂㔎ⳕ䴭ᗕ䏃⬅ˈ៪㗙䗮䖛݊ᅗ䏃⬅ण䆂ᄺˈ⫣ࡲ 0.0.0.0/0 ⱘ䏃

⬅Ǆ 

 

ᔧ䆒໛᳝㔎ⳕ䏃⬅ᯊˈϡㅵᰃࡼᗕ䏃⬅ण䆂ᄺдࠄⱘ䖬ᰃ᠟Ꮉ䜡㕂ѻ⫳ⱘˈᔧᠻ

㸠 show ip route ੑҸᯊˈ䏃⬅㸼ЁⱘĀgateway of last resortāӮᰒ⼎᳔ৢ㔥݇

ⱘֵᙃǄϔϾ䏃⬅㸼ৃ㛑Ӯ᳝໮ᴵ㔥㒰䏃⬅Ў׭䗝㔎ⳕ䏃⬅ˈԚা᳔᳝དⱘ㔎ⳕ

䏃⬅ᠡ㛑៤ЎĀgateway of last resortāǄ 

29.1.3. ㄝӋ䏃⬅ᴵ᭄䜡㕂 

བᵰ䳔㽕䋳䕑ഛ㸵ⱘࡳ㛑ˈৃҹ䗮䖛䆒㕂ㄝӋ䏃⬅ⱘᴵ᭄ᴹ᥻ࠊˈㄝӋ䏃⬅े䗮

䖛ϡৠ䏃ᕘࠄ䖒ৠϔⳂᷛഄഔⱘ䏃⬅Ǆᔧা᳝ϔᴵㄝӋ䏃⬅ᯊˈৠϔⳂᷛഄഔা

㛑䜡㕂ϔᴵ䏃⬅ˈ߭প⍜њ䋳䕑ഛ㸵ࡳ㛑Ǆ 
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29.2. 䜡㕂䏃⬅೒ 

䏃⬅೒(route-map)ᰃϢ݋ԧ䏃⬅ण䆂᮴݇ⱘϔ⾡䖛Ⓒㄪ⬹䲚ˈᦤկ㒭䏃⬅ण䆂੠ㄪ⬹䏃⬅

Փ⫼Ǆ೼䏃⬅ण䆂Ёˈ⫼Ѣ䏃⬅ֵᙃⱘ䖛Ⓒ੠ׂᬍ˗೼ㄪ⬹䏃⬅Ёˈ⫼Ѣ᥻ࠊ᡹᭛䕀থǄ 

ᅮН䏃⬅೒ˈ೼ܼሔ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# route-map route-map-name  
[permit | deny] sequence 

ᅮН䏃⬅೒ 
sequence ˖0-65535 

Ruijie(config)# no route-map  
route-map-name {[permit | deny] sequence} ߴ䰸䏃⬅೒ 

ϔϾ䏃⬅೒㾘߭䜡㕂Ёˈৃҹᠻ㸠ϔϾ៪໮Ͼⱘ match ੑҸ੠ϔϾ៪໮Ͼⱘ set
ੑҸǄབᵰ≵᳝ match ੑҸˈ߭ऍ䜡᠔᳝˗བᵰ≵᳝ set ੑҸˈ߭ϡخӏԩ᪡

԰Ǆ 

㽕ᅮН㾘߭ⱘऍ䜡ᴵӊˈ೼䏃⬅೒䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-route-map)# match community 
{standard-list-number | expanded-list-number | 
community-list-name} 

ऍ䜡 BGP 䏃⬅ⱘಶԧሲᗻ 

Ruijie(config-route-map)# match interface     
interface-type interface-number ऍ䜡䏃⬅ⱘϟϔ䏇᥹ষ 

Ruijie(config-route-map)# match ip address  
Access-list-number […access-list-number] ऍ䜡䆓䯂߫㸼Ёⱘഄഔ 

Ruijie(config-route-map)# match ip next-hop   
access-list-number […access-list-number] 

ऍ䜡䆓䯂߫㸼Ёⱘϟϔ䏇ഄ

ഔ 

Ruijie(config-route-map)# match ip 
route-source access-list-number 
[…access-list-number] 

ऍ䜡䆓䯂߫㸼Ёⱘ䏃⬅⑤ഄ

ഔ 

Ruijie(config-route-map)# match ipv6  
address { access-list-name | prefix-list 
 prefix-list-name } 

ऍ䜡 IPv6 䆓䯂߫㸼៪ࠡ㓔߫

㸼 

Ruijie(config-route-map)# match ipv6 
 next-hop { access-list-name | prefix-list 
 prefix-list-name } 

ऍ䜡䆓䯂߫㸼៪ࠡ㓔߫㸼ⱘ

ϟϔ䏇ഄഔ 

Ruijie(config-route-map)# match ipv6 
 route-source { access-list-name | prefix-list 
 prefix-list-name } 

ऍ䜡䆓䯂߫㸼៪ࠡ㓔߫㸼ⱘ

䏃⬅⑤ഄഔ 

Ruijie(config-route-map)# match metric 
Metric 

ऍ䜡䏃⬅ⱘ䞣ᑺؐ 
Metric ˖0-4294967295 

Ruijie(config-route-map)# match origin {egp | 
igp | incomplete} ऍ䜡䏃⬅ᴹ⑤ⱘ㉏ൟ 
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Ruijie(config-route-map)# set origin
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Ruijie(config-router)# redistribute protocol 
[process-id] [metric metric] [
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㔥㒰䖤㸠ⱘˈ಴ℸ⡍߿ᰃ⬉ֵ䖤㧹ଚ੠䞥㵡Ϯࡵ㔥㒰ˈᰃक᳝ߚᖙ㽕䜡㕂䏃⬅䖛

ⒸⱘǄ 

29.3.3.1. ᥻ࠊ䏃⬅᳈ᮄ䗮ਞ 

Ўњ䰆ℶᴀഄ㔥㒰Ϟⱘ݊ᅗ䏃⬅䆒໛ᄺࠄϡᖙ㽕ⱘ䏃⬅ֵᙃˈৃҹ䗮䖛᥻ࠊ䏃⬅

᳈ᮄ䗮ਞᴹ䘣ࠊᣛᅮ䏃⬅ⱘ᳈ᮄǄ  

㽕䘣ࠊ䏃⬅᳈ᮄ䗮ਞˈ೼䏃⬅䖯⿟䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ: 

ੑҸ ԰⫼ 

Ruijie(config-router)# distribute-list   
{[access-list-number | access-list-name]  
prefix prefix-list-name} out  
[interface-type interface-number] 



ण䆂᮴݇䜡㕂 



ण䆂᮴݇䜡㕂 

322 

OSPF 䏃⬅ˈ߱ྟ䞣ᑺؐ䆒Ў 10Ǆ 

# 䜡㕂 RIP 
Ruijie(config)# router rip 
Ruijie(config-router)# version 2 
Ruijie(config-router)# redistribute ospf 1 route-map redospf 
Ruijie(config-router)# network 200.168.23.0 

# 䜡㕂䏃⬅೒ 
Ruijie(config)# route-map redospf permit 10 
Ruijie(config-route-map)# match tag 10 
Ruijie(config-route-map)# set metric 10 

 

ҹϟⱘ䜡㕂՟ᄤˈᰃ OSPF 䏃⬅ण䆂䞡ߚᏗ RIP 䏃⬅ˈ⬅Ѣ䏃⬅೒䜡㕂њ䆹ᑨ⫼ϡ

ᬃᣕⱘ㾘߭ˈ᠔ҹ೼䜡㕂䞡ߚᏗ݇㘨䆹䏃⬅೒ᯊˈӮⳟֵࠄᙃᦤ⼎䆹ᑨ⫼ϡᬃᣕ

Ⳍᑨⱘ㾘߭˖ 

# 䜡㕂䏃⬅೒ 
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match length 1 3  
Ruijie(config-route-map)# match route-type external  
Ruijie(config-route-map)# set level backbone 

# 䜡㕂 OSPF 
Ruijie(config)# router ospf 1 
Ruijie(config-router)# redistribute rip subnets route-map 
redrip 

% ospf redistribute rip not support match length 

% ospf redistribute rip not support match route-type 
% ospf redistribute rip not support set level backbone 

29.4.2. 䴭ᗕ䏃⬅䞡ߚᏗ 

¸ 䜡㕂㽕∖ 

ϔৄ䆒໛ˈ䗮䖛RIP Ϣ݊ᅗ䆒໛Ѹᤶ䏃⬅ֵᙃˈ঺໪䖬᳝3 ᴵ䴭ᗕ䏃⬅ˈ㽕∖RIP
䞡ᮄߚᏗ䴭ᗕ䏃⬅ˈᑊϨাܕ䆌䗮ਞ 172.16.1.0/24ǃ192.168.1.0/24 ϸᴵ䏃⬅Ǆ 

¸ 䏃⬅䆒໛݋ԧ䜡㕂 

䖭гᰃ೼ᅲ䰙ᑨ⫼Ё↨䕗ᐌ㾕ⱘ䏃⬅䖛Ⓒ䜡㕂՟ᄤˈ䗮䖛䜡㕂ߚᏗ߫㸼ᴹᅲ⦄Ǆ

঺໪⊼ᛣҹϟ䜡㕂Ё≵᳝ᣛᅮ䞡ߚᏗ䏃⬅ⱘ䞣ᑺؐˈ಴Ўℸ໘䞡ߚᏗⱘ䏃⬅Ў䴭

ᗕ䏃⬅ˈRIP Ӯ㞾ߚࡼ䜡䞣ᑺؐǄRIP 䜡㕂Ёⱘ⠜ᴀᣛᅮϢ݇䯁㞾ࡼ∛ᘏᰃᖙ乏

ⱘˈ಴Ў䆓䯂߫㸼Ёܕ䆌ⱘ䏃⬅ᰃ 172.16.1.0/24 ⱘ䏃⬅ˈRIP 㽕ᇍ໪䗮ਞ䆹䏃

⬅ˈ佪ܜᕫᬃᣕ᮴㉏䏃⬅ⱘᄬ೼ˈ㗠Ϩ೼䗮ਞᯊϡ㛑㹿∛ᘏ៤ 172.16.0.0/16 㔥

㒰Ǆ 

# 䜡㕂䴭ᗕ䏃⬅ 
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Ruijie(config)# ip route 172.16.1.0 255.255.255.0 172.200.1.2 
Ruijie(config)# ip route 192.168.1.0 255.255.255.0 172.200.1.2 
Ruijie(config)# ip route 192.168.2.0 255.255.255.0 172.200.1.4 

# 䜡㕂 RIP 
Ruijie(config)# router rip 
Ruijie(config-router)# version 2 
Ruijie(config-router)# redistribute static 
Ruijie(config-router)# network 192.168.34.0 
Ruijie(config-router)# distribute-list EXT_ACL out static 
Ruijie(config-router)# no auto-summary 

# 䜡㕂ᠽሩ ACL 
Ruijie(config)# ip access-list extended EXT_ACL 
Ruijie(config-ext-nacl)#10 permit ip 192.168.1.0 0.0.0.255  
any 

Ruijie(config-ext-nacl)#10 permit ip 172.16.1.0 0.0.0.255 any 0 1 d 
 ( ) v 1
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೒  Ꮧߚᗕ䏃⬅ण䆂䞡ࡼ  1

೼䆒໛ Router B ϞˈOSPF 䞡ߚᏗ RIP 䏃⬅ඳЁⱘ䏃⬅ˈ䏃⬅㉏ൟЎ Type-1ˈᑊ

䞡ߚᏗ BGP 䏃⬅ඳЁᨎᏺಶԧሲᗻ 11:11 ⱘ BGP 䏃⬅˗RIP 䞡ߚᏗ OSPF 䏃⬅

ඳЁⱘ 192.168.10.0/24 ϔᴵ䏃⬅ˈ㗠Ϩ䞣ᑺؐ䆒Ў 3ˈᑊϨ䗮ਞϔᴵ咬䅸䏃⬅ࠄ

RIP ඳǄ 

¸ 䏃⬅䆒໛݋ԧ䜡㕂 

䏃⬅ण䆂П䯈䖯㸠䞡ߚᏗ䏃⬅ˈㅔऩⱘ䏃⬅䖛Ⓒৃҹ⬅ߚᏗ߫㸼ᴹ᥻ࠊˈԚᰃ㽕

ᇍϡৠⱘ䏃⬅䆒㕂ϡৠⱘሲᗻˈߚᏗ߫㸼ᰃخϡࠄⱘˈ䳔㽕䜡㕂䏃⬅೒䖯㸠᥻

މ㛑ˈԚᰃ䜡㕂гⳌᇍ໡ᴖˈϔ㠀ᚙࡳࠊᏗ߫㸼ᦤկњ᳈໮ⱘ᥻ߚ↨Ǆ䏃⬅೒ࠊ

ϟৃҹϡ⫼䏃⬅೒ⱘሑ䞣ϡ⫼ˈՓᕫ䆒໛䜡㕂ㅔऩ࣪Ǆ䆹՟ᄤⱘ䜡㕂ᑨ⫼䏃⬅೒

ᇍ BGP 䏃⬅ⱘಶԧሲᗻ䖯㸠ऍ䜡Ǆ 

䏃⬅䆒໛ A ⱘ䜡㕂˖ 

# 䜡㕂㔥㒰᥹ষ 
Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.10.1 255.255.255.0 
Ruijie(config)# interface loopback 1 
Ruijie(config-if)# ip address 192.168.100.1 255.255.255.0 
Ruijie(config-if)# no ip directed-broadcast 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.12.55 255.255.255.0 
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# 䜡㕂 OSPF 
Ruijie(config)# router ospf 12 
Ruijie(config-router)# network 192.168.10.0 0.0.0.255 area 0 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 
Ruijie(config-router)# network 192.168.100.0 0.0.0.255 area 0 

䏃⬅䆒໛ B ⱘ䜡㕂˖ 

# 䜡㕂㔥㒰᥹ষ 
Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.5 255.255.255.0 
Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address 192.168.23.2 255.255.255.0 

# 䜡㕂 OSPFˈ䆒㕂䞡ߚᏗ䏃⬅ⱘ㉏ൟ 
Ruijie(config)# router ospf 12 
Ruijie(config-router)# redistribute rip metric 100 metric-type 
1 subnets 
Ruijie(config-router)# redistribute bgp route-map ospfrm  
subnets 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

# 䜡㕂 RIPˈߚᏗ߫㸼䖛Ⓒ䞡ߚᏗ䏃⬅ 
Ruijie(config)# router rip 
Ruijie(config-router)# redistribute ospf 12 metric 2 
Ruijie(config-router)# network 192.168.23.0 
Ruijie(config-router)# distribute-list 10 out ospf  
Ruijie(config-router)# default-information originate always 
Ruijie(config-router)# no auto-summary 

# 䜡㕂 BGP 
Ruijie(config)# router bgp 2 
Ruijie(config-router)# neighbor 192.168.24.4 remote-as 4 
Ruijie(config-router)# address-family ipv4 
Ruijie(config-router-af)# neighbor 192.168.24.4 activate 
Ruijie(config-router-af)# neighbor 192.168.24.4 
 send-community 

# 䜡㕂䏃⬅೒ 
Ruijie(config)# route-map ospfrm 
Ruijie(config-route-map)# match community cl_110 

# ᅮН䆓䯂߫㸼 
Ruijie(config)# access-list 10 permit 192.168.10.0 

# ᅮН community ߫㸼 
Ruijie(config)# ip community-list standard cl_110 permit 11:11 

䏃఼᳝ C ⱘ䜡㕂˖ 

# 䜡㕂㔥㒰᥹ষ 
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Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.30.1 255.255.255.0 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.3.1 255.255.255.0 
Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address 192.168.23.3 255.255.255.0 

# 䜡㕂 RIP 
Ruijie(config)# router rip 
Ruijie(config-router)# network 192.168.23.0 
Ruijie(config-router)# network 192.168.3.0 
Ruijie(config-router)# network 192.168.30.0 

䏃఼᳝ D ⱘ䜡㕂˖ 

# 䜡㕂㔥㒰᥹ষ 
Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.40.1 255.255.255.0 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.4.1 255.255.255.0 
Ruijie(config)# interface gigabitEthernet 1/0 
Ruijie(config-if)# ip address 192.168.24.4 255.255.255.0 

# 䜡㕂 BGP 
Ruijie(config)# router bgp 4 
Ruijie(config-router)# neighbor 192.168.24.2 remote-as 2 
Ruijie(config-router)# redistribute connected route-map bgprm 
Ruijie(config-router)# address-family ipv4 
Ruijie(config-router-af)# neighbor 192.168.24.2 activate 
Ruijie(config-router-af)# neighbor 192.168.24.2 
 send-community 

# 䜡㕂䏃⬅೒ 
Ruijie(config)# route-map bgprm 
Ruijie(config-route-map)# set community 22:22 

䏃⬅䆒໛ A ⳟࠄⱘ OSPF 䏃⬅: 

O E1 192.168.30.0/24 [110/101] via 192.168.12.5, 00:04:07, 

FastEthernet0/1 
O E1 192.168.3.0/24 [110/101] via 192.168.12.5, 00:04:07, 

FastEthernet0/1 

䏃⬅䆒໛ C ⳟࠄⱘ RIP 䏃⬅˖ 

R    0.0.0.0/0 [120/1] via 200.168.23.2, 00:00:00, Serial1/0 

R    192.168.10.0/24 [120/2] via 200.168.23.2, 00:00:00,  
Serial1/0 
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㄀30ゴ� IP 㒘᪁䏃⬅䜡㕂 

30.1. ὖ䗄 

ᴀゴᦣ䗄བԩ䜡㕂㒘᪁䏃⬅ण䆂Ǆབᵰ㽕њ㾷ᴀゴ㒘᪁䏃⬅ੑҸⱘᅠᭈᦣ䗄ˈ䇋

খ㗗݊ᅗ᳝݇ "㒘᪁䏃⬅ੑҸ"ⱘゴ㡖Ǆ 

Ӵ㒳ⱘ IP Ӵ䕧াܕ䆌ϔৄЏᴎ৥ऩϾЏᴎ˄ ऩ᪁䗮ֵ ៪˅㗙᠔᳝Џᴎ˄ ᑓ᪁䗮ֵ˅̍

㒘᪁ᡔᴃ߭ᦤկ㄀ϝ⾡䗝ᢽ˖ܕ䆌ϔৄЏᴎ৥ᶤѯЏᴎথ䗕᡹᭛Ǆ䖭ѯЏᴎ㹿⿄

Ў㒘៤ਬǄ 
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೒ 1  IP 㒘᪁⦃๗Ёᑨ⫼ࠄⱘ㒘᪁ण䆂೒�

30.1.2. IGMP ὖ䗄 

IP 㒘᪁ᰃϔ⾡ܕ䆌ϔϾ៪໮Ͼথ䗕㗙˄㒘᪁⑤˅ˈথ䗕ऩϔⱘ᭄᥂ࣙࠄ໮Ͼ᥹ᬊ

㗙˄ ϔ⃵ⱘˈৠᯊⱘ ⱘ˅㔥㒰ᡔᴃǄ㒘᪁⑤ᡞ᭄᥂ࣙথ䗕ࠄ⡍ᅮ㒘᪁㒘ˈ㗠া᳝ሲ

Ѣ䆹㒘᪁㒘ഄഔⱘЏᴎᠡ㛑᥹ᬊࠄ᭄᥂ࣙǄ㒘᪁ৃҹ໻໻ⱘ㡖ⳕ㔥㒰ᏺᆑˈ಴Ў

᮴䆎᳝໮ᇥϾ᥹ᬊЏᴎˈ೼ᭈϾ㔥㒰ⱘӏԩϔᴵ䫒䏃ϞাӴ䗕ऩϔⱘ᭄᥂ࣙǄ 

㒘᪁Փ⫼ IANA 㾘ᅮⱘ D ㉏㔥㒰ഄഔǄD ㉏ഄഔⱘ᳔催ԡЎ 1110Ǆ಴ℸˈ㒘᪁ഄ

ഔ㣗ೈЎ 224.0.0.0 ࠄ 239.255.255.255Ǆϡ䖛݊Ёᑊϡᰃ᠔᳝ഄഔ䛑ৃҹ㹿⫼᠋

Փ⫼ˈ᳝ϔѯഄഔ㹿ֱ⬭Ўण䆂Փ⫼៪݊ҪഄഔǄ↨བ 224.0.0.1 㸼⼎᠔᳝㒘᪁Џ

ᴎഄഔˈ224.0.0.2 㸼⼎᠔᳝㒘᪁䆒໛ഄഔǄ 

ӏԩЏᴎˈϡ䆎ᰃ৺Ў㒘᪁㒘៤ਬˈ䛑ৃҹ԰Ў㒘᪁⑤Ǆ✊㗠ˈা᳝ሲѢ㒘᪁㒘

ⱘ៤ਬᠡ㛑᥹ᬊ㒘᪁ᏻǄ㒘᪁㒘ⱘ៤ਬᰃࡼᗕ⹂ᅮⱘˈЏᴎৃҹࡼᗕܹࡴ៪㗙⾏

ᓔϔϾ㒘Ǆ㒘᪁ᏻ೼㔥㒰Ёⱘ䕀থ⬅㒘᪁䆒໛ᅠ៤ˈ㒘᪁䆒໛䖤㸠㒘᪁䏃⬅ण

䆂Ǆ 

㽕খࡴ IP 㒘᪁ˈ㒘᪁Џᴎǃ䆒໛ᖙ乏㛑ᬃᣕ IGMP ᪡԰Ǆ䆹ण䆂ᰃЏᴎ⫼ᴹ䗮ⶹ

䆒໛ϢҪӀⳈ䖲㔥㒰ⱘ㒘᪁៤ਬ݇㋏ˈҹއᅮᇍ㒘᪁⌕ⱘ䕀থǄ߽⫼Ң IGMP 㦋

ᕫⱘֵᙃˈ䆒໛㓈ᡸϔᓴ㒘᪁៤ਬ㸼ˈ䆹㸼ᰃ෎Ѣ↣Ͼ᥹ষⱘǄᔧϔϾ᥹ষ㟇ᇥ

᳝ϔϾЏᴎᰃ㒘៤ਬᯊˈ㒘᪁៤ਬ㸼ᠡ㹿▔⌏Ǆ 

Ⳃࠡ IGMP ᳝໮Ͼ⠜ᴀˈ݊Ё IGMPv2 ෎ᴀᰃ೼ IGMPv1 ⱘ෎⸔Ϟˈ䗮䖛๲ࡴ⾏

ᓔ᡹᭛ҹՓЏᴎৃҹЏࡼ㽕∖⾏ᓔ㒘᪁㒘ǄIGMP ण䆂ⱘ㸠Ўৃҹߚ៤ϸϾ䚼

 Џᴎ㸠Ў੠䆒໛㸠ЎǄ˖ߚ
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30.1.2.1. IGMP ϡৠ⠜ᴀⱘ᡹᭛ҟ㒡 

30.1.2.1.1. IGMP Version 1 

೼⠜ᴀ 1 Ёˈা᳝ϸ⾡᡹᭛㉏ൟ˖ 

¸ Membership query 

¸ Membership report 

Џᴎথ䗕 report ᡹᭛㸼⼎ܹࡴˈ䆒໛ᅮᳳথ䗕 query ᡹᭛ˈ⹂䅸ϔϾ㒘㟇ᇥ᳝ϔ

ϾЏᴎᄬ೼ˈᔧϔϾ㒘ⱘ᠔᳝Џᴎ䛑ϡᄬ೼ᯊˈ䆒໛ᇚ䆹㒘ߴ䰸Ǆ 

30.1.2.1.2. IGMP Version 2 

೼⠜ᴀ 2 Ёˈ㾘ᅮњಯ⾡᡹᭛㉏ൟ˖ 

¸ Membership query 

¸ Version 1 membership report 

¸ Version 2 membership report 

¸ Leave group 

䖛⿟Ϣ⠜ᴀ 1 ෎ᴀ㉏ԐˈԚ೼Џᴎⱘ䗔ߎᴎࠊϞࡴҹᬍ䖯Ǆ⠜ᴀ 2 ᬃᣕЏᴎথ䗕

leave ᡹᭛䗮ⶹ䆒໛ˈ䆒໛ݡথ䗕 query ⹂䅸ᰃ৺ҡ᳝Џᴎᄬ೼Ǆ䖭ḋܹࡴ੠⾏ᓔ

ⱘᬜ⥛ᕫࠄᦤ催Ǆ 

ৠᯊˈ⠜ᴀ2໘⧚໮䆓䯂㔥㒰ⱘ໮䆒໛ᚙމǄ೼䖤㸠 IGMPण䆂ⱘ㒘᪁㔥㒰ЁˈӮ

᳝ϔϾϧ㘠ᶹ䆶ⱘ㒘᪁䆒໛䋳䋷থ䗕 IGMP ᶹ䆶᡹᭛Ǆ䖭Ͼϧ㘠䆒໛ᰃ䗮䖛䗝В

ԢࠄᅮⱘǄ䍋߱᠔᳝䆒໛ᓔྟ໘Ѣᶹ䆶㗙⢊ᗕǄᔧ䆒໛ᬊއ IP ഄഔ䆒໛ⱘ៤ਬ݇

㋏ᶹ䆶ᯊˈҪӀҢ᥹ᬊ㗙⢊ᗕ䕀ব៤䴲ᶹ䆶㗙⢊ᗕǄ಴ℸ᳔㒜ҙ᳝ϔϾ䆒໛໘Ѣ

ᶹ䆶⢊ᗕǄ䖭Ͼ䆒໛Ў㔥㒰Ϟ᠔᳝㒘᪁䆒໛Ё IP ഄഔ᳔Ԣ㗙Ǆ 

ᔧᶹ䆶㗙䆒໛༅ᬜᯊˈIGMPv2 г䖯㸠໘⧚Ǆ䴲ᶹ䆶㗙䆒໛㓈ᡸ݊ᅗᶹ䆶㗙ᄬ⌏

ⱘ䯈䱨ᅮᯊ఼Ǆ↣⃵䆒໛ᬊࠄ៤ਬ݇㋏ᶹ䆶᡹᭛ᯊˈ䛑䞡㕂ℸᅮᯊ఼Ǆབᵰᅮᯊ

఼䍙ᯊˈ߭ℸ䆒໛ᓔྟথ䗕ᶹ䆶᡹᭛ˈᮄϔ䕂ᶹ䆶㗙䆒໛䗝ВজᓔྟњǄ 

ᶹ䆶㗙䆒໛ᖙ乏ᅮᳳথ䗕៤ਬ݇㋏ᶹ䆶䇋∖ˈҹ⹂ֱ㔥㒰Ϟ݊Ҫ䆒໛ᯢⱑᶹ䆶㗙

䆒໛ҡ✊ᰃৃᎹ԰ⱘǄ㽕ᅠ៤䖭乍ࡳ㛑ˈᶹ䆶㗙䆒໛㓈ᡸϔϾᶹ䆶䯈䱨ᅮᯊ఼Ǆ

ᔧথ䗕៤ਬ݇㋏ᶹ䆶᡹᭛ᯊˈ䞡㕂ℸᅮᯊ఼Ǆ䯈䱨ᅮᯊ఼Ў䳊៪ϡ䳔㽕ᯊˈᶹ䆶

㗙䆒໛থ䗕঺ϔϾ៤ਬ݇㋏ᶹ䆶Ǆ 

೼䆒໛㄀ϔ⃵ߎ⦄े쐀
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ᰃ৺ᰃ᳔ৢϔϾ⾏ᓔ㒘ⱘǄ䆒໛೼ذℶЎ䙷Ͼ㒘䕀থߚ㒘Пࠡথ䗕ϔ㋏߫䖭⾡᡹

᭛ˈ᡹᭛᭄ㄝѢ᳔ৢⱘ៤ਬᶹ䆶᭄Ǆ䆒໛থ䗕໮Ͼ⡍ᅮ㒘៤ਬ݇㋏ᶹ䆶ҹ⹂ֱ䙷

Ͼ㒘ݙ≵᳝៤ਬњǄ↣䱨᳔ৢ៤ਬᶹ䆶䯈䱨⾦᭄থ䗕ϔϾ䖭ḋⱘᶹ䆶ˈҹ䱨ᓔᶹ

䆶Ǆᬊϡࠄᶹ䆶ⱘᑨㄨᯊˈ䆒໛ذℶ೼䙷Ͼ⡍ᅮ᥹ষϞЎ䖭Ͼ㒘ഄഔ䕀থ㒘᪁䗮

ֵǄ 

30.1.2.1.3. IGMP Version 3 

೼ IGMPV1 ੠ V2 ⱘᑨ⫼Ёᄬ೼ҹϟ޴Ͼ㔎䱋: 

¸ 㔎У᳝ᬜ᥻ࠊ㒘᪁⑤ⱘ᠟↉Ǆ 

¸ ⬅Ѣϡⶹ䘧㒘᪁⑤ⱘԡ㕂ˈ㒘᪁䏃ᕘⱘᓎゟ↨䕗ೄ䲒Ǆ 

¸ থ⦄ϔϾଃϔⱘ㒘᪁ഄഔकߚೄ䲒ˈৃ㛑ߎ⦄໮Ͼⱘ㒘᪁㒘Փ⫼ৠϔϾ㒘᪁

ഄഔⱘᚙމǄ 

೼ IGMPV1/V2 ⱘ෎⸔ϞˈIGMPV3 ᦤկњ乱໪ⱘ⑤䖛Ⓒ㒘᪁ࡳ㛑Ǆ೼ IGMP 
V1/V2 ЁˈЏᴎাḍ᥂㒘ഄഔᴹއᅮܹࡴᶤϾ㒘ᑊҢӏԩϔϾ⑤᥹ᬊথ㒭䆹㒘ഄ

ഔⱘ㒘᪁⌕Ǆ㗠Փ⫼ IGMPV3 ⱘЏᴎ䗮ਞ䆹Џᴎ᠔Ꮰᳯܹࡴⱘ㒘᪁㒘ˈৠᯊ䖬䗮

ਞ䆹Џᴎ᠔Ꮰᳯ᥹ᬊⱘ㒘᪁⑤ⱘഄഔǄЏᴎৃҹ䗮䖛ϔϾࣙᣀ߫㸼៪ϔϾᥦ䰸߫

㸼ᴹᣛᯢᏠᳯҢાѯ⑤㛑᥹ᬊ㒘᪁⌕Ǆৠᯊ IGMPv3 ᏺᴹⱘ঺໪ϔϾད໘ᰃ㡖ⳕ

ᏺᆑˈ䙓ܡϡ䳔㽕ⱘǃ䴲⊩ⱘ㒘᪁᭄᥂⌕ऴ⫼㔥㒰ᏺᆑˈ䖭ᇸ݊೼໮Ͼ㒘᪁⑤݅

⫼ϔϾ㒘᪁ഄഔⱘ㔥㒰⦃๗Ё㸼⦄ᯢᰒǄIGMPv1 ੠ IGMPv2 гৃҹᅲ⦄ᶤ⾡ᛣ

НϞⱘĀ⑤ഄഔ䖛ⒸāˈԚᅗᰃ೼㒘᪁⌕᥹ᬊッϞخⱘǄབϟ೒᠔⼎˖㒘᪁⑤᳝

S1 ੠ S2ˈথ䗕ৠϔ㒘᪁ഄഔ G ⱘ᭄᥂⌕ǄS1ǃS2 ⱘ㒘᪁⌕Ӯ৥᠔᳝᥹ᬊ G ⱘ

Џᴎথ䗕ˈ㗠བᵰЏᴎ A াᛇ᥹ᬊ S1 ⱘˈЎ䙓ܡ S2 ᭄᥂⌕ⱘᑆᡄˈা㛑⫼Ⳍᑨ

ⱘᅶ᠋ッ䕃ӊ䖯㸠㒜ッϞⱘ䖛ⒸǄ 

 

೒ 1 

㗠བᵰ㔥㒰ݙⱘ䆒໛ᬃᣕ IGMPv3ˈЏᴎ A াᛇ᥹ᬊ S1 ᴹⱘ᭄᥂⌕ˈথ䗕 join G 
include S1 ⱘ IGMPv3 ᡹᭛˗Џᴎ B াᛇ᥹ᬊ S2 ᴹⱘ᭄᥂⌕ˈথ䗕 join G include 
S2 ⱘ IGMPv3 ᡹᭛ˈѢᰃ᭄᥂⌕ⱘ䕀থህབϟ᠔⼎Ǆ㡖ⳕњϔ䚼ߚᏺᆑǄ 
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೒ 2 

ৠ⠜ᴀˎᇍ↨ˈ⠜ᴀ 3 ⱘ㾘ᅮњҹϟϸ⾡᡹᭛㉏ൟ˖ 

¸ Membership Query 

¸ Version 3 Membership Report 

݊Ё Membership Query  ˖⾡Ўϝߚ

¸ General Query˖ ⫼Ѣᶹ䆶᥹ষϟ᠔᳝㒘᪁៤ਬֵᙃ˗ 

¸ Group-Specific Query˖ ⫼Ѣᶹ䆶᥹ষϟᣛᅮ㒘ⱘ៤ਬֵᙃ˗ 

¸ Group-and-Source-Specific Query˖    䆹㉏ൟЎ IGMPv3 Ёᮄ๲ࡴⱘˈ⫼

Ѣᶹ䆶᥹ষϟᰃ৺᳝៤ਬ䳔㽕᥹ᬊᣛᅮ⑤߫㸼Ёⱘ⑤᠔থߎⱘ⡍ᅮ㒘ⱘ㒘᪁⌕Ǆ 

ৠ IGMP Version2 Ёⱘ Membership Report ϡৠˈIGMP Version3 Ёথߎⱘ

Membership Report ⱘⳂⱘഄഔ೎ᅮЎ 224.0.0.22.ᑊϨ IGMP Version3 Ёথߎⱘ

Membership Report ᡹᭛Ёৃҹࣙ৿໮Ͼ㒘ⱘֵᙃǄ 

IGMP Version3 г㛑໳䆚߿⠜ᴀ 1 ੠⠜ᴀ 2 ⱘ Membership Report ᡹᭛ҹঞ⠜ᴀ

2 ⱘ Leave Group ᡹᭛Ǆ 

IGMP Version3 ⱘ䖛⿟ৠ IGMP Version2 ㉏ԐǄIGMP Version3 㛑໳৥ϟݐᆍ

IGMP Version1 ੠ IGMP Version2Ǆ 

30.1.3. PIM-DM ὖ䗄 

PIM-DM˄Protocol Independent Multicast-Dense Mode˅ᰃϔ⾡ᆚ䲚῵ᓣⱘ㒘᪁

䏃⬅ण䆂ˈ䗖⫼Ѣ㔥㒰㾘῵↨䕗ᇣǃ㒘᪁៤ਬⳌᇍ䲚Ёⱘᚙމ
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30.1.4. PIM-SM ὖ䗄 

PIM(Protocol Independent Multicast)⬅ IDMR˄ ඳ䯈㒘᪁䏃⬅ Ꮉ˅԰㒘䆒䅵ˈ乒ৡ

ᗱНˈPIM ϡձ䌪Ѣᶤϔ⡍ᅮऩ᪁䏃⬅ण䆂ˈᅗৃ߽⫼৘⾡ऩ᪁䏃⬅ण䆂ᓎゟⱘ

ऩ᪁䏃⬅㸼ᅠ៤ RPF Ẕᶹࡳ㛑ˈ㗠ϡᰃ㓈ᡸϔϾߚ⾏ⱘ㒘᪁䏃⬅㸼ᅲ⦄㒘᪁䕀

থǄ⬅Ѣ PIM ᮴䳔ᬊথ㒘᪁䏃⬅᳈ᮄˈ᠔ҹϢ݊ᅗ㒘᪁ण䆂Ⳍ↨ˈPIM ᓔ䫔䰡Ԣ

њ䆌໮ǄPIM ⱘ䆒䅵ߎথ⚍ᰃ೼ Internet 㣗ೈݙৠᯊᬃᣕ SPT ੠݅ѿᷥˈᑊՓϸ

㗙П䯈♉⌏䕀ᤶˈ಴㗠䲚ЁњᅗӀⱘӬ⚍ᦤ催њ㒘᪁ᬜ⥛ǄPIM ᅮНњϸ⾡῵

ᓣ˖⿴ᆚ῵ᓣ(Dense-Mode)੠⿔⭣῵ᓣ˄Sparse-Mode˅Ǆ 

PIM-SM(Protocol Independent Multicast Sparse Mode)ᰃϔ⾡⿔⭣῵ᓣⱘ㒘᪁䏃

⬅ण䆂Ǆ೼ PIM-SM ඳЁˈ䖤㸠 PIM-SM ण䆂ⱘ䆒໛਼ᳳᗻഄথ䗕 Hello ⍜ᙃˈ⫼

ҹথ⦄䚏᥹ⱘ PIM-SM 䆒໛ˈᑊϨ䋳䋷೼໮䏃䆓䯂㔥㒰Ё䖯㸠ᣛ⌒䆒໛ DR ⱘ䗝

ВǄ䖭䞠ˈDR 䋳䋷Ў݊Ⳉ䖲㒘៤ਬᳱⴔ㒘᪁ߚথᷥḍ㡖⚍ᮍ৥থ䗕“࠾/ܹࡴᵱ”⍜
ᙃˈ៪ᰃᇚⳈ䖲㒘᪁⑤ⱘ᭄᥂থ৥㒘᪁ߚথᷥǄ 

 

೒ 5  pim-sm ᰒᓣⱘ࠾/ܹࡴᵱᴎࠊ 

PIM-SM 䗮䖛ᓎゟ㒘᪁ߚথᷥᴹ䖯㸠㒘᪁᭄᥂ࣙⱘ䕀থǄ㒘᪁ߚথᷥߚЎϸ⾡˖

ҹ㒘 G ⱘ RP(∛㘮⚍)Ўḍⱘ݅ѿᷥ(Shared Treeˈे RPT)੠ҹ㒘᪁⑤Ўḍⱘ᳔ⷁ

䏃ᕘᷥ(Shortest Path Treeˈे SPT)ǄPIM-SM 䗮䖛ᰒᓣഄ࠾/ܹࡴᵱᴎࠊᴹᅠ៤

㒘᪁ߚথᷥⱘᓎゟϢ㓈ᡸǄབϞ೒᠔⼎˖�
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1) ᥹ᬊッ DR ᬊࠄϔϾᴹ㞾᥹ᬊッЏᴎⱘ IGMP (*,G) Report ᡹᭛˗ 

2) བᵰ᥹ᬊッⱘ DR ϡᰃ䖭Ͼ㒘 G ⱘ RPˈ᥹ᬊッⱘ DR ህӮ৥ RP ᮍ৥থ䗕ϔ

Ͼ(*.G)Join ᡹᭛ˈᬊࠄ䖭Ͼ(*,G)Join ᡹᭛ⱘϞ␌䏃⬅఼ˈজӮ৥ RP ᮍ৥থ䗕

(*,G)Join ᡹᭛ˈ䖭ḋ(*,G)Join ᡹᭛䗤䏇থ䗕ˈⳈࠄ㒘 G ⱘ RP ᬊࠄњ(*,G)Join ᡹

᭛ˈ㸼⼎ܹ݅ࡴѿᷥ˗ 

3) ᭄᥂⑤Џᴎ৥㒘থ䗕㒘᪁᭄᥂ᯊˈ⑤᭄᥂㹿ᇕ㺙೼⊼ݠ⍜ᙃݙˈᑊ⬅᭄᥂⑤

ッⱘ DR ऩ᪁㟇 RPˈRP Ёⱘ᭄᥂᡹᭛ˈ✊ৢ⊓ⴔ݅݊ߎ᡹᭛㾷ᇕˈপݠ⊼ᇚݡ

ѿᷥ䕀থࠄ৘Ͼ㒘៤ਬ˗ 

4) RP ᳱⴔ᭄᥂⑤ッⱘ DR থ䗕˄SˈG˅Join ᡹᭛ˈ⫼ҹܹࡴℸ⑤ⱘ᳔ⷁ䏃ᕘ

ᷥ˗ 

5) 䖭ḋᔧ RP ᭄᥂⑤ッⱘࠄ DR ⱘ SPT ᓎདৢˈ᭄᥂⑤ⱘ᭄᥂ࣙᇚ⊓ⴔ᳔݊ⷁ

䏃ᕘᷥϡࡴᇕ㺙ഄথ䗕ࠄ RP˗ 

6) ᔧ㄀ϔϾ㒘᪁᭄᥂⊓ SPT 䖒ᯊˈRPࠄ ৥⑤ⱘ DR থ䗕⊼ذ-ݠℶ⍜ᙃˈҹՓ

DR ᇕ㺙䖛⿟Ǆᔧ᭄᥂⑤ッⱘݠ⊼ℶذ DR ᬊذ-ݠ⊼ࠄℶ⍜ᙃৢˈϡݡᇕ㺙⊼ݠ

᭄᥂᡹᭛ˈ㗠ᰃা⊓ⴔ⑤ⱘ᳔ⷁ䏃ᕘᷥথ䗕ࠄ RPˈݡ⬅ RP ᇚ݊⊓ⴔ݅ѿᷥ䕀থ

৘Ͼ㒘៤ਬǄ 

7) ᔧᶤϾ᥹ᬊッϡݡ䳔㽕㒘᪁᭄᥂ᯊˈ᥹ᬊッথ䗕 IGMP leave ᡹᭛ 

8) ᥹ᬊッⱘ DR ৥ⴔ㒘 G ⱘ RP 䗤䏇㒘᪁࠾ᵱ⍜ᙃ⫼ҹ࠾ᵱ݅ѿᷥˈ䖭Ͼ࠾ᵱ

⍜ᙃ᳔ৢӮࠄ䖒 RP ៪ᰃࠄ䖒এ RP 䏃ϞⱘᶤϾ䏃⬅఼Ϩ䖭Ͼ䏃⬅఼Ϟ䖬᳝݊Ҫ

(*,G)᥹ᬊ㗙Ǆ䖭ḋˈ᭄᥂᡹᭛ህϡӮݡᕔ䖭Ͼ᥹ᬊッⱘᮍ৥থ䗕Ǆ 

9) 㢹 RP ϞᏆ≵᳝ϟ␌᥹ᬊ㗙ˈ䙷М RP ህӮ৥᭄᥂⑤ᮍ৥থ䗕(S,G)࠾ᵱ᡹

᭛ˈ(S,G)࠾ᵱ᡹᭛䗤ᴵথ䗕ࠄ᭄᥂⑤ッⱘ DRˈѢᰃ᭄᥂⑤ⱘ DR ህӮ࠾ᥝᬊࠄ

䖭Ͼ(S,G)࠾ᵱ᡹᭛ⱘ᥹ষ˗Ѣᰃˈ᭄᥂᡹᭛೼᭄᥂⑤ッⱘ DR ህ㹿䖛ⒸᥝǄ 

PIM-SM Ё䖬⍝ঞࠄḍ㡖⚍ RP ⱘ䗝ᢽᴎࠊǄPIM-SM ඳݙ䜡㕂њϔϾ៪໮Ͼփ䗝

㞾В䆒໛(Candidate-BSR)ˈᑨ⫼ϔᅮⱘ㾘߭ҢЁ䗝ߎ㞾В䆒໛(BSR)ǄPIM-SM
ඳЁ䖬䜡㕂њ׭䗝 RP 䆒໛(Candidate-RP)ˈ䖭ѯ׭䗝 RP ᇚࣙ৿њᅗӀⱘഄഔঞ

ৃҹ᳡ࡵⱘ㒘᪁㒘ㄝֵᙃⱘ᭄᥂᡹᭛ऩ᪁㟇 BSR 䆒໛ǄBSR ᅮᳳ⫳៤ࣙᣀϔ㋏߫

䗝׭ RP ҹঞⳌᑨⱘ㒘ഄഔⱘ”㞾В”⍜ᙃǄ”㞾В”⍜ᙃ೼ᭈϾඳЁ䗤䏇থ䗕Ǆ䆒໛

᥹ᬊᑊֱᄬ䖭ѯ“㞾В”⍜ᙃǄ㢹᥹ᬊッ DR ҢⳈ䖲Џᴎᬊࠄњᶤ㒘ⱘ៤ਬ݇㋏᡹ਞ

ৢˈབᵰᅗ≵᳝䖭Ͼ㒘ⱘ䏃⬅乍ˈ᥹ᬊッ DR ᇚՓ⫼ϔϾ hash ㅫ⊩ᇚ㒘ഄഔ᯴ᇘ

㟇ϔϾৃҹЎ䆹㒘᳡ࡵⱘ׭䗝 RPǄ✊ৢ᥹ᬊッ DR ᇚ৥ RP ᮍ৥䗤䏇㒘᪁”ܹࡴ/
ᵱ”⍜ᙃǄ㢹᭄᥂⑤ッ࠾ DR ҢⳈ䖲Џᴎᬊࠄ㒘᪁᭄᥂ࣙˈབᵰᅗ≵᳝䖭Ͼ㒘ⱘ䏃

⬅乍ˈ᭄᥂⑤ッ DR ᇚՓ⫼ hash ㅫ⊩ᇚ㒘ഄഔ᯴ᇘ㟇ϔϾৃҹЎ䆹㒘᳡ࡵⱘ׭䗝

RPǄ✊ৢ᭄᥂⑤ッ DR ᇚ㒘᪁᭄᥂ᇕ㺙೼⊼ݠ⍜ᙃЁऩ᪁ࠄ RPǄ 

PIM-SM Ϣ෎Ѣ“ᠽᬷ/࠾ᵱ”῵ൟⱘ PIM-DM ḍᴀᏂ߿೼Ѣ PIM-SM ᰃ෎Ѣᰒᓣࡴ

ܹ῵ൟˈे᥹ᬊ㗙৥ RP থ䗕ܹࡴ⍜ᙃˈ㗠䆒໛া೼ᏆܹࡴᶤϾ㒘᪁㒘䕧ߎ᥹ষ

Ϟ䕀থ䙷Ͼ㒘᪁㒘ⱘ᭄᥂ࣙǄPIM-SM 䞛⫼݅ѿᷥ䖯㸠㒘᪁᭄᥂ࣙ䕀থǄ↣ϔϾ

㒘᳝ϔϾ∛ড়⚍˄ Rendezvous Point: RP˅̍ 㒘᪁⑤⊓᳔ⷁ䏃ᕘ৥ RP থ䗕᭄᥂ˈ

⬅ݡ RP ⊓᳔ⷁ䏃ᕘᇚ᭄᥂থ䗕ࠄ৘Ͼ᥹ᬊッǄ䖭ϔ⚍㉏ԐѢ CBTˈԚ PIM-SM
ϡՓ⫼ḌⱘὖᗉǄPIM-SM Џ㽕Ӭ࢓Пϔᰃᅗϡሔ䰤Ѣ䗮䖛݅ѿᷥ᥹ᬊ㒘᪁ֵ
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ᙃˈ䖬ᦤկҢ݅ѿᷥ৥ SPT 䕀ᤶⱘᴎࠊǄሑㅵҢ݅ѿᷥ৥ SPT 䕀ᤶޣᇥњ㔥㒰ᓊ

䖳ҹঞ೼ RP Ϟৃ㛑ߎ⦄ⱘ䰏าˈԚ䖭⾡䕀ᤶ㗫䌍њⳌᔧⱘ䆒໛䌘⑤ˈ᠔ҹᅗ䗖

⫼Ѣ᳝໮ᇍ㒘᪁᭄᥂⑤੠㔥㒰㒘᭄Ⳃ䕗ᇥⱘ⦃๗Ǆ 

PIM-SM Փ⫼݅ѿᷥ੠ SPT ᴹߚথ㒘᪁ᏻǄℸᯊˈ؛䆒݊Ҫ䆒໛䛑ϡᛇᬊࠄ䖭ѯ

㒘᪁ˈ䰸䴲᳝ᯢ⹂ⱘܹࡴໄᯢǄᔧϔϾЏᴎܹࡴњϔϾ㒘ˈϢ䆹ЏᴎⳌ䖲ⱘ䆒໛

ህ㽕⫼PIMܹࡴ⍜ᙃ䗮ⶹḍˈेRPǄ䖭ϔs鈵셤㑞ꢗ䆒໛ձ⃵Ӵ䗦ˈᓎゟњϔ

Ͼ݅ѿᷥⱘ㒧ᵘǄѢᰃˈRP 䆄ᔩ䖭ϔӴ䗦䏃ᕘˈৠᯊг䆄ᔩҢথ䗕㒘᪁⑤ⱘ㄀ϔ

䏇䆒໛˄DR˅থᴹⱘ⊼ݠⅤ㑞ˈḍ᥂䖭ϸϾֵ㑞ˈᅠ୘݅ѿᷥǄᵱ৊ֵ㑞ⱘ᳈㮄

ᰃꢗᅮ᳾ⱘᶹ䆶ֵ㑞ᅲ⦄Ǆ೼Փ⫼݅ѿᷥᯊˈ㒘᪁⑤佪ܜথ䗕㒘᪁ࠄ RPˈ䖭ḋ

ᠡ㛑ֱ䆕᠔᳝ⱘ᥹ᬊ㗙㛑ᬊࠄǄ⫼*.G ᴹ㸼⼎ϔ㻉ᷥǄ* 㸼⼎᠔᳝ⱘ⑤ˈG 㸼⼎⡍

ᅮⱘ㒘᪁ഄഔ࠾䰸ֵ㑞೼݅ѿᷥЁг㹿Փ⫼ˈेᵱ৊Ꮰᳯϡݡ᥹ᬊࠄ㒘᪁ᏻᯊথ

䗕Ǆ 

PIMv2 BSR ᰃϔ⾡ߚথ group-to-RP Ⅴ㑞ࠄ᠔᳝䆒໛ⱘᮍ⊩ǄᅗⅤ䰸њЎ↣Ͼ䆒

໛䅜ᙂ RP ⱘ䳔㽕ǄBSR Փ⫼ hop-by-hop ᠽᬷ BSR Ⅴ㑞ᴹߚথ᯴ᇘֵ㑞Ǆ佪ܜˈ

BSR ᰃҢ䆒໛Ё䗝Вߎ㴹ⱘǄ䗝В㮍⊩㉏ԐѢѠሖ㔥ḹЁ䗝В root-bridge ⱘꢗ

⿟ˈՓ⫼ϔϾӬܜ㑻ؐˈ↣Ͼ BSR 䆒໛Ẕᶹ BSR Ⅴ㑞ˈᑊা䕀থӬܜ㑻↨ᅗ㞾

Ꮕ催ⱘ៪Ⳍ˄IP ഄഔ↨ᅗ催˅ⱘ BSR Ⅴ㑞Ǆ㹿䗝Ёⱘ BSR থ䗕 BSR Ⅴ㑞ࠄ

all-PIM-routers multicast group (224.0.0.13)� ˈTTL Ў 1Ǆ䚏ሙⱘ PIMv2 䆒໛㬊

䅜ᙂݡᴹˈᑊߎᇚᅗ㒘᪁ݡˈৢࠄ TTL Ў 1Ǆ䖭ḋˈBSRⅤ㑞ϔ䏇ϔ䏇ഄ㹿᠔᳝

䆒໛ᬊࠄǄ⬅ѢⅤ㑞Ё࣓䦁쨄㍁萕─IP 䉓 刀 鞑䘀䉓 刀
RP R P � � ž • � � A ’ � �R PB S R ጀR PR PЎ R P R P RP��R P ��R P ��Cq
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¸ ⲥ㾚㓈ᡸ IGMP ⢊ᗕঞ㒘៤៤ਬֵᙃ 

¸ 䜡㕂 PIM-DM 

¸ ⲥ᥻੠㓈ᡸ PIM-DM 

¸ 䜡㕂 PIM-SM 

¸ ⲥ᥻੠㓈ᡸ PIM-SM 

30.3.1. 䜡㕂㒘᪁䏃⬅⡍ᗻ 

催㑻ⱘ IPv6 㒘᪁Ḍᖗࡳ㛑䜡㕂ࣙᣀ˖ 

¸ 䜡㕂 TTL 䯜ؐ 

¸ 䰤ࠊ㛑໳ࠄܹࡴ IP 㒘᪁䏃⬅㸼ЁⱘᴵⳂ᭄䞣˄ৃ䗝˅ 

¸ 䆒㕂⡍ᅮ IP 㒘㣗ೈⱘ IP 㒘᪁䖍⬠˄ৃ䗝˅ 

¸ 䜡㕂䴭ᗕ IP 㒘᪁᪁䏃⬅˄ৃ䗝˅ 

¸ IP 㒘᪁䏃⬅ⱘⲥ᥻੠㓈ᡸ˄ৃ䗝˅ 

30.3.1.1. 䜡㕂 TTL 䯜ؐ 

೼᥹ষ䜡㕂῵ᓣϟˈՓ⫼ ip multicast ttl-threshold 䜡㕂᥹ষϞܕ䆌䗮䖛ⱘ㒘

᪁᡹᭛ TTL ⱘ䯜ؐˈՓ⫼ no ip multicast ttl-threshold ᘶ໡㔎ⳕؐǄ㔎ⳕؐЎ 
1Ǆ 

ੑҸ Ⳃⱘ 

ip multicast ttl-threshold �z4 2 3 2 6 . l u e

G!5B TTL   
1Ųፔ↗邛苊儀 
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30.3.1.3. 䆒㕂⡍ᅮ IP 㒘㣗ೈⱘ IP 㒘᪁䖍⬠ 

೼᥹ষ䜡㕂῵ᓣϟˈՓ⫼ ip multicast boundary access-list 䜡㕂᥹ষ៤Ў⡍ᅮ

IP 㒘㣗ೈⱘ IP 㒘᪁䖍⬠ˈՓ⫼ no ੑҸᘶ໡㔎ⳕؐǄ㔎ⳕؐЎ ᮴㒘᪁䖍⬠Ǆ 

ੑҸ Ⳃⱘ 

ip multicast  
boundary 
access-list { | in | 
out |} 

䆒㕂⡍ᅮ IP 㒘㣗ೈⱘ IP 㒘᪁䖍⬠Ǆᬃᣕ IP ⱘ᭄ᄫޚᷛ acl
៪㗙ੑৡᣛᅮ⡍ᅮⱘ IP 㒘㣗ೈ 

䆹ੑҸৃҹᇍ੠䆹 IP 㒘㣗ೈⳌ݇ⱘ IGMP ǃPIM-SMǃPIM DENSE-MODE ण䆂

᡹᭛䖯㸠䖛Ⓒˈ㒘᪁᭄᥂⌕ϡӮҢ䆹㒘᪁䖍⬠᥹ষ⌕ܹ੠⌕ߎǄ 

30.3.1.4. 䜡㕂 IP 㒘᪁䴭ᗕ䏃⬅ 

㒘᪁䴭ᗕ䏃⬅ܕ䆌㒘᪁䕀থ䏃ᕘϡৠѢऩ᪁䏃ᕘǄ㒘᪁᡹᭛䕀থᯊ䛑Ӯ䖯㸠 RPF
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ip mroute source-address mask {interface-type 
interface-number} [distance] 

䜡㕂㒘᪁䴭ᗕ䏃⬅Ǆ 
Distance˖<1-255> 

 

&  说明： 

བᵰ㽕ᣛᅮ䴭ᗕ㒘᪁䏃⬅ᰀ ipˀᇍ⚍㉏ൟ  

 

30.3.1.5. 䜡㕂㒘᪁⌕Ѡሖ⌕৥᥻ࠊ 

བᵰ䳔㽕᥻ࠊッষᰁ둁鐢ㅒㅐ鹐Ⰰ鰰䮐唲꿄ᮐꔐ䬀᱀鰰䮑鞰肣䦁ꠒㅐ쿀䘁Ⅲ쀣ᔀ

৥Ǆ 

ᇍѢᶤϔᴵ㒘᪁⌕ৃҹ䜡㕂໮ᴵੑҰˀгህᰃ䇈䜡㕂໮Ͼ㹿ܕ䆌䕀থᰃర魰᱀㴀

݊Ҫ᳾㹿ܕ䆌ᰃర魱ᶠ㸐煔ᣄ吀驓䦁ꠒㅐ᱀ 
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30.3.2. 䜡㕂 IGMP 

30.3.2.1. IGMP 䜡㕂ӏ߫ࡵ㸼 

IGMP 䜡㕂ӏࣙࡵᣀҹϟ৘乍ˈԚা᳝ϔѯ乍䜡㕂ᰃᖙ乏㽕خˈ݊ᅗӏৃࡵҹḍ

᥂㔥㒰ⱘ݋ԧ䳔㽕އᅮᰃ৺㽕ᠻ㸠Ǆ⊼ᛣ˖ҹϟੑҸᖙ乏೼ϝሖ᥹ষϟ䜡㕂Ǆ 

¸ IGMP 䜡㕂ӏ߫ࡵ㸼˄㽕∖˅ 

¸ 㔎ⳕ IGMP 䜡㕂 

¸ 䜡㕂 IGMP ⱘ⠜ᴀ 

¸ 䜡㕂᳔ৢ៤ਬᶹ䆶䯈䱨˄ৃ䗝˅ 

¸ 䜡㕂᳔ৢ៤ਬᶹ䆶⃵᭄˄ৃ䗝˅ 

¸ 䜡㕂᱂䗮៤ਬᶹ䆶䯈䱨˄ৃ䗝˅ 

¸ 䜡㕂᳔໻ડᑨ䯈䱨˄ৃ䗝˅ 

¸ 䜡㕂݊ᅗᶹ䆶㗙䅵ᯊ఼䯈䱨˄ৃ䗝˅ 

¸ 䜡㕂㒘᪁㒘䆓䯂᥻ࠊ ˄ৃ䗝˅ 

¸ 䜡㕂ゟे⾏ᓔ㒘 ˄ৃ䗝˅ 

¸ 䜡㕂Џᴎ㒘 join-group(ৃ䗝) 

¸ 䜡㕂䴭ᗕ㒘 static-group(ৃ䗝) 

¸ 䜡㕂 IGMP ⢊ᗕ᭄䞣䰤ࠊ ˄ৃ䗝˅ 

¸ 䜡㕂 IGMP PROXY-SERVICE˄ৃ䗝˅  

¸ 䜡㕂 IGMP MROUTE - PROXY˄ৃ䗝˅ 

¸ ਃࡼ IGMP SSM-MAP˄ৃ䗝˅ 

¸ 䜡㕂 IGMP SSM-MAP STATIC˄ৃ䗝˅ 

30.3.2.2. 㔎ⳕ IGMP 䜡㕂 

IGMP ⠜ᴀ  ᠔᳝᥹ষᬃᣕ⠜ᴀ 2 

ᶹ䆶ડᑨᯊ䯈 10 ⾦ 

ᶹ䆶䯈䱨ᯊ䯈 125 ⾦ 

㒘᪁㒘䆓䯂᥻ܕ ࠊ䆌᠔᳝㒘 

݊ᅗᶹ䆶䅵ᯊ఼䯈䱨 255 ⾦ 
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ੑҸ ࡳ㛑 

Ruijie(config-if) # ip igmp 
last-member-query-count count 

䜡㕂᳔ৢ៤ਬᶹ䆶⃵᭄ 
咬䅸ЎೈЎ 2-7ˈ㔎ⳕؐЎ 2 

Ruijie(config-if) # no ip igmp 
last-member-query-count  ᘶ໡᳔ৢ៤ਬᶹ䆶⃵᭄Ў㔎ⳕؐ 

 

30.3.2.6. 䜡㕂᱂䗮៤ਬᶹ䆶䯈䱨 

ᶹ䆶㗙䆒໛↣㒣䖛ϔϾ᱂䗮㒘៤ਬᶹ䆶䯈䱨ᯊ䯈ˈህᅮᳳথ䗕᱂䗮㒘៤ਬᶹ䆶᡹

᭛ˈҹ⹂䅸ᔧࠡⱘ㒘៤ਬ݇㋏Ǆ᱂䗮㒘៤ਬᶹ䆶᡹᭛থ䗕ⱘⳂⱘഄഔᰃ all-hosts
㒘᪁ഄഔ˖224.0.0.1ˈৠᯊ TTL Ў 1Ǆ䆹ᯊ䯈㔎ⳕؐЎ 125 ⾦Ǆ 

䇋೼᥹ষ῵ᓣ⫼ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie(config-if) # ip igmp 
query-interval seconds 

䜡㕂᱂䗮៤ਬᶹ䆶䯈䱨ˈ㔎ⳕؐЎ
125s 
ৃ䗝㣗ೈЎ˖1~18000 

Ruijie(config-if) # no ip igmp 
query-interval ᘶ໡᱂䗮៤ਬᶹ䆶䯈䱨Ў㔎ⳕؐ 

 

30.3.2.7. 䜡㕂᳔໻ડᑨ䯈䱨 

ᶹ䆶㗙䆒໛থ䗕ⱘ㒘៤ਬ݇㋏ᶹ䆶᡹᭛Ё㽕∖ⱘ᳔໻ડᑨᯊ䯈Ǆޣᇣ䆹ᯊ䯈ˈৃ

ҹՓ䆒໛ᖿ䗳㦋ⶹ㒘៤ਬⱘব࣪ˈ✊㗠ᇐ㟈㔥㒰Ёᠽᬷⱘ៤ਬ᡹ਞ᭄䞣Ⳍᑨ๲

Ǆ㔥㒰ㅵ⧚ਬৃҹ೼䖭ϸϾ಴㋴Ёᴗ㸵ˈ⹂ᅮড়䗖ⱘᯊ䯈পؐǄ㔎ⳕᯊˈ䆹ᯊࡴ

䯈Ў 10 ⾦Ǆ঺໪ˈ䆹ᯊ䯈ⱘ䜡㕂᳝ϔϾ䳔㽕⊼ᛣⱘഄᮍˈेᅗ㽕↨ᶹ䆶䯈䱨ᯊ䯈

ⷁǄ 

೼᥹ষ῵ᓣϟˈ⫼ҹϟੑҸ䖯㸠䜡㕂˖ 

ੑҸ ࡳ㛑 

Ruijie(config-if)# ip igmp  
query-max-response-time seconds 

䜡㕂᳔໻ડᑨ䯈䱨ˈ㔎ⳕؐЎ 10s
ৃ䗝<1-25>ˈऩԡ˖s 

Ruijie(config-if)# no ip igmp 
query-max-response-time ᘶ໡᳔໻ડᑨ䯈䱨Ў㔎ⳕؐ 

 

30.3.2.8. 䜡㕂݊ᅗᶹ䆶㗙ᄬ⌏ⱘ䅵ᯊ఼䯈䱨 

ᔧ䆹ᅮᯊ఼䍙ᯊৢˈ䆒໛䅸Ў㔥㒰ϞᏆ㒣ϡᄬ೼݊ᅗᶹ䆶㗙њǄ䜡㕂݊ᅗᶹ䆶㗙

ᄬ⌏ⱘ䅵ᯊ఼ᯊ䯈䯈䱨ˈৃҹ䇗ᭈᶹ䆶㗙䆒໛П䯈䗝Вⱘᯊ䯈Ǆ೼ᶹ䆶㗙䆒໛㒣
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˄0ˈG˅ⱘᛣᗱᰃ˄*,G˅ˈ㸼⼎ܕ䆌䆹㒘ⱘ᠔᳝⑤ˈ೼ᠽሩ IP 䆓䯂᥻߫ࠊ㸼䇁

হЁৃҹݭЎབϟ˖permit host 0.0.0.0 host group-number ᴹܕ䆌㒘᪁㒘

group-numberˈ⊼ᛣϡᰃ permit any host group-numberǄ 
 

 

30.3.2.10. 䜡㕂ゟे⾏ᓔ㒘 

೼ IGMP version2 ЁˈՓ⫼䆹ੑҸҹޣᇥ⾏ᓔ㒘ⱘᓊ䖳ᯊ䯈ǄᔧЏᴎথߎ⾏ᓔ᡹

᭛ৢˈህ㽕ゟे⾏ᓔˈϡ䳔㽕ᶹ䆶㗙䆒໛থߎ⡍ᅮ㒘ᶹ䆶Ǆ䆹ੑҸՓ⫼೼ϔϾ᥹

ষা᳝ϔϾ᥹ᬊЏᴎⱘᚙމϟǄ 

䇋Փ⫼ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie # config terminal 䖯ܹܼሔ䜡㕂῵ᓣ 

Ruijie(config)# access-list access-list-num 
permit A.B.C.D A.B.C.D 䆒㕂៤ਬ㒘߫㸼ⱘഄഔ㣗ೈ.

Ruijie (config)# interface interface-id 䖯ܹ᥹ষ䜡㕂῵ᓣ 

Ruijie(config-if)# ip igmp immediate-leave 
group-list access-list-name 

䆒㕂ᖿ䗳⾏ᓔ៤ਬ㒘߫㸼Ў

access-list-name ⱘ㒘 

Ruijie (config-if) # exit 䖯ܹ⡍ᴗ῵ᓣ 

 

30.3.2.11. 䜡㕂Џᴎ㒘 join-group 

䆹ੑҸᇚѸᤶᴎⳌ݇᥹ষ䜡㕂៤᳝݋Џᴎ㸠Ўᑊ䳔㽕ܹࡴⳌᑨ㒘᪁㒘ˈ䖭ḋᄤѸ

ᤶᴎህЏৃࡼҹᄺдࠄⳌᑨⱘ㒘ֵᙃˈ೼䳔㽕ᇚ᥹ষ⏏ࡴϔϾ㒘៤ਬᯊՓ⫼ℸ䜡

㕂ǄՓ⫼䆹ੑҸⱘ no 䗝乍প⍜Ѹᤶᴎܹࡴ䆹㒘᪁㒘Ǆ 

ੑҸ 

㔶‴㈲⸰㘠㰊㌶䐱㰰䄵㄰㑂㠾呪ਯ呔ㄠㄠ呦ਰ⁔爠㈮〰㘠〠呤ਮ㜸⁲攊㈷‭㜮㠲‴㈲⸰㘠〮㐸‱⸹㈠牥੥ਲ਼㘲⸲‴〰⸲㠠㈲㤮ㄴ‰⁲攊圪⁮ਰ⸹〲‷‭㜮㠹′㐹⸹ਰ⁔挴㘠ㄳ⸶㈠
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 ੑҸ ࡳ㛑 

Ruijie(config-if˅# ip igmp proxy-service ᥹ষϞ䜡㕂Ў proxy-server ⢊ᗕ 

 

30.3.2.15. 䜡㕂 IGMP MROUTE - PROXY 

䆹ੑҸ䜡㕂ᅠˈ᥹ষህৃҹ৥݊ⳌᑨⱘϞ㘨ষ䕀থ᡹᭛ǄᔧⳌᑨⱘϞ㘨ষ䜡㕂Ў

proxy-server ᥹ষৢˈ䆹᥹ষᇚৃҹ䕀থ݊៤ਬ᠔থ䖛ᴹⱘ৘⾡ igmp ण䆂᡹᭛Ǆ 

䇋೼᥹ষ῵ᓣ⫼ҹϟੑҸ˖ 

 

 ੑҸ ࡳ㛑 

Ruijie(config-if˅# ip igmp mroute-proxy 
interfacename Interfname ЎⳌᑨⱘϞ㘨ষৡ⿄ 

 

30.3.2.16. ਃࡼ IGMP SSM-MAP 

ᔧ䖭ϾੑҸ㹿䜡㕂ˈࡼᗕᄺдࠄⱘ㒘ֵᙃᇚ㹿ᔎࡴ⏏ࠊⳌ݇㘨ⱘ⑤䆄ᔩֵᙃǄ䆹

ੑҸϔ㠀ϢੑҸ ip igmp ssm-map static 䜡ড়Փ⫼Ǆ 

䇋೼ܼሔ䜡㕂῵ᓣՓ⫼ҹϟੑҸ˖ 

 ੑҸ ࡳ㛑 

Ruijie(config #˅ ip igmp ssm-map enable ਃࡼ ssm-map  㛑ࡳ

 

30.3.2.17. 䜡㕂 IGMP SSM-MAP STATIC 

䆹ੑҸϢ ip igmp ssm-map enable 䜡ড়Փ⫼ˈ䜡㕂ᅠ䆹ੑҸৢˈᇍ᥹ᬊࠄⱘ v3 ҹ

ϟⱘ᡹᭛䛑ᇚ᯴ᇘϞⳌᑨⱘ⑤䆄ᔩЁǄ 

䇋೼ܼሔ䜡㕂῵ᓣ⫼ҹϟੑҸ˖ 

 ੑҸ ࡳ㛑 

Ruijie(config˅# ip igmp ssm-map static 
11 192.168.2.2 

ᇚヺড় acl 11 ⱘ᠔᳝㒘᯴ᇘϞ⑤

ഄഔ 192.168.2.2 
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30.3.3. ⲥ㾚㓈ᡸ IGMP ⢊ᗕঞ㒘៤ਬֵᙃ 

30.3.3.1. ⏙䰸 IGMP 㓧ᄬЁ䗮䖛ડᑨ⍜ᙃᕫᴹⱘࡼᗕ㒘៤ਬֵᙃ 

㽕⏙䰸 IGMP 㓧ᄬЁ䗮䖛ડᑨ⍜ᙃᕫᴹⱘࡼᗕ㒘៤ਬֵᙃˈ䇋೼⡍ᴗ῵ᓣ⫼ҹϟ

ੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie# clear ip igmp group  
⏙䰸 IGMP 㓧ᄬЁ䗮䖛ડᑨ⍜ᙃᕫᴹⱘ᠔᳝

ᗕ㒘៤ਬⱘֵᙃˈϡᏺখ᭄ҷ㸼⏙䰸᠔᳝ࡼ

igmp group ⱘֵᙃ 
 

30.3.3.2. ⏙䰸 IGMP 㓧ᄬЁ⡍ᅮ᥹ষϞⱘ᠔ֵ᳝ᙃ 

㽕⏙䰸 IGMP 㓧ᄬЁ⡍ᅮ᥹ষϞⱘ᠔ֵ᳝ᙃˈ䇋೼⡍ᴗ῵ᓣ⫼ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie# clear ip igmp interface  
interface-type ⏙䰸 IGMP 㓧ᄬЁ᥹ষⱘֵᙃ 

 

30.3.3.3. ᰒ⼎Ⳉ䖲ᄤ㔥Ё㒘៤ਬⱘ⢊މ 

㽕ᰒ⼎Ⳉ䖲ᄤ㔥Ё㒘៤ਬⱘ⢊މˈ䇋೼⡍ᴗ῵ᓣ⫼ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie# show ip igmp groups ᰒ⼎Ⳉ䖲ᄤ㔥Ё᠔᳝㒘ⱘ⢊މ 

Ruijie# show ip igmp groups detail ᰒ⼎Ⳉ䖲ᄤ㔥Ё᠔᳝㒘ⱘ䆺㒚ֵᙃ 

Ruijie# show ip igmp groups A.B.C.D ᰒ⼎Ⳉ䖲ᄤ㔥Ёᣛᅮ㒘ⱘ⢊މ 

Ruijie# show ip igmp groups A.B.C.D 
detail ᰒ⼎Ⳉ䖲ᄤ㔥Ёᣛᅮ㒘ⱘ䆺㒚ֵᙃ 

Ruijie# show ip igmp interface 
interface-type 

ᰒ⼎Ⳉ䖲ᄤ㔥Ёᣛᅮ᥹ষⱘ igmp䜡

㕂ֵᙃ  

Ruijie# show ip igmp groups 
interface-type  detail  

ᰒ⼎Ⳉ䖲ᄤ㔥Ёᣛᅮ᥹ষⱘ᠔᳝㒘

ⱘ䆺㒚ֵᙃ 

Ruijie# show ip igmp groups 
interface-type  A.B.C.D   

ᰒ⼎Ⳉ䖲ᄤ㔥Ёᣛᅮ᥹ষⱘ⡍ᅮ㒘

ⱘֵᙃ 

Ruijie# show ip igmp groups 
interface-type  A.B.C.D  detail 

ᰒ⼎Ⳉ䖲ᄤ㔥Ёᣛᅮ᥹ষⱘ⡍ᅮ㒘

ⱘ䆺㒚ֵᙃ 
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30.3.3.4. ᰒ⼎ IGMP ᥹ষⱘ䜡㕂ֵᙃ 

㽕ᰒ⼎ IGMP ᥹ষⱘ䜡㕂ֵᙃˈ䇋೼⡍ᴗ῵ᓣϟ⫼ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie# show ip igmp interface 
[interface-type interface-number] ᰒ⼎ IGMP ᥹ষⱘ䜡㕂ֵᙃ 

Ruijie# show ip igmp interface  ᰒ⼎ IGMP ᠔᳝᥹ষⱘ䜡㕂ֵᙃ 

 

30.3.3.5. ᰒ⼎ IGMP SSM-MAP ⱘ䜡㕂ֵᙃ 

㽕ᰒ⼎ IGMP SSM-MAP ⱘ䜡㕂ֵᙃˈ䇋೼⡍ᴗ῵ᓣϟ⫼ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie# show ip igmp ssm-mapping ᰒ⼎ IGMP SSM-MAP ⱘ䜡㕂ֵᙃ 

Ruijie# show ip igmp ssm-mapping 
233.3.3.3  

ᰒ ⼎ IGMP SSM-MAP ᇍ 㒘

233.3.3.3 ⱘ᯴ᇘֵᙃ 
 

30.3.3.6. ᰒ⼎ IGMP 䇗䆩ᓔ݇ⱘᠧᓔᚙމ 

㽕ᰒ⼎ IGMP 䇗䆩ᓔ݇ⱘᠧᓔᚙމˈ䇋೼⡍ᴗ῵ᓣ⫼ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie# show debugging  ᰒ⼎ IGMP 䇗䆩ᓔ݇ⱘᠧᓔᚙމ 

 

30.3.3.7. ᠧᓔ IGMP 䇗䆩ֵᙃᓔ݇ˈ㾖ᆳ IGMP ⱘ㸠Ў 

㽕ᠧᓔ IGMP 䇗䆩ֵᙃᓔ݇ˈ㾖ᆳ IGMP ⱘ㸠Ўˈ䇋೼⡍ᴗ῵ᓣϟ⫼ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie# debug ip igmp all ᠧᓔ IGMP ᠔᳝䇗䆩ֵᙃᓔ݇ 

Ruijie# debug ip igmp decode ᠧᓔ IGMP 䇗䆩㾷ⷕֵᙃᓔ݇  

Ruijie# debug ip igmp encode ᠧᓔ IGMP 䇗䆩㓪ⷕֵᙃᓔ݇ 
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Ruijie# debug ip igmp events ᠧᓔ IGMP 䇗䆩џӊֵᙃᓔ݇ 

Ruijie# debug ip igmp fsm ᠧᓔ IGMP 䇗䆩᳝䰤⢊ᗕᴎֵᙃᓔ݇ 

Ruijie# debug igmp tib ᠧᓔ IGMP 䇗䆩ֵᷥᙃᓔ݇ 

Ruijie# debug ip igmp warnning 
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30.3.4.3. ਃࡼ PIM-DM 

PIM-DM ᖙ乏೼৘Ͼ᥹ষϞ߿ߚਃࡼǄ䆒໛೼᥹ষϞਃࡼњ PIM-DM ҹৢˈᠡৃ

ҹϢ݊Ҫ䆒໛䖯㸠 PIM-DM ᥻ࠊ⍜ᙃⱘѸѦˈ㓈ᣕ੠᳈ᮄ㒘᪁䏃⬅㸼ˈᑊ䖯㸠㒘

᪁᡹᭛ⱘ䕀থǄ 

㽕೼᥹ষϞ䜡㕂 PIM-DMˈ䇋೼᥹ষ῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

ip pim dense-mode ೼᥹ষϞਃࡼ PIM-DM ण䆂 

no ip pim dense-mode ೼᥹ষϞ݇䯁 PIM-DM ण䆂 

䗮ᐌᚙމϟˈᑨ䆹೼䆒໛ⱘ᠔᳝᥹ষ䛑ਃࡼ PIM-DM ण䆂Ǆ 

~ 注意： 

ᖙ乏೼ܼሔ䜡㕂῵ᓣϟਃࡼњ㒘᪁䏃⬅Пৢˈ೼᥹ষϞਃࡼ PIM-DM ᠡӮ䍋԰

⫼Ǆ 

䜡㕂䆹ੑҸⱘᯊ׭ˈབᵰߎ⦄“Failed to enable PIM-DM on <᥹ষৡ>, resource 
temporarily unavailable, please try again”ˈ䇋ݡ⃵ᇱ䆩䜡㕂䆹ੑҸǄ 

䜡㕂䆹ੑҸⱘᯊ׭ˈབᵰߎ⦄“PIM-DM Configure failed! VIF limit exceeded in 
NSM!!! ”ˈ 㸼⼎ᔧࠡ㒘᪁᥹ষ䜡㕂ⱘᭇᣃᏆ㒣䖒ࠄ䆒໛ৃ䜡㕂ⱘ㒘᪁᥹ষϞ䰤Ǆ

བᵰҡ✊䳔㽕೼䆹᥹ষϟᓔਃ PIM-DM ᑨ⫼ˈ䇋ߴ䰸ϔѯϡᖙ㽕ⱘ PIM-DM ៪

PIM-SM ៪ DVMRP ᥹ষǄ 

ϡᓎ䆂೼ৠϔৄ䆒໛Ϟⱘϡৠ᥹ষ䜡㕂ϡৠⱘ v4 㒘᪁䏃⬅ण䆂Ǆ 

 

30.3.4.4. 䜡㕂 Hello ⍜ᙃথ䗕䯈䱨 

᥹ষਃࡼњ PIM-DM ҹৢˈӮ਼ᳳᗻഄ৥Ⳍ䚏䆒໛᥹ষথ䗕 Hello ⍜ᙃǄ᥹ষ৥Ⳍ

䚏䆒໛᥹ষথ䗕 Hello ⍜ᙃⱘᯊ䯈䯈䱨ৃҹḍ᥂Ⳍ䖲㔥㒰ⱘᅲ䰙ᚙࡴމҹׂᬍǄ 

㽕䜡㕂 Hello ⍜ᙃথ䗕䯈䱨ˈ䇋೼᥹ষ῵ᓣϟᠻ㸠ҹϟੑҸ˖ 
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& 说明： 

↣ᔧ Hello ⍜ᙃথ䗕䯈䱨㹿᳈ᮄᯊˈHello ⍜ᙃֱᣕᯊ䯈˄ Hello hold time Ӯ˅㞾ࡼ

᳈ᮄЎ Hello ⍜ᙃথ䗕䯈䱨ⱘ 3.5 Ǆབᵰס Hello ⍜ᙃথ䗕䯈䱨 * 3.5 > 65535ˈ߭

Hello ⍜ᙃֱᣕᯊ䯈㹿᳈ᮄЎ 65535Ǆ 

 

30.3.4.5. 䜡㕂 PIM 䚏ሙ䖛Ⓒ 

ৃҹ೼᥹ষϞ䆒㕂䚏ሙ䖛Ⓒࡳ㛑ˈҹᦤ催㔥㒰ⱘᅝܼᗻǄབᵰ䆒㕂њ䚏ሙ䖛Ⓒˈ

া㽕ᶤϾ䚏ሙ㹿䖛Ⓒ䆓䯂߫㸼ᢦ㒱ˈ߭ PIM-DM ϡӮϢ䆹䚏ሙᓎゟ䚏᥹݇㋏ˈ៪

㗙ӮЁℶϢ䆹䚏ሙᏆ㒣ᓎゟⱘ䚏᥹݇㋏Ǆ 

㽕䜡㕂 PIM 䚏ሙ䖛Ⓒࡳ㛑ˈ䇋೼᥹ষ῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

ip pim neighbor-filter access-list  ೼ᔧࠡ᥹ষϞਃࡼ PIM 䚏ሙ䖛Ⓒࡳ

㛑Ǆ 

no ip pim neighbor-filter access-list ೼ᔧࠡ᥹ষϞ݇䯁 PIM 䚏ሙ䖛Ⓒࡳ

㛑Ǆ 

㔎ⳕᚙމϟˈ᥹ষϞⱘ PIM 䚏ሙ䖛Ⓒࡳ㛑ᰃ݇䯁ⱘǄ 

& 说明： 

ip pim neighbor-filter ੑҸ䇈ᯢ˖ 

া᳝ヺড় ACL 䖛Ⓒᴵӊⱘ䚏ሙഄഔᠡ㛑໳԰Ўᔧࠡ᥹ষⱘ PIM 䚏ሙˈ㹿 ACL 䖛

Ⓒⱘ䚏ሙഄഔᇚ᮴⊩԰Ўᔧࠡ᥹ষⱘ PIM 䚏ሙǄ 

 

30.3.4.6. 䜡㕂 PIM ⢊ᗕ᳈ᮄࡳ㛑 

䆒໛ਃࡼњ PIM-DM ҹৢˈབᵰ㒘᪁㸼乍ⱘ RPF ᥹ষϢ㒘᪁⑤Ⳉ᥹Ⳍ䖲ⱘˈгህ

ᰃ䇈ˈ᳝ PIM ᥹ষᰃϢ㒘᪁⑤೼ৠϔϾ㔥↉ⱘˈህӮ਼ᳳᗻഄ৥ϟ␌䆒໛থ䗕⢊

ᗕ᳈ᮄ⍜ᙃˈҹ᳈ᮄᭈϾ㔥㒰ⱘ⢊ᗕֵᙃǄৃҹ೼ܼሔ῵ᓣϟ⽕ℶ໘⧚੠䕀থ

PIM-DM ⢊ᗕ᳈ᮄ⍜ᙃǄ 

㽕䜡㕂 PIM-DM ⱘ⢊ᗕ᳈ᮄࡳ㛑ˈ䇋೼ܼሔ῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 
ip pim state-refresh 
disable ⽕ℶ໘⧚੠䕀থ PIM-DM ⢊ᗕ᳈ᮄ⍜ᙃ 
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30.3.5.1. ᶹⳟ PIM-DM ⢊ᗕֵᙃ 

ੑҸ ԰⫼ 
show ip pim dense-mode interface 
[ interface-type interface-number ] 
[ detail ] 

ᰒ⼎᥹ষⱘ PIM-DM ֵᙃǄ 

show ip pim dense-mode neighbor  
[interface-type interface-number] ᰒ⼎ PIM-DM 䚏ሙֵᙃǄ 

show ip pim dense-mode nexthop ᰒ⼎ PIM-DM ⱘϟϔ䏇ֵᙃǄ 
show ip pim dense-mode mroute  
[A.B.C.D A.B.C.D] [ summary ] ᰒ⼎ PIM-DM ⱘ䏃⬅㸼ֵᙃǄ 

ҹϞ৘ੑҸⱘ䆺㒚⫼⊩ˈ䇋খ㗗ǉPIM-DM ੑҸখ㗗ǊǄ 

ϟ䴶㒭ߎՓ⫼䖭ѯੑҸⱘ޴Ͼ՟ᄤ˖ 

1. show ip pim dense-mode interface detail ੑҸ: 

Ruijie# show ip pim dense-mode interface detail 
FastEthernet 0/45 (vif-id: 3): 
Address 10.10.10.10 

Hello period 30 seconds, Next Hello in 15 seconds 
Over-ride interval 2500 milli-seconds 

Propagation-delay 500 milli-seconds 
Neighbors: 

10.10.10.1 
VLAN 4 (vif-id: 2): 

Address 50.50.50.50 
Hello period 30 seconds, Next Hello in 2 seconds 

Over-ride interval 2500 milli-seconds 
Propagation-delay 500 milli-seconds 

Neighbors: 
50.50.50.1 

Ϟ䴶ⱘ՟ᄤ䇈ᯢ᥹ষ FastEthernet 0/45 ⱘ IP ഄഔᰃ 10.10.10.10ˈHello ⍜ᙃথ䗕

䯈䱨ᰃ 30 ⾦ˈϟϔϾ Hello ⍜ᙃᇚѢ 15 ⾦ৢথ䗕ˈ䚏ሙഄഔᰃ 10.10.10.1Ǆ 
VLAN 4 ⱘ᥹ষֵᙃϢ FastEthernet 0/45 ㉏ԐǄ 

2. show ip pim dense-mode neighbor ੑҸ˖ 

Ruijie# show ip pim dense-mode neighbor 
Neighbor-Address Interface              Uptime/Expires     Ver 
10.10.10.1       FastEthernet 0/45      00:19:29/00:01:21  v2 

50.50.50.1       VLAN 4                   00:22:09/00:01:39  v2 

Ϟ䴶ⱘ՟ᄤ䇈ᯢ䆒໛᳝ 2 Ͼ䚏ሙǄ݊Ёˈ䚏ሙ 10.10.10.1 Ϣ FastEthernet 0/45 Ⳍ

䖲ˈᏆ㒣ᄬ⌏њ 19 ߚ 29 ⾦ˈ݊䚏ሙ⫳ᄬᯊ䯈ᇚѢ 1 ߚ 21 ᳳǄ䚏ሙࠄৢ⾦

50.50.50.1 Ϣ䚏ሙ 10.10.10.1 ᚙމ㉏ԐǄ 
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3. show ip pim dense-mode nexthop ੑҸ˖ 

Ruijie# show ip pim dense-mode nexthop 
Destination  Nexthop   Nexthop       Nexthop        Metric Pref 
                 Num       Addr         Interface 

1.1.1.111       1       50.50.50.1    VLAN 4            0      1     

Ϟ䴶ⱘ՟ᄤ䇈ᯢࠄ䖒㒘᪁⑤ 1.1.1.111 ⱘϟϔ䏇䚏ሙഄഔᰃ ষᰃߎˈ50.50.50.1

VLAN4Ǆ 

4. show ip pim dense-mode mroute ੑҸ˖ 

Ruijie# show ip pim dense-mode mroute 
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¸ 䜡㕂 Hello ⍜ᙃথ䗕䯈䱨˄ৃ䗝˅ 

¸ 䜡㕂 PIM-SM 䚏ሙ䖛Ⓒ˄ৃ䗝˅ 

¸ 䜡㕂ᣛᅮ䆒໛ DR ⱘӬܜᴗؐ˄ৃ䗝˅ 

¸ 䜡㕂䴭ᗕ RP˄ৃ䗝˅ 

¸ 䜡㕂䆒໛׭䗝 BSR ⢊ᗕ˄ৃ䗝˅ 

¸ 䜡㕂ᗑ⬹ RP-SET Ёⱘ RP ⱘӬܜ㑻˄ৃ䗝˅ 

¸ 䜡㕂׭䗝 RP˄ৃ䗝˅ 

¸ RP  ˅᡹᭛ৃ䖒ᗻẔ⌟˄ৃ䗝ݠ⊼

¸ 䜡㕂 RP ᇍ⊼ݠ᡹᭛ⱘഄഔ䖛Ⓒ˄ৃ䗝˅ 

¸ 䜡㕂⊼ݠ᡹᭛থ䗕ⱘ䗳ᑺ䰤ࠊ˄ৃ䗝˅ 

¸ 䜡㕂⊼ݠ᡹᭛ⱘ᷵偠੠ⱘ䅵ㅫᮍᓣЎ cisco ⱘ䅵ㅫᮍᓣ˄ৃ䗝˅ 

¸ 䜡㕂⊼ݠ᡹᭛ⱘ⑤ഄഔ˄ৃ䗝˅ 

¸ 䜡㕂⊼ݠ᡹᭛ᡥࠊᯊ䯈˄ৃ䗝˅ 

¸ 䜡㕂 RP KAT ᅮᯊ఼ⱘᯊ䯈ؐ˄ৃ䗝˅ 

¸ 䜡㕂 Join/Prune ᡹᭛ⱘথ䗕䯈䱨˄ৃ䗝˅ 

¸ ᳔ৢϔ䏇䆒໛⬅Ң݅ѿᷥߛᤶ᳔ࠄⷁ䏃ᕘᷥ˄ৃ䗝˅ 

¸ 䜡㕂Փ⫼ dense-mode ⱘ mib˄ৃ䗝˅ 

¸ 䜡㕂⡍ᅮ⑤㒘᪁˄ৃ䗝˅ 

30.3.6.3. ਃࡼ㒘᪁䏃⬅ 

ᖙ乏೼ਃࡼњ㒘᪁䏃⬅Пৢˈᠡ㛑䕀থ㒘᪁᡹᭛ˈਃࡼ PIM-SM ᠡ᳝ᛣНǄ  
㽕೼ܼሔ䜡㕂῵ᓣϞਃࡼ៪㗙݇䯁㒘᪁䏃⬅ˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑ

Ҹ˖ 

ੑҸ ԰⫼ 

ip multicast-routing ೼ܼሔϞਃࡼ㒘᪁䏃⬅ 

no ip multicast-routing ೼ܼሔϞ݇䯁㒘᪁䏃⬅ 
 

~ 注意： 

S3750 ⱘ trunk ষˈ㒓䗳ᚙމϟ᳔໮া㛑໡ࠊ 8 ӑ᡹᭛Ǆ 
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& 说明： 

↣ᔧ Hello ⍜ᙃথ䗕䯈䱨㹿᳈ᮄᯊˈHello ⍜ᙃֱᣕᯊ䯈гӮᣝ✻ҹϟ㾘߭䱣П᳈

ᮄ˖Hello ⍜ᙃֱᣕᯊ䯈㹿᳈ᮄЎ Hello ⍜ᙃথ䗕䯈䱨ⱘ 3.5 བᵰ˗ס Hello ⍜ᙃথ

䗕䯈䱨 * 3.5 > 65535ˈ߭ Hello ⍜ᙃֱᣕᯊ䯈㹿᳈ᮄЎ 65535Ǆ 

 

30.3.6.6. 䜡㕂 PIM-SM 䚏ሙ䖛Ⓒ 

ৃҹ೼᥹ষϞ䆒㕂䚏ሙ䖛Ⓒࡳ㛑ˈҹᦤ催㔥㒰ⱘᅝܼᗻǄབᵰ䆒㕂њ䚏ሙ䖛Ⓒˈ

া㽕ᶤϾ䚏ሙ㹿䖛Ⓒ䆓䯂߫㸼ᢦ㒱ˈ߭ PIM-SM ϡӮϢ䆹䚏ሙᓎゟ䚏᥹݇㋏ˈᑊ

ϨӮߴ䰸Ϣ䆹䚏ሙᏆ㒣ᓎゟⱘ䚏᥹݇㋏Ǆ 

㽕䜡㕂 PIM 䚏ሙ䖛Ⓒࡳ㛑ˈ䇋೼᥹ষ῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

ip pim neighbor-filter access-list  ೼ᔧࠡ᥹ষϞਃࡼ PIM 䚏ሙ䖛Ⓒࡳ
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30.3.6.8. 䜡㕂䴭ᗕ RP 

೼㔥㒰㾘῵↨䕗ᇣⱘᚙމϟˈৃҹՓ⫼䜡㕂䴭ᗕ RP ᴹՓ⫼ PIM-SMˈ㽕∖

PIM-SM ඳݙⱘ᠔᳝䆒໛䴭ᗕ RP 䜡㕂ᖙ乏ϔ㟈ˈֱ䆕 PIM-SM ⱘ㒘᪁䏃⬅≵᳝℻

НᗻǄ 

䇋೼ܼሔ䜡㕂῵ᓣϟՓ⫼བϟੑҸ˖ 

ੑҸ ԰⫼ 
ip pim rp-address rp-address 
[access-list] 䜡㕂ᴀ䆒໛Ϟⱘ䴭ᗕ RP 

no ip pim rp-address rp-address 
[access-list] প⍜䴭ᗕ RP 䜡㕂Ǆ 

 

~ 注意： 

Փ⫼ℸੑҸ䳔⊼ᛣϟ䴶޴⚍˖ 

¸ བᵰ䗮䖛 BSR ᴎࠊ੠ RP 䴭ᗕ䜡㕂ৠᯊ᳝ᬜᯊˈӬܜՓ⫼ࡼᗕ RPǄ 

¸ Փ⫼᥻߫ࠊ㸼䴭ᗕ䜡㕂 RP ഄഔৃҹ䜡㕂໮Ͼⱘ㒘᪁㒘˄Փ⫼ ACL˅៪㗙᠔

᳝ⱘ㒘᪁㒘˄ϡՓ⫼ ACL˅ˈԚᰃϔϾ RP 䴭ᗕഄഔϡ㛑㹿໮⃵䜡㕂Փ⫼Ǆ 

¸ བᵰ᳝໮Ͼ䴭ᗕ RP ৃҹ᳡ࡵѢৠϔϾ㒘ˈഄഔ催ⱘ RP ᇚ㹿Ӭܜ䗝ᢽ䞛⫼Ǆ 

¸ া᳝೼ ACL ЁᅮНⱘܕ䆌䖛Ⓒഄഔᠡᰃ᮴ᬜⱘ㒘᪁㒘Ǆ㔎ⳕⱘ䖛Ⓒ 0.0.0.0/0
ᇚ㹿䅸Ўᰃ䖛Ⓒ᠔᳝ⱘ㒘᪁㒘 224/4Ǆ 

¸ 䜡㕂ᅠ៤ৢˈ䴭ᗕⱘ RP ⑤ഄഔᇚᦦܹࠄ෎Ѣ㒘㣗ೈⱘ䴭ᗕ RP 㒘ᷥ㒧ᵘЁˈ

RP
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ip pim bsr-candidate interface
-type interface-number [hash-m
ask-length][priority-value] 

䜡㕂ᴀ䆒໛Ў׭䗝 BSRǄ䗮䖛 BSM ⍜ᙃᄺ

д੠ゲѝܼሔ BSR 㾦㡆Ǆ 
hash-mask-length 咬䅸ᰃ 10ˈ㣗ೈЎ<0-3
2> 
priority-value 咬䅸ᰃ 64ˈ㣗ೈЎ<0-255
>Ǆ 

no ip pim bsr-candidate 
interface-type interface-number প⍜ᔧࠡ׭䗝 BSR ⱘ䜡㕂Ǆ 

30.3.6.10. 䜡㕂ᗑ⬹ RP-SET Ёⱘ RP ⱘӬܜ㑻 
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~ 注意： 

݊Ё ace ⱘ⑤㣗ೈᇚ԰Ў⡍ᅮⱘ㒘㣗ೈᴹ䖯㸠ऍ䜡ⱘ 

 

30.3.6.12. RP  ⌟᡹᭛ৃ䖒ᗻẔݠ⊼

Ң DR Ϟ㽕ᕔ RP থ䗕⊼ݠ᡹᭛ˈབᵰ㽕Ẕ偠 RP ᰃ৺ৃ䖒ˈৃҹ䜡㕂ℸੑҸǄ䜡

㕂ℸੑҸПৢˈDR থ䗕⊼ݠ᡹᭛ПࠡᇚẔ偠 RP ᰃ৺ৃ䖒ˈेᶹ䆶ऩ᪁䏃⬅੠䴭

ᗕ㒘᪁䏃⬅㸼㦋ⶹᰃ৺ᄬ೼ࠄ䖒 RP ⱘ䏃⬅ˈབᵰϡᄬ೼ࠄ䖒 RP ⱘ䏃⬅߭ϡথ䗕

 ᡹᭛Ǆݠ⊼

䇋೼ܼሔ䜡㕂῵ᓣϟՓ⫼བϟੑҸ˖ 

ੑҸ ԰⫼ 

ip pim register-rp-reachability ᇍ⊼ݠ᡹᭛ᰃ৺ৃ䖒 RP 䖯㸠Ẕ⌟ 

no ip pim register-rp-reachability প⍜ᇍৃ䖒ᗻ䖯㸠Ẕ⌟ 

 

~ 注意： 

བᵰᄬ೼ϔᴵࠄ RP ⱘ䴭ᗕ㒘᪁䏃⬅ᑊϨ䆹䴭ᗕ㒘᪁䏃⬅ⱘϟϔ䏇೼ऩ᪁䏃⬅㸼

Ёгᰃৃ䖒ⱘˈℸᯊेՓ RP ೼ऩ᪁䏃⬅㸼Ёϡৃ䖒ˈPIM-SM г䅸Ўᄬ೼ࠄ䖒

RP ⱘ䏃⬅Ǆ 

 

30.3.6.13. 䜡㕂 RP ᇍ⊼ݠ᡹᭛ⱘഄഔ䖛Ⓒ 

೼ RP Ϟˈ㽕ᇍࠄ䖒ⱘ⊼ݠ᡹᭛Ёⱘ⑤ഄഔ㒘ഄഔᇍ䖯㸠䖛Ⓒˈৃҹ䜡㕂ℸੑ

ҸǄབᵰϡ䜡㕂䖭ᴵੑҸˈ䙷М೼ RP Ϟܕ䆌↣ϔϾࠄ䖒ⱘ⊼ݠ᡹᭛Ǆབᵰ䜡њ

䖭ᴵੑҸˈ䙷М⊼ݠ᡹᭛Ё⑤ഄഔ੠㒘ഄഔ㹿 ACL ⊼䆌ⱘᠡ㹿㒻㓁໘⧚ˈ৺߭ܕ

 ᡹᭛㹿䖛ⒸᥝǄݠ

䇋೼ܼሔ䜡㕂῵ᓣϟՓ⫼བϟੑҸ˖ 

ੑҸ ԰⫼ 
ip pim accept-register list 
access-list 䜡㕂⊼ݠ᡹᭛ⱘ⑤ഄഔ㒘ഄഔ䖛Ⓒ 

no ip pim accept-register প⍜⊼ݠ᡹᭛ⱘ⑤ഄഔ㒘ഄഔ䖛Ⓒ 
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30.3.6.14. 䜡㕂⊼ݠ᡹᭛থ䗕ⱘ䗳ᑺ䰤ࠊ 

䜡㕂 DR থ䗕⊼ݠ᡹᭛ⱘ䗳ᑺˈ咬䅸ᚙމϟϡ䰤ࠊথ䗕䗳ᑺǄᅗᰃᇍ↣Ͼ˄ SˈG˅

⢊ᗕⱘ⊼ݠ᡹᭛থ䗕䗳ᑺ䖯㸠䜡㕂ˈᑊϡᰃᇍᭈϾ㋏㒳ⱘ⊼ݠ᡹᭛থ䗕䗳ᑺ䖯㸠

䜡㕂Ǆ 

䇋೼ܼሔ䜡㕂῵ᓣϟՓ⫼བϟੑҸ˖ 

ੑҸ ԰⫼ 
ip pim register-rate-limit 
rate 

ᅮН↣⾦ৃথ䗕ⱘ᳔໻⊼ݠ᡹᭛᭄᥂ࣙⱘ᭄ 
䞣ˈrate পؐЎ㣗ೈ<1-65535> 

no ip pim 
register-rate-limit প⍜䜡㕂ˈϡ䰤䗳Ǆ 

30.3.6.15. 䜡㕂⊼ݠ᡹᭛ⱘ᷵偠੠ⱘ䅵ㅫᮍᓣЎ cisco ⱘ䅵ㅫᮍᓣ 

㢹㽕ᡞ⊼ݠ᡹᭛Ё᷵偠੠ⱘ䅵ㅫᮍᓣ䜡㕂Ў cisco ⱘ䅵ㅫᮍᓣˈ䇋䜡㕂䖭ᴵੑҸǄ 

ϡ䜡㕂䖭ᴵੑҸˈ䙷М⊼ݠ᡹᭛Ё᷵偠੠ⱘ䅵ㅫᮍᓣЎण䆂㾘ᅮⱘ咬䅸ᮍᓣǄ 

䇋೼ܼሔ䜡㕂῵ᓣϟՓ⫼བϟੑҸ˖ 

ੑҸ ԰⫼ 

ip pim 
cisco-register-checksum 
[group-list access-list] 

䜡㕂⊼ݠ᡹᭛Ёⱘ᷵偠੠ⱘ䅵ㅫᮍᓣЎ

cisco ⱘ䅵ㅫᮍᓣǄ 
group-list access-list 㔎ⳕᯊˈᇍ᠔᳝ⱘ㒘

᪁ഄഔˈ䛑ᑨ⫼䖭⾡䜡㕂Ǆ 

no ip pim 
cisco-register-checksum 
[group-list access-list] 

প⍜䜡㕂⊼ݠ᡹᭛Ёⱘ᷵偠੠ⱘ䅵ㅫᮍᓣ

Ў cisco ⱘ䅵ㅫᮍᓣǄ 
group-list access-list 㔎ⳕᯊˈᇍ᠔᳝ⱘ㒘

᪁ഄഔˈ䛑প⍜䖭⾡䜡㕂Ǆ 

30.3.6.16. 䜡㕂⊼ݠ᡹᭛ⱘ⑤ഄഔ 

བᵰ㽕䜡㕂 DR থ䗕ߎᴹⱘ⊼ݠ᡹᭛ⱘ⑤ഄഔˈৃҹՓ⫼ℸੑҸǄϡ䜡㕂ℸੑҸ

៪ᰃՓ⫼䖭ᴵੑҸⱘ no ᔶᓣˈ⊼ݠ᡹᭛⑤ഄഔᇚӮՓ⫼Ϣ㒘᪁⑤Ⳍ䖲ⱘ DR ᥹ষ

ഄഔǄབᵰՓ⫼䆹ੑҸⱘഄഔখ᭄ˈ䜡㕂ⱘഄഔᖙ乏ᰃऩ᪁䏃⬅ৃ䖒ⱘǄབᵰՓ

⫼䆹ੑҸⱘ᥹ষখ᭄ˈϔ㠀ᴹ䇈ᅗᰃಲ⦃᥹ষˈԚгৃҹᰃ݊ᅗ㉏ൟ᥹ষˈ䖭Ͼ

᥹ষⱘഄഔᖙ乏ᰃ㹿ऩ᪁䏃⬅݀ਞ䖛ⱘǄ 

䇋೼ܼሔ䜡㕂῵ᓣϟՓ⫼བϟੑҸ˖ 

ੑҸ ԰⫼ 
ip pim register-source 
{ local_address |Interface-type 
interface-number} 

䜡㕂⊼ݠ᡹᭛ЁՓ⫼ⱘ⑤ഄഔ 
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no ip pim register-source ⫼ RPF ⱘ᥹ষഄഔ԰Ў⊼ݠ᡹᭛Ёⱘ⑤ഄ

ഔ 

30.3.6.17. 䜡㕂⊼ݠ᡹᭛ᡥࠊᯊ䯈 

Փ⫼ℸੑҸ䜡㕂⊼ݠ᡹᭛ᡥࠊᯊ䯈ˈ೼ DR Ϟ䜡㕂ℸؐᇚׂᬍᅮН೼ DR Ϟⱘ⊼ݠ

᡹᭛ᡥࠊᯊ䯈Ǆབᵰ ip pim rp-register-kat ੑҸ≵᳝䜡㕂ˈ೼ RP ϞᅮНℸؐᇚ

ׂᬍ RPkeepalive ⱘ਼ᳳǄ 

䇋೼ܼሔ䜡㕂῵ᓣϟՓ⫼བϟੑҸ˖ 

ੑҸ ԰⫼ 

ip pim register-suppression seconds 
䜡 㕂 ⊼ ݠ ᡹ ᭛ ᡥ ࠊ ᯊ 䯈 ˈ

seconds প ؐ 㣗 ೈ Ў
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ip pim 
jp-timer interval-seconds 

ᇚ Join/Prune ᡹᭛থ䗕䯈䱨䆒㕂Ў

interval-seconds ˈ 㣗 ೈ Ў

<1-65535>ˈऩԡЎ⾦ 

no ip pim 
jp-timer [interval-seconds] 

ᇚ Join/Prune ᡹᭛থ䗕䯈䱨䖬ॳЎ咬

䅸ؐˈे 60s 

30.3.6.20. ᳔ৢϔ䏇䆒໛⬅Ң݅ѿᷥߛᤶ᳔ࠄⷁ䏃ᕘᷥ 

 ⷁ䏃ᕘᷥǄ᳔ࠄᤶߛ䆌᳔ৢϔ䏇䆒໛⬅Ң݅ѿᷥܕ

ᔧ䜡㕂њ䖭ᴵੑҸˈ᥹ᬊࠄ㄀ϔϾ(S,G)᡹᭛ˈϔϾ PIM ⱘֵܹࡴᙃ㹿㾺থˈᑊᵘ
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30.3.7. ⲥ᥻੠㓈ᡸ PIM-SM 

PIM-SM ᦤկ show ੑҸᴹⲥ㾚੠㓈ᡸ PIM-SMǄՓ⫼ show ੑҸৃҹᶹⳟ PIM-SM
ⱘ᥹ষǃ㒘᪁㒘੠㒘᪁䏃⬅㸼ㄝֵᙃǄ  

30.3.7.1. ᶹⳟ PIM-SM ⢊ᗕֵᙃ 

ᦤկҹϟੑҸᴹᶹⳟᴀᴎϞⱘ PIM-SM ⢊ᗕֵᙃ˖ 

ੑҸ ԰⫼ 

show debugging  ᰒ⼎䇗䆩ᓔ݇ᠧᓔᚙމ 

show ip pim sparse-mode bsr-router Փ⫼ℸੑҸᰒ⼎ BSR ⱘ䆺㒚ֵᙃǄ

show ip pim sparse-mode interface 
[ interface-type interface-number 
[detail] ] 

ᰒ⼎᥹ষⱘ PIM-SM ֵᙃǄ 

show ip pim sparse-mode  
local-members[interface-type  
interface-number] 

ᰒ⼎ PIM-SM ⱘ᥹ষⱘᴀഄ IGMP ֵ

ᙃ 

show ip pim sparse-mode mroute 
{group_address | source_address | } ᰒ⼎ PIM-SM 㒘᪁䏃⬅㸼ֵᙃ 

show ip pim sparse-mode neighbor 
[ detail ] ᰒ⼎ PIM-SM 䚏ሙֵᙃǄ 

show ip pim sparse-mode nexthop ᰒ⼎ᴹ㞾 NSM ⱘ PIM-SM ϟϔ䏇ֵ

ᙃǄ 
show ip pim sparse-mode rp-hash 
group-address 

Փ⫼ℸੑҸᰒ⼎ߎᶤϾ㒘ഄഔ 
group-address ᇍᑨⱘ RP ⱘֵᙃǄ

show ip pim sparse-mode rp 
mapping 

Փ⫼ℸੑҸᶹⳟᔧࠡ᠔᳝ RP ҹঞᅗ

Ӏ᠔᳡ࡵⱘ㒘ⱘֵᙃǄ 

䰸ߴ .30.3.7.2 PIM-SM  䚼ֵᙃݙ

ᦤկҹϟੑҸᴹߴ䰸ᴀᴎϞⱘ PIM-SM  ˖䚼ֵᙃݙ

ੑҸ ԰⫼ 

clear ip mroute  ߴ䰸㒘᪁䏃⬅㸼乍 

clear ip mroute statistics ߴ䰸㒘᪁䏃⬅㸼乍ⱘ㒳䅵ֵᙃ 

clear ip pim sparse-mode bsr rp-set ߴ䰸 RP-SET 

ҹϞ৘ੑҸⱘ䆺㒚⫼⊩ˈ䇋খ㗗ǉ䜡㕂 PIM-SM ੑҸǊǄ 
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30.4. 㒘᪁䏃⬅䜡㕂В՟ 

30.4.1. PIM-DM 䜡㕂㣗՟ 

30.4.1.1. 䜡㕂㽕∖ 

㔥㒰ᢧᠥ㒧ᵘབ೒ 7 ᠔⼎Ǆ䆒໛ˍϢ㒘᪁⑤໘೼ৠϔϾ㔥㒰ˈ䆒໛ 2 Ϣ᥹ᬊ㗙 A
໘೼ৠϔϾ㔥㒰ˈ䆒໛ 3

㓵ჵ惍 ㌀㈀
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ℹ偸 3˖೼᥹ষ eth1 Ϟਃࡼ PIM-DMˈᑊ䖨ಲ⡍ᴗ⫼᠋῵ᓣǄ 

Ruijie(config)# interface eth 1 
Ruijie(config-if)# ip pim dense-mode 
Ruijie(config-if)# end 

䆒໛ 2 ੠䆒໛ 3 ⱘ䜡㕂Ϣ䆒໛ 1 ㉏Ԑˈ䛑ᰃܜਃࡼ㒘᪁䏃⬅ˈ߿ߚݡ೼৘Ͼ᥹ষϞ

ਃࡼ PIM-DMǄ 

30.4.2. PIM-SM 䜡㕂㣗՟ 

30.4.2.1. 䜡㕂㽕∖ 

㔥㒰ᢧᠥ㒧ᵘབ೒ 8 ᠔⼎ǄR1 Ϣ㒘᪁⑤໘ѢৠϔϾ㔥㒰ˈR2 ᇚ㹿䆒㕂Ў RPˈR3
Ϣ᥹ᬊ㗙 A ໘ѢৠϔϾ㔥㒰ˈR4 Ϣ᥹ᬊ㗙 B ໘ѢৠϔϾ㔥㒰Ǆ؛ᅮ䆒໛ϢЏᴎ䛑

ℷ⹂䖲᥹ˈᑊϨᏆ㒣೼৘᥹ষ䜡㕂њ IP ഄഔˈ೼৘䆒໛ਃࡼњ IP ऩ᪁Ǆ 

 

೒ 8  PIM-SM 䜡㕂㣗՟ᢧᠥ㒧ᵘ೒ 

30.4.2.2. 䆒໛䜡㕂 

ℹ偸ˍ˖ਃࡼ㒘᪁䏃⬅ 

ҹϟ೼ R1 Ϟਃࡼ IP 㒘᪁䏃⬅ˈ೼ R2ǃR3ǃR4 Ϟ䜡㕂ⳌԐˈ䜡㕂䖛⿟⬹Ǆ 

Ruijie# configure terminal 
Ruijie(config)# ip multicast-routing 

ℹ偸 2˖೼᥹ষϞਃࡼ PIM-SM 

ҹϟ೼ R1 ⱘ᥹ষ eth0 Ϟਃࡼ PIM-SMˈ೼ R1ǃR2ǃR3ǃR4 Ϟ৘᥹ষ䜡㕂Ⳍ

Ԑˈ䜡㕂䖛⿟⬹Ǆ 

Ruijie(config)# interface eth 0  
Ruijie(config-if)# ip pim sparse-mode 
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Ruijie(config-if)# end 

ℹ偸 3˖䜡㕂׭䗝 BSR ੠׭䗝 RP 

ᇚ R2 ⱘ loopback1 䜡㕂Ў C-BSR ੠ C-RP 

Ruijie(config)# interface loopback 1 
Ruijie(config-if)# ip address 100.1.1.1 255.255.255.0 
Ruijie(config-if)# ip pim sparse-mode 
Ruijie(config-if)# exit 
Ruijie(config)# ip pim bsr-candidate loopback 1 
Ruijie(config)# ip pim rp-candidate loopback 1 
Ruijie(config-if)# end 

᥹ᬊ㗙ܹࡴ㒘ˈ㒘᪁⑤থ䗕㒘᪁⌕ПৢˈৃҹՓ⫼ PIM-SM ᦤկⱘ show ੑҸⲥ᥻

䖤㸠⢊ᗕǄ 

& 说明： 

೼ਃࡼ PIM-SM ⱘৠᯊˈIGMP ೼৘Ͼ᥹ষϞ߿ߚ㞾ࡼਃࡼˈϡ䳔㽕᠟ࡼ䜡㕂Ǆ 
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㄀31ゴ� ෎Ѣッষⱘ⌕᥻ࠊ䜡㕂 

31.1. 亢ᲈ᥻ࠊ 

31.1.1. ὖ䗄 

ᔧ LAN Ёᄬ೼䖛䞣ⱘᑓ᪁ǃ㒘᪁៪᳾ⶹৡऩ᪁ࣙᯊˈህӮᇐ㟈㔥㒰ব᜶੠᡹᭛Ӵ

䕧䍙ᯊ޴⥛໻໻๲ࡴǄ䖭⾡ᚙމ៥Ӏ⿄ПЎ LAN 亢ᲈǄण䆂ᷜⱘᠻ㸠䫭䇃៪ᇍ㔥

㒰ⱘ䫭䇃䜡㕂䛑᳝ৃ㛑ᇐ㟈亢ᲈⱘѻ⫳Ǆ 

៥Ӏৃҹ߿ߚ䩜ᇍᑓ᪁ǃ㒘᪁੠᳾ⶹৡऩ᪁᭄᥂⌕䖯㸠亢ᲈ᥻ࠊǄᔧ᥹ষ᥹ᬊࠄ

ⱘᑓ᪁ǃ㒘᪁៪᳾ⶹৡऩ᪁ࣙⱘ䗳⥛䍙䖛᠔䆒ᅮⱘ䯔ؐᯊˈ䆒໛ᇚাܕ䆌䗮䖛᠔

䆒ᅮ䯔ؐᏺᆑⱘ᡹᭛ˈ䍙ߎ䯔ؐ䚼ߚⱘ᡹᭛ᇚ㹿϶ᓗˈⳈࠄ᭄᥂⌕ᘶ໡ℷᐌˈҢ

㗠䙓ܡ䖛䞣ⱘ⊯⋾᡹᭛䖯ܹ LAN Ёᔶ៤亢ᲈǄ 

31.1.2. 䜡㕂亢ᲈ᥻ࠊ 

೼᥹ষ䜡㕂῵ᓣϟˈ䇋Փ⫼བϟੑҸ䜡㕂亢ᲈ᥻ࠊ˖   

ੑҸ ԰⫼ 

Ruijie(config-if)# storm-control 
{broadcast | multicast | unicast} 
[{ level percent | pps packets |  
rate-bps] 

broadcast ᠧᓔᇍᑓ᪁亢ᲈⱘ᥻ࡳࠊ

㛑 
multicast ᠧᓔᇍ᳾ⶹৡ㒘᪁亢ᲈⱘ

᥻ࡳࠊ㛑 
unicast ᠧᓔᇍ᳾ⶹৡऩ᪁亢ᲈⱘ᥻

 㛑ࡳࠊ
level percent˖ ҹᏺᆑⱘⱒߚ↨䖯㸠

䆒㕂 བ 20 㸼⼎ッষ䗳⥛䰤ࠊЎ 20%
ᏺᆑǄ 
pps packet˖ҹ᡹᭛Ўऩԡ䖯㸠䆒㕂

े packets per secondˈ↣⾦ܕ䆌䗮

䖛ⱘ᡹᭛᭄Ǆ 
Rate-bps˖ҹ bit Ўऩԡ䖯㸠䆒㕂ˈे

Kbits per second,↣⾦ܕ䆌䗮䖛ⱘग

↨⡍᭄Ǆ 

ᙼ ৃ ҹ ೼ ᥹ ষ 䜡 㕂 ῵ ᓣ ϟ 䗮 䖛 ੑ Ҹ no storm-control broadcast ,no 
storm-control multicast , no storm-control unicast ᴹ݇䯁᥹ষⳌᑨⱘ亢ᲈ᥻

 㛑Ǆࡳࠊ
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GigabitEthernet 0/6   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/7   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/8   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/9   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/10  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/11  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/12  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/13  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/14  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/15  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/16  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/17  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/18  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/19  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/20  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/21  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/22  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/23  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/24  Disabled   Disabled   Disabled   none 

31.2. Protected Port 

31.2.1. ὖ䗄 

᳝ѯᑨ⫼⦃๗ϟˈ㽕∖ϔࣀҒ໛Ϟⱘ᳝ѯッষП䯈ϡ㛑ѦⳌ䗮䆃Ǆ೼䖭⾡⦃๗

ϟˈ䖭ѯッষП䯈ⱘ䗮䆃ˈϡㅵᰃऩഔᏻˈ䖬ᰃᑓ᪁ᏻˈҹঞ㒘᪁ᏻˈ䛑ϡ㛑೼

ֱᡸষП䯈䖯㸠䕀থǄᙼࣃҹ䗮䖛ᇚᶤѯッষ䒒㕂Ўֱᡸষ(Protected Port)ᴹ䖒

 ⳂⱘǄࠄ

ᔧᙼᇚᶤѯッষ䒒ЎֱᡸষПৢˈֱᡸষП䯈ѦⳌ᮴⊩䗮䆃ˈֱᡸষϢ䴲ֱᡸষ

П䯈ࣃҹℷᐌ䗮䆃Ǆ 

ֱᡸষ᳝ϸ⾡῵ᓣˈϔ⾡ᰃ䰏ᮁֱᡸষП䯈ⱘѠሖ䕀থˈԚܕ䆌ֱᡸষП䯈䖯㸠

3 ሖ䏃⬅ˈ㄀Ѡ⾡ᰃ᮶䰏ᮁֱᡸষП䯈ⱘѠሖ䕀থঌఏᮁ 3 ሖ䏃⬅˗೼ϸ⾡῵ᓣ䛑

ᬃᣕⱘᚙމϟˈ㄀ϔ⾡῵ᓣᇚ԰Ў㔎ⳕ䜡㕂῵ᓣǄ 

ᔧᙼᇚϸϾֱᡸষ䒒ЎϔϾ SPAN ッষᇍᯊˈSPAN ⱘ⑤ッষথ䗕៪᥹ᬊⱘᏻᇚ

ᣝ✻ SPAN ⱘ䒒㕂থࠄ SPAN ⳂⱘッষǄ಴ℸᙼ᳔དϡ㽕ᇚ SPAN Ⳃⱘッষ䒒Ў

ֱᡸষ(䖭ḋᙼ䖬ࣃҹ㡖㑺㋏㒳䌘⑤)Ǆ 

䒒໛ᬃᣕᇚ Aggregated Port 䒒㕂ЎֱᡸষˈᔧᙼᇚϔϾ Aggregated Port 䒒㕂Ў

ֱᡸষᯊˈAggregated Port ⱘ᠔᳝៤ਬষ䛑㹿䒒㕂ЎֱᡸষǄ 



෎Ѣッষⱘ⌕᥻ࠊ䜡㕂 

371 

31.2.2. 䜡㕂 Protected Port 

ᇚϔϾッষ䆒㕂Ўֱᡸষ˖ 

 

ੑҸ ԰⫼ 

Ruijie(config-if)# switchport protected ᇚ䆹᥹ষ䆒㕂Ўֱᡸষ 

ᙼৃҹ䗮䖛ੑҸ no switchport protected ᥹ষ䜡㕂ੑҸᇚϔϾッষ䞡ᮄ䆒㕂Ў

䴲ֱᡸষǄ 

ϟ䴶ⱘ՟ᄤ䇈ᯢњབԩᡞ Gigabitethernet 0/3 䆒㕂Ўֱᡸষ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
Ruijie(config)# interface gigabitethernet 0/3 
Ruijie(config-if)# switchport protected 
Ruijie(config-if)# end 

31.2.3. ᰒ⼎ Protected Port 䜡㕂 

ੑҸ ԰⫼ 

Ruijie(config-if)# show interfaces 
 switchport ᰒ⼎Ѹᤶষ䜡㕂 

ᙼৃҹ䗮䖛ੑҸ show interfaces switchport ᴹᶹⳟֱᡸষ䆒㕂 

Ruijie# show interfaces gigabitethernet 0/3 switchport 
Interface   Switchport  Mode   Access Native Protected   VLAN 

lists 
---------   ----------  ----   ------  -----  --------   ---- 

GigabitEthernet 0/3  enabled   Trunk  1   1    Enabled    ALL 

31.3. ッষᅝܼ 

31.3.1. ὖ䗄 
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㸼Ё䜡㕂៪㗙䜡㕂㒥ᅮⱘ IP+MAC ഄഔˈ៪㗙䜡㕂ⱘҙ IP 㒥ᅮഄഔˈ៪㗙ᄺдࠄ

ⱘ MAC ഄഔⱘ᡹᭛ᠡৃҹ䖯ܹѸᤶᴎ䗮ֵˈ݊Ҫ᡹᭛ᇚ㹿϶ᓗǄ 

Ўњ๲ᔎᅝܼᗻˈᙼৃҹᇚ MAC ഄഔ੠ IP ഄഔ㒥ᅮ䍋ᴹ԰ЎᅝܼഄഔǄᔧ✊ᙼ

гৃҹাᣛᅮ MAC ഄഔ㗠ϡ㒥ᅮ IP ഄഔǄ 

ᙼৃҹՓ⫼ϟ䴶޴⾡ᮍᓣࡴ⒵ッষϞⱘᅝܼഄഔ˖ 

¸ 䗮䖛Փ⫼᥹ষ䜡㕂῵ᓣϟⱘੑҸᴹ᠟Ꮉ䜡㕂ッষⱘ᠔᳝ᅝܼഄഔǄ 

¸ Ä
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31.3.2.2. ッষᅝܼ䜡㕂ᣛᇐ 

䜡㕂ッষᅝܼᯊ᳝བϟϔѯ䰤ࠊ˖ 

¸ ϔϾᅝܼッষϡ㛑ᰃϔϾ Aggregate Port 

¸ ϔϾᅝܼッষϡ㛑ᰃ SPAN ⱘⳂⱘッষ 

¸ ϔϾᅝܼッষা㛑ᰃϔϾ Access Port 

802.1x 䅸䆕ࡳ㛑੠ッষᅝܼࡳ㛑Ѧ᭹Փ㛑Ǆ802.1x 䅸䆕ࡳ㛑੠ッষᅝܼࡳ㛑䛑ৃ

ҹֱ䆕㔥㒰Փ⫼㗙ⱘড়⊩ᗻˈՓ㛑݊ϔህৃҹ䖒ࠄ᥻ࠊッষ᥹ܹⱘⳂⱘǄ 

ৠᯊ IP+MAC 㒥ᅮ੠ҙ IP 㒥ᅮⱘᅝܼഄഔϢ ACLs ݅ѿ㋏㒳ⱘ⹀ӊ䌘⑤ˈ಴ℸᔧ

ᙼ೼ᶤϔϾᅝܼッষϞᑨ⫼њ ACLsˈ߭䆹ッষϞ᠔㛑䆒㕂ⱘ IP+MAC 㒥ᅮ੠ҙ

IP 㒥ᅮⱘᅝܼഄഔϾ᭄ᇚӮޣᇥǄ 

ϔϾᅝܼッষϞⱘᅝܼഄഔⱘḐᓣᖙ乏ֱᣕϔ㟈ˈेϔϾッষϞⱘᅝܼഄഔ㽕М

ܼᰃ㒥ᅮњ IP ഄഔⱘᅝܼഄഔˈ㽕М䛑ᰃϡ㒥ᅮ IP ഄഔⱘᅝܼഄഔǄབᵰϔϾᅝ

ܼッষৠᯊࣙ৿䖭ϸ⾡Ḑᓣⱘᅝܼഄഔˈ߭ϡ㒥ᅮ IP ഄഔⱘᅝܼഄഔᇚ༅ᬜ(㒥ᅮ

IP ഄഔⱘᅝܼഄഔӬܜ㑻᳈催)Ǆ 

31.3.2.3. 䜡㕂ᅝܼッষঞ䖱՟໘⧚ᮍᓣ 

೼᥹ষ䜡㕂῵ᓣϟˈ䇋Փ⫼བϟੑҸ䜡㕂ᅝܼッষঞ䖱՟໘⧚ᮍᓣ˖  

ੑҸ ԰⫼ 

Ruijie(config-if)# switchport  
port-security ᠧᓔ䆹᥹ষⱘッষᅝܼࡳ㛑 

Ruijie(config-if)# switchport  
port-security maximum value 

䆒㕂᥹ষϞᅝܼഄഔⱘ᳔໻Ͼ᭄ˈ㣗ೈᰃ

1ˉ1000ˈ㔎ⳕؐЎ 128Ǆ 

Ruijie(config-if)# switchport 
 port-security violation{protect 
| restrict | shutdown} 

䆒㕂໘⧚䖱՟ⱘᮍᓣ˖ 
protect˖ֱᡸッষˈᔧᅝܼഄഔϾ᭄⒵

ৢˈᅝܼッষᇚ϶ᓗ᳾ⶹৡഄഔ(ϡᰃ䆹ッ

ষⱘᅝܼഄഔЁⱘӏԩϔϾ)ⱘࣙ 
restrict ˖ ᔧ 䖱 ՟ ѻ ⫳ ᯊ ˈ ᇚ থ 䗕 ϔ Ͼ

Trap 䗮ⶹ 
shutdown˖ᔧ䖱՟ѻ⫳ᯊˈᇚ݇䯁ッষ

ᑊথ䗕ϔϾ Trap 䗮ⶹǄᔧッষ಴Ў䖱՟㗠

㹿݇䯁ৢˈᙼৃҹ೼ܼሔ䜡㕂῵ᓣϟՓ⫼

ੑҸ errdisable recovery ᴹᇚ᥹ষҢ䫭

䇃⢊ᗕЁᘶ໡䖛ᴹǄ 
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㔎ⳕ῵ᓣǄ 

ϟ䴶ⱘ՟ᄤ䇈ᯢњབԩՓ㛑᥹ষ gigabitethernet 0/3 Ϟⱘッষᅝܼࡳ㛑ˈ䆒㕂᳔໻

ഄഔϾ᭄Ў 8ˈ䆒㕂䖱՟ᮍᓣЎ protect  

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 0/3 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security maximum 8 
Ruijie(config-if)# switchport port-security violation protect 
Ruijie(config-if)# end 

 

& 说明： 

1. བᵰᅝܼッষϞ䜡㕂њҙ Ip ៪㗙 Ip+Mac 㒥ᅮⱘⱘᅝܼഄഔˈᔧッষᄺдⱘ

Mac ഄഔ䖒ࠄᑊ䍙ߎ䆒㕂ⱘᅝܼഄഔϾ᭄ᯊˈᑊϡӮѻ⫳䖱՟џӊǄ 

2. া೼佪⃵ッষ䖱՟ѻ⫳ᠡথߎ trap ঞ log ֵᙃǄ 

3. Ѡሖッষᅝܼⱘ䖱՟ѻ⫳ࠄ໘⧚ᅠ៤ⱘ⫳ᬜᯊ䯈໻㑺೼ 1  Ǆݙ⾦

 

 

~ 注意： 

ᇍѢᅝܼ䗮䘧⫳ᬜⱘッষ˄ े䜡㕂њܼሔᅝܼ䗮䘧Ϩ䴲ᅝܼ䗮䘧՟໪ষǃ៪㗙䜡㕂

њッষᅝܼ䗮䘧˅ˈབᵰৠᯊᓔਃњッষᅝܼˈϨᅝܼ⫼᠋䛑Ўҙ MAC ⫼᠋ˈ߭

ℸᯊッষᅝܼ༅ᬜˈ䖱՟㾺থৢˈ䴲ᅝܼ⫼᠋ϡӮ㹿϶ᓗˈ಴ℸˈϡ㛑೼ᅝܼ䗮

䘧⫳ᬜⱘッষϟা䜡㕂ҙ MAC ⱘッষᅝܼǄ 

 

31.3.2.4. 䜡㕂ᅝܼッষϞⱘᅝܼഄഔ 

೼᥹ষ䜡㕂῵ᓣϟˈ䇋Փ⫼བϟੑҸЎᅝܼッষ⏏ࡴᅝܼഄഔ˖  

ੑҸ ԰⫼ 

Ruijie(config-if)# switchport 
port-security mac-address 

4
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Ruijie(config-if)# switchport port-security aging static 
Ruijie(config-if)# end 

31.3.3. ᶹⳟッষᅝֵܼᙃ 

೼⡍ᴗ῵ᓣϟˈᙼৃҹ䗮䖛བϟੑҸᴹᶹⳟッষᅝܼⱘֵᙃ˖  

ੑҸ ԰⫼ 

Ruijie#show port-security 
interface [interface-id]  ᶹⳟ᥹ষⱘッষᅝܼ䜡㕂ֵᙃǄ 

Ruijie#show port-security 
address ᶹⳟᅝܼഄഔֵᙃǄ 

Ruijie# show port-security 
address [interface-id]  ᰒ⼎ᶤϾ᥹ষϞⱘᅝܼഄഔֵᙃ 

Ruijie# show port-security  
ᰒ⼎᠔᳝ᅝܼッষⱘ㒳䅵ֵᙃˈࣙᣀ᳔໻

ᅝܼഄഔ᭄ˈᔧࠡᅝܼഄഔ᭄ҹঞ䖱՟໘

⧚ᮍᓣㄝǄ 

ϟ䴶ⱘ՟ᄤᰒ⼎њ᥹ষ Gigabitethernet 0/3 Ϟⱘッষᅝܼ䜡㕂˖ 

Ruijie# show port-security interface gigabitethernet 0/3 
Interface : Gi0/3 

Port Security: Enabled  
Port status : down 

Violation mode:Shutdown 
Maximum MAC Addresses:8 

Total MAC Addresses:0 
Configured MAC Addresses:0 

Aging time : 8 mins 
SecureStatic address aging : Enabled 

ϟ䴶ⱘ՟ᄤᰒ⼎њ㋏㒳Ёⱘ᠔᳝ᅝܼഄഔ 

Ruijie# show port-security address 
Vlan Mac Address IP Address Type Port Remaining Age(mins) 

----------------------------------------- ------------------ 
1  00d0.f800.073c   192.168.12.202    Configured   Gi0/3     8 

1  00d0.f800.3cc9   192.168.12.5      Configured   Gi0/1     7 

ᙼгৃҹাᰒ⼎ϔϾ᥹ষϞⱘᅝܼഄഔˈϟ䴶ⱘ՟ᄤᰒ⼎њ᥹ষ gigabitstethernet 
0/3 Ϟⱘᅝܼഄഔ  

Ruijie# show port-security address interface gigabitethernet 
0/3 
Vlan Mac Address IP Address Type Port Remaining Age(mins) 

---- --------------- ---------- ------ ------------------ 
1    00d0.f800.073c  192.168.12.202 Configured Gi0/3     8 
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ϟ䴶ⱘ՟ᄤᰒ⼎ⱘᰃᅝܼッষⱘ㒳䅵ֵᙃ 

Ruijie# show port-security 
Secure Port MaxSecureAddr(count) CurrentAddr(count) Security 
Action 

----------  ------------------  -----------------  ------- 
Gi0/1        128                     1                  Restrict 

Gi0/2        128                     0                  Restrict 
Gi0/3        8                        1                  Protect 

 

31.4. ARP-CHECK 

31.4.1. ὖ䗄 

ARP ᡹᭛Ẕᶹ˄ARP-CHECK˅෎Ѣܼሔ៪㗙ッষϞⱘ MAC+IP 㒥ᅮᅝܼࡳ㛑ˈ

՟བ DHCP Snoopingˈッষᅝܼ៪㗙ܼሔഄഔ㒥ᅮㄝǄ䗮䖛϶ᓗ䴲⊩⫼᠋ⱘ

ARP ᡹᭛ᴹ᳝ᬜ䰆ℶℎ偫 ARPˈ䰆ℶ䴲⊩ֵᙃ⚍ܙݦ㔥㒰݇䬂䆒໛ⱘ IP˄ བ᳡ࡵ

఼˅ˈ䗴៤㔥㒰䗮䆃⏋хǄ 

ARP-CHECK ᳝ϝ⾡῵ᓣ˖ᠧᓔˈ݇䯁੠㞾ࡼ῵ᓣˈ㔎ⳕЎ㞾ࡼ῵ᓣǄ 

೼ᠧᓔ῵ᓣϟˈ᮴䆎ッষϞ᳝≵᳝ᅝܼ䜡㕂䛑Ẕᶹ ARP ᡹᭛ǄབᵰッষϞ≵᳝ড়

⊩⫼᠋ˈ߭ᴹ㞾䖭Ͼッষⱘ᠔᳝ arp ᡹᭛䛑ᇚ㹿϶ᓗǄ 

೼݇䯁῵ᓣϟˈϡẔᶹッষϞⱘ ARP ᡹᭛Ǆ 

೼㞾ࡼ῵ᓣϟˈ೼ッষϞ≵᳝ড়⊩⫼᠋ⱘᚙމϟˈϡẔᶹ ARP ᡹᭛˗೼᳝ড়⊩⫼

᠋ⱘᚙމϟˈẔᶹ ARP ᡹᭛Ǆ 

ARP ᡹᭛Ẕᶹⱘ䰤ࠊ˖ 

1. ᠧᓔッষᅝܼഄഔⱘ ARP ᡹᭛ẔᶹӮՓ᠔᳝ッষⱘ㒥ᅮ IP ⱘᅝܼഄഔ᳔໻᭄

ⳂޣᇥϔञǄ 

2. ᠧᓔッষᅝܼഄഔⱘ ARP ᡹᭛ẔᶹᇍᏆ㒣ᄬ೼ⱘᅝܼഄഔϡ⫳ᬜǄབᵰᙼ㽕

Փҹࠡ䆒㕂ⱘᅝܼഄഔ⫳ᬜˈৃҹ䞡ᮄ݇䯁ˈݡᠧᓔ䆹ッষⱘᅝܼഄഔǄッষ

ARP ᡹᭛ẔᶹՓ⫼њㄪ⬹ㅵ⧚῵ഫˈ੠݊ᅗㄪ⬹ㅵ⧚῵ഫ݅ѿ⹀ӊ䌘⑤Ǆབᵰ⹀

ӊ䌘⑤ϡ䎇ᯊˈৃ㛑ߎ⦄䚼ߚᅝܼഄഔⱘ ARP ᡹᭛Ẕᶹϡ⫳ᬜⱘ⦄䈵Ǆ 

3. ᔧ MAC+IP ⱘᅝܼഄഔ㸼乍↨䕗໮ᯊˈᠧᓔ ARP  Check  Cpuˈᇍ CPU ᗻ

㛑ᕅડ↨䕗໻,Ӯ䰡Ԣ CPU ᬜ⥛Ǆ 

31.4.2. 䜡㕂 ARP-CHECK 

Ң⡍ᴗ῵ᓣϟᓔྟ䜡㕂 ARP-CHECK 
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㄀32ゴ� 802.1X 䜡㕂 
 

ᴀゴ㡖ᦣ䗄෎Ѣ AAA ᳡ࡵ䜡㕂ⱘⳌ݇ݙᆍǄ802.1x ⫼Ѣ᥻ࠊ⫼᠋ᇍ㔥㒰䆓䯂ⱘ䅸

䆕ˈᑊᇍ݊ᦤկᥜᴗϢ䆄Ꮴࡳ㛑Ǆ 

ᴀ㡖ࣙ৿བϟݙᆍ˖ 

¸ ὖ䗄 

¸ 䜡㕂 802.1x 

¸ ᶹⳟ 802.1x ⱘ䜡㕂ঞᔧࠡⱘ㒳䅵ؐ 

¸ 䜡㕂 802.1x ݊ᅗ⊼ᛣџ乍 

 

& 说明： 

᳝݇ᴀ㡖ᓩ⫼ⱘ CLI ੑҸⱘ䆺㒚Փ⫼ֵᙃঞ䇈ᯢˈ䇋খ✻ǉ䜡㕂 802.1X ੑҸǊ 

 

32.1. ὖ䗄 

IEEE 802 LAN Ёˈ⫼᠋া㽕㛑᥹ࠄ㔥㒰䆒໛Ϟˈϡ䳔㽕㒣䖛䅸䆕੠ᥜᴗेৃⳈ

᥹Փ⫼Ǆ䖭ḋˈϔϾ᳾㒣ᥜᴗⱘ⫼᠋ˈҪৃҹ≵᳝ӏԩ䰏⹡ഄ䗮䖛䖲᥹ࠄሔඳ㔥

ⱘ䆒໛䖯ܹ㔥㒰Ǆ䱣ⴔሔඳ㔥ᡔᴃⱘᑓ⊯ᑨ⫼ˈ⡍߿ᰃ೼䖤㧹㔥㒰ⱘߎ⦄ˈᇍ㔥

㒰ⱘᅝܼ䅸䆕ⱘ䳔∖Ꮖ㒣ᦤࠄњ䆂џ᮹⿟ϞǄབԩ೼ҹ໾㔥ᡔᴃㅔऩǃᒝӋⱘ෎

⸔Ϟˈᦤկ⫼᠋ᇍ㔥㒰៪䆒໛䆓䯂ড়⊩ᗻ䅸䆕ˈᏆ㒣៤ЎϮ⬠݇⊼ⱘ⛺⚍ǄIEEE 
802.1x ण䆂ℷᰃ೼䖭ḋⱘ㚠᱃ϟᦤߎⱘǄ 

IEEE802.1x˄Port-Based Network Access Control˅ᰃϔϾ෎Ѣッষⱘ㔥㒰ᄬপ

᥻ޚᷛࠊˈЎ LAN ᦤկ⚍ᇍ⚍ᓣⱘᅝܼ᥹ܹǄ䖭ᰃ IEEE ਬӮ䩜ᇍҹ໾㔥ྨޚᷛ

ⱘᅝܼ㔎䱋㗠ϧ䮼ࠊᅮⱘᷛޚˈ㛑໳೼߽⫼ IEEE 802 LAN Ӭ࢓ⱘ෎⸔Ϟˈᦤկ

ϔ⾡ᇍ䖲᥹ࠄሔඳ㔥䆒໛ⱘ⫼᠋䖯㸠䅸䆕ⱘ᠟↉Ǆ 

IEEE 802.1x ᷛޚᅮНњϔ⾡෎ѢĀᅶ᠋ッüü᳡఼ࡵā˄Client-Server˅῵ᓣᅲ

⦄њ䰤ࠊ᳾䅸䆕⫼᠋ᇍ㔥㒰ⱘ䆓䯂Ǆᅶ᠋ッ㽕䆓䯂㔥㒰ᖙ乏ܜ䗮䖛᳡఼ࡵⱘ䅸

䆕Ǆ 

೼ᅶ᠋ッ䗮䖛䅸䆕Пࠡˈা᳝ EAPOL ᡹᭛˄Extensible Authentication Protocol 
over LAN˅ৃҹ೼㔥㒰Ϟ䗮㸠Ǆ೼䅸䆕៤ࡳПৢˈℷᐌⱘ᭄᥂⌕֓ৃ೼㔥㒰Ϟ䗮

㸠Ǆ 

ᑨ⫼ 802.1x ៥ৌⱘ䆒໛ᦤկњ AuthenticationˈAuthorizationˈand Accounting
ϝ⾡ᅝܼࡳ㛑ˈㅔ⿄ AAAǄ 
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¸ Authentication˖ 䅸䆕ˈ⫼Ѣ߸ᅮ⫼᠋ᰃ৺ৃҹ㦋ᕫ䆓䯂ᴗˈ䰤ࠊ䴲⊩⫼᠋ 

¸ Authorization˖ ᥜᴗˈᥜᴗ⫼᠋ৃҹՓ⫼ાѯ᳡ࡵˈ᥻ࠊড়⊩⫼᠋ⱘᴗ䰤 

¸ Accounting˖ 䅵䋺ˈ䆄ᔩ⫼᠋Փ⫼㔥㒰䌘⑤ⱘᚙމˈЎᬊ䌍ᦤկձ᥂ 

៥ӀᇚҢҹϟ޴Ͼᮍ䴶䯤䗄 802.1x 

¸ 䆒໛ⱘ㾦㡆 

¸ 䅸䆕ⱘথ䍋ঞ䅸䆕䖛⿟Ёⱘ᡹᭛ѸѦ 

¸ Ꮖ䅸䆕⫼᠋ঞ᳾䅸䆕⫼᠋ⱘ⢊ᗕ 

 ൟᑨ⫼ⱘᢧᠥ㒧ᵘ݌ ¸

32.1.1. 䆒໛ⱘ㾦㡆 

IEEE802.1x ᷛޚ䅸䆕ԧ㋏⬅ᙇ䇋㗙ǃ䅸䆕㗙ǃ䅸䆕᳡఼ࡵϝϾ㾦㡆ᵘ៤ˈ೼ᅲ

䰙ᑨ⫼Ёˈϝ㗙߿ߚᇍᑨЎ˖Ꮉ԰キ˄Client˅ǃ䆒໛(network access serverˈ
NAS)ǃRadius-ServerǄ 

 

೒ 1 

¸ ᙇ䇋㗙  

ᙇ䇋㗙ᰃ᳔㒜⫼᠋᠔ᡂⓨⱘ㾦㡆ˈϔ㠀ᰃϾҎ PCǄᅗ䇋∖ᇍ㔥㒰᳡ࡵⱘ䆓䯂ˈᑊ

ᇍ䅸䆕㗙ⱘ䇋∖᡹᭛䖯㸠ᑨㄨǄᙇ䇋㗙ᖙ乏䖤㸠ヺড় IEEE 802.1x ᅶ᠋ッᷛޚⱘ

䕃ӊˈⳂ᳔ࠡ݌ൟⱘህᰃ WindowsXP ᪡԰㋏㒳㞾ᏺⱘ IEEE802.1x ᅶ᠋ッᬃ

ᣕˈ঺໪ˈ៥ৌгᏆ᥼ߎヺড়䆹ᅶ᠋ッᷛޚⱘ Ruijie Supplicant 䕃ӊǄ 

¸ 䅸䆕㗙  

䅸䆕㗙ϔ㠀ЎѸᤶᴎㄝ᥹ܹ䆒໛Ǆ䆹䆒໛ⱘ㘠䋷ᰃḍ᥂ᅶ᠋ッᔧࠡⱘ䅸䆕⢊ᗕ᥻

˖П䯈ˈ䆹䆒໛ᡂⓨⴔЁҟ㗙ⱘ㾦㡆఼ࡵϢ㔥㒰ⱘ䖲᥹⢊ᗕǄ೼ᅶ᠋ッϢ᳡݊ࠊ

Ңᅶ᠋ッ㽕∖⫼᠋ৡˈḌᅲҢ᳡఼ࡵッⱘ䅸䆕ֵᙃˈᑊϨ䕀থ㒭ᅶ᠋ッǄ಴ℸˈ

䆒໛䰸њᡂⓨ IEEE802.1x ⱘ䅸䆕㗙ⱘ㾦㡆ˈ䖬ᡂⓨ RADIUS Client 㾦㡆ˈ಴ℸ

៥Ӏᡞ䆒໛⿄԰ network access server(NAS)ˈᅗ㽕䋳䋷ᡞҢᅶ᠋ッᬊࠄⱘಲᑨ

ᇕ㺙ࠄ RADIUS Ḑᓣⱘ᡹᭛ᑊ䕀থ㒭 RADIUS Serverˈৠᯊᅗ㽕ᡞҢ RADIUS 
Server ᬊࠄⱘֵᙃ㾷䞞ߎᴹᑊ䕀থ㒭ᅶ᠋ッǄ 
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ᡂⓨ䅸䆕㗙㾦㡆ⱘ䆒໛᳝ϸ⾡㉏ൟⱘッষ˖ফ᥻ッষ˄controlled Port˅੠䴲ফ᥻

ッষ˄uncontrolled Port˅Ǆ䖲᥹೼ফ᥻ッষⱘ⫼᠋া᳝䗮䖛䅸䆕ᠡ㛑䆓䯂㔥㒰䌘

⑤˗㗠䖲᥹೼䴲ফ᥻ッষⱘ⫼᠋᮴乏㒣䖛䅸䆕֓ৃҹⳈ᥹䆓䯂㔥㒰䌘⑤Ǆ៥Ӏᡞ

⫼᠋䖲᥹೼ফ᥻ッষϞˈ֓ৃҹᅲ⦄ᇍ⫼᠋ⱘ᥻ࠊ˗䴲ফ᥻ッষЏ㽕ᰃ⫼ᴹ䖲᥹

䅸䆕᳡఼ࡵˈҹֱ֓䆕᳡఼ࡵϢ䆒໛ⱘℷᐌ䗮䆃Ǆ 

¸ 䅸䆕᳡఼ࡵ  

䅸䆕᳡఼ࡵ䗮ᐌЎ RADIUS ᳡఼ࡵˈ䅸䆕䖛⿟ЁϢ䅸䆕㗙䜡ড়ˈЎ⫼᠋ᦤկ䅸䆕

᳡ࡵǄ䅸䆕᳡఼ֱࡵᄬњ⫼᠋ৡঞᆚⷕˈҹঞⳌᑨⱘᥜᴗֵᙃˈϔৄ᳡ৃ఼ࡵҹ

ᇍ໮ৄ䅸䆕㗙ᦤկ䅸䆕᳡ࡵˈ䖭ḋህৃҹᅲ⦄ᇍ⫼᠋ⱘ䲚Ёㅵ⧚Ǆ䅸䆕᳡఼ࡵ䖬

䋳䋷ㅵ⧚Ң䅸䆕㗙থᴹⱘ䆄Ꮴ᭄᥂Ǆ䫤᥋㔥㒰⾥ᡔ݀ৌᅲ⦄ 802.1x ⱘ䆒໛ᅠܼ

ⱘޚᆍᷛݐ Radius Serverˈབ MicroSoft win2000 Server 㞾ᏺⱘ Radius Server 
ঞ Linux ϟⱘ Free Radius ServerǄ 

32.1.2. 䅸䆕ⱘথ䍋ঞ䅸䆕䖛⿟Ёⱘ᡹᭛ѸѦ 

ᙇ䇋㗙੠䅸䆕㗙П䯈䗮䖛 EAPOL ण䆂Ѹᤶֵᙃˈ㗠䅸䆕㗙੠䅸䆕᳡఼ࡵ䗮䖛

RADIUS ण䆂Ѹᤶֵᙃˈ䗮䖛䖭⾡䕀ᤶᅠ៤䅸䆕䖛⿟ǄEAPOL ण䆂ᇕ㺙Ѣ MAC 
ሖПϞˈ㉏ൟোЎ 0x888EǄৠᯊˈᷛޚЎ䆹ण䆂⬇䇋њϔϾ㒘᪁ MAC ഄഔ

01-80-C2-00-00-03ˈ⫼Ѣ߱ྟ䅸䆕䖛⿟Ёⱘ᡹᭛Ӵ䗦Ǆ 

ϟ೒ᰃϔ⃵݌ൟⱘ䅸䆕䖛⿟ЁˈϝϾ㾦㡆䆒໛ⱘ᡹᭛ѸѦ䖛⿟ 

 

೒ 2 

䆹䖛⿟ᰃϔϾ݌ൟⱘ⬅⫼᠋থ䍋ⱘ䅸䆕䖛⿟˄ ೼ϔѯ⡍⅞ⱘᚙᔶϟˈ䆒໛гৃ㛑Џ
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 䇋∖䖭ϔℹ˅Ǆߎথࡼ䅸䆕䇋∖ˈ䖛⿟Ϣ䆹೒ϔ㟈ˈাᰃᇥњ⫼᠋Џߎথࡼ

32.1.3. Ꮖ䅸䆕⫼᠋ঞ᳾䅸䆕⫼᠋ⱘ⢊ᗕ 
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೒ 3 

䆹ᮍḜⱘ䇈ᯢ˖ 

¸ 䆹ᮍḜⱘ㽕∖˖ 

1. ⫼᠋ᬃᣕ 802.1xˈे㽕㺙᳝ 802.1x ⱘᅶ᠋ッ䕃ӊ˄windowXp 㞾ᏺˈ

Star-supplicant ៪݊Ҫヺড় IEEE802.1x ᷛޚⱘᅶ᠋ッ䕃ӊ˅Ǆ 

2. ᥹ܹሖ䆒໛ᬃᣕ IEEE 802.1x 

3. ᳝ϔৄ˄៪໮ৄ˅ᬃᣕᷛޚ RADIUS ⱘ᳡఼ࡵ԰Ў䅸䆕᳡఼ࡵ 

¸ 䆹ᮍḜⱘ䜡㕂㽕⚍˖ 

1. Ϣ Radius Server Ⳍ䖲ⱘষঞϞ㘨ষˈ䜡㕂៤䴲ফ᥻ষˈҹ֓䆒໛㛑ℷᐌഄ

Ϣ᳡఼ࡵ䖯㸠䗮䆃ˈҹঞՓᏆ䅸䆕⫼᠋㛑䗮䖛Ϟ㘨ষ䆓䯂㔥㒰䌘⑤ 

2. Ϣ⫼᠋䖲᥹ⱘッষ㽕䆒㕂Ўফ᥻ষˈҹᅲ⦄ᇍ᥹ܹ⫼᠋ⱘ᥻ࠊˈ⫼᠋ᖙ乏䗮

䖛䅸䆕ᠡ㛑䆓䯂㔥㒰䌘⑤Ǆ 

¸ 䆹ᮍḜⱘ⡍⚍˖ 

1. ↣ৄᬃᣕ 802.1x ⱘ䆒໛᠔䋳䋷ⱘᅶ᠋ッᇥˈ䅸䆕䗳ᑺᖿǄ৘ৄ䆒໛П䯈Ⳍ

Ѧ⣀ゟˈ䆒໛ⱘ䞡ਃㄝ᪡԰ϡӮᕅડ݊ࠄᅗ䆒໛᠔䖲᥹ⱘ⫼᠋Ǆ 

2. ⫼᠋ⱘㅵ⧚䲚ЁѢ Radius Server Ϟˈㅵ⧚ਬϡᖙ㗗㰥⫼᠋䖲᥹೼ાৄ䆒໛

Ϟˈ֓Ѣㅵ⧚ਬⱘㅵ⧚ 

3. ㅵ⧚ਬৃҹ䗮䖛㔥㒰ㅵ⧚᥹ܹሖⱘ䆒໛ 

Bǃᏺ 802.1x ⱘ䆒໛԰Ў∛᥹ሖ䆒໛ 
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೒ 4 

䆹ᮍḜⱘ䇈ᯢ˖ 

¸ 䆹ᮍḜⱘ㽕∖˖ 

1. ⫼᠋ᬃᣕ 802.1xˈे㽕㺙᳝ 802.1x ⱘᅶ᠋ッ䕃ӊ˄windowXp 㞾ᏺˈ

Star-supplicant ៪݊Ҫヺড় IEEE802.1x ᷛޚⱘᅶ᠋ッ䕃ӊ˅Ǆ 

2. ᥹ܹሖ䆒໛ᬃᣕ㽕㛑䗣Ӵ IEEE 802.1x ᏻ(EAPOL) 

3. ∛᥹ሖ䆒໛ᬃᣕ 802.1x˄ᡂⓨ䅸䆕㗙㾦㡆˅ 

4. ᳝ϔৄ˄៪໮ৄ˅ᬃᣕᷛޚ RADIUS ⱘ᳡఼ࡵ԰Ў䅸䆕᳡఼ࡵ 

¸ 䆹ᮍḜⱘ䜡㕂㽕⚍˖ 

1. Ϣ Radius Server Ⳍ䖲ⱘষঞϞ㘨ষˈ䜡㕂៤䴲ফ᥻ষˈҹ֓䆒໛㛑ℷᐌഄ

Ϣ᳡఼ࡵ䖯㸠䗮䆃ˈҹঞՓᏆ䅸䆕⫼᠋㛑䗮䖛Ϟ㘨ষ䆓䯂㔥㒰䌘⑤ 

2. Ϣ᥹ܹሖ䆒໛䖲᥹ⱘッষ㽕䆒㕂Ўফ᥻ষˈҹᅲ⦄ᇍ᥹ܹ⫼᠋ⱘ᥻ࠊˈ⫼᠋

ᖙ乏䗮䖛䅸䆕ᠡ㛑䆓䯂㔥㒰䌘⑤Ǆ 

¸ 䆹ᮍḜⱘ⡍⚍˖ 

1. ⬅Ѣᰃ∛᥹ሖ䆒໛ˈ㔥㒰㾘῵໻ˈϟ᥹⫼᠋᭄໮ˈᇍ䆒໛ⱘ㽕∖催ˈ㢹䆹ሖ

䆒໛থ⫳ᬙ䱰ˈᇚᇐ㟈໻䞣⫼᠋ϡ㛑ℷᐌ䆓䯂㔥㒰Ǆ 

2. ⫼᠋ⱘㅵ⧚䰀
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32.2.1. 802.1x ⱘ咬䅸䜡㕂 

ϟ㸼߫ߎ 802.1x ⱘϔѯ㔎ⳕؐ 

 ᆍ 咬䅸ؐݙ

䅸䆕 Authentication ݇䯁 DISABLE 

䆄Ꮴ Accounting ݇䯁 DISABLE 

䅸䆕᳡఼ࡵ(Radius Server) 
*᳡఼ࡵ IP ഄഔ(ServerIp) 
*䅸䆕 UDP ッষ 
*ᆚⷕ(Key) 

*᮴㔎ⳕؐ 
*1812 
*᮴㔎ⳕؐ 

䆄Ꮴ᳡఼ࡵ(Accounting Server) 
*䆄Ꮴ᳡఼ࡵ IP ഄഔ 
*䆄Ꮴ UDP ッষ 

*᮴㔎ⳕؐ 
*1813 

᠔᳝ッষⱘ㉏ൟ 䴲ফ᥻ッষ˄᠔᳝ッষഛ᮴乏䅸䆕֓

ৃⳈ᥹䗮䆃˅ 

ᅮᯊ䞡䅸䆕 re-authentication ݇䯁 

ᅮᯊ䞡䅸䆕਼ᳳ reauth_period 3600 ⾦ 

䅸䆕༅䋹ৢܕ䆌ݡ⃵䅸䆕ⱘ䯈䱨 10 ⾦ 

䞡Ӵᯊ䯈䯈䱨 3 ⾦ 

᳔໻䞡Ӵ⃵᭄ 3 ⃵ 

ᅶ᠋ッ䍙ᯊᯊ䯈 3 ⾦ˈ೼䆹↉ᯊ䯈ݙ≵᳝ᬊࠄᅶ᠋ッ

ⱘડᑨ֓䅸Ў䖭⃵䗮䆃༅䋹 

᳡఼ࡵ䍙ᯊᯊ䯈 5 ⾦ˈ೼䆹↉ᯊ䯈ݙ≵᳝ᬊࠄ᳡఼ࡵ

ⱘಲᑨˈ֓䅸Ў䖭⃵䗮䆃༅䋹 

ᶤッষϟৃ䅸䆕Џᴎ߫㸼 ᮴㔎ⳕؐ 

 

32.2.2. 802.1X ⱘ䜡㕂⊼ᛣџ乍 

¸ া᳝ᬃᣕ 802.1x ⱘѻકˈᠡ㛑䖯㸠ҹϟ䆒㕂Ǆ 

¸ 802.1x ᮶ৃҹ೼Ѡሖϟজৃҹ೼ϝሖϟⱘ䆒໛䖤㸠Ǆ 

¸ 㽕ܜ䆒㕂䅸䆕᳡఼ࡵ IP ഄഔˈradiusˉserver 䅸䆕ᮍᓣᠡৃҹℷᐌᎹ԰Ǆ 

¸ ᠧᓔッষᅝܼⱘッষϡܕ䆌ᠧᓔ 1X 䅸䆕Ǆ 

¸ Aggregate Port ϡܕ䆌ᠧᓔ 1X 䅸䆕Ǆ 

¸ Ѹᤶᴎা㽕᳝ϔϾッষᠧᓔњ 1x 㛑ˈ᠔᳝ⱘッষ䛑Ӯᇚࡳ 1x ण䆂᡹᭛䗕ࠄ

cpuǄ 
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¸ 䆒໛Ϣ Radius Server 䖲᥹ⱘッষ㽕䆒㕂៤䴲ফ᥻ষ 

32.2.4. 䆒㕂 802.1X 䅸䆕ⱘᓔ݇ 

ᔧᠧᓔ 802.1x 䅸䆕ᯊˈ䆒໛ӮЏࡼ㽕∖ফ᥻ッষϞⱘЏᴎ䖯㸠䅸䆕ˈ᳾䗮䖛䅸

䆕ⱘЏᴎϡܕ䆌䆓䯂㔥㒰Ǆ 

೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸ᠧᓔ 1x 䅸䆕˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 
radius-server host ip-address [auth-port port ] 
[acct-port port] 䜡㕂 RADIUS ᳡఼ࡵ 

Radius-server key string 䜡㕂 RADIUS Key 

aaa authentication dot1x auth group radius 䜡㕂 dot1x 䅸䆕ᮍ⊩߫㸼

dot1x authentication auth dot1x ᑨ⫼䅸䆕ᮍ⊩߫㸼

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show running-config ᰒ⼎䜡㕂 

 

~ 注意： 

೼෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ᠧᓔᚙމϟˈгे䜡㕂ੑҸ aaa domain enable ᯊˈ

dot1x authentication ੑҸ䗝ᢽⱘ䅸䆕ᮍ⊩߫㸼ᇚϡӮ㹿Փ⫼ˈ㗠Փ⫼⫼᠋᠔೼

ⱘඳ䜡㕂ⱘ䅸䆕ᮍ⊩߫㸼Ǆ݋ԧ䜡㕂খ㗗Ā䜡㕂෎Ѣඳৡⱘ AAA ᳡ࡵāǄ 

 

ҹϟ՟ᄤᰃᠧᓔ 802.1x 䅸䆕˖ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key starnet 
Ruijie(config)# aaa authentication dot1x authen group radius 
Ruijie(config)# dot1x authentication authen 
Ruijie(config)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
aaa authentication dot1x authen group radius 
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! 
username ruijie password 0 starnet 

! 
radius-server host 192.168.217.64   

radius-server key 7 072d172e071c2211 
! 

! 
! 

dot1x authentication authen 
! 

interface VLAN 1 
 ip address 192.168.217.222 255.255.255.0 

 no shutdown 
! 

! 
line con 0 

line vty 0 4 
!          

end 

D.Twnd 
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Փ⫼䆹ੑҸⱘ no dot1x port-control ੑҸ݇䯁᥹ষⱘ䅸䆕ࡳ㛑Ǆҹϟ՟ᄤᰃ䆒

㕂ҹ໾㔥᥹ষ 1/1 Ўফ׹᥹ষ˖ 

Ruijie# configure terminal 
Ruijie(config)# interface f 1/1 
Ruijie(config-if)# dot1x port-control auto 
Ruijie(config)# end 
 

ᔧ᥹ষ㹿䆒㕂Ўফ᥻ষⱘᯊ׭ˈাܕ䆌 EAP ᡹᭛䖛ˈᕔ CPU ⱘ᡹᭛г೼ফ᥻㣗ೈ

 Ǆݙ

32.2.6. ᠧᓔᅮᯊ䞡䅸䆕 

802.1x 
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Re-authen Period:     1000 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Disabled 

㢹ᠧᓔ䞡䅸䆕ˈ䇋⊼ᛣ䞡䅸䆕䯈䱨ⱘড়⧚ᗻǄ㽕ḍ᥂݋ԧⱘ㔥㒰㾘῵㗠䆒㕂Ǆ 

32.2.7. ᠧᓔ/݇䯁 䖛Ⓒ䴲៥ৌ supplicant ࡳ㛑ⱘᓔ݇ 

ᔧ䗝⫼៥ৌⱘ supplicant ѻક԰Ў 802.1x 䅸䆕ⱘᅶ᠋ッᯊˈབᵰ⫼᠋ৠᯊгՓ

⫼њ݊ᅗⱘϔѯ 802.1x 䅸䆕ᅶ᠋ッ(↨བᠧᓔњ WindowsXP 㞾ᏺⱘ 802.1x 䅸䆕

 㛑䗝乍)ˈ᳝߭ৃ㛑ӮՓ䅸䆕༅䋹Ǆࡳ

䖭ᯊৃҹ䗮䖛ᠧᓔᴀࡳ㛑ˈᇚ䴲៥ৌ supplicant থߎⱘ 802.1x ᡹᭛䖛Ⓒᥝˈᴹ

ֱ䆕 supplicant ⱘ䅸䆕ϡফ݊ᅗ 802.1x ᅶ᠋ッⱘᕅડǄ咬䅸ᚙމϟˈ䆹ࡳ㛑ᰃ

݇䯁ⱘǄ 

೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸ᠧᓔǃ݇䯁䖛Ⓒࡳ㛑˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x private-supplicant-only ᠧᓔ䖛Ⓒࡳ㛑 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show dot1x ᰒ⼎ dot1x 䜡㕂 

ҹϟ՟ᄤᰃᠧᓔ៥ৌ supplicant ࡳ㛑ⱘᓔ݇ⱘ䜡㕂˖ 

Ruijie# configure terminal 
Ruijie(config)# dot1x private-supplicant-only 
Ruijie(config)# end 
Ruijie# show dot1x 
802.1X Status:        enable 

Authentication Mode:  eap-md5 
Total User Number:    0(exclude dynamic user) 

Authed User Number:   0(exclude dynamic user) 
Dynamic User Number:  0 
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೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸䆒㕂᡹᭛䞡Ӵ䯈䱨 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x timeout tx-period seconds 䆒㕂᡹᭛䞡Ӵ䯈䱨 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show dot1x ᰒ⼎ dot1x 䜡㕂 

Փ⫼ no dot1x timeout tx-period ੑҸᇚ᡹᭛䞡Ӵ䯈䱨ᘶ໡Ў㔎ⳕؐǄҹϟ՟ᄤ

ᰃ䆒㕂᡹᭛䞡Ӵ䯈䱨Ў 100 ⾦˖ 

Ruijie# configure terminal 
Ruijie(config)# dot1x timeout tx-period 100 
Ruijie(config)# end 

32.2.10. 䆒㕂᳔໻䇋∖⃵᭄ 

䆒໛೼ RadiusServer থߎ䅸䆕䇋∖ৢˈ㢹೼ ServerTimeout ᯊ䯈ݙ≵ᬊࠄ

Radius Server ⱘಲᑨˈᇚ䞡Ӵ䆹᡹᭛Ǆ᳔໻䇋∖⃵᭄ᣛⱘᰃ䆒໛䞡Ӵ䇋∖ⱘ᳔

໻᭄ˈ䍙䖛䆹⃵᭄䆒໛ᇚ䅸Ўᴀ⃵䅸䆕༅䋹Ǆ咬䅸ⱘ䞡Ӵ⃵᭄Ў 3 ⃵ˈ៥Ӏ㽕ḍ

᥂݋ԧⱘ㔥㒰⦃๗䖯㸠䇗ᭈǄ 

೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸䆒㕂᡹᭛䞡Ӵ⃵᭄ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x max-req count  䆒㕂᡹᭛䞡Ӵ⃵᭄ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show dot1x ᰒ⼎ dot1x 䜡㕂 

Ruijie#show dot1x 

Փ⫼ no dot1x max-req ੑҸᇚ᡹᭛䞡Ӵ⃵᭄ᘶ໡Ў㔎ⳕؐǄҹϟ՟ᄤᰃ䆒㕂᡹

᭛䞡Ӵ⃵᭄Ў 5 ⃵˖ 

Ruijie# configure terminal 
Ruijie(config)# dot1x max-req 5 
Ruijie(config)# end 
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32.2.11. 䆒㕂᳔໻䞡䅸䆕⃵᭄ 

ᔧ⫼᠋䅸䆕༅䋹ৢˈ䆒໛Ӯᇱ䆩ݡ⃵Ϣ⫼᠋䖯㸠䅸䆕Ǆ೼䅸䆕⃵᭄䍙䖛᳔໻䞡䅸

䆕⃵᭄Пৢˈ䆒໛ህ䅸Ў䖭Ͼ⫼᠋Ꮖ㒣ᮁ㒓ˈ㒧ᴳ䅸䆕䖛⿟Ǆ㋏㒳咬䅸ⱘ⃵᭄ᰃ

3 ⃵ˈ៥Ӏৃҹ䞡ᮄ䆒㕂䖭ϾؐǄ 

೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸䆒㕂᳔໻䞡䅸䆕⃵᭄˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x reauth-max count 䆒㕂᳔໻䞡䅸䆕⃵᭄ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show dot1x ᰒ⼎ dot1x 䜡㕂 

Փ⫼ no dot1x reauth-max ੑҸᇚ᳔໻䞡䅸䆕⃵᭄ᘶ໡Ў㔎ⳕؐǄҹϟ՟ᄤᰃ䆒

㕂᳔໻䞡䅸䆕⃵᭄Ў 3 ⃵˖ 

Ruijie# configure terminal 
Ruijie(config)# dot1x reauth-max 3 
Ruijie(config)# end 
Ruijie# 

32.2.12. 䆒㕂 Server-timeout 

䆹ؐᣛⱘᰃ Radius Server ⱘ᳔໻ડᑨᯊ䯈ˈ㢹೼䆹ᯊ䯈ݙˈ䆒໛≵᳝ᬊࠄ

Radius Server ⱘડᑨˈᇚ䅸Ўᴀ⃵䅸䆕༅䋹Ǆ 

೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸䆒㕂 Server-timeoutǃᘶ໡Ў咬䅸ؐ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x timeout server-timeout seconds  
䆒㕂᳡᳔఼ࡵ໻ડᑨᯊ䯈ˈՓ

⫼䆹ੑҸⱘ no 䗝乍ᇚ݊ᘶ໡Ў

㔎ⳕؐ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show dot1x ᰒ⼎ dot1x 䜡㕂 
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~ 注意： 

ᅲ䰙ᑨ⫼Ёབᵰ䗝ᢽ radius ԰Ў
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show dot1x auto-req ᰒ⼎䜡㕂 

Փ⫼䆹ੑҸⱘ no 䗝乍݇䯁䆹ࡳ㛑ˈ⫼᠋೼䆒㕂䆹ࡳ㛑ᯊ㽕Ҩ㒚㗗㰥ᔧࠡⱘ㔥㒰

ᑨ⫼⦃๗Ǆ 

ᑨ⫼⼎՟ҹϞϝϾੑҸЎ⫼᠋ᦤկњ♉⌏ⱘᑨ⫼ㄪ⬹ˈ⫼᠋ৃҹḍ᥂݋ԧⱘ㔥㒰

ᑨ⫼⦃๗ᴹ䗝ᢽড়䗖ⱘ䜡㕂ੑҸǄЎњᮍ֓⫼᠋䖯㸠䜡㕂ˈ៥Ӏᓎゟњབϟⱘᑨ

⫼䜡㕂㸼ˈ⫼᠋ৃখ㗗䆹㸼ᴹ䖯㸠䜡㕂˖ 

 ᮍḜ 1 ᮍḜ 2 ᮍḜ 3 

⫼᠋⦃๗ ϔッষᇍӏᛣ⫼

᠋ ϔッষᇍऩ⫼᠋ ϔッষᇍ໮⫼᠋ 

ᰃ৺㽕∖Փ⫼៥

ৌ ⱘ supplicant 
԰Ў䅸䆕ᅶ᠋ッ 

ᰃ ৺ ৺ 

ᓎ䆂䞛⫼ⱘ 
䜡㕂ੑҸ 

ϡᖙᠧᓔ dot1x 
auto-req  㛑ࡳ

dot1x auto-req 
 
dot1x auto-req 
packet-num num 
 
dot1x auto-req 
req-interval 
interval 
 
dot1x auto-req 
user-detect 

dot1x auto-req 
 
dot1x auto-req 
packet-num 0 
 
dot1x auto-req 
req-interval 
interval 
 
no dot1x 
auto-req 
user-detect 

 

32.2.14. 䜡㕂 802.1x 䆄Ꮴ 
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1. ೼ Radius Server ⊼ݠ䖭ৄ䆒໛Ў Radius Clientˈབ䅸䆕ᯊⱘ᪡԰ 

2. 䆒㕂䆄Ꮴ᳡఼ࡵⱘ IP ഄഔ 

3. 䆒㕂䆄Ꮴⱘ UDP ッষ 

4. ೼ 802.1x ᠧᓔⱘࠡᦤϟˈᠧᓔ䆄Ꮴ᳡ࡵ 

೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸䆒㕂䆄Ꮴ᳡ࡵ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA  㛑ࡳ

aaa group server radius gs 䜡㕂䆄Ꮴ᳡఼ࡵ㒘 

server 192.168.4.12 acct-port 11 ৥᳡఼ࡵ㒘⏏ࡴ᳡఼ࡵ 

exit 䗔ಲܼሔ䜡㕂῵ᓣ 

aaa accounting network acct start-stop 
group gs 䜡㕂䆄䋺ᮍ⊩߫㸼 
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~ 注意： 

1) Ϣ Radius Server ⱘ㑺ᅮ䆄ᏤᆚⷕϢ䅸䆕Ⳍৠ 

2) ᖙ乏೼ AAA ᠧᓔⱘࠡᦤϟᠡ㛑ᠧᓔ䆄Ꮴ 

3) 802.1X 䅸䆕䗮䖛ৢᠡ㛑䖯㸠䆄䋺 

4) 802.1x ⱘ䆄Ꮴࡳ㛑೼咬䅸ⱘᚙᔶϟᰃ݇䯁ⱘ 

5) 䆄Ꮴⱘ᭄᥂ᑧḐᓣ䇋㾕Ⳍ݇ⱘ Radius Server ᭛ḷ 

6) ೼෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ᠧᓔᚙމϟˈгे䜡㕂ੑҸ aaa domain enable    
ᯊˈdot1x accounting ੑҸ䗝ᢽⱘ䆄Ꮴᮍ⊩߫㸼ᇚϡӮ㹿Փ⫼ˈ㗠Փ⫼⫼᠋᠔೼

ⱘඳ䜡㕂ⱘ䆄䋺ᮍ⊩߫㸼Ǆ݋ԧ䜡㕂খ㗗Ā䜡㕂෎Ѣඳৡⱘ AAA ᳡ࡵāǄ 

 

ৠᯊ៥Ӏᬃᣕ䅵䌍᳈ᮄࡳ㛑 ˈ೼ NAS 䆒໛Ϟ䆒ᅮњ䅵䌍᳈ᮄࣙⱘ਼ᳳৢˈNAS 
䆒໛ेᅮᯊᅮᳳⱘ৥ Radius Server থ䗕䅵䌍᳈ᮄࣙˈRadius Server Ϟৃҹᅮ

Нˈབᵰ໮ᇥ⃵˄޴Ͼ਼ᳳ˅≵᳝ᬊࠄ NAS 䆒໛থ䖛ᴹⱘᶤ⫼᠋ⱘ䅵䌍᳈ᮄࣙ

ᯊˈे䅸Ў䆹 NAS ៪䆹⫼᠋ϡ೼㒓ˈRadius Server ेৃذℶⳌ݇⫼᠋ⱘ䅵䌍ˈ

Ң೼㒓⫼᠋㸼Ёᇚ݊ߴ䰸ㄝㄝ᪡԰Ǆ 

೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸䆒㕂䆄Ꮴ᳈ᮄࡳ㛑᳡ࡵ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA  㛑ࡳ

aaa accounting update 䆒㕂䆄Ꮴ䅵䌍᳈ᮄࡳ㛑 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show running-config ᰒ⼎䜡㕂 

⫼ no aaa accounting update ৃҹ݇䯁䆄䋺᳈ᮄࡳ㛑᳡ࡵ 

Ruijie# configure terminal 
Ruijie(config)# aaa accounting update 
Ruijie(config)# end 
Ruijie# write memory 
Ruijie# show running-config 

ҹϟゴ㡖Ў䫤᥋㔥㒰ѻક⡍᳝ⱘࡳ㛑˖ 

Ўњᮍ֓ᆑᏺ䖤㧹ଚঞ݊Ҫ⡍⅞എড়ⱘ⫼䗨ˈ䫤᥋ᇍ 802.1x ⱘࡳ㛑೼ᷛޚⱘ෎

⸔Ϟ䖯㸠њᠽሩ˄䆹ᠽሩᰃᅠܼ෎ѢᷛޚПϞˈ≵᳝ӏԩⱘϢ IEEE 802.1x ϡݐ

ᆍ˅Ǆ 
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32.2.15. 䜡㕂 IP ᥜᴗ῵ᓣ 

䫤᥋㔥㒰ᅲ⦄ⱘ 802.1xˈৃҹᔎࠊ㽕∖Ꮖ䅸䆕ⱘ⫼᠋Փ⫼೎ᅮⱘ IPǄㅵ⧚ਬ䗮䖛

䜡㕂 IP ᥜᴗ῵ᓣᴹ䰤ᅮ⫼᠋㦋ᕫ IP 
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¸ DISABLE ῵ᓣ˖䗖ড়ϡᇍ⫼᠋䰤ᅮ IP ⱘഎড়Ǆ⫼᠋া䳔䗮䖛䅸䆕֓ৃҹ䆓

䯂㔥㒰Ǆ 

¸ DHCP SERVER ῵ᓣ˖⫼᠋PC 䗮䖛DHCP 㦋ᕫ IP ഄഔˈㅵ⧚ਬ䗮䖛䜡㕂

䆒໛ⱘ DHCP RELAY ᴹ䰤ᅮ⫼᠋䆓䯂ⱘ DHCP SERVERˈ䖭ḋˈা᳝ᣛᅮⱘ

DHCP SERVER ߚ䜡ⱘ IP ᠡᰃড়⊩ⱘǄ 

¸ RADIUS SERVER ῵ᓣ˖⫼᠋ PC Փ⫼೎ᅮⱘ IPˈRADIUS SERVER 䜡㕂

њ<⫼᠋üIP>ⱘᇍᑨ݇㋏ˈᑊ䗮䖛 RADIUS ⱘ Framed-IP-Address ሲᗻਞⶹ䆒

໛ˈ⫼᠋া㛑⫼䆹 IP ᠡ㛑䆓䯂㔥㒰Ǆ 

¸ SUPPLICANT ῵ᓣ˖⫼᠋ PC Փ⫼೎ᅮⱘ IPˈSUPPLICANT ᇚ䆹ֵᙃਞⶹ

䆒໛ˈ⫼᠋া㛑⫼䅸䆕ᯊⱘ IP ᠡ㛑䆓䯂㔥㒰Ǆ 

 

 

 

~ 注意： 

ᤶ῵ᓣᯊӮᇐ㟈Ꮖ㒣䅸䆕ⱘ⫼᠋ܼ䚼ϟ㒓ˈ᠔ҹᓎ䆂೼⫼᠋Փ⫼ࠡህ䜡㕂ߛ᠋⫼

ད䅸䆕῵ᓣǄ 

 

೼⡍ᴗ῵ᓣϟˈབϟ䜡㕂 IP ᥜᴗ῵ᓣ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA  㛑ࡳ

aaa authorization ip-auth-mode {disabled |  
dhcp-server | radius-server | supplicant } 䜡㕂 IP ᥜᴗ῵ᓣ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show running-config ᰒ⼎䜡㕂 

ҹϟ՟ᄤᰃᡞ䜡㕂 IP ᥜᴗ῵ᓣЎ RADIUS-SERVER ῵ᓣ˖ 

Ruijie# configure terminal 
Ruijie(config)# aaa authorization ip-auth-mode radius-serve
r 
Ruijie(config)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
aaa authorization ip-auth-mode radius-server 
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! 

Ruijie# write memory 

32.2.16. থᏗᑓਞֵᙃ 

䫤᥋㔥㒰ᅲ⦄ⱘ 802.1xˈৃҹ೼ Radius Server ッ䜡㕂 Reply-Message ᄫ↉ˈ

ᔧ 䅸 䆕 ៤ ࡳ ৢ ˈ 䆹 ᄫ ↉ ⱘ ֵ ᙃ ৃ ҹ ೼ 䫤 ᥋ 㔥 㒰 ᥼ ߎ ⱘ 802.1x ᅶ ᠋ ッ

Star-Supplicant Ϟᰒ⼎ߎᴹˈ֓Ѣ䖤㧹ଚথᏗϔѯֵᙃǄ 

䆹⍜ᙃা᳝೼⫼᠋㄀ϔ⃵䅸䆕ᯊᰒ⼎ˈ䞡䅸䆕ᯊϡӮᰒ⼎ˈ䖭ḋህ䙓ܡњᇍ⫼᠋

ⱘ乥㐕ᠧᡄǄ 

ᑓਞֵᙃⱘᰒ⼎にষᬃᣕ HTMLˈӮ㞾ࡼᡞ⍜ᙃЁⱘ http://XXX.XXX.XX 䕀ᤶ៤

ৃⳈ᥹䏇䕀ⱘ䖲᥹ˈ֓Ѣ⫼᠋ᶹⳟ䆺㒚ⱘֵᙃǄ 

ᑓਞֵᙃⱘথᏗ˖ 

1) 䖤㸠ଚ೼ Radius Server ッˈ䜡㕂 Reply Message ሲᗻⱘݙᆍ 

2) া᳝䫤᥋ⱘᅶ᠋ッ Ruijie-supplicant ᠡᬃᣕ˄ᇍᴀ݀ৌ䆒໛ⱘ⫼᠋ܡ䌍˅ˈ݊

ᅗⱘᅶ᠋ッⳟϡֵࠄᙃԚϡᕅડՓ⫼ 

3) ೼䆒໛ッ᮴䳔䆒㕂 

32.2.17. ᶤッষϟⱘৃ䅸䆕Џᴎ߫㸼 

Ўњ๲ᔎ 802.1x ⱘᅝܼᗻˈ៥Ӏ೼ϡᕅડ IEEE 802.1x ⱘ෎⸔Ϟ䖯㸠њᠽሩˈ

㔥ㅵৃҹ䰤ᅮᶤϾッষⱘ䅸䆕ⱘЏᴎ߫㸼ǄབᵰϔϾッষϟⱘৃ䅸䆕Џᴎ߫㸼Ў

ぎˈ߭ӏԩ⫼᠋ഛৃ䅸䆕˗㢹ৃ䅸䆕Џᴎ߫㸼ϡЎぎˈ䙷Мা᳝߫㸼ЁⱘЏᴎܕ

䆌䅸䆕Ǆܕ䆌䅸䆕ⱘЏᴎ⫼ MAC ᷛ䆚Ǆ 

 䰸ᶤϔッষϟⱘৃ䅸䆕Џᴎߴᶤϔッষϟⱘৃ䅸䆕Џᴎǃࡴ⏏

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x auth-address-table address mac-addr 
interface interface 䆒㕂ৃ䅸䆕Џᴎ߫㸼 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show running-config ᰒ⼎䜡㕂 

 

~ 注意： 

㢹Џᴎ߫㸼Ўぎˈ䆹ッষܕ䆌ӏԩЏᴎ䅸䆕Ǆ 
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32.2.18. ᥜᴗ 

Ўњᮍ֓䖤㧹ଚˈ៥ৌⱘѻકৃҹᇍϡৠ㉏ൟⱘ⫼᠋ᦤկϡৠ䋼䞣ⱘ᳡ࡵˈབ˖

ᦤկ㒭⫼᠋ⱘ᳔໻ᏺᆑϡৠǄ㗠䖭ѯֵᙃ䲚ЁѢ Radius Server Ϟˈㅵ⧚ਬϡᖙ

ᇍ↣ৄ䆒໛䖯㸠䜡㕂Ǆ 

⬅Ѣ Radius ≵᳝ᷛޚⱘሲᗻᴹ㸼⼎᳔໻᭄᥂⥛Ǆ៥Ӏা㛑䗮䖛ॖଚ㞾ᅮНሲᗻ

ᴹӴ䗦ᥜᴗֵᙃǄ 

ᅮНⱘ䗮⫼Ḑᓣབϟ˖ 

 

೒ 6 

ᇍѢ᳔໻᭄᥂⥛ᑨ฿ⱘؐབϟ˖ 

 

೒ 7 

᳔໻᭄᥂⥛ⱘऩԡ˖kbps 

ᇍѢ᳔໻᭄᥂⥛Ў 10M ⱘ⫼᠋ᑨ฿བϟ˖ 
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೒ 8 

㞾ᅮНⱘ༈ᣝ✻ҹϞḐᓣ฿ˈ᳔໻᭄᥂⥛Ў 10Mˈे 10000kbspˈ䕀ᤶ៤ 16 䖯

߭ࠊ 0x00002710ˈ฿೼Ⳍᑨⱘᄫ↉ϞेৃǄ 

䆹ࡳ㛑᮴乏䆒㕂䆒໛ッǄা㽕䆒໛ッᬃᣕᥜᴗ֓ৃǄ 

32.2.19. 䜡㕂䅸䆕ᮍᓣ 

೼ᷛޚЁˈ802.1x ᰃ䗮䖛 EAP-MD5 䖯㸠䅸䆕Ǆ䫤᥋㔥㒰⾥ᡔ݀ৌᅲ⦄ⱘ

802.1XˈϡԚৃҹ䗮䖛 EAP-MD5 ᮍᓣ䅸䆕˄咬䅸˅ˈ䖬ৃҹ䞛⫼ CHAP ੠ PAP 
ᮍᓣ䅸䆕Ǆ䞛⫼ CHAP ⱘད໘ᰃৃҹޣᇥϔ⃵䆒໛Ϣ RADIUS SERVER ⱘ䗮

䆃ˈޣ䕏 RADIUS SERVER ⱘय़࡯Ǆ੠ CHAP ᮍᓣϔḋˈPAP ੠ RADIUS 
SERVER 䯈ⱘ䗮䆃гা᳝ϔ⃵ˈ㱑✊ PAP 䅸䆕ᮍᓣ⬅Ѣ݊೼ᅝܼᮍ䴶ᄬ೼ᕜ໻

㔎䱋ˈ᠔ҹϡᓎ䆂Փ⫼ˈԚᰃ೼ᶤѯᚙމϟ䖬ᰃৃҹ⒵䎇⫼᠋ⱘ⡍⅞䳔∖ˈ↨བ

ᔧ⫼᠋Փ⫼ⱘᅝܼ᳡఼ࡵাᬃᣕ PAP 䅸䆕῵ᓣᯊˈ䗝ᢽ PAP 䅸䆕῵ᓣህ㛑໳ܙ

 ഄ߽⫼⦄᳝ⱘ䌘⑤ˈֱᡸ⫼᠋ⱘᡩ䌘Ǆߚ

೼⡍ᴗ῵ᓣϟˈᣝབϟℹ偸䆒㕂 802.1x ⱘ䅸䆕ᮍᓣ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x auth-mode mode 䜡㕂䅸䆕῵ᓣ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show dot1x ᰒ⼎䜡㕂 

ҹϟ՟ᄤᰃ䜡㕂៤ CHAP ῵ᓣⱘ՟ᄤ˖ 

Ruijie# configure terminal 
Ruijie (config)# dot1x auth-mode CHAP 
Ruijie(config)# end 
Ruijie# show dot1x 
802.1X Status:        Disabled 
Authentication Mode:  CHAP 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
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Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Group Server 

32.2.20. 䜡㕂໛ӑ䅸䆕᳡఼ࡵ 

៥ৌ෎Ѣ 802.1x ⱘ䅸䆕㋏㒳ˈৃҹᬃᣕ໛ӑ᳡఼ࡵǄᔧЏ᳡఼ࡵ಴৘⾡ॳ಴ᔧᴎ

Пৢˈ䆒໛ᇚ㞾ࡼ৥ᮍ⊩߫㸼᳡఼ࡵ㒘ϟϔϾ᳡఼ࡵᦤѸ䅸䆕䇋∖Ǆᔧ䜡㕂໮Ͼ

᳡఼ࡵᯊˈ㄀ϔϾ䜡㕂ⱘ᳡఼ࡵህᰃЏ᳡఼ࡵˈৢ䴶䜡㕂ⱘ䛑ᰃ໛ӑ᳡఼ࡵǄ 

೼⡍ᴗ῵ᓣϟˈᣝབϟᮍᓣ䆒㕂໛ӑ䅸䆕᳡఼ࡵǄ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ aaa ᓔ݇
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32.2.22. ᅲ⦄⫼᠋Ϣ IP ⱘᤚ㒥 

⫼䫤᥋㔥㒰݀ৌᦤկⱘᅶ᠋ッˈҹঞᇍ Radius Server ⱘℷ⹂䜡㕂ˈৃҹᅲ⦄⫼

᠋Ϣ IP ⱘଃϔ㒥ᅮǄᶤϾ⫼᠋ᖙ乏ҹㅵ⧚ਬߚ䜡ⱘ IP 䖯㸠䅸䆕ˈ৺߭ᇚϡ㛑䅸

䆕៤ࡳǄ 

䆹ࡳ㛑᮴䳔䜡㕂䆒໛ˈ⫼᠋䳔⫼䫤᥋㔥㒰݀ৌᦤկⱘᅶ᠋ッ䕃ӊˈㅵ⧚ਬ䳔䜡㕂

Radius ServerǄ 

32.2.23. ෎Ѣッষⱘ⌕䞣䆄䌍 

䫤᥋㔥㒰䆒໛䰸њᦤկ䩜ᇍᯊ䭓ⱘ䆄䌍໪ˈ೼䆒໛ⱘ↣Ͼッষা᥹ܹϔϾ⫼᠋ⱘ

ᚙᔶϟˈ䆒໛䖬ৃҹᦤկ䩜ᇍ⌕䞣ⱘ䆄䌍ࡳ㛑Ǆ 

䆹ࡳ㛑᮴䳔䜡㕂䆒໛ˈԚ䳔 Radius server ᬃᣕǄ 

32.2.24. 䜡㕂 802.1X ッষࡼᗕ VLAN 㞾ࡼ䏇䕀 

ᗕࡼ VLAN 㞾ࡼ䏇䕀ࡳ㛑䳔㽕೼䖰ッ RADIUS ᳡఼ࡵϞ䆒㕂䩜ᇍ⫼᠋ⱘϟӴ

VLANሲᗻˈRADIUS᳡఼ࡵ䗮䖛ⳌᑨᅮНⱘRADIUSሲᗻᇕ㺙ϟӴVLANֵᙃǄ

᥹ܹ䅸䆕䆒໛ᬊࠄᇕ㺙೼ RADIUs ᡹᭛ЁⱘϟӴ vlan ֵᙃˈᑊ೼⫼᠋䅸䆕䗮䖛ৢ

㞾ࡼᡞ䗮䖛䆹⫼᠋䅸䆕ⱘッষࠄܹࡴϟӴ VLAN ЁǄ 

䗮䖛 show dot1x summary ੑҸৃ೼᥹ܹ䅸䆕䆒໛ッ偠䆕䅸䆕ッষ᠔᥹ܹⱘⳳ

ᅲ VLANǄ䗮䖛 show dot1x user id ੑҸৃᶹⳟ RADIUS ᳡఼ࡵϟӴ VLAN ֵ

ᙃǄ 

䫤᥋㔥㒰ѻકৃ䗮䖛䫤᥋⾕᳝ RADIUS ሲᗻঞ RADIUS ሲᗻϸ⾡ᮍᓣᇕ㺙ϟޚᷛ

Ӵ VLAN ֵᙃǄ 

RADIUS ᳡఼ࡵՓ⫼䫤᥋⾕᳝ሲᗻᇕ㺙ϟӴ VLAN ֵᙃᯊˈ᳡఼ࡵᇚ⾕᳝ሲᗻᇕ

㺙೼ 26 ো RADIUS ሲᗻЁˈ⾕᳝ॖଚޚᷛ ID Ўक݁䖯ࠊ᭄ 0x00001311ˈ咬䅸ᚙ

ϟ䆹⾕᳝ሲᗻ㉏ൟোЎމ 4Ǆৃ䗮䖛ੑҸ radius attribute 4 vendor-type type 䆒

㕂 ೼ ᥹ ܹ 䆒 ໛ Ϟ ৃ ⱘ ϟ Ӵ vlan ⾕ ᳝ ሲ ᗻ ㉏ ൟ Ǆ 䜡 㕂 ੑ Ҹ ৃ খ 㾕 Ā 䜡 㕂

RADIUSāǄ 

䫤᥋㔥㒰ѻકৠᯊᬃᣕ RADIUS ᳡఼ࡵՓ⫼ RADIUS ሲᗻᇕ㺙ϟӴޚᷛ VLAN ֵ

ᙃˈࣙᣀҹϟሲᗻ㒘ড়˖ 

64 োሲᗻ Tunnel-Type 

65 োሲᗻ Tunnel-Medium-Type 

81 োሲᗻ Tunnel-Private-Group-ID 

 ˖পؐབϟ߿ߚ

Tunnel-Type=VLAN (13) 
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Tunnel-Medium-Type=802˄6˅ 

Tunnel-Private-Group-ID=VLANID(ᇕ㺙ЎᄫヺІ) 

᥹ܹ䅸䆕䆒໛᥹ᬊࠄϟӴ VLAN ሲᗻৢˈܜᇚϟӴ VLAN ሲᗻ԰Ў VLAN ৡ⿄ˈ

ᶹᡒ᥹ܹ䅸䆕䆒໛Ϟ䜡㕂ⱘⳌৠৡ⿄ⱘ VLANˈ㢹ᄬ೼Ⳍৠৡ⿄ⱘ VLANˈ䅸䆕ッ

ষ㞾ࡼ䏇䕀㟇䆹 VLAN˗㢹ϡᄬ೼Ⳍৠৡ⿄ⱘ VLANˈ߭ᇚϟӴ VLAN ሲᗻ԰Ў

VLAN IDˈ㢹 Tunnel-Private-Group-ID ሲᗻᇕ㺙ⱘ vlan ID ᄫヺІড়⊩˄ ೼᥹ܹ䅸

䆕䆒໛ᬃᣕⱘ VLAN ID 㣗ೈݙ˅̍ 䅸䆕ッষ㞾ࡼ䏇䕀㟇䆹 VLANˈ৺߭䅸䆕༅䋹Ǆ 

䫤᥋㔥㒰ѻકᬃᣕ೼ ACCESS ੠ TRUNK ッষ῵ᓣϟⱘਃ⫼ 802.1X 䅸䆕ˈࣙᣀ

བϟ VLAN 㞾ࡼ䏇䕀῵ᓣ˖ 

1ˈACCESS ῵ᓣ䅸䆕ッষϟⱘ VLAN 㞾ࡼ䏇䕀 

೼᥹ܹ䅸䆕䆒໛Ϟ᳾䜡㕂ϟӴ VLAN ֵᙃᯊˈ㢹ϟӴ VLAN ሲᗻ䆒㕂Ў VLAN 
IDˈ᥹ܹ䅸䆕䆒໛ৃ߯ᓎⳌᑨ VLANˈᑊՓ䅸䆕ッষ䏇䕀ࠄ䆹 VLAN Ё˗㢹ϟӴ

VLAN ሲᗻᣛᅮЎ VLAN ৡ⿄ˈ䅸䆕ᇚ᮴⊩䗮䖛Ǆ 

೼᥹ܹ䅸䆕䆒໛Ϟ䜡㕂ϟӴ VLAN ৢˈ㢹䆹 vlan ೼᥹ܹ䅸䆕䆒໛Ϟ㹿䆒㕂Ў⾕᳝

VLAN ៪ Super VLANˈ߭䅸䆕ッষϟⱘ⫼᠋ᇚ᮴⊩䗮䖛䅸䆕˗ 

2ˈTRUNK ⱘッষ῵ᓣϟⱘ Native VLAN 㞾ࡼ䏇䕀 

⬅Ѣ TRUNK ッষৠᯊሲѢ໮Ͼ VLANˈ಴ℸ trunk ッষᅲ⦄ⱘᰃ Native vlan ⱘ㞾

䏇䕀Ǆ೼䆒᥹ܹ䅸䆕䆒໛Ϟ䜡㕂ϟӴࡼ vlan ৢˈ㢹ϟӴ VLAN ሲᗻᣛᅮЎ VLAN 
IDˈৃ䅸䆕ッষⱘ Native VLAN ᇚ䏇䕀ࠄϟӴ VLAN˗㢹ϟӴ VLAN ሲᗻᣛᅮЎ

VLAN ৡ⿄ˈッষϟ⫼᠋ᇚ᮴⊩䗮䖛䅸䆕Ǆ 

೼᥹ܹ䅸䆕䆒໛Ϟ䜡㕂ϟӴ VLAN ৢˈ㢹䆹 vlan ೼᥹ܹ䅸䆕䆒໛Ϟ㹿䆒㕂Ў⾕᳝

VLAN ៪ Super VLANˈ߭䅸䆕ッষϟⱘ⫼᠋ᇚ᮴⊩䗮䖛䅸䆕˗ 

ৃҹ䗮䖛ҹϟℹ偸䆒㕂ਃ⫼ッষ vlan 㞾ࡼ䏇䕀˖ 

1ˈਃ⫼ AAA ᳡ࡵ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ਃ⫼ AAA ᳡ࡵ 

᳝݇ AAA ⱘ䜡㕂݋ԧখ㾕Ā䜡㕂 AAAāゴ㡖Ǆ 

2ˈ䜡㕂 RADIUS ᳡఼ࡵⳌֵ݇ᙃ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 
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᳝݇ AAA ⱘ䜡㕂݋ԧখ㾕Ā䜡㕂 AAAāゴ㡖Ǆ 

3ˈ䜡㕂ᮍ⊩߫㸼 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa authentication dot1x list1 group 
radius 

䜡㕂 AAA dot1x 䅸䆕ᮍ⊩߫㸼
list1 

aaa accounting network list2 start-stop 
group radius 䜡㕂 AAA 䆄䋺ᮍ⊩߫㸼 list2 

᳝݇ AAA ⱘ䜡㕂݋ԧখ㾕Ā䜡㕂 AAAāゴ㡖Ǆ 

4ˈ䗝ᢽ 802.1X AAA ᳡ࡵᮍ⊩߫㸼 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x authentication list1 
䗝ᢽᏆ乘ܜ䜡㕂 dot1x 䅸䆕ᮍ

⊩߫㸼 list1 
 

dot1x accounting list2 䗝ᢽᏆ乘ܜ䜡㕂ⱘ dot1x 䆄䋺

ᮍ⊩߫㸼 list2 

5ˈ೼᥹ষ῵ᓣϟՓ㛑 802.1X 䅸䆕 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

interface interface_id 䖯ܹ᥹ষ䜡㕂῵ᓣ 
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ৃҹ䗮䖛ϟ߫ੑҸᶹⳟࡼᗕ VLAN 㞾ࡼ䏇䕀Ⳍֵ݇ᙃ 

ੑҸ ԰⫼ 

show dot1x user id session_id ᶹⳟӮ䆱োЎ session_id ⱘ⫼᠋Ⳍֵ݇

ᙃˈࣙᣀࡼᗕ VLAN 㞾ࡼ䏇䕀ֵᙃǄ 

show dot1x summary ᶹⳟ᥹ܹ䅸䆕ッষ᠔೼ⳳᅲ VLAN 

᳝݇ⱘ⊼ᛣџ乍䇋খ㾕Ā䜡㕂 802.1X ݊Ҫ⊼ᛣџ乍āゴ㡖Ǆ 

32.2.25. ҷ⧚᳡఼ࡵሣ㬑੠ᢼোሣ㬑 

⫼᠋㞾㸠ᶊ䆒ҷ⧚᳡఼ࡵҹঞ⫼᠋䅸䆕ৢݡ㞾㸠ᢼোϞ㔥ˈ䖭ᰃ㔥㒰ᅝ᳔ܼ໻ⱘ

ϸϾ䱤ᙷǄ䫤᥋㔥㒰䆒໛ᦤկҷ⧚᳡఼ࡵሣ㬑੠ᢼোሣ㬑ࡳ㛑Ǆ 

ᅲ⦄䆹ࡳ㛑䆒໛ッϡ䳔ӏԩ䆒㕂ˈা䳔೼ RADIUS ᳡఼ࡵッ䜡㕂ⳌᑨⱘሲᗻǄ⬅

Ѣ Radius ≵᳝ᷛޚⱘሲᗻᴹ㸼⼎᳔໻᭄᥂⥛ˈ៥Ӏা㛑䗮䖛ॖଚ㞾ᅮНሲᗻᴹ

Ӵ䗦ᥜᴗֵᙃǄ៥ӀᅮНⱘ䗮⫼Ḑᓣ㾕ᥜᴗϔ㡖ⱘ䇈ᯢǄ 

ҷ⧚᳡఼ࡵሣ㬑ࡳ㛑ᅮНⱘ Vendor Type Ў 0x20ˈᢼোሣ㬑ࡳ㛑ᅮНⱘ Vendor 
Type Ў 0x21Ǆ 

Attribute-Specific ᄫ↉ЎಯϾᄫ㡖ⱘॖଚ㞾ᅮНሲᗻˈᅮНњᇍՓ⫼ҷ⧚᳡఼ࡵ

Ϟ㔥੠ᢼোϞ㔥㸠Ў᠔䞛পⱘࡼ԰. 0x0000 㸼⼎ℷᐌ䖲᥹ˈϡ䖯㸠Ẕ⌟ሣ㬑, 
0x0001 㸼⼎䖯㸠Ẕ⌟ሣ㬑Ǆ 

㢹㽕ሣ㬑䗮䖛ҷ⧚᳡఼ࡵϞ㔥ˈ⫼᠋ᑨ฿བϟֵᙃ˖ 

 

೒ 9 

㢹㽕ሣ㬑䗮䖛ᢼোϞ㔥ˈ⫼᠋ᑨ฿བϟֵᙃ˖ 
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write ֱᄬ䜡㕂 

show dot1x ᰒ⼎䜡㕂 

 

32.2.27. 䜡㕂 EAPOL ᏻᏺ TAG ⱘ䗝乍ᓔ݇ 

IEEE 802.1x 㑺ᅮ EAPOL ᡹᭛ϡ㛑ࡴ VLAN TAGˈԚ෎Ѣৃ㛑ⱘᑨ⫼䳔∖ˈ៥

ӀᦤկњⳌᑨⱘ䗝乍ᓔ݇ˈ೼ᠧᓔⳌᑨᓔ݇ᯊˈ㛑ḍ᥂ Trunk Port ⱘⳌᑨ䕧ߎ㾘

߭䕧ߎ TAGǄ 

ൟⱘᑨ⫼⦃๗ህᰃ೼∛㘮ሖᠧᓔ݌ 802.1x 䅸䆕ˈখ㾕Ā݌ൟᑨ⫼ⱘᢧᠥ㒧

ᵘāǄ 

೼⡍ᴗ῵ᓣϟˈ៥Ӏৃҹᣝҹϟᮍᓣ䜡㕂 EAPOL ᏻᏺ TAG ⱘ䗝乍ᓔ݇Ǆ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

dot1x eapol-tag ᠧᓔ EAPOL ᏻᏺ TAG ⱘࡳ

㛑Ǆ㔎ⳕ䆹ࡳ㛑ᰃ݇䯁ⱘ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

write ֱᄬ䜡㕂 

show dot1x ᰒ⼎䜡㕂 

ᙼৃҹ⫼ no dot1x eapol-tag ੑҸᴹ݇䯁䆹ࡳ㛑Ǆ 

32.2.28. 䜡㕂෎Ѣッষⱘ⫼᠋䅸䆕 

802.1x ᇍ⫼᠋ⱘ᥻ࠊ咬䅸ᚙމϟᰃ෎Ѣ⫼᠋ MAC 䖯㸠᥻ࠊⱘˈা⫼䗮䖛䅸䆕ⱘ

⫼᠋ᠡ㛑Փ⫼㔥㒰ˈ㗠ᇍѢ݊Ҫ᥹೼ৠϔッষⱘ⫼᠋᮴⊩Փ⫼㔥㒰ˈ㗠෎Ѣッষ

ⱘ᥻ࠊ῵ᓣঞ㸼⼎ᔧᶤϔッষ᳝ϔϾ⫼᠋䅸䆕䗮䖛ᯊˈℸッষህব៤Ꮖ䅸䆕ッ

ষˈ᠔᳝᥹೼ℸッষϟⱘ⫼᠋䛑㛑໳ℷᐌⱘՓ⫼㔥㒰Ǆ 

㽕䜡㕂ッষⱘ᥻ࠊ῵ᓣЎ෎Ѣッষⱘ᥻ࠊ῵ᓣˈҢ⡍ᴗ῵ᓣᓔྟˈᣝℹ偸䖯㸠ҹ

ϟ䆒㕂Ǆ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

interface <interface-id> 䖯ܹ᥹ষ῵ᓣ 

dot1x port-control auto ᠧᓔফ᥻ࡳ㛑 
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interface <interface-id> 䖯ܹ᥹ষ῵ᓣ 

dot1x port-control auto ᠧᓔফ᥻ࡳ㛑 

dot1x default-user-limit <1-4000> 䆒㕂ッষܕ䆌ⱘ᳔໻⫼᠋

᭄ 

End 䗔ࠄߎ⡍ᴗ῵ᓣ 

Write ֱᄬ䜡㕂 

show dot1x port-control ᰒ⼎ッষ 802.1X 䜡㕂 

ᙼৃҹ⫼ no dot1x default-user-limit ੑҸᴹᘶ໡咬䅸ッষ䰤ࠊ⫼᠋᭄Ǆ 

ϟ䴶ⱘ՟ᄤᰒ⼎њབԩ䜡㕂ッষⱘ䰤ࠊ⫼᠋᭄ 

Ruijie#configure terminal  
Ruijie(config)# dot1x default-user-limit 20 

 

~ 注意： 

⬅Ѣᅝܼ䗮䘧ܕ䆌⫼᠋᳾䅸䆕ᚙމϟ䆓䯂ফ䰤䌘⑤ˈ㗠 default-user-limit ೼⫼᠋

᭄⒵ⱘᚙމϟজᖙ乏⽕ℶ݊ᅗ⫼᠋䆓䯂᠔᳝䌘⑤ˈѠ㗙೼Փ⫼ⳂⱘϞᰃⳌᙪⱘˈ

಴ℸ default-user-limit ϡ㛑੠ᅝܼ䗮䘧݅⫼Ǆ 

         

32.3. ᶹⳟ 802.1x ⱘ䜡㕂ঞᔧࠡⱘ㒳䅵ؐ 

ᴀ݀ৌᅲ⦄ⱘ 802.1X ৃҹᶹⳟЄᆠⱘ⢊ᗕᴎֵᙃˈЎ㔥ㅵᦤկњᔎ᳝࡯ⱘㅵ⧚

ձ᥂ˈ֓Ѣㅵ⧚ਬᇍ⫼᠋⢊ᗕⱘᔀ  

¸ ᶹⳟ Radius 䅸䆕ঞ䆄ᏤⳌ݇䜡㕂 

¸ ᶹⳟᔧࠡⱘ⫼᠋᭄ 

¸ ᶹⳟৃ䅸䆕ഄഔ߫㸼 

¸ ᶹⳟ⫼᠋䅸䆕⢊ᗕֵᙃ 

¸ ᶹⳟ 1X ᅶ᠋ッ᥶⌟ᅮᔀ  

32.3.1. ᶹⳟ Radius 䅸䆕ঞ䆄ᏤⳌ݇䜡㕂 

⫼ show radius server ੑҸᶹⳟ Radius Server ⱘⳌ݇䜡㕂ˈ⫼ show aaa 
user ᶹⳟ⫼᠋Ⳍֵ݇ᙃ 

Ruijie# sh radius server 
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write ֱᄬ䜡㕂 

show dot1x auth-address-table ᶹⳟৃ䅸䆕Џᴎ߫㸼 

Փ⫼ no dot1x auth-address-table address ੑҸߴ䰸ᣛᅮⱘৃ䅸䆕Џᴎ߫㸼Ǆ

ҹϟ՟ᄤᰃᶹⳟৃ䅸䆕Џᴎ߫㸼˖ 

Ruijie# show dot1x auth-address-table  
interface:g3/1 

----------------------------------- 
mac addr: 00D0.F800.0001 

32.3.4. ᶹⳟ⫼᠋䅸䆕⢊ᗕֵᙃ 

ㅵ⧚ਬৃҹᶹⳟᴀ䆒໛ⱘᔧࠡ⫼᠋ⱘ䅸䆕⢊ᗕˈ֓Ѣᥦ㾷ᬙ䱰Ǆ 

೼⡍ᴗ῵ᓣϟˈᣝབϟ᪡԰ᶹⳟ⫼᠋䅸䆕⢊ᗕֵᙃ 

ੑҸ ԰⫼ 

show dot1x summary ᶹⳟ⫼᠋䅸䆕⢊ᗕֵᙃ 

ҹϟ՟ᄤᰃᶹⳟ⫼᠋䅸䆕⢊ᗕֵᙃ˖ 

Ruijie# show dot1x summary 
ID   MAC        Interface  VLAN  Auth-State  Backend-State 
Port-Status 

---- ----------- --------- ----  ----------  ------------   
----------- 

1   00d0f8000001 Gi3/1      1   Authenticated  IDLE         
Authed 

32.3.5. ᶹⳟ 1x ᅶ᠋ッ᥶⌟ᅮᯊ఼䆒㕂 

೼⡍ᴗ῵ᓣϟˈᣝབϟ᪡԰ᶹⳟ 1x ᅮᯊ఼䆒㕂 

ੑҸ ԰⫼ 

show dot1x probe-timer  ᶹⳟ 1x ᅮᯊ఼䆒㕂 

ҹϟ՟ᄤᰃᶹⳟ 1x ᅮᯊ఼䆒㕂: 

Ruijie# show dot1x probe-timer 
Hello Interval: 20 Seconds 

Hello Alive: 250 Seconds  
Ruijie# 
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32.4. 䜡㕂 802.1x ݊ᅗ⊼ᛣџ乍 

1. 1X ੠ ACL ৠᯊᑨ⫼ 

೼䴲 IP ᥜᴗ῵ᓣϟˈབᵰᙼᠧᓔᶤϔϾッষⱘ 802.1x 䅸䆕ࡳ㛑ˈজᇚᶤϔϾ

ACL ݇㘨ࠄᶤϔϾ᥹ষǄ߭ ACL ೼ MAC ഄഔⱘ෎⸔Ϟ⫳ᬜǄгህᰃ䇈ˈা᳝

⑤ MAC Ў䅸䆕䗮䖛ⱘ⫼᠋ MAC ⱘ᡹᭛ᠡӮ㒣䖛 ACL 䖛Ⓒˈ݊ᅗ⑤ MAC ഄഔ

᡹᭛㹿϶ᓗˈACL া㛑೼䆹 MAC ഄഔⱘ෎⸔Ϟ䖯㸠䰤ࠊǄ 

↨ བ ˈ 䅸 䆕 䗮 䖛 ⱘ MAC ഄ ഔ Ў 00d0.f800.0001 ˈ ߭ ᠔ ᳝ ⑤ MAC Ў

00d0.f800.0001 ⱘ᡹᭛ৃҹѸᤶǄབᵰ䆹ッষ݇ݡ㘨 ACLˈ߭ ACL ೼䖭ѯ㛑໳

Ѹᤶⱘ᡹᭛෎⸔Ϟᇚ䖯ϔℹ䖛ⒸǄབᢦ㒱⑤ MAC Ў䆹ഄഔⱘ ICMP ᡹᭛Ǆ 

೼ IP ᥜᴗ῵ᓣϟˈᓎ䆂ϡ㽕೼ফ᥻ষϞ䆒㕂 ACLˈ಴Ў ACL Ӭܜ㑻↨䅸䆕⫼᠋

催ˈ䅸䆕䗮䖛ⱘ IP+MAC ⱘ㒥ᅮϡӮ⫳ᬜǄᶤϾッষ䅸䆕䗮䖛ϸϾ⫼᠋˖ 

⫼᠋ 1˖ mac: 00d0.f800.0001 ip: 192.168.65.100 

⫼᠋ 2˖ mac: 00d0.f800.0002 ip: 192.168.65.101 

✊ৢ೼䆹ッষϞ䆒㕂ϔϾ ACLˈབϟ˖ 

ip access-list extended ip_acl: 

deny icmp any any 

ॳᴹⱘⳂⱘᰃЎњܕ䆌䅸䆕⫼᠋䗮䆃ˈϨৠᯊ⽕ℶথ䗕 ICMP ᡹᭛ǄԚ ACL Ӭܜ

㑻↨䅸䆕䗮䖛ⱘ IP + MAC 催ˈ䆹 ACL ⱘ᳔ৢϔᴵ㔎ⳕ ACE ᰃ deny any anyˈ

᠔ҹ䅸䆕䗮䖛ⱘ⫼᠋г᮴⊩䗮䆃Ǆ 

བᵰ೼ IP_acl ৢ䴶ࡴϔᴵ permit any anyˈ߭᠔᳝䅸䆕䗮䖛ⱘ⫼᠋ӏᛣׂᬍ IP 
ৢҡ✊ৃҹ䗮䆃ˈԚ䖒ϡࠄ IP + MAC ϔϔ㒥ᅮⱘⳂⱘǄ᠔ҹᓎ䆂ᙼϡ㽕Փ⫼ IP 
ᥜᴗ ˇ ACL ⱘ῵ᓣ 

2. ⬅Ѣ IP ᥜᴗ῵ᓣϟ䅸䆕⫼᠋Փ⫼ⱘ⹀ӊ㸼乍੠݊ᅗ䖤⫼˄བ ACLǃッষ IP 
ᅝܼഄഔ˅݅ ѿ䖛Ⓒ㸼乍੠䖛Ⓒඳ῵ᵓˈབᵰ݊ᅗᑨ⫼ᇚ⹀ӊ䌘⑤㗫ሑˈ߭ৃ㛑ߎ

⦄ IP ᥜᴗ῵ᓣϟ⫼᠋䅸䆕ϡ៤ࡳˈ៪㗙៤ࡳԚᰃ᮴⊩䗮䆃ⱘ䯂乬Ǆ⡍߿ᰃ䖛Ⓒඳ

῵ᵓˈIP ᥜᴗ῵ᓣϟ⫼᠋䅸䆕ᖙ乏ֱ䆕㟇ᇥ᳝ϔϾ῵ᵓৃҹՓ⫼Ǆ 

 

~ 注意： 

೼ S37 ㋏߫ѸᤶᴎϞˈᔧৠᯊਃ⫼њᅝܼ䗮䘧ǃDHCP SNP ഄഔ㒥ᅮ੠ D1X ϝ

Ͼࡳ㛑ৢˈᇍѢ 1X ফ᥻ষˈDHCP SNP ഄഔ㒥ᅮࡳ㛑༅ᬜǄ 

 

3. ᇍ䅸䆕ッষϞ᳝⫼᠋䖯㸠䅸䆕៪᳝Ꮖ㒣䅸䆕៤ࡳ⫼᠋ᚙމϟⱘ䰤ࠊ䇈ᯢ 

Â ッষ῵ᓣϡ㛑ׂᬍˈ՟བՓ⫼ੑҸ switchport mode trunk 
Â ッষ೼ ACCESS ῵ᓣϟϡ㛑ׂᬍッষ Access VLAN 
Â ッষ೼ TRUNK ῵ᓣϟ懿
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4. ೼ VLAN Ё᳝⫼᠋ℷ೼䖯㸠䅸䆕៪᳝Ꮖ㒣䅸䆕៤ࡳ⫼᠋ᚙމϟⱘ䰤ࠊ䇈ᯢ 

Â VLAN ϡ㛑ߴ䰸 
Â VLAN ⱘ㉏ൟϡ㛑ׂᬍˈ՟བՓ⫼ੑҸ private-vlan primaryǄ 

5. ᇍৠϔ䅸䆕ッষϟ໮Ͼ⫼᠋䅸䆕ᚙމⱘ䰤ࠊ䇈ᯢ 

Â ㄀ϔϾ⫼᠋≵᳝ϟথ VLANˈՓ⫼ッষ㔎ⳕ VLAN ԰Ў㄀ϔϾ⫼᠋ⱘϟ

থ VLAN˗ 
Â ৢ㓁䅸䆕⫼᠋≵᳝ϟথ VLANˈՓ⫼㄀ϔϾ⫼᠋ϟথ VLAN˗ 
Â ৢ㓁䅸䆕⫼᠋ϟথⱘ VLAN ᖙ乏ৠ㄀ϔϾ⫼᠋ϔ㟈ˈ৺߭᮴⊩䗮䖛䅸

䆕˗  
Â ㄀ ϔϾ⫼᠋䞡䅸䆕ৢϟথ VLAN ᖙ乏Ϣ䆹⫼᠋Ϟ⃵䅸䆕䗮䖛ᯊϟথ

VLAN Ⳍৠˈ৺߭᮴⊩䗮䖛䅸䆕Ǆ 
6. ᓔਃᅝܼ䗮䘧ࠡᦤϟˈ IPV6 ഄഔ㒥ᅮ῵ᓣЎ䴲ᆑᵒ῵ᓣ៪㗙 IP ᥜᴗ῵ᓣЎ

DISABLE ῵ᓣˈৠᯊᓔਃ GSNˈᑊ৥䅸䆕⫼᠋ϟথ䱨⾏ㄪ⬹㟇⹀ӊ䌘⑤⍜

㗫ᅠǄ೼Ϟ䗄ᚙމϟˈ݇䯁䅸䆕⫼᠋᠔೼ッষⱘ䅸䆕ࡳ㛑ˈѸᤶᴎӮᠧॄߎ

ᦤ⼎Ā㢃⠛ TCAM 䌘⑤㗫ሑāⱘ log ˈ䖭ϡᕅડッষ䅸䆕ࡳ㛑ⱘ݇䯁੠݊Ҫ

Ⳍ݇᪡԰Ǆ 
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㄀33ゴ� AAA 䜡㕂 

䆓䯂᥻ࠊᰃ⫼ᴹ᥻ࠊાѯҎৃҹ䆓䯂㔥㒰᳡఼ࡵҹঞ⫼᠋೼㔥㒰Ϟৃҹ䆓䯂ાѯ

᳡ࡵⱘǄ䑿ӑ䅸䆕ǃᥜᴗ੠䆄Ꮴ˄ AAA ᰃ˅䖯㸠䆓䯂᥻ࠊⱘϔ⾡Џ㽕ⱘᅝܼᴎࠊǄ 

33.1. AAA ෎ᴀॳ⧚ 

AAA ᰃ Authentication Authorization and Accounting˄ 䅸䆕ǃᥜᴗ੠䆄䋺 ⱘ˅ㅔ⿄ˈ

ᅗᦤկњᇍ䅸䆕ǃᥜᴗ੠䆄䋺ࡳ㛑䖯㸠䜡㕂ⱘϔ㟈ᗻḚᶊˈ䫤᥋㔥㒰䆒໛ѻકᬃᣕ

Փ⫼ AAAǄ 

AAA ҹ῵ഫᮍᓣᦤկҹϟ᳡ࡵ˖ 

¸ 䅸䆕˖偠䆕⫼᠋ᰃ৺ৃ㦋ᕫ䆓䯂ᴗˈৃ䗝ᢽՓ⫼ RADIUS ण䆂ǃTACACS+ण

䆂៪ Local˄ᴀഄ˅ㄝǄ䑿ӑ䅸䆕ᰃ೼ܕ䆌⫼᠋䆓䯂㔥㒰੠㔥㒰᳡ࡵПࠡᇍ݊䑿ӑ

䖯㸠䆚߿ⱘϔ⾡ᮍ⊩Ǆ 

¸ ᥜᴗ˖ᥜᴗ⫼᠋ৃՓ⫼ાѯ᳡ࡵǄAAA ᥜᴗ䗮䖛ᅮНϔ㋏߫ⱘሲᗻᇍᴹᅲ

⦄ˈ䖭ѯሲᗻᇍᦣ䗄њ⫼᠋㹿ᥜᴗᠻ㸠ⱘ᪡԰Ǆ䖭ѯሲᗻᇍৃҹᄬᬒ೼㔥㒰䆒໛

Ϟˈгৃҹ䖰⿟ᄬᬒ೼ᅝܼ᳡఼ࡵϞǄ 

¸ 䆄Ꮴ˖䆄ᔩ⫼᠋Փ⫼㔥㒰䌘⑤ⱘᚙމǄᔧ AAA 䆄Ꮴ㹿ਃ⫼ᯊˈ㔥㒰䆒໛֓ᓔ

ྟҹ㒳䅵䆄ᔩⱘᮍᓣ৥ᅝܼ᳡఼ࡵথ䗕⫼᠋Փ⫼㔥㒰䌘⑤ⱘᚙމǄ↣Ͼ䆄Ꮴ䆄ᔩ

䛑ᰃҹሲᗻᇍⱘᮍᓣ㒘៤ˈᑊᄬᬒ೼ᅝܼ᳡఼ࡵϞˈ䖭ѯ䆄ᔩৃҹ䗮䖛ϧ䮼䕃ӊ

䖯㸠䇏পߚᵤˈҢ㗠ᅲ⦄ᇍ⫼᠋Փ⫼㔥㒰䌘⑤ⱘᚙމ䖯㸠䆄Ꮴǃ㒳䅵ǃ䎳䏾Ǆ 

  

& 说明： 

䚼ߚѻકⱘ AAA ҙᦤկ䅸䆕ࡳ㛑Ǆ᠔᳝⍝ঞѻક㾘Ḑⱘ䯂乬ˈৃҹ䗮䖛৥⽣ᓎ᯳

㔥䫤᥋㔥㒰᳝䰤݀ৌᏖഎҎਬ៪ᡔᴃᬃᧈҎਬ੼䆶ᕫࠄǄ 

 

ሑㅵ AAA ᰃ᳔Џ㽕ⱘ䆓䯂᥻ࠊᮍ⊩ˈ៥ৌѻકৠᯊгᦤկњ೼ AAA 㣗ೈП໪ⱘㅔ

ऩ᥻ࠊ䆓䯂ˈབᴀഄ⫼᠋ৡ䑿ӑ䅸䆕ǃ㒓䏃ᆚⷕ䑿ӑ䅸䆕ㄝǄϡৠП໘೼ѢᅗӀ

ᦤկᇍ㔥㒰ֱᡸ⿟ᑺϡϔḋˈAAA ᦤկ᳈催㑻߿ⱘᅝֱܼᡸǄ 

Փ⫼ AAA ᳝ҹϟӬ⚍˖ 

¸ ♉⌏ᗻ੠ৃ᥻ࠊᗻᔎ 

¸ ৃᠽܙᗻ 

 䅸䆕࣪ޚᷛ ¸

¸ ໮Ͼ໛⫼㋏㒳 
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33.1.1. AAA ෎ᴀॳ⧚ 

AAA ৃҹᇍऩϾ⫼᠋˄㒓䏃˅៪ऩϾ᳡ࡼ఼ࡵᗕ䜡㕂䑿ӑ䅸䆕ǃᥜᴗҹঞ䆄Ꮴ㉏

ൟǄ䗮䖛߯ᓎᮍ⊩߫㸼ᴹᅮН䑿ӑ䅸䆕ǃ䆄Ꮴǃᥜᴗ㉏ൟˈ✊ৢᇚ䖭ѯᮍ⊩߫㸼

ᑨ⫼Ѣ⡍ᅮⱘ᳡ࡵ៪᥹ষǄ 

33.1.2. ᮍ⊩߫㸼 

⬅Ѣᇍ⫼᠋䖯㸠䅸䆕ǃᥜᴗ੠䆄䋺ৃҹՓ⫼ϡৠⱘᅝܼᮍ⊩ˈᙼ䳔㽕Փ⫼ᮍ⊩߫㸼

ᅮНϔϾՓ⫼ϡৠᮍ⊩ᇍ⫼᠋䖯㸠䅸䆕ǃᥜᴗ੠䆄䋺ⱘࠡৢ乎ᑣǄᮍ⊩߫㸼ৃҹᅮ

НϔϾ៪໮Ͼᅝܼण䆂ˈ䖭ḋৃҹ⹂ֱ೼㄀ϔϾᮍ⊩༅䋹ᯊˈ᳝໛⫼㋏㒳ৃ⫼Ǆ

៥ৌѻકՓ⫼ᮍ⊩߫㸼Ё߫ߎⱘ㄀ϔϾᮍ⊩ᯊˈབᵰ䆹ᮍ⊩᮴ᑨㄨˈ߭䗝ᢽᮍ⊩

߫㸼ЁⱘϟϔϾᮍ⊩Ǆ䖭Ͼ䖛⿟ϔⳈᣕ㓁ϟএˈⳈࠄϢ߫ߎⱘᶤ⾡ᅝܼᮍ⊩៤ࡳ

ഄᅲ⦄䗮ֵ៪⫼ᅠᮍ⊩߫㸼Ǆབᵰ⫼ᅠᮍ⊩߫㸼㗠䖬≵᳝៤ࡳᅲ⦄䗮ֵˈ߭䆹ᅝ

 㛑ᅷਞ༅䋹Ǆࡳܼ

 

~ 注意： 

া᳝೼ࠡϔ⾡ᮍ⊩≵᳝ᑨㄨⱘᚙމϟˈ៥ৌѻકᠡӮᇱ䆩ϟϔ⾡ᮍ⊩Ǆ՟བ೼䑿

ӑ䅸䆕䖛⿟Ёˈᶤ⾡ᮍ⊩ᢦ㒱њ⫼᠋䆓䯂ˈ߭䑿ӑ䅸䆕䖛⿟㒧ᴳˈϡݡᇱ䆩݊Ҫ

ⱘ䑿ӑ䅸䆕ᮍ⊩Ǆ 

 

 

೒ ൟⱘ݌ 1 AAA 㔥㒰䜡㕂೒ 

Ϟ೒䇈ᯢњϔϾ݌ൟⱘ AAA 㔥㒰䜡㕂ˈᅗࣙ৿ϸৄᅝܼ᳡఼ࡵ˖R1 ੠ R2 ᰃ

RADIUS ᳡఼ࡵǄ 

䆒㋏㒳ㅵ⧚ਬᏆᅮНњϔϾᮍ⊩߫㸼ˈ೼䖭Ͼ߫㸼ЁˈR1؛ 佪ܜ㹿⫼ᴹ㦋প䑿ӑ

ֵᙃˈ✊ৢᰃ R2ˈ᳔ৢᰃ䆓䯂᳡఼ࡵϞⱘᴀഄ⫼᠋ৡ᭄᥂ᑧǄབᵰϔϾ䖰⿟ PC
⫼᠋䆩೒ᢼো䖯ܹ㔥㒰ˈ㔥㒰䆓䯂᳡఼ࡵ佪ܜ৥ R1 ᶹ䆶䑿ӑ䅸䆕ֵᙃˈ؛བ⫼᠋

䗮䖛њ R1 ⱘ䑿ӑ䅸䆕ˈR1 ᇚ৥㔥㒰䆓䯂᳡఼ࡵথߎϔϾ ACCEPT ᑨㄨˈ䖭ḋ⫼

᠋े㦋ޚ䆓䯂㔥㒰Ǆབᵰ R1 䖨ಲⱘᰃ REJECT ᑨㄨˈ߭ᢦ㒱⫼᠋䆓䯂㔥㒰ˈᮁ
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ᓔ䖲᥹Ǆབᵰ R1 ᮴ᑨㄨˈ㔥㒰䆓䯂᳡఼ࡵህᇚᅗⳟ԰ TIMEOUTˈᑊ৥ R2 ᶹ䆶

䑿ӑ䅸䆕ֵᙃǄ䖭Ͼ䖛⿟ӮϔⳈ೼ԭϟⱘᣛᅮᮍ⊩Ёᣕ㓁ϟএˈⳈࠄ⫼᠋䗮䖛䑿

ӑ䅸䆕ǃ㹿ᢦ㒱៪ᇍ䆱㹿ЁℶǄབᵰ᠔᳝ⱘᮍ⊩䖨ಲ TIMEOUTˈ߭䅸䆕༅䋹ˈ

䖲᥹ᇚ㹿ᮁᓔǄ 

 

~ 注意： 

REJECT ᑨㄨϡৠѢ TIMEOUT ᑨㄨǄREJECT ᛣੇⴔ⫼᠋ϡヺড়ৃ⫼䑿ӑ䅸䆕

᭄᥂ᑧЁࣙ৿ⱘᷛޚˈҢ㗠᳾㛑䗮䖛䑿ӑ䅸䆕ˈ䆓䯂䇋∖㹿ᢦ㒱ǄTIMEOUT ߭

ᛣੇⴔᅝܼ᳡఼ࡵᇍ䑿ӑ䅸䆕ᶹ䆶᳾԰ᑨㄨˈᔧẔ⌟ࠄϔϾ TIMEOUT ᯊˈAAA
䗝ᢽ䑿ӑ䅸䆕ᮍ⊩߫㸼ЁᅮНⱘϟϔϾ䑿ӑ䅸䆕ᮍ⊩ᇚ㒻㓁䖯㸠䑿ӑ䅸䆕䖛⿟Ǆ 

 

  

& 说明： 

೼ᴀ᭛Ё Ϣ̍ AAA ᅝܼ᳡఼ࡵⳌ݇ⱘ䅸䆕ǃᥜᴗ੠䆄䋺䜡㕂 ഛ̍ҹ RADIUS Ў՟ˈ

㗠Ϣ TACACS+᳝݇ⱘݙᆍ䇋঺໪খ㗗Ā䜡㕂 TACACS+āǄ 

 

33.2. AAA 䜡㕂෎ᴀℹ偸 

佪ܜᙼᖙ乏އᅮ㽕䞛⫼ા⾡ᅝܼ㾷އᮍḜ 㗠̍Ϩ䳔㽕䆘Ԅ⡍ᅮ㔥㒰Ёⱘ┰೼ᅝܼ亢

䰽ˈᑊ䗝ᢽ䗖ᔧⱘ᠟↉ᴹ䰏ℶ᳾㒣ᥜᴗⱘ䆓䯂Ǆ៥Ӏᓎ䆂ˈ೼ৃ㛑ⱘᚙމϟˈሑ

䞣Փ⫼ AAA ⹂ֱ㔥㒰ᅝܼǄ 

33.2.1. AAA 䜡㕂䖛⿟ὖ䗄 

བᵰ⧚㾷њ AAA 䖤԰ⱘ෎ᴀ䖛⿟ˈ䜡㕂 AAA ህⳌᇍㅔऩњǄ೼䫤᥋㔥㒰䆒໛Ϟ䜡

㕂 AAA ഄℹ偸བϟ˖ 

1) ਃ⫼ AAAˈՓ⫼ܼሔ䜡㕂ሖੑҸ aaa new-modelǄ 

2) བᵰއᅮՓ⫼ᅝܼ᳡఼ࡵˈ䇋䜡㕂ᅝܼण䆂ⱘখ᭄ˈབ RADIUSǄ 

3) ᅮН䑿ӑ䅸䆕ᮍ⊩߫㸼ˈՓ⫼ aaa authentication ੑҸǄ 

4) བ᳝䳔㽕ˈৃᇚ䆹ᮍ⊩߫㸼ᑨ⫼Ѣ⡍ᅮⱘ᥹ষ៪㒓䏃Ǆ 

 

~ 注意： 

೼ᑨ⫼⡍ᅮᮍ⊩߫㸼ᯊˈབᵰ≵᳝ᯢ⹂ᣛᅮՓ⫼ੑৡⱘᮍ⊩߫㸼ˈ߭Փ⫼咬䅸ⱘ

䑿ӑ䅸䆕ᮍ⊩߫㸼䖯㸠䑿ӑ䅸䆕Ǆ 
಴ℸˈབᵰϡޚ໛Փ⫼咬䅸ⱘ䑿ӑ䅸䆕ᮍ⊩߫㸼ˈ߭䳔㽕ᣛᅮ⡍ᅮⱘᮍ⊩߫㸼Ǆ 
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ᇍѢᴀゴЁՓ⫼ⱘੑҸⱘᅠᭈᦣ䗄ˈ䇋খ㾕ᅝܼ䜡㕂ੑҸখ㗗ЁⱘⳌ݇ゴ㡖Ǆ 

33.2.2. ਃ⫼ AAA 

㽕Փ⫼ AAA ᅝܼ⡍ᗻˈᖙ乏佪ܜਃ⫼ AAAǄ 

㽕ਃ⫼ AAAˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

aaa new-model ਃ⫼ AAA 

 

⫼ذ .33.2.3 AAA 

㽕ذ⫼ AAAˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

no aaa new-model ذ⫼ AAA 

 

33.2.4. ৢ㓁ⱘ䜡㕂䖛⿟ 

ਃ⫼ AAA ҹৢˈ֓ৃҹ䜡㕂ϢᅝܼᮍḜⳌ݇ⱘ݊Ҫ䚼ߚˈϟ㸼䇈ᯢњৃ㛑㽕ᅠ៤

ⱘ䜡㕂ӏࡵҹঞⳌ݇ݙᆍ᠔೼ⱘゴ㡖Ǆ  

AAA 䆓䯂᥻ࠊᅝܼ㾷އᮍḜᮍ⊩ 

䜡㕂ӏࡵ ℹ偸 ᠔೼ゴ㡖 

䜡㕂 RADIUS ᅝܼण䆂খ᭄ 2 䜡㕂 RADIUS 

䜡㕂ᴀഄⱏᔩ(Login)䑿ӑ䅸䆕 3 䜡㕂䅸䆕 

ᅮН䅸䆕ᮍ⊩߫㸼 4 䜡㕂䅸䆕 

ᇚᮍ⊩߫㸼ᑨ⫼Ѣ⡍ᅮⱘ᥹ষ៪㒓䏃 5 䜡㕂䅸䆕 

ਃ⫼ RADIUS ᥜᴗ 6 䜡㕂ᥜᴗ 

ਃ⫼ RADIUS 䆄䋺 7 䜡㕂䆄䋺 

བᵰՓ⫼ AAA ᅲ⦄䑿ӑ䅸䆕ˈ䇋খ㗗Ā䜡㕂䅸䆕āЁⱘⳌ݇䚼ߚǄ 

33.3. 䜡㕂䅸䆕 

䑿ӑ䅸䆕ᰃ೼ܕ䆌⫼᠋Փ⫼㔥㒰䌘⑤ҹࠡᇍ݊䖯㸠䆚߿ˈ೼໻໮᭄ᚙމϟˈ䑿ӑ

䅸䆕ᰃ䗮䖛 AAA ᅝܼ⡍ᗻᴹᅲ⦄ⱘǄ៥Ӏᓎ䆂 ೼̍ৃ㛑ⱘᚙމϟˈ᳔དՓ⫼ AAA
ᴹᅲ⦄䑿ӑ䅸䆕Ǆ 
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33.3.1. ᅮН AAA 䅸䆕ᮍ⊩߫㸼 

㽕䜡㕂 AAA 䑿ӑ䅸䆕ˈ佪ܜᕫᅮНϔϾ䑿ӑ䅸䆕ᮍ⊩ⱘੑৡ߫㸼ˈ✊ৢ৘Ͼᑨ⫼

Փ⫼ᏆᅮН߫㸼䖯㸠䅸䆕Ǆᮍ⊩߫㸼ᅮНњ䑿ӑ䅸䆕ⱘ㉏ൟ੠ᠻ㸠乎ᑣǄᇍѢᏆ

ᅮНⱘ䑿ӑ䅸䆕ᮍ⊩ˈᖙ乏᳝⡍ᅮⱘᑨ⫼ᠡӮ㹿ᠻ㸠Ǆ咬䅸ᮍ⊩߫㸼ᰃଃϔⱘ՟

໪Ǆ᠔᳝ᑨ⫼೼᳾䖯㸠䜡㕂ᯊՓ⫼咬䅸ᮍ⊩߫㸼Ǆ 

ᮍ⊩߫㸼ҙᰃᅮНᇚ㽕㹿ձ⃵ᶹ䆶ⱘǃᑊ⫼Ѣ䅸䆕⫼᠋䑿ӑⱘϔ㋏߫ᅝܼᮍ⊩Ǆᮍ

⊩߫㸼Փᙼ㛑໳ᣛᅮϔϾ៪໮Ͼ⫼Ѣ䑿ӑ䅸䆕ⱘᅝܼण䆂ˈ䖭ḋ⹂ֱ೼㄀ϔ⾡ᮍ

⊩༅䋹ⱘᚙމϟˈৃҹՓ⫼䑿ӑ䅸䆕໛ӑ㋏㒳Ǆ៥ৌѻકՓ⫼㄀ϔ⾡ᮍ⊩䅸䆕⫼

᠋ⱘ䑿ӑˈབᵰ䆹ᮍ⊩᮴ᑨㄨˈᇚ䗝ᢽᮍ⊩߫㸼Ёⱘϟϔ⾡ᮍ⊩Ǆ 䖭Ͼ䖛⿟ϔⳈ

ᣕ㓁ϟএˈⳈࠄϢ߫ߎⱘᶤ⾡䑿ӑ䅸䆕ᮍ⊩៤ࡳഄᅲ⦄䗮ֵ៪⫼ᅠᮍ⊩߫㸼Ǆབ

ᵰ⫼ᅠᮍ⊩߫㸼㗠䖬≵᳝៤ࡳᅲ⦄䗮ֵˈ߭䑿ӑ䅸䆕ᅷਞ༅䋹Ǆ 

 

~ 注意： 

া᳝೼ࠡϔ⾡ᮍ⊩≵᳝ᑨㄨⱘᚙމϟˈ៥ৌѻકᠡӮᇱ䆩ϟϔ⾡ᮍ⊩Ǆབᵰ೼䑿

ӑ䅸䆕䖛⿟Ёˈᶤ⾡ᮍ⊩ᢦ㒱њ⫼᠋䆓䯂ˈ߭䑿ӑ䅸䆕䖛⿟㒧ᴳˈϡݡᇱ䆩݊Ҫ

ⱘ䑿ӑ䅸䆕ᮍ⊩Ǆ 
 

33.3.2. ᮍ⊩߫㸼В՟ 

೼݌ൟ AAA 㔥㒰䜡㕂೒Ёˈᅗࣙ৿ 2 Ͼ᳡఼ࡵ˖R1 ੠ R2 ᰃ RADIUS ᳡఼ࡵǄ

ᮍḜˈNASއ䆒㋏㒳ㅵ⧚ਬᏆ䗝ᅮϔϾᅝܼ㾷؛ 䅸䆕䞛⫼ϔϾ䑿ӑ䅸䆕ᮍ⊩ᇍ

Telnet 䖲᥹䖯㸠䑿ӑ䅸䆕˖佪ܜՓ⫼ R1 ᇍ⫼᠋䖯㸠䅸䆕ˈབᵰ᮴ᑨㄨˈ߭Փ⫼

R2 䖯㸠䅸䆕˗བᵰ R1ǃR2 䛑≵᳝ᑨㄨˈ߭䑿ӑ䅸䆕⬅䆓䯂᳡఼ࡵⱘᴀഄ᭄᥂ᑧ

ᅠ៤ˈ㽕䜡㕂ҹϞ䑿ӑ䅸䆕߫㸼ˈᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal 
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configure terminal 䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 

aaa authentication login test group radius 
local 

೼ܼሔ䜡㕂῵ᓣϟˈᅮНњϔ

ϾৡЎĀtestāⱘᮍ⊩߫㸼Ǆ 
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33.3.4. 䜡㕂 AAA 䑿ӑ䅸䆕ⱘ䗮⫼ℹ偸 

㽕䜡㕂 AAA 䑿ӑ䅸䆕ˈ䛑ᖙ乏ᠻ㸠ҹϟӏࡵ˖ 

¸ Փ⫼ aaa new-model ܼሔ䜡㕂ੑҸਃ⫼ AAAǄ 

¸ བ ᵰ 㽕 Փ ⫼ ᅝ ܼ ᳡ ࡵ ఼ ˈ ᖙ 乏 䜡 㕂 ᅝ ܼ ण 䆂 খ ᭄ ˈ བ RADIUS ੠

TACACS+Ǆ݋ԧⱘ䜡㕂䇋খ㾕Ā䜡㕂 RADIUSā੠Ā䜡㕂 TACACS+āǄ 

¸ Փ⫼ aaa authentication ੑҸᅮН䑿ӑ䅸䆕ᮍ⊩߫㸼Ǆ 

¸ བᵰৃ㛑ˈᇚᮍ⊩߫㸼ᑨ⫼ѢᶤϾ⡍ᅮⱘ᥹ষ៪㒓䏃Ǆ 
 

~ 注意： 

៥ৌѻક DOT1X 䅸䆕Ⳃࠡϡᬃᣕ TACACS+Ǆ  
 

 

33.3.5. 䜡㕂 AAA Login 䅸䆕 

ᴀ㡖ᇚ݋ԧҟ㒡བԩ䜡㕂៥ৌѻક᠔ᬃᣕⱘ AAA Login˄ⱏᔩ˅䑿ӑ䅸䆕ᮍ⊩˖ 

 

~ 注意： 

া᳝೼ܼሔ䜡㕂῵ᓣϟᠻ㸠 aaa new-model ੑҸਃ⫼ AAAˈAAA ᅝܼ⡍ᗻᠡ㛑

䖯㸠䜡㕂Փ⫼˄ϟৠ˅Ǆ݇Ѣ᳈䆺㒚ⱘݙᆍˈ䇋খ㾕ĀAAA ὖ䗄āǄ  
 

೼ᕜ໮ᚙމϟˈ⫼᠋䳔㽕䗮䖛 Telnet 䆓䯂㔥㒰䆓䯂᳡఼ࡵ(NAS)ˈϔᮺᓎゟњ䖭

⾡䖲᥹ˈህৃҹ䖰⿟䜡㕂 NASˈЎњ䰆ℶ㔥㒰᳾㒣ᥜᴗⱘ䆓䯂ˈ㽕ᇍ⫼᠋䖯㸠䑿

ӑ䅸䆕Ǆ 

AAA ᅝܼ᳡ࡵՓ㔥㒰䆒໛ᇍ৘⾡෎Ѣ㒓䏃ⱘ Login˄ ⱏᔩ 䑿˅ӑ䅸䆕বᕫᆍᯧǄϡ

䆎ᙼ㽕އᅮՓ⫼ા⾡ Login 䅸䆕ᮍ⊩ˈা㽕Փ⫼ aaa authentication login ੑҸᅮ

НϔϾ៪໮Ͼ䑿ӑ䅸䆕ᮍ⊩߫㸼ˈᑊᑨ⫼Ѣᙼ䳔㽕䖯㸠 Login 䅸䆕ⱘ⡍ᅮ㒓䏃ህ

ৃҹњǄ 

㽕䜡㕂 AAA Login 䅸䆕ˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal 

aaa new-model ਃ⫼ AAAǄ 

aaa authentication login {default | 
list-name} method1 [method2...] 

ᅮНϔϾ䅸䆕ᮍ⊩߫㸼ˈབᵰ

䳔㽕ᅮН໮Ͼᮍ⊩߫㸼ˈ䞡໡

ᠻ㸠䆹ੑҸǄ 
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end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show running-config ⹂䅸䜡㕂 

ᅮНᴀഄ Login 䅸䆕ᮍ⊩߫㸼ᑊᑨ⫼䅸䆕ᮍ⊩߫㸼ˈৃՓ⫼ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 

aaa authentication login {default | 
list-name} local ᅮНՓ⫼ᴀഄ䅸䆕ᮍ⊩ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show aaa method-list  ⹂䅸䜡㕂ⱘᮍ⊩߫㸼 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

line vty line-num 䖯ܹ㒓䏃䜡㕂῵ᓣ 

login authentication {default | list-name} ᑨ⫼ᮍ⊩߫㸼 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show running-config ⹂䅸䜡㕂 

 

33.3.5.2. Փ⫼ RADIUS 䖯㸠 Login 䅸䆕 

㽕䜡㕂⫼ RADIUS ᳡఼ࡵ䖯㸠 Login 䅸䆕ˈ佪ܜ㽕䜡㕂 RADIUS ᳡఼ࡵǄ䜡㕂

RADIUS ᳡఼ࡵˈ䇋೼ܼሔ䜡㕂῵ᓣϟˈḍ᥂݋ԧ䳔∖ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 

radius-server host ip-address [auth-port 
port] [acct-port port] 䜡㕂 RADIUS ᳡఼ࡵ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show radius server ᰒ⼎ RADIUS ᳡఼ࡵ 

䜡㕂ད RADIUS ᳡ৢ఼ࡵˈ೼䜡㕂 RADIUS 䖯㸠䑿ӑ䅸䆕ҹࠡˈ䇋⹂ֱϢ

RADIUS ᅝܼ᳡఼ࡵП䯈Ꮖ㒣៤ࡳ䖯㸠њ䗮ֵˈ᳝݇ RADIUS ᳡఼ࡵ䜡㕂ⱘֵ

ᙃˈ䇋খ㾕Ā䜡㕂 RADIUSāǄ 

⦄೼ህৃҹ䜡㕂෎Ѣ RADIUS ᳡఼ࡵⱘᮍ⊩߫㸼њˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟ

ੑҸ˖ 

ੑҸ ԰⫼ 
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configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 

aaa authentication login {default | 
list-name} group radius ᅮНՓ⫼ RADIUS 䅸䆕ᮍ⊩ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show aaa method-list  ⹂䅸䜡㕂ⱘᮍ⊩߫㸼 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

line vty line-num 䖯ܹ㒓䏃䜡㕂῵ᓣ 

login authentication {default | list-name} ᑨ⫼ᮍ⊩߫㸼 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show running-config ⹂䅸䜡㕂 

 

33.3.6. 䜡㕂 AAA Enable 䅸䆕 

ᴀ㡖ᇚ݋ԧҟ㒡བԩ䜡㕂៥ৌѻક᠔ᬃᣕⱘ AAA Enable 䅸䆕ᮍ⊩˖ 

೼ᕜ໮ᚙމϟˈ⫼᠋䳔㽕䗮䖛 Telnet ㄝᮍ⊩䆓䯂㔥㒰䆓䯂᳡఼ࡵ(NAS)ˈ೼䖯㸠

њ䑿ӑ䅸䆕ҹৢˈህৃҹ䖯ܹੑҸ㸠⬠䴶˄CLI˅̍ ℸᯊӮ㹿䌟ќϔϾ߱ྟⱘᠻ㸠

CLI ੑҸⱘᴗ䰤˄0~15 㑻˅Ǆϡৠⱘ㑻߿ˈৃҹᠻ㸠ⱘੑҸᰃϡৠⱘˈৃҹՓ⫼

show privilege ੑҸᶹⳟᔧࠡⱘ㑻߿Ǆ݇Ѣ᳈䆺㒚ⱘݙᆍˈ䇋খ㾕ĀՓ⫼ੑҸ㸠

⬠䴶āǄ 

བᵰⱏᔩੑࠄҸ㸠⬠䴶ৢˈ⬅Ѣ߱ྟᴗ䰤䖛Ԣˈϡ㛑ᠻ㸠ᶤѯੑҸˈ߭ৃҹՓ⫼

enable ੑҸᴹᦤछᴗ䰤ǄЎњ䰆ℶ㔥㒰᳾㒣ᥜᴗⱘ䆓䯂ˈ೼ᦤछᴗ䰤ⱘᯊ׭ˈ䳔

㽕䖯㸠䑿ӑ䅸䆕ˈे Enable 䅸䆕Ǆ 

㽕䜡㕂 AAA Enable 䅸䆕ˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ਃ⫼ AAAǄ 

aaa authentication enable default 
method1 [method2...] 

ᅮНϔϾ Enable 䅸䆕ᮍ⊩߫

㸼ˈৃҹᣛᅮ䞛⫼ⱘ䅸䆕ᮍ⊩ˈ

՟བ RADIUSǄ 

Enable 䅸䆕ᮍ⊩߫㸼ܼሔা㛑ᅮНϔϾˈ಴ℸϡ䳔㽕ᅮНᮍ⊩߫㸼ⱘৡ⿄˗݇䬂

ᄫ method ᣛⱘᰃ䅸䆕ᅲ䰙ᮍ⊩Ǆҙᔧࠡ䴶ⱘᮍ⊩䖨ಲ ERROR˄᮴ᑨㄨ˅ˈᠡՓ

⫼ৢ䴶ⱘ݊Ҫ䑿ӑᮍ⊩˗བᵰࠡ䴶ⱘᮍ⊩䖨ಲ FAIL(༅䋹)ˈ߭ϡՓ⫼݊Ҫ䅸䆕ᮍ

⊩ǄЎњՓ䅸䆕᳔ৢ㛑៤ࡳ䖨ಲˈेՓ᠔᳝ᣛᅮᮍ⊩䛑≵᳝ᑨㄨˈৃҹ೼ੑҸ㸠

Ёᇚ none ᣛᅮЎ᳔ৢϔϾ䅸䆕ᮍ⊩Ǆ 

Enable 䅸䆕ᮍ⊩䜡㕂ҹৢゟे㞾ࡼ⫳ᬜǄℸৢ ೼̍⡍ᴗ῵ᓣϟᠻ㸠 enable ੑҸⱘ
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ᯊ׭ˈབᵰ㽕ߛᤶⱘ㑻߿↨ᔧࠡ㑻߿㽕催ˈ߭Ӯᦤ⼎䖯㸠䅸䆕Ǆབᵰ㽕ߛᤶⱘ㑻߿

ᇣѢ៪ㄝѢᔧࠡ㑻߿ˈ߭Ⳉ᥹ߛᤶˈϡ䳔㽕䖯㸠䅸䆕Ǆ 

 

~ 注意： 

བᵰ䖯ܹ CLI ⬠䴶ⱘᯊ׭㒣䖛њ Login 䑿ӑ䅸䆕˄none ᮍ⊩䰸໪˅̍ ᇚ䆄ᔩᔧࠡ

Փ⫼ⱘ⫼᠋ৡǄℸᯊˈ䖯㸠 Enable 䅸䆕ⱘᯊ׭ˈᇚϡݡᦤ⼎䕧ܹ⫼᠋ৡˈⳈ᥹Փ

⫼Ϣ Login 䅸䆕Ⳍৠⱘ⫼᠋ৡ䖯㸠䅸䆕ˈ⊼ᛣ䕧ܹⱘষҸ㽕ϢПऍ䜡Ǆ 

བᵰ䖯ܹ CLI ⬠䴶ⱘᯊ׭≵᳝䖯㸠 Login 䅸䆕 ៪̍೼ Login 䅸䆕ⱘᯊ׭Փ⫼њ none
ᮍ⊩ˈᇚϡӮ䆄ᔩ⫼᠋ৡֵᙃǄℸᯊˈབᵰ䖯㸠 Enable 䅸䆕ˈᇚӮ㽕∖䞡ᮄ䕧ܹ

⫼᠋ৡǄ䖭Ͼ⫼᠋ৡֵᙃϡӮ㹿䆄ᔩˈ↣⃵䖯㸠 Enable 䅸䆕䛑㽕䞡ᮄ䕧ܹǄ 

 

ϔѯ䅸䆕ᮍ⊩ˈ೼䅸䆕ᯊৃҹ㒥ᅮᅝܼ㑻߿Ǆ䖭ḋˈ೼䅸䆕䖛⿟Ёˈ䰸њḍ᥂ᅝܼ
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show running-config ⹂䅸䜡㕂 

ᅮНᴀഄ Enable 䅸䆕ᮍ⊩߫㸼ˈৃՓ⫼ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 

aaa authentication enable default local ᅮНՓ⫼ᴀഄ䅸䆕ᮍ⊩ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show aaa method-list  ⹂䅸䜡㕂ⱘᮍ⊩߫㸼 

show running-config ⹂䅸䜡㕂 

 

33.3.6.2. Փ⫼ RADIUS 䖯㸠 Enable 䅸䆕 

ⱘޚᷛ RADIUS ᳡ৃ఼ࡵҹ䗮䖛 Service-Type ሲᗻ˄ ሲᗻোЎޚᷛ 6 㒥˅ᅮᴗ䰤ˈ

ৃҹᣛᅮ 1 㑻៪ 15 㑻ᴗ䰤˗៥ৌᠽሩⱘ RADIUS ᳡఼ࡵ˄՟བ SAM˅ৃҹ䆒㕂

䆒໛ㅵ⧚ਬⱘ㑻߿˄⾕᳝ሲᗻোЎ 42˅̍ ৃҹᣛᅮ 0~15 㑻ᴗ䰤Ǆ᳝݇ RADIUS ᳡

䜡㕂ⱘֵᙃˈ䇋খ㾕Ā䜡㕂఼ࡵ RADIUSāЁⱘĀᣛᅮ RADIUS ⾕᳝ሲᗻ㉏ൟā

ゴ㡖Ǆ 

㽕䜡㕂⫼ RADIUS 䅸䆕᳡఼ࡵ䖯㸠 Enable 䅸䆕ˈ佪ܜ㽕䜡㕂 RADIUS ᳡఼ࡵˈ

䜡㕂෎Ѣݡৢ✊ RADIUS ᳡఼ࡵⱘ Enable ᮍ⊩߫㸼Ǆ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟ

ੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 

aaa authentication enable default group 
radius ᅮНՓ⫼ RADIUS 䅸䆕ᮍ⊩ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show aaa method-list  ⹂䅸䜡㕂ⱘᮍ⊩߫㸼 

show running-config ⹂䅸䜡㕂 
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33.3.7. 䜡㕂 PPP ⫼᠋Փ⫼ AAA 䅸䆕 

PPP ण䆂ᰃᦤկ೼⚍ࠄ⚍䫒䏃Ϟᡓ䕑㔥㒰ሖ᭄᥂ࣙⱘϔ⾡䫒䏃ሖण䆂Ǆ೼ᕜ໮ᚙ

ϟˈ⫼᠋䳔㽕䗮䖛ᓖℹ៪މ ISDN ᢼো䆓䯂 NAS˄㔥㒰䆓䯂᳡఼ࡵ˅ˈϔᮺᓎゟ

њ䖭⾡䖲᥹ˈᇚਃࡼ PPP णଚˈЎњ䰆ℶ㔥㒰᳾㒣ᥜᴗⱘ䆓䯂ˈPPP ೼णଚ䖛⿟

Ё㽕ᇍᢼো⫼᠋䖯㸠䑿ӑ䅸䆕Ǆ 

ᴀ㡖ᇚ݋ԧҟ㒡བԩ䜡㕂៥ৌѻક᠔ᬃᣕⱘ AAA PPP 䅸䆕ᮍ⊩ 㽕̍䜡㕂 AAA PPP
䅸䆕ˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ਃ⫼ AAAǄ 

aaa authentication ppp {default | 
list-name} method1 [method2...] 

ᅮНϔϾ PPP 䅸䆕ᮍ⊩߫㸼ˈ

ৃҹᣛᅮ䞛⫼ⱘ䅸䆕ᮍ⊩ Ⳃ̍ࠡ

ᬃᣕ RADIUS ੠ TACACS+䖰

⿟䅸䆕 ҹ̍ঞՓ⫼ᴀഄ᭄᥂ᑧ䖯

㸠䅸䆕Ǆ 

interface interface-type interface-number 䖯ܹ䳔㽕ᑨ⫼ AAA 䑿ӑ䅸䆕ⱘ

ᓖℹ៪ ISDN ᥹ষǄ 

ppp authentication {chap | pap} {default | 
list-name} 

ᇚ䑿ӑ䅸䆕ᮍ⊩߫㸼ᑨ⫼Ѣᓖ

ℹ៪ ISDN ᥹ষǄ 

PPP ण䆂᳈݋ԧⱘ䜡㕂ᮍᓣখ㾕ĀPPPǃMP ण䆂䜡㕂āЁⳌ݇ゴ㡖Ǆ 

 

33.3.8. 䜡㕂 802.1x ⫼᠋Փ⫼ AAA 䅸䆕 

IEEE802.1x˄Port-Based Network Access Control˅ᰃϔϾ෎Ѣッষⱘ㔥㒰ᄬপ

᥻ޚᷛࠊˈЎ LAN ᦤկ⚍ᇍ⚍ᓣⱘᅝܼ᥹ܹˈᦤկϔ⾡ᇍ䖲᥹ࠄሔඳ㔥䆒໛ⱘ⫼

᠋䖯㸠䅸䆕ⱘ᠟↉Ǆ 

ᴀ㡖ᇚ݋ԧҟ㒡བԩ䜡㕂៥ৌѻક᠔ᬃᣕⱘ 802.1x 䅸䆕ᮍ⊩ˈ㽕䜡㕂 802.1x 䅸

䆕ˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ਃ⫼ AAAǄ 

aaa authentication dot1x {default | 
list-name} method1 [method2...] 

ᅮНϔϾ IEEE802.1x 䅸䆕ᮍ⊩

߫㸼ˈৃҹᣛᅮ䞛⫼ⱘ䅸䆕ᮍ

⊩ˈⳂࠡᬃᣕ RADIUS 䖰⿟䅸
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䆕 ҹ̍ঞՓ⫼ᴀഄ᭄᥂ᑧ䖯㸠䅸

䆕Ǆ 

dot1x authentication list-name 802.1x ᑨ⫼䅸䆕ᮍ⊩߫㸼Ǆ 

IEEE802.1x ण䆂᳈݋ԧⱘ䜡㕂ᮍᓣখ㾕Ā802.1x 䜡㕂āЁⳌ݇ゴ㡖Ǆ 

 

33.3.9. 䜡㕂䅸䆕⼎՟ 

ϟ䴶⼎՟ⓨ⼎བԩ䜡㕂㔥㒰䆒໛ˈՓ⫼ĀRADIUS+ᴀഄ䑿ӑā䖯㸠䅸䆕Ǆ 

Ruijie(config)# aaa new-model 
Ruijie(config)# username Ruijie password starnet 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authentication login test group radius local 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
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33.3.10. 㒜ッ᳡ࡵᑨ⫼ϟ䅸䆕⼎՟ 

೼㒜ッ᳡ࡵⱘᑨ⫼⦃๗ϟˈ㒜ッ᥹ࠄ䆒໛ⱘᓖℹІষϞˈݡ䗮䖛 IP 㔥㒰䖲᥹ࠄ㔥

㒰Ёᖗ᳡఼ࡵ䖯㸠Ϯࡵ԰ϮǄԚᰃˈབᵰᠧᓔњ AAA 㛑ˈ߭᠔᳝ⱘ㒓䏃䛑䳔㽕ࡳ

䖯㸠ⱏᔩ˄Login˅䅸䆕ˈ䙷М㒜ッ䳔㽕ܜ䗮䖛њ䆒໛ⱘⱏᔩ䅸䆕ˈᠡ㛑䖲᥹ࠄ᳡

ᓔˈ᮶ߚѻ⫳њᕅડǄ៥Ӏৃҹ䗮䖛䜡㕂ᇚϸ⾡㒓䏃ࡵⱘϮࡵ䖭ḋᇍ㒜ッ᳡ˈ఼ࡵ

䅽Փ⫼㒜ッ᳡ࡵⱘ㒓䏃ϡ䖯㸠ⱏᔩ䅸䆕 Ⳉ̍᥹䖲᥹᳡఼ࡵ ৠ̠ᯊ䖲᥹ࠄᴀ䆒໛ⱘ㒓

䏃জৃҹՓ⫼ⱏᔩ䅸䆕ᴹֱ䆕䆒໛ⱘᅝܼǄे 䆒̟㕂ϔϾ㒜ッ᳡ࡵϧ⫼ⱘⱏᔩ䅸䆕

߫㸼ˈԚ䅸䆕ᮍ⊩Ў none˗✊ৢᇚ䖭Ͼⱏᔩ䅸䆕߫㸼ᑨ⫼೼ᠧᓔ㒜ッ᳡ࡵⱘ㒓䏃

Ϟ˄݊Ҫৃҹ䖲᥹ࠄᴀഄⱘ㒓䏃ϡব˅̠ 䖭ḋ䆹㒜ッህϡ䳔㽕䖯㸠ᴀഄⱘⱏᔩ䅸䆕

њǄ䜡㕂ℹ偸བϟ˖ 

Ruijie(config)# aaa new-model 
Ruijie(config)# username Ruijie password starnet 
Ruijie(config)# radius-server host 
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line vty 0 4 
login authentication test 

! 
! 

Ϟ䴶՟ᄤЁˈ䆓䯂᳡఼ࡵՓ⫼ RADIUS ᳡఼ࡵ˄IP Ў 192.168.217.64˅ᇍⱏᔩⱘ

⫼᠋䖯㸠䅸䆕ˈབᵰ RADIUS ᳡఼ࡵ≵᳝ᑨㄨˈ߭Փ⫼ᴀഄ᭄᥂ᑧ䖯㸠䑿ӑ䅸

䆕Ǆ៥ӀՓ⫼ tty 1-4 ԰Ў㒜ッ᳡ࡵՓ⫼ⱘ㒓䏃ˈϡ䳔㽕ⱏᔩ䅸䆕ˈ㗠݊Ҫ tty ੠

vty 㒓䏃䳔㽕䖯㸠ⱏᔩ䅸䆕Ǆ 

 

33.4. 䜡㕂ᥜᴗ 

AAA ᥜᴗՓㅵ⧚ਬ㛑໳ᇍ⫼᠋ৃՓ⫼ⱘ᳡ࡵ៪ᴗ䰤䖯㸠᥻ࠊǄਃ⫼ AAA ᥜᴗ᳡ࡵ

ҹৢˈ㔥㒰䆒໛䗮䖛ᴀഄ៪᳡఼ࡵЁⱘ⫼᠋䜡㕂᭛ӊֵᙃᇍ⫼᠋ⱘӮ䆱䖯㸠䜡

㕂Ǆᅠ៤ᥜᴗҹৢˈ䆹⫼᠋া㛑Փ⫼䜡㕂᭛ӊЁܕ䆌ⱘ᳡ࡵ៪া݋໛䆌ৃⱘᴗ

䰤Ǆ 

33.4.1. ᥜᴗ㉏ൟ 

៥ৌѻકⳂࠡᬃᣕҹϟ AAA ᥜᴗ㉏ൟ˖ 

¸ Exec ᥜᴗ 
¸ Command˄ੑҸ˅ᥜᴗ 
¸ Network˄㔥㒰˅ᥜᴗ 
 

݊Ё Exec ᥜᴗ䩜ᇍⱘᰃ⫼᠋㒜ッⱏᔩࠄ NAS Ϟⱘ CLI ⬠䴶ᯊŰ
RADIUS �Þ,X CLI

NAS
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¸ ˄ৃ䗝˅䜡㕂 AAA 䅸䆕Ǆᥜᴗϔ㠀ᰃ೼⫼᠋䗮䖛䅸䆕Пৢ䖯㸠ˈԚ೼ᶤѯᚙ

ϟˈ≵᳝㒣䖛䅸䆕гৃҹऩ⣀ᥜᴗǄ݇Ѣމ AAA 䅸䆕ⱘֵᙃˈ䇋খ㾕Ā䜡㕂䅸

䆕āǄ 

¸ ˄ৃ䗝 䜡˅㕂ᅝܼण䆂খ᭄Ǆབᵰ䳔㽕Փ⫼ᅝܼण䆂䖯㸠ᥜᴗˈ䳔㽕䜡㕂ᅝܼ

ण䆂খ᭄Ǆ៥ৌѻક Network ᥜᴗҙᬃᣕ RADIUS ण䆂 E̍xec ᥜᴗᬃᣕ RADIUS
੠ TACACS+ण䆂ˈ݇Ѣ RADIUS ण䆂ⱘֵᙃˈ䇋খ㾕Ā䜡㕂 RADIUSā̍ ݇Ѣ

TACACS+ण䆂ⱘֵᙃˈ䇋খ㾕Ā䜡㕂 TACACS+āǄ 

¸ ˄ৃ䗝˅བᵰ䳔㽕Փ⫼ᴀഄᥜᴗˈ߭䳔㽕Փ⫼ username ੑҸᅮН⫼᠋ᴗ

䰤Ǆ 

33.4.3. 䜡㕂ᥜᴗ߫㸼 

㽕ਃ⫼ AAA ᥜᴗˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ
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ᴗⱘ㒓䏃Ǆ 

authorization exec {default | 
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username name [privilege level] Ў⫼᠋䆒㕂ᴗ䰤㑻߿˄ৃ䗝˅ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show running-config ⹂䅸䜡㕂 

ᅮНᴀഄ Exec ᥜᴗᮍ⊩߫㸼ᑊᑨ⫼ᥜᴗᮍ⊩߫㸼ˈৃՓ⫼ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 

aaa authorization exec {default | 
list-name} local ᅮНՓ⫼ᴀഄ䅸䆕ᮍ⊩ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show aaa method-list  ⹂䅸䜡㕂ⱘᮍ⊩߫㸼 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

line vty line-num 䖯ܹ㒓䏃䜡㕂῵ᓣ 

authorization exec {default | list-name} ᑨ⫼ᮍ⊩߫㸼 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show running-config ⹂䅸䜡㕂 

 

33.4.4.2. Փ⫼ RADIUS 䖯㸠 Exec ᥜᴗ 

㽕䜡㕂⫼ RADIUS ᳡఼ࡵ䖯㸠 Exec ᥜᴗˈ佪ܜ㽕䜡㕂 RADIUS ᳡఼ࡵˈ᳝݇

RADIUS ᳡఼ࡵ䜡㕂ⱘֵᙃˈ䇋খ㾕Ā䜡㕂 RADIUSāǄ 

䜡㕂ད RADIUS ᳡ৢ఼ࡵˈህৃҹ䜡㕂෎Ѣ RADIUS ᳡఼ࡵⱘᮍ⊩߫㸼њˈ೼ܼ

ሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 

aaa authorization exec {default | 
list-name} group radius ᅮНՓ⫼ RADIUS 䅸䆕ᮍ⊩ 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show aaa method-list  ⹂䅸䜡㕂ⱘᮍ⊩߫㸼 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

line vty line-num 䖯ܹ㒓䏃䜡㕂῵ᓣ 
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authorization exec {default | list-name} ᑨ⫼ᮍ⊩߫㸼 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show running-config ⹂䅸䜡㕂 

 

33.4.4.3. 䜡㕂 Exec ᥜᴗ⼎՟ 

ϟ՟ⓨ⼎བԩ䖯㸠 Exec ᥜᴗǄ៥Ӏ䆒㕂 VTY 㒓䏃 0~4 Ϟⱘ⫼᠋ⱏᔩᯊ䞛⫼ Login
䅸䆕ˈᑊϨ䖯㸠 Exec ᥜᴗǄ݊Ё Login 䅸䆕䞛⫼ᴀഄ䅸䆕ˈExec ᥜᴗܜ䞛⫼

RADIUSǃབᵰ≵᳝ડᑨৃҹ䞛⫼ᴀഄᥜᴗǄ䖰⿟ RADIUS ᳡఼ࡵഄഔЎ

192.168.217.64ˈ݅ѿᆚ䩹Ў test˗ᴀഄ⫼᠋ৡЎ ruijieˈষҸЎ ruijieˈ㒥ᅮ㑻߿

ᰃ 6 㑻Ǆབϟ˖ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# username ruijie password ruijie 
Ruijie(config)# username ruijie privilege 6 
Ruijie(config)# aaa authentication login mlist1 local 
Ruijie(config)# aaa authorization exec mlist2 group radius local 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication mlist1 
Ruijie(config-line)# authorization exec mlist2 
Ruijie(config)# end 
Ruijie# show running-config 
aaa new-model 
! 

aaa authorization exec mlist2 group radius local 
aaa authentication login mlist1 local 

! 
username ruijie password ruijie 
username ruijie privilege 6 
! 

radius-server host 192.168.217.64 
radius-server key 7 093b100133 

! 
line con 0 

line vty 0 4 
 authorization exec mlist2 

 login authentication mlist1 
! 

end 
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33.4.5. 䜡㕂 AAA Network ᥜᴗ 

៥ৌѻકᬃᣕᇍࣙᣀ PPPǃSLIP ㄝ㔥㒰䖲᥹䖯㸠 Network˄㔥㒰˅ᥜᴗˈ䖭ѯ㔥

㒰䖲᥹䗮䖛 Network ᥜᴗˈৃҹ㦋ᕫ䇌བ⌕䞣ǃᏺᆑǃ䍙ᯊㄝ᳡ࡵ䜡㕂ǄNetwork
ᥜᴗҙᬃᣕ䗮䖛 RADIUS ण䆂䖯㸠ˈ᳡఼ࡵϟথⱘᥜᴗֵᙃᇕ㺙೼ RADIUS ሲᗻ

䞠ˈ䩜ᇍϡৠⱘ㔥㒰䖲᥹ᑨ⫼ˈ᳡఼ࡵϟথⱘᥜᴗֵᙃৃ㛑ϡⳌৠǄ 

 

~ 注意： 

Ⳃࠡ䆹䜡㕂ϡᬃᣕ 802.1X ⱘ AAA ᥜᴗˈ802.1X 䗮䖛঺໪ⱘੑҸᅠ៤ ԧখ㾕̍݋

Ā802.1X 䜡㕂āǄ 

 

㽕䜡㕂 AAA Network ᥜᴗˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ਃ⫼ AAAǄ 

aaa authorization network {default | 
list-name} method1 [method2...] 

ᅮНϔϾᥜᴗᮍ⊩߫㸼ˈབᵰ

䳔㽕ᅮН໮Ͼᮍ⊩߫㸼ˈ䞡໡

ᠻ㸠䆹ੑҸǄ 

㠰㈮ㅘ㠰 ㈮ ㅘ
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aaa authorization network {default | 
list-name} group radius ᅮНՓ⫼ RADIUS ᥜᴗᮍ⊩Ǆ

 

33.4.5.2. 䜡㕂 Network ᥜᴗ⼎՟ 

ϟ՟ⓨ⼎བԩ䖯㸠㔥㒰ᥜᴗǄ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authorization network test group radius none 
Ruijie(config)# end 
Ruijie# show running-config 
aaa new-model 

! 
aaa authorization network test group radius none   

! 
radius-server host 192.168.217.64 

radius-server key 7 093b100133 
! 

 

33.5. 䜡㕂䆄Ꮴ 

AAA 䆄Ꮴࡳ㛑໳䎳䏾⫼᠋Փ⫼ⱘ᳡ࡵ੠㔥㒰䌘⑤Ǆਃ⫼䆄Ꮴࡳ㛑ҹৢˈ㔥㒰䆓䯂

᳡఼ࡵ៪䆒໛ᅲᯊഄҹሲᗻᇍⱘᮍᓣᇚ⫼᠋䆓䯂㔥㒰ⱘᚙމথ䗕㒭ᅝܼ᳡఼ࡵǄ

ᙼৃҹՓ⫼ϔѯߚᵤ䕃ӊᇍ䖭ѯ᭄᥂䖯㸠ߚᵤˈᅲ⦄ᇍ⫼᠋ⱘ⌏ࡼ䖯㸠䅵䌍ǃᅵ

䅵ҹঞ䎳䏾ㄝࡳ㛑Ǆ 

33.5.1. 䆄Ꮴ㉏ൟ 

៥ৌѻકⳂࠡᬃᣕҹϟ䆄Ꮴ㉏ൟ˖ 

¸ Exec 䆄䋺 
¸ Command˄ੑҸ˅䆄䋺 
¸ Network˄㔥㒰˅䆄Ꮴ 
 

݊Ё Exec 䆄䋺䩜ᇍⱘᰃ⫼᠋㒜ッⱏᔩࠄ NAS ϞⱘੑҸ㸠⬠䴶˄CLI˅̍ ೼ⱏܹ੠

ⱏߎᯊ߿ߚ䖯㸠䆄䋺˗ੑ Ҹ䆄䋺䩜ᇍⱘᰃ⫼᠋㒜ッⱏᔩࠄ NAS Ϟⱘ CLI ⬠䴶ҹৢˈ

䆄ᔩ݊݋ԧᠻ㸠ⱘੑҸ˗㗠㔥㒰䆄䋺䩜ᇍⱘϢ㔥㒰䖲᥹Ϟⱘ⫼᠋Ӯ䆱᳝݇ⱘֵᙃǄ 

  
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& 说明： 

ੑҸ䆄䋺ࡳ㛑Ⳃࠡҙ TACACS+ण䆂ᬃᣕˈ݋ԧݙᆍ䇋খ㗗Ā䜡㕂 TACACS+āǄ 

 

33.5.2. 䆄Ꮴⱘޚ໛Ꮉ԰ 

೼䜡㕂 AAA 䆄Ꮴҹࠡˈᖙ乏ᅠ៤ҹϟӏࡵ˖ 

¸ ਃ⫼ AAA ᅝܼ᳡ࡵǄ݇Ѣབԩਃ⫼ AAA ⱘֵᙃˈ䇋খ㾕ĀAAA ὖ䗄āǄ 

¸ ᅮНᅝܼण䆂খ᭄Ǆ䖯㸠䆄䋺ˈ䳔㽕䜡㕂ᅝܼण䆂খ᭄Ǆ៥ৌѻક Network
䆄䋺ҙᬃᣕ RADIUS ᅝܼण䆂˗Exec 䆄䋺ᬃᣕ RADIUS ੠ TACACS+ण䆂˗

Command 䆄䋺ҙᬃᣕ TACACS+ण䆂Ǆ݇Ѣ RADIUS ण䆂ⱘֵᙃˈ䇋খ㾕Ā䜡

㕂 RADIUSā̍  ݇Ѣ TACACS+ण䆂ⱘֵᙃˈ䇋খ㾕Ā䜡㕂 TACACS+āǄ 

¸ ˄ৃ䗝˅䜡㕂 AAA 䅸䆕Ǆᶤѯ䆄䋺䳔㽕೼⫼᠋䗮䖛䅸䆕Пৢᠡ䖯㸠˄՟བ

Exec 䆄䋺˅ˈ݊Ҫᚙމϟˈ≵᳝㒣䖛䅸䆕гৃҹ䖯㸠䆄䋺Ǆ݇Ѣ AAA 䅸䆕ⱘֵ

ᙃˈ䇋খ㾕Ā䜡㕂䅸䆕āǄ 

 

33.5.3. 䜡㕂 AAA Exec 䆄Ꮴ 

Exec 䆄ᏤᇍѢᏆⱏᔩࠄ NAS ⱘ⫼᠋㒜ッˈৃҹ䆄ᔩ݊䖯ܹ੠䗔ߎ CLI ⬠䴶ⱘֵ

ᙃǄ೼⫼᠋㒜ッⱏᔩᑊ䖯ܹࠄ NAS ⱘ CLI ⬠䴶ᯊˈӮ৥ᅝܼ᳡఼ࡵথ䗕ϔϾ䆄䋺

ᓔྟ˄Start˅ֵᙃˈ೼䗔ߎ CLI ⬠䴶ᯊˈӮ৥᳡఼ࡵথ䗕ϔϾ䆄䋺㒧ᴳ˄Stop˅

ֵᙃǄ 

 

~ 注意： 

া᳝ⱏᔩࠄ NAS ⱘ⫼᠋㒜ッ䗮䖛њ Login 䅸䆕ˈᠡӮ䖯㸠 Exec 䆄䋺Ǆབᵰ≵᳝

䆒㕂 Login 䅸䆕ˈ៪㗙䅸䆕ᯊ׭䞛⫼њ none ᮍ⊩ˈ߭ϡӮ䖯㸠 Exec 䆄䋺Ǆ䩜ᇍ

ৠϔϾ⫼᠋㒜ッⱘⱏᔩˈⱏܹᯊབᵰ≵᳝䖯㸠䖛 Start 䆄䋺ˈⱏߎᯊгህϡӮ䖯㸠

Stop 䆄䋺Ǆ 

 

 

㽕䜡㕂 AAA Exec 䆄䋺ˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ਃ⫼ AAAǄ 
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aaa accounting exec {default | list-name} 
start-stop method1 [method2...] 

ᅮНϔϾ䆄䋺ᮍ⊩߫㸼ˈབᵰ

䳔㽕ᅮН໮Ͼᮍ⊩߫㸼ˈ䞡໡

ᠻ㸠䆹ੑҸǄ 

line vty line-num 䖯ܹᙼ䳔㽕ᑨ⫼ AAA Exec 䆄

䋺ⱘ㒓䏃Ǆ 

accounting exec {default | list-name}  ᇚᮍ⊩߫㸼ᑨ⫼㒓䏃Ǆ 

݇䬂ᄫ list-name ⫼ᴹੑৡ߯ᓎ䆄䋺ᮍ⊩߫㸼ˈৃҹᰃӏԩᄫヺІ˗݇䬂ᄫ

method ᣛⱘᰃ䆄䋺ᅲ䰙ㅫ⊩Ǆҙᔧࠡ䴶ⱘᮍ⊩䖨ಲ ERROR˄᮴ᑨㄨ˅ˈᠡՓ⫼

ৢ䴶ⱘ݊Ҫ䆄䋺ᮍ⊩˗བᵰࠡ䴶ⱘᮍ⊩䖨ಲ FAIL(༅䋹)ˈ߭ϡՓ⫼݊Ҫ䆄䋺ᮍ

⊩ǄЎњՓ䆄䋺᳔ৢ㛑៤ࡳ䖨ಲˈेՓ᠔᳝ᣛᅮᮍ⊩䛑≵᳝ᑨㄨˈৃҹ೼ੑҸ㸠

Ёᇚ none ᣛᅮЎ᳔ৢϔϾ䆄䋺ᮍ⊩Ǆ 

 

& 说明: 

Փ⫼݇䬂ᄫ start-stopˈ㔥㒰䆓䯂᳡఼ࡵ೼⫼᠋ᓔྟ੠㒧ᴳ䆓䯂㔥㒰᳡ࡵᯊ䛑㒭

ᅝܼ᳡఼ࡵথ䗕䆄ᏤֵᙃǄ 

 

 

33.5.3.1. Փ⫼ RADIUS 䖯㸠 Exec 䆄䋺 

㽕䜡㕂⫼ RADIUS ᳡఼ࡵ䖯㸠 Exec 䆄䋺ˈ佪ܜ㽕䜡㕂 RADIUS ᳡఼ࡵˈ᳝݇

RADIUS ᳡఼ࡵ䜡㕂ⱘֵᙃˈ䇋খ㾕Ā䜡㕂 RADIUSāǄ 

䜡㕂ད RADIUS ᳡ৢ఼ࡵˈህৃҹ䜡㕂෎Ѣ RADIUS ᳡఼ࡵⱘᮍ⊩߫㸼њˈ೼ܼ

ሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ᠧᓔ AAA ᓔ݇ 
aaa accounting exec {default | list-name} 
start-stop group radius ᅮНՓ⫼ RADIUS 䆄䋺ᮍ⊩Ǆ

end 䗔ࠄߎ⡍ᴗ῵ᓣ 

show aaa method-list  ⹂䅸䜡㕂ⱘᮍ⊩߫㸼 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

line vty line-num 䖯ܹ㒓䏃䜡㕂῵ᓣ 

accounting exec {default | list-name} ᑨ⫼ᮍ⊩߫㸼 

end 䗔ࠄߎ⡍ᴗ῵ᓣ 
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show running-config ⹂䅸䜡㕂 

 

33.5.3.2. 䜡㕂 Exec 䆄Ꮴ⼎՟ 

ϟ՟ⓨ⼎བԩ䖯㸠 Exec 䆄䋺Ǆ៥Ӏ䆒㕂 VTY 㒓䏃 0~4 Ϟⱘ⫼᠋ⱏᔩᯊ䞛⫼ Login
䅸䆕ˈᑊϨ䖯㸠 Exec 䆄䋺Ǆ݊Ё Login 䅸䆕䞛⫼ᴀഄ䅸䆕ˈExec 䆄䋺䞛⫼

RADIUSǄ䖰⿟ RADIUS ᳡఼ࡵഄഔЎ 192.168.217.64ˈ݅ѿᆚ䩹Ў testǄᴀഄ

⫼᠋ৡЎ ruijieˈষҸЎ ruijieǄབϟ˖ 

Ruijie# config 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# username ruijie password ruijie 
Ruijie(config)# aaa authentication login auth local 
Ruijie(config)# aaa accounting exec acct start-stop group radius 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication auth 
Ruijie(config-line)# accounting exec acct 
Ruijie(config)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
aaa accounting exec acct start-stop group radius 

aaa authentication login auth local 
! 

username ruijie password ruijie 
! 

radius-server host 192.168.217.64 
radius-server key 7 093b100133 

! 
line con 0 

line vty 0 4 
 accounting exec acct 
 login authentication auth 
! 

end 
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33.5.4. 䜡㕂 AAA Network 䆄Ꮴ 

Network˄㔥㒰˅䆄Ꮴᦤկњ݇Ѣ⫼᠋Ӯ䆱ⱘ䆄䋺ֵᙃˈࣙᣀ᡹᭛ⱘϾ᭄ঞᄫ㡖

᭄ǃIP ഄഔǃ⫼᠋ৡㄝǄNetwork 䆄䋺Ⳃࠡাᬃᣕ RADIUS ण䆂Ǆ 

 

& 说明: 

RADIUS 䆄ᏤֵᙃⱘḐᓣ䱣ϡৠⱘ RADIUS ᅝܼ᳡఼ࡵ㗠ব࣪Ǆ䆄Ꮴ䆄ᔩЁⱘݙ

ᆍৃ㛑Ӯ⬅Ѣ៥ৌѻક⠜ᴀⱘϡৠ㗠᳝ѯব࣪Ǆ 
 

㽕䜡㕂 AAA Network 䆄䋺ˈ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ਃ⫼ AAAǄ 

aaa accounting network { {
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aaa local authentication lockout-time num 
䜡㕂 login ⱏᔩ ⫼̍᠋ᇱ䆩䍙

䖛䜡㕂ⱘ༅䋹⃵᭄ˈ㹿䫕ᅮ

ⱘᯊ䯈䭓ᑺ˄ᇣᯊ˅ 
end 䗔ࠄߎ⡍ᴗ῵ᓣ 
show aaa user lockout {all | user-name 
name-string} ᰒ⼎ᔧࠡ㹿䫕ᅮⱘ⫼᠋߫㸼

clear aaa local user lockout {all | user-name 
name-string } ⏙䰸㹿䫕ᅮⱘ⫼᠋߫㸼 

 

& 说明: 

咬䅸ᚙމϟˈLogin ᇱ䆩༅䋹⃵᭄Ў 3 ⃵ˈ㹿䫕ᅮⱘᯊ䯈䰤ࠊЎ 15 ᇣᯊǄ 

 

33.8. 3 G!5Â

G!5ÂG!:¤
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೼໮ඳ⦃๗ϟˈৠϔৄ NAS˄Network Access Switch˅ৃЎϡৠඳЁⱘ⫼᠋ᦤկ

AAA ᳡ࡵˈ৘ඳЁ⫼᠋ⱘሲᗻ˄՟བ⫼᠋ৡঞᆚⷕǃ᳡ࡵ㉏ൟǃᴗ䰤ㄝ˅᳝ৃ㛑৘

ϡⳌৠ ಴̍ℸ᳝ᖙ㽕䗮䖛䆒㕂ඳⱘᮍ⊩ᡞᅗӀऎߚᓔ ᑊ̍Ў↣Ͼඳऩ⣀䜡㕂ࣙᣀ AAA
᳡ࡵᮍ⊩߫㸼˄՟བՓ⫼ⱘ RADIUS˅೼ݙⱘሲᗻ䲚Ǆ 

       䆒໛෎Ѣඳৡⱘ AAA ᳡ࡵ෎ᴀॳ⧚བϟ˖ 

¸ 㾷ᵤ⫼᠋ᨎᏺⱘඳৡ⿄ 
¸ ḍ᥂ඳৡ⿄ᶹᡒ⫼᠋᠔䜡㕂ⱘඳ 
¸ ḍ᥂䆒໛Ϟඳ䜡㕂ֵᙃᶹᡒⳌᑨⱘ AAA ᳡ࡵⱘᮍ⊩߫㸼ৡ 
¸ ḍ᥂ᮍ⊩߫㸼ৡ೼㋏㒳Ёᶹᡒᇍᑨⱘᮍ⊩߫㸼 
¸ Փ⫼䆹ᮍ⊩߫㸼ᦤկ AAA ᳡ࡵ 

 
 

& 说明: 

Ϟ䗄ӏԩϔϾℹ偸༅䋹ˈ⫼᠋ᇚ᮴⊩Փ⫼⬇䇋ⱘ AAA ᳡ࡵ 
 

ҹϟᰃ݌ൟⱘ໮Ͼඳ⦃๗ᢧᠥ೒˖�

 

                     ೒  ൟ໮Ͼඳ㔥㒰೒݌ 2

33.8.2. ෎Ѣඳৡⱘ AAA ᳡ࡵ䜡㕂 

ᣝབϟ乎ᑣ䜡㕂෎Ѣඳৡⱘ AAA ᳡ࡵ˖ 

1. ਃ⫼ AAA ᳡ࡵ 

2. ᅮН AAA ᳡ࡵⱘᮍ⊩߫㸼 

3. ਃ⫼෎Ѣඳৡⱘ AAA ᳡ࡵ 

4. ߯ᓎඳ 

5. 䜡㕂ඳሲᗻ䲚 

6. ᶹⳟඳ䜡㕂 
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& 说明: 

㋏㒳᳔໮ᬃᣕ䜡㕂 32 ϾඳǄ 

 

33.8.2.1. ਃ⫼ AAA 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa new-model ਃ⫼ AAA ᳡ࡵ 

⫼ԧੑҸ䇈ᯢ䇋খ㾕Āਃ݋ AAA ᳡ࡵā ゴ㡖Ǆ 

33.8.2.2. ᅮН AAA ᳡ࡵⱘᮍ⊩߫㸼 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

aaa authentication dot1x {default | 
list-name} method1 [method2...] 

ᅮНϔϾ IEEE802.1x 䅸䆕ᮍ⊩

߫㸼Ǆ 
aaa accounting network {default | 
list-name} start-stop method1 [method2...] 

ᅮНϔϾ Network 䆄䋺ᮍ⊩߫

㸼Ǆ 
aaa authorization network {default | 
list-name} method1 [method2...] 

ᅮНϔϾ Network ᥜᴗᮍ⊩߫

㸼Ǆ 

 ԧ䇈ᯢ䇋খ㾕Ā䜡㕂䅸䆕āˈĀ䜡㕂䆄䋺ā੠Ā䜡㕂ᥜᴗāⳌ݇ゴ㡖Ǆ݋

33.8.2.3. ᠧᓔ෎Ѣඳৡⱘ AAA

A A A
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ੑҸ ԰⫼ 

username-format {without-domain | 
with-domain} 

೼ඳ䜡㕂῵ᓣϟˈ䜡㕂 NAS Ϣ

᳡఼ࡵѸѦᯊඳЁ⫼᠋ৡᰃ৺

ᨎᏺඳৡֵᙃ 

䜡㕂ඳᬃᣕⱘ᳔໻⫼᠋᭄Ⳃ˖ 

ੑҸ ԰⫼ 

access-limit num 

೼ඳ䜡㕂῵ᓣϟ 䜡̍㕂䆹ඳ㛑໳

ᆍ㒇ⱘ᳔໻⫼᠋᭄Ⳃˈ咬䅸ᚙ

މ ϡ 䰤 ࠊ ⫼᠋ ⱘ ᭄ Ⳃ ˄া ᇍ

802.1x ⫼᠋⫳ᬜ˅ 
 

 

& 说明: 

1. ೼ඳ䜡㕂῵ᓣϟ 䗝̍ᢽ AAA ᳡ࡵᮍ⊩߫㸼ᯊ 䖭̍ѯᮍ⊩߫㸼ᰃ೼䖯ܹඳ䜡㕂῵

ᓣࠡᏆ㒣ᅮН˗৺߭೼ඳ䜡㕂῵ᓣϟˈܕ䆌䗝ᢽ AAA ᮍ⊩߫㸼ৡˈԚᦤ⼎䜡㕂

ϡᄬ೼˗ 
2. 㔎ⳕඳ˄default˅˖೼෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ᠧᓔᚙމϟˈབᵰ⫼᠋≵᳝ᨎ

ᏺඳֵᙃˈ߭Փ⫼㔎ⳕඳǄབᵰ⫼᠋ᨎᏺⱘඳ೼㋏㒳Ё≵᳝䜡㕂ˈ߭߸ᅮЎ䴲

⊩⫼᠋ˈϡᦤկ AAA ᳡ࡵ˗ 
3. ඳ䜡㕂῵ᓣϟˈ≵᳝䗝ᢽᮍ⊩߫㸼ⱘᚙމϟˈ㋏㒳咬䅸ߚ䜡㔎ⳕᮍ⊩߫㸼˗ 

 

33.8.2.6. ᶹⳟඳ䜡㕂 

䜡㕂ᅠ៤෎Ѣඳৡⱘ AAA ᳡ৢࡵˈ䗮䖛ҹϟੑҸৃҹᶹⳟⳌᑨⱘ䜡㕂˖ 

ੑҸ ԰⫼ 

show aaa domain [domain-name] ᰒ⼎ᔧࠡ෎Ѣඳৡⱘ AAA ᳡ࡵ

ඳֵᙃ 

33.8.3. 䜡㕂෎Ѣඳৡⱘ AAA ᳡ࡵ䜡㕂⊼ᛣџ乍 

䜡㕂෎Ѣඳৡⱘ AAA ᳡ࡵ䳔㽕⊼ᛣҹϟ޴Ͼᮍ䴶˖ 

1. ෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ᠧᓔⱘᚙމϟˈՓ⫼ඳЁ䗝ᢽⱘᮍ⊩߫㸼Ǆᓔ݇݇䯁

ⱘᚙމϟˈᣝ✻᥹ܹण䆂˄՟བ 802.1x ㄝ˅䗝ᅮⱘᮍ⊩߫㸼䖯㸠 AAA ᳡ࡵǄ

՟ བ ᓔ ݇ ݇ 䯁 ᚙ މ ϟ ˈ 802.1X Ё ҹ ੑ Ҹ dot1x authentication 
authen-list-nameˈdot1x accounting acct-list-name Ёⱘ authen-list-name ঞ

acct-list-name Ў䅸䆕੠䆄䋺ᮍ⊩߫㸼ৡᦤկ AAA ᳡ࡵǄ 
2. ෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ᠧᓔᯊˈ咬䅸ᚙމϟ≵᳝䜡㕂㔎ⳕඳˈ䳔㽕᠟ࡼ䜡

㕂ᅠ៤Ǆ㔎ⳕඳⱘৡ⿄ЎĀdefaultā̍ 㢹䜡㕂㔎ⳕඳৢˈ⫼᠋ϡᨎᏺඳֵᙃᯊˈ
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Փ⫼㔎ⳕඳ䖯㸠ᦤկ AAA ᳡ࡵǄ㢹㔎ⳕඳ≵᳝䜡㕂ˈ߭ϡᨎᏺඳֵᙃⱘ⫼᠋

ϡ㛑Փ⫼ AAA ᳡ࡵǄ 

3. བᵰ䅸䆕⫼᠋ᨎᏺ᳝ඳֵᙃˈ㗠ඳ≵᳝೼䆒໛Ϟ䜡㕂ˈϡ㛑Ў䆹⫼᠋ᦤկ AAA
᳡ࡵǄ 

4. ඳ䗝ᢽⱘ AAA ᳡ࡵᮍ⊩߫㸼ৡ⿄ᖙ乏੠ AAA ᳡ࡵ᠔ᅮНⱘᮍ⊩߫㸼ৡ⿄ᖙ乏

ϔ㟈Ǆ㢹ϡϔ㟈ˈϡ㛑໳Ў䆹ඳЁⱘ⫼᠋ᦤկড়䗖ⱘ AAA ᳡ࡵǄ 

5. ⫼᠋᠔ᨎᏺⱘඳৡ⿄Ϣ䆒໛Ϟ᠔䜡㕂ⱘඳৡⱘऍ䜡䞛⫼᳔ޚ⹂ऍ䜡Ǆ՟བ˖䆒

໛Ϟ䜡㕂њ domain.com ੠ domain.com.cn ϸϾඳˈϔϾ⫼᠋ⱘ䇋∖ֵᙃᨎᏺ

Ў aaa@domain.comǄ߭ 䆒໛䅸ЎӮ߸ᅮ䆹⫼᠋᠔ሲѢⱘඳЎ domain.com 㗠

ϡᰃඳ domain.com.cnǄ 

33.8.4. 䜡㕂෎Ѣඳৡⱘ AAA ᳡ࡵ⼎՟ 

෎Ѣඳৡⱘ AAA ᳡ࡵ䜡㕂⼎՟˖ 

Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.197.154  
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authentication dot1x default group radius 
Ruijie(config)# aaa domain domain.com 
Ruijie(config-aaa-domain)# authentication dot1x default 
Ruijie(config-aaa-domain)# username-format without-domain 

Ϟ䴶䜡㕂ৢˈབᵰradius᳡఼ࡵϞ᳝⫼᠋a1ˈ䖭ᯊՓ⫼ 802.1xᅶ᠋ッ䖯㸠ⱏᔩ䅸

䆕ˈՓ⫼⫼᠋ৡЎa1@domain.comˈݡ䕧ܹℷ⹂ⱘᆚⷕ䖯㸠䅸䆕ህৃ䅸䆕៤ࡳǄ

Ⳍ݇ඳৡֵᙃᰒ⼎བϟ˖ 

Ruijie#show aaa domain domain.com 
 
=============Domain domain.com============= 

State: Active 
Username format: Without-domain 

Access limit: No limit 
802.1X Access statistic: 0 

 
Selected method list: 

 authentication dot1x default 

 
 

mailto:��ʱֻ������a1@ruij
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㄀34ゴ� RADIUS 䜡㕂 

34.1. RADIUS ὖ䗄 

RADIUS ᰃ䖰⿟䅸䆕ᢼো⫼᠋᳡ࡵ(Remote Authentication Dial-In User Service) 
ⱘㅔ⿄ˈᅗᰃϔ⾡ߚᏗᓣⱘᅶ᠋ᴎ/᳡఼ࡵ㋏㒳ˈϢ AAA 䜡ড়ᇍ䆩೒䖲᥹ⱘ⫼᠋䖯

㸠䑿ӑ䅸䆕ˈ䰆ℶ᳾㒣ᥜᴗⱘ䆓䯂Ǆ೼ RGNOS ⱘᅲ⦄ЁˈRADIUS ᅶ᠋ッ䖤㸠

೼䆒໛៪㔥㒰䆓䯂᳡఼ࡵ˄NAS˅Ϟˈᑊ৥Ё༂ RADIUS ᳡఼ࡵথߎ䑿ӑ䅸䆕䇋

∖ˈЁ༂᳡఼ࣙࡵ৿њ᠔᳝ⱘ⫼᠋䑿ӑ䅸䆕੠㔥㒰᳡ֵࡵᙃǄ 

⬅Ѣ RADIUS ᰃϔ⾡ᅠܼᓔᬒⱘण䆂ˈᕜ໮㋏㒳བ UNIXǃWINDOWS 2000 ㄝഛ

ᇚ RADIUS ᳡఼ࡵ԰ЎϔϾ㒘ӊᅝ㺙ˈ಴ℸ RADIUS ᰃⳂࠡᑨ⫼᳔ᑓ⊯ⱘᅝܼ᳡

 Ǆ఼ࡵ

RADIUS ⱘ䖤㸠䖛⿟བϟ˖ 

¸ ᦤ⼎⫼᠋䕧ܹ⫼᠋ৡ੠ᆚⷕǄ 

¸ ⫼᠋ৡ੠ࡴᆚⱘᆚⷕ䗮䖛㔥㒰থ䗕ࠄ RADIUS ᳡఼ࡵǄ 

¸ RADIUS 䖨ಲϟ䗄ડᑨПϔ˖ 

¸ ACCEPT˖䗮䖛⫼᠋䑿ӑ䅸䆕Ǆ 

¸ REJECT˖䑿ӑ䅸䆕༅䋹ˈᦤ⼎䞡ᮄ䕧ܹ⫼᠋ৡ੠ᆚⷕǄ 

¸ CHALLENGE˖RADIUS ᳡఼ࡵথߎ䆶䯂䇋∖ˈҢ⫼᠋䙷䞠ᬊ䲚᳈໮䅸䆕ֵ

ᙃǄ 

¸ ೼ ACCEPT ⱘડᑨЁࣙ৿⫼᠋ⱘᥜᴗֵᙃǄ 

ϟ೒ᰃϔϾ݌ൟⱘ RADIUS ᢧᠥ೒˖ 

 

೒ ൟ݌ 1 RADIUS 㔥㒰䜡㕂 
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34.2. RADIUS 䜡㕂ӏࡵ 

㽕೼㔥㒰䆒໛Ϟ䜡㕂 RADIUSˈᖙ乏ܜᠻ㸠ҹϟӏࡵ˖ 

¸ ਃ⫼ AAAǄ݇Ѣབԩਃ⫼ AAA ⱘֵᙃˈ䇋খ㾕“AAA ὖ䗄”Ǆ 

¸ Փ⫼ aaa authentication ੑҸᅮН RADIUS 䑿ӑ䅸䆕ᮍ⊩߫㸼Ǆ݇ѢՓ⫼

aaa authentication ੑҸᅮН䑿ӑ䅸䆕߫㸼ⱘֵᙃˈ䇋খ㾕“䜡㕂䅸䆕”Ǆ 

¸ ೼⡍ᅮ㒓䏃Ϟᑨ⫼ᅮНⱘ䅸䆕߫㸼ˈ৺߭Փ⫼咬䅸䑿ӑ䅸䆕߫㸼䖯㸠䅸䆕Ǆ

݇Ѣ᳈䆺㒚ֵᙃˈ䇋খ㾕“䜡㕂䅸䆕”Ǆ 

ᅠ៤ҹϞӏৢࡵˈህৃ䖯㸠䜡㕂 RADIUSǄ䜡㕂 RADIUS ࣙᣀҹϟ޴Ͼ䚼ߚ˖ 

¸ 䜡㕂 RADIUS ण䆂খ᭄ 

¸ ᣛᅮ RADIUS 䅸䆕 

34.2.1. 䜡㕂 RADIUS ण䆂খ᭄ 

೼㔥㒰䆒໛Ϟ䜡㕂 RADIUS Пࠡˈᑨ⹂ֱ RADIUS ᳡఼ࡵⱘ㔥㒰䗮䆃㡃དǄ㽕䜡

㕂 RADIUS ण䆂খ᭄ˈ䇋ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣ 

radius-server host ip-address [auth-port
port] [acct-port port] 

䜡㕂䖰⿟ RADIUS ᅝܼ᳡఼ࡵⱘ

IP ഄഔ៪Џᴎৡˈᣛᅮ䅸䆕ッষ

੠䆄ᏤッষǄ 

radius-server key string 䜡㕂䆒໛੠ RADIUS ᳡఼ࡵ䖯㸠

䗮䆃ⱘ݅ѿᆚⷕǄ 

radius-server retransmit retries 
ᣛᅮ䆒໛೼⹂䅸 RADIUS ᮴ᬜҹ

ࠡথ䗕䇋∖ⱘ⃵᭄˄咬䅸ؐЎ

3˅Ǆ 

radius-server timeout seconds ᣛᅮ䆒໛䞡Ӵ䇋∖ҹࠡㄝᕙⱘᯊ

䯈˄咬䅸ؐЎ 2 ⾦˅Ǆ 

radius-server deadtime minutes 
ᣛᅮ䆒໛থߎ䇋∖≵᳝ಲᑨ㗠԰

Ў᳡఼ࡵ⅏ѵⱘ䳔㽕ㄝᕙᯊ䯈

˄咬䅸ؐЎ 5minutes˅ 

 

~ 注意： 

䜡㕂 RADIUSˈᖙ乏㽕䜡㕂 RADIUS KeyǄ㔥㒰䆒໛Ϟⱘ݅ѿᆚⷕ੠ RADIUS ᳡

 Ϟⱘ݅ѿᆚⷕᖙ乏ϔ㟈Ǆ఼ࡵ
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34.2.2. ᣛᅮ RADIUS 䑿ӑ䅸䆕 

ᣛᅮ RADIUS ᳡఼ࡵᑊᅮНњ RADIUS 䑿ӑ䅸䆕݅ѿᆚⷕৢˈ䳔㽕Ў RADIUS ᅮ

Н䑿ӑ䅸䆕ᮍ⊩߫㸼Ǆ⬅Ѣ RADIUS 䑿ӑ䅸䆕ᰃ䗮䖛 AAA ᴹ䖯㸠ⱘˈ᠔ҹ䳔㽕ᠻ

㸠 aaa authentication ੑҸᴹᅮН䑿ӑ䅸䆕ᮍ⊩߫㸼ˈᑊᣛᅮ䑿ӑ䅸䆕ᮍ⊩Ў

RADIUSǄ݇Ѣ᳈䆺㒚ⱘֵᙃˈৃҹখ㗗 AAA 䜡㕂Ǆ 

34.2.3. ᣛᅮ RADIUS ⾕᳝ሲᗻ㉏ൟ 

䗮䖛䆹㡖ৃҹ㞾⬅䜡㕂⾕᳝ሲᗻⱘ㉏ൟǄ咬䅸䜡㕂བϟ˖ 

៥ৌѻક⾕᳝ሲᗻ䆚߿咬䅸䜡㕂˖ 

ID ࡳ㛑 TYPE 

1 max down-rate 1 

2 qos 2 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 16 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 
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23 login privilige 42 

24 limit to user number 50 

ᠽሩॖଚ ID 咬䅸䜡㕂˖ 

ID ࡳ㛑 TYPE 

1 max down-rate 76 

2 qos 77 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 75 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 

  

& 说明： 

ϸϾࡳ㛑ϡ㛑䜡㕂ЎϔϾ㉏ൟো 
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ҹϟᰃ㔥㒰䆒໛䜡㕂⾕᳝㉏ൟⱘ݋ԧᅲ՟˖ 

Ruijie# show radius vendor-specific  
id    vendor-specific      type-value 
----- -------------------- ---------- 

1     max down-rate        76         
2     qos                  77         

3     user ip              3          
4     vlan id              4          

5     version to client    5          
6     net ip               6          

7     user name            7          
8     password             8          

9     file-diractory       9          
10    file-count           10         

11    file-name-0          11         
12    file-name-1          12         

13    file-name-2          13         
14    file-name-3          14         

15    file-name-4          15         
16    max up-rate          75         

17    version to server    17         
18    flux-max-high32      18         

19    flux-max-low32       19         
20    proxy-avoid          20         

21    dailup-avoid         21         
22    ip privilige         22         

23    login privilige      42         
24    limit to user number 50         

Ruijie# configure  
Ruijie(config)# radius attribute 24 vendor-type 67 
Ruijie(config)# show radius vendor-specific  
id    vendor-specific      type-value 

----- -------------------- ---------- 
1     max down-rate        76         

2     qos                  77         
3     user ip              3          

4     vlan id              4          
5     version to client    5          

6     net ip               6          
7     user name            7          

8     password             8          
9     file-diractory       9          

10    file-count           10         
11    file-name-0          11         

12    file-name-1          12         



RADIUS 䜡㕂 

456 

13    file-name-2          13         
14    file-name-3          14         

15    file-name-4          15         
16    max up-rate          75         

17    version to server    17         
18    flux-max-high32      18         

19    flux-max-low32       19         
20    proxy-avoid          20         

21    dailup-avoid         21         
22    ip privilige         22         

23    login privilige      42         
24    limit to user number 50         

Ruijie(config)#  
Ruijie(config)# 

34.3. ⲥ᥻ RADIUS 

㽕ⲥ᥻ RADIUSˈ䇋೼⡍ᴗ⫼᠋῵ᓣᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

debug radius event ᠧᓔ RADIUS 䇗䆩ᓔ݇ˈᶹⳟ 
RADIUS 䇗䆩ֵᙃǄ 

 

34.4. RADIUS 䜡㕂⼎՟ 

ൟ݌ RADIUS 㔥㒰䜡㕂೒ЁˈRADIUS ᳡఼ࡵᇍ䆓䯂⫼᠋䖯㸠䑿ӑ䅸䆕ˈᑊЎ䆓
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Ruijie# show radius server 
Server IP:        192.168.12.219 

Accounting Port: 1646 
Authen  Port:     1645 

Server State:     Ready 

Ruijie# configure terminal 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
! 

aaa authentication login test group radius 
! 

username ruijie password 0 starnet 
! 

radius-server host 192.168.12.219 auth-port 1645 acct-port 1646 
! 

line con 0 
line vty 0 

login authentication test 
line vty 1 4 

! 
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㄀35ゴ� 䜡㕂 TACACS+ 

35.1. TACACS+ὖ䗄 

TACACS+ᰃ೼ TACACS˄RFC 1492 Terminal Access Controller Access Control 
System˅෎⸔Ϟ䖯㸠њࡳ㛑๲ᔎⱘᅝܼण䆂ǄTACACS+෎Ѣ Client-Server ῵ᓣ

Ϣ TACACS ᳡఼ࡵ䗮ֵᴹᅲ⦄໮⾡⫼᠋ⱘ AAA ৃˈ㛑ࡳ ⫼Ѣ㒜ッ⫼᠋ⱘ䅸䆕ǃᥜ

ᴗ੠䆄䋺Ǆ೼䜡㕂Փ⫼ TACACS+᳡఼ࠡࡵˈ䳔㽕ܜ䜡㕂ད TACACS+᳡఼ࡵⱘⳌ

 ᆍǄݙ݇

TACACS+ण䆂ᬃᣕ῵ഫ࣪ⱘ䅸䆕ǃᥜᴗ੠䆄䋺ߚᵤˈৃ⣀ゟ䖯㸠⫼᠋ⱘ䅸䆕ǃᥜ

ᴗ੠䆄䋺ˈे ⫼᠋ৃҹՓ⫼ϔৄ᳡఼ࡵ䖯㸠䅸䆕 ✊̍ৢՓ⫼঺໪ϔৄ᳡఼ࡵ䖯㸠ᥜ

ᴗ ৠ̍ᯊৃҹՓ⫼㄀ϝৄ᳡఼ࡵ䖯㸠䆄䋺 ↣̍ৄ᳡ৃ఼ࡵҹᢹ᳝㞾Ꮕⱘ⫼᠋᭄᥂ֵ

ᙃˈ 

TACACS+ⱘ᡹᭛Ḑᓣབϟ˖ 

 

೒ 1 

¸ Major Version ― Џ TACACS+ ⠜ᴀোǄ  

¸ Minor Version ― ⃵ TACACS+ ⠜ᴀোǄ 

¸ Packet Type ― ࣙᣀབϟপؐ˖ 

TAC_PLUS_AUTHEN˖ = 0x01 ˄䅸䆕˅ 
TAC_PLUS_AUTHOR˖= 0x02 ˄ᥜᴗ˅ 
TAC_PLUS_ACCT˖= 0x03 ˄䆄䋺˅ 

¸ Sequence Number ― ᔧࠡӮ䆱Ёⱘ᭄᥂ࣙᑣ߫োǄӮ䆱Ёⱘ㄀ϔϾ 
TACACS+ ᭄᥂ࣙᑣ߫োᖙ乏Ў 1ˈ݊ৢⱘ↣Ͼ᭄᥂ࣙᑣ߫ো䗤⃵ࡴ 1Ǆ಴ℸᅶ᠋

ᴎাথ䗕༛ᑣ߫ো᭄᥂ࣙˈ㗠 TACACS+ Daemon াথ䗕يᑣ߫ো᭄᥂ࣙǄ  

¸ Flags ― ࣙᣀ৘⾡ԡ೒Ḑᓣⱘᷛᖫ˄flag˅ǄFlag ؐ㸼ᯢ᭄᥂ࣙᰃ৺䖯㸠ࡴ

ᆚǄ  

¸ Session ID ― 䆹 TACACS+ Ӯ䆱ⱘ IDǄ  

¸ Length ― TACACS+ ᭄᥂ࣙЏԧ䭓ᑺ˄ϡࣙᣀ༈䚼 Ǆ˅ 
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35.2. TACACS+ᑨ⫼ 

TACACS+ⱘ݌ൟᑨ⫼Ў㒜ッ⫼᠋ⱘ䲚Ёᓣⱏᔩㅵ⧚᥻ࠊˈ೼㒜ッⱏᔩᯊ˄՟བ

Telnet 䖲᥹˅̍ 㔥㒰䆒໛˄՟བѸᤶᴎ៪䏃⬅఼˅԰Ў TACACS+ⱘᅶ᠋ッˈᇚ⫼

᠋ৡ੠ᆚⷕ䲚Ёথ㒭 TACACS+
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೒ 3 

೼ᭈϾ䖛⿟Ёⱘ෎ᴀ⍜ᙃѸѦӮ䆱ৃҹߚЎϝϾ䚼ߚ˖ 

1. 䅸䆕䖛⿟ࣙ৿˖ 

1˅ ⫼᠋䇋∖ⱏᔩ㔥㒰䆒໛Ǆ 

2˅ TACACS+ᅶ᠋ッᬊࠄ䇋∖Пৢˈ৥ TACACS+᳡఼ࡵথ䗕䅸䆕ᓔྟ᡹᭛Ǆ 

3˅ TACACS+᳡఼ࡵথ䗕䅸䆕ಲᑨ᡹᭛ˈ䇋∖⫼᠋ৡǄ 

4˅ TACACS+ᅶ᠋ッᬊࠄ䅸䆕ಲᑨ᡹᭛ˈ৥⫼᠋䆶䯂⫼᠋ৡǄ 

5˅ ⫼᠋䕧ܹⱏᔩⱘ⫼᠋ৡֵᙃǄ 
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6˅ TACACS+ᅶ᠋ッᬊࠄ⫼᠋ৡৢˈ৥ TACACS+᳡఼ࡵথ䗕䅸䆕ᣕ㓁᡹᭛ˈ݊

Ёࣙᣀњ⫼᠋ৡǄ 

7˅ TACACS+᳡఼ࡵথ䗕䅸䆕ಲᑨ᡹᭛ˈ䇋∖ⱏᔩᆚⷕǄ 

8˅ TACACS+ᅶ᠋ッᬊࠄ䅸䆕ಲᑨ᡹᭛ˈ৥⫼᠋䆶䯂ⱏᔩᆚⷕǄ 

9˅ ⫼᠋䕧ܹⱏᔩⱘᆚⷕֵᙃǄ 

10˅ TACACS+ᅶ᠋ッᬊࠄⱏᔩᆚⷕৢˈ৥ TACACS+᳡఼ࡵথ䗕䅸䆕ᣕ㓁᡹

᭛ˈ݊ЁࣙᣀњⱏᔩᆚⷕǄ 

11˅ TACACS+᳡఼ࡵথ䗕䅸䆕ಲᑨ᡹᭛ˈᣛ⼎⫼᠋䗮䖛䅸䆕Ǆ 

2. 䅸䆕䗮䖛ৢᇍ⫼᠋䖯㸠ᥜᴗ˖ 

1˅ TACACS+ᅶ᠋ッ৥ TACACS+᳡఼ࡵথ䗕ᥜᴗ䇋∖᡹᭛Ǆ 

2˅ TACACS+᳡఼ࡵথ䗕ᥜᴗಲᑨ᡹᭛ˈᣛ⼎⫼᠋䗮䖛ᥜᴗǄ 

3˅ TACACS+ᅶ᠋ッᬊࠄᥜᴗಲᑨ៤ࡳ᡹᭛ˈ৥⫼᠋䕧ߎ㔥㒰䆒໛ⱘ䜡㕂⬠䴶Ǆ 

3. ᥜᴗ䗮䖛ৢˈ䳔㽕ᇍⱏᔩⱘ⫼᠋䖯㸠䆄䋺ˈ䆄䋺˖ 

2ˈ TACACS+ᅶ᠋ッ৥ TACACS+᳡఼ࡵথ䗕䆄䋺ᓔྟ᡹᭛Ǆ 

3ˈ TACACS+᳡఼ࡵথ䗕䆄䋺ಲᑨ᡹᭛ˈᣛ⼎䆄䋺ᓔྟ᡹᭛Ꮖ㒣ᬊࠄǄ 

4ˈ ⫼᠋䗔ߎǄ 

5ˈ TACACS+ᅶ᠋ッ৥ TACACS+᳡఼ࡵথ䗕䆄䋺㒧ᴳ᡹᭛Ǆ 

6ˈ TACACS+᳡఼ࡵথ䗕䆄䋺ಲᑨ᡹᭛ˈᣛ⼎䆄䋺㒧ᴳ᡹᭛Ꮖ㒣ᬊࠄǄ 

35.3. TACACS+䜡㕂ӏࡵ 

䗮䖛བϟℹ偸೼䫤᥋㔥㒰ѻકϞ䜡㕂 TACACS+᳡ࡵ˖ 

¸ Փ⫼ aaa new-mode ੑҸਃ⫼ AAA ᳡ࡵǄ೼Փ⫼ TACACS+ࠡᖙ乏ܜਃ⫼

AAA ᳡ࡵˈ݇Ѣབԩਃ⫼ aaa new-mode ⱘֵᙃˈ䇋খ㾕ĀAAA ὖ䗄āǄ 

¸ Փ⫼ tacacs-server host ੑҸ䜡㕂ϔϾ៪໮Ͼ TACACS+᳡఼ࡵ IP ഄഔǄ 

¸ Փ⫼ tacacs-server key ੑҸᣛᅮ᳡఼ࡵ੠㔥㒰䆒໛݅ѿⱘᆚ䩹Ǆ 

¸ Փ⫼ tacacs-server timeout ੑҸᣛᅮㄝᕙ᳡఼ࡵડᑨⱘ䍙ᯊᯊ䯈Ǆ 

¸ Փ⫼ aaa authentication ੑҸᅮНՓ⫼ TACACS+ⱘ䑿ӑ䅸䆕ᮍ⊩߫㸼Ǆ݇

ѢՓ⫼ aaa authentication ੑҸᅮН䑿ӑ䅸䆕߫㸼ⱘֵᙃˈ䇋খ㾕Ā䜡㕂䅸䆕āǄ 

¸ བᵰ䳔㽕ᥜᴗˈՓ⫼ aaa authorization ੑҸᅮНՓ⫼ TACACS+ⱘᥜᴗᮍ⊩

߫㸼Ǆ݇ѢՓ⫼ aaa authorization ੑҸᅮНᥜᴗᮍ⊩߫㸼ⱘֵᙃˈ䇋খ㾕Ā䜡㕂

ᥜᴗāǄ 

¸ བᵰ䳔㽕䆄ᏤˈՓ⫼ aaa accounting ੑҸᅮНՓ⫼ TACACS+ⱘ䆄Ꮴᮍ⊩߫

㸼Ǆ݇ѢՓ⫼ aaa accounting ੑҸᅮН䆄Ꮴᮍ⊩߫㸼ⱘֵᙃˈ䇋খ㾕Ā䜡㕂䆄

ᏤāǄ 
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¸ ೼⡍ᅮ㒓䏃Ϟᑨ⫼ᅮНⱘᮍ⊩߫㸼ˈ৺߭Փ⫼咬䅸߫㸼Ǆ 

TACASC+৘Ͼሲᗻⱘ䜡㕂খ㾕ҹϟゴ㡖˖ 

Â ᣛᅮTACACS+᳡఼ࡵЏᴎ 

Â 䜡㕂ܼሔⱘTACACS+݅ѿᆚ䩹 

Â 䜡㕂AAA᳡఼ࡵ㒘 

Â ᣛᅮ䖯㸠TACACS+᠇倀 

ᣛᅮ䖯㸠TACACS+ᆕ쇑瀀 

ᣛᅮ䖯㸠TACACS+᠈䐯ꀀ 

䜡㕂TACACS+᳠鈸࢖㾑둀TACACS+

 

Â 

�Ó*üT
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35.3.2. 䜡㕂ܼሔⱘ TACACS+݅ѿᆚ䩹 

㽕䜡㕂ܼሔⱘ TACACS+݅ѿᆚ䩹ˈ䇋ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 

tacacs-server key string 

䜡㕂䆒໛੠ TACACS+᳡఼ࡵ䖯

㸠䗮䆃ⱘ݅ѿᆚ䩹ˈᔧᇍᑨⱘЏ

ᴎ≵᳝ऩ⣀䜡㕂݅ѿᆚ䩹ᯊˈ߭

Փ⫼ܼሔⱘ䜡㕂Ǆ 

 

~ 注意： 

䜡㕂 TACACS+ˈᖙ乏㽕䜡㕂݅ѿᆚ䩹ǄᑊϨ㔥㒰䆒໛Ϟⱘ݅ѿᆚⷕ੠ TACACS+
᳡఼ࡵϞⱘ݅ѿᆚⷕᖙ乏ϔ㟈Ǆ 

 

35.3.3. 䜡㕂 AAA ᳡఼ࡵ㒘 

೼㔥㒰䆒໛Ϟ䜡㕂 AAA ᳡఼ࡵ㒘ˈৃҹᦤկϔϾᇚ⦄᳝᳡఼ࡵЏᴎ䖯㸠ߚ㒘ⱘᮍ

⊩ ⱘϔϾᄤ䲚఼ࡵ䆌䗝ᢽՓ⫼Ꮖ㒣䜡㕂ⱘ᳡ܕ̍ ᑊ̍ᇚ݊ᑨ⫼೼ϔϾ⡍ᅮⱘ᳡ࡵЁ

˄՟བ⫼Ѣ Login 䅸䆕 Ǆ˅ 

↣Ͼ᳡఼ࡵ㒘ৃҹࣙ৿໮Ͼ᳡఼ࡵ ᳡఼̍ࡵЏᴎᣝܹࡴⱘৢܜᥦᑣ ᑊ̍㒘៤৘㞾ⱘ

᳡఼ࡵЏᴎ߫㸼Ǆབᵰᇚ໮Ͼ᳡ࠄܹࡴ఼ࡵ᳡఼ࡵ㒘ˈܹ߭ࡴܜⱘᥦ೼ࠡ䴶ˈৢࡴ

ܹⱘ᳡఼ࡵ԰ЎࠡϔϾ᳡఼ࡵⱘ໛⫼ ᔧ̍ࠡϔϾ᳡఼ࡵ༅ᬜⱘᯊ׭ ᇚ̍ᇱ䆩䞛⫼ϟ

ϔϾ໛⫼ⱘ᳡఼ࡵǄ 

㽕䜡㕂 AAA ᳡఼ࡵ㒘ˈ䇋ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 

tacacs-server host ip-address  [port 
integer] [timeout integer] [key string] 

䜡㕂䖰⿟ TACACS+᳡఼ࡵЏᴎˈখ

㾕ࠡ䴶ⱘāᣛᅮ TACACS+᳡఼ࡵЏ

ᴎāゴ㡖Ǆ 
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aaa group server {radius | tacacs+} 
group-name 

ᅮН AAA ᳡఼ࡵ㒘 ᑊ̍ЎПᣛᅮϔϾ

ৡ⿄ǄϔϾ᳡఼ࡵ㒘Ёⱘ᠔᳝៤ਬᖙ

乏 ᰃ Ⳍ ৠ ㉏ ൟ ⱘ ˄ RADIUS ៪

TACACS+ Ǆ˅ 
ᠻ㸠䆹ੑҸᇚ䖯ܹ AAA ᳡఼ࡵ㒘䜡

㕂ᄤ῵ᓣǄ 
⊼ᛣ˖䜡㕂 TACACS+᳡఼ࡵ㒘ᖙ乏

䗝ᢽ tacacs+㉏ൟǄ 

server ip-address 

೼᳡఼ࡵ㒘Ё๲ࡴ TACACS+᳡఼ࡵ

Џᴎˈ䞡໡䖭Ͼℹ偸ৃҹ๲ࡴ໮Ͼ᳡

 ЏᴎǄ఼ࡵ
⊼ᛣ˖㽕ࠄܹࡴ᳡఼ࡵ㒘ⱘⱘ↣Ͼ᳡

ࡵ ఼ Џ ᴎ ˈ ᖙ 乏 џ ܜ 䗮 䖛

tacacs-server host ੑҸᅮНǄ 

ip vrf forwarding vrf-name 
˄ৃ䗝˅䜡㕂 TACACS+᳡఼ࡵ㒘Փ

⫼ⱘ vrf ৡᄫ(ᬃᣕ VRF ⱘ䆒໛ᄬ೼ℸ

ੑҸ) 

35.3.4. ᣛᅮ䖯㸠 TACACS+䅸䆕 

೼䜡㕂њ TACACS+᳡఼ࡵ੠݅ѿᆚ䩹Пৢˈᖙ乏Ў TACACS+ᅮН⫼Ѣ䅸䆕ᮍ⊩

߫㸼ˈᠡ㛑䖯㸠 TACACS+䅸䆕Ǆ಴Ў TACACS+䅸䆕ᰃ䗮䖛 AAA 䖯㸠᪡԰ⱘˈ

಴ℸᖙ乏䗮䖛 aaa authentication ੑҸᇚ TACACS+ᅮНЎ䅸䆕᠔Փ⫼ⱘᮍ⊩Ǆ

TACACS+ᬃᣕ Login 䅸䆕੠ Enable 䅸䆕Ǆ 

Login˄ ⱏᔩ˅䅸䆕ᰃ䩜ᇍⱏᔩࠄ NAS 䆒໛ⱘ㒜ッ䖯㸠ⱘ䑿ӑ䅸䆕Ǆ䆒㕂 Login 䅸

䆕䇋ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 

aaa authentication login {default | list-name} 
group  {tacacs+ | group-name} 

ᣛ ᅮ Login 䅸 䆕 䞛 ⫼

TACACS+ᮍ⊩Ǆ 

line [aux | console | tty | vty] line-number 
[ending-line-number] 

䖯ܹ line ῵ᓣ 䗝̍ᢽાѯ㒜ッ

㒓䏃䳔㽕䞛⫼ Login 䅸䆕Ǆ 

login authentication {default | list-name} ᇚLogin䅸䆕ᮍ⊩߫㸼ᑨ⫼೼

㒜ッ㒓䏃ϞǄ 

ᇍѢᏆⱏᔩࠄ㔥㒰䆒໛ⱘ㒜ッ⫼᠋ˈ೼䖯ܹੑҸ㸠⬠䴶˄CLI˅ⱘᯊ׭ˈӮ㹿ᥜќ

ϔϾ߱ྟᴗ䰤㑻߿˄ᥜᴗ೼ϟϔϾゴ㡖䇈ᯢ˅ˈབᵰ⫼᠋ⱘ㑻߿ᛇҢԢߛᤶࠄ催

ᯊˈЎњ䰆ℶ᳾㒣ᥜᴗⱘ䆓䯂ˈ䳔㽕ᇍ⫼᠋䖯㸠䑿ӑ䅸䆕ˈ⿄Ў Enable 䅸䆕Ǆ䆒

㕂 Enable 䅸䆕䇋ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 
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aaa authentication enable default 
group  {tacacs+ | group-name}  

ᣛᅮ Enable 䅸䆕䞛⫼ TACACS+
ᮍ⊩Ǆ 

35.3.5. ᣛᅮ䖯㸠 TACACS+ᥜᴗ 

೼䜡㕂њ TACACS+᳡఼ࡵ੠݅ѿᆚ䩹Пৢˈᖙ乏Ў TACACS+ᅮН⫼Ѣᥜᴗᮍ⊩

߫㸼ˈᠡ㛑䖯㸠 TACACS+ᥜᴗǄ಴Ў TACACS+ᥜᴗᰃ䗮䖛 AAA 䖯㸠᪡԰ⱘˈ

಴ℸᖙ乏䗮䖛 aaa authorization ੑҸᇚ TACACS+ᅮНЎᥜᴗ᠔Փ⫼ⱘᮍ⊩Ǆ

TACACS+ᬃᣕ Exec ᥜᴗ੠ Command ᥜᴗǄ 

ᇍѢᏆⱏᔩࠄ㔥㒰䆒໛ⱘ㒜ッ⫼᠋ˈ೼䖯ܹੑҸ㸠⬠䴶˄CLI˅ⱘᯊ׭ˈ䳔㽕ϔϾ

ᠻ㸠ੑҸⱘᴗ䰤㑻߿ǄCLI ⱘᴗ䰤㑻߿ҢԢࠄ催ߚЎ 0~15 㑻ˈ㑻߿䍞催ᴗ䰤䍞

໻Ǆ䆒㕂 Exec ᥜᴗⱘⳂⱘᰃЎϡৠⱘ⫼᠋ᣛ⌒ϡৠⱘᴗ䰤ˈᅲ⦄⫼᠋ⱘߚ㑻ㅵ

⧚ˈ䖭Ͼᣛ⌒ᴗ䰤ⱘ䖛⿟⿄Ў Exec ᥜᴗǄ㽕䜡㕂 Exec ᥜᴗˈ䇋ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 

aaa authorization exec {default | 
list-name} group  {tacacs+ | 
group-name} 

ᣛᅮ Exec ᥜᴗ䞛⫼ TACACS+ᮍ

⊩Ǆ 
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no aaa authorization config-commands

˄ৃ䗝˅咬䅸ᚙމϟˈᇍ᠔᳝῵

ᓣ ϟ ⱘ ੑ Ҹ 䛑 䳔 㽕 䖯 㸠

Command ᥜᴗ བ̍ᵰᠻ㸠䖭ᴵੑ

Ҹˈܼ߭ሔ䜡㕂῵ᓣ੠ᄤ䜡㕂῵

ᓣϟⱘੑҸ䛑ϡ䖯㸠ᥜᴗǄ 

line [aux | console | tty | vty] line-number 
[ending-line-number] 

䖯ܹ line ῵ᓣˈ䗝ᢽાѯ㒜ッ㒓

䏃䳔㽕䞛⫼ Command ᥜᴗǄ 

authorization commands level {default | 
list-name} 

ᇚ Command ᥜᴗᮍ⊩߫㸼ᑨ⫼

೼㒜ッ㒓䏃ϞǄ 
6) level˖䳔㽕䖯㸠ᥜᴗⱘੑҸ

㑻߿Ǆৃ 䜡㕂ⱘ㣗ೈ 0 ࠄ 15Ǆ

35.3.6. ᣛᅮ䖯㸠 TACACS+䆄䋺 

೼䜡㕂њ TACACS+᳡఼ࡵ੠݅ѿᆚ䩹Пৢˈᖙ乏Ў TACACS+ᅮН⫼Ѣ䆄䋺ᮍ⊩

߫㸼ˈᠡ㛑䖯㸠 TACACS+䆄䋺Ǆ಴Ў TACACS+䆄䋺ᰃ䗮䖛 AAA 䖯㸠᪡԰ⱘˈ

಴ℸᖙ乏䗮䖛 aaa accounting ੑҸᇚ TACACS+ᅮНЎ䆄䋺᠔Փ⫼ⱘᮍ⊩Ǆ

TACACS+ᬃᣕ Exec 䆄䋺੠ Command 䆄䋺Ǆ 

ᇍѢᏆⱏᔩࠄ㔥㒰䆒໛ⱘ㒜ッ⫼᠋ˈৃҹ䆄ᔩ݊䖯ܹ੠䗔ੑߎҸ㸠⬠䴶˄CLI˅ⱘ

ֵᙃǄབᵰᠧᓔ Exec 䆄䋺ࡳ㛑ˈ߭೼㒜ッ⫼᠋ⱏᔩᑊ䖯ܹࠄ㔥㒰䆒໛ⱘ CLI ⬠䴶

ᯊˈӮ৥᳡఼ࡵথ䗕ϔϾ䆄䋺ᓔྟ˄Start˅ֵᙃˈ೼䗔ߎ CLI ⬠䴶ᯊˈӮ৥᳡ࡵ

఼থ䗕ϔϾ䆄䋺㒧ᴳ˄Stop˅ֵᙃǄ㽕䜡㕂 Exec 䆄䋺ˈ䇋ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 

aaa accounting exec {default | 
list-name} start-stop group {tacacs+ | 
group-name} 

ᣛᅮ Exec 䆄䋺䞛⫼ TACACS+ᮍ

⊩Ǆ 

line [aux | console | tty | vty] line-number 
[ending-line-number] 

䖯ܹ line ῵ᓣˈ䗝ᢽાѯ㒜ッ㒓

䏃䳔㽕䞛⫼ Exec 䆄䋺Ǆ 

accounting exec {default | list-name} ᇚExec䆄䋺ᮍ⊩߫㸼ᑨ⫼೼㒜ッ

㒓䏃ϞǄ 

ᇍѢᏆⱏᔩࠄ㔥㒰䆒໛ᑊ䖯ܹࠄCLI ⬠䴶ⱘ㒜ッ⫼᠋ˈབᵰᠧᓔCommand˄ ੑҸ˅

䆄䋺ࡳ㛑ˈৃҹ䆄ᔩ݊ᠻ㸠ⱘੑҸⱘֵᙃˈᑊ೼ᠻ㸠ੑҸ៤ࡳⱘᯊ׭ˈᇚੑҸֵ

ᙃথ䗕ࠄ᳡఼ࡵϞএǄ㽕䜡㕂 Command 䆄䋺ˈ䇋ᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

configure terminal  䖯ܹܼሔ䜡㕂῵ᓣǄ 

aaa accounting commands + M6̀A„Bú�•�
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Ruijie(config)# line vty 0 4  
Ruijie(config-line)# login authentication test 

䗮䖛ҹϞ䜡㕂ህᅲ⦄њ䜡㕂 login ⱘ tacacs+䅸䆕ˈ䜡㕂ᰒ⼎བϟǄ 

Ruijie#show running-config 
! 
aaa new-model 

! 
aaa authentication login test group tacacs+ 

! 
tacacs-server host 192.168.12.219 

tacacs-server key aaa 
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! 
aaa group server tacacs+ tacgroup1 

server 192.168.12.219 
server 192.168.12.218 

!  
aaa authentication enable default group tacgroup1 

! 
! 

tacacs-server host 192.168.12.219 
tacacs-server host 192.168.12.218 

tacacs-server host 192.168.12.217 
tacacs-server key aaa 

! 
line con 0 

line vty 0 4 
! 

35.4.3. ⫼ TACACS+䖯㸠 Exec ᥜᴗⱘ䜡㕂⼎՟˖  

1. 佪ܜ䜡㕂ਃ⫼ aaa˖ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. ✊ৢ䜡㕂 tacacs+ server ֵᙃ˖ 

Ruijie(config)# tacacs-server host 192.168.12.219  
Ruijie(config)# tacacs-server key aaa 

3. ✊ৢ䜡㕂Փ⫼ tacacs+ⱘᥜᴗᮍ⊩˖ 

Ruijie(config)# aaa authorization exec test group tacacs+ 

4. ೼᥹ষϞᑨ⫼䜡㕂ᥜᴗ:  

Ruijie(config)# line vty 0 4  
Ruijie(config-line)#authorization exec test 

䗮䖛ҹϞ䜡㕂ህᅲ⦄њ䜡㕂ⱏᔩᥜᴗՓ⫼ tacacs+ˈ䜡㕂ᰒ⼎བϟǄ 

Ruijie#show running-config 
! 
aaa new-model 

! 
! 

aaa authorization exec test group tacacs+ 
! 

tacacs-server host 192.168.12.219 
tacacs-server key aaa 
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! 
line con 0 

line vty 0 
authorization exec test 

! 

35.4.4. Փ⫼ TACACS+䖯㸠 15 㑻 Commans 䆄䋺ⱘ䜡㕂⼎՟˖  
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㄀36ゴ� SSH 㒜ッ᳡ࡵ 

36.1. SSH ㅔҟ 

SSH ᰃ㣅᭛ Secure Shell ⱘㅔݭᔶᓣǄSSH 䖲᥹᠔ᦤկⱘࡳ㛑㉏ԐѢϔϾ Telnet
䖲᥹ˈϢ Telnet ϡৠⱘᰃ෎Ѣ䆹䖲᥹᠔᳝ⱘӴ䕧䛑ᰃࡴᆚⱘǄᔧ⫼᠋䗮䖛ϔϾϡ

㛑ֱ䆕ᅝܼⱘ㔥㒰⦃๗䖰⿟ⱏᔩࠄ䆒໛ᯊˈSSH ⡍ᗻৃҹᦤկᅝܼⱘֵᙃֱ䱰੠

ᔎ໻ⱘ䅸䆕ࡳ㛑ˈҹֱᡸ䆒໛ϡফ䇌བ IP ഄഔℎ䆜ǃᯢ᭛ᆚⷕ៾পㄝᬏߏǄ 

36.2. 䫤᥋ SSH ᬃᣕㅫ⊩ 

ᬃᣕㅫ⊩ SSH1 SSH2 

ㅒৡ䅸䆕ㅫ⊩ RSA RSAǃDSA 

ᆚ䩹Ѹᤶㅫ⊩ ෎Ѣ RSA ݀䩹ࡴᆚⱘᆚ

䩹Ѹᤶㅫ⊩Ǆ 

KEX_DH_GEX_SHA1 
KEX_DH_GRP1_SHA1 
KEX_DH_GRP14_SHA1 

ᆚㅫ⊩ DESǃ3DESǃBlowfish DESࡴ ǃ 3DES ǃ AES-128 ǃ

AES-192ǃAES-256 

⫼᠋䅸䆕ㅫ⊩ ෎Ѣ⫼᠋ষҸⱘ䅸䆕ᮍᓣ ෎Ѣ⫼᠋ষҸⱘ䅸䆕ᮍᓣ 

⍜ᙃ䅸䆕ㅫ⊩ ϡᬃᣕ MD5 ǃ SHA1 ǃ SHA1-96 ǃ
MD5-96 

य़㓽ㅫ⊩ NONE˄᮴य़㓽˅ NONE˄᮴य़㓽˅ 

 

36.3. 䫤᥋ SSH ᬃᣕ  

 

~ 注意： 

䫤᥋㔥㒰ѻકҙᬃᣕ SSH ᳡ݐ˄఼ࡵᆍ SSHv1 Ϣ SSHv2˅ˈϡᬃᣕ SSH ᅶ᠋

ッǄ 
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36.4. SSH 䜡㕂 

36.4.1. 㔎ⳕⱘ SSH 䜡㕂 

乍Ⳃ 㔎ⳕؐ 

SSH ᳡ࡵッ⢊ᗕ ݇䯁 

SSH ⠜ᴀ ݐᆍ῵ᓣ˄ᬃᣕ⠜ᴀ 1 ੠ 2˅ 

SSH ⫼᠋䅸䆕䍙ᯊᯊ䯈 120s 

SSH ⫼᠋䞡䅸䆕⃵᭄ 3 ⃵ 

 

36.4.2. ⫼᠋䅸䆕䜡㕂 

1. ෎Ѣ SSH 䖲᥹ᅝܼᗻⱘ㗗㰥ˈ⽕ℶՓ⫼᮴䅸䆕ᮍᓣⱏᔩǄ಴ℸ೼⫼᠋ⱏᔩ䅸

䆕ᯊˈ᠔Փ⫼ⱘⱏᔩ䅸䆕ᮍᓣᖙ乏䆒㕂ᆚⷕ˗˄Telnet ৃҹ䆒㕂᮴䅸䆕ⱏᔩ˅ 

2. ↣⃵䕧ܹⱘ⫼᠋ৡ(Username)Ϣᆚⷕ(Password)䭓ᑺᖙ乏໻Ѣ䳊Ǆབᵰᔧࠡ

䅸䆕ᮍᓣϡ䳔㽕⫼᠋ৡᯊˈ⫼᠋ৡৃҹӏᛣ䕧ܹˈԚᰃ䕧ܹ䭓ᑺᖙ乏໻Ѣ䳊Ǆ 

36.4.3. ᠧᓔ SSH Server 

㔎ⳕᚙމϟˈSSH Server ໘Ѣ݇䯁⢊ᗕǄᠧᓔ SSH Serverˈ䳔㽕೼ܼሔ䜡㕂῵

ᓣϟˈᠻ㸠 enable service ssh-server ੑҸˈৠᯊ䳔㽕⫳៤ SSH ᆚ䩹ˈՓ SSH 
Server ⱘ⢊ᗕ៤Ў ENABLEǄ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

enable service ssh-server ᠧᓔ SSH Server 

crypto key generate {rsa|dsa} ⫳៤ᆚ䩹 

 

~ 注意： 

䰸ᆚ䩹ᯊˈϡᄬ೼ੑҸ[no] crypto key generate˗㗠ᰃ䗮䖛ੑҸߴ crypto  key 
zeroize ੑҸߴ䰸ᆚ䩹Ǆ 
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36.4.4. ݇䯁 SSH Server 

݇䯁 SSH Serverˈ䳔㽕೼ܼሔ䜡㕂῵ᓣϟˈᠻ㸠 no enable service ssh-server
ੑҸˈՓ SSH Server ⱘ⢊ᗕ៤Ў DISABLEǄ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

no enable service ssh-server ݇䯁 SSH Server 

 

36.4.5. 䜡㕂 SSH server ᬃᣕ⠜ᴀ 

㔎ⳕᚙމϟˈSSH Server ᆍ⠜ᴀݐ 1 ੠ 2ǄՓ⫼ҹϟੑҸ䜡㕂 SSH Փ⫼⠜ᴀǄ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

ip ssh version {1 | 2} 䜡㕂 SSH ᬃᣕⱘ⠜ᴀ 

no ip ssh version ᘶ໡ SSH Ў㔎ⳕ䜡㕂ˈᬃᣕ

SSHv1 Ϣ SSHv2˗ 

 

36.4.6. 䜡㕂 SSH ⫼᠋䅸䆕䍙ᯊᯊ䯈 

㔎ⳕᚙމϟˈSSH Server ⱘ⫼᠋䅸䆕䍙ᯊᯊ䯈Ў 120 ⾦ˈǄՓ⫼ҹϟੑҸ䜡㕂

SSH ⱘ⫼᠋䅸䆕䍙ᯊᯊ䯈Ǆ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

ip ssh time-out time 䜡㕂 SSH ⱘ䍙ᯊᯊ䯈˄㣗ೈ

1-120sec˅ 

no ip ssh time-out ᘶ໡ SSH ⱘ㔎ⳕ⫼᠋䅸䆕䍙ᯊ

ᯊ䯈Ў 120 ⾦˗ 

 

36.4.7. 䜡㕂 SSH 䞡䅸䆕⃵᭄ 

䆹䜡㕂ੑҸ⫼ᴹ䆒㕂 SSH ⫼᠋䇋∖䖲᥹ⱘ䅸䆕䞡䆩⃵᭄ˈ䰆ℶᙊᛣ⣰⌟ㄝ䴲⊩

㸠ЎǄ㔎ⳕᚙމϟˈSSH Server ⱘ䞡䅸䆕⃵᭄Ў 3 ⃵ˈेৃҹܕ䆌⫼᠋ᇱ䆩ϝ⃵

䕧ܹ⫼᠋ৡϢᆚⷕ䖯㸠䅸䆕ᇱ䆩ǄՓ⫼ҹϟੑҸ䜡㕂 SSH ⱘ䞡䅸䆕⃵᭄Ǆ 
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ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

ip ssh authentication-retries retry times 䜡㕂 SSH ⱘ䞡䅸䆕⃵᭄

˄㣗ೈ 0-5˅ 

no ip ssh authentication-retries ᘶ໡ SSH ⱘ㔎ⳕ䞡䅸䆕⃵

᭄Ў 3 ⃵˗ 

⊼˖Ϟ䗄ੑҸ݋ԧ䜡㕂䇋খ㾕[SSH ੑҸখ㗗᠟ݠ]Ǆ 

36.5. Փ⫼ SSH 䖯㸠䆒໛ㅵ⧚ 

ᙼৃҹՓ⫼ SSH ᇍ䆒໛䖯㸠ㅵ⧚ˈࠡᦤᰃᖙ乏ᠧᓔ SSH Server މ㛑ˈ咬䅸ᚙࡳ

ϟᰃ݇䯁䆹ࡳ㛑ⱘǄ⬅Ѣ Windows 㞾ᏺⱘ Telnet 㒘ӊϡᬃᣕ SSHˈ಴ℸᖙ乏Փ

⫼ ㄀ ϝ ᮍ ᅶ ᠋ ッ 䕃 ӊ ˈ ᔧ ࠡ ݐ ᆍ ᗻ 䕗 ད ⱘ ᅶ ᠋ ッ ࣙ ᣀ ˖ Putty ˈ Linux ˈ

SecureCRTǄϟ䴶ҹᅶ᠋ッ䕃ӊ SecureCRT Ў՟ҟ㒡 SSH ᅶ᠋ッⱘ䜡㕂ˈ䜡㕂

⬠䴶བϟ೒˖ 

 

೒ 1 

བ೒ 1 Փ⫼ण䆂 2 䖯㸠ⱏ䰚ˈ಴ℸ೼ Protocol 䗝ᢽ SSH2ˈHostname ህᰃ㽕ⱏ

䰚ⱘЏᴎⱘ IP ഄഔˈ䖭䞠Ў 192.168.5.245ˈッষЎ 22 े SSH ⲥ਀ⱘ咬䅸ッষ

োˈUsername Ў⫼᠋ৡˈᔧ䆒໛া㽕∖ᆚⷕᯊˈ䆹⫼᠋ৡϡӮ䍋԰⫼ˈ

Authentication Ў䅸䆕ᮍᓣˈ៥Ӏাᬃᣕ⫼᠋ৡᆚⷕⱘ䅸䆕ᮍᓣǄՓ⫼ⱘᆚⷕ੠

Telnet ᆚⷕᰃϔ㟈ⱘǄ 

ߏ⚍ৢ✊ OKˈ䖯ܹߎ⦄ҹϟⱘᇍ䆱Ḛ˖ 
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೒ 2 

ߏ⚍ Connectˈⱏ䰚៥Ӏ߮ᠡ䜡㕂ⱘЏᴎˈབϟ೒˖ 

 

೒ 3 

䆶䯂ℷ೼ⱏ䰚Џᴎ 192.168.5.245 
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೒ 4 

ℸᯊ䕧ܹ Telnet ⱏ䰚ᆚⷕህৃҹ䖯ܹ੠ Telnet ϔḋⱘ⬠䴶њǄབϟ೒ᰒ⼎˖ 

 

೒ 5 
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㄀37ゴ� GSN 䜡㕂 

37.1. 䫤᥋ GSN ᅝܼᮍḜㅔҟ 

䫤᥋ᅝܼ㾷އᮍḜ⬅ҹϟಯϾܗ㋴㒘៤˖ 

1) 䫤᥋ᅝܼㄪ⬹ㅵ⧚ᑇৄ˄RG Security policy Management Platform˅ 

2) 䫤᥋ᅝܼᅶ᠋ッ˄RG Security Agent˅ 

3) 䫤᥋ᅝׂܼ໡㋏㒳˄RG Restore System˅ 

4) 䫤᥋ᅝܼ䆒໛˄RG Security Switch˅ 

37.1.1. 䫤᥋ᅝܼㄪ⬹ㅵ⧚ᑇৄ˄RG SMP˅ 

䫤᥋ᅝܼㄪ⬹ㅵ⧚ᑇৄ䗮䖛䜡㕂ㄪ⬹ˈᴹއᅮᰃ৺ܕ䆌៪㗙⽕ℶᶤ⾡ᴵӊ㣗ೈݙ

担膰姺Lꀀ37.1. 
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[no] security { [v1 | v2] community  
community | v3 user username } 

䜡㕂੠ smp ᳡఼ࡵ䗮ֵⱘᅝܼৡ.
䆹ੑҸᬃᣕ snmp v1ǃv2ǃv3.咬
䅸 Փ ⫼ ≵ ᳝ 䜡 㕂 䗮 䆃

communityǄ 
security v1 community੠ security 
community ᬜᵰϔḋ ,䛑ᰃ䜡㕂

v1ˈাᰃЎњᮍ֓⫼᠋䜡㕂.བᵰ

䗝ᢽњ v3,߭䳔㽕೼ snmp-server
ੑҸϟ䜡㕂Ⳍᑨⱘ v3 ⫼᠋,Ⳍ݇䜡

㕂ੑҸ䇋খⳟǉSNMP 䜡㕂Ǌゴ

㡖 

[no] smp-server host ip-address 䜡㕂 SMP ᳡఼ࡵഄഔ 

 

~ 说明： 

೼䜡㕂 security v3 user ᯊ,䳔㽕೼ SNMP 䚼ߚ䜡㕂ᇍᑨⱘ v3 userǄ 

 

37.2.3. 䜡㕂ᅝܼџӊӴ䕧᳔ᇣᯊ䯈䯈䱨 

Ўњ䙓ܡ䴲⊩⫼᠋䗮䖛Ӿ䗴ᅝܼџӊˈ乥㐕ഄথ䗕ᅝܼџӊֵᙃᇍᅝܼ䆒໛੠

SMP 䖯㸠ᬏߏˈ⫼᠋ৃҹ䗮䖛䜡㕂ᅝܼџӊӴ䕧᳔ᇣᯊ䯈䯈䱨ᴹ䰤ࠊ⫼᠋䗮ਞᅝ

ܼџӊⱘ᳔ᇣᯊ䯈䯈䱨Ǆ 

ḍ᥂ᅲ䰙ᚙމˈ⫼᠋ৃҹ䗮䖛ҹϟੑҸ䆒㕂ᅝܼџӊӴ䕧᳔ᇣᯊ䯈䯈䱨˖ 

ੑҸ 䇈ᯢ 

Configure terminal 䖯ܹ䜡㕂῵ᓣ 

[no] security event interval interval 

䜡㕂ᅝܼџӊӴ䕧᳔ᇣᯊ䯈䯈

䱨䜡㕂ˈinterval˖1-65535s 
㔎 ⳕ ᚙ މ ϟ 䆹 ᯊ 䯈 䯈 䱨 Ў 5
⾦ˈ 

 

37.2.4. 䜡㕂ッষᬃᣕഄഔ㒥ᅮᓔ݇ 

⫼᠋ৃҹ䗮䖛䆹ੑҸᴹ᥻ࠊᰃ৺೼ッষѻ⫳ഄഔ㒥ᅮㄪ⬹ˈᔧ䅸䆕ッষ䖲᥹ⴔ໮

Ͼ⫼᠋ᯊㅵ⧚ਬᖙ乏ᠧᓔ䆹䅸䆕ッষⱘഄഔ㒥ᅮ˖ 

ੑҸ 䇈ᯢ 

Configure terminal 䖯ܹ䜡㕂῵ᓣ 
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interface interface 䖯ܹ᥹ষ䜡㕂῵ᓣ 

[no] security address-bind enable 䜡㕂ッষਃ⫼ഄഔ㒥ᅮㄪ⬹ 

 
 

~ 说明： 

া᳝ܼሔ GSN ᬃᣕࡳ㛑ᠧᓔᑊϨ䜡㕂ⱘッষᰃ䅸䆕ッষᯊ䆹ࡳ㛑ᠡ㛑䍋԰⫼Ǆ঺

໪䳔㽕⊼ᛣⱘᰃᔧՓ⫼䆹ࡳ㛑ᯊˈ䳔㽕݇䯁 802.1x ⱘ IP ᥜᴗࡳ㛑ˈ৺߭Ӯᕅડᅝ

ܼㄪ⬹ⱘᅲ䰙䖤㸠ᬜᵰǄ 
 

37.3. GSN 䜡㕂ᰒ⼎ 

37.3.1. ᰒ⼎ smp server 

ᙼৃҹ䗮䖛ҹϟℹ偸ᰒ⼎ smp sverver  ᆍݙ

ੑҸ 䇈ᯢ 

show smp-server ᰒ⼎ smp server 

՟བ˖ 

Ruijie# show smp-server  
SMP-Server IP:192.168.217.220 

37.3.2. ᰒ⼎ security event interval 

ᙼৃҹ䗮䖛ҹϟℹ偸ᰒ⼎ policy-map  ᆍݙ

ੑҸ 䇈ᯢ 

show security event interval ᶹⳟᅝܼџӊӴ䕧᳔ᇣᯊ䯈䯈䱨ⱘ䜡㕂 

՟བ˖�

Ruijie# show security event interval  
Event sending interval(Seconds):5 
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37.4. GSN 䜡㕂Փ⫼Ⳍ݇⊼ᛣџ乍 

37.4.1. GSN ᬃᣕⱘ㸼乍᭄Ⳃ 

⬅Ѣ GSN ⱘㄪ⬹ᅝ㺙ᅲ⦄ᰃ䗮䖛䆒㕂ࠄ⹀ӊˈ⬅⹀ӊ䖛Ⓒᴹᅲ⦄ⱘˈ᠔ҹ GSN
㛑໳ᅲ䰙ᬃᣕⱘㄪ⬹᭄Ⳃ⬅Ѣ৘ѻકⱘ㢃⠛ϡৠ㗠ϡৠˈ঺໪⬅Ѣ GSN Փ⫼ⱘ⹀

ӊ㸼乍䌘⑤᳝ৃ㛑㹿݊Ҫ῵ഫ᠔ऴ⫼ˈ᠔ҹᔧᓔਃⳌ݇ࡳ㛑˄བッষⱘ䰆 ARP ℎ

偫ࡳ㛑ㄝ˅ᯊгӮޣᇥৃ⫼ⱘ㸼乍᭄ˈGSN ᬃᣕⱘ㸼乍᭄гⳌᑨޣᇥǄЎњ㛑໳

ᬃᣕ᳈໮ⱘࡼᗕㄪ⬹ˈ๲ᔎ GSN ⱘ᥻ࠊ㛑࡯ˈ᠔ҹ೼ᓔਃ GSN ᯊሑ䞣ϡ㽕ᓔਃ

݊Ҫ㗫⫼⹀ӊ㸼乍ⱘࡳ㛑Ǆ 

37.4.2. Ϣ GSN Փ⫼ކさⱘϔѯࡳ㛑 

⬅Ѣ GSN ᑨ⫼ⱘ⡍ᗻˈGSN Ϣϟ䖍ⱘϔѯࡳ㛑ᄬ೼ⴔՓ⫼Ϟⱘކさˈ䳔㽕೼ᑨ

⫼ᯊࡴҹ⊼ᛣˈ䙓ܡৠᯊᠧᓔࡳ⦃ߎ㛑ᓖᐌǄ 

1) GSN ϡ㛑Ϣ 1x ⱘ ip ᥜᴗ݅⫼Ǆ 

2) GSN ϡ㛑ৠッষᅝܼ݅⫼Ǆ 

3) GSN ϡᬃᣕ೼ AP ষϞᅝ㺙ㄪ⬹ˈ㗠ᅝ㺙њㄪ⬹ⱘッষϡ㛑ܹࡴ AP ষˈབ

ᵰᡞᏆ㒣ᅝ㺙њ GSN ㄪ⬹ⱘッষܹࡴ AP ষৃ㛑Ӯᇐ㟈ᇍᑨⱘষⱘᑨ⫼ࡳ㛑ߎ⦄

䫭䇃ˈབᵰϔϾᏆ㒣ᅝ㺙њㄪ⬹ⱘッষ䳔㽕ܹࡴAPষ䳔㽕ߴܜ䰸ᇍᑨッষϞᏆ㒣

ᅝ㺙ⱘㄪ⬹Ǆ 

37.4.3. GSN Փ⫼ⱘ݊Ҫ⊼ᛣџ乍 

⬅Ѣ GSN ᳔㒜ᅲ⦄ᰃ䗮䖛⹀ӊ䖛Ⓒᴹᅲ⦄⫼᠋ⱘ䜡㕂ˈ᠔ҹᇍѢϟ䖍ⱘϔѯ䜡㕂

ৃ㛑Ӯᕅડ GSN ⱘՓ⫼˖ 

ܼሔ IP+MAC 㒥ᅮ˖བ䜡㕂њᶤϾܼሔ IP+MAC ⱘ㒥ᅮৢˈᬒ䖛њᶤϾ MAC ⱘ

⫼᠋ˈ㗠 GSN জ䆒㕂ᇍℸ MAC ⱘ⫼᠋䖯㸠䱨⾏ˈ䖭ᯊ׭⬅Ѣܼሔ IP+MAC 㒥ᅮ

Ꮖ㒣ᬒ䖛⫼᠋ˈҢ㗠ᇐ㟈 GSN ⱘ䱨⾏ৃ㛑༅ᬜǄ 

ACL˖ᔧ ACL 䆒㕂ⱘ㸼乍ݙᆍϢ GSN ϟᬒⱘㄪ⬹ކ⦃ߎさᯊгӮᇐ㟈 GSN ⱘࡳ

㛑༅ᬜˈ೼ GSN ਃ⫼ᯊᓎ䆂ϡ㽕ਃ⫼ ACLǄ 
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MACC),䆒໛ B ЁህӮᄬ೼ ARP 㸼乍(IPA, MACC).䖭ḋˈ䆒໛ A ੠ B П䯈ⱘ䗮ֵ

ህব៤њ੠䆒໛ C П䯈ⱘ䗮ֵˈ㗠䆒໛ AǃB ᇍℸ䛑ϔ᮴᠔ⶹǄ䆒໛ C ᔧњЁܙ

䯈Ҏⱘ㾦㡆ˈা䳔㽕ᡞথ㒭㞾Ꮕⱘ᡹᭛خড়䗖ⱘׂᬍˈ䕀㒭঺ϔᮍेৃǄ䖭ህᰃ

᳝ৡⱘЁ䯈ҎᬏߏǄ 

38.1.2. њ㾷 DAI ੠ ARP ℎ偫ᬏߏ 

DAI ⹂ֱњা᳝ড়⊩ⱘ ARP ᡹᭛ᠡӮ㹿䆒໛䕀থǄᅗЏ㽕ᠻ㸠ҹϟ޴Ͼℹ偸˖ 

¸ ೼ᠧᓔ DAI Ẕᶹࡳ㛑ⱘ VLAN ᠔ᇍᑨⱘ䴲ֵӏッষϞᢺ៾ԣ᠔᳝ ARP 䇋∖੠

ᑨㄨ᡹᭛ 

¸ ೼خ䖯ϔℹⳌ݇໘⧚Пࠡˈḍ᥂ DHCP ᭄᥂ᑧⱘ䆒㕂ˈᇍᢺ៾ԣⱘ ARP ᡹᭛

䖯㸠ড়⊩ᗻẔᶹǄ 

¸ 䞞ᬒ≵᳝䗮䖛Ẕᶹⱘ᡹᭛Ǆ 

¸ Ẕᶹ䗮䖛ⱘ᡹᭛㒻㓁خⳌᑨⱘ໘⧚ˈ䗕㒭ⳌᑨⱘⳂⱘഄǄ 

ARP ᡹᭛ᰃ৺ড়⊩ⱘձ᥂ᰃ DHCP snooping binding ᭄᥂ᑧˈ݋ԧ䇋খ㗗Ⳍᑨⱘ

䜡㕂ᣛᇐǉDHCP snooping 䜡㕂ǊǄ 

38.1.3. ᥹ষֵӏ⢊ᗕ੠㔥㒰ᅝܼ 

෎Ѣ䆒໛Ϟ↣ϔϾッষⱘֵӏ⢊ᗕˈᇍ ARP ᡹᭛԰ߎⳌᑨⱘẔᶹˈҢফֵӏッষ

᥹ᬊࠄⱘ᡹᭛ᇚ䏇䖛 DAI Ẕᶹˈ㹿䅸Ўᰃড়⊩ⱘ ARP ᡹᭛˗ 㗠Ң䴲ֵӏッষ᥹

ᬊࠄⱘ ARP ᡹᭛ˈᇚϹḐᠻ㸠 DAI ẔᶹǄ 

೼ϔϾ݌ൟⱘ㔥㒰䜡㕂Ёˈᑨ䆹ᇚ䖲᥹ࠄ㔥㒰䆒໛ⱘѠሖッষ䆒㕂Ўফֵӏッ

ষˈ䖲᥹ࠄЏᴎ䆒໛ⱘѠሖッষ䆒㕂Ў䴲ֵӏッষǄ 

⊼ᛣ˖ᇚϔϾѠሖッষ䫭䇃ⱘ䜡㕂៤䴲ֵӏッষৃ㛑Ӯᕅડࠄ㔥㒰ℷᐌ䗮ֵǄ 

ԧ䜡㕂ੑҸ䇋খ㗗݋ ip arp inspection trust, show ip arp inspection interfaceǄ 

38.1.4. 䰤ࠊ ARP ᡹᭛ⱘ䗳⥛ 

⬅Ѣ䆒໛ᠻ㸠 DAI ড়⊩ᗻẔᶹˈ䳔㽕⍜㗫ϔᅮⱘ CPU 䌘⑤ˈ᠔ҹᇍ ARP ᡹᭛䰤

䗳ˈे䰤ࠊ↣⾦䩳᥹ᬊⱘ ARP ᡹᭛ⱘ᭄䞣ˈৃҹ᳝ᬜ䙓ܡ䩜ᇍ DAI 㛑㗠ѻ⫳ⱘࡳ

ᢦ㒱᳡ࡵᬏߏǄ咬䅸ᚙމϟˈ䴲ֵӏッষ↣⾦䩳ARP᡹᭛ⱘ᳔໻Ͼ᭄ᰃ15Ǆֵӏ

ッষϡফℸ䰤ࠊǄৃҹ೼Ѡሖ᥹ষ䜡㕂῵ᓣϟ䗮䖛 ip arp inspection limit-rate ᴹ

䜡㕂ℸ䗳⥛䰤ࠊǄ 

ԧ䜡㕂ੑҸ䇋খ㗗݋ ip arp inspection limit-rateǄshow ip arp inspection interface 
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38.2. 䜡㕂 DAI 

DAI ᰃϔϾ෎Ѣ ARP ण䆂ⱘᅝܼ䖛Ⓒᡔᴃˈㅔ㗠㿔Пህᰃ䜡㕂ϔ㋏߫ⱘ䖛Ⓒㄪ⬹

Փᕫ㒣䖛䆒໛ⱘ ARP ᡹᭛ⱘড়⊩ᗻᕫࠄ↨Ӵ㒳᳈᳝ࡴᬜⱘẔ偠Ǆ 

㽕Փ⫼ DAI Ⳍ݇ࡳ㛑ˈৃ䗝ᢽᗻഄᠻ㸠ҹϟ৘乍ӏࡵ˖ 

¸ ਃ⫼ᣛᅮ VLAN ⱘ DAI  ˅㛑˄ᖙ乏ࡳ

¸ 䆒㕂ッষⱘֵӏ⢊ᗕ˄ৃ䗝˅ 

¸ 䆒㕂ッষⱘ ARP ᡹᭛᳔໻᥹ᬊ䗳⥛˄ৃ䗝˅ 

¸ DHCP snooping database Ⳍ݇䜡㕂˄ৃ䗝˅ 

 

38.2.1. ਃ⫼ᣛᅮ VLAN ⱘ DAI ᡹᭛Ẕᶹࡳ㛑 

㔎ⳕᚙމϟˈ᠔᳝ VLAN ⱘ DAI ᡹᭛Ẕᶹࡳ㛑ᰃ݇䯁ⱘǄ 

བᵰ≵᳝ਃ⫼њ VLAN vid ⱘ DAI ᡹᭛Ẕᶹࡳ㛑ˈvlan-id = vid ⱘ ARP ᡹᭛Ӯ䏇䖛

DAI Ⳍ݇ⱘᅝܼẔᶹ˄ϡӮ䏇䖛 ARP ᡹᭛䰤䗳˅Ǆ 

ৃҹ䗮䖛 show ip arp inspection vlan ᶹⳟ᠔᳝ VLAN ᰃ৺ਃ⫼њ DAI ᡹᭛Ẕᶹ

 㛑ࡳ

㽕䜡㕂 VLAN ⱘ DAI ᡹᭛Ẕᶹࡳ㛑ˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 



ᗕࡼ ARP Ẕ⌟䜡㕂 

485 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip arp inspection trust 䆒㕂ッষᰃৃֵӏⱘ 

Ruijie(config-if)# no ip arp inspection trust 䆒㕂ッষᰃϡৃֵӏⱘ 

 

38.2.3. 䆒㕂ッষⱘ ARP ᡹᭛᳔໻᥹ᬊ䗳⥛ 

೼ᬃᣕ NFPP ⱘ䆒໛Ёˈ⬅ NFPP 㞾ࡼᅲ⦄ℸࡳ㛑ˈϡᄬ೼ℸੑҸǄ 

ℸੑҸᑨ⫼೼Ѡሖ᥹ষ῵ᓣˈϨℸѠሖ᥹ষЎϔϾ SVI ⱘ៤ਬষǄ 

㔎ⳕᚙމϟˈ↣ϔϾ䴲ֵӏѸᤶッষⱘ咬䅸᥹ᬊ ARP ᡹᭛䗳⥛Ў↣⾦ 15 Ͼ ARP
᡹᭛ǄֵӏѸᤶッষ咬䅸ϡخ䰤ࠊǄ 

བᵰ 1 ⾦䩳ݙℸッষᬊࠄⱘ ARP ᡹᭛䍙䖛䰤ؐࠊˈৢ䴶ᬊࠄⱘ᡹᭛Ӯ㹿϶ᓗˈϡ

Ӯخ䖯ϔℹ໘⧚Ǆ 

ৃҹ䗮䖛 show ip arp inspection interface ੑҸᶹⳟ৘Ѡሖ᥹ষⱘ䗳⥛䰤ࠊǄ 

㽕䆒㕂ッষ ARP ᡹᭛᳔໻᥹ᬊ䗳⥛ˈ೼᥹ষ䜡㕂῵ᓣЁᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config-if)# ip arp inspection 
limit-rate 
{ <1-2048> | none} 

䆒㕂ッষ ARP ᡹᭛᳔໻᥹ᬊ䗳⥛ˈऩ

ԡ˖᡹᭛/⾦ 
none˖㸼⼎ϡ䰤ࠊ 

Ruijie(config-if)# no ip arp 
inspection limit-rate  ᘶ໡㔎ⳕؐ 

ᬃᣕ NFPP(㔥㒰෎⸔ֱᡸㄪ⬹)ⱘѻકˈ䗳⥛䰤ࠊ⬅ NFPP ᅠ៤ˈϡݡ䗮䖛 DAI
䖯㸠䆒㕂Ǆ 

38.2.4. DHCP snooping database Ⳍ݇䜡㕂 

খ㗗ǉDHCP Snooping 䜡㕂ǊǄ 

བᵰ≵᳝䜡㕂 DHCP Snooping database
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ੑҸ ԰⫼ 

Ruijie(config)# show ip arp inspection vlan ᰒ⼎৘ VLAN ⱘਃ⫼⢊ᗕ 
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㄀39ゴ� 䆓䯂᥻߫ࠊ㸼䜡㕂 

39.1. ὖ䗄 

԰Ў៥ৌѻકᅝܼ㾷އᮍḜⱘϔ䚼ߚˈՓ⫼䆓䯂᥻߫ࠊ㸼ᦤկᔎ໻ⱘ᭄᥂⌕䖛Ⓒ

 ˖㛑Ǆ៥ৌѻકⳂࠡᬃᣕҹϟ䆓䯂߫㸼ࡳ

ޚᷛ ¸ IP 䆓䯂᥻߫ࠊ㸼 
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¸ 䰤ࠊ㔥㒰䆓䯂˖Ўњ⹂ֱ㔥㒰ᅝܼˈ䗮䖛ᅮН㾘߭ˈৃҹ䰤ࠊ⫼᠋䆓䯂ϔѯ

᳡˄ࡵ བা䳔㽕䆓䯂 WWW ੠⬉ᄤ䚂ӊ᳡ࡵˈ݊Ҫ᳡ࡵབ TELNET ߭⽕ℶ˅̍ ៪

㗙ҙܕ䆌೼㒭ᅮⱘᯊ䯈↉ݙ䆓䯂ˈ៪াܕ䆌ϔѯЏᴎ䆓䯂㔥㒰ㄝㄝǄ 

೒ 1 ᰃϔϾḜ՟ˈ೼䆹Ḝ՟Ёˈাܕ䆌Џᴎ A 䆓䯂䋶ࡵ㔥㒰ˈ㗠Џᴎ B ⽕ℶ䆓

䯂Ǆབϟ೒ 1 ᠔⼎Ǆ 

 

೒ 1  Փ⫼䆓䯂߫㸼᥻ࠊ㔥㒰䆓䯂 

39.1.3. ҔМᯊ׭䜡㕂䆓䯂߫㸼 

ᙼৃҹḍ᥂䳔㽕䗝ᢽ෎ᴀ䆓䯂߫㸼៪ࡼᗕ䆓䯂߫㸼Ǆϔ㠀ᚙމϟˈՓ⫼෎ᴀ䆓䯂

߫㸼Ꮖ㒣㛑໳⒵䎇ᅝܼ䳔㽕ǄԚ㒣偠Єᆠⱘ咥ᅶৃ㛑Ӯ䗮䖛ϔѯ䕃ӊݦ؛⑤ഄഔ

ℎ偫䆒໛ˈᕫҹ䆓䯂㔥㒰Ǆ㗠ࡼᗕ䆓䯂߫㸼೼⫼᠋䆓䯂㔥㒰ҹࠡˈ㽕∖䗮䖛䑿ӑ

䅸䆕ˈՓ咥ᅶ䲒ҹᬏܹ㔥㒰ˈ᠔ҹ೼ϔѯᬣᛳⱘऎඳৃҹՓ⫼ࡼᗕ䆓䯂߫㸼ֱ䆕

㔥㒰ᅝܼǄ 

& 说明： 

䗮䖛ݦ؛⑤ഄഔℎ偫䆒໛े⬉ᄤℎ偫ᰃ᠔᳝䆓䯂߫㸼೎᳝ⱘ䯂乬ˈՓ⫼ࡼᗕ߫㸼

гӮ䙁䘛⬉ᄤℎ偫䯂乬˖咥ᅶৃ㛑೼⫼᠋䗮䖛䑿ӑ䅸䆕ⱘ᳝ᬜ䆓䯂ᳳ䯈ˈݦ؛⫼

᠋ⱘഄഔ䆓䯂㔥㒰Ǆ㾷އ䖭Ͼ䯂乬ⱘᮍ⊩᳝ϸ⾡ˈϔ⾡ᰃሑ䞣ᇚ⫼᠋䆓䯂ⱘぎ䯆

ᯊ䯈䆒㕂ᇣѯˈ䖭ḋৃҹՓ咥ᅶ᳈䲒ҹᬏܹ㔥㒰ˈ঺ϔ⾡ᰃՓ⫼ IPSEC ᆚण䆂ࡴ

ᇍ㔥㒰᭄᥂䖯㸠ࡴᆚˈ⹂ֱ䖯ܹ䆒໛ᯊˈ᠔᳝ⱘ᭄᥂䛑ᰃࡴᆚⱘǄ 

 

䆓䯂߫㸼ϔ㠀䜡㕂೼ҹϟԡ㕂ⱘ㔥㒰䆒໛Ϟ˖ 

䚼㔥੠໪䚼㔥˄བݙ ¸ INTERNET˅П䯈ⱘ䆒໛ 

¸ 㔥㒰ϸϾ䚼ߚѸ⬠ⱘ䆒໛ 

¸ ᥹ܹ᥻ࠊッষⱘ䆒໛. 



䆓䯂᥻߫ࠊ㸼䜡㕂 

489 

䆓䯂᥻߫ࠊ㸼䇁হⱘᠻ㸠ᖙ乏ϹḐᣝ✻㸼Ё䇁হⱘ乎ᑣˈҢ㄀ϔᴵ䇁হᓔྟ↨

䕗ˈϔᮺϔϾ᭄᥂ࣙⱘ᡹༈䎳㸼ЁⱘᶤϾᴵӊ߸ᮁ䇁হⳌऍ䜡ˈ䙷Мৢ䴶ⱘ䇁হ

ህᇚ㹿ᗑ⬹ˈϡݡ䖯㸠ẔᶹǄ  

39.1.4. 䕧ܹ/䕧ߎ ACLǃ䖛Ⓒඳ῵ᵓঞ㾘߭ 

䕧ܹ ACL ೼䆒໛᥹ষ᥹ᬊࠄ᡹᭛ᯊˈẔᶹ᡹᭛ᰃ৺Ϣ䆹᥹ষ䕧ܹ ACL ⱘᶤϔᴵ

ACE Ⳍऍ䜡˗䕧ߎ ACL ೼䆒໛ޚ໛ҢᶤϔϾ᥹ষ䕧ߎ᡹᭛ᯊˈẔᶹ᡹᭛ᰃ৺Ϣ

䆹᥹ষ䕧ߎ ACL ⱘᶤϔᴵ ACE Ⳍऍ䜡Ǆ 

೼ࠊᅮϡৠⱘ䖛Ⓒ㾘߭ᯊˈ໮ᴵ㾘߭ৃ㛑ৠᯊ㹿ᑨ⫼ˈгৃ㛑াᑨ⫼݊Ё޴ᴵǄ

া㽕ᰃヺড়ᶤᴵ ACEˈህᣝ✻䆹 ACE ᅮНⱘ໘⧚᡹᭛(Permit ៪ Deny)ǄACL ⱘ

ACE ḍ᥂ҹ໾㔥᡹᭛ⱘᶤѯᄫ↉ᴹᷛ䆚ҹ໾㔥᡹᭛ⱘˈ䖭ѯᄫ↉ࣙᣀ˖ 

¸ Ѡሖᄫ↉(Layer 2 Fields)˖ 

¸ 48 ԡⱘ⑤ MAC ഄഔ(ᖙ乏⬇ᯢ᠔᳝ 48 ԡ) 

¸ 48 ԡⱘⳂⱘ MAC ഄഔ(ᖙ乏⬇ᯢ᠔᳝ 48 ԡ) 

¸ 16 ԡⱘѠሖ㉏ൟᄫ↉ 

ϝሖᄫ↉(Layer 3 Fields)˖ 

¸ ⑤ IP ഄഔᄫ↉(ৃҹ⬇ᯢܼ䚼⑤ IP ഄഔؐˈ៪⬇ᯢᙼ᠔ᅮНⱘᄤ㔥ᴹᅮНϔ

㉏⌕) 

¸ Ⳃⱘ IP ഄഔᄫ↉(ৃҹ⬇ᯢܼ䚼Ⳃⱘ IP ഄഔؐˈ៪⬇ᯢᙼ᠔ᅮНⱘᄤ㔥ᴹᅮ

Нϔ㉏⌕) 

¸ ण䆂㉏ൟᄫ↉ 

ಯሖᄫ↉(Layer 4 Fields)˖ 

¸ ৃҹ⬇ᯢϔϾ TCP ⱘ⑤ッষǃⳂⱘッষ៪㗙䛑⬇ᯢ 

¸ ৃҹ⬇ᯢϔϾ UDP ⱘ⑤ッষǃⳂⱘッষ៪㗙䛑⬇ᯢ 

䖛Ⓒඳᣛⱘህᰃᙼ೼⫳៤ϔᴵ ACE ᯊˈḍ᥂᡹᭛Ёⱘાѯᄫ↉⫼ҹᇍ᡹᭛䖯㸠

䆚߿ǃߚ㉏Ǆ䖛Ⓒඳ῵ᵓህᰃ䖭ѯᄫ↉㒘ড়ⱘᅮНǄ↨བˈᙼ೼⫳៤ᶤϔᴵ ACE 
ᯊᏠᳯḍ᥂᡹᭛ⱘⳂⱘ IP ᄫ↉ᇍ᡹᭛䖯㸠䆚߿ǃߚ㉏ˈ㗠೼⫳៤঺ϔᴵ ACE 
ᯊˈᏠᳯḍ᥂ⱘᰃ᡹᭛ⱘ⑤ IP ഄഔᄫ↉੠ UDP ⱘ⑤ッষᄫ↉ˈ䖭ḋˈ䖭ϸᴵ

ACE ህՓ⫼њϡৠⱘ䖛Ⓒඳ῵ᵓǄ 

㾘߭(Rules)ˈᣛⱘᰃ ACE 䖛Ⓒඳ῵ᵓᇍᑨⱘؐǄ ↨བ᳝ϔᴵ ACE ݙᆍབϟ˖ 

permit tcp host 192.168.12.2 any eq telnet 

೼䖭ᴵ ACE Ёˈ䖛Ⓒඳ῵ᵓЎҹϟᄫ↉ⱘ䲚ড়˖⑤ IP ഄഔᄫ↉ǃIP ण䆂ᄫ↉ǃ

Ⳃⱘ TCP ッষᄫ↉Ǆᇍᑨⱘؐ(Rules)߿ߚЎ˖⑤ IP ഄഔ˙Host 192.168.12.2˗

IP ण䆂˙TCP˗TCP Ⳃⱘッষ ˙ TelnetǄ 
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೒ 2  ᇍ ACE˖permit tcp host 192.168.12.2 any eq telnet ⱘߚᵤ 

 

& 说明： 

䖛Ⓒඳ῵ᵓৃҹᰃϝሖᄫ↉(Layer 3 Field)੠ಯሖᄫ↉(Layer 4 Field)ᄫ↉ⱘ䲚

ড়ˈгৃҹᰃ໮ϾѠሖᄫ↉(Layer 2 Field)ⱘ䲚ড়ˈԚᷛޚϢᠽሩⱘ ACL ⱘ䖛Ⓒ

ඳ῵ᵓϡ㛑ᰃѠሖ੠ϝሖǃѠሖ੠ಯሖǃѠሖ੠ϝሖǃಯሖᄫ↉ⱘ䲚ড়Ǆ㽕Փ⫼

Ѡሖǃϝሖǃಯሖᄫ↉䲚ড়ˈৃҹᑨ⫼ Expert ᠽሩ䆓䯂᥻߫ࠊ㸼˄Expert 
ACLs˅Ǆ 

 

39.2. IP 䆓䯂߫㸼䜡㕂 

㽕೼䆒໛Ϟ䜡㕂䆓䯂߫㸼ˈᖙ乏Ўण䆂ⱘ䆓䯂߫㸼ᣛᅮϔϾଃϔⱘৡ⿄៪㓪োˈ

ҹ֓೼ण䆂ݙ䚼㛑໳ଃϔᷛ䆚↣Ͼ䆓䯂߫㸼Ǆϟ㸼߫ߎњৃҹՓ⫼㓪োᴹᣛᅮ䆓

䯂߫㸼ⱘण䆂ҹঞ↣⾡ण䆂ৃҹՓ⫼ⱘ䆓䯂߫㸼㓪ো㣗ೈǄ 

ण䆂 㓪ো㣗ೈ 

ޚᷛ IP 1-99ˈ1300 - 1999 

ᠽሩ IP 100-199ˈ2000 - 2699 
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39.2.1. IP 䆓䯂߫㸼䜡㕂ᣛᇐ 

߯ᓎ䆓䯂߫㸼ᯊˈᅮНⱘ㾘߭ᇚᑨ⫼Ѣ䆒໛Ϟ᠔᳝ⱘߚ㒘᡹᭛ˈ䆒໛䗮䖛߸ᮁߚ

㒘ᰃ৺Ϣ㾘߭ऍ䜡ᴹއᅮᰃ৺䕀থ៪䰏ᮁߚ㒘᡹᭛Ǆ 

෎ᴀ䆓䯂߫㸼ࣙᣀᷛޚ䆓䯂߫㸼੠ᠽሩ䆓䯂߫㸼ˈ䆓䯂߫㸼ЁᅮНⱘ݌ൟ㾘߭Џ

㽕᳝ҹϟ˖ 

¸ ⑤ഄഔ 

¸ Ⳃᷛഄഔ 

¸ Ϟሖण䆂 

¸ ᯊ䯈ऎඳ 

ޚᷛ IP 䆓䯂߫㸼˄ 㓪োЎ 1 - 99ˈ1300 - 1999 Џ˅㽕ᰃḍ᥂⑤ IP ഄഔᴹ䖯㸠䕀থ

៪䰏ᮁߚ㒘ⱘˈᠽሩ IP 䆓䯂߫㸼˄㓪োЎ 100 – 199ˈ2000 - 2699˅Փ⫼ҹϞಯ

⾡㒘ড়ᴹ䖯㸠䕀থ៪䰏ᮁߚ㒘ⱘǄ݊Ҫ㉏ൟⱘ䆓䯂߫㸼ḍ᥂Ⳍ݇ҷⷕᴹ䕀থ៪䰏

 㒘ⱘǄߚᮁ

ᇍѢऩϔⱘ䆓䯂߫㸼ᴹ䇈ˈৃҹՓ⫼໮ᴵ⣀ゟⱘ䆓䯂߫㸼䇁হᴹᅮН໮⾡㾘߭ˈ

݊Ё᠔᳝ⱘ䇁হᓩ⫼ৠϔϾ㓪ো៪ৡᄫˈҹ֓ᇚ䖭ѯ䇁হ㒥ᅮࠄৠϔϾ䆓䯂߫

㸼Ǆϡ䖛ˈՓ⫼ⱘ䇁হ䍞໮ˈ䯙䇏੠⧚㾷䆓䯂߫㸼ህ䍞ᴹ䍞ೄ䲒Ǆ 

39.2.1.1. 䱤৿Āᢦ㒱᠔᭄᳝᥂⌕ā㾘߭䇁হ 

೼↣Ͼ䆓䯂߫㸼ⱘ᳿ሒ䱤৿ⴔϔᴵ“ᢦ㒱᠔᭄᳝᥂⌕”㾘߭䇁হ㰒པℸབᵰߚ㒘Ϣ

ӏԩ㾘߭䛑ϡऍ䜡ˈᇚ㹿ᢦ㒱Ǆ 

བϟ՟˖ 

access-list 1 permit host 192.168.4.12 

ℸ߫㸼াܕ䆌⑤ЏᴎЎ 192.168.4.12 ⱘ᡹᭛䗮䖛ఒ݊ᅗЏᴎ䛑ᇚ㹿ᢦ㒱ǄཔЎ䖭

ᴵ䆓䯂߫㸼᳔ৢࣙ৿њϔᴵ㾘߭䇁হ˖access-list 1 deny anyǄ 

জབ˖ 

Access-list 1 deny host 192.168.4.12 

བᵰ߫㸼াࣙ৿ҹϞ䖭ϔᴵ䇁হˈ߭ӏԩЏᴎ᡹᭛䗮䖛䆹ッষᯊ䛑ᇚ㹿ᢦ㒱Ǆ 

 

~ 注意： 

೼ᅮН䆓䯂߫㸼ⱘᯊ׭ˈ㽕㗗㰥ࠄ䏃⬅᳈ᮄⱘ᡹᭛Ǆ⬅Ѣ䆓䯂߫㸼᳿ሒ“ᢦ㒱᠔᳝

᭄᥂⌕”ˈৃ㛑ᇐ㟈᠔᳝ⱘ䏃⬅᳈ᮄ᡹᭛㹿䰏ᮁǄ 
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39.2.1.2. 䕧ܹ㾘߭䇁হⱘ乎ᑣ 

䰸ߴ䆓䯂߫㸼ⱘ᳔ৢˈ䇁হ㹿߯ᓎҹৢˈህ᮴⊩ऩ⣀ࠄࡴⱘ↣ᴵ㾘߭䛑㹿䗑ܹࡴ

ᅗˈ㗠া㛑ߴ䰸ᭈϾ䆓䯂߫㸼Ǆ᠔ҹ䆓䯂߫㸼䇁হⱘ⃵ᑣ䴲ᐌ䞡㽕Ǆ䆒໛೼އᅮ

䕀থ䖬ᰃ䰏ᮁߚ㒘ᯊˈ䆒໛ᣝ䇁হ߯ᓎⱘ⃵ᑣᇚߚ㒘Ϣ䇁হ䖯㸠↨䕗ˈᡒࠄऍ䜡

ⱘ䇁হৢˈ֓ϡݡẔᶹ݊Ҫ㾘߭䇁হǄ 
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Ruijie(config-xxx-nacl)# exit 
Ruijie(config)# interface interface 

䗔ߎ䆓䯂᥻߫ࠊ㸼῵ᓣˈ䗝ᢽ

䗝ᢽ㽕ᑨ⫼䆓䯂߫㸼ⱘ᥹ষ 

Ruijie(config-if)# ip access-group 
id { in | out } ᇚ䆓䯂߫㸼ᑨ⫼⡍ᅮ᥹ষ 

 

& 说明： 

ᮍᓣϔাᇍ᭄ؐ ACL 䖯㸠䜡㕂ˈᮍᓣѠৃҹᇍੑৡ੠᭄ؐ ACL 䖯㸠䜡㕂ˈ䖬ৃҹ

ᣛᅮ㸼乍ⱘӬܜ㑻(೼ᬃᣕ ACE Ӭܜ㑻ⱘ䆒໛Ё)Ǆ 
 

39.2.3. ᰒ⼎ IP 䆓䯂߫㸼ⱘ䜡㕂 

㽕ⲥ᥻䆓䯂߫㸼ˈ䇋೼⡍ᴗ⫼᠋῵ᓣᠻ㸠ҹϟੑҸ˖ 

Ruijie# show access-lists [ id | name ] 

ℸੑҸৃҹᶹⳟ෎ᴀ䆓䯂߫㸼 

39.2.4. IP 䆓䯂߫㸼⼎՟ 

¸ 䜡㕂㽕∖ 

᳝ϸৄ䆒໛ Switch A ੠ Switch Bˈབ೒ 1-3˖ 

 

೒ 3  ෎ᴀ䆓䯂߫㸼⼎՟ 

㽕∖䗮䖛೼ Switch B Ϟ䜡㕂䆓䯂߫㸼ˈᅲ⦄ҹϟᅝܼࡳ㛑˖ 
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¸ 192.168.12.0/24



䆓䯂᥻߫ࠊ㸼䜡㕂 

495 

Ruijie(config)# hostname Ruijie 
Ruijie(config)# interface GigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.202.1 255.255.255.0 
Ruijie(config)# interface GigabitEthernet 0/2 
Ruijie(config-if)# ip address 2.2.2.1 255.255.255.0 Rui626.6197B080A3F550CFC07E20EDB03DE 1 Tf
10.5 0 0 c 9 0 0 Tw 16.02 7.177 1 Tf
-MAC.0000 Tw 0  Ts 100  2ess
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ੑҸ ࡳ㛑 

Ruijie(config)# access-list id {deny | 
permit}{any | host src-mac-addr} {any | host 
dst-mac-addr} [ethernet-type] [cos cos] 

ᅮН䆓䯂߫㸼,ੑҸⱘ݋ԧ

 ᆍ䇋খ㾕ੑҸখ㗗ݙ

Ruijie(config)# interface interface 䗝ᢽ䗝ᢽ㽕ᑨ⫼䆓䯂߫㸼

ⱘ᥹ষ 

Ruijie(config-if)# mac access-group 
id { in | out } ᇚ䆓䯂߫㸼ᑨ⫼⡍ᅮ᥹ষ 

ᮍᓣѠˈ ೼ ACL 䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie(config)# mac access-list 
extended {id | name} 䖯ܹ䜡㕂䆓䯂߫㸼῵ᓣ 

Ruijie (config-mac-nacl)# [sn] { permit | 
deny }{any | host src-mac-addr} {any | host 
dst-mac-addr} [ethernet-type] [cos cos] 

Ў ACL 㸼乍,ੑҸⱘࡴ⏏

 ᆍ䇋খ㾕ੑҸখ㗗ݙԧ݋

Ruijie(config-mac-nacl)# exit 
Ruijie(config)# interface interface 

䗔ߎ䆓䯂᥻߫ࠊ㸼῵ᓣˈ

䗝ᢽ䗝ᢽ㽕ᑨ⫼䆓䯂߫㸼

ⱘ᥹ষ 

Ruijie(config-if)# mac access-group 
{id | name} { in | out} ᇚ䆓䯂߫㸼ᑨ⫼⡍ᅮ᥹ষ 

 

&  说明： 

ᮍᓣϔাᇍ᭄ؐ ACL 䖯㸠䜡㕂˗ᮍᓣѠৃҹᇍੑৡ੠᭄ؐ ACL 䖯㸠䜡㕂ˈ䖬ৃҹ

ᣛᅮ㸼乍ⱘӬܜ㑻(ᬃᣕӬܜ㑻 ACE ѻક) 

 

39.3.3. ᰒ⼎ MAC ᠽሩ䆓䯂߫㸼ⱘ䜡㕂 

㽕ⲥ᥻䆓䯂߫㸼ˈ䇋೼⡍ᴗ῵ᓣᠻ㸠ҹϟੑҸ˖ 

Ruijie# show access-lists [ id | name] 

ৃҹᶹⳟ෎ᴀ䆓䯂߫㸼 

39.3.4. MAC ᠽሩ䆓䯂߫㸼⼎՟ 

㽕∖䗮䖛䜡㕂 MAC 䆓䯂߫㸼ˈᅲ⦄ҹϟᅝܼࡳ㛑˖ 

¸ Փ⫼ IPX ण䆂ⱘЏᴎ 0013.2049.8272 ϡ㛑䆓䯂䆒໛ giga 0/1 ッষǄ 

¸ ݊Ҫৃҹ䆓䯂 
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䜡㕂ҹ໾ষˈ೼ҹ໾ষϞᑨ⫼䆓䯂߫㸼 101,ᇍҹ໾ষϞ䖯ߎⱘ᠔᳝᡹᭛䖯㸠Ẕᶹ 

Ruijie> enable 
Ruijie# configure terminal 
Ruijie(config)# mac access-list extended mac-list 
Ruijie(config-mac-nacl)# deny host 0013.2049.8272 any ipx 
Ruijie(config-mac-nacl)# permit any any  
Ruijie(config-mac-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# mac access-group mac-list in 
Ruijie(config-if)# end 
Ruijie# show access-lists  
mac access-list extended mac-list 
deny host 0013.2049.8272 any ipx 
permit any any 

Ruijie# 

&  说明： 

䆓䯂߫㸼䇁হ permit any any ϡ㛑ϡ㽕ˈ಴Ў䆓䯂߫㸼᳔ৢ䱤৿ϔᴵᢦ㒱᠔᳝ⱘ

㾘߭䇁হǄ 

೼ S3750 ㋏߫ѻકϞˈpermit any any ৃҹϡ㽕Ǆ 

 

39.4. Expert ᠽሩ䆓䯂߫㸼ⱘ䜡㕂 

㽕೼䆒໛Ϟ䜡㕂 Expert ᠽሩ䆓䯂߫㸼ˈᖙ乏㒭ण䆂ⱘ䆓䯂߫㸼ᣛᅮϔϾଃϔⱘৡ

⿄៪㓪োˈҹ֓೼ण䆂ݙ䚼㛑໳ଃϔᷛ䆚↣Ͼ䆓䯂߫㸼Ǆϟ㸼߫ߎ Expert 䆓䯂߫

㸼ⱘ㓪ো㣗ೈǄ 

ण䆂 㓪ো㣗ೈ 

Expert ᠽሩ䆓䯂߫㸼 2700-2899 

 

39.4.1. Expert ᠽሩ䆓䯂߫㸼䜡㕂ᣛᇐ 

߯ᓎ expert ᠽሩ䆓䯂߫㸼ᯊˈᅮНⱘ㾘߭ৃҹᑨ⫼Ѣ᠔᳝ⱘߚ㒘᡹᭛ˈ䗮䖛߸ᮁ

 㒘᡹᭛Ǆߚᅮᰃ৺䕀থ៪䰏ᮁއ㒘ᰃ৺Ϣ㾘߭ऍ䜡ᴹߚ

Expert 䆓䯂߫㸼ЁᅮНⱘ݌ൟ㾘߭Џ㽕᳝ҹϟ˖ 

¸ ෎ᴀ䆓䯂߫㸼੠ MAC ᠽሩ䆓䯂߫㸼᠔᳝ⱘֵᙃ 

¸ VLAN ID 

Expert ᠽሩ䆓䯂߫㸼˄㓪ো 2700 -2899˅Ў෎ᴀ䆓䯂߫㸼੠ MAC ᠽሩ䆓䯂߫㸼
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ⱘ㓐ড়ԧˈᑊϨ㛑ᇍ VLAN ID 䖯㸠䖛ⒸǄ 

ᇍѢऩϔⱘ Expert 䆓䯂߫㸼ᴹ䇈ˈৃҹՓ⫼໮ᴵ⣀ゟⱘ䆓䯂߫㸼䇁হᴹᅮН໮⾡

㾘߭ˈ݊Ё᠔᳝ⱘ䇁হ䳔ᓩ⫼ৠϔϾ㓪ো៪ৡᄫˈҹ֓ᇚ䖭ѯ䇁হ㒥ᅮࠄৠϔϾ

䆓䯂߫㸼Ǆ 

39.4.2. 䜡㕂 Expert ᠽሩ䆓䯂߫㸼 

Expert 䆓䯂߫㸼ⱘ䜡㕂ࣙᣀҹϟϸℹ˖ 

1. ᅮН Expert 䆓䯂߫㸼 

2. ᑨ⫼߫㸼Ѣ⡍ᅮ᥹ষ(ᑨ⫼⡍՟) 

㽕䜡㕂 Expert 䆓䯂߫㸼ˈ᳝ҹϟϸ⾡ᮍᓣ 

ᮍᓣϔ ೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ࡳ㛑 

Ruijie (config)# access-list id {deny | permit} 
[prot | {[ethernet-type] [cos cos]}] [VID vid] {src 
src-wildcard | host src } {host src-mac-addr | 
any} {dst dst-wildcard  | host dst | any}{host 
dst-mac-addr | any}] [precedence precedence] 
[tos tos] [ dscp dscp] [time-range 
tm-rng-name] 

ᅮН䆓䯂߫㸼,ੑҸⱘ݋ԧ

 ᆍ䇋খ㾕ੑҸখ㗗ݙ

Ruijie(config)# interface interface 䗝ᢽ䗝ᢽ㽕ᑨ⫼䆓䯂߫㸼

ⱘ᥹ষ 

Ruijie(conf-ifig)# post  
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&  说明：  

ᮍᓣϔাᇍ᭄ؐ ACL 䖯㸠䜡㕂˗ᮍᓣѠৃҹᇍੑৡ੠᭄ؐ ACL 䖯㸠䜡㕂ˈ೼ᬃᣕ

Ӭܜ㑻㸼乍ⱘ⠜ᴀЁˈ䖬ৃҹᣛᅮ㸼乍ⱘӬܜ㑻(ੑҸЁ[sn]䗝乍)Ǆ 

s3750 ѻકⱘ Ip ᠽሩ acl াᬃᣕҹ“eq”ᮍᓣᣛᅮ tcp,udp ᡹᭛ 4 ሖッষऍ䜡
 

39.4.3. ᰒ⼎ Expert ᠽሩ䆓䯂߫㸼ⱘ䜡㕂 

㽕ⲥ᥻䆓䯂߫㸼ˈ䇋೼⡍ᴗ⫼᠋῵ᓣᠻ㸠ҹϟੑҸ˖ 

Ruijie # show access-lists [id | name] 

ৃҹᶹⳟ Expert 䆓䯂߫㸼 

39.4.4. Expert ᠽሩ䆓䯂߫㸼⼎՟ 

㽕∖䗮䖛䜡㕂 Expert 䆓䯂߫㸼ˈᅲ⦄ҹϟᅝܼࡳ㛑˖ 

¸ VLAN20 ⱘ 0013.2049.8272 ⱘЏᴎ㛑䆓䯂䆒໛ Giga 0/1 ッষǄ 

¸ ݊Ҫⱘϡ㛑䆓䯂 

Ruijie> enable 
Ruijie# config terminal 
Ruijie(config)# expert access-list extended expert-list 
Ruijie(config-exp-nacl)# permit ip vid 20 any host 
0013.2049.8272 any any 
Ruijie(config-exp-nacl)# deny any any any any 
Ruijie(config-exp-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# expert access-group expert-list in 
Ruijie(config-if)# end 
Ruijie# show access-lists  
expert access-list extended expert-list 
petmit ip vid 20 any host 0013.2049.8272 any any 
deny any any 

Ruijie# 

 

39.5. 䜡㕂䆓䯂߫㸼 ACL80 

ACL80 гি㞾ᅮН䆓䯂߫㸼ˈ৿Нᰃऍ䜡᡹᭛ⱘࠡ 80 Ͼᄫ㡖ˈᇍ᡹᭛䖯㸠䖛
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F SSAP(⑤᳡ࡵ䆓 
䯂⚍)ᄫ↉ 19 T TCP ⑤ッষ 46 

G Ctrl ᄫ↉ 20 U TCP Ⳃⱘッষ 48 

H Org Code ᄫ↉ 21 V ᑣ߫ো 50 

I ᇕ㺙ⱘ᭄᥂㉏ൟ 24 W ⹂䅸ᄫ↉ 54 

J IP ⠜ᴀো 26 XY IP ༈䭓ᑺ੠ֱ⬭↨⡍ԡ 58 

K TOS ᄫ↉ 27 Z ֱ⬭↨⡍ԡ੠ flags ↨⡍

ԡ 59 

L IP ࣙⱘ䭓ᑺ 28 a Windows size ᄫ↉ 60 

M ID ো 30 b ݊Ҫ 62 

N Flags ᄫ↉ 32    

Ϟ㸼Ё৘Ͼᄫ↉ⱘأ⿏䞣ᰃᅗӀ೼ SNAPˇtag ⱘ 802.3 ᭄᥂ᏻЁⱘأ⿏䞣Ǆ೼

⫼᠋㞾ᅮН䆓䯂᥻߫ࠊ㸼Ёˈ⫼᠋ৃҹՓ⫼㾘߭᥽ⷕ੠أ⿏䞣ϸϾখ᭄݅ৠҢ᭄

᥂ᏻЁᦤপࠡ 80 Ͼᄫ㡖Ёⱘӏᛣᄫ㡖ˈ✊ৢ੠⫼᠋ᅮНⱘ㾘߭↨䕗ˈҢ㗠䖛Ⓒߎ

ऍ䜡ⱘ᭄᥂ᏻˈ԰Ⳍᑨⱘ໘⧚Ǆ⫼᠋ᅮНⱘ㾘߭ৃҹᰃ᭄᥂ⱘᶤѯ೎ᅮሲᗻˈ↨

བ⫼᠋㽕ᇚ᠔᳝ⱘ TCP ᡹᭛䖛Ⓒߎᴹˈৃҹᇚ㾘߭ᅮНЎ“06”ˈ㾘߭᥽ⷕᅮНЎ

“FF”ˈأ⿏䞣ᅮНЎ 35ˈℸᯊ㾘߭᥽ⷕ੠أ⿏䞣݅ৠ԰⫼ˈᡞ᥹ᬊࠄⱘ᭄᥂ᏻЁ

ⱘ TCP ण䆂োᄫ↉ⱘݙᆍᦤপߎᴹˈ੠㾘߭↨䕗ˈऍ䜡ߎ᠔᳝ⱘ TCP ᡹᭛Ǆ 

 

& 说明： 

ACL80 䜡㕂೼ S3750 ㋏߫䆒໛ϞᬃᣕǄ 

ACL80ৃҹᬃᣕऍ䜡ҹ໾㔥᡹᭛ˈ803.3snap᡹᭛ˈ802.3llc ᡹᭛ˈབᵰ䆒㕂ऍ䜡

DSAP ࠄ cntl ᄫ↉ⱘؐЎ AAAA03ˈ߭㸼⼎Ꮰᳯऍ䜡 803.3snap ᡹᭛ˈབᵰ䆒㕂

ऍ䜡 DSAP ࠄ cntl ᄫ↉ⱘؐЎ E0E003ˈ߭㸼⼎Ꮰᳯऍ䜡 803.3llc ᡹᭛Ǆҹ໾㔥᡹

᭛ϡ㛑䆒㕂ऍ䜡䆹ᄫ↉Ǆ 

䜡㕂⊼ᛣ˖ 

Acl80 ৃҹӏᛣऍ䜡ⱘ䌘⑤া᳝ 16 Ͼᄫ㡖ˈབᵰ䖭 16 Ͼᄫ㡖ⱘ䌘⑤Ꮖ㒣㹿Փ⫼ˈ

䙷Мህ᮴⊩ݡऍ䜡䖭 16 Ͼᄫ㡖П໪ⱘᄫ↉Ǆ՟བ 
Ruijie(config)# expert access-list advanced name 

Ruijie(config-exp-dacl)#permit 11223344556677889900aabbccd 

deeff ffffffffffffffffffffffffffffffff 50 

䖭䞠ࡴ⏏ݡϔᴵ ace 
Ruijie(config-exp-dacl)#permit 11223344556677889900aabbccd 

deeff ffffffffffffffffffffffffffffffff 54 

ᇚӮ䜡㕂༅䋹ˈॳ಴ᰃ 16 Ͼᄫ㡖ⱘ䌘⑤Ꮖ㒣㹿㄀ϔᴵ ace ऴ⫼ˈ㗠㄀Ѡᴵ ace ᛇ

㽕ऍ䜡 16 Ͼᄫ㡖ҹ໪ⱘऎඳህӮ༅䋹Ǆབᵰ৥ᛇ㽕ऍ䜡ˈ߭ᖙ乏ߴ䰸㄀ϔᴵ

aceǄ 
�
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39.6. 䜡㕂 TCP Flag 䖛Ⓒ᥻ࠊ 

TCP Flag 䖛Ⓒ⡍ᗻᦤկњϔ⾡♉⌏ᴎࠊˈᔧࠡ TCP Flag 䖛Ⓒ᥻ᬃࠊᣕ Match-All
䗝乍ˈ᥹ᬊࠄⱘ᡹᭛ऍ䜡᳝ࠄ TCP Flag Ϣ ACL 㸼乍ЁᅮНⱘ TCP Flag ↣ϔԡഛ

ਏড়ˈህ⬅ ACL 㾘߭ᴹẔ偠ˈՓ⫼㗙ৃҹᅮН TCP Flag ⱘӏᛣ㒘ড়ˈ⫼ᴹ䖛Ⓒ

ᶤѯ᳝݋⡍ᅮ TCP Flag ⱘ᡹᭛Ǆ 

՟བ˖ 

permit tcp any any match-all rst 

䆌ܕ TCP Flag RST 㕂ԡˈ݊ҪԡЎ 0 ⱘ᡹᭛䗮䖛Ǆ 

& 说明： 

䖭⾡䖛Ⓒ⡍ᗻৃҹ೼ੑৡACLˈ᭄ؐACL䜡㕂ण䆂োЎTCPⱘᚙމϟৃ䗝䜡㕂Ǆ 
MAC ᠽሩ੠ IP  㛑Ǆࡳℸ乍᳝≴ޚᷛ

 

䇋ᣝ✻བϟℹ偸䜡㕂 TCP Flag 

ੑҸ ࡳ㛑 

Ruijie(config)# ip access-list 
extended { id | name } 䖯ܹ䜡㕂䆓䯂߫㸼῵ᓣ 

Ruijie(config-ext-nacl)# [sn] [permit | deny] tcp 
source source-wildcard [ operator port [port] ] 
destination destination-wildcard [operator port 
[ port ]] [match-all flag-name][precedence 
precedence] 

Ў ACL ݋㸼乍,ੑҸⱘࡴ⏏

ԧݙᆍ䇋খ㾕ੑҸখ㗗 

Ruijie(config-exp-nacl)# exit 
Ruijie(config)# interface interface 

䗔ߎ䆓䯂᥻߫ࠊ㸼῵ᓣˈ

䗝ᢽ䗝ᢽ㽕ᑨ⫼䆓䯂߫㸼

ⱘ᥹ষ 

Ruijie(config-if)# ip access-group {id | name} 
{in | out} ᇚ䆓䯂߫㸼ᑨ⫼⡍ᅮ᥹ষ 

ϟ䴶ⱘ՟ᄤ䇈ᯢབԩ䜡㕂 TCP Flag 

1) enable ᴗ䰤੠ᆚⷕ 

Ruijie> enable 
Ruijie# 

2) 䖯ܹܼሔ䜡㕂῵ᓣ 

Ruijie# configure terminal 
Ruijie(config)# 

3)  䖯ܹ ACL 䜡㕂῵ᓣ 

Ruijie(config)# ip access-list extended test-tcp-flag 
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Ruijie(config-ext-nacl)# 

ࡴ⏏ (4 ACL 㸼乍 

Ruijie(config-ext-nacl)# permit tcp any any match-all rst  

ࡴ⏏ (5 deny 㸼乍 

Ruijie(config-ext-nacl)# deny tcp any any match-all fin     

6) 䞡໡⏏ߴࡴ䰸㸼乍ˈ 

7) end 

Ruijie(config-ext-nacl)# end 

8) ᰒ⼎  

Ruijie# show  access-list test-tcp-flag 
ip access-lists extended test-tcp-flag 

10 permit tcp any any match-all rst 
20 deny tcp any any match-all fin 

39.7. ᣝӬܜ㑻䜡㕂 ACL 㸼乍 

Ўњԧ⦄ ACE ⱘӬܜ㑻ˈᇍ↣Ͼ ACL ߫㸼ᦤޚᷛߎˈҹ㾘㣗䆹 ACL ߫㸼ϟⱘ

ACE ⱘ㓪ᥦᮍᓣˈ䞛⫼ᑣোⱘ䍋⚍-๲䞣ᮍᓣˈ݋ԧᦣ䗄བϟ˖ 

¸ ACE ೼䫒㸼Ёҹᑣো㞾ᇣ㟇໻ᮍᓣᥦ߫˗ 

¸ ҹ䍋⚍ᑣোᓔྟˈབϡᣛᅮᑣোഛҹࠡϔ ACE ⱘᑣোЎ෎⸔ҹ๲䞣䗦๲Ǆ 

¸ ᣛᅮᑣোᯊᇚ䆹 ACE ҹᥦᑣᮍᓣᦦܹˈ๲䞣ֱ䆕њ೼ϸϾⳌ䚏 ACE П䯈㛑

໳ᦦܹᮄⱘ ACEǄ 

¸ ACL ߫㸼ᣛᅮᑣো䍋⚍੠ᑣো๲䞣Ǆ 

ᦤկ ip access-list resequence {acl-id| acl-name} sn-start sn-inc ੑҸˈⳌ݇ੑ

Ҹ㾕ੑҸখ㗗Ǆ 

↣䖤㸠ҹϞੑҸˈ֓ᇍ ACL list ϟⱘ ace 䞡ᮄᥦ߫ˈབৡᄫЎ tst_acl ⱘ ACL ϟ

ace ᑣোЎ˖ 

߱ྟᯊ 

ace1: 10 
ace2: 20 

ace3: 30 

䖤㸠 ip access-list resequence tst_acl 100 3, ACE ⱘᑣোབϟ 

Ruijie(config)# ip access-list resequence tst_acl 100 3 
ace1: 100 
ace2: 103 



䆓䯂᥻߫ࠊ㸼䜡㕂 

504 

ace3: 106 

ϡ䕧ܹ sn-num ࡴ⏏ ace4 ᯊˈᑣোབϟ 

Ruijie(config-std-nacl)# permit ǄǄǄ 
ace1: 100 

ace2: 103 
ace3: 106 

ace4: 109 

䕧ܹ seq-num = 105 ࡴ⏏ ace5 ᯊˈᑣোབϟ 

Ruijie(config-std-nacl)# 105 permit ǄǄǄ 
ace1: 100 

ace2: 103 
ace5: 105 

ace3: 106 
ace4: 109 

ᑣোⱘᓩ⫼ᰃЎњᅲ⦄ 4 ЁⱘӬܜ㑻⏏ࡴ ace ⱘᮍᓣǄ 

䰸ߴ ACE 

Ruijie(config-std-nacl)# no 106 
ace1: 100 
ace2: 103 

ace5: 105 
ace4: 109 

བϞᑣোгৃҹᮍ֓ ACE ⱘߴ䰸Ǆ 

39.8. 䜡㕂෎Ѣᯊ䯈ऎⱘ ACL  

ᙼৃҹՓ ACL ෎Ѣᯊ䯈䖤㸠ˈ↨བ䅽 ACL ೼ϔϾ᯳ᳳⱘᶤѯᯊ䯈↉ݙ⫳ᬜㄝǄ

Ўњ䖒ࠄ䖭Ͼ㽕∖ˈᙼᖙ乏佪ܜ䜡㕂ϔϾ Time-RangeǄ 

Time-Range ⱘᅲ⦄ձ䌪Ѣ㋏㒳ᯊ䩳ˈབᵰᙼ㽕Փ⫼䖭Ͼࡳ㛑ˈᖙ乏ֱ䆕㋏㒳᳝

ϔϾৃ䴴ⱘᯊ䩳Ǆ 

Ң⡍ᴗ῵ᓣᓔྟˈᙼৃҹ䗮䖛ҹϟℹ偸ᴹ䆒㕂ϔϾ Time-Range˖ 

ੑҸ ࡳ㛑 

Ruijie# configure terminal  
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Ruijie(config-time-range)# periodic day-
of-the-week time to [day-of-the-week] ti
me 

䆒㕂਼ᳳᯊ䯈(ৃ䗝)ˈ 
ԧৃখ㾕݋ time range ⱘ䜡㕂ᣛ

फ 

Ruijie# show time-range 偠䆕ᙼⱘ䜡㕂 

Ruijie# copy running-config startup-co
nfig ֱᄬ䜡㕂 

Ruijie(config)# ip access-list extended 
101 䖯ܹ ACL 䜡㕂῵ᓣ 

Ruijie(config-ext-nacl)# permit ip any 
any time-range time-range-name 䜡㕂ᯊ䯈ऎⱘ ACE 

& 说明： 

Time Range ৡᄫⱘ䭓ᑺЎ 1ˉ32 Ͼᄫヺˈϡ㛑ࣙ৿ぎḐ 

㒱ᇍⱘ䖤㸠ᯊ䯈ऎ䯈া㛑䆒㕂ϔϾ៪ϡ䆒㕂ˈ෎Ѣ Time Range ⱘᑨ⫼ᇚҙ೼䖭

Ͼᯊ䯈ऎ䯈᳝ݙᬜ 

ᙼৃҹ䆒㕂ϔϾ៪໮Ͼ਼ᳳᗻ䖤㸠ⱘᯊ䯈↉ǄབᵰᙼᏆ㒣Ў䖭Ͼ Time Range 䆒

㕂њϔϾ䖤㸠ᯊ䯈ऎ䯈ˈ߭ᇚ೼ᯊ䯈ऎ䯈਼ݙᳳᗻⱘ⫳ᬜ 
 

ϟ䴶ⱘ՟ᄤҹᯊ䯈ऎ ACL ᑨ⫼Ў՟ˈ䇈ᯢབԩ೼↣਼Ꮉ԰ᯊ䯈↉ݙ⽕ℶ HTTP 
ⱘ᭄᥂⌕˖ 

Ruijie(config)# time-range no-http 
Ruijie(config-time-range)# periodic weekdays 8:00 to 18:00 
Ruijie(config)# end 
Ruijie(config)# ip access-list extended limit-udp 
Ruijie(config-ext-nacl)# deny tcp any any eq www time-range 
no-http 

Ruijie(config-ext-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip access-group no-http in 
Ruijie(config)# end 

ϟ䴶Ў Time Range ⱘᰒ⼎㣗՟: 

Ruijie# show time-range 
time-range entry: no-http(inactive) 

periodic Weekdays 8:00 to 18:00 
time-range entry: no-udp 

periodic Tuesday 15:30 to 16:30 
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䜡㕂ᅝܼ䗮䘧 

ᇚᅝܼ ACL ᑨ⫼ܼࠄሔ ህ̍㸼⼎䆹 ACL ᰃϔᴵᅝܼ䗮䘧 ᅝܼ̍䗮䘧гᰃϔϾ䆓䯂

᥻ࠊ䫒㸼ˈϔ㠀ⱘ ACL ᰃ෎Ѣッষ៪෎Ѣ portmap ᅝ㺙ⱘˈᅝܼ䗮䘧ৃҹ෎Ѣܼ

ሔᅝ㺙੠᥹ষᅝ㺙ˈᅗϢϔ㠀 ACL ⱘϡৠԧ⦄೼Ӭܜ㑻Ϟˈᅝܼ䗮䘧ⱘӬܜ㑻↨

ッষᅝܼ(ᣛッষᅝܼϟⱘ IP/IP+MAC 㒥ᅮ) 8̍02.1X ੠ᅝܼ ACL 催ˈे 䖯ܹѸᤶ

ᴎⱘ᡹᭛བᵰऍ䜡Ϟњᅝܼ䗮䘧ⱘ ACL 㸼乍ህܕ䆌䗮䖛њ 㗠̍ϡ⫼ݡ⒵䎇 802.1Xˈ

ᅝܼ ACL ੠ッষᅝܼⱘᴵӊ བ̠ᵰ᡹᭛⌕ϡऍ䜡ᅝܼ䗮䘧ⱘሔᅝ㺙བᵰ᡹᭖瑞ှሉ轇膓怀ᣛッষᆀ䴀
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ੑҸ ࡳ㛑 

Ruijie# configure terminal 䖯ܹܼሔ䜡㕂῵ᓣǄ 

Ruijie(config)#interface idx 䖯ܹ᥹ষ῵ᓣ 

Ruijie(config-if)#security access-group 1 䜡㕂᥹ষϟⱘᅝܼ䗮䘧 

 

ᇍѢ᥹ষϟᏆ㒣䜡㕂њ՟໪ষ 䇋̍ܜপ⍜՟໪ষ䆒㕂  䆒㕂෎Ѣ᥹ষⱘᅝܼ䗮䘧ݡ̍

ϟ䴶ⱘ՟ᄤҹ䜡㕂ᅝܼ䗮䘧Ў՟˖ 

ᇚッষ 4 䆒㕂Ўᅝܼッষˈᑊ㒥ᅮ IP+MAC 

Ruijie(config)#interface FastEthernet 0/4 
Ruijie(config-if)#switchport port-security 
Ruijie(config-if)#switchport port-security mac-address 
0000.0000.0011 ip-address 192.168.6.3 

䖭ᯊা᳝⑤ IP Ў 192.168.6.3 㗠Ϩ MAC ഄഔЎ 0000.0000.0011 ⱘ᡹᭛ᠡ㛑Ңッ

ষ 4 Ϟ䖯ܹѸᤶᴎˈ䙷МབᵰᏠᳯッষ㛑໳ᬊথ IPX ᡹᭛ਸ਼˛䖭ᯊ៥Ӏৃҹ䆒㕂

ϔϾᅝܼ䗮䘧ˈܕ䆌 IPX ᡹᭛䗮䖛ˈℹ偸བϟ 

Ruijie #configure 
Ruijie (config)#expert access-list extended safe_channel 
Ruijie (config-exp-nacl)#permit ipx any any 
Ruijie (config-exp-nacl)#exit 
Ruijie (config)#security global access-group safe_channel 

гৃҹ䜡㕂ϔᴵ෎Ѣ᥹ষⱘ 

Ruijie #configure 
Ruijie (config-if)#expert access-list extended safe_channel 
Ruijie (config-exp-nacl)#permit ipx any any 
Ruijie (config-exp-nacl)#exit 
Ruijie(config)#interface FastEthernet 0/4 
Ruijie (config-if)#security access-group safe_channel 

೼ܼሔ䜡㕂῵ᓣϟ៪ᣛᅮⱘ᥹ষ῵ᓣϟˈ䆒㕂䆹ᅝܼ䗮䘧“safe_channel”ˈッষ 4
ህ㛑໳ᬊথ IPX ᡹᭛њǄ 

39.9. 䜡㕂В՟ 

39.9.1. 䜡㕂 TCP ऩ৥䖲᥹ 

䗮䖛䜡㕂 TCP Flag 䖛Ⓒᅲ⦄ऩ৥ ACL ⱘࡳ㛑Ǆ 
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39.9.1.1. 䜡㕂㽕∖ 

Ўњ೼ϔᅮ⿟ᑺϞֱ䆕㔥㒰 A ⱘᅝܼˈ㽕∖াܕ䆌㔥㒰 A ⱘЏᴎ৥㔥㒰 B Џᴎথ

䍋ⱘ TCP 䗮ֵ䇋∖ˈԚᰃϡܕ䆌㔥㒰 B ⱘЏᴎথ䍋ࠄ㔥㒰 A ⱘ TCP 䗮ֵ䇋

∖Ǆ 

39.9.1.2. ᢧᠥ೒ 
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 䆌݊ᅗIP᡹᭛䗮䖛ܕ #

Ruijie(config-ext-nacl)# permit ip any any 

2) ᡞ䆓䯂᥻߫ࠊ㸼ᑨ⫼೼᥹ষϞ 

# 䗔ߎ䆓䯂᥻߫ࠊ㸼῵ᓣ�

Ruijie(config-ext-nacl)# exit 

# 䖯ܹᑨ⫼ℸ䆓䯂߫㸼ⱘ᥹ষ G3/2 

Ruijie(config)# interface gigabitEthernet 3/2 

# ᇚ ACL 101 ᑨ⫼Ѣ G3/2 ܹᮍ৥ⱘࣙ䖛Ⓒ 

Ruijie(config-if)# ip access-group 101 in 

3) ᰒ⼎䆓䯂߫㸼ⱘ䜡㕂 

# ೼⡍ᴗ῵ᓣϟˈՓ⫼
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㄀40ゴ� QOS 䜡㕂 

40.1. QOS ὖ䗄 

䱣ⴔ Internet ⱘ亲䗳থሩˈҎӀᇍѢ೼ Internet ϞӴ䕧໮ၦԧ⌕ⱘ䳔∖䍞ᴹ䍞໻ˈ

ϔ㠀䇈ᴹˈ⫼᠋ᇍϡৠⱘ໮ၦԧᑨ⫼᳝ⴔϡৠⱘ᳡ࡵ䋼䞣㽕∖ˈ䖭ህ㽕∖㔥㒰ᑨ㛑

ḍ᥂⫼᠋ⱘ㽕∖ߚ䜡੠䇗ᑺ䌘⑤ˈ಴ℸˈӴ㒳᠔䞛⫼ⱘ“ሑ࡯㗠Ў”䕀থᴎࠊˈᏆ㒣

ϡ㛑⒵䎇⫼᠋ⱘ㽕∖ǄQOS ᑨ䖤㗠⫳Ǆ 

QOS˄ Quality of Serviceˈ᳡ࡵ䋼䞣˅ᰃ⫼ᴹ䆘Ԅ᳡ࡵᮍ⒵䎇ᅶ᠋䳔∖ⱘ㛑࡯Ǆ೼

಴⡍㔥ЁˈЎњᦤ催㔥㒰᳡ࡵ䋼䞣ˈᓩܹ QOS ᴎࠊˈ⫼ QOS 䆘Ԅ㔥㒰ᡩ䗦ߚ㒘

ⱘ㛑࡯Ǆ៥Ӏ䗮ᐌ᠔䇈ⱘ QOSˈᰃᇍߚ㒘ᡩ䗦䖛⿟ЁЎᓊ䖳ǃᡪࡼǃ϶ࣙㄝḌᖗ

䳔∖ᦤկᬃᣕⱘ᳡ࡵ㛑࡯ⱘ䆘ԄǄ 

40.1.1. QoS ෎⸔Ḛᶊ 

ϡᬃᣕ QoS ࡳ㛑ⱘ䆒໛ϡ᳝݋ᦤկӴ䕧ક䋼᳡ࡵⱘ㛑࡯ˈᅗৠㄝᇍᕙ᠔᳝ⱘѸ䗮

᭄᥂⌕ˈᑊϡֱ䆕ᶤϔ⡍⅞ⱘ᭄᥂⌕Ӯফࠄ⡍⅞ⱘ䕀থᕙ䘛Ǆᔧ㔥㒰ᏺᆑܙ㺩ⱘᯊ

⌕᠔᳝ⱘ᭄᥂ˈ׭њ䕗དⱘ໘⧚ˈ㗠ᔧ㔥㒰ᢹาথ⫳ⱘᯊࠄ᠔᳝ⱘ᭄᥂⌕䛑ᕫˈ׭

䛑᳝ৃ㛑㹿϶ᓗǄ䖭⾡䕀থㄪ⬹㹿⿄خᦤկ᳔Շᬜᵰ᳡ࡵˈ಴Ў䖭ᯊ䆒໛ᰃሑ᳔໻

㛑࡯䕀থ᭄᥂ˈ䆒໛ᴀ䑿ⱘѸᤶᏺᆑᕫࠄњߚܙⱘ߽⫼Ǆ 

ᴀ䆒໛ᬃᣕ QoS ࡳ㛑ˈ㛑໳ᦤկӴ䕧ક䋼᳡ࡵǄ䩜ᇍᶤ⾡㉏߿ⱘ᭄᥂⌕ˈᙼৃҹ

Ўᅗ䌟ќᶤϾ㑻߿ⱘӴ䕧Ӭܜ㑻ˈᴹᷛ䆚ᅗⱘⳌᇍ䞡㽕ᗻˈᑊՓ⫼䆒໛᠔ᦤկⱘ৘

⾡Ӭܜ㑻䕀থㄪ⬹ǃᢹา䙓ܡㄝᴎࠊЎ䖭ѯ᭄᥂⌕ᦤկ⡍⅞ⱘӴ䕧᳡ࡵǄ䜡㕂њ

QoS ⱘ㔥㒰⦃๗ˈ๲ࡴњ㔥㒰ⱘᗻ㛑ৃ乘ⶹᗻˈᑊ㛑໳᳝ᬜഄߚ䜡㔥㒰ᏺᆑˈ᳈

 ড়⧚ഄ߽⫼㔥㒰䌘⑤Ǆࡴ

ᴀ䆒໛ⱘ QoS ᅲ⦄ҹ IETF˄Internet Engineering Task Force˅ ⱘ DiffServ
˄Differentiated Servece Mode˅̍ Ꮒߚ᳡ࡵ῵ൟ˅ ԧ㋏Ў෎⸔ǄDiffServ ԧ㋏㾘

ᅮ㔥㒰Ёⱘ↣ϔϾӴ䕧᡹᭛ᇚ㹿ߚߦ៤ϡৠⱘ㉏ߚˈ߿㉏ֵᙃ㹿ࣙ৿೼њ IP ᡹᭛

༈Ё̍ DiffServ ԧ㋏Փ⫼њ IPv4 ᡹᭛༈Ёⱘ TOS˄ Type Of Service ៪˅㗙 Ipv6 ᡹

᭛༈Ёⱘ Traffic Class ᄫ↉ⱘࠡ 6 Ͼ↨⡍ᴹᨎᏺ᡹᭛ⱘߚ㉏ֵᙃǄᔧ✊ߚ㉏ֵᙃ

гৃҹ㹿ᨎᏺ೼䫒䏃ሖ᡹᭛༈ϞǄϔ㠀ഄˈ䰘ᏺ೼᡹᭛Ёⱘߚ㉏ֵᙃ᳝˖ 

¸ ᨎᏺ೼ 802.1Q ᏻ༈ⱘ Tag Control Information Ёⱘࠡ 3 Ͼ↨⡍ˈᅗࣙ৿њ

8 Ͼ㉏߿ⱘӬܜ㑻ֵᙃˈ䗮ᐌ⿄䖭ϝϾ↨⡍Ў User Priority bitsǄ 

¸ ᨎᏺ೼ IPv4 ᡹᭛༈Ёⱘ TOS ៪㗙 IPv6 ᡹᭛༈Ёⱘ Traffic Class ᄫ↉ⱘࠡ

3 Ͼ↨⡍ˈ⿄԰ IPprecedence value˗៪㗙ᨎᏺ೼ IPv4 ᡹᭛༈Ёⱘ TOS ៪㗙

IPv6 ᡹᭛༈Ёⱘ Traffic Class ᄫ↉ⱘࠡ 6 Ͼ↨⡍ˈ⿄԰ Differentiated Services 
Code Point (DSCP) valueǄ 
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೼䙉ᕾ DiffServ ԧ㋏ⱘ㔥㒰Ёˈ৘䆒໛ᇍࣙ৿Ⳍৠߚ㉏ֵᙃⱘ᡹᭛䞛পⳌৠⱘӴ

䕧᳡ࡵㄪ⬹ˈᇍࣙ৿ϡৠߚ㉏ֵᙃⱘ᡹᭛䞛পϡৠⱘӴ䕧᳡ࡵㄪ⬹Ǆ᡹᭛ⱘߚ㉏

ֵᙃৃҹ⬅㔥㒰ϞⱘЏᴎǃ䆒໛៪㗙݊ᅗ㔥㒰䆒໛䌟ќǄৃҹ෎Ѣϡৠⱘᑨ⫼ㄪ

⬹៪㗙෎Ѣ᡹᭛ݙᆍⱘϡৠЎ᡹᭛䌟ќ㉏ֵ߿ᙃǄ䆚߿᡹᭛ⱘݙᆍҹ֓Ў᡹᭛䌟

ќ㉏ֵ߿ᙃⱘخ⊩ᕔᕔ䳔㽕⍜㗫㔥㒰䆒໛ⱘ໻䞣໘⧚䌘⑤ˈЎњޣᇥ偼ᑆ㔥㒰ⱘ

໘⧚ᓔ䫔ˈϔ㠀䖭⾡䌟ќ㉏ֵ߿ᙃⱘᮍᓣ䛑Փ⫼೼㔥㒰䖍⬠Ǆ䆒໛ḍ᥂᡹᭛᠔ᨎ

ᏺⱘ㉏ֵ߿ᙃˈЎ৘⾡Ѹ䗮⌕ᦤկϡৠⱘӴ䕧Ӭܜ㑻ˈ៪㗙Ўᶤ⾡Ѹ䗮⌕乘⬭ᏺ

ᆑˈ៪㗙䗖ᔧഄ϶ᓗϔѯӬܜ㑻䕗Ԣⱘ᡹᭛ǃ៪㗙䞛প݊Ҫϔѯ᪡԰ㄝㄝǄ䖭ѯ

⣀ゟ䆒໛ⱘ䖭⾡㸠Ў೼ DiffServ ԧ㋏Ё㹿⿄԰↣䏇㸠Ў˄Per-hop Behavior
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 㑻Ǆܜ㑻ֵᙃ៪ッষⱘ㔎ⳕӬܜ

&  说明： 

Ϟ䴶ϝ⾡ᔦ㉏ৃ߭ޚ㛑Ӯৠᯊ԰⫼ѢϔϾッষϞǄ೼䖭⾡ᚙމϟˈϞ䴶ϝ⾡ᔦ㉏

ᣝ߭ޚ 3ǃ2ǃ1 ⱘӬܜ㑻䍋԰⫼Ǆेܜḍ᥂ ACLs ᔦ㉏ˈ೼ᔦ㉏༅䋹ⱘᚙމϟˈ

ᠡ᳝ৃ㛑䗝ᢽᔦ㉏߭ޚ 2ǃ1ˈ೼䖭Ͼᯊ׭ˈབᵰッষⱘ QoS ֵӏ῵ᓣᠧᓔˈ߭ḍ

᥂߭ޚ 2 ੠ 1 Ⳉ᥹Ң᡹᭛Ё៪㗙ҢッষϞ㦋ᕫ QoS ֵᙃ˗བᵰッষⱘ QoS ֵӏ

῵ᓣ݇䯁ˈ䙷М䙷ѯᔦ㉏༅䋹ⱘ᡹᭛ᇚ㹿䌟ќ DSCP ⱘ㔎ⳕؐ 0Ǆ 

 ᇍѢ IP ᡹᭛ˈৃҹᇚḍ᥂ҹϟ߭ޚᴹᔦ㉏᡹᭛˖ 

¸ བ ᵰ ッ ষ ֵ ӏ ῵ ᓣ Ў Trust ip-precedence ˈ ߭ Ⳉ ᥹ Ң IP ᡹ ᭛ ⱘ Ip 
precedence ᄫ↉˄ 3 Ͼ↨⡍ ᦤ˅পߎᴹˈ฿ࠄܙ䕧ߎ᡹᭛ⱘ CoS ᄫ↉˄ 3 Ͼ↨⡍ Ǆ˅ 

¸ བᵰッষֵӏ῵ᓣЎ Trust cosˈ߭ᇚ᡹᭛ⱘ CoS ᄫ↉˄3 Ͼ↨⡍˅Ⳉ᥹ᦤপ

ᴹ㽚Ⲫ᡹᭛ߎ Ip Precedence ᄫ↉˄3 Ͼ↨⡍˅Ǆ䖭᳝ϸ⾡ᚙމˈϔᰃ㄀Ѡሖ᡹᭛

༈Ёϡࣙ৿ User Priority bitsˈ䙷Мৃҹḍ᥂᡹᭛䕧ܹッষⱘ㔎ⳕ CoS ؐᴹ㦋ᕫ

᡹᭛ⱘ CoS ؐǄ঺໪ϔ⾡ᰃ㄀Ѡሖ᡹᭛༈Ёࣙ৿ User Priority bitsˈ߭Ⳉ᥹Ң᡹

᭛༈Ёপᕫ CoS ؐǄ 

¸ བᵰッষ݇㘨ⱘ Policy-map ЁՓ⫼њ෎Ѣ Ip access-list (Extended)ⱘ ACLs
ᔦ㉏ˈ䙷М䆹೼䆹ッষϞˈᇚ䗮䖛ᦤপ᡹᭛ⱘ⑤ IP ഄഔǃⳂⱘ IP ഄഔǃProtocol
ᄫ↉ǃҹঞ㄀ಯሖ TCP/UDP ッষᄫ↉ᴹऍ䜡Ⳍ݇㘨ⱘ ACLsˈҹ⹂ᅮ᡹᭛ⱘ

DSCP ؐǄ㽕⊼ᛣⱘᰃˈབᵰッষ݇㘨њᶤϾ Policy-mapˈԚজ≵᳝Ў݊䆒㕂Ⳍ

ᑨⱘ DSCP ؐˈ߭䆒໛ᇚᣝ✻ᣝ✻ࠡ䴶ⱘ㾘߭ 1ǃ2 ⹂ᅮӬܜ㑻Ǆ 

੠䴲 IP ᡹᭛ᔦ㉏߭ޚϔḋˈҹϞ޴⾡ᔦ㉏߭ޚৠḋৃҹৠᯊ԰⫼ѢϔϾッষϞǄ

೼䖭⾡ᚙމϟˈϞ䴶ⱘᔦ㉏߭ޚᣝ✻ 3ǃ2ǃ1 ⱘӬܜ㑻䍋԰⫼Ǆ 

᳝݇Ϟ䴶ᦤࠄⱘ CoS-to-DSCP mapǃIP-precedence-to-DSCP map ᯴ᇘ㸼ⱘ䆺

㒚ᦣ䗄㾕䱣ৢᦣ䗄Ǆ 

40.1.2.2. Policing 

Policing ेㄪ⬹ˈথ⫳೼᭄᥂⌕ߚ㉏ᅠ៤ৢˈ⫼Ѣ㑺ᴳ㹿ߚ㉏ⱘ᭄᥂⌕᠔ऴ⫼ⱘ

Ӵ䕧ᏺᆑǄPolicing ߎ԰Ẕᶹ㹿ᔦ㉏ⱘ᭄᥂⌕Ёⱘ↣ϔϾ᡹᭛ˈབᵰ䆹᡹᭛䍙ࡼ

њ԰⫼Ѣ䆹᭄᥂⌕ⱘ Police ᠔ܕ䆌ⱘ䰤ࠊᏺᆑˈ䙷М䆹᡹᭛ᇚӮ㹿خ⡍⅞໘⧚ˈ

ᅗ៪㗙㽕㹿϶ᓗˈ៪㗙㽕㹿䌟ќ঺໪ⱘ DSCP ؐǄ 

೼ QoS ໘⧚⌕⿟ЁˈPolicing ࡼ԰ᰃৃ䗝ⱘǄབᵰ≵᳝ Policing ࡼ԰ˈ䙷М㹿

㉏ⱘ᭄᥂⌕Ёⱘ᡹᭛ⱘߚ DSCP ؐᇚϡӮ԰ӏԩׂᬍˈ᡹᭛гϡӮ೼䗕ᕔ

Marking ࡼ԰Пࠡ㹿϶ᓗǄ 
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40.1.2.3. Marking 

Marking ेᷛ䆚ˈ㒣䖛 Classifying ੠ Policing ࡼ԰໘⧚ПৢˈЎњ⹂ֱ㹿ߚ㉏᡹

᭛ᇍᑨ DSCP ⱘؐ㛑໳Ӵ䗦㒭㔥㒰Ϟⱘϟϔ䏇䆒໛ˈ䳔㽕䗮䖛 Marking ࡼ԰ᇚЎ

᡹᭛ܹݭ QoS ֵᙃˈৃҹՓ⫼ QoS ACLs ᬍব᡹᭛ⱘ QoS ֵᙃˈгৃҹՓ⫼

Trust ᮍᓣⳈ᥹ֱ⬭᡹᭛Ё QoS ֵᙃˈ՟བˈ䗝ᢽ
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㛑े㹿ᠧᓔǄ㽕݇䯁䆹᥹ষⱘࡳ QoS ࡳ㛑ˈᙼৃҹ䗮䖛㾷䰸䆹᥹ষⱘ Policy 
Map 䆒㕂ˈᑊᇚ᥹ষⱘֵӏ῵ᓣ䆒Ў Off ेৃǄҹϟЎ QOS ⱘ㔎ⳕ䜡㕂˖ 

㔎ⳕ CoS ؐ 0 

䯳߫Ͼ᭄ 8 

䯳߫䕂䕀ㅫ⊩ WRR 

QueueWeight 1:1:1:1:1:1:1:1 

WRR Weight Range 1:15 

ֵӏ῵ᓣ No Trust 

Cos  䯳߫ⱘ咬䅸᯴ᇘ㸼ࠄؐ

CoS ؐ 0 1 2 3 4 5 6 7 

䯳߫ 1 2 3 4 5 6 7 8 

CoS to DSCP 咬䅸᯴ᇘ㸼 

CoS ؐ 0 1 2 3 4 5 6 7 
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Ruijie(config)# interface gigabitEthernet 0/4 
Ruijie(config-if)# mls qos trust dscp  
Ruijie(config-if)# end 
Ruijie# show mls qos interface g0/4 
Interface: GigabitEthernet 0/4 
Attached input  policy-map:  

Default COS: trust dscp 
Default COS: 0 

Ruijie# 

40.2.3. 䜡㕂᥹ষⱘ㔎ⳕ CoS ؐ 

ᙼৃҹ䗮䖛ϟ䴶ⱘ䆒㕂ℹ偸ᴹ䜡㕂↣ϔϾ᥹ষⱘ㔎ⳕ CoS ؐ 

㔎ⳕᚙމϟˈ᥹ষⱘ㔎ⳕ CoS ؐЎ 0 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

interface interface 䖯ܹ᥹ষ䜡㕂῵ᓣ 

mls qos cos default-cos 
䜡 㕂 ᥹ ষ ⱘ 㔎 ⳕ CoS ؐ , 
default-cos Ў 㽕 䆒 㕂 ⱘ 㔎 ⳕ

CoS ؐ, পؐ㣗ೈЎ 0̚7 

no mls qos cos 咬䅸ⱘ㔎ⳕ CoS ؐ 

ϟ䴶ⱘ՟ᄤᇚ᥹ষ Interface g0/4 㔎ⳕ CoS ؐ䆒㕂Ў 6 

Ruijie# configure terminal 
Ruijie(config)# interface g 0/4 
Ruijie(config-if)# mls qos cos 6 
Ruijie(config-if)# end 
Ruijie# show mls qos interface g 0/4 
Interface: GigabitEthernet 0/4 

Attached input  policy-map:  
Default COS: trust dscp 

Default COS: 6 
Ruijie# 

40.2.4. 䜡㕂 Class Maps 

ᙼৃҹ䗮䖛ϟ䴶ⱘ䆒㕂ℹ偸ᴹ߯ᓎᑊ䜡㕂 Class Maps 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 
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ip access-list extended {id | name}  { n6me

} c e - 5 (  0 D - 4 ( d  T J 
 / T T 2  1  j 
 / T . 0 0 0 6  5 
 8 8 9 6 1 3 3 1  T d 
 ( i d ) T j 
 / T T 0  1  T f 
 0 . 0 0 2 2  T w  0 . 7 7 7  0  T d [ a ) - ) ] T 
 / T T 1  1  T f 
 0  0  1 6 7 7 7  0  T  0 . 6 ( i d ) T j 
 / T T 0  1  T f 
 0 . 0 0 2 2  . 6 1 3 3 1  T ]  Q O S 
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[no]set ip dscp new-dscp 

Ў䆹᭄᥂⌕Ёⱘ IP ᡹᭛䆒㕂ᮄⱘ ip 
dscp ؐ˗ᇍѢ䴲 IP ᡹᭛ˈ䆹䆒㕂ϡ

䍋԰⫼˗ 
new-dscp ᰃ㽕䆒㕂ⱘᮄ DSCP ؐˈ

পؐ㣗ೈձѻકϡৠ㗠ϡৠ 

police rate-bps burst-byte 
[exceed-action {drop | dscp 
dscp-value}] 
no police 

䰤ࠊ䆹᭄᥂⌕ⱘᏺᆑ੠Ўᏺᆑ䍙䰤䚼

԰ˈrate-bpsࡼ⧛ᣛᅮ໘ߚ ᰃ↣⾦䩳

ᏺᆑ䰤ࠊ䞣(kbps)ˈburst-byte ⣱থ⌕

䞣䰤ؐࠊ(Kbyte)ˈdrop ᴹ϶ᓗᏺᆑ䍙

䰤䚼ߚⱘ᡹᭛ˈdscp dscp-value ᬍݭ

ᏺ ᆑ 䍙 䰤 䚼 ߚ ᡹ ᭛ ⱘ DSCP ؐ ˈ

dscp-value পؐ㣗ೈձѻકϡৠ㗠ϡ

ৠ 

 

&  说明： 

㢹ৠϔϾ Policy Maps 㹿ᑨ⫼ࠄ໮Ͼ᥹ষϞˈ߭݊Ёⱘ police 䆒㕂ⱘ䗳⥛ᏺᆑᰃ໮

Ͼ᥹ষ݅ѿⱘǄ㽕䖒ࠄϔϾ᥹ষ⣀ऴ Policy Maps Ёⱘ police 䆒㕂ⱘ䗳⥛ᏺᆑˈৃ

䗮䖛䜡㕂ϔϾ㹿᥹ষଃϔ݇㘨ⱘ Policy Maps˄া䳔㽕 Policy Maps ⱘৡ⿄Ϣ݊ᅗ

ⱘϡϔḋˈ݊݇㘨ⱘ Class 䛑ৃҹ੠݊ᅗϔḋ˅Ǆ 

 

՟ བ ˈ ҹ ϟ ⱘ 䆒 㕂 ℹ 偸 ߯ ᓎ њ ϔ Ͼ ৡ Ў Policy1 ⱘ Policy-map ˈ ᑊ ᇚ 䆹

Policy-map ݇㘨᥹ষ Gigabitethernet 1/1 

Ruijie(config)# policy-map policy1 
Ruijie(config-pmap)# class class1 
Ruijie(config-pmap-c)# set ip dscp 48 
Ruijie(config-pmap-c)# exit 
Ruijie(config-pmap)# exit 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport mode trunk 
Ruijie(config-if)# mls qos trust cos 
Ruijie(config-if)# service-policy input policy1 

40.2.6. 䜡㕂᥹ষᑨ⫼ Policy Maps 

ᙼৃҹ䗮䖛ϟ䴶ⱘ䆒㕂ℹ偸ᇚ Policy Maps ᑨ⫼ࠄッষϞ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

interface interface 䖯ܹ᥹ষ䜡㕂῵ᓣ 
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[no] service-policy input  
policy-map-name 

ᇚ߯ᓎⱘ Policy Map ᑨ⫼ࠄ᥹ষ

Ϟ˗policy-map-name ᰃᏆ㒣߯ᓎ

ⱘ policy map ⱘৡᄫˈinput Ў䕧

ܹ䰤䗳, 
 

40.2.7. 䜡㕂䕧ߎ䯳߫䇗ᑺㅫ⊩ 

ᙼৃҹЎッষⱘ䕧ߎ䯳߫䇗ᑺㅫ⊩˖WRRˈSPˈRRˈ㔎ⳕᚙމϟˈ䕧ߎ䯳߫ㅫ

⊩Ў WRR˄ᏺᴗ䞡ⱘ䯳߫䕂䕀) 

ᙼৃҹ䗮䖛ҹϟℹ偸ᇍッষӬܜ㑻䯳߫䇗ᑺᮍᓣ䖯㸠䆒㕂,䆺㒚ㅫ⊩䇋খ✻ QOS
ὖ䗄Ǆ 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

mls qos scheduler {sp | rr | wrr|drr |wfq} 

ッষӬܜ㑻䯳߫䇗ᑺᮍᓣˈ

sp  Ў㒱ᇍӬܜ㑻䇗ᑺˈrr
Ў 䕂䕀䇗ᑺˈ
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40.2.8. 䜡㕂䕧ߎ䕂䕀ᴗ䞡 

ᙼৃҹ䗮䖛ҹϟℹ偸䆒㕂ッষⱘ䕧ߎ䕂䕀ᴗ䞡 


 Q › � ¡ A È � â ¡   }19   Q O S   {9 }19  

 

 Ruijie#19  Ruijiedconfig)#19 

Ruijiedconfig)#19 Ruijie#19 

Cos-queue map:
( )T024 .446 0DTdcos qid
( )T024 .44 0DTd--- --- ( )Tf
-1029 0 Tw24 .446 0DTd0  T0 ( )T024 .44 0DTd1  T2
( )T024 .446 0DTd2  T3 ( )T024 .44 0DTd3  T4
( )T024 .446 0DTd4  T5 ( )T024 .44 0DTd5  T6
( )T024 .446 0DTd6  T7 ( )T024 .44 0DTd7  T8 ( )T020 Tw24 .446 0DTdwrr bandwidth weights: ( )T024 .44 0DTdqid
weights
( )T024 .446 0DTd--- ------- ( )Tf
-1029 0 Tw24 .44 0DTd0  T0 ( )T024 .446 0DTd1  T2
( )T024 .44 0DTd2  T3 ( )T024 .446 0DTd3  T4
( )T024 .44 0DTd4  T5 ( )T024 .446 0DTd5  T6
( )T024 .44 0DTd6  T7 ( )T024 .446 0DTd7  T8 ( )T020 Tw24 .44 0DTdRuijiedconfig)#19 
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40.2.9. 䜡㕂 Cos-Map 

ᙼৃҹ䗮䖛䆒㕂 Cos-Map ᴹ䗝ᢽ᡹᭛䕧ߎᯊ䖯ܹાϾ䕧ߎ䯳߫ˈCos-Map ⱘ㔎ⳕ

䆒㕂㾕㔎ⳕ QOS 䜡㕂 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

priority-queue Cos-Map qid  
cos0 [cos1 [cos2 [cos3 [cos4  
[cos5 [cos6 [cos7]]]]]]] 

qid Ў䯳߫ id,cos0..cos7 Ў

ᣛᅮ੠䖭Ͼ䯳߫݇㘨ⱘ CoS 
ؐǄ 

no priority-queue cos-map Cos-Map ᘶ໡៤㔎ⳕؐ 

ϟ䴶ᰃ䆒㕂 CoS Map ⱘ՟ᄤ 

Ruijie# configure terminal 
Ruijie(config)# priority-queue Cos-Map 1 2 4 6 7 5  
Ruijie(config)# end 
Ruijie# show mls qos queueing  
Cos-queue map: 
cos qid 

--- --- 
0   1 

1   2 
2   1 

3   4 
4   1 

5   1 
6   1 

7   1 
 

wrr bandwidth weights: 
qid weights 

--- ------- 
0   1 

1   2 
2   3 

3   4 
4   5 

5   6 
6   7 

7   8 
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40.2.10. 䜡㕂 CoS-to-DSCP Map 

CoS-to-DSCP Map ⫼Ѣᇚ᡹᭛ⱘ CoS ؐ᯴ᇘݙࠄ䚼 DSCP ؐ,ᙼৃҹ䗮䖛ҹϟ

ℹ偸ᇍ CoS-to-DSCP Map 䖯㸠䆒㕂 ,CoS-to-DSCP Map ⱘ㔎ⳕ䆒㕂㾕㔎ⳕ

QOS 䜡㕂 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

mls qos map cos-dscp dscp1...dscp8 
no mls qos map cos-dscp 

ׂ ᬍ CoS-to-DSCP Map ⱘ 䆒

㕂,dscp1...dscp8 ᰃᇍᑨѢ CoS 
ؐ 0̚7 ⱘ DSCP ؐ,DSCP প

ؐ㣗ೈձѻકϡৠ㗠ϡৠ 

՟བབϟ䜡㕂˖ 

Ruijie# configure terminal 
Ruijie(config)# mls qos map cos-dscp 56 48 46 40 34 32 26 24 
Ruijie(config)# end 
Ruijie# show mls qos maps cos-dscp 
cos dscp 
--- ---- 

0   56 
1   48 

2   46 
3   40 

4   34 
5   32 

6   26 
7   24 

40.2.11. 䜡㕂 DSCP-to-CoS Map 

DSCP-to-CoS ⫼Ѣᇚ᡹᭛ⱘݙ䚼 DSCP ؐ᯴ᇘࠄ CoS ؐˈҹ֓Ў᡹᭛䗝ᢽ䕧

 䯳߫ߎ

DSCP-to-CoS Map ⱘ㔎ⳕ䆒㕂㾕㔎ⳕ QOS 䜡㕂 , ᙼৃҹ䗮䖛ҹϟℹ偸ᇍ

DSCP-to-CoS Map 䖯㸠䆒㕂: 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 
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mls qos map dscp-cos
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no rate-limit প⍜ッষ䰤䗳 

 
Ruijie# configure terminal  
Ruijie(config)# interface gigabitEthernet 0/4 
Ruijie(config-if)# rate-limit input 100 100 
Ruijie(config-if)# end 
Ruijie# 

40.2.13. 䜡㕂 IPpre to DSCP Map 

IPpre-to-Dscp ⫼Ѣᇚ᡹᭛ⱘ IPpre ؐ᯴ᇘݙࠄ䚼 DSCP ؐ, IPpre-to-DSCP Map
ⱘ㔎ⳕ䆒㕂㾕㔎ⳕ QOS 䜡㕂,ᙼৃҹ䗮䖛ҹϟℹ偸ᇍ IPpre-to-Dscp Map 䖯㸠䆒

㕂: 

ੑҸ 䇈ᯢ 

configure terminal 䖯ܹ䜡㕂῵ᓣ 

mls qos map ip-prec-dscp dscp1...dscp8 

ׂ ᬍ IP-Precedence-to-Dscp 
Map ⱘ䆒㕂,dscp1...dscp8 ᰃ

ᇍᑨѢ IP-Precedence ؐ 0̚7 
ⱘ DSCP ؐ 

no mls qos map ip-prec-dscp  

՟བབϟ䜡㕂˖ 

Ruijie# configure terminal 
Ruijie(config)# mls qos map ip-precedence-dscp 56 48 46 40 34 
32 26 24 
Ruijie(config)# end 
Ruijie# show mls qos maps ip-prec-dscp 
ip-precedence dscp 

------------- ---- 
0      56 

1      48 
2      46 

3      40 
4      34 

5      32 
6      26 

7      24 
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40.3. QOS ᰒ⼎ 

40.3.1. ᰒ⼎ class-map 

ᙼৃҹ䗮䖛ҹϟℹ偸ᰒ⼎ class-map  ᆍݙ

ੑҸ 䇈ᯢ 

show class-map [class-name] ᰒ⼎ class map ᅲԧⱘݙᆍ 

՟བ˖ 
Ruijie# show class-map  
Class Map cc 

Match access-group 1 
Ruijie# 

40.3.2. ᰒ⼎ policy-map 

ᙼৃҹ䗮䖛ҹϟℹ偸ᰒ⼎ Policy.00010.5 131.88-20 Td
05g/1 Tf
-0.001 Tc -0213.1 Tf
-0.0001 Tc 11(.0 13.98 89.88 468.560372.62 -22.62 re
132.968.5 m
h
270.364172.44 - 8936 -13.28 re
W* n
0.852 g
132.93372.380372.62 22.62 re
f
Q
0.852 g
138.064503.82- 8936-13.28 re
f
0 g
0.21 w 
BT
/C2_0 1 Tf
2 Tr 10.5 0 0 10.5  22188 061.8803 Tm
<0A5104B8>Tj
/TT1 1 Tf
0 Tr 2.006 0 Td
( )Tj
ET
q
503.8268.560703.82 -22.62 re
33968.5 m
h
498.664172.44 -610.5 -13.28 re
W* n
0.852 g
3393372.380703.82 22.62 re
f
Q
0.852 g
1381064503.82-610.5 13.28 re
f
0 g
BT
/C2_0 1 Tf
2 Tr 10.5 0 0 10.5 071.88 061.8803 Tm
<41C81BE2>Tj
/TT1 1 Tf
0 Tr 2.006 0 Td
( )Tj
ET
132.42 420.56 0.48 1.92 re
f
132.4268.5260015 0.48 re
f
0.852 g
132.9 420.560372.62 1.44 re
f
0 g
9.88 46820.56 0.48 1.92 re
f
33968.50703.82 0.48 re
f
0.852 g
3396820.560703.82 1.44 re
f
0 g
503.826820.56 0.48 1.92 re
f
503.8268.5 0.48 0.48 re
f
132.423372.38 0.48 21148 re
f
9.88 43372.38 0.48 21148 re
f
503.823372.38 0.48 21148 re
f
BT
/TT1 1 Tf
0.0009 Tc
-0.0.44 Tw 10.5 0 0 10.5 138.063635.0603 Tm
[(sho)20(w)-1( po)6(olic)91(-3(-map)]TJ
/TT0 1 Tf
0.0022 Tc 0 Tw381146 0 Td
( [)Tj
/TT2 1 Tf
0.0046 Tc 0.56 0 Td
[pPolicyn)8nam(e)]TJ
/TT0 1 Tf
0 225d
05g3803 0 Td
(1 )Tj
0 Tc -4.0570 -11354 Td
[)>Tj
/TT1 1 Tf
-0.0101 Tc 0.28 0 Td
(clas)>Tj
/TT0 1 Tf
3 Tc .4097 0 Td
 [
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՟བ˖ 

Ruijie# show mls qos interface gigabitEthernet 0/4 
Interface: GigabitEthernet 0/4 
Attached input  policy-map: pp 

Default COS: trust dscp 
Default COS: 6 

Ruijie#show mls qos interface policers  
Interface: GigabitEthernet 0/4 

Attached input  policy-map: pp 
Ruijie# 

40.3.4. ᰒ⼎ mls qos queueing 

ᙼৃҹ䗮䖛ҹϟℹ偸ᰒ⼎ qos 䯳ֵ߫ᙃ 

ੑҸ 䇈ᯢ 

show mls qos queueing 
ᰒ⼎ QoS 䯳ֵ߫ᙃ,  
CoS-to-queue mapˈ 
wrr weight ঞ drr weight;  

В՟བϟ˖ 

Ruijie# show mls qos queueing  
Cos-queue map: 

cos qid 
--- --- 

0   1 
1   2 

2   1 
3   4 

4   1 
5   1 

6   1 
7   1 

wrr bandwidth weights: 
qid weights 

--- ------- 
0   1 

1   2 
2   3 

3   4 
4   5 

5   6 
6   7 
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7   8 
 

40.3.5. ᰒ⼎ mls qos scheduler 

ᙼৃҹ䗮䖛ҹϟℹ偸ᰒ⼎ QOS 䇗ᑺᮍᓣ 

ੑҸ 䇈ᯢ 
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ੑҸ 䇈ᯢ 

show policy-map interface interface ᰒ⼎[ッষ] policymap 䜡㕂 

Ruijie# show policy-map interface f0/1 
FastEthernet 0/1  input (tc policy): pp 

Class cc 

set ip dscp 22 
mark count 0 

&  说明： 

Ѹᤶᴎ䆒໛Ⳃࠡϡᬃᣕ mark count ⱘ㒳䅵 
 

40.4. QOS 䜡㕂⫼՟ 

40.4.1. ෎Ѣߚ㉏᡹᭛ⱘ⌕䞣䰤䗳 

40.4.1.1. ᑨ⫼䳔∖ 
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40.4.1.3. 䜡㕂ℹ偸 

 

& 说明： 

ҹϟ䜡㕂䖛⿟া߫ߎњϢ QOS ACL Ⳍ݇ⱘ䜡㕂ੑҸ 

 

#䖯ܹܼሔ䜡㕂῵ᓣ 

Ruijie#configure  
Enter configuration commands, one per line.  End with CNTL/Z. 

#ᅮНৡЎ salary_acl ⱘᷛޚ ACL 

Ruijie(config)#ip access-list standard salary_acl 

#ᅮН㾘߭ˈܕ䆌Ꮉ䌘᳡఼ࡵⱘ⌕䞣 

Ruijie(config-std-nacl)#permit host 192.168.217.223 

#䗔ಲܼࠄሔ䜡㕂῵ᓣ 

Ruijie(config-std-nacl)#exit 

#߯ᓎৡЎ salaryclass ⱘ class mapˈ䖯ܹ class-map 䜡㕂῵ᓣ 

Ruijie(config)#class-map salaryclass 

#ᅮНऍ䜡ⱘ㾘߭ 

Ruijie(config-cmap)#match access-group salary_acl 

#䗔ಲܼࠄሔ䜡㕂῵ᓣ 

Ruijie(config-cmap)#exit 

#߯ᓎৡЎ salarypolicy ⱘㄪ⬹ˈ䖯ܹ policy-map 䜡㕂῵ᓣ 

Ruijie(config)#policy-map salarypolicy 

#ᣛᅮ䆹ㄪ⬹ᠻ㸠ⱘߚ㉏㾘߭Ў salaryclass 

Ruijie(config-pmap)#class salaryclass 

#䰤ࠊᎹ䌘ᶹ䆶᳡఼ࡵ৥໪থ䗕ⱘ᳔໻⌕䞣ϡ䍙䖛 512Kbpsˈ⣱থ⌕䞣䰤ؐࠊЎ

32 KbyteˈᑊϨᇍ䍙ߎ㾘Ḑⱘ⌕䞣خ϶ᓗ໘⧚Ǆ 

Ruijie(config-pmap-c)#police 512 32  exceed-action drop  

#䗔ಲࠄ class-map 䜡㕂῵ᓣ 

Ruijie(config-pmap-c)#exit 

#䗔ಲܼࠄሔ䜡㕂῵ᓣ 
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㄀41ゴ� VRRP 䜡㕂 

41.1. ὖ䗄 

VRRP (Virtual Router Redundancy Protocolˈ㰮ᢳ䏃⬅ݫԭण䆂)䆒䅵䞛⫼Џ໛

῵ᓣˈҹֱ䆕ᔧЏ䏃⬅䆒໛থ⫳ᬙ䱰ᯊˈ໛ӑ䏃⬅䆒໛ৃҹ೼ϡᕅડݙ໪᭄᥂䗮

ֵⱘࠡᦤϟ䖯㸠ࡳ㛑ߛᤶˈϨϡ䳔㽕ׂݡᬍݙ䚼㔥㒰ⱘখ᭄ǄVRRP 㒘ݙ໮Ͼ䏃

⬅䆒໛䛑᯴ᇘЎϔϾ㰮ᢳⱘ䏃⬅䆒໛ǄVRRP ֱ䆕ৠᯊ᳝Ϩা᳝ϔϾ䏃⬅䆒໛೼

ҷ㸼㰮ᢳ䏃⬅䆒໛䖯㸠ࣙⱘথ䗕ˈ㗠Џᴎ߭ᰃᡞ᭄᥂ࣙথ৥䆹㰮ᢳ䏃⬅䆒໛ˈ䖭

Ͼ䕀থ᭄᥂ࣙⱘ䏃⬅䆒໛㹿䗝ᢽ៤ЎЏ䏃⬅䆒໛Ǆབᵰ䖭ϾЏ䏃⬅䆒໛೼ᶤϾᯊ

Ѣᶤ⾡ॳ಴㗠᮴⊩Ꮉ԰ⱘ䆱ˈ߭໘Ѣ໛ӑ⢊ᗕⱘ䏃⬅䆒໛ᇚ㹿䗝ᢽᴹҷ᳓ॳ⬅׭

ᴹⱘЏ䏃⬅䆒໛ǄVRRP Փᕫሔඳ㔥ݙⱘЏᴎⳟϞএাՓ⫼њϔϾ䏃⬅䆒໛ˈᑊ

ϨेՓ೼ᅗᔧࠡ᠔Փ⫼ⱘ佪䏇䏃⬅䆒໛༅䋹ⱘᚙމϟҡ㛑໳ֱᣕ䏃⬅ⱘ䖲䗮ᗻǄ 

RFC 2338 ЁᅮНњ VRRP ㉏ൟⱘ IP ᡹᭛Ḑᓣঞ݊䖤԰ᴎࠊˈVRRP ᡹᭛ᰃϔ㉏

ᣛᅮⳂⱘഄഔⱘ㒘᪁᡹᭛ˈ䆹᡹᭛⬅Џ䏃⬅䆒໛ᅮᯊথߎᴹᷛᖫ݊䖤㸠ℷᐌৠᯊ

䆹᡹᭛г⫼Ѣ䗝ВЏ䏃⬅䆒໛ǄVRRP 䆌Ўܕ IP ሔඳ㔥ᡓᢙ䏃⬅䕀থࡳ㛑ⱘ䏃⬅

䆒໛༅ᬜৢˈሔඳ㔥Ё঺໪ϔϾ䏃⬅䆒໛ᇚ㞾ࡼ᥹ㅵ༅ᬜⱘ䏃⬅䆒໛ˈҢ㗠ᅲ⦄

IP 䏃⬅ⱘ⛁໛ӑϢᆍ䫭ˈৠᯊгֱ䆕њሔඳ㔥ݙЏᴎ䗮䆃ⱘ䖲㓁ᗻ੠ৃ䴴ᗻǄϔ

Ͼ VRRP ᑨ⫼㒘䗮䖛໮ৄ䏃⬅䆒໛ᴹᅲ⦄ݫԭˈԚᰃӏԩᯊ׭া᳝ϔৄ䏃⬅䆒໛

԰ЎЏ䏃⬅䆒໛ᴹᡓᢙ䏃⬅䕀থࡳ㛑ˈ݊ҪⱘЎ໛ӑ䏃⬅䆒໛ˈVRRP ᑨ⫼㒘Ё

ϡৠ䏃⬅䆒໛䯈ⱘߛᤶᇍሔඳ㔥ݙⱘЏᴎ߭ᰃᅠܼ䗣ᯢⱘǄRFC 2338 㾘ᅮњ䏃

⬅䆒໛ⱘߛᤶ㾘߭˖ 

¸ VRRP ण䆂䞛⫼ㅔऩゲ䗝ⱘᮍ⊩䗝ᢽЏ䏃⬅䆒໛Ǆ佪ܜ↨䕗ৠϔϾ VRRP 㒘

ⱘ৘ৄ䏃⬅䆒໛ᇍᑨ᥹ষϞ䆒㕂ⱘݙ VRRP Ӭܜ㑻ⱘ໻ᇣˈӬܜ㑻᳔໻ⱘЎЏ䏃

⬅䆒໛ˈᅗⱘ⢊ᗕবЎ MasterǄ㢹䏃⬅䆒໛ⱘӬܜ㑻Ⳍৠˈ߭↨䕗ᇍᑨ㔥㒰᥹ষ

ⱘЏ IP ഄഔˈЏ IP ഄഔ໻ⱘህ៤ЎЏ䏃⬅䆒໛ˈ⬅ᅗᦤկᅲ䰙ⱘ䏃⬅䕀থ᳡ࡵǄ 

¸ Џ䏃⬅䆒໛䗝ৢߎˈ݊ᅗ䏃⬅䆒໛԰Ў໛ӑ䏃⬅䆒໛(⢊ᗕবЎ Backup)ˈᑊ

䗮䖛Џ䏃⬅䆒໛ᅮᯊথߎⱘ VRRP ᡹᭛ⲥ⌟Џ䏃⬅䆒໛ⱘ⢊ᗕǄᔧℷᐌᎹ԰ᯊˈ

Џ䏃⬅䆒໛Ӯ↣䱨ϔ↉ᯊ䯈থ䗕ϔϾ VRRP 㒘᪁᡹᭛ˈ⿄Ў䗮ਞ᡹᭛ˈҹ䗮ⶹ໛

ӑ䏃⬅䆒໛˖Џ䏃⬅䆒໛໘ѢℷᐌᎹ԰⢊ᗕǄབᵰ㒘ݙⱘ໛ӑ䏃⬅䆒໛೼䆒ᅮⱘ

ᯊ䯈↉≵᳝᥹ᬊࠄᴹ㞾Џ䏃⬅䆒໛ⱘ᡹᭛ˈ߭ᇚ㞾Ꮕ⢊ᗕ䕀Ў MasterǄᔧ㒘᳝ݙ

໮ৄ⢊ᗕЎ Master 䏃⬅䆒໛ᯊˈ䞡໡ 1)ⱘゲ䗝䖛⿟Ǆ䗮䖛䖭ḋϔϾ䖛⿟ህӮᇚӬ

⦃㑻᳔໻ⱘ䏃⬅䆒໛䗝៤ᮄⱘЏ䏃⬅䆒໛ˈҢ㗠ᅲܜ VRRP ⱘ໛ӑࡳ㛑Ǆ 
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೒ 1  VRRP Ꮉ԰ॳ⧚೒ 

ϔᮺ೼ϔϾ VRRP ໛ӑ㒘䗝ВߎᅗⱘЏ䏃⬅䆒໛ˈሔඳ㔥ݙⱘЏᴎᇚ䗮䖛Џ䏃⬅

䆒໛䖯㸠䏃⬅䕀থǄ䗮䆃䖛⿟ৃҹ⬅೒ 1 ᴹ䇈ᯢǄ೼೒ 1 Ёˈ䏃⬅䆒໛ R1 ੠ R2
ഛ䗮䖛ҹ໾㔥ষ Fa0/0 Ϣሔඳ㔥 192.168.12.0/24 䖲᥹ˈ䏃⬅䆒໛ R1 Ϣ R2 ⱘ

Fa0/0 ᥹ষϞ䆒㕂њ VRRPˈሔඳ㔥ݙⱘЏᴎ䛑ҹ䆹 VRRP 㒘ⱘ㰮ᢳ䏃⬅䆒໛ IP
ഄഔ԰Ў咬䅸㔥݇ǄᇍѢሔඳ㔥ݙⱘЏᴎ㗠㿔ˈᅗӀা㛑ᛳফࠄ⬅ VRRP 㒘ⱘ㰮

ᢳ䏃⬅䆒໛ˈ㗠ᅲ䰙ᡓᢙ䏃⬅䕀থࡳ㛑ⱘ VRRP 㒘ⱘЏ䏃⬅䆒໛ᇍᅗӀ㗠㿔߭ᰃ

䗣ᯢⱘǄ䅀བˈሔඳ㔥ݙⱘЏᴎ PC 1 བᵰ㽕Ϣ݊ᅗ㔥㒰ݙⱘЏᴎ PC 2 䗮䆃ˈPC 
1 Ӯҹ㰮ᢳ䏃⬅䆒໛Ў咬䅸㔥݇ᴹথ䗕䗮৥ PC 2 ⱘ㔥㒰᭄᥂ࣙˈVRRP 㒘ЁⱘЏ

䏃⬅䆒໛೼᥹ᬊࠄ䆹᭄᥂ࣙৢӮᇚ䆹᭄᥂ࣙ䕀থ㒭 PC 2Ǆ೼䖭Ͼ䗮䆃䖛⿟Ёˈ

PC 1 া㛑ᛳফࠄ㰮ᢳ䏃⬅䆒໛㗠ϡⶹ䘧ᡂⓨ㰮ᢳ䏃⬅䆒໛㾦㡆ⱘЏ䏃⬅䆒໛おコ

ᰃ R1 䖬ᰃ R2ˈ೼䖭Ͼ VRRP 㒘ЁⱘЏ䏃⬅䆒໛ᰃ೼ R1 Ϣ R2 П䯈䗝Вѻ⫳ⱘˈ

ϔᮺЏ䏃⬅䆒໛༅ᬜˈ䙷М঺໪ϔৄᇚ㞾ࡼ៤ЎЏ䏃⬅䆒໛Ǆ 

41.2. VRRP ⱘᑨ⫼ 

VRRP ᳝ϸ⾡ᑨ⫼῵ᓣ˖෎ᴀᑨ⫼Ϣ催㑻ᑨ⫼Ǆ݊Ё෎ᴀᑨ⫼ᰃՓ⫼ऩ໛ӑ㒘ᅲ

⦄ㅔऩ䏃⬅ݫԭˈ催㑻ᑨ⫼ᰃՓ⫼໮໛ӑ㒘ৠᯊᅲ⦄䏃⬅ݫԭϢ䋳䕑ഛ㸵Ǆ 

41.2.1. 䏃⬅ݫԭ 

VRRP ⱘ෎ᴀᑨ⫼ৃҹ䗮䖛೒ 2 ⼎՟ᴹ䇈ᯢǄ 
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೒ 2  VRRP ෎ᴀᑨ⫼⼎ᛣ೒ 

བ೒ 2ˈ䏃⬅䆒໛ AǃB ҹঞ C ഛՓ⫼ҹ໾㔥ষϢሔඳ㔥䖲᥹ˈᑊ೼݊䖲᥹ሔඳ㔥

ⱘҹ໾㔥᥹ষϞ䆒㕂њ VRRPˈᅗӀ໘ѢৠϔϾ VRRP 㒘ᑊϨ䆹 VRRP 㒘ⱘ㰮ᢳ

IP ഄഔЎ 192.168.12.1ˈ݊Ё䏃⬅䆒໛ A 㒣䗝ВЎ VRRP ⱘЏ䏃⬅䆒໛ˈ䏃⬅䆒

໛ B Ϣ C ԰Ў໛ӑ䏃⬅䆒໛Ǆሔඳ㔥ݙⱘЏᴎ 1ǃ2 ҹঞ 3 ҹ㰮ᢳ䏃⬅䆒໛ⱘ IP
ഄഔ 192.168.12.1 ԰Ў㔥݇Ǆሔඳ㔥ݙЏᴎথᕔ݊ᅗ㔥㒰ⱘ᭄᥂ࣙᇚ⬅Џ䏃⬅䆒

໛(೼೒ 2-2 Ёᰃ䏃⬅䆒໛ A)䖯㸠䏃⬅䕀থǄϔᮺ䏃⬅䆒໛ A ༅ᬜˈᇚ೼䏃⬅䆒໛

B Ϣ C П䯈䗝ВߎЏ䏃⬅䆒໛ᴹᡓᢙ㰮ᢳ䏃⬅䆒໛ⱘ䏃⬅䕀থࡳ㛑ˈ⬅ℸᅲ⦄њ

ㅔऩ䏃⬅ݫԭǄ 

41.2.2. 䋳䕑ഛ㸵 

VRRP ⱘ催㑻ᑨ⫼ৃҹ䗮䖛೒ 3 ⼎՟ᴹ䇈ᯢǄ 

 

೒ 3  VRRP 催㑻ᑨ⫼⼎ᛣ೒ 

བ೒ 3ˈ䆒㕂њϸϾ㰮ᢳ䏃⬅䆒໛ǄᇍѢ㰮ᢳ䏃⬅䆒໛ 1ˈ䏃⬅䆒໛ A Փ⫼ҹ໾㔥

ষ Fa0/0 ⱘ IP ഄഔ 192.168.12.1 ԰Ў㰮ᢳ䏃⬅䆒໛ⱘ IP ഄഔˈ䖭ḋ䏃⬅䆒໛ A
ህ៤ЎЏ䏃⬅䆒໛ˈ㗠䏃⬅䆒໛ B ៤Ў໛ӑ䏃⬅䆒໛ǄᇍѢ㰮ᢳ䏃⬅䆒໛ 2ˈ䏃

⬅䆒໛ B Փ⫼ҹ໾㔥ষ Fa0/0 ⱘ IP ഄഔ 192.168.12.2 ԰Ў㰮ᢳ䏃⬅䆒໛ⱘ IP ഄ

ഔˈ䖭ḋ䏃⬅䆒໛ B ህ៤ЎЏ䏃⬅䆒໛ˈ㗠䏃⬅䆒໛ A ៤Ў໛ӑ䏃⬅䆒໛Ǆ೼ሔ

ඳ㔥ݙˈЏᴎ 1 ੠Џᴎ 2 Փ⫼㰮ᢳ䏃⬅䆒໛ 1 ⱘ IP ഄഔ 192.168.12.1 ԰Ў咬䅸㔥

݇ˈЏᴎ 3 ੠Џᴎ 4 Փ⫼㰮ᢳ䏃⬅䆒໛ 2 ⱘ IP ഄഔ 192.168.12.2 ԰Ў咬䅸㔥݇Ǆ

೼ VRRP 䖭Ͼᑨ⫼Ёˈ䏃⬅䆒໛ A ੠䏃⬅䆒໛ B ᅲ⦄њ䏃⬅ݫԭˈᑊৠᯊߚᢙњ

ᴹ㞾ሔඳ㔥ⱘ⌕䞣ेᅲ⦄њ䋳䕑ᑇ㸵Ǆ 
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೼ NMX-2GEH 㒓वϞˈ↣Ͼ᥹ষ᳔໮ᬃᣕ 14 Ͼ VRRP ໛ӑ㒘Ǆབᵰ䜡㕂ⱘ

VRRP 㒘᭄䍙䖛 14ˈ߭㋏㒳Ӯᦤ⼎䫭䇃Ǆ 

 

41.3.3. 䆒㕂 VRRP ໛ӑ㒘ⱘ偠䆕ᄫヺІ 

VRRP ᬃᣕᯢ᭛ᆚⷕ偠䆕῵ᓣҹঞ᮴偠䆕῵ᓣǄ䆒㕂 VRRP ໛ӑ㒘ⱘ偠䆕ᄫヺІ

ⱘৠᯊг䆒ᅮ䆹 VRRP 㒘໘Ѣᯢ᭛ᆚⷕ偠䆕῵ᓣǄVRRP ໛ӑ㒘៤ਬᖙ乏໘ѢⳌ

ৠⱘ偠䆕῵ᓣϟᠡৃ㛑ℷᐌ䗮䆃Ǆᯢ᭛ᆚⷕ偠䆕῵ᓣϟˈ೼ৠϔϾ VRRP 㒘Ёⱘ

䏃⬅䆒໛ᖙ乏䆒㕂Ⳍৠⱘ偠䆕ষҸǄᯢ᭛偠䆕ষҸϡ㛑ֱ䆕ᅝܼᗻˈᅗাᰃ⫼ᴹ

䰆ℶ/ᦤ⼎䫭䇃ⱘ VRRP 䜡㕂Ǆ 

ੑҸ Ⳃⱘ 

Ruijie(config-if)# vrrp group authentication 
string 䆒㕂 VRRP ⱘ偠䆕ᄫヺІ 

Ruijie(config-if)# no vrrp group authentication 䆒㕂 VRRP ໘Ѣ᮴偠䆕῵ᓣ

㔎ⳕ⢊ᗕϟˈVRRP ໘Ѣ᮴偠䆕῵ᓣǄ೼ᯢ᭛ᆚⷕ偠䆕῵ᓣϟˈᯢ᭛ᆚⷕ䭓ᑺϡ

㛑䍙䖛 8 Ͼᄫ㡖Ǆ 

41.3.4. 䆒㕂 VRRP ໛ӑ㒘ⱘ䗮ਞথ䗕䯈䱨 

ੑҸ Ⳃⱘ 

Ruijie(config-if)# vrrp group timers advertise 
interval 

䆒㕂Џ䏃⬅䆒໛ VRRP 䗮

ਞ䯈䱨�

Ruijie(config-if)# no vrrp group timers advertise ᘶ໡Џ䏃⬅䆒໛ VRRP 䗮

ਞ䯈䱨ⱘ㋏㒳咬䅸䆒㕂�

བᵰᔧࠡ䏃⬅䆒໛ VRRP 㒘ЁⱘЏ䏃⬅䆒໛ˈᅗᇚҹ䆒ᅮⱘ䯈䱨থ䗕 VRRP 䗮ਞ

ᴹ䗮ਞ㞾Ꮕⱘ VRRP ⢊ᗕǃӬܜ㑻ҹঞ݊ᅗֵᙃǄ㔎ⳕ⢊ᗕϟˈ㋏㒳咬䅸Џ䏃⬅

䆒໛ⱘ VRRP 䗮ਞথ䗕䯈䱨Ў 1 ⾦Ǆ 

 

&  说明： 

೼≵᳝䆒㕂 VRRP ᅮᯊ䆒໛ᄺдࡳ㛑ⱘᯊ׭ˈৠϔϾ VRRP ໛ӑ㒘㽕䆒㕂Ⳍৠⱘ

VRRP 䗮ਞথ䗕䯈䱨ˈ৺߭໘Ѣ໛ӑ⢊ᗕⱘ䏃⬅䆒໛ᇚӮ϶ᓗ᥹ᬊࠄⱘ VRRP 䗮

ਞǄ 
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41.3.5. 䆒㕂䏃⬅䆒໛೼ VRRP ໛ӑ㒘Ёⱘᡶऴ῵ᓣ 

བᵰ VRRP 㒘Ꮉ԰೼ᡶऴ῵ᓣϟˈϔᮺᅗথ⦄㞾ᏅⱘӬܜ㑻催Ѣᔧࠡ Master ⱘӬ

㑻ˈᅗᇚᡶऴ៤Ў䆹ܜ VRRP 㒘ⱘЏ䏃⬅䆒໛Ǆབᵰ VRRP 㒘Ꮉ԰೼䴲ᡶऴ῵ᓣ

ϟˈे֓ᅗথ⦄㞾ᏅⱘӬܜ㑻催Ѣᔧࠡ Master ⱘӬܜ㑻ˈᅗгϡӮᡶऴ៤Ў䆹

VRRP 㒘ⱘЏ䏃⬅䆒໛ǄVRRP 㒘Փ⫼ҹ໾㔥᥹ষ IP ഄഔᚙމϟˈᡶऴ῵ᓣᰃ৺

䆒㕂ᛣНϡ໻ˈ಴Ўℸᯊ䆹 VRRP 㒘᳔᳝݋໻Ӭܜ㑻ˈᅗ㞾ࡼ៤Ў䆹 VRRP 㒘Ё

ⱘЏ䏃⬅䆒໛Ǆ 

ੑҸ Ⳃⱘ 

Ruijie(config-if)# vrrp group preempt [delay 
seconds] 

䆒㕂 VRRP ໛ӑ㒘໘Ѣᡶऴ

῵ᓣ 

Ruijie(config-if)# no vrrp group preempt  
[delay] 

䆒㕂 VRRP ໛ӑ㒘໘Ѣ䴲ᡶ

ऴ῵ᓣ 

ৃ䗝খ᭄ Delay Seconds ᅮНњ໘Ѣ໛ӑ⢊ᗕⱘ VRRP 䏃⬅䆒໛ޚ໛ᅷਞ㞾Ꮕᢹ

᳝ Master 䑿ӑПࠡⱘᓊ䖳ˈ㔎ⳕؐЎ 0 ⾦Ǆϔᮺਃ⫼ VRRP 㛑ˈVRRPࡳ 㒘咬䅸

Ꮉ԰೼ᡶऴ῵ᓣϟǄ 

41.3.6. 䆒㕂䏃⬅䆒໛೼ VRRP ໛ӑ㒘ЁⱘӬܜ㑻 

VRRP ण䆂㾘ᅮḍ᥂䏃⬅䆒໛ⱘӬܜ㑻খ᭄ᴹ⹂ᅮ೼໛ӑ㒘Ё↣ৄ䏃⬅䆒໛ⱘഄ

ԡǄᎹ԰೼ᡶऴ῵ᓣϟ᳔᳝݋催Ӭܜ㑻ᑊϨᏆ㦋ᕫ㰮ᢳ IP ഄഔⱘ䏃⬅䆒໛ᇚ៤Ў

䆹໛ӑ㒘ⱘ⌏ࡼⱘ(៪Џ)䏃⬅䆒໛ˈৠϔϾ໛ӑ㒘ЁԢѢ䆹䏃⬅䆒໛Ӭܜ㑻ⱘ݊

ᅗ䏃⬅䆒໛ᇚ៤Ў໛ӑⱘ(៪ⲥ਀ⱘ)䏃⬅䆒໛Ǆϔᮺਃ⫼ VRRP 㛑ˈVRRPࡳ 㒘

咬䅸݊Ӭܜ㑻Ў 100Ǆ 

ੑҸ Ⳃⱘ 

Ruijie(config-if)# vrrp group priority level 䆒㕂 VRRP ໛ӑ㒘ⱘӬܜ㑻 

Ruijie(config-if)# no vrrp group priority ᘶ໡ VRRP Ӭܜ㑻ⱘ咬䅸ؐ 

Ӭܜ㑻 Level ⱘপؐ㣗ೈЎ 1~254Ǆབᵰ VRRP 㰮ᢳ IP ഄഔϢ᠔೼ҹ໾㔥᥹ষϞ

ⳳᅲ IP ഄഔϔ㟈ˈᇍᑨⱘ VRRP 㒘ⱘӬܜ㑻ህЎ 255ˈℸᯊ᮴䆎 VRRP 㒘ᰃ৺໘

Ѣᡶऴ῵ᓣˈᇍᑨⱘ VRRP 㒘䛑Ӯ㞾ࡼ໘Ѣ Master ⢊ᗕ(া㽕ᇍᑨⱘҹ໾㔥᥹ষ

ৃ⫼)Ǆ 

41.3.7. 䆒㕂 VRRP ໛ӑ㒘ⲥ㾚ⱘ᥹ষ 

೼䜡㕂њ VRRP ໛ӑ㒘ⲥ㾚ⱘ᥹ষৢˈ㋏㒳ᇚḍ᥂᠔ⲥ㾚᥹ষⱘ⢊ᗕࡼᗕഄ䇗ᭈ

ᴀ䏃⬅䆒໛ⱘӬܜ㑻Ǆϔᮺ᠔ⲥ㾚ⱘ᥹ষ⢊ᗕবЎϡৃ⫼ህᣝ✻䆒㕂ⱘ᭄ؐޣᇥ

ᴀ䏃⬅䆒໛೼ VRRP ໛ӑ㒘ЁⱘⱘӬܜ㑻ˈ㗠ℸᯊৠϔϾ໛ӑ㒘Ё᥹ষ⢊ᗕ᳈〇
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ᅮᑊϨӬܜ㑻᳈催ⱘ݊ᅗ䏃⬅䆒໛ህৃҹ៤Ў䆹 VRRP ໛ӑ㒘ⱘ⌏ࡼⱘ(៪Џ)䏃
⬅䆒໛Ǆ 

ੑҸ Ⳃⱘ 

Ruijie(config-if)# vrrp group track 
interface-type number 
[interface –priority] 

䆒㕂 VRRP ໛ӑ㒘ⲥ㾚ⱘ᥹ষ 

Ruijie(config-if)# no vrrp group track 
interface-type number প⍜ VRRP ໛ӑ㒘ⲥ㾚᥹ষ䆒㕂 

㔎ⳕ⢊ᗕϟˈ㋏㒳≵᳝䆒㕂 VRRP ໛ӑ㒘ⲥ㾚ⱘ᥹ষǄখ᭄ Interface -Priority প

ؐ㣗ೈЎ 1~255Ǆབᵰখ᭄ Interface -Priority 㔎ⳕˈ㋏㒳Ӯপ咬䅸ؐे 10Ǆ 

 

&  说明： 

㹿ⲥ㾚ⱘ᥹ষাܕ䆌ᰃϝሖৃ䏃⬅ⱘ䘏䕥᥹ষ (བ Routed Port ˈSVI ˈ

LoopbackˈTunnel ㄝㄝ)Ǆ 

 

41.3.8. 䆒㕂 VRRP 䗮ਞᅮᯊ䆒໛ᄺдࡳ㛑 

ϔᮺਃ⫼њᅮᯊ䆒໛ᄺдࡳ㛑ˈབᵰᔧࠡ䏃⬅䆒໛ᰃ VRRP ໛ӑ䏃⬅䆒໛ˈ೼䆒

㕂њᅮᯊ䆒໛ᄺдࡳ㛑ৢˈᅗӮҢЏ䏃⬅䆒໛ⱘ VRRP 䗮ਞЁᄺд VRRP 䗮ਞথ

䗕䯈䱨ˈᑊ⬅ℸᴹ䅵ㅫ Master 䏃⬅䆒໛༅ᬜ߸ᮁ䯈䱨ˈ㗠ϡᰃՓ⫼㞾Ꮕᴀഄ䆒㕂

ⱘ VRRP 䗮ਞথ䗕䯈䱨ᴹ䅵ㅫǄᴀੑҸৃҹᅲ⦄ Backup 䏃⬅䆒໛Ϣ Master 䏃⬅

䆒໛ⱘ VRRP 䗮ਞথ䗕ᅮᯊ䆒໛ৠℹǄ 

ੑҸ Ⳃⱘ 

Ruijie(config-if)# vrrp group timers learn 䆒㕂ᅮᯊ䆒໛ᄺдࡳ㛑 

Ruijie(config-if)# no vrrp group timers learn প⍜ᅮᯊ䆒໛ᄺдࡳ㛑 

㔎ⳕ⢊ᗕϟˈ㋏㒳≵᳝Ў VRRP 㒘䆒㕂ᅮᯊ䆒໛ᄺдࡳ㛑Ǆ 

 
 

&  说明： 

೼ VRRP ໛ӑ䏃⬅䆒໛᥹ᬊࠄⱘ VRRP 䗮ਞЁⱘ䗮ਞথ䗕䯈䱨Ϣᴀഄ䆒㕂ⱘ䗮ਞ

থ䗕䯈䱨ϡϔ㟈ⱘᯊ׭ˈབᵰ VRRP ໛ӑ䏃⬅䆒໛Ϟ≵᳝䆒㕂ᅮᯊ䆒໛ᄺдࡳ

㛑ˈVRRP ໛ӑ䏃⬅䆒໛ᇚӮ϶ᓗ䆹 VRRP 䗮ਞ৺߭ VRRP ໛ӑ䏃⬅䆒໛Ӯ᥹ᬊ

䆹 VRRP 䗮ਞᑊձ᥂݊Ё䗮ਞ䯈䱨ᴹ䅵ㅫ VRRP ⱘ Master 䏃⬅䆒໛༅ᬜ߸ᮁ䯈

䱨Ǆ 
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41.3.9. 䆒㕂䏃⬅䆒໛೼ VRRP ໛ӑ㒘ⱘᦣ䗄ᄫヺІ 

ᴀੑҸЎ VRRP 㒘䆒㕂ᦣ䗄ヺˈৃҹ֓Ѣऎߚ VRRP 㒘Ǆ 

ੑҸ Ⳃⱘ 

Ruijie(config-if)# vrrp group description 
text 䆒㕂 VRRP 㒘ᦣ䗄ᄫヺІ 

Ruijie(config-if)# no vrrp group description প⍜ VRRP 㒘ᦣ䗄ᄫヺІ䆒㕂

㔎ⳕ⢊ᗕϟˈVRRP ໛ӑ㒘≵᳝䆒㕂ӏԩᦣ䗄ᄫヺІǄVRRP ໛ӑ㒘ᦣ䗄ᄫヺІ

䭓ᑺϡ䍙䖛 80Ǆ 

 

&  说明： 

བᵰ VRRP ໛ӑ㒘ᦣ䗄ᄫヺІЁࣙ৿ぎḐˈህᖙ乏Փ⫼”Ā”ҹঞ”ā”ᴹᷛ䆚ᦣ䗄ᄫ

ヺІǄ 

 

41.4. VRRP ⱘⲥ᥻Ϣ㓈ᡸ 

៥ৌѻકᦤկੑҸ Show Vrrp Ϣ Debug Vrrp ᴹⲥ᥻Ϣ㓈ᡸ VRRPǄՓ⫼ੑҸ

show vrrp ৃҹ㗗ᆳᴀഄ䏃⬅䆒໛ⱘ VRRP ⢊ᗕˈՓ⫼ Debug Vrrp ৃҹ㗗ᆳ

VRRP 㒘ⱘ⢊ᗕব࣪ǃVRRP 䗮ਞᬊথҹঞ VRRP џӊㄝֵᙃǄ 

41.4.1. show vrrp 

៥ৌѻકᦤկҹϟⱘ show vrrp ੑҸᴹ㗗ᆳᴀഄ䏃⬅䆒໛ⱘ VRRP ⢊ᗕǄ 

ੑҸ Ⳃⱘ 

Ruijie# show vrrp [brief | group] ᶹⳟᔧࠡⱘ VRRP ⢊ᗕ 

Ruijie# show vrrp interface type number
[brief] ᰒ⼎ᣛᅮ㔥㒰᥹ষϞ VRRP ⢊ᗕ

ϟ䴶㒭ߎՓ⫼䖭ѯੑҸⱘ⼎՟˖ 

1. show vrrp ੑҸ 

Ruijie# show vrrp 
FastEthernet 0/0 - Group 1 
State is Backup 

Virtual IP address is 192.168.201.1 configured 



VRRP 䜡㕂 

539 

Virtual MAC address is 0000.5e00.0101 
Advertisement interval is 3 sec 

Preemption is enabled 
min delay is 0 sec 

Priority is 100 
Master Router is 192.168.201.213 , pritority is 120 

Master Advertisement interval is 3 sec 
Master Down interval is 9 sec 

FastEthernet 0/0 - Group 2 
State is Master 

Virtual IP address is 192.168.201.2 configured 
Virtual MAC address is 0000.5e00.0102 

Advertisement interval is 3 sec 
Preemption is enabled 

min delay is 0 sec 
Priority is 120 

Master Router is 192.168.201.217 (local), priority is 120 
Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 

Ϟ䴶ⱘᰒ⼎ֵᙃࣙᣀҹ໾㔥ষৡ⿄ǃ᥹ষϞ䆒㕂ⱘ VRRP ໛ӑ㒘োǃ⢊ᗕǃӬܜ

㑻ǃᡶऴᮍᓣǃVRRP 䗮ਞ䯈䱨ǃ㰮ᢳ IP ഄഔǃ㰮ᢳ MAC ഄഔǃMaster 䏃⬅䆒

໛ IP ഄഔǃMaster 䏃⬅䆒໛Ӭܜ㑻ǃMaster 䏃⬅䆒໛䗮ਞ䯈䱨ǃMaster 䏃⬅䆒

໛༅ᬜ߸ᮁ䯈䱨ǃᔧࠡ VRRP ໛ӑ㒘ⲥ㾚ⱘ᥹ষҹঞᇍᑨⱘӬܜ㑻ᬍবሎᑺǄ 

2. show vrrp brief ੑҸ 

Ruijie# show vrrp brief 
Interface      Grp Pri Time Own Pre State   Master addr     Group addr 

FastEthernet0/0 1  100  -    -    P  Backup 192.168.201.213 192.168.201.1 

FastEthernet0/0 2  120  -    -   P  Master  192.168.201.217 192.168.201.2 

Ϟ䴶ⱘᰒ⼎ֵᙃࣙᣀҹ໾㔥ষৡ⿄ǃ᥹ষϞ䆒㕂ⱘ VRRP ໛ӑ㒘োǃ⢊ᗕǃӬܜ

㑻ǃᡶऴᮍᓣǃ㰮ᢳ IP ഄഔǃMaster 䏃⬅䆒໛ IP ഄഔǄ 

3. show vrrp interface ੑҸ 

Ruijie# show vrrp interface FastEthernet 0/0 
FastEthernet 0/0 - Group 1 
State is Backup 

Virtual IP address is 192.168.201.1 configured 
Virtual MAC address is 0000.5e00.0101 

Advertisement interval is 3 sec 
Preemption is enabled 

min delay is 0 sec 
Priority is 100 

Master Router is 192.168.201.213 , pritority is 120 
Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 
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FastEthernet 0/0 - Group 2 
State is Master 

Virtual IP address is 192.168.201.2 configured 
Virtual MAC address is 0000.5e00.0102 

Advertisement interval is 3 sec 
Preemption is enabled 

min delay is 0 sec 
Priority is 120 

Master Router is 192.168.201.217 (local), priority is 120 
Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 
Ruijie# 

Ϟ䴶ⱘᰒ⼎ֵᙃࣙᣀᣛᅮⱘҹ໾㔥ষৡ⿄ǃ᥹ষϞ䆒㕂ⱘ VRRP ໛ӑ㒘োǃ⢊

ᗕǃӬܜ㑻ǃᡶऴᮍᓣǃVRRP 䗮ਞ䯈䱨ǃ㰮ᢳ IP ഄഔǃ㰮ᢳ MAC ഄഔǃ

Master 䏃⬅䆒໛ IP ഄഔǃMaster 䏃⬅䆒໛Ӭܜ㑻ǃMaster 䏃⬅䆒໛䗮ਞ䯈䱨ǃ

Master 䏃⬅䆒໛༅ᬜ߸ᮁ䯈䱨ǃᔧࠡ VRRP ໛ӑ㒘ⲥ㾚ⱘ᥹ষҹঞᇍᑨⱘӬܜ㑻

ᬍবሎᑺǄ 
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1. debug vrrp ੑҸ 

Ruijie# debug vrrp  
Ruijie# 
VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Event - Advert higher or equal priority 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 1 state Master -> 

Backup 
VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid 

virtual address 192.168.1.1 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 1 state Backup -> 

Master 
Ruijie# 

debug vrrp ੑҸⳌᔧѢৠᯊᠻ㸠ੑҸ debug vrrp errorsǃdebug vrrp 
eventsǃdebug vrrp packets ҹঞੑҸ debug vrrp stateǄ 

2. debug vrrp errors ੑҸ 

Ruijie# debug vrrp errors 
Ruijie# 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid 
virtual address 192.168.1.1 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid 
virtual address 192.168.1.1 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid 
virtual address 192.168.1.1 

Ϟ䴶ⱘᰒ⼎ֵᙃ㸼ᯢ᥹ᬊࠄᴹ㞾 192.168.201.213 䩜ᇍ VRRP 㒘 1 ⱘ VRRP 䗮

ਞˈ೼䆹䗮ਞЁⱘ㰮ᢳ IP ഄഔ 192.168.1.1 ϡᄬ೼Ѣᴀഄ VRRP 㒘 1Ǆ 

3. debug vrrp events ੑҸ 

Ruijie# debug vrrp events 
Ruijie# 

VRRP: Grp 1 Event - Advert higher or equal priority 
VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 
Ruijie# 

Ϟ䴶ⱘᰒ⼎ֵᙃ㸼ᯢᴀഄ VRRP 㒘᥹ᬊࠄⱘ VRRP 䗮ਞ(Advertisement)ЁⱘӬܜ

㑻ϡԢѢᴀഄӬܜ㑻Ǆ 

4. debug vrrp packets ੑҸ 

Ruijie# debug vrrp packets 
Ruijie# 

VRRP: Grp 2 sending Advertisement checksum DD4D 
VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

Ϟ䴶ⱘᰒ⼎ֵᙃ㸼ᯢᴀഄ VRRP 㒘 2 ℷ೼থ䗕 VRRP 䗮ਞˈ݊ VRRP ᷵偠੠Ў
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0XDD4DǄ 

Ruijie# debug vrrp packets 
Ruijie# 
VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 
VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

Ϟ䴶ⱘᰒ⼎ֵᙃ㸼ᯢᴀഄ᥹ᬊࠄᴹ㞾 192.168.201.213 䩜ᇍ VRRP 㒘 1 ⱘ VRRP
䗮ਞˈ݊Ӭܜ㑻Ў 120Ǆ 

5. debug vrrp state ੑҸ 

Ruijie# debug vrrp state 
VRRP State debugging is on 

Ruijie# 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master -> 

Backup 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Backup -> 

Master 

Ruijie# config terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 
Ruijie# 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master -> Init 

Ruijie# 

Ϟ䴶ⱘᰒ⼎ֵᙃ㸼ᯢ Fastethernet 0/0 Ϟⱘ VRRP 㒘⢊ᗕ೼ MasterˈBackup ҹঞ

Init П䯈䕀ᤶǄ 

41.5. VRRP ⱘ݌ൟ䜡㕂⼎՟ 

೼೒ 4 ᠔⼎ⱘ䖲᥹Ёˈ೼䏃⬅䆒໛ R1 Ϣ R2 Ϟ䜡㕂њ VRRP ໛ӑ㒘ᴹЎݙ䚼㔥↉

192.168.201.0 /24 ᦤկ VRRP ᳡ࡵˈ㗠೼䏃⬅䆒໛ R3 Ϟ≵᳝䜡㕂 VRRP 㗠াᰃ

䜡㕂њ᱂䗮䏃⬅ࡳ㛑Ǆϟ䴶ⱘ䜡㕂Ёᇚা㒭ߎ䏃⬅䆒໛ R1 Ϣ R2 ⱘ VRRP Ⳍ݇䜡

㕂Ǆ 
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೒ 4  ᓎゟ VRRP ⦃๗ⱘ㔥㒰䖲᥹⼎ᛣ೒ 

೼ϟ䴶ⱘ䜡㕂⼎՟Ёˈ䏃⬅䆒໛ R3 ⱘ䜡㕂ᰃϡবⱘǄϟ䴶㒭ߎ䏃⬅䆒໛ R3 ⱘ䜡

㕂˖ 

! 
! 

hostname "R3" 
! 

! 
! 

interface FastEthernet 0/0 
no switchport 

ip address 192.168.12.217 255.255.255.0 
! 

interface GigabitEthernet 1/1 
no switchport 

ip address 60.154.101.5 255.255.255.0 
! 

interface GigabitEthernet 2/1 
no switchport 

ip address 202.101.90.61 255.255.255.0 
! 

router ospf  
network 202.101.90.0 0.0.0.255 area 10 

network 192.168.12.0 0.0.0.255 area 10 
network 60.154.101.0 0.0.0.255 area 10 

! 
! 

! 
end 
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41.5.1. VRRP ऩ໛ӑ㒘䜡㕂⼎՟ 

ᣝ✻೒ 4 ᓎゟ䖲᥹Ǆ೼䖭Ͼ䜡㕂⼎՟Ёˈ⫼᠋Ꮉ԰キ㕸(192.168.201.0/24)Փ⫼䏃

⬅䆒໛ R1 Ϣ R2 㒘៤ⱘ໛ӑ㒘ˈᑊᇚ݊㔥݇ᣛ৥䆹໛ӑ㒘䆒㕂ⱘ㰮ᢳ䏃⬅䆒໛ⱘ

IP ഄഔ 192.168.201.1ˈ㒣⬅㰮ᢳ䏃⬅䆒໛ 192.168.201.1 䆓䯂䖰⿟⫼᠋Ꮉ԰キ㕸

(݊Ꮉ԰㔥㒰Ў 192.168.12.0 /24)Ǆ೼䖭䞠 R1 㹿䆒㕂៤ VRRP ⱘ Master 䏃⬅䆒

໛Ǆℷᐌᚙމϟˈ䏃⬅䆒໛ R1 ԰Ў⌏ࡼ䏃⬅䆒໛ᦤկ㔥݇(192.168.201.)ⱘࡳ

㛑ˈᔧ䏃⬅䆒໛ R1 ⬅Ѣ݇ᴎ៪㗙ߎ⦄ᬙ䱰㗠ϡৃࠄ䖒ᯊˈ䏃⬅䆒໛ R2 ᇚ᳓ҷᅗ

ᴹᦤկ㔥݇(192.168.201.1)ⱘࡳ㛑Ǆϟ䴶߿ߚ㒭ߎ䏃⬅䆒໛ R1 Ϣ R2 ⱘⳌ݇䜡

㕂Ǆ 

䏃⬅䆒໛ R1 ⱘ䜡㕂˖ 

! 
! 

hostname "R1" 
! 

! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.217 255.255.255.0 

vrrp 1 priority 120 
vrrp 1 timers advertise 3 

vrrp 1 ip 192.168.201.1 
! 

interface GigabitEthernet 2/1 
no switchport 

ip address 202.101.90.63 255.255.255.0 
! 

router ospf  
network 202.101.90.0 0.0.0.255 area 10 

network 192.168.201.0 0.0.0.255 area 10 
! 

䏃⬅䆒໛ R2 ⱘ䜡㕂˖ 

! 
hostname "R2" 

! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.213 255.255.255.0 

vrrp 1 ip 192.168.201.1 
vrrp 1 timers advertise 3 

! 
interface GigabitEthernet 1/1 

no switchport 
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ip address 60.154.101.3 255.255.255.0 
! 

! 
router ospf  

network 60.154.101.0 0.0.0.255 area 10 
network 192.168.201.0 0.0.0.255 area 10 

! 
! 

end 

ৃ㾕ˈ䏃⬅䆒໛ R1 Ϣ R2 ৠ໘Ѣ VRRP ໛ӑ㒘 1 Ёˈᣛ৥Ⳍৠⱘ㰮ᢳ䏃⬅䆒໛ⱘ

IP ഄഔ(192.168.201.1)ᑊϨഛ໘Ѣ VRRP ⱘᡶऴ῵ᓣϟǄ⬅Ѣ䏃⬅䆒໛ R1 ⱘ

VRRP 120㗠䏃⬅䆒໛ R2 ⱘ VRRP
100⬅䆒໛ R1 ೼ℷᐌᚙމϟܙᔧ VRRP ⱘ Master 䏃⬅䆒໛Ǆ 

41.5.2. Փ⫼ VRRP ⲥ㾚᥹ষ䜡㕂⼎՟ 

ᣝ✻೒ 4 ᓎゟ䖲᥹Ǆ೼䖭Ͼ䜡㕂⼎՟Ёˈ⫼᠋Ꮉ԰キ㕸(192.168.201.0/24)Փ⫼䏃

⬅䆒໛ R1 Ϣ R2 㒘៤ⱘ໛ӑ㒘

IP ഄഔ 192.168.201.1㒣⬅㰮ᢳ䏃⬅䆒໛ 192.168.201.1 䆓䯂䖰⿟⫼᠋Ꮉ԰キ㕸

(݊Ꮉ԰㔥㒰 192.168.12.0/24)Ǆ೼䖭䞠 R1 㹿䆒㕂៤ VRRP ⱘ Master 䏃⬅䆒

ऩ໛ӑ㒘䜡՟ϡৠⱘᰃЁˈ䏃⬅䆒໛ R1 Ё䆒㕂њ

VRRP ⲥ㾚᥹ষ GigabitEthernet 2/1Ǆℷᐌᚙމϟˈ䏃⬅䆒໛ R1 ԰

㰮ᢳ (192.168.201.1)ⱘࡳ㛑ˈᔧ䏃⬅䆒໛ R1 ⬅Ѣ݇ᴎ៪㗙ߎ⦄

㗠ϡৃࠄ䖒ᯊˈ䏃⬅䆒໛ R2 ᇚ᳓ҷᅗᴹᦤկ㰮ᢳ㔥݇(гህᰃ㰮ᢳ䏃⬅䆒໛ⱘഄ

ഔ 192.168.201.1) ⱘ ࡳ 㛑 Ǆ ⡍ ߿ ⱘ ᰃ ೼ 䏃 ⬅ 䆒 ໛ R1 ⱘ Ϣ ᑓ ඳ 㔥 ⱘ ᥹ ষ

GigabitEthernet 2/1 ϡৃ⫼ⱘᯊ׭ˈ䏃⬅䆒໛ R1 ᇚӮᣝ✻䆒㕂䰡Ԣ㞾Ꮕⱘ VRRP
໛ӑ㒘ⱘӬܜ㑻 R2 ᳝ᴎӮ៤

(192.168.201.1)ⱘࡳ㛑˗བᵰℸৢ䏃⬅䆒໛ R1 Ϣᑓඳ㔥ⱘ᥹ষ GigabitEthernet 
2/1 ᘶ໡ℷᐌˈ䙷М䏃⬅䆒໛ R1 ᇚᘶ໡㞾Ꮕⱘ VRRP ໛ӑ㒘

䏃⬅䆒໛ᑊᦤկ㰮ᢳ㔥݇ⱘࡳ㛑Ǆϟ䴶߿ߚ㒭ߎ䏃⬅䆒໛ R1 Ϣ R2 ⱘⳌ݇䜡㕂Ǆ 

䏃⬅䆒໛ R1 ⱘ䜡㕂˖ 

! 
! 

hostname "R1" 
! 

! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.217 255.255.255.0 

vrrp 1 priority 120 
vrrp 1 timers advertise 3 

vrrp 1 ip 192.168.201.1 
vrrp 1 track GigabitEthernet 2/1 30 
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! 
 

interface GigabitEthernet 2/1 
no switchport 

ip address 202.101.90.63 255.255.255.0 
! 

router ospf  
network 202.101.90.0 0.0.0.255 area 10 

network 192.168.201.0 0.0.0.255 area 10 
! 

! 
end 

䏃⬅䆒໛ R2 ⱘ䜡㕂˖ 

! 

! 
hostname "R2" 

! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.213 255.255.255.0 

vrrp 1 ip 192.168.201.1 
vrrp 1 timers advertise 3 

! 
interface GigabitEthernet 1/1 

no switchport 
ip address 60.154.101.3 255.255.255.0 

! 
router ospf  

network 60.154.101.0 0.0.0.255 area 10 
network 192.168.201.0 0.0.0.255 area 10 

! 
! 

end 

ৃ㾕ˈ䏃⬅䆒໛ R1 Ϣ R2 ৠ໘Ѣ VRRP ໛ӑ㒘 1 ЁˈՓ⫼Ⳍৠⱘ VRRP ໛ӑ㒘

偠䆕῵ᓣ(᮴偠䆕῵ᓣ)ǃᣛ৥Ⳍৠⱘ㰮ᢳ IP ഄഔ(192.168.201.1)ᑊϨഛ໘Ѣ

VRRP ⱘ ᡶ ऴ ῵ ᓣ ϟ Ǆ 䏃 ⬅ 䆒 ໛ R2 Ϣ 䏃 ⬅ 䆒 ໛ R2 ⱘ VRRP ⱘ 䗮 ਞ

(Advertisement)䯈䱨ഛЎ 3 ⾦Ǆℷᐌᚙމϟˈ⬅Ѣ䏃⬅䆒໛ R1 ⱘ VRRP ໛ӑ㒘

Ӭܜ㑻Ў 120ˈ㗠䏃⬅䆒໛ R2 ⱘ VRRP ໛ӑ㒘Ӭܜ㑻প咬䅸ؐ 100ˈ᠔ҹ䏃⬅䆒

໛ R1 ೼ℷᐌᚙމϟܙᔧ Master 䏃⬅䆒໛Ǆབᵰ䏃⬅䆒໛ R1 ೼԰Ў Master 䏃⬅

䆒໛⢊ᗕϟথ⦄Ϣᑓඳ㔥ⱘ᥹ষ GigabitEthernet 2/1 ϡৃ⫼ˈ䏃⬅䆒໛ R1 ᇚ䰡Ԣ

㞾Ꮕⱘ VRRP ໛ӑ㒘Ӭܜ㑻 30 㗠៤Ў 90ˈ䖭ḋ䏃⬅䆒໛ R2 ህӮ៤Ў Master 䏃

⬅䆒໛Ǆབᵰ೼ℸৢˈ䏃⬅䆒໛ R1 থ⦄㞾ᏅⱘϢᑓඳ㔥ⱘ᥹ষ GigabitEthernet 
2/1 ᘶ໡ৃ⫼ˈህ๲ࡴ㞾Ꮕⱘ VRRP ໛ӑ㒘Ӭܜ㑻 30 㗠ᘶ໡ࠄ 120ˈ䖭ḋ䏃⬅䆒

໛ R1 ᇚݡ⃵៤ЎЏ䏃⬅䆒໛Ǆ 
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41.5.3. VRRP ໮໛ӑ㒘䜡㕂⼎՟ 

䰸њऩ໛ӑ㒘ˈ៥ৌѻક䖬ܕ䆌೼ৠϔϾҹ໾㔥᥹ষϞ䜡㕂໮Ͼ VRRP ໛ӑ㒘Ǆ

Փ⫼໮໛ӑ㒘ˈ᳝ⴔᰒ㗠ᯧ㾕ⱘད໘˖ৃҹᅲ⦄䋳䕑ഛ㸵ৠᯊ䗮䖛ѦⳌ໛ӑᴹᦤ

կ᳈〇ᅮৃ䴴ⱘ㔥㒰᳡ࡵǄ 

ᣝ✻೒ 4 ᓎゟ䖲᥹Ǆ೼䖭Ͼ䜡㕂⼎՟Ёˈ⫼᠋Ꮉ԰キ㕸(192.168.201.0/24)Փ⫼䏃

⬅䆒໛ R1 Ϣ R2 㒘៤ⱘ໛ӑ㒘ˈ݊Ё䚼ߚ⫼᠋Ꮉ԰キ(བ A)ᇚ݊㔥݇ᣛ৥໛ӑ㒘 1
ⱘ㰮ᢳ IP ഄഔ 192.168.201.1ˈ䚼ߚ⫼᠋Ꮉ԰キ(བ C)߭ᇚ݊㔥݇ᣛ৥໛ӑ㒘 2 ⱘ

㰮ᢳ IP ഄഔ 192.168.201.2Ǆ䏃⬅䆒໛ R1 ೼໛ӑ㒘 2 Ё԰ЎЏ䏃⬅䆒໛ˈ೼໛ӑ

㒘 1 Ё԰Ў໛ӑ䏃⬅䆒໛˗㗠䏃⬅䆒໛ R2 ೼໛ӑ㒘 2 Ё԰Ў໛ӑ䏃⬅䆒໛ˈ೼໛

ӑ㒘 1 Ё԰ЎЏ䏃⬅䆒໛Ǆϟ䴶㒭ߎ䏃⬅䆒໛ R1 Ϣ R2 Ⳍ݇ⱘ䜡㕂Ǆ 

䏃⬅䆒໛ R1 ⱘ䜡㕂˖ 

! 

! 
hostname "R1" 

! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.217 255.255.255.0 

vrrp 1 timers advertise 3 
vrrp 1 ip 192.168.201.1 

vrrp 2 priority 120 
vrrp 2 timers advertise 3 

vrrp 2 ip 192.168.201.2 
vrrp 2 track GigabitEthernet 2/1 30 

! 
interface GigabitEthernet 2/1 

no switchport 
ip address 202.101.90.63 255.255.255.0 

! 
router ospf  

network 202.101.90.0 0.0.0.255 area 10 
network 192.168.201.0 0.0.0.255 area 10 

! 
! 

end 

䏃⬅䆒໛ R2 ⱘ䜡㕂˖ 

! 

! 
hostname "R2" 

! 
! 



VRRP 䜡㕂 

548 

interface Loopback 0 
ip address 20.20.20.5 255.255.255.0 

! 
interface FastEthernet 0/0 

no switchport 
ip address 192.168.201.213 255.255.255.0 

vrrp 1 ip 192.168.201.1 
vrrp 1 timers advertise 3 

vrrp 1 priority 120 
vrrp 2 ip 192.168.201.2 

vrrp 2 timers advertise 3 
! 

interface GigabitEthernet 1/1 
no switchport 

ip address 60.154.101.3 255.255.255.0 
! 

router ospf  
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ᬙ䱰⦄䈵˖ৠϔϾ VRRP ໛ӑ㒘ߎݙ⦄໮Ͼ Master 䏃⬅䆒໛ 

ᬙ䱰ߚᵤ˖ 

¸ ৠϔ VRRP ໛ӑ㒘ݙ৘䏃⬅䆒໛ҹ໾㔥᥹ষϞ VRRP 㒘偠䆕῵ᓣϡৠ˗ 

¸ ৠϔ VRRP ໛ӑ㒘ݙ৘䏃⬅䆒໛ҹ໾㔥᥹ষϞ VRRP 㒘偠䆕῵ᓣⳌৠഛЎᯢ

᭛ᆚⷕ῵ᓣˈԚᰃ偠䆕ᄫヺІϡϔ㟈˗ 

¸ ৠϔ VRRP ໛ӑ㒘ݙᄬ೼䏃⬅䆒໛ⱘҹ໾㔥ষ⬉㓚ᮁᓔˈԚᰃ䏃⬅䆒໛᳾㛑

Ẕ⌟ࠄҹ໾㔥ষ⬉㓚Ꮖ㒣ᮁᓔ˗ 

¸ ৠϔϾ VRRP ໛ӑ㒘ݙ䏃⬅䆒໛Ϟ VRRP ⱘ䗮ਞথ䗕䯈䱨ϡϔ㟈ˈᑊϨ᳾䆒

㕂ᅮᯊ䆒໛ᄺдࡳ㛑˗ 

¸ ৠϔϾ VRRP ໛ӑ㒘ݙ䏃⬅䆒໛Ϟ VRRP ⱘ㰮ᢳ IP ഄഔϡϔ㟈Ǆ 
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㄀42ゴ� RLDP 䜡㕂 

42.1. RLDP ὖ䗄 

42.1.1. ⧚㾷 RLDP 

RLDP ܼ⿄ᰃ Rapid Link Detection Protocolˈᰃ៥ৌ㞾ЏᓔথⱘϔϾ⫼Ѣᖿ䗳Ẕ

⌟ҹ໾㔥䫒䏃ᬙ䱰ⱘ䫒䏃ण䆂Ǆ 

ϔ㠀ⱘҹ໾㔥䫒䏃Ẕ⌟ᴎࠊ䛑াᰃ߽⫼⠽⧚䖲᥹ⱘ⢊ᗕˈ䗮䖛⠽⧚ሖⱘ㞾ࡼणଚ

ᴹẔ⌟䫒䏃ⱘ䖲䗮ᗻǄԚᰃ䖭⾡Ẕ⌟ᴎࠊᄬ೼ϔᅮⱘሔ䰤ᗻˈ೼ϔѯᚙމϟ᮴⊩

Ў⫼᠋ᦤկৃ䴴ⱘ䫒䏃Ẕ⌟ֵᙃˈ↨བ೼ܝ㑸ষϞܝ㑸᥹ᬊ㒓ᇍ᥹䫭ˈ⬅Ѣܝ㑸

䕀ᤶ఼ⱘᄬ೼ˈ䗴៤䆒໛ᇍᑨッষ⠽⧚Ϟᰃ linkup ⱘˈԚᅲ䰙ᇍᑨⱘѠሖ䫒䏃ै

ᰃ᮴⊩䗮䆃ⱘǄݡ↨བϸৄҹ໾㔥䆒໛П䯈ᶊ䆒ⴔϔϾЁ䯈㔥㒰ˈ⬅Ѣ㔥㒰Ӵ䕧

Ё㒻䆒໛ⱘᄬ೼ˈབᵰ䖭ѯЁ㒻䆒໛ߎ⦄ᬙ䱰ˈᇚ䗴៤ৠḋⱘ䯂乬Ǆ 

߽⫼ RLDP ण䆂⫼᠋ᇚৃҹᮍ֓ᖿ䗳ഄẔ⌟ߎҹ໾㔥䆒໛ⱘ䫒䏃ᬙ䱰ˈࣙᣀऩ৥

䫒䏃ᬙ䱰ǃঠ৥䫒䏃ᬙ䱰ǃ⦃䏃䫒䏃ᬙ䱰Ǆ 

RLDP ᰃ߽⫼೼䫒䏃ϸッѸᤶ RLDP ᡹᭛ᴹᅲ⦄Ẕ⌟ⱘˈབϟ೒᠔⼎˖ 

 

೒ 1 

RLDP
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&

㽕Փ⫼RLDPⱘऩ৥Ẕ⌟੠ঠ৥Ẕ⌟ࡳ㛑ˈᖙ乏ֱ䆕䫒䏃ϸッⱘッষ䛑ᠧᓔњ

RLDPˈᑊϨϡܕ䆌ϔϾᓔਃњRLDPRLDP 

 

42.1.2.  

⦃䏃Ẕ⌟˖ 

 

೒ 2 
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೒ 3 ऩ৥䫒䏃Ẕ⌟ 

᠔䇧ऩ৥䫒䏃ᬙ䱰ᰃᣛッষ䖲᥹ⱘ䫒䏃া㛑᥹ᬊ᡹᭛៪㗙া㛑থ䗕᡹᭛˄ ↨བ⬅Ѣ

㑸᥹ᬊ㒓ᇍ᥹䫭䇃ᇐ㟈ⱘऩ৥᥹ᬊ៪ऩ৥থ䗕ܝ Ǆ˅བϞ೒᠔⼎ˈRLDP ೼ᶤϾッ

ষϞাᬊࠄ䚏ሙッষⱘ᥶⌟᡹᭛߭䆹ッষᇚ㹿䅸Ўऩ৥䫒䏃ᬙ䱰ˈѢᰃ RLDP Ӯ

ḍ᥂⫼᠋ⱘ䜡㕂ᇍ䖭⾡ᬙ䱰ߎخ໘⧚Ǆ঺໪བᵰッষ᮴⊩ᬊࠄӏԩ RLDP Ẕ⌟᡹

᭛ˈгӮ㹿䅸Ўᰃথ⫳њऩ৥䫒䏃ᬙ䱰Ǆ 

ঠ৥䫒䏃Ẕ⌟˖ 

 

೒ 4 ঠ৥䫒䏃Ẕ⌟ 

᠔䇧ঠ৥䫒䏃ᬙ䱰ᰃᣛ䫒䏃ϸッⱘᏻᬊথ䛑ߎ⦄њᬙ䱰ǄབϞ೒᠔⼎ˈ䆒໛ⱘッ

ষ೼থߎ RLDP ᥶⌟᡹᭛ৢˈህϔⳈ᮴⊩᥹ᬊࠄડᑨ᡹᭛៪䚏ሙⱘ᥶⌟᡹᭛ˈ䙷

М䆹䫒䏃ᇚ㹿䅸Ўᰃঠ৥ᬙ䱰ⱘǄҢᬙ䱰ᗻ䋼Ϟ䆆ˈঠ৥ᬙ䱰ᅲ䰙Ϟࣙ৿њऩ৥

ᬙ䱰Ǆ 
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& 说明： 

བᵰ䫒䏃ϸッ᳝ᶤϔᮍ᳾ᓔਃ RLDP гӮ㹿䆞ᮁЎঠ৥៪ऩ৥䫒䏃ᬙ䱰ˈ಴ℸ䜡

㕂ঠ৥䫒䏃Ẕ⌟៪ऩ৥䫒䏃Ẕ⌟ᯊ䳔㽕ㅵ⧚ਬֱ䆕䫒䏃ϸッ䛑ᓔਃњ RLDPˈҹ

䙓ߎܡ⦄䫭䇃ⱘ䆞ᮁֵᙃǄ 

 

42.2. 䜡㕂 RLDP 

៥ӀᇚҢҹϟ޴Ͼゴ㡖ᦣ䗄བԩ䜡㕂 RLDP 

¸ RLDP ⱘ咬䅸ؐ 

¸ 䜡㕂ܼሔ RLDP 

¸ 䜡㕂ッষ RLDP 

¸ 䜡㕂 RLDP ⱘ᥶⌟䯈䱨 

¸ 䜡㕂 RLDP ⱘ᳔໻᥶⌟⃵᭄ 

¸ ᘶ໡ッষⱘ RLDP ⢊ᗕ 

42.2.1. RLDP ⱘ咬䅸ؐ 

ܼሔ RLDP ⢊ᗕ DISABLE  

ッষ RLDP ⢊ᗕ DISABLE  

᥶⌟䯈䱨 2S 

᳔໻᥶⌟⃵᭄ 3 ⃵ 
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~ 注意： 

¸ RLDP া㛑෎ѢѸᤶষ(ࣙᣀ AP)੠䏃⬅ষ䖯㸠䜡㕂Ǆ 

¸ RLDP ᏻ䛑ᰃ untagǄ 

¸ RLDP ᬙ䱰໘⧚㉏ൟЁⱘ block 㛑䳔㽕੠ࡳ STP Ѧ᭹Ǆгህᰃ䇈བᵰ⫼᠋䜡

㕂њッষⱘᬙ䱰໘⧚㉏ൟЎ blcokˈ߭ᓎ䆂݇䯁 stpˈ৺߭⬅Ѣ STP ᮴⊩䆚߿ऩ৥

䫒䏃ˈৃ㛑Ӯߎ⦄ STP 䆌ッষ䕀থˈԚܕ RLDP ै䆒㕂ッষ
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Ruijie(config-if)# end 䗔ಲ⡍ᴗ῵ᓣ 

㽕݇䯁ッষⱘ RLDPˈ䇋Փ⫼䆹ੑҸⱘ no 䗝乍䗤ϔ݇䯁Ꮖ㒣䜡㕂ⱘẔ⌟㉏ൟǄ 

ҹϟ՟ᄤᰃ೼ GigabitEthernet 0/5 Ϟ䜡㕂 RLDP ᑊᣛᅮ໮Ͼ䆞ᮁ㉏ൟ੠ᬙ䱰໘⧚

ᮍ⊩˖ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/5 
Ruijie(config-if)# rldp port unidirection-detect shutdown-svi 
Ruijie(config-if)# rldp port bidirection-detect warning 
Ruijie(config-if)# rldp port loop-detect block  
Ruijie(config-if)# end 
Ruijie# show rldp interface gigabitEthernet 0/5 
port state      : normal 
local bridge    : 00d0.f822.33ac 

neighbor bridge : 0000.0000.0000 
neighbor port   : 

unidirection detect information: 
action : shutdown svi 

state  :  normal 
bidirection detect information : 

action : warnning 
state  :  normal 

loop detect  information     : 
action : block 

state  :  normal 

䜡㕂ッষẔ⌟᳝޴Ͼ⊼ᛣ⚍˖ 

¸ 䏃⬅ষϡᬃᣕ shutdown-svi ⱘ䫭䇃໘⧚ᮍ⊩ˈ಴ℸ䆹ᮍ⊩೼䏃⬅ষথ⫳Ẕ⌟

䫭䇃ᯊᇚϡ㹿ᠻ㸠Ǆ 

¸ 䜡㕂⦃䏃Ẕ⌟ᯊ㽕∖ッষϟ䖲ⱘ䚏ሙ䆒໛ϡ㛑ᓔਃ RLDP Ẕ⌟ˈ৺߭䆹ッষ

ᇚ᮴⊩ߎخℷ⹂ⱘẔ⌟Ǆ  

¸ བᵰ೼ aggregate port Ϟ䜡㕂њ block ᮍ⊩ᑊϨッষথ⫳њ䫒䏃Ẕ⌟䫭䇃ˈ߭

೼ッষ䞡ᮄᘶ໡Ẕ⌟ࠡϡ㽕ব᳈䆹 aggregate port ⱘ៤ਬষ݇㋏ˈ৺߭៤ਬষⱘ

䕀থ⢊ᗕᇚӮ੠ᅲ䰙ⱘ䆒㕂ᬜᵰϡϔ㟈Ǆ 

¸ བᵰ RLDP Ẕ⌟ߎ䫒䏃䫭䇃ˈ߭Ӯথߎ䄺ਞֵᙃǄ⫼᠋ৃҹ䗮䖛䜡㕂 log 㛑ࡳ

ᇚ䖭ѯ䄺ਞֵᙃথࠄ log ᳡఼ࡵˈ䆄ᔩ log ⱘ㑻߿㟇ᇥ㽕ֱ䆕ৃҹ䆄ᔩ 3 㑻᮹ᖫǄ 

¸ ফ⹀ӊ㢃⠛ⱘ䰤ࠊˈᶤѯѻકᇍѢ block ⱘッষҡ✊Ӯᇚ᡹᭛䗕 cpu,䖭ḋ೼

ᣛᅮ⦃䏃Ẕ⌟Ў block ⱘ໘⧚ᮍᓣˈ䆒໛Ẕ⌟ߎ⦃䏃ᑊᇚッষ block ໘⧚ᯊˈҡӮ

᳝໻䞣ⱘ᡹᭛䗕 cpu,䖭ḋህ᳾㛑䖒ࠄ⦃䏃Ẕ⌟ⱘᬜᵰˈ᠔ҹᓎ䆂ᙼ೼ᣛᅮ⦃䏃Ẕ

⌟ⱘ䆞ᮁ㉏ൟᯊ䗝ᢽ shutdown-port ⱘᬙ䱰໘⧚ᮍ⊩Ǆ 
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42.2.4. 䜡㕂 RLDP ⱘ᥶⌟䯈䱨 

ᠧᓔњ RLDP ߎ㛑ⱘッষᇚ਼ᳳᗻഄথࡳ RLDP Probe ᡹᭛Ǆ 

೼ܼሔ䜡㕂῵ᓣϟˈᣝབϟℹ偸䜡㕂 RLDP ᥶⌟䯈䱨˖ 

ੑҸ ԰⫼ 

Ruijie(config)# rldp 
detect-interval interval 

䜡 㕂 ᥶ ⌟ 䯈 䱨 ˈ interval প ؐ 㣗 ೈ ᰃ

2-15s,咬䅸ᰃ 3sǄ 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

བᵰᘶ໡咬䅸ؐˈ䇋Փ⫼䆹ੑҸⱘ no 䗝乍Ǆ 

42.2.5. 䜡㕂 RLDP ⱘ᳔໻᥶⌟⃵᭄ 

ᠧᓔњ RLDP ҡ✊᮴ݙ˅㛑ⱘッষབᵰ೼᳔໻᥶⌟ᳳ˄᳔໻᥶⌟⃵᭄×᥶⌟䯈䱨ࡳ

⊩᥹ᬊࠄ䚏ሙⱘ᡹᭛ˈ߭䆹ッষᇚ㹿䆞ᮁЎᬙ䱰ˈ݋ԧⱘᬙ䱰㉏ൟ䇋খ㗗ὖ䗄ゴ

㡖Ǆ 

೼ܼሔ䜡㕂῵ᓣϟˈᣝབϟℹ偸䜡㕂 RLDP ᳔໻᥶⌟⃵᭄˖ 

ੑҸ ԰⫼ 

Ruijie(config)# rldp detect-max 
Num 

䜡㕂᳔໻᥶⌟⃵᭄ˈnum পؐ㣗ೈ

ᰃ 2-10,咬䅸ᰃ 2 ⃵Ǆ 

Ruijie(config)# end 䗔ಲࠄ⡍ᴗ῵ᓣǄ 

བᵰᘶ໡咬䅸ؐˈ䇋Փ⫼䆹ੑҸⱘ no 䗝乍Ǆ 

 

& 说明： 

᳔໮᥶⌟⃵᭄া᳝೼ऩ৥䫒䏃Ẕ⌟੠ঠ৥䫒䏃Ẕ⌟ϟᠡӮ䍋԰⫼ˈབᵰᶤϾッষ

াᓔਃњ⦃䏃Ẕ⌟ˈ䆹ؐᇚ༅ᬜǄ 

 

42.2.6. ᘶ໡ッষⱘ RLDP ⢊ᗕ 

䜡㕂њ shutdown-port ᬙ䱰໘⧚ⱘッষ೼ߎ⦄ᬙ䱰ৢᇚ᮴⊩Џࡼᘶ໡ RLDP Ẕ⌟ˈ

བᵰ⫼᠋⹂䅸ᬙ䱰Ꮖ㒣㾷އњˈ߭ৃҹՓ⫼ᘶ໡ੑҸ䞡ᮄਃࡼ㹿 shutdown ッষⱘ

RLDPǄ䆹ੑҸгӮᇚ݊ᅗ᳝Ẕ⌟ߎ䫭䇃ⱘッষ䞡ᮄᘶ໡Ǆ 
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------------------------------------------------ 
interface GigabitEthernet 0/1 

port state:normal 
neighbor bridge : 00d0.f800.41b0 

neighbor port   : GigabitEthernet 0/2 
unidirection detect information: 

action : shutdown svi 
state  : normal 

interface GigabitEthernet 0/24 
port state:error 

neighbor bridge : 0000.0000.0000 
neighbor port   :  

bidirection detect information : 
action : warnning 

state  : error 

ҢϞ䗄ֵᙃৃҹⳟࠄˈッষ GigabitEthernet 0/1 䜡㕂њऩ৥Ẕ⌟ˈᑊϨᔧࠡ᳾Ẕ

䫭䇃ˈッষ⢊ᗕЎℷᐌ(normal)Ǆッষࠄ⌟ GigabitEthernet 0/24 䜡㕂њঠ৥Ẕ

⌟ˈᑊϨẔ⌟ࠄњঠ৥ᬙ䱰Ǆ 

������� ᶹⳟᣛᅮッষⱘ RLDP ⢊ᗕ�

೼⡍ᴗ῵ᓣϟՓ⫼བϟੑҸᶹⳟᣛᅮッষⱘ RLDP Ẕ⌟ֵᙃ˖ 

ੑҸ ԰⫼ 

Ruijie# show rldp interface interface-id  ᶹⳟ interface-idⱘ rldpẔ⌟

ֵᙃǄ 

ҹϟ՟ᄤՓ⫼ show rldp interface GigabitEthernet 0/1 ੑҸᶹⳟ fas0/1 ッষⱘ

rldp Ẕ⌟ֵᙃ˖ 

Ruijie# show rldp int GigabitEthernet 0/1 
port state      :error 
local bridge    : 00d0.f8a6.0134 

neighbor bridge : 00d0.f822.57b0 
neighbor port   : GigabitEthernet 0/1 

unidirection detect information: 
action: shutdown svi 

state :  normal 
bidirection detect information : 

action : warnning 
state :  normal 

loop detect  information    : 
action: shutdown svi 

state :  error 
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ҢϞ䗄ֵᙃৃҹⳟࠄˈッষ GigabitEthernet 0/1 䜡㕂њϝ⾡Ẕ⌟㉏ൟ˖ऩ৥Ẕ

⌟ǃঠ৥Ẕ⌟ǃ⦃䏃Ẕ⌟,ᬙ䱰ᯊⱘ䫭䇃໘⧚߿ߚЎ݇䯁ッষ᠔೼ⱘ sviǃѻ⫳䄺

ਞֵᙃǃ݇䯁ッষ᠔೼ⱘ sviˈ݊Ё⦃䏃Ẕ⌟থ⦄њ䫭䇃ˈՓᕫᔧࠡⱘッষ⢊ᗕЎ

errorˈⳌᑨⱘˈ䆹ッষ᠔ሲⱘ svi г㹿 shutdownǄ 
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㄀43ゴ� TPP 䜡㕂 

43.1. TPP ὖ䗄 

TPP(Topology Protection Protocolˈᢧᠥֱᡸण䆂)ᰃϔϾᢧᠥ〇ᅮֱᡸण䆂Ǆ㔥

㒰ᢧᠥ↨䕗㛚ᔅˈᔧ㔥㒰Ёᄬ೼䴲⊩ᬏߏᯊˈৃ㛑䗴៤㔥㒰䆒໛ⱘ CPU ߽⫼⥛ᓖ

ᐌǃᏻ䗮䏃ฉาㄝ⦄䈵ˈ䖭ѯ⦄䈵ᕜᆍᯧᓩ䍋㔥㒰ᢧᠥⱘᤃ㤵Ǆᢧᠥ䰆ᡸЏ㽕䗮

䖛Ẕ⌟ᴀഄⱘᓖᐌ⦄䈵˄CPU ߽⫼⥛ᓖᐌǃᏻ㓧ކᓖᐌㄝ˅੠Ẕ⌟䚏ሙ䆒໛ⱘᓖ

ᐌ⦄䈵ᴹ䖒ࠄ〇ᅮ㔥㒰ᢧᠥⱘⳂⱘǄϢ䚏ሙ䆒໛ⱘѸѦᰃ䗮䖛থ䗕⡍ᅮⱘᓖᐌ䗮

ਞ᡹᭛ᴹᅲ⦄ⱘˈ䆹ࡳ㛑ᢹ᳝䕗催ⱘ䖤㸠Ӭܜ㑻ˈৃҹ᳝ᬜ䰆ℶ㔥㒰ⱘᢧᠥᤃ

㤵Ǆ 

43.2. TPP ᑨ⫼ 

ᢧᠥ䰆ᡸЏ㽕ᰃ䩜ᇍ MSTP ៪ VRRP ҹঞ݊ҪߚᏗᓣ㔥㒰ण䆂ৃ㛑䗴៤ⱘ㔥㒰ᢧ

ᠥᤃ㤵㗠ѻ⫳ⱘǄMSTP ៪ VRRP ㄝण䆂ഛՓ⫼ᅮᯊ᡹᭛䗮ਞᴎࠊᴹ㞾ࡼ㓈ᡸ㔥

㒰ᢧᠥ㒧ᵘˈ㞾ࡼ䗖ᑨ㔥㒰Ёⱘᢧᠥব࣪Ǆ䖭г䗴៤њ㔥㒰ᢧᠥᯧফᬏߏˈᔧফ

ᯊˈ಴ߏҎЎⱘ㔥㒰ᬏࠄ CPU ߽⫼⥛䖛催៪ᏻ䗮䏃䰏าㄝॳ಴ˈৃ㛑䗴៤ᅮᯊ᡹

᭛ⱘⷁ᱖ЁᮁˈҢ㗠䗴៤㔥㒰ᢧᠥথ⫳䫭䇃ⱘᤃ㤵ˈ䖭㒭㔥㒰ⱘℷᐌ䗮ֵ䗴៤ᵕ

໻ॅᆇǄ㗠ᢧᠥ䰆ᡸࡳ㛑ℷᰃЎњ᳔໻䰤ᑺⱘ䰆ℶ䖭⾡ϡᖙ㽕ⱘ㔥㒰ᤃ㤵ˈᅗϢ肒㐘 ㄝ⦄䈵˄TPPVRRPጏ䀑렐ⰴᢓ얌쉔쎔夠肱䴰쬑᐀

.18P1�㤵 Ǆ
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D ⱘ੠䆒໛ B Ӯḍ᥂ᓖᐌ䗮ਞֵᙃˈ䖯㸠Ⳍᑨⱘ䰆ᤃ㤵໘⧚Ǆ 

䆒໛ B ಴䙁ফ໻䞣᡹᭛ᬏߏ䗴៤ CPU ᓖᐌ㐕ᖭˈ䖭ᯊ䗴៤ᬊথࣙϡℷᐌˈẔ⌟ࠄ

ᓖᐌৢˈᅗӮ৥᠔᳝ⱘ䚏ሙ䆒໛থ䗕ᓖᐌ䗮ਞǄ䆒໛ A ᬊࠄᓖᐌ᡹᭛ৢˈḍ᥂ᴹ

⑤ˈথ⦄ᓖᐌᇍ݊≵᳝ᕅડˈϡӮ䖯ϔℹ໘⧚Ǆ㗠ϟ␌ⱘѠሖ᥹ܹ䆒໛ CǃD ᥹

ᬊࠄᓖᐌ᡹᭛ৢˈথ⦄ᓖᐌӮᕅડ݊ᢧᠥⱘ䅵ㅫˈ಴ℸخ䖯ϔℹⱘ䰆ᕵ໘⧚ˈҢ

㗠ֱ䆕㔥㒰ᢧᠥֱᣕ〇ᅮǄ 

43.3. TPP 䜡㕂 

TPP 䜡㕂ࣙᣀܼሔࡳ㛑䜡㕂੠ッষࡳ㛑䜡㕂Ǆܼሔࡳ㛑䜡㕂⫼ѢՓ㛑䆒໛ⱘᢧᠥ

䰆ᡸࡳ㛑ˈ咬䅸ᚙމϟˈܼሔᢧᠥ䰆ᡸࡳ㛑Փ㛑ˈ䖭ᯊᅗӮẔ⌟ᴀഄ੠䚏ሙ䆒໛

ⱘ䖤㸠ᚙމˈᇍѻ⫳ⱘᓖᐌᚙމ䖯㸠໘⧚Ǆϡ䖛ᅗϡӮ৥䚏ሙ䆒໛䗮ਞᴀഄⱘ䖤

㸠ᚙމǄッষࡳ㛑䜡㕂⫼ѢՓ㛑ッষⱘᢧᠥ䰆ᡸࡳ㛑ˈッষⱘᢧᠥ䰆ᡸࡳ㛑Փ㛑

ᯊˈ㸼⼎ᇍッⱘ䚏ሙ䆒໛݇ᖗᴀഄ䆒໛ⱘ䖤㸠ᚙމˈ಴ℸᔧᴀഄ䆒໛থ⫳ᓖᐌ
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Փ⫼ no topology guard ⽕ℶ䆒໛ⱘܼሔᢧᠥ䰆ᡸࡳ㛑 

43.3.2. 䜡㕂ッষᢧᠥ䰆ᡸ 

䜡㕂ੑҸབϟ˖ 

ੑҸ ԰⫼ 

Ruijie> enable 䖯ܹ⡍ᴗੑҸ῵ᓣ 

Ruijie# config terminal 䖯ܹܼሔ䜡㕂῵ᓣ�

Ruijie(config)#�interface gi 0/1 䖯ܹ᥹ষ䜡㕂῵ᓣ 

Ruijie(config-if)# tp-guard port enable Փ㛑ッষᢧᠥ䰆ᡸࡳ㛑 

Ruijie(config-if)# end 䗔ಲ⡍ᴗੑҸ῵ᓣ 

Փ⫼ no tp-guard port enable ⽕ℶッষⱘᢧᠥ䰆ᡸˈ䆹ੑҸা䗖⫼ѢѠሖѸᤶ
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೒ 2 

೒Ё AǃB Ўϝሖ∛㘮䆒໛ˈCǃD ੠ E ЎѠሖ᥹ܹ䆒໛Ǆ 

ϝሖ∛㘮䆒໛ AǃB ੠Ѡሖ᥹ܹ䆒໛ CǃD ੠ E ഛᓔਃ MSTPˈৠᯊϸৄϝሖ∛㘮

䆒໛ᓔਃ VRRP ण䆂Ǆᢧᠥ䰆ᡸࡳ㛑Փ MSTP ੠ VRRP 䖤㸠᳈ࡴ〇ᅮˈ䙓ܡ㔥㒰

ᢧᠥথ⫳ϡᖙ㽕ⱘᤃ㤵Ǆ 

ᇍѢϝሖ∛㘮䆒໛ AǃB Փ㛑ܼሔᢧᠥ䰆ᡸࡳ㛑ˈৠᯊՓ㛑৘Ͼッষⱘᢧᠥ䰆ᡸ

㛑ǄᇍѢ৘ৄѠሖ᥹ܹ䆒໛ࡳ CǃD ੠ E Փ㛑ܼሔᢧᠥ䰆ᡸࡳ㛑Ǆ 

43.5. ᶹⳟ TPP ֵᙃ 

៥Ӏᦤկⱘৃᶹⳟⱘ TPP ⱘⳌֵ݇ᙃབϟ˖ 

ᶹⳟ䆒໛ⱘ TPP 䜡㕂ঞ⢊ᗕ 

43.5.1. ᶹⳟ䆒໛ⱘ TTP 䜡㕂ঞ⢊ᗕ 

೼⡍ᴗ῵ᓣϟՓ⫼བϟੑҸᶹⳟᶹⳟ䆒໛ⱘ TTP 䜡㕂ঞ⢊ᗕ˖ 

ੑҸ ԰⫼ 

Ruijie# show tpp  ᶹⳟ䆒໛ⱘ TPP 䜡㕂ঞ⢊ᗕǄ 

Ruijie #show tpp 
tpp state         : enable 
tpp local bridge  : 00d0.f822.35ad 

----------------------------------- 
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㄀44ゴ� ᭛ӊ㋏㒳䜡㕂 

44.1. ὖ䗄 

᠔䇧᭛ӊ㋏㒳ᰃᣛϔϾ䋳䋷ᄬপ੠ㅵ⧚䕙ࡽᄬټ䆒໛Ϟ᭛ӊֵᙃⱘᴎᵘˈѸᤶᴎ

ᦤկњІ㸠 Flash ԰Ў䕙ࡽᄬ఼ټˈ⫼Ѣᄬټ੠ㅵ⧚Ѹᤶᴎⱘ㔥㒰᪡԰㋏㒳᭛

ӊˈҹঞϔѯѸᤶᴎⱘ䜡㕂᭛ӊǄ 

᭛ӊ᭄᥂೼І㸠 Flash Ϟᰃҹ᮹ᖫⱘḐᓣֱᄬⱘˈ↣Ͼ᭛ӊ䛑᳝ϔϾ᭛ӊ༈䆄ᔩ

䆹᭛ӊⱘ෎ᴀֵᙃǄᔧᄬ఼ټ㹿ݭ⒵㗠᮴ぎ䯈ݡএ䖯㸠݊Ҫ᪡԰ᯊˈ᭛ӊ㋏㒳ᇚ

㞾ࡼᭈ⧚⹢⠛ҹঞൗഒಲᬊˈҹ䖒ࠄᦤկ䎇໳ⱘぎ䯈䖯㸠᭛ӊ᪡԰ˈ䖭Ͼᯊ䯈ᰃ

Ⳍᔧᖿⱘˈ䗮ᐌᆳ㾝ϡࠄˈЎњߚܙⱘ߽⫼᳝䰤ⱘぎ䯈ˈ᭛ӊ㋏㒳䖬ᦤկњ᭄᥂

य़㓽ⱘࡳ㛑ҹঞ᭄᥂㡖⚍㋶ᓩֵᙃǄ 

44.2. 䜡㕂᭛ӊ㋏㒳 

៥ӀᇚҢҹϟ޴Ͼᇣ㡖ᦣ䗄བԩ䜡㕂᭛ӊ㋏㒳˖ 

 ᤶⳂᔩߛ ¸

¸ ໡ࠊ᭛ӊ 

¸ ᰒ⼎Ⳃᔩݙᆍ 

¸ Ḑᓣ࣪㋏㒳 

¸ ߯ᓎⳂᔩ 

 ᭛ӊࡼ⿏ ¸

¸ ᰒ⼎ᔧࠡᎹ԰䏃ᕘ 

 䰸᭛ӊߴ ¸

 䰸ぎⳂᔩߴ ¸

44.2.1. ᭛ӊ㋏㒳䜡㕂ᣛᇐ 

ੑҸ݇䬂ᄫᇍ໻ᇣݭϡᬣᛳˈ᭛ӊৡᇍ໻ᇣݭᬣᛳˈ᳔䭓᭛ӊৡЎ 4096Ǆ 

᠔᳝ⱘ᭛ӊৡҹঞ䏃ᕘֵᙃഛϡᬃᣕ䗮䜡ヺ᪡԰ 
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~ 注意： 

ᔎ⚜ᓎ䆂೼ᢹ᳝໻flashᄬټぎ䯈ⱘ䆒໛Ϟˈ᭛ӊ㋏㒳Փ⫼ϡ䍙䖛128Mⱘぎ䯈˗

৺߭ˈ㋏㒳Ӯᯢᰒⱘޣ᜶ਃࡼ䗳ᑺˈ঺໪ˈ೼⡍ᴗ῵ᓣϟ佪⃵ᠻ㸠ᶹⳟ᭛ӊੑҸ

dirⱘㄝᕙᯊ䯈Ӯᰒ㨫๲䭓Ǆ಴ℸˈᓎ䆂೼᭛ӊ㋏㒳Փ⫼Ⳍᔧᯊ䯈ৢˈ᠟ࡼ⏙⧚ϔ

ѯ䖛ᯊⱘ᮴⫼᭛ӊǄ 
 

 ᤶⳂᔩߛ .44.2.2

ҢᔧࠡⳂᔩࠄܹߛᣛᅮⳂᔩǄ  

೼⡍ᴗ⫼᠋῵ᓣϟˈᣝབϟℹ偸Փ⫼䆹ੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie# cd directroy  䖯ܹᣛᅮⱘ directory ⳂᔩǄ

Ruijie# cd ../ 䖯ܹϞϔ㑻Ⳃᔩ 

Ruijie# cd ./ 䖯ܹᴀ㑻Ⳃᔩ 

ҹϟ՟ᄤᰃ䖯ܹḍⳂᔩϟⱘ MNT Ⳃᔩⱘ Document Ⳃᔩ˖ 

Ruijie# cd mnt/document 

Пৢݡ䖯㸠ⱘ᪡԰ᇚ೼ MNT/Document Ⳃᔩϟ䖯㸠 

44.2.3. ໡ࠊ᭛ӊ 

໡ࠊ᭛ӊࠄϔϾⳂᔩЁ៪㗙ϔϾ᭛ӊЁǄ 

೼⡍ᴗ⫼᠋῵ᓣϟˈᣝབϟℹ偸䜡㕂 copy ੑҸৃҹᅲ⦄᭛ӊࠄⳂᔩ៪᭛ӊࠄ᭛

ӊⱘᣋ䋱˖ 

ੑҸ ԰⫼ 

Ruijie# copy flash: filename flash:  
directoryname ᇚ᭛ӊ໡ࠄࠊᣛᅮⱘⳂᔩЁǄ 

Ruijie# copy flash: filename sour 
directoryname ໡ࠊ᭛ӊࠄᣛᅮⱘ᭛ӊЁǄ 

ҹϟᰃ߿ߚᣋ䋱ࠄϔϾⳂᔩ੠ᣋ䋱ࠄϔϾ᭛ӊⱘᅲ՟˖ 

Ruijie# copy flash:config.tex flash:tmp/ 
Ruijie# copy flash:con_bak.txt flash:config.text 



᭛ӊ㋏㒳䜡㕂 

566 

44.2.4. ᰒ⼎Ⳃᔩݙᆍ 

ᰒ⼎ᔧࠡᎹ԰Ⳃᔩϟ៪㗙ᣛᅮⳂᔩϟⱘֵᙃ˖ 

ੑҸ 
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ੑҸ ԰⫼ 

Ruijie# rename flash: old_filename flash: 
new_filename 

ᇚৡᄫЎ old_filename ᭛ӊੑৡ

៤ ৡ ᄫ Ў new_filename ⱘ ᭛
ӊ Ǆ  

 

44.2.8. ᰒ⼎ᔧࠡᎹ԰䏃ᕘ 

೼⡍ᴗ⫼᠋῵ᓣϟˈᣝབϟℹ偸䆒㕂ৃҹᰒ⼎ᔧࠡⱘᎹ԰䏃ᕘֵᙃ˖ 

ੑҸ ԰⫼ 

Ruijie# pwd ᰒ⼎ᔧࠡⱘᎹ԰䏃ᕘֵᙃ 

 

 䰸᭛ӊߴ .44.2.9

೼⡍ᴗ⫼᠋῵ᓣϟˈᣝབϟℹ偸䆒㕂ᴹᅠ៤∌Йߴ䰸ϔϾ᭛ӊⱘࡳ㛑˖ 

ੑҸ ԰⫼ 

Ruijie# del filename ߴ䰸ᣛᅮⱘ᭛ӊǄ 

ϟ䴶ⱘ՟ᄤᰃߴ䰸 MNT ⳂᔩϟϔϾিخ large.c ⱘЈᯊ᭛ӊ˖ 

Ruijie# del mnt/large.c  

 䰸ぎⳂᔩߴ .44.2.10

೼⡍ᴗ⫼᠋῵ᓣϟˈᣝབϟℹ偸䆒㕂ৃҹ∌Йߴ䰸ᣛᅮⱘぎⳂᔩ˖ 

ੑҸ ԰⫼ 

Ruijie# rmdir directoryname ߴ䰸ϔϾぎⳂᔩǄ 

ҹϟⱘ՟ᄤᰃߴ䰸ϔϾぎⱘⳂᔩ MNT˖ 

Ruijie# rmdir mnt 
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㄀45ゴ� ㋏㒳᮹ᖫ䜡㕂 

45.1. ὖ䗄 

䆒໛೼䖤㸠䖛⿟Ёˈ᳝৘⾡⢊ᗕব࣪བ䫒䏃⢊ᗕ UPǃDOWN ㄝˈথ⫳ϔѯџӊ

བᬊࠄᓖᐌ᡹᭛ǃ໘⧚ᓖᐌㄝǄ៥ৌѻક᮹ᖫᦤկϔ⾡ᴎࠊˈ೼⢊ᗕব࣪៪থ⫳

џӊᯊˈህ㞾ࡼ⫳៤೎ᅮḐᓣⱘ⍜ᙃ˄ ᮹ᖫ᡹᭛˅̍ 䖭ѯ⍜ᙃৃҹ㹿ᰒ⼎೼Ⳍ݇に

ষ˄᥻ৄࠊǃVTY ㄝ˅Ϟ៪㹿䆄ᔩ೼Ⳍ݇ၦҟ˄ݙᄬ㓧ކऎǃFLASH˅Ϟ៪থ䗕

੠ᅮԡ䯂乬ǄৠᯊЎњᮍމᵤ㔥㒰ᚙߚϞˈկㅵ⧚ਬ఼ࡵ㔥㒰Ϟⱘϔ㒘᮹ᖫ᳡ࠄ

֓ㅵ⧚ਬᇍ᮹ᖫ᡹᭛ⱘ䇏প੠ㅵ⧚ˈ䖭ѯ᮹ᖫ᡹᭛ৃҹ㹿ᠧϞᯊ䯈᠇੠ᑣোˈᑊ

ᣝ᮹ᖫֵᙃⱘӬܜ㑻䖯㸠ߚ㑻Ǆ 

45.1.1. ᮹ᖫ᡹᭛Ḑᓣ 

៥ৌѻકⱘ᮹ᖫ᡹᭛Ḑᓣབϟ˖ 
<priority> seq no: timestamp sysname 
%ModuleName-severity-MNEMONIC: description 
ձ⃵ᰃ˖<Ӭܜ㑻>� ᑣো ᯊ䯈᠇ 䆒໛ৡ ῵ഫৡ-Ϲ䞡ᗻ-ֵᙃㅔݭ˖ֵᙃݙᆍ 
Ӭܜ㑻ؐ˙䆒໛ؐˆ8ˇϹ䞡ᗻ 
՟ᄤ˖ 
<189> 226:Mar  5 02:09:10 S3250 %SYS-5-CONFIG_I: Configured from console 

by console 

 

~ 注意： 

೼⫼᠋にষᠧॄⱘ᮹ᖫ᡹᭛ᰃϡᏺӬܜ㑻ᄫ↉ⱘˈӬܜ㑻ᄫ↉াߎ⦄೼থ䗕㒭

Syslog Server ⱘ᮹ᖫ᡹᭛ЁǄ 

 

45.2. ᮹ᖫ䜡㕂 

45.2.1. ᮹ᖫᓔ݇ 

᮹ᖫᓔ݇咬䅸ᚙމϟᰃᠧᓔⱘˈབᵰ݇䯁᮹ᖫᓔ݇ˈ䆒໛ᇚϡӮ೼⫼᠋にষᠧॄ

᮹ᖫֵᙃˈϡӮᇚ᮹ᖫֵᙃথ䗕㒭 Syslog ᳡఼ࡵˈгϡӮᇚ᮹ᖫֵᙃ䆄ᔩ೼Ⳍ

݇ၦҟ˄ݙᄬ㓧ކऎǃFLASH˅ϞǄ 
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~ 注意： 

㽕ᇚ᮹ᖫֵᙃথ䗕㒭 Syslog Serverˈᖙ乏ᠧᓔ᮹ᖫֵᙃⱘᯊ䯈᠇ᓔ݇៪ᑣোᓔ

݇ˈ৺߭᮹ᖫֵᙃᇚϡӮ㹿থ㒭 Syslog ServerǄ 

 

Logging File Flash ᇚ̟᮹ᖫֵᙃֱᄬࠄ FLASH Ёˈ᮹ᖫ᭛ӊৡϡ㽕ᏺ᭛ӊ㉏ൟⱘ

ৢ㓔ৡǄ᮹ᖫ᭛ӊৢ㓔Ў೎ᅮЎ TXTˈ䜡㕂᭛ӊৢ㓔ৡᇚ㹿ᢦ㒱Ǆ 

More Flash˖Filename ੑҸৃҹᶹⳟ Flash ᮹ᖫ᭛ӊⱘݙᆍ 

 

~ 注意： 

䚼ߚ䆒໛ᬃᣕᠽሩ FLASHˈབᵰ䆒໛ᄬ೼ᠽሩ FLASHˈ᮹ᖫֵᙃᇚ䆄ᔩ೼ᠽሩ

FLASH ЁǄབᵰ䆒໛≵᳝ᠽሩ FLASHˈ᮹ᖫֵᙃᇚ䆄ᔩ೼І㸠 FLASH ЁǄ 

 

45.2.3. ਃ⫼᮹ᖫֵᙃᯊ䯈᠇ᓔ݇ 

㽕೼᮹ᖫֵᙃϞ⏏ࡴ៪প⍜ᯊ䯈᠇ˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# service timestamps 
message-type [uptime | datetime] ਃ⫼᮹ᖫֵᙃЁⱘᯊ䯈᠇ 

Ruijie(config)# no service timestamps 
message-type ݇䯁᮹ᖫֵᙃЁⱘᯊ䯈᠇ 

ᯊ䯈᠇Ḑᓣ᳝ϸ⾡˖䆒໛ਃࡼᯊ䯈(Uptime)៪㗙䆒໛᮹ᳳ(Datetime)Ǆ䇋ḍ᥂䳔㽕

䗝ᢽϡৠ㉏ൟⱘᯊ䯈᠇Ǆ 

⍜ᙃ㉏ൟ˖Log ៪ DebugˈLog ֵᙃᰃᣛ೼Ϲ䞡ᗻ㑻߿೼ 0ˉ6 П䯈ⱘ᮹ᖫֵ

ᙃˈDebug ֵᙃᰃϹ䞡ᗻ㑻߿Ў 7 ⱘ᮹ᖫֵᙃǄ 

 

~ 注意： 

བᵰᔧࠡ䆒໛ϡᄬ೼ RTCˈ䜡㕂䆒໛ᯊ䯈᮴ᬜǄ㞾ࡼ䞛⫼ਃᴎᯊ䯈خЎ᮹ᖫֵᙃ

ᯊ䯈᠇Ǆ 
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45.2.4. ਃ⫼᮹ᖫֵᙃ㋏㒳ৡᓔ݇  
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ੑҸ ԰⫼ 

Ruijie(config)# logging console 
level  

䆒㕂ܕ䆌೼᥻ৄࠊϞᰒ⼎ⱘ᮹ᖫֵᙃ

㑻߿ 

Ruijie(config)# logging monitor  
level 

䆒㕂ܕ䆌೼ VTY にষ(བ telnet にষ)
Ϟᰒ⼎ⱘ᮹ᖫֵᙃ㑻߿ 

Ruijie(config)# logging buffered 
[buffer-size | level] 

䆒㕂ܕ䆌䆄ᔩ೼ݙᄬ㓧ކऎⱘ᮹ᖫֵ

ᙃ㑻߿ 

Ruijie(config)# logging file 
flash:filename [max-file-size] [level] 

䆒㕂ܕ䆌䆄ᔩ೼ᠽሩ FLASH Ϟⱘ᮹ᖫ

ֵᙃ㑻߿ 

Ruijie(config)# logging trap level  䆒㕂ܕ䆌থ䗕㒭 Syslog Server ⱘ᮹ᖫ

ֵᙃ㑻߿ 

៥ৌѻકⱘ᮹ᖫֵᙃߚЎҹϟ 8 Ͼ㑻߿˖ 

݇䬂ᄫ ㄝ㑻 ᦣ䗄 

Emergencies 0 ㋻ᗹᚙމˈ㋏㒳ϡ㛑ℷᐌ䖤㸠 

Alerts 1 䳔㽕ゟे䞛প᥾ᮑᬍℷⱘ䯂乬 

Critical 2 䞡㽕ᚙމ 

Errors 3 䫭䇃ֵᙃ 

warnings  4 䄺ਞֵᙃ 

Notifications 5 ᱂䗮㉏ൟˈϡ䖛䳔㽕݇⊼ⱘ䞡㽕ֵᙃ 

informational 6 䇈ᯢᗻⱘֵᙃ 

Debugging 7 䇗䆩ֵᙃ 

ؐ䍞ᇣˈ㑻߿䍞催ˈे 0 㑻߿ⱘֵᙃᰃ᳔催㑻߿ⱘֵᙃǄ 

ᔧᣛᅮ䆒໛䆒㕂ܕ䆌ᰒ⼎ⱘ᮹ᖫֵᙃ㑻߿ҹৢˈ᠔᳝ㄝѢ៪ԢѢ᠔䆒㕂ؐ㑻߿ⱘ

᮹ᖫֵᙃᇚ㹿ܕ䆌ᰒ⼎Ǆབ䜡㕂ੑҸ logging console 6 ҹৢˈ᠔᳝㑻߿Ў 6 ៪

ᇣѢ 6 ⱘ᮹ᖫֵᙃᇚ㹿ᰒ⼎೼᥻ৄࠊϞǄ 

᥻ৄࠊ咬䅸ܕ䆌ᰒ⼎ⱘ᮹ᖫֵᙃ㑻߿Ў 7Ǆ 

VTY にষ咬䅸ܕ䆌ᰒ⼎ⱘ᮹ᖫֵᙃ㑻߿Ў 7Ǆ 

咬䅸থ䗕㒭 Syslog Server ᮹ᖫֵᙃ㑻߿Ў 6Ǆ 

咬䅸ܕ䆌㹿䆄ᔩ೼ݙᄬ㓧ކऎⱘ᮹ᖫֵᙃ㑻߿Ў 7Ǆ 

咬䅸ܕ䆌㹿䆄ᔩ೼ᠽሩ FLASH Ё᮹ᖫֵᙃ㑻߿Ў 6Ǆ 

ৃҹ䗮䖛⡍ᴗੑҸ show logging ᴹᶹⳟܕ䆌೼ϡৠ䆒໛Ϟᰒ⼎ⱘ᮹ᖫֵᙃ㑻

 Ǆ߿
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45.2.8. 䆒㕂᮹ᖫֵᙃⱘ䆒໛ؐ 

䆒໛ؐᰃᵘ៤থ䗕㒭 Syslog Server ᡹᭛Ӭܜ㑻ᄫ↉ⱘϔ䚼ߚˈᣛ⼎ѻ⫳ֵᙃⱘ䆒

໛㉏ൟǄ 

㽕䆒㕂᮹ᖫֵᙃⱘ䆒໛ؐˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# logging facility  
facility-type 䆒㕂᮹ᖫֵᙃⱘ䆒໛ؐ 

Ruijie(config)# no logging facility 
facility-type †ㄷ⡳⤭㐨畢猩ⴴ⡹猩ⴴ⡴敭   ‶⠨ 呪ਭ挠〮〴ㄱ⁔⥔樊㔴吷⡭⤠㉤ਨ 呪ਭ挠〮〰ㄱ⁔៥ৌѻક咬䅸䆒໛؀㈳Ǆ 
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45.2.9. 䆒㕂᮹ᖫ᡹᭛ⱘ⑤ഄഔ 

咬䅸ᚙމϟˈথ䗕㒭 Syslog Server ⱘ᮹ᖫ᡹᭛⑤ഄഔЎথ䗕᡹᭛᥹ষⱘഄഔˈৃ

ҹ䗮䖛ੑҸᴹ೎ᅮ᠔᳝᮹ᖫ᡹᭛ⱘ⑤ഄഔǄ 

ৃҹⳈ᥹䆒ᅮ Log ᡹᭛ⱘ⑤ IP ഄഔˈгৃҹ䆒ᅮ Log ᡹᭛ⱘ䖰ッষǄ 

㽕䆒㕂᮹ᖫ᡹᭛ⱘ⑤ഄഔˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# logging source 
interface interface-type  
interface-number 

䆒㕂᮹ᖫֵᙃⱘ⑤ッষ 

Ruijie(config)# logging source ip 
A.B.C.D 䆒㕂᮹ᖫ᡹᭛ⱘ⑤ ip ഄഔ 

 

45.2.10. 䆒㕂থ䗕⫼᠋ LOG ֵᙃ 

咬䅸ᚙމϟˈ⫼᠋ⱏᔩϢ䗔ߎˈҹঞᠻ㸠䜡㕂ੑҸˈഛϡ䕧ߎ LOG ֵᙃǄབᵰ䳔

㽕䕧ߎ⫼᠋ⱏᔩ/䗔ߎⱘ LOG ֵᙃˈ៪㗙䳔㽕䕧ߎ䜡㕂ੑҸⱘ LOG ֵᙃǄ䇋೼ܼ

ሔ䜡㕂῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie(config)# logging userinfo 䆒㕂⫼᠋ⱏᔩ/䗔ߎⱘ LOG ֵᙃ˗ 

Ruijie(config)# logging userinfo 
command-log 

䆒㕂ᠻ㸠䜡㕂ੑҸᯊˈথ䗕 LOG ֵ

ᙃ 
 

45.3. ᮹ᖫⲥ᥻ 

Ўњⲥ᥻᮹ᖫֵᙃˈ䇋೼⡍ᴗ⫼᠋῵ᓣϟᠻ㸠ҹϟੑҸ˖ 

ੑҸ ԰⫼ 

Ruijie# show logging ᶹⳟݙᄬ㓧ކऎЁⱘ᮹ᖫ᡹᭛ˈҹঞ

᮹ᖫⳌ݇㒳䅵ֵᙃ 

Ruijie# show logging count ᶹⳟ㋏㒳Ё৘῵ഫ᮹ᖫֵᙃ㒳䅵ᚙމ 

Ruijie# clear logging ⏙䰸ݙᄬ㓧ކऎЁⱘ᮹ᖫ᡹᭛ 

Ruijie# more flash:filename  ᶹⳟᠽሩ FLASH Ёⱘ᮹ᖫ᭛ӊ 
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~ 注意： 
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㄀46ゴ� ේ঴ㅵ⧚ 

46.1. ⧚㾷ේ঴ 

46.1.1. ὖ䗄 

ේ঴ᡔᴃᰃϔ⾡䲚Ёㅵ⧚੠ッষᠽሩᡔᴃǄ⫼᠋ৃҹՓ⫼ේ঴ッষ੠ේ঴䖲᥹㒓

ᇚ໮ৄ⣀ゟⱘѸᤶᴎ䖲᥹೼ϔ䍋ᵘ៤㒳ϔේ঴㋏㒳ˈ᳝݋ҹϟӬ⚍˖ 

♉⌏ᠽሩッষᆚᑺǄේ঴㋏㒳ⱘッষ᭄ᰃ⬅ේ঴Ё᠔᳝៤ਬ䆒໛ⱘッষⳌࡴᕫࠄ

ⱘˈ⫼᠋ৃҹḍ᥂㔥㒰㾘῵♉⌏ⱘ๲ࡴ៪ޣᇥッষ᭄䞣ˈ㗠ϡ䳔㽕ᑳᓗࠡܜ䞛䌁

ⱘ䆒໛ˈҢ㗠ֱᡸњ⫼᠋ᡩ䌘Ǆ 

ᮍ֓⫼᠋ㅵ⧚᪡԰Ǆේ঴㋏㒳೼䘏䕥Ϟᰃϔৄ䆒໛ˈ೼㔥㒰ЁᰃϔϾ㡖⚍ˈ݊䗮

䖛ϔϾ IP ഄഔᴹㅵ⧚ˈޣᇥ IP ഄഔⱘऴ⫼ᑊᮍ֓㔥㒰ㅵ⧚Ǆ 

46.1.2. ⹀ӊ㒧ᵘ 

㒘៤ේ঴㋏㒳ϔ㠀ᴹ䇈䳔㽕⡍⅞ⱘේ঴ッষ੠ේ঴㒓㓚ˈ䫤᥋Ѹᤶᴎᦤկ໮⾡⹀

ӊᮍḜկ⫼᠋䗝ᢽ˖ 

ේ঴῵ഫ˖ϧ⫼ⱘේ঴῵ഫৃᦤկ催ᏺᆑˈԢ៤ᴀⱘේ঴ᮍḜ˗Փ⫼䖭⾡ᮍḜ䳔

㽕ϧ⫼ⱘේ঴㒓㓚ˈේ঴៤ਬ䆒໛Ѧ䖲ⱘ䎱⾏ফࠄේ঴㒓㓚䭓ᑺⱘ㑺ᴳǄ 

᱂䗮῵ഫ˖᱂䗮῵ഫৃᦤկ催ᏺᆑˈ䭓䎱⾏ⱘේ঴ᮍḜ˗Փ⫼䖭⾡ᮍḜϡ䳔㽕ϧ

⫼ⱘේ঴㒓㓚ˈ៤ᴀ催ᰃ䖭⾡ᮍḜⱘ㔎⚍Ǆ 

೎ᅮッষ˖೎ᅮッষৃᦤկ៤ᴀԢˈ䭓䎱⾏ⱘේ঴ᮍḜ˗Փ⫼䖭⾡ᮍḜϡ䳔㽕ϧ

⫼ⱘේ঴㒓㓚ˈᏺᆑԢᰃ䖭⾡ᮍḜⱘ㔎⚍Ǆ 

 

~ 注意： 

Ѹᤶᴎේ঴㋏㒳ᬃᣕ 8 ৄ៤ਬ䆒໛ˈՓ⫼ේ঴῵ഫ៪ේ঴㒓㓚ᓎゟේ঴㋏㒳ˈේ

঴ⱘᅝ㺙খ㾕݋ԧѻકⱘ⹀ӊ䇈ᯢкǄ 

S3750 ㋏߫Ѹᤶᴎᬃᣕ⏋ේǄ 
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46.1.3. ේ঴ⱘਃࡼ੠ذℶ 

೼ਃࡼ䰊↉བᵰѸᤶᴎⱘᦦῑݙ᳾ᦦේ঴῵ഫˈ߭Ꮉ԰೼ऩᴎ῵ᓣϟ˗བᵰѸᤶ

ᴎⱘᦦῑݙᦦ᳝ේ঴῵ഫˈᅗᇚӮẔ⌟ේ঴䫒䏃ᰃ৺䖲䗮ˈ㢹ේ঴䫒䏃㛑໳ℷᐌ

䖲䗮ˈ߭Ꮉ԰೼ේ঴῵ᓣϟˈ㢹Ѹᤶᴎ೼㒣䖛ϔ↉ᯊ䯈ⱘẔ⌟থ⦄ේ঴䫒䏃ҡ᮴

⊩ℷᐌ䖲䗮ˈ߭Ꮉ԰೼ऩᴎ῵ᓣϟǄ 

೼ේ঴⦃๗Ёˈ㢹ේ঴⬉㓚䖲᥹Ёᮁˈᇍේ঴ⱘㅵ⧚᪡԰ᇚӮ༅䋹, ㋏㒳ᇚӮথ

䗕Ⳍᑨⱘ᮹ᖫֵᙃᦤ⼎⫼᠋˖ 

STACKMODULE-LINKSTATUS-CHANGED: Link loss is detected in the 
stack loop. 

Device [2] loss has been detected, system will reset. 

བᵰ೼ 10 ⾦䩳ݙේ঴⬉㓚ᘶ໡䖲᥹ˈ߭ේ঴⦃๗ৃҹᘶ໡ℷᐌᎹ԰,㋏㒳ᇚӮথ

䗕Ⳍᑨⱘ᮹ᖫֵᙃᦤ⼎⫼᠋˖ 

STACKMODULE-LINKSTATUS-CHANGED: Link recover is detected in the 

stack loop. 

བᵰ䖲᥹Ёᮁ䍙䖛 10 ⾦ˈේ঴᮴⊩ℷᐌᎹ԰ˈේ঴㋏㒳Ӯ䞡ᮄਃࡼˈ䞡ᮄᓎゟේ

঴Ǆ 

೼㔥㒰⌕䞣䖛໻ⱘᚙމϟˈᇍේ঴ⱘㅵ⧚᪡԰ᇚӮ༅䋹ˈℸᯊϡᖙ䞡ᮄਃࡼѸᤶ

ᴎˈᕙ㔥㒰⌕䞣ޣᇣৢˈේ঴⦃๗ЁⱘѸᤶᴎজ䛑ৃᘶ໡ℷᐌᎹ԰Ǆ 

ේ঴ϡᬃᣕ⛁ᦦᢨˈгህᰃϡ㛑೼ේ঴䖤㸠䖛⿟Ёᦦܹǃ⿏ߎǃ᳈ᤶ៤ਬ䆒໛Ǆ

བᵰ䖭Мخˈ߭ේ঴㋏㒳Ӯ䞡ᮄਃࡼˈ䞡ᮄᓎゟේ঴Ǆ೼〇ᅮᎹ԰ⱘේ঴⦃๗

ЁˈབᵰӏԩϔৄѸᤶᴎϟ⬉ᑊ䞡ᮄϞ⬉ˈේ঴Ёⱘ᠔᳝݊ҪѸᤶᴎᇚ㞾ࡼ໡ԡ

ᑊ䞡ᮄゲ䗝ˈᵘᓎᮄⱘේ঴Ǆ 

 

~ 注意： 

೼ේ঴䖤㸠䖛⿟Ёᦦܹǃ⿏ߎǃ᳈ᤶ៤ਬ䆒໛ˈ߭ᇐ㟈ේ঴໡ԡˈ䞡ᮄゲ䗝ˈᵘ

ᓎᮄⱘේ঴Ǆ 
 

46.2. 䜡㕂ේ঴ 

46.2.1. 㔎ⳕ䜡㕂 

䆒໛ⱘේ঴ሲᗻ㔎ⳕ䜡㕂བϟ㸼᠔⼎˖ 

ሲᗻ 㔎ⳕؐ 
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ේ঴ষ ේ঴῵ഫ 

䆒໛Ӭܜ㑻 1 

䆒໛ᦣ䗄 SWITCH 

 

46.2.2. བԩḍ᥂䆒໛ো⹂䅸ේ঴៤ਬ䆒໛ 

ේ঴㋏㒳ЁⱘЏᴎᰃḍ᥂៤ਬ䆒໛ⱘӬܜ㑻ሲᗻ䗝ВߎᴹⱘˈӬܜ㑻᳔ؐ໻ⱘЎ

Џᴎˈᔧ៤ਬ䆒໛ⱘӬܜ㑻ؐϔḋⱘᯊ׭ˈ߭ḍ᥂ MAC ഄഔ䖯㸠䗝ВˈMAC ഄ

ഔ᳔ᇣⱘЎЏᴎǄ䜡㕂ᅠ䆒໛Ӭܜ㑻ৢ䳔㽕䞡ਃᠡ㛑⫳ᬜǄ 

ᔧේ঴ᓎゟПৢˈা᳝䗮䖛ЏᴎІষᠡ㛑ᠻ㸠ᏺ໪ㅵ⧚ˈ᠔ҹᓎ䆂ᙼ೼ᓎゟේ঴

Пࠡܜ䗝ᢽϔৄЏᴎˈ೼ऩᴎ῵ᓣϟᇚ݊Ӭܜ㑻ׂᬍЎ䕗催Ӭܜ㑻ˈֱ䆕݊೼ේ

঴ЁЎЏᴎǄ䆒໛Ӭܜ㑻ҢԢࠄ催Ў 㔎ⳕ䆒㕂Ўॖߎˈ1-10 1ˈ䆺㒚䆒㕂ᮍ⊩খ

㾕 䜡㕂䆒໛Ӭܜ㑻Ǆේ঴ਃࡼ⫼show memberੑҸᰒ⼎ේ঴៤ਬֵᙃЁˈᙼৃ

ҹḍ᥂ේ঴៤ਬMACഄഔֵᙃᴹ⹂ᅮේ঴Ёⱘ䆒໛ҹঞᥦ߫乎ᑣǄ 

ᓎ䆂ᙼᇚ䳔㽕ේ঴ⱘ䆒໛Ң䆒໛ˍࠄ䆒໛ N ձᑣᨚདৢḍ᥂Ϟ䗄㾘߭䖲᥹ේ঴㒓

ҹᮍ֓ㅵ⧚Ǆ 

 

~ 注意： 

ේ঴Ёা᳝ЏᴎІষ㛑ᠻ㸠ᏺ໪ㅵ⧚ˈ᠔ҹ೼ᓎゟේ঴П᳔ࠡདܜ䗝ᢽϔৄЏ

ᴎˈᇚ݊Ӭܜ㑻೼ऩᴎ῵ᓣϟ䆒㕂Ў䕗催ˈ✊ৢᓎゟේ঴ˈ⹂ֱ䆹䆒໛೼ේ঴Ё

ЎЏᴎǄ 
 

46.2.3. 䜡㕂䆒໛Ӭܜ㑻 

೼ܼሔ῵ᓣϟ,䇋Փ⫼བϟੑҸ䜡㕂:  

 

 

ੑҸ ᦣ䗄 

Ruijie(config)# device-priority 
[member] priority 
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~ 注意： 

䜡㕂ᅠ៤ৢˈ䳔㽕ᠻ㸠 write ੑҸֱᄬˈ೼ේ঴໡ԡৢ䞡ᮄᓎゟේ঴㋏㒳ᯊᮄⱘӬ

 㑻ᠡ㛑⫳ᬜǄܜ
 

46.2.4. 䜡㕂䆒໛߿ৡ 

Ўњᮍ֓䆄ᖚˈᙼৃҹ㒭ේ঴៤ਬ䆒໛䜡㕂߿ৡǄ೼ܼሔ䜡㕂῵ᓣϟ,䇋Փ⫼བϟ

ੑҸ䜡㕂:  

ੑҸ ᦣ䗄 

Ruijie(config)# 
device-description [member 
member] description 

member:পؐ 1-MAX, 䜡㕂ⱘ៤ਬ䆒໛. 
description:ᄫヺ䭓ᑺЎ 31, ᣛ䆒໛ⱘ߿ৡ

咬䅸ᚙމϟ䜡㕂ⱘ៤ਬ䆒໛Ў 1 

䜡㕂ᅲ՟: ᣛᅮ៤ਬ䆒໛ 2 ⱘ߿ৡЎ red-giant 

Ruijie(config)# device-description member 2 red-giant 

46.2.5. 䜡㕂ේ঴ッষ 

೼᥹ষ䜡㕂῵ᓣϟ,䇋Փ⫼བϟੑҸ䜡㕂:  

ੑҸ ᦣ䗄 

Ruijie(config-if)# stack on Փ㛑䆒໛ⱘේ঴ষˈৃҹՓ⫼ no খ᭄প⍜ 

䜡㕂ᅲ՟: Փ㛑Ѹᤶᴎⱘ GigabitEthernet 0/28 ষⱘේ঴ࡳ㛑 

Ruijie(config)# int GigabitEthernet 0/28 
Ruijie(config-if)# stack on 

 
 
 
 

 

~ 注意： 

ᇍѢ S3750 Ѹᤶᴎ㗠㿔ˈ䳔㽕ᇚᣛᅮッষ䜡㕂Ўේ঴ষৢᠡৃҹ䗮䖛䆹ッষ䖯㸠

ේ঴Ǆ ᇍѢ S3750-24 Ѹᤶᴎˈ݊ GigabitEthernet 0/27ˈGigabitEthernet 0/28
ৃ ҹ 㹿 䜡 㕂 Ў ේ ঴ ষ ˗ ᇍ Ѣ S3750-48 Ѹ ᤶ ᴎ ˈ ݊ GigabitEthernet0/51 ˈ

GigabitEthernet0/52 ৃҹ㹿䜡㕂Ўේ঴ষǄৠᯊ䳔㽕⊼ᛣⱘᰃˈϞ䴶䖭ѯッষഛ

Ўܝ⬉໡⫼ষˈ⬅Ѣ S3750 ѸᤶᴎϡᬃᣕՓ⫼ܝ㓚䖯㸠ේ঴ˈ᠔ҹ stack on ੑҸ

Ϣ medium-type fiber ੑҸᰃϡ㛑໳ৠᯊ䜡㕂ⱘǄ 
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1         2      0      1                                             
2         0      48     48      M5750-48GT/4SFP_Static_Module   

2        1      1      1            M5700_STACK_IB4X             
2        2      1      1            M5700_STACK_IB4X             

3        0       24     24       M5750-24GT/12SFP_Static_Module  
3        1      1      1            M5700_STACK_IB4X               

3        2      1      1            M5700_STACK_IB4X                
4        0     24        24      M5750-24GT/12SFP_Static_Module  

4        1      1      1            M5700_STACK_IB4X               
4        2      1      1            M5700_STACK_IB4X              

5        0      24   24          M5750-24GT/12SFP_Static_Module  
5        1      1      1            M5700_STACK_IB4X               

5        2      1      1            M5700_STACK_IB4X              
6        0      24     24        M5750-24GT/12SFP_Static_Module  

6        1      1      1            M5700_STACK_IB4X              
6        2      0      1                                               

7        0      24     24        M5750-24GT/12SFP_Static_Module  
7        1      1      1            M5700_STACK_IB4X                

7        2      1      1            M5700_STACK_IB4X               
8        0      48     48          M5750-48GT/4SFP_Static_Module  

8        1      1      1            M5700_STACK_IB4X               
8        2      1      1            M5700_STACK_IB4X               

Ruijie#show version 

System description : Red-Giant 10G Routing  

Switch(RG-S5750-24GT/12SFP) By Ruijie Network 
System start time        : 2007-4-23 17:39:11 

System hardware version : 1.0 
System software version : RGOS 10.1.00(2), Release(12889) 

System BOOT version      : 10.1.11330 
System CTRL version      : 10.1.11330 

System Serial Number     : 1234942570002 
Device information: 

Device-1 
Hardware version : 1.0 

Software version : RGOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570002 

Device-2 
Hardware version : 1.0 

Software version : RGNOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570001 

Device-3 
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Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570003 
Device-4 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570004 
Device-5 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570005 
Device-6 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570006 
Device-7 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570007 
Device-8 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570008 

Ruijie#show member 

Member      Mac Address      Priority Software Version        
Hardware           Version   Description 

------      -------------   ------------------------    
--------------------------- 

1         00d0.f810.3323  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

2         00d0.f822.33aa  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

3         00d0.f822.33ae  1         RGOS 10.1.00(2),  
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Release(12889)   1.0         SWITCH 


	第1章 命令行界面配置 
	1.1. 命令模式 
	1.2. 获得帮助 
	1.3. 简写命令 
	1.4. 使用命令的no和default选项 
	1.5. 理解CLI的提示信息 
	1.6. 使用历史命令 
	1.7. 使用编辑特性 
	1.7.1. 编辑快捷键 
	1.7.2. 命令行滑动窗口 

	1.8. CLI输出信息的过滤和查找 
	1.8.1. Show命令的查找和过滤 

	1.9. 使用命令别名 
	1.9.1. 访问CLI 


	第2章 交换机基础管理配置 
	2.1. 概述 
	2.2. 通过命令的授权控制用户访问 
	2.2.1. 概述 
	2.2.2. 缺省的口令和特权级别配置 
	2.2.3. 设置和改变各级别的口令 
	2.2.4. 配置多个特权级别 
	2.2.4.1. 命令授权配置 
	2.2.4.2. 命令授权配置实例 

	2.2.5. 配置线路（line）口令保护 
	2.2.6. 支持会话锁定 

	2.3. 登录认证控制 
	2.3.1. 概述 
	2.3.2. 配置本地用户 
	2.3.3. 配置线路登录认证 

	2.4. 系统时间配置 
	2.4.1. 概述 
	2.4.2. 设置系统时间 
	2.4.3. 查看系统时间 
	2.4.4. 硬件时钟更新 

	2.5. 定时重启 
	2.5.1. 概述 
	2.5.2. 指定系统在某个时间重启 
	2.5.3. 指定系统一段时间后重启 
	2.5.4. 直接重启 
	2.5.5. 删除已设置的重启策略 

	2.6. 系统名称和命令提示符 
	2.6.1. 概述 
	2.6.2. 配置系统名称 
	2.6.3. 配置命令提示符 

	2.7. 标题配置 
	2.7.1. 概述 
	2.7.2. 配置每日通知 
	2.7.3. 配置登录标题 
	2.7.4. 显示标题 

	2.8. 查看系统信息 
	2.8.1. 概述 
	2.8.2. 查看系统、版本信息 
	2.8.3. 显示硬件实体信息 
	2.8.4. 查看系统默认启动的主程序名 

	2.9. 控制台速率配置 
	2.9.1. 概述 
	2.9.2. 设置控制台速率 

	2.10. 在网络设备上使用telnet 
	2.10.1. 概述 
	2.10.2. 使用Telnet Client 

	2.11. 连接超时设置 
	2.11.1. 概述 
	2.11.2. 连接超时 
	2.11.3. 会话超时 

	2.12. 批处理执行文件中的命令 
	2.13. 服务开关设置 
	2.14. HTTP服务参数设置 

	第3章 LINE模式配置 
	3.1. 概述 
	3.2. LINE模式配置 
	3.2.1. 进入LINE模式 
	3.2.2. 增加/减少LINE VTY数目 
	3.2.3. 配置Line下的可通讯协议 
	3.2.4. 配置Line下的访问控制列表 


	第4章 系统升级维护配置 
	4.1. 概述 
	4.2. 升级维护方法 
	4.2.1. 通过TFTP协议传输文件 
	4.2.2. 通过XMODEM协议传输文件 
	4.2.3. 升级系统 


	第5章 网络通信检测工具 
	5.1. Ping 连通性测试 
	5.2. Traceroute连通性测试  

	第6章 接口配置 
	6.1. 接口类型概述 
	6.1.1. 二层接口(L2 interface) 
	6.1.1.1. Switch Port 
	6.1.1.1.1. Access Port 
	6.1.1.1.2. Trunk Port 
	6.1.1.1.3. Hybrid端口 

	6.1.1.2. L2 Aggregate Port 

	6.1.2. 三层接口(L3 interface) 
	6.1.2.1. SVI(Switch virtual interface) 
	6.1.2.2. Routed Port 
	6.1.2.3. L3 Aggregate Port 


	6.2. 配置接口 
	6.2.1. 接口编号规则 
	6.2.2. 接口配置命令的使用 
	6.2.3. 使用interface range命令 
	6.2.3.1. 配置一定范围的接口 
	6.2.3.2. 配置和使用端口范围的宏定义 

	6.2.4. 选择接口介质类型 
	6.2.5. 配置接口的描述和管理状态 
	6.2.6. 配置接口的速度，双工，流控 
	6.2.7. 配置接口的MTU 
	6.2.8. 配置二层接口 
	6.2.8.1. 配置Switch Port 
	6.2.8.1.1. 配置access/trunk port 
	6.2.8.1.2. 配置Hybrid端口 

	6.2.8.2. 配置L2 Aggregate Port 
	6.2.8.3. 清除接口的统计值并复位该接口 

	6.2.9. 配置三层接口 
	6.2.9.1. 配置SVI 
	6.2.9.2. 配置Routed port 
	6.2.9.3. 配置L3 Aggregate Port 


	6.3. 端口属性随端口类型变化的转化关系
	6.4. 显示接口配置和状态 
	6.5. line-detect线缆检测 
	6.6. LinkTrap策略配置 
	6.6.1. 配置命令
	6.6.2. 配置举例 


	第7章 Aggregate Port配置 
	7.1. 概述 
	7.1.1. 理解Aggregate Port 
	7.1.2. 理解流量平衡 

	7.2. 配置Aggregate Port 
	7.2.1. 缺省的Aggregate Port配置 
	7.2.2. Aggregate Port配置指导 
	7.2.3. 配置Aggregate Port 
	7.2.4. 配置三层Aggregate Port 
	7.2.5. 配置Aggregate Port的流量平衡 

	7.3. 显示Aggregate Port 

	第8章 VLAN配置 
	8.1. 概述 
	8.1.1. 支持的VLAN 
	8.1.2. VLAN成员类型 

	8.2. 配置VLAN 
	8.2.1. VLAN配置信息的保存 
	8.2.2. 缺省的VLAN配置
	8.2.3. 创建、修改一个VLAN 
	8.2.4. 删除一个VLAN 
	8.2.5. 向VLAN分配Access口 

	8.3. 配置VLAN Trunks 
	8.3.1. Trunking概述 
	8.3.2. 配置一个Trunk口 
	8.3.2.1. Trunk口基本配置 

	8.3.3. 定义Trunk口的许可VLAN列表 
	8.3.4. 配置Native VLAN 

	8.4. 显示VLAN  
	8.5. VLAN配置用例 
	8.5.1. 组网拓扑 
	8.5.2. 组网需求 
	8.5.3. 配置要点 
	8.5.4. 配置步骤 


	第9章 Super VLAN配置 
	9.1. 概述 
	9.2. 配置Super VLAN 
	9.3. 配置Super VLAN的Sub VLAN 
	9.4. 设置Sub VLAN的地址范围 
	9.5. 设置Super VLAN的虚拟接口 
	9.6. 设置VLAN的代理ARP功能 
	9.7. 显示supervlan设置 
	9.8. 配置举例 

	第10章 Protocol VLAN配置 
	10.1. Protocol VLAN技术 
	10.2. 配置Protocol VLAN  
	10.2.1. 缺省Protocol VLAN 
	10.2.2. 配置报文类型和以太网类型的profile 
	10.2.3. 应用profile 

	10.3. Protocol VLAN的显示 

	第11章 Private VLAN配置 
	11.1. Private VLAN技术 
	11.2. Private VLAN配置 
	11.2.1. 缺省Private VLAN设置 
	11.2.2. 配置VLAN作为私有VLAN 
	11.2.3. 关联Secondary VLAN和Primary VLAN 
	11.2.4. 映射Secondary VLAN和Primary VLAN的三层接口 
	11.2.5. 配置二层接口作为私有VLAN的主机端口 
	11.2.6. 配置二层接口作为私有VLAN的混杂端口 

	11.3. Private VLAN显示 
	11.3.1. 显示private VLAN 

	11.4. Private VLAN典型用例 
	11.4.1. 多台交换机上的Private VLAN配置 
	11.4.1.1. 组网需求 
	11.4.1.2. 组网拓扑 
	11.4.1.3. 配置步骤 

	11.4.2. 单台三层交换机上的Private VLAN配置 
	11.4.2.1. 组网需求 
	11.4.2.2. 组网拓扑 
	11.4.2.3. 配置步骤 



	第12章 802.1Q tunneling 
	12.1. 理解802.1Q tunneling 
	12.2. 配置802.1Q tunneling 
	12.3. 802.1Q tunneling的默认配置 
	12.3.1. 802.1Q tunneling配置指南 
	12.3.2. 802.1Q tunneling配置的限制 
	12.3.3. 配置一个802.1Q tunneling端口 
	12.3.4. 配置一个uplink端口 
	12.3.5. 配置服务商Tag中的TPID值 
	12.3.6. 配置用户Tag的优先级复制 


	第13章 MAC地址配置 
	13.1. 管理MAC地址表 
	13.1.1. 概述 
	13.1.1.1. 动态地址 
	13.1.1.2. 静态地址 
	13.1.1.3. 过滤地址 
	13.1.1.4. MAC地址和VLAN的关联 

	13.1.2. 配置MAC地址 
	13.1.2.1. MAC地址表的缺省配置 
	13.1.2.2. 设置地址老化时间 
	13.1.2.3. 删除动态地址表项 
	13.1.2.4. 增加和删除静态地址表项 
	13.1.2.5. 增加和删除过滤地址表项 

	13.1.3. 查看MAC地址信息 

	13.2. MAC地址变化通知 
	13.2.1. 概述 
	13.2.2. 配置MAC地址变化通知功能 
	13.2.3. 查看MAC地址变化通知信息 

	13.3. IP和MAC地址绑定 
	13.3.1. 概述  
	13.3.2. 配置地址绑定  
	13.3.3. 查看地址绑定表  
	13.3.4. 查看指定地址绑定状态 
	13.3.5. 查看地址绑定表是否打开  
	13.3.6. 设置IP地址绑定模式 
	13.3.7. 配置地址绑定例外口 
	13.3.8. 查看地址绑定例外口  


	第14章 DHCP Snooping配置 
	14.1. DHCP Snooping简介 
	14.1.1. 理解DHCP 
	14.1.2. 理解DHCP Snooping 
	14.1.3. 理解DHCP Snooping information option  
	14.1.4. DHCP Snooping 地址绑定功能 
	14.1.5. DHCP Snooping支持Bootp用户绑定 
	14.1.6. DHCP snooping的相关安全功能 
	14.1.7. DHCP Snooping配置的其他注意事项  

	14.2. DHCP Snooping配置 
	14.2.1. 配置打开和关闭DHCP Snooping 
	14.2.2. 配置DHCP Snooping支持Bootp用户绑定 
	14.2.3. 配置源MAC检查功能 
	14.2.4. 配置静态绑定用户 
	14.2.5. 配置DHCP snooping information option 
	14.2.6. 配置端口地址绑定开关 
	14.2.7. 配置定时将DHCP Snooping数据库写入Flash文件 
	14.2.8. 配置手动将DHCP snooping数据库写入Flash文件 
	14.2.9. 配置端口为TRUST口 
	14.2.10. 清空DHCP Snooping数据库中所有动态用户信息 

	14.3. DHCP snooping其他配置 
	14.3.1. 显示DHCP snooping 
	14.3.2. 显示DHCP snooping 数据库信息 
	14.3.3. DHCP snooping调试开关 


	第15章 IGMP Snooping配置 
	15.1. 概述 
	15.1.1. 理解IGMP 
	15.1.2. 理解IGMP Snooping 
	15.1.3. 理解路由连接口 
	15.1.4. 理解IGMP Snooping的各种工作模式 
	15.1.5. 理解源端口检查 
	15.1.6. 理解fast-leave 
	15.1.7. 理解IGMP snooping suppression 
	15.1.8. 典型应用 

	15.2. 配置IGMP Snooping 
	15.2.1. IGMP Snooping的默认值
	15.2.2. 配置IGMP Profiles 
	15.2.3. 配置路由连接口 
	15.2.4. 配置路由连接口转发组播帧的范围 
	15.2.5. 配置动态学习的路由口的老化时间 
	15.2.6. 配置IVGL模式 
	15.2.7. 配置DISABLE模式 
	15.2.8. 配置Query报文的最长响应时间 
	15.2.9. 配置源端口检查 
	15.2.10. 配置Fast-leave 
	15.2.11. 配置IGMP Snooping Suppression 
	15.2.12. 配置IGMP Snooping的静态成员 
	15.2.13. 配置IGMP Filtering 

	15.3. 查看IGMP Snooping信息 
	15.3.1. 查看当前模式 
	15.3.2. 查看和清除IGMP snooping的统计值 
	15.3.3. 查看路由连接口信息 
	15.3.4. 查看动态转发表 
	15.3.5. 查看源端口检查状态 
	15.3.6. 查看IGMP Profile 
	15.3.7. 查看IGMP Filtering 

	15.4. 配置IGMP Snooping的其它限制 

	第16章 MSTP配置 
	16.1. MSTP概述 
	16.1.1. STP、RSTP 
	16.1.1.1. STP、RSTP 总述 
	16.1.1.2. Bridge Protocol Data Units(简写为BPDU)： 
	16.1.1.3. Bridge ID 
	16.1.1.4. Spanning-Tree Timers（生成树的定时器） 
	16.1.1.5. Port Roles and Port States 
	16.1.1.6. 网络拓朴树的生成（典型应用方案） 
	16.1.1.7. RSTP的快速收敛 
	16.1.1.8. RSTP与STP的兼容 

	16.1.2. MSTP概述 
	16.1.2.1. 如何划分MSTP Region 
	16.1.2.2. MSTP region内的生成树（IST） 
	16.1.2.3. MSTP region间的生成树（CST） 
	16.1.2.4. Hop Count 
	16.1.2.5. MSTP和RSTP、STP协议的兼容 


	16.2. MSTP可选特性概述 
	16.2.1. 理解Port Fast 
	16.2.2. 理解边缘口的自动识别(AutoEdge功能) 
	16.2.3. 理解BPDU Guard 
	16.2.4. 理解BPDU Filter 
	16.2.5. 理解TC Guard 
	16.2.6. 理解BPDU 源MAC检查 
	16.2.7. 理解BPDU 非法长度过滤 
	16.2.8. 理解Root Guard功能 
	16.2.9. 理解Loop Guard功能 

	16.3. 配置MSTP 
	16.3.1. 缺省的Spanning Tree设置 
	16.3.2. 打开、关闭Spanning Tree协议 
	16.3.3. 配置Spanning Tree的模式 
	16.3.4. 配置设备优先级（Switch Priority） 
	16.3.5. 配置端口优先级（Port Priority） 
	16.3.6. 配置端口的路径花费（Path Cost） 
	16.3.7. 配置Path Cost的缺省计算方法（path cost method） 
	16.3.8. 配置Hello Time 
	16.3.9. 配置Forward-Delay Time 
	16.3.10. 配置Max-Age Time 
	16.3.11. 配置Tx-Hold-Count 
	16.3.12. 配置link-type 
	16.3.13. 配置Protocol Migration处理 
	16.3.14. 配置MSTP Region 
	16.3.15. 配置Maximum-Hop Count 
	16.3.16. 配置接口的兼容性模式 

	16.4. 配置MSTP可选特性 
	16.4.1. 缺省的生成树可选特性设置 
	16.4.2. 打开Port Fast 
	16.4.3. 关闭边缘口的自动识别 
	16.4.4. 打开BPDU Guard 
	16.4.5. 打开BPDU Filter 
	16.4.6. 打开TC Guard 
	16.4.7. 打开BPDU源MAC检查 
	16.4.8. 启用Root Guard特性 
	16.4.9. 启用Loop Guard特性 
	16.4.10. 关闭接口的保护功能 

	16.5. 显示MSTP配置和状态 
	16.6. MSTP典型配置用例 
	16.6.1. 组网需求 
	16.6.2. 组网拓扑 
	16.6.3. 配置步骤 


	第17章 SPAN配置 
	17.1. 概述 
	17.1.1. 理解SPAN 
	17.1.2. 产品差异性 

	17.2. SPAN概念和术语 
	17.2.1. SPAN会话 
	17.2.2. 帧类型 
	17.2.3. 源端口 
	17.2.4. 目的端口 

	17.3. 配置SPAN 
	17.3.1. SPAN配置
	17.3.2. SPAN配置指南 
	17.3.3. 创建一个SPAN会话并指定监控口和被监控口 
	17.3.4. 从SPAN会话中删除一个口 

	17.4. 显示SPAN状态 

	第18章 IP地址与服务配置 
	18.1. IP地址配置 
	18.1.1. IP地址简介 
	18.1.2. IP地址配置任务列表 
	18.1.2.1. 接口IP地址配置 
	18.1.2.1.1. 接口配置多个IP地址 

	18.1.2.2. 地址解析协议（ARP）配置 
	18.1.2.2.1. 静态配置ARP 
	18.1.2.2.2. ARP封装设置 
	18.1.2.2.3. ARP超时设置 

	18.1.2.3. 关闭IP路由 
	18.1.2.4. 广播包处理配置 
	18.1.2.4.1. 定向广播到物理广播转换 
	18.1.2.4.2. 创建IP广播地址 


	18.1.3. 监视和维护IP地址 
	18.1.3.1. 清除缓冲和表内容 
	18.1.3.2. 显示系统和网络状态 

	18.1.4. IP地址配置范例 
	18.1.4.1. 次IP地址配置范例 


	18.2. IP服务配置 
	18.2.1. IP服务配置任务列表 
	18.2.2. IP连接管理 
	18.2.2.1. 启用ICMP目标不可达消息 
	18.2.2.2. 启用ICMP重定向消息 
	18.2.2.3. 启用ICMP掩码应答消息 
	18.2.2.4. 设置IP MTU 
	18.2.2.5. 配置IP源路由 



	第19章 DHCP配置 
	19.1. DHCP介绍 
	19.2. DHCP服务器简介 
	19.3. DHCP客户端简介 
	19.4. DHCP中继代理简介 
	19.5. DHCP配置 
	19.5.1. 启用DHCP服务器与中继代理 
	19.5.2. DHCP排斥地址配置 
	19.5.3. DHCP地址池配置 
	19.5.3.1. 配置地址池名并进入其配置模式 
	19.5.3.2. 配置客户端启动文件 
	19.5.3.3. 配置客户端缺省网关 
	19.5.3.4. 配置地址租期 
	19.5.3.5. 配置客户端的域名 
	19.5.3.6. 配置域名服务器 
	19.5.3.7. 配置NetBIOS WINS服务器 
	19.5.3.8. 配置客户端NetBIOS节点类型 
	19.5.3.9. 配置DHCP地址池的网络号和掩码 

	19.5.4. 手工地址绑定 
	19.5.5. 配置Ping包次数 
	19.5.6. 配置Ping包超时时间 
	19.5.7. 以太网接口DHCP客户端配置 
	19.5.8. PPP封装链路上的DHCP客户端配置 
	19.5.9. FR封装链路上的DHCP客户端配置 
	19.5.10. HDLC封装链路上的DHCP客户端配置 

	19.6. 监视和维护信息 
	19.6.1. 监视和维护DHCP服务器 
	19.6.2. 监视和维护DHCP客户端 

	19.7. 配置范例 
	19.7.1. 地址池配置例子 
	19.7.2. 手工绑定配置 
	19.7.3. DHCP客户端配置 


	第20章 DHCP Relay配置 
	20.1. 概述 
	20.1.1. 理解DHCP 
	20.1.2. 理解DHCP中继代理（DHCP Relay Agent） 
	20.1.3. 理解DHCP Relay Agent Information(option 82) 
	20.1.4. 理解DHCP relay Check Server-id功能  

	20.2. 配置DHCP 
	20.2.1. 配置DHCP中继代理 
	20.2.2. 配置DHCP Server的IP地址 
	20.2.3. 配置DHCP option dot1x 
	20.2.4. 配置DHCP option dot1x access-group 
	20.2.5. 配置DHCP option 82 
	20.2.6. 配置DHCP relay check server-id 
	20.2.7. 配置DHCP relay suppression 
	20.2.8. DHCP配置实例 

	20.3. 配置DHCP relay的其他注意事项 
	20.3.1. 配置DHCP option dot1x需要的注意事项 
	20.3.2. 配置DHCP option82需要的注意事项 

	20.4. 显示DHCP配置 
	20.5. 典型配置用例 
	20.5.1. 跨网段的用户申请IP上网 
	20.5.1.1. 配置要求 
	20.5.1.2. 拓扑图 
	20.5.1.3. 分析 
	20.5.1.4. 配置过程 



	第21章 DNS配置 
	21.1. DNS概述 
	21.2. 配置域名解析 
	21.2.1. 缺省的DNS配置 
	21.2.2. 打开DNS域名解析服务 
	21.2.3. 配置DNS Server 
	21.2.4. 静态配置主机名和IP地址的映射 
	21.2.5. 清除动态主机名缓存表 
	21.2.6. 域名解析信息显示 
	21.2.7. 应用举例 


	第22章 简单网络时间协议(SNTP) 
	22.1. 概述 
	22.1.1. SNTP原理 

	22.2. 配置SNTP 
	22.2.1. 缺省的SNTP设置 
	22.2.2. 打开SNTP 
	22.2.3. 配置NTP Server的地址 
	22.2.4. 配置SNTP同步时钟的间隔 
	22.2.5. 配置本地时区 

	22.3. 显示SNTP 

	第23章 NTP配置 
	23.1. 理解NTP 
	23.2. 配置NTP 
	23.2.1. 配置NTP全局安全识别机制 
	23.2.2. 配置NTP全局认证密钥 
	23.2.3. 配置NTP全局信任密钥ID 
	23.2.4. 配置NTP服务器 
	23.2.5. 关闭接口接收NTP报文 
	23.2.6. NTP功能开关 
	23.2.7. 配置NTP实时同步 

	23.3. NTP信息显示 
	23.3.1. 调试NTP 
	23.3.2. 显示NTP信息 

	23.4. 配置范例 

	第24章 UDP-Helper配置 
	24.1. UDP-Helper配置 
	24.1.1. UDP-Helper简介 

	24.2. 配置UDP-Helper 
	24.2.1. 缺省的UDP-Helper配置
	24.2.2. 启动UDP-Helper的中继转发功能
	24.2.3. 配置中继转发的目的服务器
	24.2.4. 配置需要中继转发的UDP端口 


	第25章 SNMP配置 
	25.1. SNMP相关知识 
	25.1.1. 概述 
	25.1.2. SNMP协议版本 
	25.1.3. SNMP管理操作 
	25.1.4. SNMP安全 
	25.1.5. SNMP 引擎标识 

	25.2. SNMP的配置 
	25.2.1. 设置认证名及访问权限 
	25.2.2. 配置MIB视图和组 
	25.2.3. 配置SNMP用户 
	25.2.4. 配置SNMP主机地址 
	25.2.5. 设置SNMP代理参数 
	25.2.6. 定义SNMP代理最大数据报文长度 
	25.2.7. 屏蔽SNMP代理 
	25.2.8. 关闭SNMP代理 
	25.2.9. 配置Agent主动向NMS发送Trap消息 
	25.2.10. Link Trap策略配置 
	25.2.11. 配置发送消息操作的参数 

	25.3. SNMP的监控与维护 
	25.3.1. 查看当前的SNMP状态 
	25.3.2. 查看当前SNMP代理支持的MIB对象 
	25.3.3. 查看SNMP用户 
	25.3.4. 查看SNMP视图和组 

	25.4. SNMP配置举例 
	25.4.1. 典型配置实例 
	25.4.2. SNMP访问列表关联控制实例 
	25.4.3. SNMPv3相关配置实例 


	第26章 RMON配置 
	26.1. 概述 
	26.1.1. 统计组 
	26.1.2. 历史组 
	26.1.3. 警告组 
	26.1.4. 事件组 

	26.2. RMON配置任务列表 
	26.2.1. 配置统计组 
	26.2.2. 配置历史控制组 
	26.2.3. 配置警告组和事件组 
	26.2.4. 显示RMON状态

	26.3. RMON配置实例 
	26.3.1. 配置统计组实例 
	26.3.2. 配置历史组实例 
	26.3.3. 配置警告组和事件组实例  
	26.3.4. 显示rmon状态实例 
	26.3.4.1. show rmon alarm 
	26.3.4.2. show rmon event 
	26.3.4.3. show rmon history 
	26.3.4.4. show rmon statistics 



	第27章 RIP路由协议配置 
	27.1. RIP简介 
	27.2. RIP配置任务列表 
	27.2.1. 创建RIP路由进程 
	27.2.2. RIP报文单播配置 
	27.2.3. 水平分割配置 
	27.2.4. 定义RIP版本 
	27.2.5. 配置路由汇聚功能 
	27.2.6. RIP认证配置 
	27.2.7. RIP时钟调整 
	27.2.8. RIP路由源地址验证配置 
	27.2.9. RIP接口状态控制 
	27.2.10. RIP接口通告缺省路由 

	27.3. RIP配置范例 
	27.3.1. RIP水平分割配置例子 
	27.3.2. RIP认证配置例子 
	27.3.3. RIP报文单播配置例子 


	第28章 OSPF路由协议配置 
	28.1. OSPF简介 
	28.2. OSPF配置任务列表  
	28.2.1. 创建OSPF路由进程  
	28.2.2. 配置OSPF接口参数 
	28.2.3. 配置OSPF以适应不同物理网络  
	28.2.3.1. 配置点到多点广播网络  
	28.2.3.2. 配置非广播网络 
	28.2.3.3. 配置广播网络类型  

	28.2.4. 配置OSPF区域参数  
	28.2.5. 配置OSPF NSSA  
	28.2.6. 配置OSPF路由汇聚 
	28.2.6.1. 配置区间路由汇聚  
	28.2.6.2. 配置外部路由汇聚 

	28.2.7. 创建虚拟链接  
	28.2.8. 产生缺省路由  
	28.2.9. 用Loopback地址做路由标识符 
	28.2.10. 更改OSPF缺省管理距离  
	28.2.11. 配置路由计算计时器  
	28.2.12. 状态更新信息调整时间 
	28.2.13. 配置OSPF接口度量 
	28.2.14. 配置接口接收数据库描述报文时是否校验MTU值 
	28.2.15. 配置禁止接口发送OSPF报文 
	28.2.16. 配置OSPF网管功能 
	28.2.16.1. 配置OSPFv2 MIB绑定 
	28.2.16.2. 配置OSPFv2 TRAP功能 


	28.3. 监视和维护OSPF  
	28.4. OSPF配置范例 
	28.4.1. OSPF NBMA网络类型配置例子 
	28.4.2. OSPF点到多点广播网络类型配置例子 
	28.4.3. OSPF认证配置例子 
	28.4.4. OSPF路由汇聚配置例子 
	28.4.5. OSPF ABR、ASBR配置例子 
	28.4.6. OSPF残域的配置例子 
	28.4.7. OSPF虚拟链接配置例子 


	第29章 协议无关配置 
	29.1. 配置IP路由 
	29.1.1. 静态路由配置 
	29.1.2. 缺省路由配置 
	29.1.3. 等价路由条数配置 

	29.2. 配置路由图 
	29.3. 路由重分布 
	29.3.1. 路由重分布配置 
	29.3.2. 缺省路由分发配置 
	29.3.3. 路由过滤配置 
	29.3.3.1. 控制路由更新通告 
	29.3.3.2. 控制路由更新处理 


	29.4. 配置范例 
	29.4.1. 路由图应用 
	29.4.2. 静态路由重分布 
	29.4.3. 动态路由协议重分布 


	第30章 IP组播路由配置 
	30.1. 概述 
	30.1.1. 组播路由实现 
	30.1.2. IGMP概述 
	30.1.2.1. IGMP不同版本的报文介绍 
	30.1.2.1.1. IGMP Version 1 
	30.1.2.1.2. IGMP Version 2 
	30.1.2.1.3. IGMP Version 3 


	30.1.3. PIM-DM概述 
	30.1.4. PIM-SM概述 

	30.2. 基本的组播路由配置 
	30.2.1. 启动组播路由转发 
	30.2.2. 启动组播路由协议 
	30.2.3. 启动IGMP 

	30.3. 高级的组播路由配置  
	30.3.1. 配置组播路由特性 
	30.3.1.1. 配置TTL阈值 
	30.3.1.2. 限制能够加入到IP组播路由表中的条目数量 
	30.3.1.3. 设置特定IP组范围的IP组播边界 
	30.3.1.4. 配置IP组播静态路由 
	30.3.1.5. 配置组播流二层流向控制 
	30.3.1.6. 组播路由的监控和维护 

	30.3.2. 配置IGMP 
	30.3.2.1. IGMP配置任务列表 
	30.3.2.2. 缺省IGMP配置
	30.3.2.3. 配置IGMP的版本 
	30.3.2.4. 配置最后成员查询间隔 
	30.3.2.5. 配置最后成员查询次数 
	30.3.2.6. 配置普通成员查询间隔 
	30.3.2.7. 配置最大响应间隔 
	30.3.2.8. 配置其它查询者存活的计时器间隔 
	30.3.2.9. 配置组播组访问控制 
	30.3.2.10. 配置立即离开组 
	30.3.2.11. 配置主机组join-group 
	30.3.2.12. 配置静态组static-group 
	30.3.2.13. 配置IGMP组成员数量限制 
	30.3.2.14. 配置IGMP PROXY-SERVICE 
	30.3.2.15. 配置IGMP MROUTE - PROXY 
	30.3.2.16. 启动IGMP SSM-MAP 
	30.3.2.17. 配置IGMP SSM-MAP STATIC 

	30.3.3. 监视维护IGMP状态及组成员信息 
	30.3.3.1. 清除IGMP缓存中通过响应消息得来的动态组成员信息 
	30.3.3.2. 清除IGMP缓存中特定接口上的所有信息 
	30.3.3.3. 显示直连子网中组成员的状况 
	30.3.3.4. 显示IGMP接口的配置信息 
	30.3.3.5. 显示IGMP SSM-MAP的配置信息 
	30.3.3.6. 显示IGMP调试开关的打开情况 
	30.3.3.7. 打开IGMP调试信息开关，观察IGMP的行为 

	30.3.4. 配置PIM-DM 
	30.3.4.1. PIM-DM配置任务列表 
	30.3.4.2. 启动组播路由 
	30.3.4.3. 启动PIM-DM 
	30.3.4.4. 配置Hello消息发送间隔 
	30.3.4.5. 配置PIM邻居过滤 
	30.3.4.6. 配置PIM状态更新功能 
	30.3.4.7. 配置PIM状态更新消息发送间隔 

	30.3.5. 监控和维护PIM-DM 
	30.3.5.1. 查看PIM-DM状态信息

	30.3.6. 配置PIM-SM 
	30.3.6.1. PIM-SM配置前的配置工作 
	30.3.6.2. PIM-SM配置任务列表 
	30.3.6.3. 启动组播路由 
	30.3.6.4. 启动PIM-SM 
	30.3.6.5. 配置Hello消息发送间隔 
	30.3.6.6. 配置PIM-SM邻居过滤 
	30.3.6.7. 配置指定设备DR的优先权值 
	30.3.6.8. 配置静态RP 
	30.3.6.9. 配置设备候选BSR状态 
	30.3.6.10. 配置忽略RP-SET中的RP的优先级 
	30.3.6.11. 配置候选RP 
	30.3.6.12. RP注册报文可达性检测 
	30.3.6.13. 配置RP对注册报文的地址过滤 
	30.3.6.14. 配置注册报文发送的速度限制 
	30.3.6.15. 配置注册报文的校验和的计算方式为cisco的计算方式 
	30.3.6.16. 配置注册报文的源地址 
	30.3.6.17. 配置注册报文抑制时间 
	30.3.6.18. 配置RP KAT定时器的时间值 
	30.3.6.19. 配置Join/Prune报文的发送间隔 
	30.3.6.20. 最后一跳设备由从共享树切换到最短路径树 
	30.3.6.21. 配置使用dense-mode的mib 
	30.3.6.22. 配置特定源组播 

	30.3.7. 监控和维护PIM-SM 
	30.3.7.1. 查看PIM-SM状态信息 
	30.3.7.2. 删除PIM-SM内部信息 


	30.4. 组播路由配置举例 
	30.4.1. PIM-DM配置范例 
	30.4.1.1. 配置要求 
	30.4.1.2. 设备配置 

	30.4.2. PIM-SM配置范例 
	30.4.2.1. 配置要求 
	30.4.2.2. 设备配置 



	第31章 基于端口的流控制配置 
	31.1. 风暴控制 
	31.1.1. 概述 
	31.1.2. 配置风暴控制 
	31.1.3. 查看风暴控制使能状态 

	31.2. Protected Port 
	31.2.1. 概述 
	31.2.2. 配置Protected Port 
	31.2.3. 显示Protected Port配置

	31.3. 端口安全 
	31.3.1. 概述 
	31.3.2. 配置端口安全 
	31.3.2.1. 端口安全的缺省配置 
	31.3.2.2. 端口安全配置指导 
	31.3.2.3. 配置安全端口及违例处理方式 
	31.3.2.4. 配置安全端口上的安全地址 
	31.3.2.5. 配置安全地址的老化时间 

	31.3.3. 查看端口安全信息 

	31.4. ARP-CHECK 
	31.4.1. 概述 
	31.4.2. 配置ARP-CHECK 


	第32章 802.1X配置 
	32.1. 概述 
	32.1.1. 设备的角色 
	32.1.2. 认证的发起及认证过程中的报文交互 
	32.1.3. 已认证用户及未认证用户的状态 
	32.1.4. 典型应用的拓扑结构 

	32.2. 配置802.1X 
	32.2.1. 802.1x 的默认配置 
	32.2.2. 802.1X 的配置注意事项 
	32.2.3. 配置设备与RADIUS SERVER 之间的通讯 
	32.2.4. 设置802.1X 认证的开关 
	32.2.5. 打开/关闭一个端口的认证 
	32.2.6. 打开定时重认证 
	32.2.7. 打开/关闭 过滤非我司supplicant 功能的开关 
	32.2.8. 改变QUIET 时间 
	32.2.9. 设置报文重传间隔 
	32.2.10. 设置最大请求次数 
	32.2.11. 设置最大重认证次数 
	32.2.12. 设置Server-timeout 
	32.2.13. 配置设备主动发起802.1x 认证 
	32.2.14. 配置802.1x 记帐 
	32.2.15. 配置IP 授权模式 
	32.2.16. 发布广告信息 
	32.2.17. 某端口下的可认证主机列表 
	32.2.18. 授权 
	32.2.19. 配置认证方式 
	32.2.20. 配置备份认证服务器 
	32.2.21. 对在线用户的配置及管理 
	32.2.22. 实现用户与IP 的捆绑 
	32.2.23. 基于端口的流量记费 
	32.2.24. 配置802.1X端口动态VLAN自动跳转 
	32.2.25. 代理服务器屏蔽和拨号屏蔽 
	32.2.26. 配置客户端在线探测 
	32.2.27. 配置EAPOL 帧带TAG 的选项开关 
	32.2.28. 配置基于端口的用户认证 
	32.2.29. 配置端口允许的最大用户数量 

	32.3. 查看802.1x 的配置及当前的统计值 
	32.3.1. 查看Radius 认证及记帐相关配置 
	32.3.2. 查看当前的用户数 
	32.3.3. 查看可认证地址列表 
	32.3.4. 查看用户认证状态信息 
	32.3.5. 查看1x 客户端探测定时器设置 

	32.4. 配置802.1x 其它注意事项 

	第33章 AAA配置 
	33.1. AAA基本原理 
	33.1.1. AAA基本原理 
	33.1.2. 方法列表 

	33.2. AAA配置基本步骤 
	33.2.1. AAA配置过程概述 
	33.2.2. 启用AAA 
	33.2.3. 停用AAA 
	33.2.4. 后续的配置过程 

	33.3. 配置认证 
	33.3.1. 定义AAA认证方法列表 
	33.3.2. 方法列表举例 
	33.3.3. 认证类型 
	33.3.4. 配置AAA身份认证的通用步骤 
	33.3.5. 配置AAA Login认证 
	33.3.5.1. 使用本地数据库进行Login认证 
	33.3.5.2. 使用RADIUS进行Login认证 

	33.3.6. 配置AAA Enable认证 
	33.3.6.1. 使用本地数据库进行Enable认证 
	33.3.6.2. 使用RADIUS进行Enable认证 

	33.3.7. 配置PPP用户使用AAA认证 
	33.3.8. 配置802.1x用户使用AAA认证 
	33.3.9. 配置认证示例 
	33.3.10. 终端服务应用下认证示例 

	33.4. 配置授权 
	33.4.1. 授权类型 
	33.4.2. 授权的准备工作 
	33.4.3. 配置授权列表 
	33.4.4. 配置AAA Exec授权 
	33.4.4.1. 使用本地数据库进行Exec授权 
	33.4.4.2. 使用RADIUS进行Exec授权 
	33.4.4.3. 配置Exec授权示例 

	33.4.5. 配置AAA Network授权 
	33.4.5.1. 使用RADIUS进行Network授权 
	33.4.5.2. 配置Network授权示例 


	33.5. 配置记帐 
	33.5.1. 记帐类型 
	33.5.2. 记帐的准备工作 
	33.5.3. 配置AAA Exec记帐 
	33.5.3.1. 使用RADIUS进行Exec记账 
	33.5.3.2. 配置Exec记帐示例 

	33.5.4. 配置AAA Network记帐 
	33.5.4.1. 使用RADIUS进行Network记账 
	33.5.4.2. 配置Network记帐示例 


	33.6. 监视AAA用户 
	33.7. 配置Login的用户认证失败锁定 
	33.8. 配置基于域名的AAA服务 
	33.8.1. 概述 
	33.8.2. 基于域名的AAA服务配置 
	33.8.2.1. 启用AAA
	33.8.2.2. 定义AAA服务的方法列表
	33.8.2.3. 打开基于域名的AAA服务开关
	33.8.2.4. 创建域 
	33.8.2.5. 配置域属性集 
	33.8.2.6. 查看域配置 

	33.8.3. 配置基于域名的AAA服务配置注意事项 
	33.8.4. 配置基于域名的AAA服务示例 


	第34章 RADIUS配置 
	34.1. RADIUS概述 
	34.2. RADIUS配置任务 
	34.2.1. 配置RADIUS协议参数 
	34.2.2. 指定RADIUS身份认证 
	34.2.3. 指定RADIUS私有属性类型 

	34.3. 监控RADIUS 
	34.4. RADIUS 配置示例 

	第35章 配置TACACS+ 
	35.1. TACACS+概述 
	35.2. TACACS+应用 
	35.3. TACACS+配置任务 
	35.3.1. 指定TACACS+服务器主机 
	35.3.2. 配置全局的TACACS+共享密钥 
	35.3.3. 配置AAA服务器组 
	35.3.4. 指定进行TACACS+认证 
	35.3.5. 指定进行TACACS+授权 
	35.3.6. 指定进行TACACS+记账 
	35.3.7. 配置TACACS+协议参数 

	35.4. 使用TACACS+ 进行认证、授权、记帐配置示例 
	35.4.1. Login 认证使用TACACS+的配置示例：  
	35.4.2. 使用TACACS+进行Enable认证的配置示例：  
	35.4.3. 用TACACS+进行Exec授权的配置示例：  
	35.4.4. 使用TACACS+进行15级Commans记账的配置示例：  


	第36章 SSH终端服务 
	36.1. SSH简介 
	36.2. 锐捷SSH支持算法
	36.3. 锐捷SSH支持  
	36.4. SSH配置 
	36.4.1. 缺省的SSH配置
	36.4.2. 用户认证配置 
	36.4.3. 打开SSH Server 
	36.4.4. 关闭SSH Server 
	36.4.5. 配置SSH server支持版本 
	36.4.6. 配置SSH用户认证超时时间 
	36.4.7. 配置SSH重认证次数 

	36.5. 使用SSH进行设备管理 

	第37章 GSN配置 
	37.1. 锐捷GSN安全方案简介 
	37.1.1. 锐捷安全策略管理平台（RG SMP） 
	37.1.2. 锐捷安全客户端 
	37.1.3. 锐捷安全修复系统 
	37.1.4. 锐捷安全设备 

	37.2. GSN安全设备配置 
	37.2.1. 配置设备支持安全方案的开关 
	37.2.2. 配置同SMP server之间的通讯 
	37.2.3. 配置安全事件传输最小时间间隔 
	37.2.4. 配置端口支持地址绑定开关 

	37.3. GSN配置显示 
	37.3.1. 显示smp server 
	37.3.2. 显示security event interval 

	37.4. GSN配置使用相关注意事项 
	37.4.1. GSN支持的表项数目 
	37.4.2. 与GSN使用冲突的一些功能 
	37.4.3. GSN使用的其他注意事项 


	第38章 动态ARP检测配置 
	38.1. 了解DAI 
	38.1.1. 了解ARP 欺骗攻击  
	38.1.2. 了解DAI和ARP 欺骗攻击 
	38.1.3. 接口信任状态和网络安全 
	38.1.4. 限制ARP报文的速率 

	38.2. 配置DAI 
	38.2.1. 启用指定VLAN的DAI报文检查功能 
	38.2.2. 设置端口的信任状态 
	38.2.3. 设置端口的ARP报文最大接收速率 
	38.2.4. DHCP snooping database相关配置 

	38.3. 显示DAI配置 
	38.3.1. 显示VLAN是否启用DAI功能 
	38.3.2. 显示各二层接口DAI配置状态 


	第39章 访问控制列表配置 
	39.1. 概述 
	39.1.1. 访问控制列表简介 
	39.1.2. 为什么要配置访问列表 
	39.1.3. 什么时候配置访问列表 
	39.1.4. 输入/输出ACL、过滤域模板及规则 

	39.2. IP访问列表配置 
	39.2.1. IP访问列表配置指导 
	39.2.1.1. 隐含“拒绝所有数据流”规则语句 
	39.2.1.2. 输入规则语句的顺序 

	39.2.2. 配置IP访问列表 
	39.2.3. 显示IP访问列表的配置 
	39.2.4. IP访问列表示例 

	39.3. MAC扩展访问列表的配置 
	39.3.1. MAC扩展访问列表配置指导 
	39.3.2. 配置MAC扩展访问列表 
	39.3.3. 显示MAC扩展访问列表的配置 
	39.3.4. MAC扩展访问列表示例 

	39.4. Expert扩展访问列表的配置 
	39.4.1. Expert扩展访问列表配置指导 
	39.4.2. 配置Expert扩展访问列表 
	39.4.3. 显示Expert扩展访问列表的配置 
	39.4.4. Expert扩展访问列表示例 

	39.5. 配置访问列表ACL80 
	39.6. 配置TCP Flag过滤控制 
	39.7. 按优先级配置ACL表项 
	39.8. 配置基于时间区的ACL  
	39.9. 配置举例 
	39.9.1. 配置TCP单向连接 
	39.9.1.1. 配置要求 
	39.9.1.2. 拓扑图 
	39.9.1.3. 分析 
	39.9.1.4. 配置步骤 



	第40章 QOS配置 
	40.1. QOS概述 
	40.1.1. QoS基础框架 
	40.1.2. QOS处理流程 
	40.1.2.1. Classifying 
	40.1.2.2. Policing 
	40.1.2.3. Marking 
	40.1.2.4. Queueing 
	40.1.2.5. Scheduling 


	40.2. 配置QOS  
	40.2.1. 缺省QOS设置 
	40.2.2. 配置接口的Qos信任模式 
	40.2.3. 配置接口的缺省CoS值 
	40.2.4. 配置Class Maps 
	40.2.5. 配置Policy Maps 
	40.2.6. 配置接口应用Policy Maps 
	40.2.7. 配置输出队列调度算法 
	40.2.8. 配置输出轮转权重 
	40.2.9. 配置Cos-Map 
	40.2.10. 配置CoS-to-DSCP Map 
	40.2.11. 配置DSCP-to-CoS Map 
	40.2.12. 配置端口速率限制 
	40.2.13. 配置IPpre to DSCP Map 

	40.3. QOS显示 
	40.3.1. 显示class-map 
	40.3.2. 显示policy-map 
	40.3.3. 显示mls qos interface 
	40.3.4. 显示mls qos queueing 
	40.3.5. 显示mls qos scheduler 
	40.3.6. 显示mls qos maps 
	40.3.7. 显示mls qos rate-limit 
	40.3.8. 显示show policy-map interface 

	40.4. QOS配置用例 
	40.4.1. 基于分类报文的流量限速 
	40.4.1.1. 应用需求 
	40.4.1.2. 拓扑图 
	40.4.1.3. 配置步骤 



	第41章 VRRP配置 
	41.1. 概述 
	41.2. VRRP的应用 
	41.2.1. 路由冗余 
	41.2.2. 负载均衡 

	41.3. VRRP的配置 
	41.3.1. VRRP配置任务列表 
	41.3.2. 启动VRRP备份功能 
	41.3.3. 设置VRRP备份组的验证字符串 
	41.3.4. 设置VRRP备份组的通告发送间隔
	41.3.5. 设置路由设备在VRRP备份组中的抢占模式 
	41.3.6. 设置路由设备在VRRP备份组中的优先级 
	41.3.7. 设置VRRP备份组监视的接口 
	41.3.8. 设置VRRP通告定时设备学习功能 
	41.3.9. 设置路由设备在VRRP备份组的描述字符串 

	41.4. VRRP的监控与维护 
	41.4.1. show vrrp 
	41.4.2. debug vrrp 

	41.5. VRRP的典型配置示例 
	41.5.1. VRRP单备份组配置示例 
	41.5.2. 使用VRRP监视接口配置示例 
	41.5.3. VRRP多备份组配置示例 

	41.6. VRRP的故障诊断与排除 

	第42章 RLDP配置 
	42.1. RLDP概述 
	42.1.1. 理解RLDP 
	42.1.2. 典型应用 

	42.2. 配置RLDP 
	42.2.1. RLDP的默认值
	42.2.2. 配置全局RLDP 
	42.2.3. 配置端口RLDP 
	42.2.4. 配置RLDP的探测间隔 
	42.2.5. 配置RLDP的最大探测次数 
	42.2.6. 恢复端口的RLDP状态 

	42.3. 查看RLDP信息 
	42.3.1. 查看所有端口的RLDP状态 
	42.3.2. 查看指定端口的RLDP状态 


	第43章 TPP配置 
	43.1. TPP概述 
	43.2. TPP应用 
	43.3. TPP配置 
	43.3.1. 配置全局拓扑防护 
	43.3.2. 配置端口拓扑防护 

	43.4. TPP典型配置举例 
	43.5. 查看TPP信息 
	43.5.1. 查看设备的TTP配置及状态 


	第44章 文件系统配置 
	44.1. 概述 
	44.2. 配置文件系统 
	44.2.1. 文件系统配置指导 
	44.2.2. 切换目录 
	44.2.3. 复制文件 
	44.2.4. 显示目录内容 
	44.2.5. 格式化系统 
	44.2.6. 创建目录 
	44.2.7. 移动文件 
	44.2.8. 显示当前工作路径 
	44.2.9. 删除文件 
	44.2.10. 删除空目录 


	第45章 系统日志配置 
	45.1. 概述 
	45.1.1. 日志报文格式 

	45.2. 日志配置 
	45.2.1. 日志开关 
	45.2.2. 设置日志信息显示设备 
	45.2.3. 启用日志信息时间戳开关 
	45.2.4. 启用日志信息系统名开关  
	45.2.5. 启用日志信息统计功能开关  
	45.2.6. 启用日志信息序列号开关  
	45.2.7. 设置日志信息显示级别 
	45.2.8. 设置日志信息的设备值 
	45.2.9. 设置日志报文的源地址 
	45.2.10. 设置发送用户LOG信息 

	45.3. 日志监控 
	45.3.1. 日志配置举例 


	第46章 堆叠管理 
	46.1. 理解堆叠 
	46.1.1. 概述 
	46.1.2. 硬件结构 
	46.1.3. 堆叠的启动和停止 

	46.2. 配置堆叠 
	46.2.1. 缺省配置 
	46.2.2. 如何根据设备号确认堆叠成员设备 
	46.2.3. 配置设备优先级 
	46.2.4. 配置设备别名 
	46.2.5. 配置堆叠端口 
	46.2.6. 参数保存 

	46.3. 显示堆叠信息 


