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[ x | y | ... ]̔ ңҩ׆ ҩ Ҭ ѿҩ Ҍ Ȃ 

//̔ ҹ Ȃ 

2)  

ӥ ᵬ Ҭ ≢ ̆ ֓ ӈ Ҋ̔ 

 注意、警告、提醒操作中应注意的事项。 

 说明、提示、窍门、对操作内容的描述进行必要的补充。 

 对于产品的支持情况进行必要的补充。 

3)  

 Ύҽᶛ № Ҍ ̆ ᵬҬ ֟ Ȃ 

 Ύ №ҽᶛ Ḥ Ҭ ῒ ֟ ↓ ῤ ̂ ֟ ȁ ̃̆ΐᵣ Ḥ ץ ᶏ

Ḥ ҹ‰Ȃ  

 ΎҬ ֟ ף̆ ԅѿ ӈҊ ץ̆

 



 

1-1 

 ֜ WEB  

1 交换机 WEB 管理 

1.1 WEB 管理概述 

WEB ᶏ IE ̆ ֜ Ȃ 

WEB WEB Ⱶ WEB ң №ȂWEB Ⱶ ҉̆ ̂

WEB ᴆ פ ̃̆ ̆WEB ̆ IEȂ 

1.2 配置环境要求 

1.2.1 客户端要求 

 ᶏ WEB WEB ⌠֜ WEB ֜ Ȃ PC̆

Ӟ ѿ֓ῒ ꜚ ̆ ȁIPAD  

 ̔ IE6.0ȁIE7.0ȁIE8.0 ץ № ԍ IE ̆ Ỹ maxthon Ȃᶏ ῒ WEB

̆ ₮ Ӱ  

 № ̔ № ҹ 1024*768ȁ1280*1024 1440*960̆ ῒ № Ҋ̆ ᵣ ₮ Ҍ

ȁҌ  

1.2.2 服务器要求 

 ֜ ꜚ WEB Ⱶ 

 ֜ WEB Ḥ  

 ֜ IP  

1.3 启动 WEB 服务 

֜ WEB Ⱶ ῏ ̆ WEB Ⱶ̆ ľWEB ῖ ҽᶛĿ Ȃ 

 如果 WEB 配置用 Enable 方法进行认证，则认证时不要输入用户名直接输入 Enable 密码进行认证。 

1.4 登陆 WEB 管理平台 

֜ IP ̆ ᾢ IP ץ WEB Ȃ 

Ҭ ῀ IP ̆ ̔http://192.168.1.200, ῀ Ҋ ̔ 



 

1-2 

 ֜ WEB  

 1-1 ∆  

 

₯ľ Ŀ ̆ ᴪ ₮ ̆ Ҭ ῀ ȁ Ȃ 

 1-2  

 

ⱳ ῀ WEB Һ ̆ Ҋ ̔ 

 1-3 WEB Һ  



 

1-3 

 ֜ WEB  

 

1.5 系统管理 

1.5.1 交换机 IP 设置 

ľ֜ IP Ŀᶏ ⱳ Ȃ 

֜ IP ̔ 

 1-4 ֜ IP  



 

1-4 

 ֜ WEB  

 

̔ 

ḱ ̔ ḱ ҩ֜ ip̆ Ҭ ̆ ľḱ Ŀ ̆ ₮ Ҋ ̔ 

 1-5 ֜ IP ḱ  

 

ץ IP ̆ ḱ ̆ḱ ľḠ Ŀ ᶏ Ȃ 

1.5.2 VLAN 管理 

ľVLAN Ŀᶏ ⱳ Ȃ 



 

1-5 

 ֜ WEB  

VLAN ̔ 

 1-6 VLAN  

 

VLAN 管理页面 

̔ ῀ ̆ ᾢ ╠ VLAN Ḥ Ȃ ץ ȁ− ȁḱ Ɛ

 





 

1-7 

 ֜ WEB  

 

̔ 

VLAN ID̆ ̆ ľḠ Ŀ ̆ᶏ Ȃ 

1.5.3 网关设置 

ľ ῏ Ŀᶏ ⱳ ̆ ⱳ ҈ ֜ Ҍ Ȃ 

῏ ̔ 

 1-10 ῏  



 

1-8 

 ֜ WEB  

 



 

1-9 

 ֜ WEB  

 

῀ IP ȁ Ҋѿ  ľḠ Ŀ ᶏ Ȃ ⱳ ̆ ⱴ ҉Ȃ 

− ̔ Ҭ − ̆ ľ− Ŀ Ȃ Ҭ − Ȃ 

1.5.5 端口镜像 

ľ ἝĿᶏ ⱳ Ȃ 

Ἕ ̔ 

 1-13 Ἕ  



 

1-10 

 



 

1-11 

 ֜ WEB  

 

输入限速 

̔ 

ץ ῀ ץ Ȃ Ҭ ῀ ṿ ѿ̆ ץ ҩ ̆

ῒҬ ҹ 2 n ̆ ṿ ľḠ Ŀ ᶏ ȂҌ Ḡ

ҹ Ȃ ̆ ľ ῃ Ŀ ᶏ Ȃ 

输出限速 

 1-15



 

1-12 

 ֜ WEB  

 

̔ 

ץ ₮ ץ Ȃ ṿ ľḠ Ŀ ᶏ ȂҌ Ḡ

ҹ Ȃ ̆ ľ ῃ Ŀ ᶏ Ȃ 

1.5.7 聚合端口 

ľ Ŀᶏ ⱳ Ȃ 

̔ 

 1-16  



 

1-13 

 ֜ WEB  

 

̔ 

  

̆ ľḠ Ŀ ᶏ Ȃ 

  

ѿҩ ̆ ľ Ŀ ̆ ₮ Ҋ ̔ 

 1-17  





 

1-15 

 ֜ WEB  

 

̔ 

ῒ ̆ ľḠ Ŀ ᶏ Ȃ Ҍ ̆

Ҍ Ȃ 

1.5.9





 

1-17 

 ֜ WEB  

 

̔ 

IGMP Snooping ⱳ ̆ ᾢ Ҭľ Ŀ ̆ Ҋ ҹ ̆ Ҭ׆ץ ivglȁ

svglȁivgl-svgl ҈Ҭ ̆ ԅ svglȁivgl-svgl ̆ ץ ȁIP Ȃ ľḠ Ŀ

ᶏ Ȃ ῏ IGMP Snooping ⱳ ̆ ᾢ Ҭľ῏ Ŀ ľḠ Ŀ ᶏ Ȃ 

1.5.11 STP 设置 

ľSTP Ŀᶏ ⱳ Ȃ 

STP ̔ 

 1-21 STP  



 

1-18 

 ֜ WEB  

 

̔ 

Ҭľ STP ⱳ Ŀ ľḠ Ŀ ᶏ Ȃ STP ⱳ MSTP̆Ҋ ץ MSTP

Ḡ  Ȃ ̆ ҹ BPDU ̆ ₯ľḠ Ŀ ᶏ Ȃ Ҭ

̆ᴪꜚ ’Ȃ 

ԅ MSTP ̆ᴪ MSTP ᶛṿ VLAN Ἕ ᶛ-VLAN Ҭ̆ Ҭ ᶛṿ╠ ̆ ľ− Ŀ

̆− ᶛ-VLAN Ȃ 

1.5.12 SNMP 管理 

ľSNMP Ŀᶏ ⱳ Ȃ 

SNMP ̔  

 1-22 SNMP  



 

1-19 

 ֜ WEB  

 

̔ 

SNMP ⱳ ̆ ľ SNMPĿ ̆ ץ ᵣ ȁ Ώ ̆ ̆

ľḠ Ŀ ᶏ Ȃ ῏ SNMP ⱳ ̆ ľ῏ SNMPĿ ̆ ľḠ Ŀ ᶏ

Ȃ − ᵣ ̆ Ҭ − ľ− Ŀ ᶏ Ȃ 

1.5.13 NFPP 设置 

ľNFPP Ŀᶏ ⱳ Ȃ 

NFPP Ḥ ̔ 

 1-23 NFPP Ḥ  

http://192.168.23.148/syscom_nfpp.htm


 

1-20 

 ֜ WEB  

 

NFPP 监控信息 

1) ARP ₯  

 1-24  NFPP Ḥ ĺARP ₯  



 

1-21 

 ֜ WEB  

 

̔ 

ARP ₯ Ḥ ̆ Һ Ḥ ̆ ₯ľ ARP



 

1-22 

 ֜ WEB  

 

̔ 

ICMP ₯ Ḥ Һ Ḥ ̆ ₯ľ Ҍ ḤᴋҺ Ŀ↕ Ҍ

ḤᴋҺ Ḥ ̆ Ȃ ῀ IP ̆ ₯ľ ḤᴋҺ Ŀ↕ ῤ Һ ⱴ

῀⌠ḤᴋҺ ↓ ҬȂ ₯ľ Һ Ḥ Ŀ↕ Һ Ḥ Ҍ̆ ľ

ῃ Ŀ ↕ Һ Ḥ Ȃ 

3) DHCP ₯  

 1-26 NFPP Ḥ ĺDHCP ₯  



 

1-23 

 ֜ WEB  

 

̔ 

DHCP ₯ Ḥ ̆ Һ Ḥ ̆ ₯ľ Һ

Ḥ Ŀ↕ Һ Ḥ ̆Ҍ ľ ῃ Ŀ ↕ Һ Ḥ Ȃ 

4) DHCPv6 ₯  

 1-27  NFPP Ḥ ĺDHCPv6 ₯  

  

̔ 



 

1-24 

 ֜ WEB  

DHCPv6 ₯ Ḥ ̆ Һ Ḥ ̆ ₯ľ

Һ Ḥ Ŀ↕ Һ Ḥ ̆Ҍ ľ ῃ Ŀ ↕ Һ Ḥ Ȃ 

NFPP 配置 

 1-28  NFPP Ḥ  

 

1) CPU Ḡ  

 1-29  CPU Ḡ  

 

̔ 

http://192.168.23.148/syscom_nfpp.htm


 

1-25 

 ֜ WEB  

CPU Ḡ ̆ ╠ ᶛ Ḥ ̆ ₯ľḱ Ŀ̆ ₮ ̆

₯ľḠ Ŀ ᶏ ̆ ҉̆ Ҍ ↕ ҹ ̆ Ҍḱ ↕Ḡ ╠ Ҍ

Ȃ 

2) NFPP  

 1-30  NFPP  

 

̔ 

NFPP ̆ ╠ Ḥ ̆ ₯ ↓ ľ Ŀ↕ NFPP ҹ ̆

₯ Ҋ ľ Ŀ NFPP ҹ Ȃ ₯ľḱ Ŀ ₮ ̆

̆ ₯ľḠ Ŀ ᶏ ̆ ҉̆ Ҍ ↕ ҹ ̆ Ҍḱ

↕Ḡ ╠ Ҍ Ȃ 

NFPP 接口配置 

1) ARP ₯  

 1-31  NFPP Ḥ ĺNFPP ARP   

http://192.168.23.148/syscom_nfpp.htm


 

1-26 

 ֜ WEB  

 

̔ 

ARP ₯ NFPP ̆ ̆ ₯ľḠ Ŀ ᶏ ̆

ⱳ ᴪ ₮ ⱳ ̆ Ҋ Ҭ̆ Ҍ ↕ ҹ ṿȂ 

2) ICMP ₯  

 1-32  NFPP Ḥ ĺNFPP ICMP  





 

1-28 

 ֜ WEB  

 

̔ 

DHCP ₯ NFPP ̆ ̆ ₯ľḠ Ŀ ᶏ

̆ ⱳ ᴪ ₮ ⱳ ̆ Ҋ Ҭ̆ Ҍ ↕ ҹ ṿȂ 

4) DHCPv6 ₯  

 1-34  NFPP Ḥ ĺNFPP DHCPv6  



 

1-29 

 ֜ WEB  

 

̔ 

DHCPv6 ₯ NFPP ̆ ̆ ₯ľḠ Ŀ ᶏ

̆ ⱳ ᴪ ₮ ⱳ ̆ Ҋ Ҭ̆ Ҍ ↕ ҹ ṿȂ 

5) ND ₯  

 1-35  NFPP Ḥ ĺNFPP ND  



 

1-30 

 ֜ WEB  

 

̔ 

ND ₯ NFPP ̆ ̆ ₯ľḠ Ŀ ᶏ ̆

ⱳ ᴪ ₮ ⱳ ̆ Ҋ Ҭ̆ Ҍ ↕ ҹ ṿȂ 

NFPP 日志 

 1-36  NFPP Ḥ  

http://192.168.23.148/syscom_nfpp.htm


 

1-31 

 ֜ WEB  

 

̔ 

NFPP Ḥ ̆ ̆ ₯ľḠ Ŀ ᶏ ̆

ⱳ ᴪ ₮ ⱳ ̆ Ҋ Ҭ̆ Ҍ ↕ ҹ ṿȂ ₯ľ ‖ Ŀ

Ҋ ₮ѿҩ ╠ ‖ ̆ Ҋ ̆ ₯ľ ‖ Ŀ− ‖ Ḥ ̆ ῏

‖ Ȃ 

 1-37 ‖  



 

1-32 

 ֜ WEB  

 

1.6 安全 

1.6.1 防网关 ARP 欺骗 

ľ ῏ ARP Ŀᶏ ⱳ Ȃ 

῏ ARP ̔ 

 1-38 ῏ ARP  



 

1-33 

 ֜ WEB  

 

̔ 

Ҭ ̆ ῀ ῏ ľḠ Ŀ ᶏ ̆ѿҩ ҩ ῏ ̆ −

῏̆ Ҭ − ῏ ̆ ľ− Ŀ ᶏ Ȃ 

1.6.2 防 ARP 欺骗 



 

1-34 

 ֜ WEB  

 

̔ 

 /MAC/IP  

/MAC/IP ̆ Ҭ ̆ IP MAC ̆ ľḠ Ŀ ᶏ ̆ Ҭ

⌠ MAC ↕̆ ᴪ ꜚ ӟ⌠ Ҭ ₮ ̆ ҉ ̆ Ҭ GigabitEthernet 0/15

̆ Ҭ ↓₮ ӟ⌠ MAC Ȃ 

 ῃⱳ  

Ҭ ̆ ԅ ῃⱳ ↕̆ ῃⱳ ᴪ Ҭ̆ ӊ↕ Ҭ῏

ῃⱳ Ȃ ԅ ῃⱳ ̆↕ ᴪ Ҋ Ҭ ῃ Ḥ Ȃ 

 ḱ ῃ Ḥ  



 

1-35 

 ֜ WEB  

ḱ ῃḤ ̆ Ҭ ḱ ľḱ Ŀ ̆ ₮ ῃ ḱ ̆ Ҋ

̔ 

 1-40 ḱ ῃ  

 

ḱ ῏ ľḠ Ŀ ᶏ ̆ ҹꜚ ̆↕ḱ ҹ Ȃ 



 

1-36 

 ֜ WEB  

 

显示 ACL 信息 

̔ 

ACL Ḥ ̆ ACL Ḥ ̆ ׆ ACL ↓ Ҭ Ҭ ACL ̆Ḃᴪ Ҭ

₮ ACL ACEȂ − ACĔ Ҭ ľ− Ŀ ᶏ Ȃ −

ACL̆ ľῃ Ŀ ̆ Ҭ ACĔ ľ− Ŀ ᶏ Ȃ 

ACL 配置 

‰ IP ↓ ̆ ₯ľ ‰ IP ↓ Ŀ ̆Ҋ ҹ ‰ IP ↓ ̔ 

 1-43 ‰ IP ↓  



 

1-37 

 ֜ WEB  

 

̔ 



 

1-38 

 ֜ WEB  

 

̔ 

↕̔ Ҋ׆ ↓ Ҭ ↕̆ ľ Ŀ ľᾛ Ŀң ↕Ȃ 

↓ ID̂ ̃̔ ῀ ↓ ̆Ӟ ץ ῀ ↓ Ȃ 

̔ TCP



 

1-39 

 ֜ WEB  

 

̔ 

̔ Ȃ 

ACL ↓ ̔ ԍ ACLȂ 

ľḠ Ŀ ᶏ Ȃ 

− ̆ Ҭ − ľ− Ŀ ᶏ Ȃ 

 如果要配置与 PC 所连的端口，请确认该 ACL 是否会影响 PC 与设备的交互。如果配置错误，将无法继续使用 WEB

来管理设备。 

1.6.5 IP Source Guard 

IP Source Guard 概述 

IP Source Guard ⱳ ѿҩ IP ̆ Ҭ Ḥ [VLANȁMACȁIPȁPORT] ҹ ᴆ

̆ ᾛ ᶏ Ȃ 

IP Source Guard ⱳ DHCP Snooping ȂDHCP Snooping ѿҩ IP ̆

ᶫ IP Source Guard ⱳ ׆̆ └ DHCP IP ᶏ ̆ ԅ

IP



 

1-40 

 ֜ WEB  

ԍ IP Source Guard ֽֽ DHCP Snooping └ ῤ Ḥᴋ ҉ ̆ ῒזḤᴋ DHCP 

Snooping └ ῤ ҉ ⱳ ̆ⱳ Ҍ Ȃ 

ľIP Source GuardĿᶏ ⱳ Ȃ 

IP Source Guard ̔ 

 1-46 IP Source Guard  

 

接口配置 

̔ 

̔ IP Source Guard ⱳ Ȃ 

      ҹ̔IP+MAC̆ ľ ԍ IP+MAC ⱳ ( )Ŀ 

用户绑定 

IP  



 

1-41 

 ֜ WEB  

̔ 

MAC ̔ MAC  

VLAN̔ᶏ VLAN ID 

IP ̔ IP  

̔ ῏ Ȃ 

 1-47  

 

1.6.6 DAI 

DAI ῃ Dynamic ARP Inspection̂ ꜚ ARP ̃Ȃ ⌠ ARP ̆ҡ Ҍ arp

Ȃ 

ľDAIĿᶏ ⱳ Ȃ 

DAI ̔ 

 1-48  DAI  



 

1-42 

 ֜ WEB  

 

 VLAN DAI ⱳ  

’Ҋ̆ VLAN DAI ⱳ ῏ Ȃ 

VLAN 100 DAI ⱳ ̆vlan-id ҹ 100 ARP ᴪ DAI ῏ ῃ Ȃ 

̔ 

ľ ῏ DAI ⱳ VLAN IDĿ Ҭ ῀ VLAN ↓ Ȃ ῏

VLAN DAI ⱳ ̆ ῏ VLAN DAI ⱳ ̆ ₯ľḠ ĿȂ 

Ḡ ҉ᴪ DAI ⱳ VLANȂ 

 Ḥᴋ  

ԍ ҉ ѿҩ Ḥᴋ ̆ ARP ᵬ₮ ׆̆ Ḥᴋ ⌠ DAI ̆ ҹ

ARP ׆ ̕ Ḥᴋ ⌠ ARP ̆ Ҥ DAI Ȃ 

ѿҩῖ Ҭ̆ ⌠ ԋ ҹ Ḥᴋ ̆ ⌠Һ ԋ ҹ Ḥ

ᴋ Ȃ 

̔ 

Ҋ Ҭ ѿҩ ̆ ₯ľḤᴋĿ ľҌḤᴋĿ̆ ₯ľḠ Ŀ Ȃ 

ľ ԋ DAI Ŀ Ҭ Ȃ 



 

1-43 

 ֜ WEB  

1.6.7 GSN 

ľGSNĿᶏ ⱳ Ȃ 

GSN ̔ 

 1-49 GSN  

 

̔ 

 ῏ GSN ⱳ  

₯ GSN ╠ GSN̆ ₯῏ GSN ╠ ῏ GSNȂ 

 SMP server ӊ  

SMP server ӊ v1̂ ̃̆v2̆v3 ҈ ̆ ῀ Community User ṿ ₯ľḠ Ŀ Ȃ

₯ľ῏ Ŀ ῏ Ȃ 

 ԍ  



 

1-44 

 ֜ WEB  

GSN GSN ԍ ̆ ₯ľḠ Ŀ ̆ Ҋ Ҭ Ȃ

− ᾢ ╠ ̆Ῥ ₯ Ҋ ľ− Ŀ Ȃ 

1.6.8 CPP 配置 

ľCPP Ŀᶏ ⱳ Ȃ 

CPP



 

1-45 

 ֜ WEB  

 

₯ľ Ḥ Ŀ ᴨᾢ Ḥ ̆ Ҋ ̔ 

 1-52 ᴨᾢ Ḥ  

 

₯ / / Ḥ ľ Ŀ / / Ḥ ̆

Ҋ ̔ 

 1-53 / / Ḥ  



 

1-46 

 ֜ WEB  

 

῀ ̆ ₯ľ Ŀ Ḥ Ȃ 

1.6.9 RADIUS 配置 

ľRADIUS Ŀᶏ ⱳ Ȃ 

RADIUS ̔ 

 1-54  RADIUS Ⱶ  



 

1-47 

 ֜ WEB  

 

RADIUS 服务器 

̔ 

҉ №ҹ AAA ῏ ̆ AAA ⱳ ’Ҋ R̆ADIUS Ⱶ Ȃ ₯ AAA new-model

ľ Ŀ AAA ⱳ ̆ ̆ ῀ ̆ ₯ ľḠ Ŀ ᶏ ̆ ⱳ ᴪ ₮

ⱳ Ȃ ⱳ ȁIP Ҭ ̆ IP ̆ ₯ ľḠ Ŀ

ᶏ ̆ ⱳ ᴪ ₮ ⱳ Ȃ 

RADIUS Ⱶ ῀ Ҭ ῀ Ⱶ IP ̆ Ώ ̆ ₯ ľḠ Ŀ ᶏ ̆ ⱳ

ᴪ ₮ ⱳ ȂҌ Ώ ↕ᶏ ṿȂ 

RADIUS 服务器组配置 

 1-55  RADIUS Ⱶ  



 

1-48 

 ֜ WEB  

 

̔ 

῀ ḱ Ⱶ ̆ ῀ ⱴ῀ RADIUS Ⱶ IP ̆ Ώ Ⱶ ̆ ₯Ҋ

ľḠ Ŀ ᶏ ̆ ⱳ ᴪ ₮ ⱳ ̆ Ҋ Ҭ Ҍ̆ Ώ ↕ᶏ ṿȂ

Radius Ⱶ Ҋ Ҭ − Ⱶ ̆ ₯ľ− Ŀ Ⱶ − Ȃ 

1.6.10 AAA 设置 

ľAAA Ŀᶏ ⱳ Ȃ 

AAA ̔ 

 1-56  AAA  



 

1-49 

 ֜ WEB  

 

AAA 配置 

̔ 

AAA Ҭ ץ authentication ăuthorization ăccounting҈ ̆ AAA Ҍ login ĕnablĕ

ppp̆dot1x exec̆command̆network ң Ȃ ץ List Name ӈ̆

№ҹ local̆group ̆ ₯ľḠ Ŀ ҊҊ Ҭ Ȃ 

应用 AAA 方法 

 1-57 AAA  

 



 

1-50 

 ֜ WEB  

AAA AAA Ȃ ̆ ₯ľḠ Ŀ Ȃ ₯ľ Ŀ

̆ ₯ľ Ŀ Ȃ 

配置基于域名的 AAA 服务 

 1-58 ԍ AAA Ⱶ 

 

ᾢ ԍ AAA Ⱶ̆ Dot1x ̆PPP ̆



 

1-51 

 ֜ WEB  

 

AAA ץ AAA ̆ VRF AAA Ḥ Ȃ 

1.6.11 Dot1x 配置 

ľDot1x Ŀᶏ ⱳ Ȃ 

Dot1x ̔ 

 1-60  Dot1x  

 

Dot1x 配置 



 

1-52 

 ֜ WEB  

̔ 

Dot1x



 

1-53 

 ֜ WEB  

 

̔ 

̆҉ №ҹ ԍ Dot1x ⱳ ̆ ⱳ ῏ ̆ ̆

₯ľḠ Ŀ ᶏ ̆ ⱳ ᴪ ₮ ⱳ ̆ ₯ľ Ŀ↕ Ҋ ṿ ҹ

̆ ₯ľ ╠ Ŀ ҹ ╠ ṿȂ 

 1-63 2 
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 ֜ WEB  

 

҉ ̆ ҩ ӊ ⱳ ̆ ₯ ľḠ Ŀ ᶏ ̆ ⱳ ᴪ ₮

ⱳ Ȃ ҩ 802.1x ⱳ ̆↕ ԍ Һ ̆ ῀ MAC ̆

̆ ₯ ľḠ Ŀ ᶏ ̆ ⱳ ᴪ ₮ ⱳ ̆ ⱳ Ҋ ҬȂ Ώ

VLAN ̆ ₯ ľḠ Ŀ ᶏ ̆ ⱳ ᴪ ₮ ⱳ Ȃ 

1.6.12 智能绑定 

ľ Ŀᶏ ⱳ Ȃ 

̔ 

 1-64  



 

1-55 

 ֜ WEB  

 

̔ 

IP MAC  

 ץ ῀ IP ̆ ₯ MAC ̆ ⌠ MAC ₯ľ Ŀ ̆ Ҋ

Ҭ Ȃ 

 ARP IP MAC Ḥ ̆ ₯ Ҭ ľ Ŀ Ȃ 

 1-65 ARP  



 

1-56 

 ֜ WEB  

 

1.6.13 WEB 认证设置 

ľweb Ŀᶏ ⱳ Ȃ 

web ̔ 

 1-66  web  



 

1-57 

 ֜ WEB  

 

基本设置 

̔ 

web ץ IP ̆ URL̆ ̆ HTTP ᴪ (0-255̆ )

̆ ҍ Ⱶ ӊ Ḥ ̆ ᵣ ̆ Web Һ IP̆

SNMP-Inform ᶏ ᵣ ұ, Ḥ , ԍ Ҋ ȁVlan List ȂῒҬ

ҹ 80ȂḠ Ȃ 

免认证资源 

 1-67 ᾧ  



 

1-58 

 ֜ WEB  

 

IP ₯Ḡ ̆ ᾧ Ȃ − ↕ Ҭ ₯ľ− Ŀ Ȃ 

免认证用户 

 1-68 ᾧ  

 

IP ̆ ̆ ₯ľḠ Ŀ̆ ᾧ ȂῒҬ ҹ Ȃ − ↕

Ҭ ₯ľ− Ŀ Ȃ 

应用于端口 



 

1-59 

 ֜ WEB  

 1-69 ԍ  

 

₯ľḠ ĿȂ − ↕ Ҭ ₯ľ− Ŀ Ȃ 

显示认证配置和状态 

 1-70  

 



 

1-60 

 ֜ WEB  

ᶫ Ḥ IP Ḥ Ȃ 

1.6.14 DHCP Snooping 

ľ  SnoopingĿᶏ ⱳ Ȃ 

 Snooping ̔ 

 1-71 DHCP Snooping  

 

̔ 
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 ֜ WEB  

 DHCP Snooping  

DHCP Snooping ⱳ DHCP Snooping MAC ⱳ ̆ Ҭ ľḠ Ŀᶏ Ȃ 

 DHCP Snooping Ḥᴋ  

ҹḤᴋ ľḠ Ŀ ᶏ ̆ ⱳ Ҋ Ḥ Ȃ − Ḥᴋ ̆

Ҭ ľ− Ŀ ᶏ Ȃ 

1.7 QOS 

1.7.1 分类设置 

ľ№ Ŀᶏ ⱳ ȂץҊ № Һ ̔ 

 1-72 №  

 

̔ 

ACL ľḠ Ŀ ᶏ Ȃ ⱳ ̆ Ҋ Ҭ ₮ Ḥ Ȃ − ̆

Ҭ ľ− Ŀ ᶏ Ȃ 
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 ֜ WEB  

1.7.2 策略设置 

ľ Ŀᶏ ⱳ Ȃ 

̔ 

 1-73  

 

̔  

̔ Ȃ 

№ ↓ ̔↓₮ № ̆ ↓ ҹ ̆↕ № ̆ ᾢ⌠№ № Ȃ 

̔ ῀ ῤ ṿȂ 

̔ ῀ ῤ ṿ̆ ҉ ῀Ȃ 

№ ꜚᵬ̔ DSCP ᴨᾢ ̆ ῀ ῤ Ȃ 

ľḠ Ŀ ᶏ Ȃ 

− ̆ ׆ ↓ Ҭ Ҭ ̆ ᴪ Ҭ Ḥ ̆ Ҭ −

ľ− Ŀ ᶏ Ȃ ѿ − ̆ ῃ ľ− Ŀ ᶏ Ȃ 



 

1-63 

 ֜ WEB  

1.7.3 流设置 

ľ Ŀᶏ ⱳ Ȃ 

̔ 

 1-74  

 

̔ 

̔ Ȃ 

↓ ̔ ԍ ̆ ↓ ҹ ̆ ᾢ Ȃ 

̔ Ȃ 

ľḠ Ŀ ᶏ Ȃ − ̆ Ҭ − ľ− Ŀ

ᶏ Ȃ 
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 ֜ WEB  

1.7.4 风暴控制 

ľ └Ŀᶏ ⱳ Ȃ 

└ ̔ 

 1-75 └ 

 

̔ 

̆ └ └ⱬ ₯ľḠ Ŀ Ȃ Ҋ Ҭ Ȃ

− ̆ Ҭ − ľ− Ŀ Ȃ 

1.7.5 端口安全 

ľ ῃĿᶏ ⱳ Ȃ 

ῃ ̔ 

 1-76 ῃ 
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 ֜ WEB  

 

基本设置 

 

̆ ῃ ҩ ̆ ῃ ̆Static̆ Sticky Mac ӟⱳ ᶛ

̆ ₯ľḠ Ŀ Ȃ Ҋ Ҭ Ȃ ҹ ̆ Ҭ Ҍ Ȃ −

̆ Ҭ − ľ− Ŀ ᶏ Ȃ 

安全地址 

 1-77 ῃ  



 

1-66 

 ֜ WEB  

 

ῃ ̆ᾢ ̆ ῃ Mac ̆VLAN ID Ḥ ₯ľḠ Ŀ Ȃ

Ҋ Ҭ Ȃ − ↕ Ҭ ₯ľ− Ŀ Ȃ 

安全地址绑定 

 1-78 ῃ  



 

1-67 

 ֜ WEB  

 

ῃ ̆ᾢ ̆ IP ̆ MAC Vlan ⌠ ῃ ̆↕

Mac VLAN ID Ḥ ̆ ₯ľḠ Ŀ Ȃ Ҋ Ҭ Ȃ − ↕ Ҭ

₯ľ− Ŀ Ȃ 

1.8 系统状态 

1.8.1 系统信息 

ľ Ḥ Ŀᶏ ⱳ Ȃ 

Ḥ ̔ 

 1-79 Ḥ  



 

1-68 

 ֜ WEB  

 

1.8.2 当前配置 

ľ ╠ Ŀᶏ ⱳ Ȃ 

╠ ̔ 

 1-80 ╠  

 

1.8.3 端口状态 

ľ Ŀᶏ ⱳ Ȃ 

̔ 

 1-81  



 

1-69 

 ֜ WEB  

 

1.8.4 端口运行状态 

ľ Ŀᶏ ⱳ Ȃ 

̔ 

 1-82  

 

1.8.5 端口统计信息 

ľ Ḥ Ŀᶏ ⱳ Ȃ 



 

1-70 

 ֜ WEB  

Ḥ ̔ 

 1-83 Ḥ  

 

1.8.6 日志信息显示 

ľ Ḥ Ŀᶏ ⱳ Ȃ 

Ḥ ̔ 

 1-84 Ḥ  
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 ֜ WEB  

 

1.9 系统维护 

1.9.1 Ping 

ľPingĿᶏ ⱳ Ȃ 

Ping ̔ 

 1-85 Ping 

 

̔ 

Ҭ ῀ IP ̆ ľ Ŀ ̆ IP Ҍ ̆ ⌠ Ping Ȃ 



 

1-72 

 ֜ WEB  

1.9.2 Telnet 

ľTelnetĿᶏ ⱳ Ȃ 

Telnet ̔ 

 1-86 Telnet 

 

̔ 

₯ ľTelnetĿ ̆ Telnet ⱳ Ȃ PC Telnet Ⱶ̆ ᾢ PC Telnet ⱵȂ 

1.9.3 用户管理 

ľ Ŀᶏ ⱳ Ȃ 

̔ 

 1-87  



 

1-73 

 ֜ WEB  

 

̔ 

ⱴ ̔ ⱴ ̆ ₯ľ ⱴ Ŀ ̆ ₮ Ҋ ̔ 

 1-88 ⱴ  

 

῀  ľḠ Ŀ ᶏ Ȃ ⱳ ̆ ⱴ ҉Ȃ 

− ̔ Ҭ − ̆ ľ− Ŀ Ȃ Ҭ − Ȃ 

ḱ ̔ Ҭ ḱ ̆ ľḱ Ŀ ̆ ₮ Ҋ ̔ 

 1-89 ḱ  



 

1-74 

 



 

1-75 

 ֜ WEB  

̔ 

 ḱ Enable  פ

ḱ Enable ̆פ ῀ פ ľḠ Ŀ ̆ᶏ Ȃ ₮̔ 

 1-91  

 

פ Ȃ 

 ḱ Telnet  פ

ḱ Telnet ̆פ ῀ פ ľḠ Ŀ ̆ᶏ Ȃ 

1.9.5 导入/导出配置 

ľ ῀/ ₮ Ŀᶏ ⱳ Ȃ 

῀/ ₮ ̔ 

 1-92 ῀/ ₮  



 

1-76 



 

1-77 

 ֜ WEB  

1.9.7 系统升级 

ľ Ŀᶏ ⱳ Ȃ 

̔ 

 1-94  

 

̔ 

̆ ԅ TFTP Ⱶ Ȃ ᴆ ҹ TFTP Ⱶ ҉ ᴆ̆ ᴆ ҹ ⌠ ҉

ᴆ ̆ ῀ TFTP Ⱶ IP ľ Ŀ ᶏ Ȃ 

1.9.8 退出系统 

ľ ₮ Ŀᶏ ⱳ Ȃ 

̔ 

₯ ľ ₮ Ŀ ̆ ῏ Ȃ 

1.10 WEB 管理典型配置举例 

配置要点 

WEB WEB Ⱶ ̆ enable Ȃ 

配置步骤 



 

1-78 

 ֜ WEB  

WEB Local Enable ̆ ԅ̆ ץ ῀ WEB ̆ WEB

Ȃ 

 Local  

Ҋ̔ 

῀ config  

Ruijie#configure  

Enter configuration commands, one per line.  End with CNTL/Z. 

WEB Ⱶ 

Ruijie(config)#enable service web-server  

WEB ҹ Local  

Ruijie(config)#ip http authentication local 

̂ ҹ 15 ̃  

Ruijie(config)#username admin password admin 

Ruijie(config)#username admin privilege 15



 

1-79 

 ֜ WEB  

显示验证 

 Local  

Ruijie(config)#show running-config 

Building configuration... 

Current configuration : 2014 bytes 

! 

version RGOS 10.2(4), Release(55435)(Wed May 13 11:50:07 CST 2009 -ngcf32) 

vlan 1 

username admin password admin      //WEB ҍ  

username admin privilege 15          //WEB 15  

no service password-encryption 

ip http authentication local           //WEB local  

! 

enable service web-server           // WEB Ⱶ 

! 

! 

interface VLAN 1 

 

Ruijn l24cog

55.2 575.78 10 1 227.T

BT

1 0 0 1 182.72 69276J396.56m

0 gg 
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 ֜ WEB  

 no shutdown 

! 

! 

line con 0 

line vty 0 4 

 login 

! 

! 

end 
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